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Abstract: A remote password authentication 
scheme based on the Chinese remainder theorem 
is proposed. The scheme can verify the remote 
password without verification tables. In the initial 
phase, the password generation centre generates 
and assigns a password corresponding to each 
user. The ideas of smart cards and the identity- 
based signature scheme introduced by Shamir are 
employed in this phase. Each user possesses a 
smart card for later login and authentication. In 
the login phase, the user submits the identity and 
password associated with the smart card. In the 
authentication phase, the system verifies the 
remotely submitted password to check if the login 
request is accepted or rejected. A signature scheme 
and communication timestamps are provided in 
the authentication phase against the potential 
attacks of replaying a previously intercepted login 
request. 

1 Introduction 

The importance of ensuring privacy and security is acute 
because of the rapid progress and prevalence of multi- 
user computing environments. Various types of security 
mechanisms have been employed to preclude information 
in the computer systems being disclosed, destroyed, 
altered or copied by unauthorised users. The password 
authentication schemes are the best-known and the most 
accepted of these mechanisms by contemporary com- 
puter systems [4, 5, 131. 

In the conventional password authentication schemes, 
each user has an identity (ID) and a secret password 
(PW). When a user requests entry to the system, the 
correct ID and PW should be submitted so as to suc- 
cessfully pass the system authentication. One straightfor- 
ward approach to achieve the verification is to directly 
store and maintain a directory of user IDS and PWs in 
the system. Such an approach cannot eliminate the threat 
of revealing passwords in the directory. 

To overcome the weakness of storing IDS and PWs 
directly in the system, some approaches [l, 5, 7-12, 151 
have been proposed which encode the passwords as test 
patterns or verification tables instead of the plain pass- 
words directory. The whole system may be insecure and 
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broken down if the test patterns or verification tables are 
modifed by malicious users in these approaches. Chang 
and Wu [2] proposed a password authentication scheme 
without verification tables. In their scheme, the user is 
burdened with requests for additional information other 
than the ID and PW in the login stage. 

Consider only the remote password authentication 
schemes in remote access systems. The privacy and 
security problems are threatened by potential attacks 
from the remote terminals, along the communication 
links, as well as the system itself [13]. Lamport [ll] pro- 
posed a scheme which protects against attacks of replay- 
ing previously intercepted requests. This scheme is 
insecure if the encrypted password stored in the centre is 
modified by an intruder. Denning [5] proposed another 
method by using the signature scheme of a public-key 
cryptosystem. That system also maintains verification 
tables. A remote password authentication system has the 
following characteristics : 

(i) The system does not need to store or maintain veri- 
fication tables. 

(ii) The login request should be verified easily and 
quickly. 

(iii) The scheme is secure against attacks of replaying 
previously intercepted request. 

Inspired by Shamir's identity-based signature scheme 
[18], a remote password authentication scheme based on 
the Chinese remainder theorem is proposed. A brief 
review of Shamir's identity-based signature scheme is 
stated before presenting the scheme. 

2 Review of Shamir's identity-based signature 
schema 

The identity-based cryptosystems and the signature 
scheme proposed by Shamir [18] enable any pair of users 
to communicate securely and to verify each other's signa- 
ture without exchanging private or public keys and 
without keeping key directories. It also eliminates use by 
a third party. Shamir's identity-based signature scheme is 
first described. 

Let n, p ,  q, e and d be parameters in the RSA scheme 
[16], where p and q are large primes and n = pq,  
ed = 1 mod (p - 1)(q - 1). The system publishes e and n. 
p ,  q and d are kept secret. That is, d is known only to the 
key generation centre. The ith user's secret key K i  is com- 
puted by the centre as 

(1) 
where IDi is the ith user's identity. The ith user may sign 
a message m and the signature of m can be verified by 
anyone who knows IDi as 

(2) 

(3) 

K i  = (IDi)' mod n 

t = re mod n 

s = Kig('i'"' mod n 
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where r is a random number selected by the user andfis 
a one-way function. The pair (t.  s) is the signature of m. 
To anyone who knows I D i ,  the signature of m can be 
easily verified using the test 

se = IDi  tf('< " (mod n) (4) 

For physical implementation, the secret key generated by 
the centre is issued to the user in the form of smart card 
when the user first registers to the system. A smart card is 
an IC processor which can efficiently perform computa- 
tional operations [14]. The smart card possessed by the 
user contains a microprocessor, and IjO port, a RAM, a 
ROM with the user's secret key and programs for gener- 
ating and verifying the signature [18]. Any pair of users 
can verify each other's signature easily and quickly. 

The merits of Shamir's identity-based signature 
scheme is that it is simple and secure. It is also suitable 
for remote access systems. It is weak against the potential 
attack of replaying previously intercepted authentication 
keys if an intruder knows the identity IDi  and eavesdrops 
on the signature message s and t .  

A new remote password authentication scheme is pre- 
sented. The concept of timestamps [ 6 ]  is employed to 
avoid attacks by using the strategy of replaying pre- 
viously intercepted passwords. 

3 Proposed scheme 

Since the scheme uses the Chinese remainder theorem 
(CRT), the theorem is described. Given 2n positive inte- 
gers m,, m 2 ,  ..., m,, and r,, r,, ..., r,, a constant C can 
be found such that 

C = r ,  mod m,, C = r2  mod m, ..., C = rn mod m, 

if mi and mj are relatively prime for all i # j [17]. 
The CRT can be applied to encrypt the plaintext and 

decrypt the ciphertext. Let d,, d ,  , . . . , d ,  be m large rela- 
tively prime numbers and a,, a , ,  . . . , a,,, be m plain mes- 
sages. The encrypted data is 

In the authentication phase, the system verifies the 
remotely submitted password to check if the login 
request is accepted or rejected. 

Let d,, d, , . . . , d ,  be large relatively prime numbers 
and D = d ,  d 2 ,  ..., d,, where d,, d,, ..., d ,  are known 
only to the password generation centre. Let g be a pseu- 
dorandom number generating function and f be a 
one-way function. The algorithm of g should be kept 
secret in the system, i.e., anyone who knows x cannot 
predict the value of g(x) ,  and the value of g ( x )  is less than 
D .  D andfcan be made public. 

Initial phase: When a new user U i  registers to the system, 
the identity IDi  should be presented to the system. The 
password generation centre does the following: 

(i) Generate a password P w  = (wil, w i z ,  ..., wi,), 
where 

(10) wij  = g(IDi)  mod d j  j = 1, 2, . . . , m 
and m is predetermined integer, say m = 5. 

(ii) Deliver a smart card, which contains the informa- 
tion { A  (e , ,  e 2 , .  . . , e,), d}, to the user U i .  

The smart cards possessed by all users are the same. The 
smart card contains a microprocessor which can perform 
arithmetic operations quickly, an 1/0 port, a RAM, a 
ROM in wihch is stored the algorithmic description of 
the one-way function f and parameters (e,, e 2 ,  . . . , e,,,) 
and D ,  and programs for generating signature and 
authenticating message. 

Login phase: For login the system, U i  first attaches the 
smart card to a terminal. The IDi and P w  are then keyed 
in. The smart card performs the following tasks: 

(i) Generate a random vector (rl, r2 . . ., rm). 
(ii) Let Pw. = (wil, w i 2 .  ..., wim). Compute 

C = ai mod di i = 1, 2, ..., m (5) s = (wilr w i 2 ,  . . . , wim) + (rl, r 2 ,  . . . , r , ) f ( t ,  T) 

The value ai can be recovered computing 

ai = C mod d, 

= ( X i , ,  xi2 > . . ., xi,,,) (12) 

(6) where T is the login current date and time used as time- 
stamn. . . . . ~ ~ ~  

Let D = d , d 2 ,  . . . , d ,  and bi satisfy (ii6 Construct the authenticating message C = { I D i ,  t ,  
s, T }  and transmit C to the system by communication 

(:)hi = 1 mod di  i = 1, 2, . . . , m (7) link. 
\-I/ 

The encryption keys can be computed as 

e . =  - bi i = 1 , 2 ,  ..., m 
' (9 

By the CRT 

C = eiai  mod D 
( i I l  ) (9) 

The proposed remote password authentication scheme 
can be divided into three phases. In the initial phase, 
when a user registers to the system, the password gener- 
ation centre generates a password (PW) for the user 
according to the presented identity (ID). The password is 
returned to the user through a very secure channel or by 
hand. A smart card, storing the information used by the 
login and authentication phases, is constructed and 
delivered to the user. In the login phase, the user attaches 
the smart card to a terminal and submits the ID and PW. 
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The pair ( t ,  s) computed by the smart card is used as the 
signature. The timestamp T is employed to withstand 
potential attacks of replaying previously intercepted pass- 
words. When the login procedure is finished, the authen- 
tication phase follows. 

Authentication phase: Let T be the date and time when 
the system receives the message C sent by the login user 
U i  . After receiving the message C, the system verifies the 
remote login with the following steps: 

(i) Check if the format of IDi  is correct. If it is incorrect 
then reject the login request. 

(ii) Test if T' - T < AT, where AT is the legal time 
interval for transmission delay. If it is false, then reject 
the login request. 

(iii) Encrypt s by keys (e , ,  e 2 ,  . . . , e,). Then test if the 
result is equal to (g(ID,) + t f ( t ,  T ) )  mod D .  If it is true, 
then accept the login request; otherwise, reject the login 
request. 
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Examining step (iii) of the authentication phase carefully, 
it is found that the result of encrypting s is equal to (zl e . x . .  1 J )  mod D 

= ( f eXwij + r j  f ( t ,  T ) )  
j =  1 

= (( I - 1  f e j w i j )  mod D + ( f 1 e j r j ) f ( t ,  TI) mod D 

= (g(IDi)  + t f ( t ,  T)) mod D 

4 Security analysis and discussions 

The secrecy of the CRT is based on the factoring of the 
large number D. As pointed out in Reference 3, if one 
knows (C, w j )  and (C, wi) pairs computed from 

wj = C mod d j  

w; = C mod d j  

then 

C - wj = Qdj 
C - w‘. = Q ‘ d .  

for some Q and Q‘. 
It has a high probability of revealing d j  by finding the 

greatest common divisor of C - wj and C - w;.  In the 
initial phase of generating passwords, the password P w  
has a one-to-one correspondence to the returned value of 
a secure pseudorandom number generating function g 
with identity I D i  as the seed of g. It can therefore prevent 
any two conspirational users with known ( I D i ,  PF) and 
( I D j ,  PWj) pairs from maliciously revealing d j .  It should 
be noted that the users with different identities may have 
the same passwords if the function g is not a one-to-one 
mapping. 

An intruder may try to masquerade as Ui by replaying 
previously intercepted message C = ( I D i ,  I ,  s, T). To pass 
step (iii) in the authenticating phase, the intruder must 
change the timestamp T to T* such that T - T* < AT. 
Once the timestamp T is changed, either t or s has to be 
changed. So the scheme can withstand potential attacks 
with the strategy of replaying a previously intercepted 
login request. 

The encryption keys e;s can be predetermined in the 
scheme presented. The computational complexities of the 
scheme is examined in each phase. Let T, be the time 
required for the pseudorandom number generating func- 
tion g. and let T, be the time required for the one-way 
function 1: The time complexities in each stage are listed 
below. 

Initial phase 

Time for password generation 

= T, + (m modular operations) 

Login phase: 

Time for computing s = (m multiplications) 

+ {(m - 1) additions} 

+ (1 modular operation) 
Time for computing t = T, + (m multiplications) 

+ (m additions) 
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Authentication phase: 

Time for encrypting s = (m multiplications) 

+ {(m - 1) additions} 

+ (1 modular operation) 

Time for verification = Tg  + T, + (1 multiplication) 

+ (1 addition) 

+ (1 modular operation) 

+ (1 comparison) 

The login and authentication phases can be performed 
easily and quickly by applying the smart card. However 
the user of the system cannot choose his password freely. 
If a user’s password has to be changed, for some security 
considerations, a new identity has to be reassigned to the 
user and the old identity should not be used by new users 
in the initial phase. 

5 Conclusions 

A remote password authentication scheme which does 
not use a directory of passwords or verification tables is 
presented. The scheme is very useful in remote access 
systems or computer networks with remote login under 
insecure communication links. By employing the concept 
of timestamps, the scheme can withstand attacks which 
use the strategy of replaying previously intercepted login 
request. 

A disadvantage of the scheme is that a very secure 
channel is required for the return of the password to the 
registering user. The users cannot freely choose their 
passwords. The problem of allowing users to freely 
choose their passwords in the authentication system 
without storing verification tables still remains open. 
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