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Abstract

Network security system has to promote processing power because of the
increasing network traffic. Usually, the intrusion detection system can be
classified into two major types:abnormal-behavior detection and signature
matching. There is a bottleneck since implementation of string matching using
only software may not keep up with the growth of bandwidth. Recent
researches prefers to hand over the string match process to hardware solution
to get speed breakthrough. Thus we need to design a string match hardware
system.

This paper will implement a string match system researched by NCTU
NTL Laboratory, and implement the verification module on FPGA. Finally |
propose a new data storage format based on Banded-Row format.
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A FL = A A T SR (Deep packet inspection ) ’?ﬁt
Ho YR 5 {ER =R intrusion detection system )= i £=7#( anti-virus system )e
ARV ES T R RS S SR A EESTS Fuégéﬁ SR Fﬁ?fg%?ﬂ[jﬂfjj (e
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Boyer-Moore(BM) ' R.S. Boyer and J.S. Moore[1]* KMP D.E. Knuth, J.H. Morris and V.R.
Prat(2] » SE PN FIA 7 single pattern [ffibd ™ kLT RSl EIE - I’E"ﬁm‘iﬁ?}ﬁ
M 173 multi patterns E@‘I‘ﬁiﬁd > Aho-Corasick (AC) » A.V.Aho and M.J. Corasick[3]fL— i
[ 11 multd pattern FIpd ™ FOREITR > 22 50 S AC HEIE T worst case [T9E
R 1 SRS AC T BIRE BRI T 5 o

) AC TS RERIF T SRR * OB (keywords) 952
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2.1 Aho-Corasick il’éjﬁ S

AC JiiETE kL Alfred V. Aho 71 Margaret J. Corasick [t i “ 2k Frffd el » gl
e FHH@LW B{TJ%J '( keywords)f ufFﬁgﬁi s T EE D PE[I,FﬂmT I/HIJ )
AT EJTJ%;J HE ([ | PEUTRREAS IR F'JLF;[[*L EUTRES TEIF?“{
o Fidd- Al R E lJTi’falHlE RO AR -

FIIFTE Jﬁfgéﬁﬂ"ﬁ’%ﬁiﬁﬁ% GRS T = f[aig»lgl’(ﬁfr}ﬁﬁ : goto function
g(s,a) ~ failure function f(s) ~ output function output(s) :
g(s, a)=s’ v fail - }-{fj’state%‘i'input symbol¥5[iE [stateiy £Lfalil
f(s)=s’ - E’[’g(s a)=fail Eﬁ}lﬁ]’é‘*ﬂ f(s) > }[ﬁ‘jstatea:ﬂu Z[state
output(s)=keywords - }-Hstateifﬁ EE- “”FTJ%J AL R ﬁ

TSR RERS AR B~ 4 F{" e, she, his, hers }iﬁ# ?jE,%J%%J?
FEE EUTSERS - T il%%‘c’start statefilstate 0 ».s [t #.current state > fzfi%%‘%%é
PR R gotoigraph  Ecurrent statel[1fl3 E it I ) i
G5 putransition @ 7 o FIEY (P90 S Jstate,il»pﬁ’ﬁ’}gﬁ{_ [Jﬁ«'ﬁr’ i state
number YL T S HTE | [ fecurrent state?F“,[ﬂjéE?’r@;p Jstate T - current state

T gﬁ‘gﬁ? * A putransition |y %lﬂﬁtransmon%gﬂTP fiistate - Fi-

ﬁ?j“ ] TJ%;J he :
02020
qz\' 2-1 goto graph 1
PEL— B iJF"[L I TR IOPRAE L state OFFT | Ty ¢ "hTEEe R T o Frfiustate ¢

state 1%“state 2’Elﬂg(o,h):lé?g(l,e):Z’keywordﬁﬁ?j“ D felgoutput(2)="he"
[I1Zstate 0 o F|flEy= f[airéfﬁ%ﬂ“she :



qaﬂ 2-2 goto graph 2

[ state 02712 iy * 91 "s" | [i'I'| transitonivstate » FrI'[fii; * "s” ~ "h" ~ "e”
[l it E\ﬂj ﬁﬂf@?ﬂ[ﬁ'%ﬁ@state : state 3 - state 4 ~ state 5> 1[]g(0,s)=3 - g(3,h)=4
=2g(4,e)=5 - iclfoutput(5)="she” - [p'Z[state 0 - f| < LLBT= iﬁl%l%ﬂ"his :

qgﬂ 2-3 goto graph 3

K state O‘%ﬁﬁ“ 47 "h"E transition : g(0,h)=1 » 7+l') ﬁETT“ "h” & current statefe
RYystate 1> [fLstate 13514 #sﬁl@ﬁ“ FANMLE |transition - FrI [ 1gT[Frstate 6 -
Ag(1,i)=6 - [ﬁjiii@ﬂpstate 7> g(6,5)=7 > output(7)="his" - [f'%[/state O - }%%ﬁ
*oETpd f[ﬁlE’%ﬁ‘;ﬂ“hers :

qaﬂ 2-4 goto graph 4



e h e N ERg(0,h)=1%g(1,e)=2  [i=ZH [FT 1 F [FrifTstate - [ERL A
ESy Eﬁé@?’rg [state 8%“state 9 g(2,r)=8> g(8,s)=9 » output(9)="hers” - f& = ﬁf—state
or)— ¥ [F[J,?ﬁ'ﬁ [Hstate 0FkL)2 E | Hftransitionfu e | 7 ﬁm’ﬁgﬁﬁfﬁﬁ%@%{&
state O -

7 g failure function f(s) F[if HFstate spuE (depth) Eigoto graph
H1f¢start stateZ[|state SPUfHrE & 1V =3 'F%JJ’? EE R b 1pustatefivf(s)=0-
VK L dpustatefiuf(s) R ATE ,.Zd -1pvstate ro J[HN P T}ﬁf A Taffi
g(r,a)=sEJ[JF%1Jgstate:f(r) » ¥ state<f(state) i Z[lg(state,a) # fail > I
f(s)=g(state,a) - [ F==5 (" ' # Z[[f(1)=f(3)=0 - f(2)=g(f(1),e)=g(0,e)=0
f(4)=9(f(3).h)=9(0,h)=1 > £(6)=g(f(1).)=9(0.)=0 - #(8)=g(f(2),r)=9(0.r)=0
f(7)=9(f(6).5)=9(0,s)=3 - f(5)=g(f(4).e)=9(1,e)=2 > £(9)=9(f(8),5)=9(0,5)=3 -

i 1 2 3
f(i) 000

q%ﬂ 2-5 failure function
B ¥ £L5 7Y output function: Ef(i‘V (M 7Bk failure function E%j ; lﬁ ES MR f(s)=s’
E\ﬂj [ﬁjﬁéj}{ﬁ’ s’H% output F’ﬁ (] state § I output. [T+
outpur (i)

{he}

(she, he}

(his}
{hers}

I R R

q%ﬁ' 2-6 output function



2.2 Banded-Row Format F.'ﬁ/?

E'}’ﬂ I’Fﬁﬁﬁlfﬁ%@" [l vector F"Jiﬁ[’ﬁ vector AV & F Bl O v ﬁ vl iﬁf[ﬁ'ﬁ?ﬁ
(%% {f7p" '] {0 '] Banded-Row format[4] ¥ @ iﬁ['ﬁ vector » Banded-Row format @:ﬁ
Mt vector Fl1&Y— flat F& 9 TR s Z[Hst e~ (RZRRTVIED 23— W2FRTHAY index
?&r——,ﬂ £ Start index » | JJ‘F‘IF%[—B oy [~ P A8 R bandwidth o i/['%\'xg[ﬁ vector
(R0 Sk TR 1127 2 91 % S0 17 Banded-Row format
f%@‘iﬁf[” vector K fi' I E] iRkl o e A TSN - P SVESEREAY vector [ AV
ek o FrAEo RV U(IF[ index 7\ 1% 7+ Start index #{! Start index+bandwidth-1
lﬁplﬁ?[ﬁﬂ[ | CF ﬁljr @) T &5‘5@'[ |2 A IS M VYT SRVl L
R Y MR IV S Jﬁl??mdex}lfj’ﬁi
i3 ’FUIIF[ vector flIfY index - Start index + 2

Banded-Row format *' | Branch State f 7]~ 9™ :

o1 z 3 4 S 255
state 0 ‘0‘1‘2‘8|8‘0‘ ------ |0‘

Branch TNum Start

A row of branch state Band values

transition table state items index

Banded Row Format 0 | 4 | 1 | 1 | z | 8 | B |
0 1 2 3 4 5

qz\' 2-7 Banded-Row format used in Branch State

State 0 fl— {[# Branch State > ASCII ’ﬁ% 0 po 7 fjl BTRFERS ['@;,‘Fzﬁi State 0° ASCII
i 19 0 BTREERS IS State 1 > ASCII fi 2 9 7% fjl TSRS I ) State
2 > ASCII 5 3 o7 ffl P sA2)] State 8 - ASCILfifs 4 [ 7+ (il ki
#2]] State 6 » ASCIL 5 5 937 [ ALIFERS %1 & State 0> -+ - + ASCIT 5 255
[ il HPERS PO State 0 RELHTER1 256 i 1T F'LJF;E[[ I State 0 -
T kL0 "] Banded-Row format ¢ {77 lﬂlﬁ state B EY 'P3‘J=6 (il 1 5 p%r;a[rg[?ajs Bty o ]
([ H1 50 2 Bandwidth ~ 1 {15 % Start index ~ 4 [ {50 & (27— {ZEF7 S &
i WZEE sk o
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qgﬂ 3-1 string matching system architecure

[[ Fqgﬂ ) -‘—;iig, ﬁr»ﬁg r,p u F&F—aﬁj‘#lﬁaj]ﬁﬁl PE F~+j- z jta}qﬂ]?“ FILJEJ"PE

’gﬂ [laﬁh%%‘ ?ﬁjﬁ gl F%ﬁpattern set VHIEJpatternai‘u ‘if |

ZIDF#%@EJ i L 2 R R FE YL R A W[[ﬁ{%w 53 Eb iy [ﬁjﬁ B

Bt E%Lﬁfm%frﬁa 2l w*fﬁ"*’f’ﬁ"ﬁ?aﬁﬂ ST ST

F50 ) WERA R S A Ffrmp lii&F’?FIEGEJﬁA%‘ﬁw fy A7
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it ST Wﬁﬂﬁ'wﬁ' HTE AR BT A e puaEE S = i"'é JF I PR f“f&
BRI 7 state SRV ’ﬁg&ﬁ’ﬁﬁ%ﬁ AT :
H1AC T RITR[Y goto function ')} & & — [T - fiiﬁf[ﬁ'ﬁﬁﬁ%ﬁfﬁ@ Bl
state fﬁﬁ\ﬁﬁﬁ‘%ﬁj Flfj next state F[@%J’(‘ﬁ'; 7\ [ﬁJFIJ Pl ER=FE ?JF&J il = (& FA[F]IJ i)
next state IV state =% "% 7 £ Branch State » F{F|— {l# next state iV state =5 {71 £

Single-Child State » < | next state [I¥ state 75 [ 1/ & £% Leaf State © ma{;}@'é’i‘«i VAINE!
T AL State HVE ORI TS g 1

Branch State *
B P (W EY [ [l 5 next states (children) fIY state
Single-Child State -
FLUE | 1 {l next state [I¥ state
First Single-Child State -

F“,— flat Single-Child State [ parent State % Branch State E?j 5 (M7 4 B First
Single-Child State ©

Leaf State -
12 %] next state [IV state °

Explicit State -

F{ i~ it state g root state ~ branch state ~ first single-child state F¥ final state =5
P74 £ Explicit State ©

Nearest Descendent Explicit State(NDES) -

— {l#f state S FUATE ¢ (descendent) J/FI T S FUBREERAT o [FIRL T EL S Y
Explicit State > =% {"1#i £ state S IV NDES e



ES' explictt state

q%ﬁ' 3-2 explicit state and non explicit state

P (R AR Explicit State FVF[IETYIN # 17 Explicit State % i >
oI5 MBHY pattern set FI1f1Y pattern ™[4 it 2 e &% > 3547 EExplicit State [
PIT =@ gkl e vRl e PRS-

3.2 Double Banded-Row format
T 5 (MR R RERE BN F A (A 5 A9 Explicit States [i' A% 1 children FUBEl

775 = A7 * Branch State ( childfen number>1)- > Explicit Single-Child State ( children
number=1) > Leaf State ( pattern4s Branch State )« .€ children number=0) » [~ [l :

Branch State

gingle—child state belong to explicit state

Single—Child State

leaf state whose parent is branch state Leaf State

q‘aﬁ' 3-3 stored states

FESYR Branch State FYBFE [ 1T 2 EIAm Y state BRIV T 55 V= % 7,(FL
k) o {[RL#- Branch State B T (U AlLiE AT Single-Child State %
8



Leaf State ° £ i%l}{j state transition table [ i+ #F %‘j

State p%zzqf,?a#; g'ﬂ RERL
fﬁlﬁlﬁﬂ\ Cigffi 2 E1[19= RURPRL children number 977 [fil)

TRl AR ['%”73' Branch State #£I' [ﬁ e
f" = Banded-Row format HEJRF' ')

EE IRRCE TR

[J IFF[ =tl ﬁ
LIRS © pl- lﬁ[f‘@fﬁrﬂﬂj i Branch State o
> {8 T - A
s R TR
TUH\ﬁq’TV ) [Ei";}%:l EI?EI_LU T‘Lﬁ[biﬁﬂjf&'lfm

ST Branch

l% b kL Banded-Row format f[IfiV Bandwidth » f, &L Branch State | k children iV

SEN

b+1)C>>

256 —
Z (

k=2
256

C 256

k2f

+1)C2

256 b

E[b]= 5 > b(256 Jb 3 1)k

b=2 k=

2

E[b] = sz (256 —b

256
K

b2

256

k2f

PJS RLA¢ PR ENH] branch state [I9 children Bl D7 ) [l -

(=~ #4000 patterns 1 2 3 4 5 | Average | ;i
=l state Gt 206217 | 208807 | 207487 | 209778 | 209763 | 208410.4

Ffir [ state BPE 5454 | 5485 5480 5503 5510 5486.4

Z i Branch State 1222 | 1237 | 1249 | 1252 | 1271 1246.2 | 100.00%
Het!

Children #=2 687 721 731 748 756 728.6 | 58.47%
Children #=3 210 200 188 166 199 192.6 | 15.45%
Children #=4 85 73 94 102 76 86 | 6.90%
Children #=5 60 49 53 59 48 53.8 | 4.32%
FIRPETA% (by te) 75468 | 74000 | 74828 | 74312 | 74524 | 74626.4

. 3. 1 state distribution table

-3 % pattern set f[1{= i 4000 pattern {5 <% g4 ERETE & pUSHEN o 277 £ET 4000
patterns {Aitt AC Y ET: 7 2 fi9 goto table |12 FF,B state [l t ! o 57= PRI
Z5 PR e pUESERE FIR Frd - goto table | i state gt | - BTPUERE TS

9




£H1% state I [ g% Branch State froakly> £ iy = £5:L Branch State [ {1 2-child -
3-child~4-child Branch State iUt 1> & ™ — £E:L Branch State 74 | ILJ;E' ﬁ‘r?ﬂ?aé”
Average kLT p[*rﬁfg'[ Wy 55 55 g ﬁ;ﬁ%ﬁ 5" 2-child ~ 3- chlld 4-child -
5-child Branch State [ F’ﬁ[ﬁ Branch State EVE% FYF17 .

B2 I children number & 24 state fVBFEIEF D iﬁk =AY
f, R BRI AVEAES C f o k=234 k=5 VPV A TJ O T (D]
AUVl : 814 fRHTGE -

PP mI310 iﬁl’[ﬁ?ﬁ’?@j‘ ’F i f‘%’éﬂ?‘aﬂr*“ f[ﬁ?ﬁﬁlﬁffﬁ : Double Banded-Row
format < *'| Double Banded-Row format {7 Branch State 7 {E'fi' I'|##%¢ | Banded-Row
format TR 2V R R ri e TR 28 Tl f- AP TIRE -0 AL oty

Double Banded-Row format V& & AT - F 1A IRl &7 iU vector {8151
'] Banded-Row format #«=- > F| &%} band ¥ 7% (= [ (Af o2 ER kgt ir
index V7 fifi » I'JE 2 fifl UF‘* (Y g Sk B b 5 AY e e band - ™7 2
ﬁ F "] Banded-Row format %= = HLH][_[ vector fi¥ Double Banded-Row format °

e RE ] YR ) 20 Branch, Stae fl1 children number=2 iV Branch
State 4 I'F" 37 60% - children number<5 f*Branch State I'F" ; ?F,JIH 80% - ENE D
children number=2 ~ 3 ~ 4 f* Branch State } J:t']ﬁ’ﬁﬁ‘lﬁl“ rAA mﬂéﬁﬁ‘ﬁu%“?‘lﬁﬁ‘lﬁlp ']
EHHEE A PER -

SIS ) R s H el s ’“\ﬁ"ﬁ (™ [ R Y bandwidth A v

9 EI}”F@F"[E%I PR 3 Y 4 [ l%*?fw RIS o ST EA fE Y PR index =
Tk > 2% HYE D memory AU{HIH ] E

10
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4.1 BREREAE B

AdditoBEA  DataOPTa i_addritr o_ad_of trsa
o _ad_of trsal
AdditoBRE i_counter o_ad_of_trsb
o_ad_of trshl
CLK DataCPTE i cur_addr  ©o_next_ch_ad
En . o_aHL
port i datafplea OE?—%ILI,
, o
ENportB Parity OP T4, i_datafsira OEbi%
o_Ceq
RETA e i_datafsirb oem
Information 0_td
RETE i dataftr o_edqlast
o Heq?Z State
clk o_LeqZ controller
CLE DataOFTA
ENportA i_addrtir o_addrtirl
b Pattern . o_addrtmrl
peTa  |List i_addrtmr o_addrtplraa
. o_addripliab
i_addrtplra o_addrtplral
 addtsi o_counterminusl
i_addrtsira ddrl
AddrioBR A g_gﬁi_gddb
AdditoBRE i_counter o_cur_addr3
DatalPT4 . o_datafsira_ H1
CLE icur_addr o_datafsira_L1
ENport& DataOPTE . . o_datafsirth H1
EEJ]F}E“B i_datafsira o_nexthram(
o_nextbraml
R3TE i_datafsirb -
WENporta
WEMNportB
MatchRam

[ﬁ' 4-1 verification module block diagram

ﬁ <R SR
State Information * ¥ HvHE | State e R FHAF -

Pattern List = & KA e | Pattern AVERR] o

11



MatchRam : % " true match [I¥ Pattern RS o i e -
State Controller : State = State J/ [if] transition F‘fjﬂtfﬁ” °
call :

0_aHL =i_dataftr[0]~"i_datafsira[8];

o0_bHL =i_dataftr[0]"i_datafsirb[8];

&t 5Tt~ {lsf Branch State transition fiVF | U#Bi7 Ael ST band a Fvklband b fi Jﬁ

fﬂ*ﬁﬁ[ (77 > P[4 input character [ ASCII codeﬁ’ Double Banded-Row format -+
THILF‘ J start index [ﬂ E’gﬁ Hepy ”E V&> Fl o_aHL %ﬁi true value ; ~ 7 o _bHL Fﬁ'
L true value -

0_HeqZ = (i_datafsira[31:16] == 16'h0000)?1'b1:1'b0;
0_LegZ = (i_datafsira[15: 0] == 16'h0000)?1'b1:1'b0;

— {[i# goto transition fiVf I RL 0 F "&j%][—' Branch State < J‘a’é’fﬁ”é input
character [I*J transition -

0_TeqgP = (i_datafplra == i_dataftr)?1'b1:1'b0;
Current state £% Single-Child-State Effj‘f“—ﬂ input character == pattern — 7 -

0_CeqZ = (i_counter == 7'b0000000)?1'b1:1'b0;
Current state £% Single-Child State Eﬁ?rﬁ loop counter ﬂ?\, bt T

0_ad_of trsb <=i_datafsirb[31:16] + ((i_dataftr —i_datafsirb[15:8])>>1);
t[lFHﬁ Branch State transition fLfl1 b port Vil > o_ad_of_trsb hﬁ‘p‘ﬁ? L
transition [ 1IUB9pus i B fo b 4k o

0_ad_of trsbl <=i_datafsirb[31:16] + 1 + ((i_dataftr — i_datafsirb[15:8])>>1);
[r[ > Iﬁliﬂ[‘ {:LLHIJ 1o

0_ad_of trsa<=1i_cur_addr + ((i_dataftr - i_datafsira[15:8] + 3)>>1);
%’liﬁf[ﬁi Branch State transition fLf'1 a port FZVii< > o_ad_of trsa%’j it [5el 4L
transition [ 1~ o By pra b 4o

0_ad_of trsal <=i_cur_addr + ((i_dataftr - i_datafsira[15:8] + 5)>>1);
[r[ > Iﬁliﬂ[‘ {:LLHIJ 1o

0_ain<=

12



( (i_dataftr>=i_datafsira[15:8])&&(i_dataftr<=(i_datafsira[15:8]+i_datafsira[7:0]))
)?1'b1:1'bO0;

+ iFHﬁ Branch State transition fLf'1 a port #ZVili o0 am}{ﬁ’ Z{[%rinput character
fL V% bandwidth /7] »

0_bin<=

( (i_dataftr>=i_datafsirb[15:8])&&(i_dataftr<=(i_datafsirb[15:8]+i_datafsirb[7:0]))
)?1'b1:1'bO0;

+ iFHﬁ Branch State transition £Lf'1 b port FXV s ’o_bin}{ﬁ’?ﬂ%ﬂnput character

f«cf V% bandwidth /7] »

0_eqa <= (i_dataftr == i_datafsira[15:8])?1'b1:1'b0;
0_eqa #{|¥rinput character i*ﬁi band a [i*J start index FfI=7

0_eqb <= (i_dataftr == i_datafsirb[15:8])?1'b1:1'b0;
0_eqb #{[&rinput character f&?‘lé? band b [* start index 1=

0_eqlast <= (i_addrttr == 13'01211111111111)?1'b1:1'b0;
0_eqlast Z{[#rtext EIWF,%%&F Sk Ef-text it if'l:.}

o_next_ch_ad Ff I {f# input characterftfidie
cal2 -

0_cur_addrl=i_cur_addr+1;
=1 ETE current address+1

0_cur_addr2=i_cur_addr+2;
%ET It current address+2

0_cur_addr3=i_cur_addr+3;
&t 5Tl current address+3

0_datafsira_H1=i_datafsira[31:16]+1;
FI1 State Information A5 a port El"’rﬁE?J‘H '[Elfiﬁgj ik 72 ‘ﬁﬂ [73[i transition address+1

0_datafsira_L1=i_datafsira[15:0]+1;
FI1 State Information A5 a port ﬁfrﬁ?“ JESIEIER ﬁ[ﬁ [73[i transition address+1

13



o_datafsirb_H1=i_datafsirb[31:16]+1;
11 State Information 54 b port ! ‘[Elfiﬁ,'J fb 7 ﬁﬂ [77f™ transition address+1

0_addrtmrl=i_addrtmr+1;
FFET fi MatchRam i I iy ™ frafib gk

0_addrtjrl=i_addrtjr+1;
1 ET ™ i verification request i it

0_addrtplraa=i_datafsira[31:14]+i_datafsira[13:7];
&t T3 input character - pattern [ [f= 72 k£ i_datafsira[31:14]=
i_datafsira[13:7]ﬁ€]’ fI1 State Information 5= [1 port a H i -

0_addrtplrab=i_datafsirb[31:14]+i_datafsirb[13:7];
&t BT input character - pattern [ |72 gk £ i_datafsirb[31:14]=
i_datafsirb[l3:7]}{ﬁ’ {1 State Information 515 iU port b FH -

0_addrtplral=i_addrtplra+1;
&t 5T Pattern List A5U5 F[17 [l 7 ot

0_nextbram0={i_addrtsira[15:9],9'6000000000}+16'h0200;
= g1 State Information 815%™ ffi bram Elfjr'ﬁjpﬁ b o

0_nextbram1={i_addrtsira[15:9],9'0000000000}+16'h0201;
[ﬁj_l— ) l'\j'iﬂ"JD 1o

0_counterminusl=i_counter-1;
&t 5T counter Y& 1 fy{l o

14



40 BRERGE T (B

S current state
T: input character
Pr characte in pattern corresponding to T
E: register to note end of text
D the valuz in “dis.” column of Single-Child Stae

System inidalization

'

Q%\' 4-2 verification flow chart

ontput the match Veriicaticn request
information
Input T assignzd by request
me Suuy— | , [l :
L Vs Ascertzin the &
e type of § es
Final state?
™ No
No&Sis /*\
Branch state
Ne ." S EL)y —
|
Mo
Yes X ,
T \ o No & Sis
A Crock i T mecte ™ Single-Child stat=
meitim [’E-L_UEV l,
Ves Loop 1imes=W
] ¢ ;
No State transitior, and \‘/
T set E=1 if T is the lasl, Yes
v ulherwise inpul nest T Mo
— {Loop continue)
— '11L' Ifjruu 73-1 * No ; ;
SEpTI (T is the last) 3 the NDES o —
Jailram wtuy
F
wulpul the match | Yes T
information - A
No < 1= >

Yes

+

Get next T and next P

15



T -

/[system 1nitialization

S: current state

T: input character

P: character 1n pattern corresponding to T

E: register to note end of text

D: the value 1n "dis." column of Single-Child State

while( !(pre-filter end signal) )

while( !(verification request) )

{ standby; }

S<0;

Input T assigned by request;
while( )

{

1if(S 1s final state)

Output the match information;
1if(S 1s Leaf State)

Clear the suspicietsn JailRam;
break;

}
}
if(E==1)

{  Dbreak; }
1if(S 1s Branch State)

1f(T meets transition request)
1f(T 1s the last)
{ SetE=l; }
else
{ InputnextT; }
else

Clear the suspicious in JailRam;
break;

}
}
else //S 1s Single-Child State

for(counter=D;counter>0;counter--)
1f( (T'=P) or (T 1s the last) )

Clear the suspicious in JailRam;
break;

Get next T and next P;

}
1f( NDES of S 1s a Leaf State )
16



Output the match information;
Clear the suspicious in JailRam;
break;

}

]
S<-Next State;

4.3 F‘,@%I%}lﬁé'—“‘ Next State transition ﬁ?ﬁiﬂ%ﬁﬁﬂ

o FE | RL Y state 1o P FE? state .. final state ! [JF:% state EI@«E}";}S[%)F%@
[ output data 7t 'F1 7% El@?}";ﬁ:[,ﬁi%ﬁfﬁjypi qa[l :

every row 15 32-bit, L:E MEE

if a state iz Final, ot
addiion output data iz attached autpu
to front of its data structure ata

qz\' 4-3 final state output data
A% fl1 parity bits ?[J’gg'iﬁf[a' state -\ final state ElfJ'[‘?jit}ﬂ verification module Hiﬁlfj’
output data F * £|] MatchRam J/[“r» §iti= verification module [t parity bits Ht:

B T iafi state information [IUERfs Gz g Y -

2-child Branch State :

LiB MER
Branch input | transition
State char.| destinaton| banda

2—child

input | transition bend b
char.| destination

qz\' 4-4 data structure of 2-child Branch State

Double Banded-Row format [ 157~ [t o f:L Bandwidth(FW 8 bits) » [! IJENFL;[F",
vector 1| 2 children » Al |7 55 55 i band [/ & > [ {f Bandwidth #gﬁf'\j’%ﬁ;ﬁﬂ
b 1o (ERLES T parity bits g ?[J';;iﬁf[ai state f:L. 2-child Branch State > FiI" Jiﬁfh%ﬁ b
?ijﬁfgwlﬁﬁ}ﬂ FEPHET R o U EIPORLEL ST E | Branch State oA [
FIFIEHHE] -

T Pk - TextRam 2V I Y character 225l #475: input char. (FW 8 bits)if i prup

17



PRI %1 '] # 41 current state 1™ input character < 7| transition- ¥, 7|

—4

» ]l current

state ?F, [F'J % [ 1fV transition destination 4fid (FW 16 bits) el #41 next state address ©

3-child Branch State :

MEE

transiion
destination

transiion
destination

LB
S [band [start
2—child width |index
band | start
width |index
inpat
char.

transiion
destination

> band b

q%ﬁ' 4-5 data structure of 3-child Branch State

LFSEUE vector £ 3 children » 7|7 57 5% band 17 = » £l f[1— {f band
PR | [+ i
fi Bandwidth }{ﬁ’ Tﬂ FL1 iﬁf[ﬁ' band Elfjﬁ‘i[@[}lﬁ?ﬁzﬁiéléafr’a} qgm e BRI row s i i
band}[ﬁ’rﬁﬁ"ﬁj 2 children > 55 pJ[l7el g pl ifESE > Ewiﬁﬁxj row » == 2-child Branch State
~ RIS EY 5355 [ band fy Bandwidth g SofL &l Zspy 0 2Z N parity bits 2[8rE
s 1y 755 1 band 1 Bandwidth AL S5 - 51 parity bits 2{J#735
[l state £ 3-child Branch State [/ = » Bandwidth A" ffl 44 verification module fi'I'J
TR~ 28 TextRam TV i [I*3 character iL_?\, vt band 19t - F, F\[ » H[I== start index
A1 input char.ig%ﬁxj |G R g éﬂpiLF\,"E | transition -

4-child Branch State :

Branch
State
d—child

LB MYE
band | start | transition
width | index| destination
band | start | transiion
width|index| destinaton
input | transiton
char.| destination
input | transiton
char.| destination

q%ﬁ' 4-6 data structure of 4-child Branch State

band a

band b

band a.orb

band a.orb

[ R vector £ 4 children» 7t 73 55Tl band [/ i i ﬁ:f?{t' RPEF I o~
E 1= {f band F,J”EJ 1 child » i l— {f# band “EJ 3 children « = ~ [t band ?‘,};%‘EJ

18



2 children o J[IH{ fLET— @‘[‘ﬁi[&d » Bandwidth=1 fi¥ band ElfJE‘}‘i{&Iﬂﬁ’Féé;ﬁEl%z} q‘%ﬂﬁlﬁ

ipy row - $#5E ) 3 children (1Y band Elﬂﬁ‘;{@[}{ﬁ’kﬁﬁal%éz}* 2= {l row qgﬂf[r‘*;j

' Bandwidth #fd fﬂi ﬁl Py f PRI D 2SS TextRam JVHH Y character f.L

?\ + band 79} » F 7\ J E'[FT’ start index #[! input char. lﬁfx’x (et ot i = R 7\

E| transition ; Z/D%Jirﬁ‘f e Qﬁlid » Bl [t band puaT 1 {7 Eﬁj{j?ﬁqxcl%& B‘Il

(il row - 357 2 flif row Fel &1~ it band ST 7 2k o F AU ST HIT
T IR Y {li row - Next State transition T}e&fﬁﬂéﬁ? 3-child Branch State [ﬂjﬁi

Over 4-child Branch State :

LB MEE

VAR

Other band |start | transidon

Branch| 244 lindex| destination
state

band |start | transiion
width |index| destinaton

transiion transiion

destination | destnation
transiion transijon
destination | destination band a

transition

destination
band b H H
st : transtion transhon

ddzess desination | destnaton

transiion
destination

q%ﬁ' 4-7 data structure of over 4-child Branch State

Fas ’FL;‘[F"[EI@ vector ¥ 755y it band 7 & > [ band F< FIFYST- o i}]ﬁ”@‘
HHE 5T 22572 ([ row o [ Fq&:ﬂ » (EST = [ rowF ;’IF T hvPukL band a & e
U7 Sk o B AV E band b R v o S = PSR T [FIFURLETZ
[l row [V transition destination g Ktp~ 5 b= i start index ZLF{,I[_{T’“ Ry
transition destination » [fij}L band b fi*/ start address iﬁﬂﬂﬂ band a [y Bandwidth
U f[ﬁ'{g’]’@ﬁl@;’&ﬁ% + FE{L_@TextRamer # Y character 71 ¥ [ band [*] 1/ i >
- f[ﬁiﬂrffﬁ\ﬂjﬁﬂfﬁﬁ?ﬁ[ﬁj call f5E i 2 p o_ad_of_trsa(ﬁ& o_ad_of_trsb)f ifi »
0_aHL 1% o_bHL TF%J\L— transition destination Ll E'[J r’ﬂjﬁiﬁ (77 Bl [k 71?5[ ;;}giﬁv
next state i fF o
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E3iibsi: vl e STLINAS er:cl[ IT“HY e 5F fI Double
Banded-Row format Bandwidth [T |1 [ﬁj s PRIET transmon destination ?ﬁ%ﬁ F; 16 bits >
BTl | 4 E}H I'] byte E“Fﬁ' b {—:;:,:II ’?E'Tu SR 2 0 B diEs & Branch State
’g‘ | 5F 9 overhead % Over 4- ch11d Branch State =¥ 5 ?ﬁé B R R

(TR band Vi ¥ 2 IO 5 50% )
(74626.4/2 - 2*1246.2 — 1246. 2*(100% - 58.47% -
15.45%*-6.90%)*(0*0.25+2*0.25+1*0.5))/ 1246.2 ~= 27.75 {fl Hi b o S Sl
*'| Banded-Row format fi 1/3 -

Explicit Single-Child State :

LEB MER
Ezplicit
Cinzl . pattern
Cﬁigde dis. | POS | otort addr.

State

qz\' 4-8 data structure of Explicit SingleZChild State

Explicit Single-Child State Fli-*{ajatt7=5Y < dis.(distance F f 7 bits) ~
pos.(position > i Fi 7 bits) ~ pattern start.addr.(pattern [ J;‘zF ik g i i 18 bits) » AZFM
parity bits ﬂj‘ﬁ’r}ﬁﬁ state f.L Explicit Single-Child State ./ & > dis.fi J@}H ¥ counter
el & > [1] pos.== pattern start addrleT‘]‘ J (M8 50 Fo TS rf“j'le cal2 f5iAT ik 4 P
input character - F% pattern [* |7 pra b g ﬁ;ﬁ}ﬁg&fﬂ P s U next state fiY

[f' (F_EI verification flow chart ) -

Leaf State(parent is Branch State) :

LB MEE
Leaf State(parent is Branch State)
ot
data

qz\' 4-9 data structure ofLeaf State (parent is Branch State)

FIIh* Leaf State oL final state [l ([ 1— % ~ = DCE %’7 transition Z[|{= {7 H f9py

state - Leaf State IV g}#:[iéﬁ?ﬁﬁﬂﬁ’%"ﬁ%ﬂ 4-3 — f5i— 7}%‘;’ output data FW 18 bits o 7+
20



parity bits iV 2{[&ri% verification module fi" I'] #[1i¢1 Explicit Single-Child State [V NDES
ﬂ?\,ﬂ Leaf State > i‘éﬁljﬁm pattern match ﬁ&ﬁmé?ﬂ“ — [l state » 57| parent
state .. Explicit Single-Child State [IY Leaf State £L 7} ﬁ%l fr+ [ o {ELEL Branch State
FIOREAE & e sk 1 FJ:}H’ Leaf State i output data = ﬁ[ﬁ%ﬁf ’ ’fl’?,"liﬁfﬁ[ﬁiﬁd
Y Leaf State 4 FIET} [ [l ¥ output data > [} Branch State fff i I
* transition address T{éfﬁ[ [F[Jiﬁf[ﬁi Leaf State» ] i}fg};ﬁfg'[ﬁiﬁdﬁ ',?pu'ﬁfﬂ;—é‘}"}?ﬂffglﬁ,}» (Y
PUBCZ U R L E | [ I state BlpEIfY 0.001 -

21
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&
=
[’y

I~ E&HRe

5.1 HOERERUAS

|

= I'F"ﬂFILﬂFJ% ﬁ%_‘}é VRtRL ClamAV [5] o safiE = = ’F 155 Xilinx Vertex-1I Pro
ML310 Platform 1™ [l > =5 I'F'ﬁﬁ"%{'?%?%& J=1 71 on-board Xilinx Virtex II Pro
(XCVP30) FPGA /] -

| ' ‘ '\. ‘_
1 -4 1y
. n 8
i @ ‘ b - R E
4 - -
:

As:] fles] §

[SamDisk 77 _

e

2 090000

qfaﬂ 5-1 Xilinx Vertex-11 Pro ML310 Platform

CLB (1 =4 slices =

max 128 bits) .| Block SelectRAM+ .
Rocketl0 | PowerPC 18 X 18 Bit Maximum
Transceiver | Processor | Logic Max Distr | Multiplier | 18 Kb | Max Block User
Devicell) |  Blocks Blocks Cells!?) | Slices | RAM (Kb) | Blocks |Blocks | RAM (Kb) | DCMs | 1/O Pads
XC2VP30 3] 2 30,816 13,696 428 136 136 2,448 8 644
qfaﬂ 5-2 XCVP30
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WEA

EHA]J

SSRA

CLKA|
ADDRA[13:0]

DIA[0:0]

WER
ENE |
SSRA|
CLKA|

ADDRAE [13:0]

nla[u:cql

RAMB1G_81_51

DOA [0:0]
| ]

DOB [0:0]
|__J

WEA
ENA
SSAA |
CLKA |

ADDRA[13:0]
DIA[0:0]

WES
EMB
s5R8|

CLKB

by

ADDAB[12:0]

n|a|:1:|:|]|

RAMB1G_S1_52

o

WEA | RAMB1G_S1_59 WEA | RAMB1G_S1_S18
ENA | ENA |
SSRA | DA [0:0] SERA |
CLKA| ju— CLKA | D
ADOAA[13:0] ADDAA[134]
O1A [0:0] DI&[040]
WER | WE |
EE EE
SSRE) DOPE [0:0] SSRHE |
CLKB} EE [7:0] e
ADDAE [10:0] ADDRE [94]
DIE[154]
DIFB[119]
q%ﬁ' 5-3 block ram configuration 2 ports
WE| panens_ WE | BERRE G2
o] ]
L7 ] L] o | L2 ]
€Lk p— CLE -
AoeRd AR (125
L] 214 ]
we | RAMEN_F we [ PADEE_G13
) [Ced oL | & BOF (15
= T
[T pet | [T1]
CLE : CLE =
OEE [ ABER
L] LR
L Ll | Lo L |
[ﬁ' 5-4 block ram configuration 1 port

JPERTS-3=2[! 5-4>block ram [i']') |
FI1 State Information ~ MatchRam kL{fi*'] RAMB16_S36_S36 Elfiﬁ'fg'

4] RAMB16_89 [/

23

DOA [0:0]
—

DOB [1:0]
|__J

DO [0:0
-[D]

DOPE[:0]

EE [15:0]

WEA|
ENA |
sspA|
CLKA|

ADDRA [13:0]
DIA [0:0]

wES)|

Eng|
sspa
CLKA |

ADDRA [11:0]
DIA [3:0]

WEA|

Ena|
ssa|
CLKA |

ADDRA[13:0]
DIA [0:0]

wes|

Ena |
ssps |
CLKA|

ADDRE [2:0]

RAMB1E_S1_34

N

RAMB1G_S1_5386

RARMIG 24
ﬁﬂﬁ‘ﬁ'l
PRI 5
B 24
BCGA #
s

DDA [0:0]
—

DOE [3:0]
||

DO [0:0
-[0]

DOPE [24]
DOB [31:0]

NGE

LFE el IS Bt (verification module)
» Pattern Lis

t KR



52 FhC

PI7N RLEHRVHAOEIRARAT (pre-filter module ) AVY[LHCTES » BT RS

A (Verlflcann module ) throughput IV EfEeendf » B HReatias kL T Fwﬁx gk

RGBT PO BRSBTS BRRITH RIS A ECE RS pattern
A Hq?jﬁ“tﬂ? SR text Py T bk Fﬁjﬁf‘,}iﬂﬁ[ Vi J‘H”#H ) {ff pattern
A& g o g PFI (FHERTE JailRam V1 JREHETR S RIS [ o BRI =R P Py
[l @*}Zﬂ [Fil pattern == EWEHE[JE%EI{T*L I T 7};;; e qui;[k'rj“;&kpj
traverse Eﬁj ff] ~ pattern address %ﬁVEﬁ fﬂ —BHHIE] Y “ TEHR ”EJial'_ﬁ%LELE
FFsgl o [ BTt A AFHEALE [ - e ["Eﬁ'lsf[\ﬁ;wg¢fﬂ_ ;f;{
[ o

PITS s (B3I 7 1 135.14MHz

4000 pattern set avg. length = 29 Byte

F'ﬁJi[F'}E\ﬂj‘F'Eﬂ Rﬁ%ﬁ#ﬂﬁf&ﬂ %hﬁﬁﬁ f(ns) Pattern §¢®l | T =% (B) | Throughput(Mb/s)
(ns) (ns)

216 164725.2 164509.2 284 28.7394 396.91

216 166086.0 165870.0 290 28.1793 394.14

216 163234.8 163018.8 276 29.5833 400.69

216 164264.4 164048.4 284 28.7359 397.98

216 163702.8 163486.8 217 29.4657 3994

216 165934.8 165718.8 287 28.4913 394.74

216 162831.6 162615.6 276 29.5978 401.88

216 162406.8 162190.8 274 29.8066 402.83

216 162817.2 162601.2 283 28.8163 401.23

216 161874.0 161658.0 274 29.8212 404.36

Avg.=163571.76 Avg.=399.42

% 5. 1 throughput without pre-filter work

PPN BRIV SRR RS g4 RSZSIf Y FY throughput *

iIHEﬁFH ,ﬁﬁﬁqﬁﬁ&l %ﬂmﬁﬁ&l(ns) Pattern ByE! | T =4 (B) | Throughput(Mb/s)
(ns) (ns)

216 36845.7 36629.7 0 0 1789.15

#. 5. 2 throughput with pre-filter scan clean text
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P ALY IR PO IRERA ) 7 10 T patiem fU% (R

throughput *
FRIBEIRG | Al e G (ns) Pattern ByEl | 7 19=% (B) | Throughput(Mb/s)
(ns) (ns)
216 38306.6 38090.6 10 235 1720.53
. b. 3 throughput with pre-filter scan text contain 10 patterns
B AT SRR
Synthesis tool: XST(VHDL/Verilog)
Logic Utilization Used Available Utilization
Number of Slices 1617 13696 11%
Number of Slice Flip Flops 404 27392 1%
Number of 4 input LUTs 3151 27392 11%
Number of bonded 10Bs 98 556 17%
Number of BRAMSs 106 136 7%
Number of GCLKs 1 16 6%

% 5. 4 verification module resource usage

A 5 7 4000 it pattern » T 145 pattern = = 29 Byte -
1Bram f'l'J @& 2"14 bits = 2048 bytes.
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2 AR (i R ) ORI

Synthesis tool: XST(VHDL/Verilog)

Logic Utilization Used Available Utilization

Number of Slices 1825 13696 13%
Number of Slice Flip Flops 460 27392 1%
Number of 4 input LUTSs 3532 27392 12%
Number of bonded 10Bs 46 556 8%
Number of BRAMs 119 136 87%
Number of GCLKSs 1 16 6%

#. 5.5 whole system resource usage

A T 17 4000 ff5 pattern » T {5 pattern < = 29 Byte -
1Bram fi'I'] @& 2"14 bits <2048 bytes.

26




= o~ &
e

-%;\7

5 MU0 g drid ¢ PRl gl ”3:‘[ R (v
f[ﬁt‘;’é*éff = %Z[[a'—,fﬂﬁpi throughput 1% i 1.7Gbps » ™ “Fl I ﬁ*;’éﬁﬁfjﬂ J %f', [ﬁj
2215 4000 fl#f pattern fiul=35F » = ' gl pattern o < i fl1fo i i

Double Banded-Row format !~ {[#£L4" Banded-Row format [fije> 2L puerf|

’Eﬁﬂ“{t =4 > 5 2! i Banded-Row format [FTHT 2V R 9t &l [Ell R
?{@iﬁjﬁﬁi’?ﬂ* DTS2 0
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FL‘,’?‘}%E' Synthesize 7HN -
ffr =] Xilinx ISE 8.1 [* [ F’“\[’?‘}%'é' ( Synthesizer )

1 R
Timing Summary:

Speed Grade: -6

Minimum period: 7.071ns (Maximum Frequency: 141.433MHz)
Minimum input arrival time before clock: 7.669ns
Maximum output required time after clocks3.839ns

Maximum combinational path delay: No=pathfound

Timing Detail:

All values displayed in nanoseconds (ns)

Timing constraint: Default period analysis for Clock 'clk'
Clock period: 7.071ns (frequency: 141.433MHz)

Total number of paths / destination ports: 54348 / 1019

Delay: 7.071ns (Levels of Logic = 15)
Source: siBR/DataOPTA_8 (FF)
Destination: call/o_ad_of trsa_14 (FF)
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Source Clock: clk rising

Destination Clock: clk rising

Data Path: siBR/DataOPTA_S8 to call/o_ad_of_trsa_14

Gate Net

Cell:in->out fanout  Delay Delay Logical Name (Net Name)
FD:C->Q 9 0374 0.703 siBR/DataOPTA_8 (siBR/DataOPTA_8)
LUT2_L:I1->LO 1 0313  0.000 call/CALI__n0008<0>lutl (N4950)
MUXCY:S->0 10377 0.000 call/CALI__n0008<0>cy (call/CAL1__n0008<0>_cyo)
XORCY:CI->0 14 0868 0.792 call/CAL1__n0008<1>_xor (call/CAL1__n0005<1>_sel)
LUT2_D:10->0 2 0313 0.495 . call/CALL__n0003<4>cyl_SWO (N4904)
LUT4:13->0 1 0.313 % 0:440__reall/CAL1-n0003<4>cyl (call/CAL1__n0003<4>_cyo)
LUT4_L:I3->LO 1 0313 '70.000 -call/CALI_ n0011<6>lut (call/N114)
MUXCY:S->0 1 0377 0.000 lcall/€AL1: n0011<6>cy (call/CALI__n0011<6>_cyo)
MUXCY:CI->0 1 0041 0.000 call/CAL1_n0011<7>cy (call/CAL1__n0011<7>_cyo)
MUXCY:CI->0 1 0.041 0.000 call/CAL1_ n0011<8>cy (call/CAL1__n0011<8>_cyo)
MUXCY:CI->0 1 0041 0.000 call/CAL1__n0011<9>cy (call/CAL1_ n0011<9>_cyo)
MUXCY:CI->0 1 0041 0.000 call/CALI_n0011<10>cy (call/CALI__n0011<10>_cyo)
MUXCY:CI->0 1 0.041 0.000 call/CALI__n0011<11>cy (call/CAL1_ n0011<11>_cyo)
MUXCY:CI->0 1 0.041 0.000 call/CAL1_n0011<12>cy (call/CAL1_n0011<12> cyo)
MUXCY:CI->0 0 0041 0.000 call/CALI__n0011<13>cy (call/CALI__n0011<13>_cyo)
XORCY:CI->0 1 0868 0.000 call/CAL1_ n0011<14>_xor (call/_n0011<14>)
FD:D 0.234 call/o_ad_of trsa_14

Total 7.071ns (4.641ns logic, 2.430ns route)

(65.6% logic, 34.4% route)
30



2 E R GRS ERENE - &)

Timing Summary:

Speed Grade: -6

Minimum period: 7.226ns (Maximum Frequency: 138.389MHz)
Minimum input arrival time before clock: 3.742ns
Maximum output required time after clock: 6.516ns

Maximum combinational path delay: No path found

Timing Detail:

All values displayed in nanoseconds (ns)

Timing constraint: Default period analysis for Clock clk ‘p
Clock period: 7.226ns (frequency: 138.389MHz)

Total number of paths / destination ports: 73115 / 1227

Delay: 7.226ns (Levels of Logic = &)
Source: acv4/cur_state_2_1 (FF)
Destination: acv4/AddrTsiRB_9 (FF)

Source Clock: clk_p rising

Destination Clock: clk_p rising

Data Path: acv4/cur_state_2_1 to acv4/AddrTsiRB_9

Gate Net
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Cell:in->out

fanout

Delay  Delay Logical Name (Net Name)

FDRS:C->Q
LUT2_D:10->0
LUT4:12->0
LUT4_L:10->LO
MUXF5:11->0
LUT3_D:12->0
LUT4:12->0
LUT3:11->0
LUT4_L:13->LO

FDS:D

1 0374 0.533 acvé4/cur_state_2_1 (acv4/cur_state_2_1)
18 0313  0.726 acv4/Ker1811 (acv4/N1811)
1 0313 0533 acv4/Ker1481 2 (acv4/Kerl4811)
1 0313 0.000 acv4/Kerld6_G (N6217)
5 0340 0.531 acv4/Kerl46 (acv4/N146)
6 0313 0.552 acv4/Ker6922 (acv4/N69)
10 0313 0.717 acv4/Ker381_3 (acv4/Ker381_11)
2 0313 0495 acv4/_n0043<9>43 (acv4/_n0043<9>_map2978)
1 0313  0.000 acv4/_n0043<9>60 (acv4/_n0043<9>)

0.234 acv4/AddrTsiRB_9

Total

7:226ns (3.139ns1ogic, 4.087ns route)

(43.4% 1ogic,56.6% route)
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