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ABSTRACT

The advancement of information technology enables enterprises to codify and
store organizational knowledge without difficulties nowadays. Enterprises grow in
time with the founding of new branches, departments, or project groups, resulting in
the proliferation of knowledge documents that are inadvertently hoarded in diverse
physical locations. Under this distributed-environment, an effective and efficient
means needs to be developed for users to access right knowledge documents
accurately.

Accordingly, the research proposes a ‘directory-based knowledge blueprint
system that grants knowledge sharing between corporate information portals. The
present study uses an LDAP-compliant directory server as the repository of the
metadata of the knowledge documents in the enterprise. Leveraging directory
service's feature of displaying distributed information in one logic view, the system
provides sers with an integrated portal environment where users can share, search,

and browse dispersed knowledge documents.
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2-2
2-2
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2.3
LDAP IETF  The Internet
Engineering Task Force IETF LDAP
|dapbis Idapext ldup Idapbis LDAPrevision

LDAP RFCs
Idapv3 [dup LDAP replication duplication

update RFC Idapext LDAP extension
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referra
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OASIS OASIS

Organization for the Advancement of Structured Information Standards OASIS

XML  Web Service OASIS
OASIS DSML DSML Directory Service Markup Language DSML
v2 DSMLv1l XML
DSMLv2 XML [4]
1999 Novell, IBM, Oracle DIF Directory

Interoperability Forum
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3.1 X.500

X.500 1988

Telegraphique or

Consultative Committee on

LDAP LDAP X.500

LDAP X.500

LDAP

CCITT Comite Consultatif International Telephonique et

Telegraphy ISO CCITT ITU (International
Telecommunications Unions) 1TU X.25
X.500 osl
X.500 31
3-1 X.500
X.500 Overview of Concepts, Models, and Services
X.501 | Modds
X.509 | Authentication Framework
X511 Abstract Service Definition
X.518 | Procedures for Distributed Operations
X.519 | Protocol Specifications
X.520 | Selected Attribute Types
X.521 | Selected Object Classes
X.525 | Replication
X.530 | Use of Systems Management for Administration of the
Directory
X.500 Directory Access Protocol DAP
X.500 DAP osl

International Telephony and




LDAP

3.2LDAP
LDAP
LDAP
X.500 31 [3
4
LOAP Cleat |50 U LEAY LIRP fupver T e v
3-1 LDAP
3-1 LDAP Server
LDAP request X.500 request X.500
LDAP LDAP
LDAP X.500 LDAP
TCP/IP oSl
LDAP LDAP Server
X.500
(O LDAP

LDAPV3 3-2 3-3 LDAPv2  LDAPV3 RFC
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3-2 LDAPvZ RFC

LDAPV2
RFC Number Name
1777 LDAPv2
1778 The String Representation of Standard Attribute Syntaxes
1779 A String Representation of Distinguished Names
1959 An LDAP URL Format
1960 A String Representation of LDAP Search Filters
3-3 LDAPV3 RFC
LDAPvV3
RFC Number Name
2251 LDAPv3
2252 LDAPv3:Attribute Syntax Definitions
2253 LDAPv3:UTF-8 String Representation of Distinguished Names
2254 The String Representation of LDAP Search Filters
2255 The LDAP URL Format
2256 A Summary af the X.500 User Schema for use with LDAP
LDAP Tim Howes. . 1999 " LDAP: Use as Directed’ [ 5]
LDAP LDAP
LDAP
321 I nformation M odel
LDAP
LDAP X.500 X.500 LDAP

Information Model

LDAP

directory informationtree DIT

LDAP

attribute- value pair object class
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Susan Person
document
documentldentifier
cn common name  abstract description documentAuthor
documentAuthorCommonName  documentAuthorSurName  documentL ocation

documentPublisher documentTitle documentVersion

structural abstract auxiliary
(instantiate)

abstract class

LDAP

planning partitioning

15



3-2 Partitioning

HP Taiwan Korea  China

Organization ou

organizationa unit

DIT

3-3 Partitioning

3.2.2LDAP Schema

LDAP LDAP LDAP
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LDAP

LDAP LDAP

IBM Directory Server 5.1 inetOrgPerson

objectclasses=( 2.16.840.1.113730.3.2.2 NAME 'inetOrgPerson' DESC
'Defines entries representing people in an organizations enterprise
network." SUP 'organizationalPerson' STRUCTURAL MAY (audio $
businessCategory $ carLicense $ departmentNumber $
employeeNumber $ employeeType $ givenName $ homePhone $
homePostalAddress $ initials. $,jpegPhoto $ labeledURI $ mail $
manager $ mobile.'$  pager $. photo $ preferredLanguage $
roomNumber $ =“secretary -~ $ uid $ userCertificate $

userSMIMECertificate $ x500Uniquel dentifier $ displayName $ o $

userPKCS12) )
objectclasses=

2.16.840.1.113730.3.2.2 object
identifier OID NAME ‘ inetOrgPerson’

inetOrgPerson DESC

SUP inetOrgPerson

super class organizational person
STRUCTURAL structural MAY
inetOrgPerson
LDAPV3 subschema

subschema
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subschema

subschema
Subschema
auxiliary objectClass attributeTypes
diTStructureRules nameForms diTContentRules matchingRules
matchingRuleUse[ 3]
323 Naming M odé
LDAP
DN: cn=Wu Yung Chou, .ou=iim, o=NCTU, c=Taiwan
DN:
cn=Wu Y ung Chou RDN- relative distinguished name
DN RDN DN cn=Wu Yung Chou
ou=iim RDN RDN
RDN RDN
ou=esc+o=iim
LDAP URL universa resource locator LDAP URL
command line tool web browser
LDAP LDAP URL

Idap://<host>:<port>/<dn>[ ?<attributes>[ ?<scope>?<filter>][<7exte

nsions>|]

<dn>

attributes
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Scope LDAP current

entry one-level sub-tree  Current entry
one-level sub-tree
Filter LDAP
* request
extensions LDAP
Idap://local host:389/ou=esc |ab, o=iim?telephone number?sub URL
im e lab telephone number

ou=esc lab, o=iim

telephone number
3.24 Security Modd

LDAP
authentication access control integrity
confidentiality
IBM Directory Server anonymous
authentication basic authentication CRAM-MD5 SASL
SSL
access control liss ACL ACL
IBM Directory Server

BNF
<aclEntry> ::= <subject> [ ":" <rights> ]
<aclPropagate> ::= "true" | "fase"
<ibmfilterAclEntry> ::= <subject> ":" <object filter> [ ":" <rights> ]

<ibm-filterAclinherit> ::= "true" | "false"

19



<entryOwner> ::= <subject>

<ownerPropagate> ::= "true" | "false"

<subject> ::= <subjectDnType> " :’ <subjectDn> |

<pseudoDn>

<subjectDnType> ::="role" | "group” | "access-id"

<subjectDn> ::= <DN>

<DN> ::= distinguished name as described in RFC 2251, section 4.1.3.
<pseudoDn> ::= "group:cn=anybody" | "group:cn=authenticated" |
"access-id:cn=this"

<object filter> ::= string search filter as defined in RFC 2254, section 4
(extensible matching is not supported).

<rights> ::= <accessList> [":", <rights> ]

<accessList> ::= <objectAccess> | <attributeAccess> |
<attributeClassA ccess>

<objectAccess> ::= "object:" [<action> """} <objectPermissions>
<action> ::= "grant" | "deny"

<objectPermisssions> ::= <objectPermission> [ <objectPermissions> |
<objectPermission> ::="a" | "d" | ""

<attributeAccess> ::= "at." <attributeName> ":" [<action>":"]
<attributePermissions>

<attributeName> ::= attributeType

(OID or dpha-numeric string with leading

aphabet, =" and ";" alowed)

<attributePermissions> ::= <attributePermission>
[<attributePermissions>]

<attributePermission> ::="r" | "w" | "s" | "¢" | ""

20



<attributeClassAccess> ::= <class> ":" [<action> ":"]
<attributePermissions>

<class> ::= "normal" | "sensitive" | "critical”

aclEntry Subject rights Subject DN Type
DN distinguished name DN Type access ID Group
Role subject access ID : cn=Azuritul,
o=IIM group: cn=adminGroup, o=IIM Role  Group
Role
Role
Group
Pseudo DN DN
IDS5.1 Pseudo DN
group:cn=anybody Pseudo DN

Pseudo DN--=group: cn=authenticated

access-id:cn=this

rights
Action Permission
Access Target
Action Action Grant  Deny Grant
Deny
Permission Rights
Permission LDAP
Permission [7]
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3-4 LDAP Operation

Permission

LDAP Permission

|dapadd add

|dapdel ete delete

|dapmodify write

|dapsearch search read

|dapmodrdn write

|dapcompare compare

Permission reed r

write w search s compare ¢

normal sengtive critical

person commonName
EntryOwner
cn=Wu Yung Chou, ou=iim,

o=nctu, c=Taiwan ACL entry

entryOwner: access-id: iimManager, ou=iim, o=nctu, c=Tawan

ownerPropagate: TRUE

aclPropagate: TRUE

aclEntry: role: cn=admins, o=nctu, c=Taiwan,

normal:rwcs:sersitive:rwsc:critical:rsc

aclEntry: access-id: cn=Wu Y ung Chou, ou=iim, o=nctu, c=Taiwan




object:ad:normal :rwsc:sensitive:rwsc:critical :rsc

aclEntry: group:cn=Anybody:normal:rsc

entryOwner cn=Wu Y ung Chou, ou=iim, o=nctu, c=Taiwan
Propagate ownerPropagate
aclProgate true
aclPrapagate
aclEntry admin
cn=Wu Y ung Chou, ou=iim, o=nctu, c=Taiwan normal

r reead w write ¢ compare S search
sensitive normal critical

r s ¢ read search compare
325 Functional Model

LDAP
LDAP n

Bind Unbind Search Modify Add Delete Compare Abandon

ModifyDN Unsolicited notification Extended operation
3-5 LDAP
bind
unbind LDAP
search LDAP
modify client Entry
add client Entry
delete
compare LDAP Entry
abandon
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modifyDN Entry DN
unsolicited LDAP Server
notification
extended
oper ation
Bind
bind response
bind

operationsError protocol Error authMethodNotSupported referral unavailable
Unbind LDAP unbind
unbind
unbind unbind
Search
LDAP

Unsolicited Notification

LDAP
LDAPV3 unsolicited notification
Extended operation
LDAP [11]
3.2.6 Protocol Mode
LDAP TCP/IP  LDAP
LDAP
LDAP LDAP 389

LDAP LDAP
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LDAP

LDAP v3
LDAP
3.2.7 Application Programming I nterface
LDAP
LDAP C AP C
ADSl PerIDAP JINDI PHP LDAP API ADSI APl
Active Directory LDAP
PerlDAP Netscape Perl JNDI Java
Naming and Directory Interface JAVA
AP PHP LDAP API
<?7php

$ds=Idap_connect("locahost*); // assuming the LDAP server is on this host
if ($ds) {
// bind with appropriate dn to give update access
$r=ldap_bind($ds,"cn=root, o=My Company, c=US", "secret");
/I prepare data

$info["sn"]="Jones";
$info["mail"]="jonj @here.and.now";
$info[" objectclass']="person";
/I add data to directory
$r=ldap_add($ds, "cn=John Jones, o=My Company, c=US", $info);

Idap_close($ds);
} else{

echo "Unable to connect to LDAP server";
12>
INDI API [9]

import java.util.Hashtable;
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import java.util.Enumeration;
import javax.naming.*;
import javax.naming.directory.*;

public static void main(String[] args) {

Hashtable env = new Hashtable(5, 0.75f);
env.put(Context.INITIAL_CONTEXT_FACTORY, Env.INITCTX);
env.put(Context. PROVIDER_URL, Env.MY_SERVICE);

try {
DirContext ctx = new Initial DirContext(env);

SearchControls constraints = new SearchControls();
constrai nts.setSearchScope(SearchControls.SUBTREE_SCOPE);
NamingEnumeration results

= ctx.search(Env.MY_SEARCHBASE, Env.MY_FILTER, constraints);
while (results '= null && results.hasMore()) {
SearchResult si = (SearchResult)resultsnext();
System.out.printin("name: " +.s.getName());
Attributes attrs = si.getAttributes();

if (attrs==null) {

System.out.printin("No attributes");

} else{

for (NamingEnumeration ae = attrs.getAll();
ae.hasMoreElements();) {

Attribute attr = (Attribute)ae.next();

String attrld = attr.getI D();

for (Enumeration vals = attr.getAll();

vals.hasM oreElements();

System.out.printin(attrid + ": " + vals.nextElement()))
1}

System.out.printin();

}

} catch (NamingException €) {

System.err.println(" Search example failed.");
e.printStackTrace();

1}
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3.28LDAP LDIF

LDAP LDAP Data Interchange Format
LDIF
GUI LDIF
Doc Microsoft Word LDIF
3-6
3-6 LDIF
dn: <distinguished name>
objectClass: <object class>
objectClass: <object class>
<attribute type>: <atribute,value>
<attribute type>: <attribute value>
Dn LDIF
3-7
3-7 LDIF

dn:<distinguished name>
objectClass. <object class>

<attribute type>

<attribute value>

DIB DIB
Directory Information Base DIB

DiB

27



LDAP Directory Information Base

interoperability

[11]




4.1

95/98 NT/2000/XP Linux'" FreeBSD

2. LDAP  X.500

LDAP

LDAP

Windows

UNIX (IBM AIX)

LDAP

LDAP

replication



5.
4-1
Sun SunOne Directory Server 5.1
Oracle Oracle Internet Directory
Microsoft Active Directory
IBM Directory Server 5.1 Former: SecureWay
Novell eDirectory
Open Source Group OpenLDAP
IBM Directory Server 5.1 IBM

Directory Server IBM SecureWay Directory

IBM Directory Server IDS IDS

LDAP AIX  Linux



Solaris Windows HP-UX IDS5.1
DB2 Universal Database 8.1 Web

4-1 IBM Directory Server

i PR | Elteig | g0 =
O weam ¥ [z (W]
~SapEr
(g penpany | Bic St W g ammk LEE ¥
L4 et ipi A aie @ areemsthoup 15 1 = o Wusnis sy = [
O o i B siemamine 15 o = = Varnat poatogry B =
1 = ]
EH m T LT - [ dezrpeinn o i
= T
Y ﬂ_ﬂl— O AT e g {5 | 1o o “ AbGmaptdmnliot :.....I
SanEn 9 ADCArcesEader 5 1 = Tkhians % B EEroans w [EH)
[ et O ADcco T cmconunt =] g 3 SArInG rupHaTees o )
g AT 5 [ 1op | AbtAdman i [
.
Iﬁﬁ O oAb o - i T LphharTe -
DII!_H&H.F T emAuceGroup L T BB e pellakdalict W
[t | las L T e e L L
:gm O ekl h fop & slissed"tmciame =
v CaTER RS & applraberEnkey TEH 10 £ = | dEscrpniEn w
v G EN RN e TR | oo 4 3 2 &
ta O s ratem oo o Hezaryeion
T O BREOPIRERaDel LT bbop_ied_knd 4 bhop_she_rame =
@ BRCETRAmtwnDel TR i v biop d6f kil ship alai e
T BECPIECondweTef (5 1o & Blecyi_ded_kiied = Bl _abin_poive &
O BROETEEwmTer (5[0 & boop_fed_kind = hop _Aon_rame
] EIOF‘IEEDCHJLMM o beop_ dof_ kel 4 bhep_gn_rorra
@1 BEOETRInterfaceDief $EHE 10p mu_w-_und w st.op_a;.ns_mm w
Ti BECPTFModukTof TiHE o bt _ el ki = Bhop_a08_reme = a
= .

PR
i

-
S

4-1 1BM Directory Server 5.1

IBM Directory Server

Windows XP

JSP

Apache Tomcat

IDS 5.1 C LDAP APl JINDI Web
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Windows XP
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JSP UNDI HTML
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4.2
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IBM Directory Server 5.1

IBM Directory Server DocMeta
DocMeta
5.1 DocMeta
DocMeta

5-1 -DocMeta

DocM eta
/

DocFileName no caselgnoreMatch Mandatory
DocTitle no caselgnoreMatch Mandatory
DocAuthor yes caselgnoreMatch Mandatory
DocDate no caselgnoreMatch Mandatory
DocType no caseExactMatch Mandatory
DocCategory yes casel gnoreMatch Mandatory
DocDescription | yes casel gnoreMatch Mandatory
DocTranslator yes caselgnoreMatch Optional
DocPublisher yes caselgnoreMatch Optional
DocKeywords yes caselgnoreMatch Optional
DocL ocation no caseExactMatch Mandatory

37




5.2 DocM eta

5-2-1 DocFilName

DocFileName ‘

DocFileName
The file name of the document
OID DocFileName-oid
none
Attribute Type Description Syntax
128
no
=caselgnoreMatch
/ Mandatory
DB2 Default
DB2 Default
5-2-2. 'DocTitle
DocTitle
Thetitle of the document
OID DocTitle-oid
none
Attribute Type Description Syntax
500
no
=caselgnoreMatch
/ Mandatory
DB2 Default
DB2 Default
Normal




5-2-3 DocAuthor

DocAuthor ‘

DocAuthor
Describe the author of the documents
OID DocAuthor-oid
none
Attribute Type Description Syntax
300
yes
=caselgnoreMatch
/ Mandatory
DB2 Default
DB2 Default
Normal

5-2-4 DocDate

DocDate
State the creation date of the document
OID DocDate-oid
none
Generalized Time Syntax
20
no
=caselgnoreMatch
/ Mandatory
DB2 Default
DB2 Default
Normal




5-2-5 DocType

DocType
Indicate the type of the document, like doc or xml or
html...etc.
OID DocType-oid
none
Attribute Type Description Syntax
5
no
=caseExactMatch
/ Mandatory
DB2 Default
DB2 Default
Normal

5-2-6 DocCategory

DocCategory ‘

DocCategory
Describe the class of the document.
OID DocCategory-oid
none
Attribute Type Description Syntax
128
yes
=caselgnoreMatch
/ Mandatory
DB2 Default
DB2 Default
Normal




5-2-7 DocDescription

DocDescription ‘

DocDescription
The abstract of the document
OID DocDescription-oid

none
Attribute Type Description Syntax
1000
yes
=caselgnoreMatch
/ Mandatory
DB2 Default
DB2 Default
Normal

5-2-8 _DocTransator

DocTrandator ‘

DocTrand ator
Specifies the trandators of the document
OID DocTrandator-oid
none
Attribute Type Description Syntax
128
yes
=caselgnoreMatch
/ Optiona
DB2 Default
DB2 Default
Normal
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5-2-9 DocPublisher

DocPublisher ‘

DocPublisher

Specifies the publisher of the document. Here the publisher
means the people who post the document.

OID DocPublisher-oid

none

Attribute Type Description Syntax

128

yes

=caselgnoreMatch
/ Optional

DB2 Default

DB2 Default

Normal

5-2-10.  DocKeywords

DocK eywords ‘

DocKeywords
Keywords of the document

OID DocKeywords-oid

none

Attribute Type Description Syntax
128

yes

=caselgnoreMatch
/ Optional

DB2 Default

DB2 Default

Normal

42



5-2-11 DoclLocation

DocL ocation ‘

DocL ocation
Specifies the URL or other location of the document. So the
requestor can use it to get the exact document.
OID DocL ocationoid
none
Attribute Type Description Syntax
128
no
=caseExactMatch
/ Mandatory
DB2 Default
DB2 Default
Critical

5-2-12

OoID OID Object Identifier
"-oid" oid
Equality Ordering Substring
/
Norma Sensitive Critica




[7]

equality
equalityMatch '='

"cn = John Doe"

ordering
greaterOrEqual ">='
lessOrEqual '<='

IIS.] >= Doell

approximate
approxMateh'~="

"sn ~= doe"

substring
substrings*'

"sn=McC*"
"cn = J*Doe"

reverse

[

"sn = *baugh"

5.2
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6.1

Web
LDAP Web
LDAP
1. LDAP
Microsoft IBM Oracle Novell Sun
OpenLDAP
2. LDAP centralized distributed
LDAP
3. transaction



SQL

[2]

6-1 Resultsof sub-string search

LDAP

[2]

LDAP SQL

Single match milliseconds eg. Cn=1112 17.38 32.964

Right side sub-string match  milliseconds 98.42| 1255.146
eg. Cn=*112

Left Sde sub-string match  milliseconds 102.302| 1170.196
eg. Cn=111*

Sub-string match  milliseconds  eq. 106.412 | 1193.978

Cn=*11*

Web
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6.2

XML
DSML Directory Service Markup Language DSML
DSML LDIF
DSML LDAP DSML
Web

Dublin Core Text Encoding Initiative TEI
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A

objectClasses

{

( DocMeta-oid NAME 'DocMeta DESC 'The object that describe the Metainfo of
each document.' SUP top MUST ( DocAuthor $ DocCategory $ DocDescription $
DocFileName $ DocLocation $ DocTitle $ DocType ) MAY ( DocDate $
DocKeywords $ DocPublisher $ DocTrangdlator ) )

}

attributeTypes {

( DocAuthor-oid NAME 'DocAuthor’ DESC 'Describe the author of the documents.’
EQUALITY 25.13.2 SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 300} )

( DocCategory NAME 'DocCategory' DESC 'Describe the class of the documents.'
EQUALITY 25.13.2 SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 128} )

( DocDate-oid NAME 'DocDate’ DESC: 'State the creation date of the document’
EQUALITY 25.13.2 SYNTAX 1.3.6.1.4.1,1466.115.121.1.24{ 20}
SINGLE-VALUE)

( DocDescription-oid NAME 'DocDescription' DESC-The abstract of the document'
EQUALITY 25.13.5 SYNTAX 1.3.6.1.4:1:1466.115.121.1.3{ 1000} )

( DocFileName-oid NAME 'DocFileName’ DESC 'The Filename of the document.’
EQUALITY 25.13.2 SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 128}
SINGLE-VALUE)

( DocKeywords-oid NAME 'DocK eywords DESC 'Keywordsof the document'
EQUALITY 25.13.2 SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 128} )

( DocLocation NAME 'DocL ocation' DESC 'Specifies the URL or other location of
the document. So the requestor can use it to get the exact document.' EQUALITY
25135 SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 128} SINGLE-VALUE)

( DocPublisher-oid NAME 'DocPublisher' DESC 'Specifies the publisher of the
document. Here the publisher means the people who post the document." EQUALITY
25.13.2SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 128} )

(DocTitle-oid NAME 'DocTitle DESC 'The Title of the document." EQUALITY
25.13.2SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 500} SINGLE-VALUE)

( DocTrandator-oid NAME 'DocTranslator' DESC 'Specifies the translator of the
document' EQUALITY 2.5.13.2 SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 128} )

( DocType-oid NAME 'DocType' DESC 'Indicate the type of the document, like doc
or xml or html...etc.' EQUALITY 2.5.13.5 SYNTAX 1.3.6.1.4.1.1466.115.121.1.3{ 5}



SINGLE-VALUE)
}

IBMattributeTypes {

( DocAuthor-oid EQUALITY APPROX )

( DocCategory EQUALITY APPROX )

( DocDate-oid EQUALITY APPROX )

( DocDescription-oid EQUALITY SUBSTR APPROX )

( DocFileName-oid DBNAME ( 'DOCFILENAME' 'DOCFILENAME' ) LENGTH
128 EQUALITY APPROX )

( DocKeywords-oid EQUALITY APPROX )

( DocLocation ACCESS-CLASS CRITICAL EQUALITY )
( DocPublisher-oid EQUALITY APPROX )

( DocTitle-oid EQUALITY APPROX )

( DocTrandator-oid EQUALITY APPROX )

( DocType-oid EQUALITY )

}



