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ABSTRACT

The protection of software usage privileges is an important issue to
software market and organizations. Illegal usage of software will cause the
investment of a software company to be nothing, and cause a organization to
reveal the secret software functions:;There are a few of research papers and
techniques to solve these problems, but seme of them which are not easy to
crack depend on a server to‘checkithe usage privileges. If the network crashes,
the software or components can’t work“any more. In recent years, a system is
decomposed to many components, and then the existing approaches that target
on whole system can’t indeed provide the control of usage privilege.

This thesis treats the developing of above problems as a software project.
So we follow the RUP processes to discuss the requirements and the solution of
component protection. This approach limits the components only running on
registered computers by adopting the asymmetric encryption algorithm and
protects the private key from copying by storing it in a smart card. The designed
checking process of usage privilege will not depend on network, and users or
applications need not to be aware of the extra protection of components by
developing the self-checking mechanism.

Keywords: component protection, software protection, software piracy, RUP
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A software component is a coherent package of software implementation that:
Carries out a set of related services or functions

Offers well-defined and published interfaces.

Offers services that are. accessible through its interfaces only.

Is reusable.

S

Can be independently developed and delivered.
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