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ABSTRACT

With the advancerof information technologies; more and more digital video
applications on the internet have been proposed. H.264/AVC videos are used in a wide
variety of applications. In this-study, several methods' for'data hiding applications,
namely, covert:communication, copyright protection, and video sharing, are proposed
using H.264/AVC videos as cover media: For covert communication, we propose a
large-volume "method and an eptimal method for hiding; secret data in H.264/AVC
videos, based on the use.of prediction modes and tree structured motion compensation.
The optimal method:is a tradeoff between hiding capacity, imperceptibility, and low bit
rating. For copyright protection; in_order-to protect the ownership of downloaded
videos at the client site, a method using a removable visible watermarking technique
with a scheme for display control on specified computers is proposed. For the
application of secret sharing, we share the data of the prediction modes of a secret
video based on exclusive-OR operations and hide the resulting share data into the
prediction modes of cover videos. The resulting share videos are then distributed to
participants to keep. By collecting the share videos owned by all participants, the secret
video can be recovered. Good experimental results show the feasibility of the proposed

methods.



ACKNOWLEDGEMENTS

I am in hearty appreciation of the continuous guidance, discussions, support, and
encouragement received from my advisor, Dr. Wen-Hsiang Tsai, not only in the

development of this thesis, but also in every aspect of my personal growth.

Thanks are due to Miss Shung-Yung Tsai, Mr. Jiun-Tsung Wang, and Hsing-Chia
Chen for their valuable discussions, suggestions, and encouragement. Appreciation is
also given to the colleaguesof the Computer_Vision Laboratory in the Institute of
Computer Science and Engineering at National Chiao Tung University for their

suggestions and help during my thesis study:.

Finally, | also extend my profound thanks to my family for their lasting love, care,

and encouragement. | dedicate this dissertation to my beloved parents and friend.



CONTENTS

ABSTRACT (IN ChINESE) ..ottt i
ABSTRACT (inN ENGIISN) eooeeeieeeieeeee et i
ACKNOWLEDGEMENTS ..ottt et iii
CONTENT Sttt sttt be e e e e e e tessesbenbesrensennens iv
LIST OF FIGURES ...ttt st sttt nne s Vi
LIST OF TABLES ...ttt s viii
Chapter 1 INtrOdUCTION .......coiiiiieeieeee et e e e e e e e e e e e e eeeeeeesnnnnes 1
1.1 IMIOTIVALION ...t e e et ettt e e e e e e e e e e e e e e e eeeeeeenene 1
1.2 General Review of Related WOIKS..........oooviiiiiiiiiiiiiiieee s 2
1.3 Overview of Proposed MethodS......c.. s ..eeeieeiiiiiiiiiiiciiiee e 2
1.3.1  TermiNOIOGIES .........cevvieieeiiiiinsminsstanadis e eeeeeeaeeee e e e e e s s aaannes 3
1.3.2  Brief Descriptions of Proposed MethodS .. ...........coooviieeeeeiiiiniinenn. 3
(RN OTe]y, 0 | gl — ] T R 5
1.5  THESIS OrganiZatiOn ....hssee refsmeseeeetaedssaessisennts bansnnstseeeeeeeeseeeeeeeaassssnnnnnnnnnnes 5
Chapter 2 Review of Related Works and H.264/AVC Standards.....................cccoeeee. 6
2.1 Review of Techniques for Video Data HidiNg ............cccccoiieiiiiiiiiniennns 6
2.2 Review of Techniques for Visible Watermarking in.Videos. ..................... 7
2.3 Review of Techniques for Secret Sharing........oceeeiheeeeeeeeeeeeeeeeeeeeieieiienns 7
2.4 Review of H.264/ AV C Stanaard i i 8
2.4.1 o Structure~of H.264/AVE Standard........icccoifeeeeeeeiiiieeeeeeeeeiiiiiienns 8
2.4.2  Process.of ENCOAING.......uuuuuuuuinn et et i 11
2.4.3  ProCess Of DeCOAING .........coiuambiummmutienneeeeeeeeeeeeeeeeeeeeearennnnns 12
Chapter 3 Data Hiding in'H.264/AVC Videos for Covert Communication ............... 13
3.1 INEFOAUCTION ... e 13
3.1.1  Problem Definition...........coooeiiiiiiiiiiiii e 13
3.1.2  PropoSed IdEAS ......cceeviiiiiiiiiiiieee e 14
3.2 Review of Related TEChNIQUES...........ooiiiiiiiiiiiiiie s 16
3.2.1  INra-prediClion ... 16
3.2.2  Tree Structured Motion Compensation..............uuueveeiiiiienneeeeeeeennn 16
3.3 Hiding Secret Data into H.264/AVC VIdEOS...........ccoovvviviiiiiiiiiiiiieaeeeen 18

3.3.1  Process for Hiding Large-Volume Data into | Macroblocks Based on
Intra-Prediction Mode

3.3.2  Process for Hiding Data Optimally into | Macroblocks Based on
Intra-Prediction MOde..........couviiiiiiiic e 21

3.3.3  Process for Hiding Data Optimally into P Macroblocks Based on



Tree Structured Motion Compensation.........cccovveveeeeeieiiieeieeiiiiineens 23

3.4 Extraction of Secret Data from H.264/AVC VIdeOos ............eevveiiieenneennn. 28
3.4.1  Process for Extraction of Data from | Macroblocks by Proposed
Large-Volume Method ..o 29
3.4.2  Process for Extraction of Data from | Macroblocks by Proposed
Optimal Method ...........ouuiiiiii e 30
3.4.3  Process for Extraction of Data from P Macroblocks ..................... 32
3.5 Experimental RESUILS ...........eiiiiii e 34
3.5.1 Experimental Results of Large-Volume Method ............ccccceuueee. 34
3.5.2  Experimental Results of Optimal Method .............cccccoeiiiiiinnnnn. 36
3.6 DiSCUSSIONS aNd SUMIMATY ....ccceviiiiiiiiiiiaae e e ee et e e 39
Chapter 4 Copyright Protection of H.264/AVC Videos by Watermarking and Display
Control on SpecCified COMPULETS ... 0 e e veeeeeeeeeeeeeeeee e 40
4.1 T (oo L8 Tox 10 o s o T 40
4.1.1 Problem Definition.........cccooooe e, 41
4.1.2 PropOSEA IABAS .eeuuuen uunnnaiiteeeea i e eeeie iannbe s neaaaeaaeeeeaeaaeeseeeeeesenennnnns 41
4.2 Proposed Scheme for Display-Control on Specified Computers and
Embedding Visible Watermarks in H.264/AVC Videos.......................... 42
4.2.1. Process for Video DisplayControl on Specified Computers......... 42
4.2.2°  Process for Embedding Visible Watermarks..............ccccccccceeeiiinnn, 44
4.3 Recovery of Original H.264/AVC Videos by Removing Visible
WALEIMAIKS .1 i+ casessmmmm s « 555 4 sdaaa a8 a8 e e eeseessnnsseessnssnnnseeess 48
4.4  EXperimentalREeSUIS ... i i s Bereiin e 49
4.5 DiscusSSIONS and SUMMATY .........uvveeeeeeesiibeanneadiniiiiciiiiiiieeeeeee e eeeae e 54
Chapter 5 Secret H.264-AVC Video Sharing with Steganographic Effects ............... 55
5.1 T (o To L8 Tox 1o PSS 55
5.1.1 Problem DefiNitloN.. ... . b 55
5.1.2  PropoSed IdEAS ......cccoviiiiiiiiiiiiiiei e 56
5.2 Proposed Scheme for Secret Video Sharing with Steganographic Effects56
5.2.1 Process for Share Data Creation ..........ccccooveeeeeeeeeeeeeeeeeeiiiiiiiinn 58
5.2.2  Process for Creating Steganographic Effects...........cccceeieiinnnnnn. 60
5.3 Recovery Of SECret VIAEOS......ccooviei i 65
5.4 Experimental RESUILS ...........uiiiiiii e 68
5.5 DiScusSIONS and SUMMATY .....coouuiiiiiiiiiiaiae e e e e e 68
Chapter 6 Conclusions and Suggestions for Future WOrks ..........ccccceeiieiiiiiiiiineeeeennns 73
6.1 CONCIUSIONS ..o 73
6.2 Suggestions for FUture WOIKS..........ooovviiiiiiiiiiiiiii e 74
S (=] (=] Lo = PSP 75



LIST OF FIGURES

Figure 2.1 Relation between the Baseline, Main and Extended profiles. ........................ 9
Figure 2.2 Hierarchical structure of the H.264/AVC VIdeo. ...........ceiiiiiiiiiiieeiiiiiieeee, 10
Figure 2.3 Flow diagram of H.264/AVC encoding ProCESS. ......ceeeeeeeiiieiieeeeiiiiiinninnnnnnnns 12
Figure 2.4 Flow diagram of H.264/AVC decoding ProCeSS. ......ccooeeeeeiiiiieeeeeiiiiiininnnnnnns 12
Figure 3.1 Samples a to p of a luma 4x4 prediction block are calculated based on the
sample values of Ato M in neighboring prediction blocks. ........................ 17
Figure 3.2 Prediction modes for luma 4X4 prediction. ...........ccceeeeeeiiieiiieeeiiiiiiinn 17
Figure 3.3 Macroblock partitions. ............oeiuiiiiiiiii 18
Figure 3.4 Sub-macroblock partitions. ... 18
Figure 3.5 lllustration of the proposed hiding method. ..., 19
Figure 3.6 The quantized coefficient in the high-frequency. .............ccoooiiiiiiiiiiiiiinneen. 21
Figure 3.7 Flowchart ofithe optimal data hiding process for | macroblocks. ................ 24
Figure 3.8 Flowchart.of the hiding process for P macroblocks. ...............cccccvvveveennnnnn. 27
Figure 3.9 lllustration of the proposed extraction method.....a...........ccoeeeecviviiiiiineenenn. 28
Figure 3.10 Flowehart of the extraction precess for | macroblocks of optimal method.31
Figure 3.11 Flowchart of the extraction process for P macreblocks...............ccccvvvveeeee. 33
Figure 3.12 The secret data file............ it il il e 34
Figure 3.13 The®lto 4" frames (1) of original video (left) and stego-video (right). 35
Figure 3.14 The extracted data file. . caileee e hBia e e 36
Figure 3.15 The'3to 7" frames (PPIP).of original video (left) and stego-video (right).
...................................................................................................................... 37
Figure 3.16 The extracted data file. ...t 38
Figure 4.1 lllustration of the proposed idea. ........ il itk 43
Figure 4.2 The checking process of.video:display control on specified computers. ..... 44
Figure 4.3 lllustration of drift problem. ... . 45
Figure 4.4 Types of macroblock to slice group maps (type Bxplicit” which is
USEI-0ETINEM). ..o e e e e e eeeenaaaes 46
Figure 4.5 Flowchart of the embedding process for | and P frames. ............ccccoeeeeii. 47
Figure 4.6 Flowchart of the recovery process for | and P frames.............cccceevvvviiiinnnnnns 50
Figure 4.7 A watermark binary image with Size 16X..........cccccceeeieiiieiiiieeieeereeieeiiiins 51

Figure 4.8 Six frames of the original video. (a) The first frame (I frame). (b) The second
frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P frame).
(e) The 5th frame (P frame). (f) The 6th frame (P frame)............c...cooeee 51

Figure 4.9 Six frames of the watermarked video. (a) The first frame (I frame). (b) The
second frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P
frame). (e) The 5th frame (P frame). (f) The 6th frame (P frame). .............. 52

\Y



Figure 4.10 Six frames of the recovered video. (a) The first frame (I frame). (b) The
second frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P

frame). (e) The 5th frame (P frame). (f) The 6th frame (P frame). .............. 53
Figure 5.1 An illustration of the proposed idea..............oooiiiiiiiiiiiiiiii s 57
Figure 5.2 lllustration of the secret sharing method. .............cccoo i, 60
Figure 5.3 lllustration of the prediction error problem. ............cccooiiiiiiiiiiiicice e 61
Figure 5.4 Flowchart of the process of creating steganographic effects.............cc.co...... 64
Figure 5.5 Flowchart of the reCOVEering ProCESS. ......ccoiiiiiii it 67

Figure 5.6 The four frames of the original video (left) and randomized video (right). . 69
Figure 5.7 The four frames of the first cover video (left) and the share video (right)... 70
Figure 5.8 The four frames of the second cover video (left) and the share video (right).

...................................................................................................................... 71
Figure 5.9 The four frames of the recovered secret Video. ..........cccuvveeeviiiiieiieeeeeeennnnn, 72
Figure 5.10 Erroneous recovery result when the secret key is wrong. ...............ocoeene 72

Vii



LIST OF TABLES

Table 2.1 Relationships between slice types and macroblock types............ccoccvveeeienns 10
Table 3.1 Relations between hidden data and partition Sizes...........cccccceeiriiiiieeeeennnee, 25
Table 3.2 Configuration ParameEtersS. ..........uueiiiee i 34
Table 3.3 Configuration ParamMeEtersS. ..........uueiiiee i 36
Table 3.4 NBH, PSNRI and BRI values for several video sequenggs 250). ....... 39

Table 4.1 Configuration ParamMEterS...........uueiiie et 51
Table 5.1 Relation between the data-to-be-hidden and the prediction mode................. 62

r

viii



Chapter 1

| ntroduction

1.1 Motivation

With the advance of .the Internet and multimedia technologies, more and more
people transmit videos through the Internet.” H.264/AVC is the latest video
compression standard, and contains a lot of new features'that allow it to compress
videos more ‘effectively, than older standards. H.264/AVC also provides more
flexibility for applications on a wide variety of-networks, and so it is suitable for use
as a kind of carrier for information hiding investigated in this study.

Data hiding techniques-¢an-be-used-to-lsiéleretdata in a video, resulting in a
so-called stego-video.. In this ‘way, stego-videos instead. of secret data may be
transmitted through the network. Except the owner, other users usually do not know
the existence of the hidden information and so will not try to get the information
because the secret data hidden in a video are invisible. It is desired in this study to
develop a data hiding method via H/264/AVC videos for covert communication.

Copyright protection of videos becomes more and more important nowadays
because videos communicated on the Internet might be copied or misused. For video
copyright protection, one approach is to utilize digital visible watermarking
techniques. Using this approach to certify the copyright of a video has a main
advantage, i.e., the watermark conveys a straightforward claim of the ownership of

the video. But the video content might be partially occluded by an embedded visible

1



watermark. In order to solve this probleitnis desired to develoa removable visible
watermark technique in this study, by which videos can be protected by the use of
visible watermarks. And when displayingvleo on a specified computer, it is also
hoped that we can remover the watermark before watching the video.

Secret sharing is a technique for use to transform secret data into multiple shares,
with each share kept by a participant. Each share may be created to have a
meaningless content. By collecting a sufficient number of shares, we can recover the
secret data. Because each meaningless share might be suspected msasilgood
idea to hide each share, into another meaningful media file. This effect can be
accomplished by applying the technique of steganegraphy to the meaningless shares.

Secret sharing techniques-have been applied tougakimds of files, such as
image and video. Though studies ‘on the secret image sharing technique are getting
intensive now,there'are very few studies-on secret video sharing yet. So, it is desired
in this study to develop a secret video 'sharing method which creates steganographic

effects.

1.2 General Review of Related Works

Although all the above-mentioned goals of this study are related to the technique
of hiding information within videos, different methods should be adopted for different
applications. A detailed review of video data hiding, visible watermarking, and secret
sharing techniques which have been developed in recent years will be introduced in
Chapter 2. In addition, because the proposed data hiding and watermarking techniques
are applied to H.264/AVC videos, we will also make a review of the H.264/AVC

standard in Chapter 2.

1.3 Overview of Proposed M ethods

2



1.3.1 Terminologies

The definitions of some related terminologies used in this study are described as

follows.

1.

Secret a secret is a piece of information that is important and should be
preserved properly and not revealed to unauthorized people.

Stego-video: a stego-video is one in which some digital information is
embedded.

Watermarked video: a_ watermarked video is one in which a visible
watermark has:been embedded.

Recovered" video: a recovered video, is ‘one obtained by removing the
embedded visible watermark from a watermarked video.

Cover. video: a cover video is input one use fer secret sharing and
steganography.

Share'video: a share video is one of the secret sharing results of a secret

video:

1.3.2 Brief Desgriptions of Proposed M ethods

A. An Data Hiding Method for Covert Communication

A method using a data hiding technique for covert communication via

H.264/AVC videos is proposed in this study. An H.264/AVC video consists of a series

of I and P image frames. We propose proper hiding techniques for macroblocks in |

and P frames by utilizing their properties, respectively. We hide data into the

intra-prediction mode of the | macroblock, and into the tree structured motion

compensation of the P macroblock. Briefly, we modify the prediction mode and the



variable partition size of the tree structured motion compensation to hide data and
maintain imperceptibly of the hidden data. In addition, we also use the Lagrange

optimization technique to optimize the changes yielded by the data hiding process.

B. A Visible Watermarking Method for Copyright Protection

A method for copyright protection of videos using a removable visible
watermarking technique and a scheme for video display control on specified
computers is also proposed in this study. By performing encoding process on a given
video, the quantized transform coefficients of all the 16x16 luminance macroblocks of
each frame of the video are-obtained. We embed ‘one pixel of a visible watermark into
the direct currentiC) coefficient of the luminancduina) macroblock.

On the other hand, a software player is' designedbtain certain hardware
identification “information (such as the number of the CPU and the volume serial
number) from the user’s computer, when a video is displayed. If the computer
information is correct, the playerwillremovestherwvisible watermark embedded in the
watermarked-video; otherwise, a visible watermark- will -appear promptly to state

copyright and prohibit the viewer from enjoying the video content.

C. AVideo Sharing Method with Steganographic Effects

A method using the secret sharing and steganography techniques for sharing
secret videos is proposed in this study. The technique of sharing secret is based on the
exclusive-OR operation, by which we encode the prediction mode of secret videos
and the upper half of the prediction mode of a covert video into several pieces of
share data. Then we hide the meaningful share data into the lower half of the

prediction mode of the covert video. The share videos are distributed to the



participants for custody by them. After collecting all the share videos from the

participants, we can extract the hidden data and recover the secret video.

1.4 Contributions

The contributions made in this study are summarized in the following.

1. An data hiding method based on some properties of H.264/AVC is proposed
for covert communication.

2. A removable visible watermarking imethod with a scheme for video display
control on specified computers is proposed for.protecting the copyright of an
H.264/AVC video.

3. A method of video sharing with" steganographic effects is proposed for

protecting secret videos systematically and securely.

1.5 Thesis Organization

In the remainder .of this thesis, a review;of related works about techniques of
video data hiding,“visible watermarking, and information sharing, as well as the
H.264/AVC standard is given in Chapter 2. In Chapter 3, the proposed method for
video data hiding for covert communication is described. In Chapter 4, the proposed
removable visual watermarking method is described. In Chapter 5, the proposed
method for video sharing is described. Finally, conclusions and some suggestions for

future researches are made in Chapter 6.



Chapter 2
Review of Related Works and
H.264/AVC Sandard

2.1 Review of Techniquesfor+Video
Data Hiding

Techniques of video data hiding are developed for hiding secret data into a video.
By this way, secret data can be transmitted covertly.: A lot of approaches related to
hiding data into.a video have been-proposed [1-3]. Yang and Bourbakis [1] proposed a
scheme for embedding data in.the DCT coefficients by means of vector quantization.
Hu et al. [2] propesed a method for hiding data in_H:264/AVC videos based on
intra-prediction modes. The basic idea is to modif¢ fhira-prediction modes based
on the mapping between 4x4 intra-modes and hidden bits. Their method uses only the
intra-coded macroblock to hide data. Kapotas et al. [3] proposed a method for
embedding data into encoded video sequences, in which the hiding technique is used
to modulate the partition size to hide the secret data. This method can only be used for

embedding information in inter-coded macroblock.



2.2 Review of Techniquesfor Visible
Water marking in Videos

Visible watermarking is a technique for copyright protection [4]. The owner of a
video can embed a visible watermark representing copyright information into the
video, and this embedded watermark can be removed when proving his ownership.
Bhattacharya et al [5] surveyed different video watermarking techniques and used
comparison analysis with reference to H.264/AVC. Mohanty et al. [6] proposed a
DCT-domain visible watermarking technique for images. In their method, embedding
visible watermarks in ‘the DCT coefficients 'is. based on a mathematical model
developed by exploiting the texturé Sensitivity of the human visual system (HVS).
Chien and Tsai [7] proposed an active watermarking method for the MPEG-4 videos
with a scheme for video displays with limited.counts. The basic idea is to use an
active agent to check available play.counts. If the play count of the video is not zero,
the active agent will remove ‘the visible watermark embedded.in the video; otherwise,

the visible watermark will appear promptly to-state the copyright.

2.3 Review of Techniguesfor Secret
Sharing

Secret sharing is a technique for use to transform secret data into multiple shares,
with each shares kept by a participathen a pre-defined group of shares is
collected, the secret data can be recove®damir [8] proposed the concept of secret
sharing in his K, n)-threshold method, in whiah indicates the number of participants
andk means a threshold as the minimum number of shares in the pre-defined group.

Lin and Tsai [9] proposed an efficiem, (n)-threshold secret sharing method using



exclusive-OR operations. This method simply applies the exclusive-OR operation to a
secret image and usasl images to generate théh image. Then-1 images and the

nth image are taken as shares and are distributed participants separately. By
exclusive-OR operations toimages held by the participants, the secret image can

be recovered quickly. Zou and Sun [10] proposed an approach which combines secret

sharing and information hiding for covert communication.

2.4 Review of H.264/AVC Sandard

In this study, all the proposed information ;hiding, watermarking and video
sharing techniques employ H.264/AVC videos as. carrier.media for hiding information.
Richardson described in detail-the H.264/AVC standard in his book [11]. We will give
a brief review of the H.264/AVC standard in this section.:"In Section 2.4.1, the
structure of the H.264/AVC standard will.be_described. In Section 2.4.2 and Section
2.4.3, the encoding and decoding processes in the H.264/AVC standard will be

described.

2.4.1 Sructureof H.264/AVC Sandard

The H.264/AVC standard defines a set of thReefiles Baseline Main and
Extended, which support different functions and suit different environment. Figure 2.1
shows the relationship between the three profiles and the coding tools supported by
the standard. The H.264/AVC video has a hierarchical structure as illustrated in Figure
2.2. A video sequence is composed of a series of pictures (frames). The picture is
coded as one or more slices. In general, there are three main slice types for use in
H.264/AVC standard, including intra-slice (1), predictive slice (P), and bi-predictive
slice (B). The slice consists of a number of macroblocks. There are four different

types of macroblocks, including | macroblock, P macroblock, B macroblock, skipped
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macroblock. | macroblocks are predicted from previously coded data within the same
slice. P macroblocks are predicted from one reference picture. B macroblocks are
predicted from two reference pictures. Skipped macroblocks of the P slice are
encoded with a motion vector and no transform coefficiedtsd skipped
macroblocks of the B slicare encoded without motion vectors and no transform
coefficients. Each slice type has its own macroblock types. The relationships between

the slice types and the macroblock types are listed in Table 2.1.

Redundant
slices

Slice groups
and ASO

SP and Sl
slices

Baseline
profile

Data

parititioning | slices

P slices

Main
profile

CAVLC

CABAC

B slices

Interlace

Weighted
prediction

Figure 2.1 Relation between the Baseline, Main and Extended profiles.



A\

Picture

Slice

Macroblock
(MB)

.264/AVideo.

Table 2.1 Relationships between slice types and macroblock types.

Skipped
I macroblock P macroblock | B macroblock
macroblock
| slice o
Pdice o o o
B dlice o o o
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2.4.2 Process of Encoding

A flow diagram of the encoding process is shown in Figure 2.2. In the encoding
process, there are two data flow paths, forward (left to right) and reconstruction (right
to left). In forward paths, each 16x16 macroblock is encoded in intra-mode or
inter-mode, and aprediction (marked asP in Figure 2.2) is calculated by
reconstructed data. In the intra-mode, the encoder calculates the best intra-prediction
mode by reconstructed data in the current slice, and then computes the
intra-prediction. In the inter-mode, the encoder calculates the best motion vector
based on the reconstrueted.data in one or two reference picture(s), and then computes
the motion-compensated prediction. The prediction is subtracted from the current
block to produce a.residual.block, (marked @s in Figure.2.2). A DCT-based
transform is performed on-each residual block. After that,-eadhblock of the
transform coefficients'is quantized. Each resulting block (marketiiad-igure 2.2)
is scanned inga zig-zag order and entropy encoded. An entropy technique is used to
compress the quantized coefficient data and-ather information required to decode each
block within the“macroblock and form the compressed bitstream. Finally, the
compressed bitstream. 1S passed to the. network abstraction By (for
transmission or storage. In reconstruction ‘paths, the encoder decodes (reconstructs)
each block in a macroblock which is regarded as a reference for further prediction.
The quantized coefficients are scaled and inverse-transformed to produce a difference
block (marked a®',, in Figure 2.2), and then the prediction is added to the difference
block to produce a reconstructed block (markedifelg in Figure 2.2). Finally, the
filter is used to reduce the effects of blocking distortion and the reconstructed

reference picture is created from a series of blocks.
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2.4.3 Process of Decoding

A flow diagram of the decoding process is shown in Figure 2.3. The decoder
receives a compressed bitstream from the NAL and entropy decodes the data to get
the quantized coefficients. Through scale and inverse-transform, the decoder obtains a
difference block. By the header information from the bitstream, the decoder creates a
prediction, identical to the original prediction formed in the encoder. The prediction is
added to the difference block to produce the reconstructed block which is then filtered

to create a decoded block.

Fn
(current)

Transform = Quantize —# Reorder

A
Entropy
encode

'

NAL

ME

A\A

F'n-1
(reference)

Y
<
(@

1 or 2 previously
encoded frames

Choose Intra Intra
} . . 4’ . .
» prediction prediction | nira

A
uF', D\ Inverse
- < Scale
transform

Figure 2.3 Flow diagram of H.264/AVC encoding process.

F'n
(reconstructed) |

Filter

A

F'n-l Inter
(reference) » MC
1 or 2 previously NAL
encoded frames P
Intra
pre 10 0N | [a 7Entropy
decode
+ X #
F'n uF's Du | Tnverse
- Filter = - Scale |<+— Reorder
(reconstructed) + | transform

Figure 2.4 Flow diagram of H.264/AVC decoding process.
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Chapter 3
Data Hiding in H.264/AVC Videos

for Covert Communication

3.1 Introduction

Due to the" growth of computer network and: audio/video compression
technologies, many applications of digital'media emerge on the network. But many
new problemsalsq arise. The preservation.and.transmission of secret information is a
hot topic recently. Using data hiding.techniques for covert communication is a good
solution. In this way, we [ean hide“secret data into other cover data, and the hidden
information is unperceivable. Videos are suitable for use.as cover media because
videos are used widely and there is large hiding capacity in them. So we propose a
data hiding method via H/264/AVC videos for covert communication in this study.

In Section 3.1.1, some relevant definitions are given, and in Section 3.1.2 the
basic ideas of the proposed method are presented. In Section 3.2, the proposed data
hiding method is described, and the corresponding data extraction method is stated in
Section 3.3. In Section 3.4, several experimental results are shown to prove the
feasibility of the proposed method. Finally, some discussions and a summary of the

proposed method are made in the last section of this chapter.

3.1.1 Problem Definition

13



Traditionally, when applying video data hiding techniques for covert
communication, the data hiding capacity and the imperceptibility of the hidden data
are two of the major concerns. Therefore, the problem is how to hide data with
large-volume capacity and imperceptibility.

In addition, with the popularity of web applications, people give more and more
attention to low bit rate videos. Therefore, an additional problem is how to hide data
into videos and get optimal results which talega hiding capacity, imperceptibility,

and low bit rating into consideration.

3.1.2 Proposed‘ldeas

There are two.macroblock types for use in laseline profileof the H.264/AVC
standard, which are | macroblock™ and P macroblock.! We propose data hiding
techniques forthe two macroblock types, respectively, in this study.

Two methods ‘are propased for hiding data into | macroblocks based on the
intra-prediction modge which -is arnew-coding=method proposed in the H.264/AVC
standard. In the first method; we transform the data-to be hiddenawemarydata
and encode them by the use. of the prediction modes.

In the second method, aniencoder selectdélseprediction mode for each block
by aLagrangian cost function [12] to minimize simultaneously the rate and distortion

in the H.264/AVC standard, which is formulated as follows:

J=arg hgrgmip(D S M HARS, M) (3.1)

where
(1) = denotes the set of all the nine prediction modes,ri= {My, M, ..., My};
(2) 4 represents the Lagrange multiplier;

(3) & denotes the block being processed;
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(4) D is adistortion function whose value is computed as then of the squared
differences (SSjetween the reconstructed blogka&hd the original oneS

(5) Rdenotes the used bits for encoding the blqaksthg the prediction modeM

In our approach, the block is fixed to be 44 which yields higher data
embedding rates. Furthermore, we add the hiding capacity as a new parameter to the

Lagrangian cost function described by (3.1), resulting in:
J=arg mnO S, M FAR(S M)y ON) (3.2)

,where the new parametaris a multiplier for the hiding capacity; (in unit of bit) in
the 4> block. By this function, we €an get the.best resultas a tradeoff among the data
hiding capacity, the bit rate, and the resulting distortion.

The idea of hiding data in the P macroblocks proposed in.this study is to modify
the variable partition size of the tree structured motion compensation, which is a
different feature of the H:264/AVC standard from earlier Sstandards. Tree structured
motion compensation sy a +inethod -of - partitioning /' macroblocks into motion
compensated sub-blocks.of varying sizes. The encoder 'selects the partition size for

each macroblock by a Lagrangian cost function described as follows:
J=arg min® 6, M FAR(S M) (3.3)

where » denotes the set of all alternative partition sizes] P, denotes the current
partition size. Similarly, we add hiding capacity as a new parameter to the Lagrangian

cost function, resulting in:
J=arg minD S ,M ¥ AR(S, M)¥,0N) (3.4)

.where the new parametgris the multiplier for hiding capacity (in unit of bit) in P

macroblocks. By this formula, we can get the best result as a tradeoff among the data
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hiding capacity, the bit rate, and the resulting distortion.

3.2 Review of Related Techniques

3.2.1 Intra-prediction

For each | macroblock of an H.264/AVC video, a4xediction blockas shown
in Figure 3.1 includes 18amplesa, b, ...,p whose values are computed from some
samples of previously encoded and reconstructed bl@gkB, (C, D in the top row
from the upper neighboring‘block; F, G, H-from the upper right blocK; J, K, L in
the leftmost column:from the left neighboring block; &mdrom the upper left block,
as shown in Figure 3.1). And-the resulting prediction block is subtracted from the
current block ‘prior to encoding. On the ‘other: hand; to compute the values of the
prediction block samples, it is noted first that there are nine possible prediction modes
for a luminance 4x4 block (abbreviated asuma block in the sequel). The nine
prediction modes are illustrated-in-Figure=3:2(a):"Except: prediction @adéh its
samples all of the.same value which is computed as.the:meathadughD and|
throughL, the values-of the'samples of the remaining eight modes are computed from
those values oA through M"according to eight directions as illustrated in Figure
3.2(b). The H.264/AVC standard allows the selection of anoeler which adopts,
among the nine modes, the best one with the lovaéstdistortion costomputed by

the Lagrangian cost function described by Eqg. (3.1).

3.2.2 Tree Sructured Motion Compensation

A P macroblock may be split and motion compensated by four ways as (1) one
16x16 macroblock partition; (2) two 16x8 partitions; (3) two 8x16 partitions; or (4)
four 8x8 partitions, as shown in Figure 3.3. If the 8x8 partitions are selected, each of
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the four 8x8 sub-macroblocks may be split further by four ways as (1) one 8x8

sub-macroblock partition; (2) two 8x4 partitions; (3) two 4x8 partitions; or (4) four

4x4 partitions, as illustrated in Figure 3.4. An encoder selects the best partition size

which has the lowest rate-distortion cost computed by the Lagrangian cost function

(3.3).

G|H

A
a
e

M
|
J
K

1

D
d
h

1

Lim

S| |c |
o |Flme|o |0

p

Figure 3.1 Samples a to p of a luma,4x4 prediction block are;calculated based on the

sample values of A to M in neighboring prediction blecks.
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(a) Nine prediction modes for 4>prediction blocks.
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(b) Directions for computing samples of eight prediction modes.

Figure 3.2 Prediction modes for luma 4x4 prediction.
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Figure 3.3 Macroblock partitions.

8x8 4x8 8x4 4x4

Figure 3.4 Sub-macroblock partitions.

3.3 Hiding:Secret Data into.H.264/AVC
Videos

In this section, the proposed methods of hiding data into different types of
macroblocks of H.264/AVC videos will be described. An illustration of the hiding
method is shown in Figure 3.5. In Section 3.3.1, the proposed method for hiding
large-volume data in | macroblocks based on the use of the nine intra-prediction
modes is described. In Section 3.3.2, the proposed method for hiding data in |
macroblocks based on optimal choice of an intra-prediction mode is described. Finally,

the proposed method for hiding data in P macroblocks optimally based on tree
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structured motion compensation is described in Section 3.3.3.

Original video

Macroblock

User's key type
i W v
Hiding process for | Hiding process for P
P macroblocks macroblocks
- —
Ik |
Secret Data l
Stego-video

Eigure 3.5 Illustration of the proposed hiding method.

3.3.1 Processfor Hiding'Large-Volume Data into |

M acroblocks Based on I ntra-Prediction M ode

In this section, we describe the proposed method for hiding secret data based on
the direct use of the nine prediction modes.tdke full advantage of the nine
prediction modes, we transform the binary data to be hidden into novenary ones, and
then encode the result by the prediction modes. In addition, we also combine the
user’s secret key and the secret data by exclusive-OR operations for the purpose of

ensuring that the hidden data can be extracted only by a user who has the correct key.
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A detailed algorithm of the process is described in the following.
Algorithm 3.1: large-volume data hiding process using | macroblocks.
Input: a user’s key Ra secret data file [and the 4x4 luma prediction mode M
Output a stego-macroblock.I'
Steps
1. For each charact®; of the secret data,[perform the following steps.

1.1 Compute the remainder &'dividing Rby 256.

1.2 Transform each charact@rof the secret data in the following way to

form encrypted'data:E

E =D OR" (3.5)

2. TransfermE into a six-novenary. numbeéd by converting every nineteen

bits of E into a novenary digit. So each 4x4 luma prediction mode in this

method macroblock can be used to hide 19/6-bits of data.

3. Encode each digit; of Nawith magnitude, by the corresponding prediction

mode-M.

For example; if the user key R = 3735, thenR' = "3735/256 = 144 =

10001102%. Now, suppose that a secret message chafactera’ is to be embedded,

whose corresponding binary form is' 0110000hen, the encrypted form &f; is E;

= 01100001410001101 = 111011@0Similarly, if D, = ‘b,” D3 = ‘c,” with binary

forms being 011000%Gand 0110001 respectively, thei, = 0110001@>10001101

= 11101113 and E3 = 01100011§10001101 = 111011%0 Together, we geE =

E:EEs = 1110110011101111101113 whose first 19 bits as underlined, when

converted into novenary, becomes the novenary number 818868 so may be

encoded by the prediction mode M8, Mb=1, =8, My=5, My =6, Ms = 3.
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3.3.2 Process for Hiding Data Optimally into |
M acroblocks Based on | ntra-Prediction M ode

In this section, we describe how we hide secret data optimally in a sense
mentioned previously, based on the use of the nine prediction modes. Each 4x4 luma
prediction mode in the | macroblock can be used to hide zero to four bits of data by
this method and the method does not influence the degree of the imperceptibility. In
addition, we recode the number of bits so hidden in the highest-frequency quantized
coefficients of the 4x4 block, as shown in"Figure 3.6. We also use the user’s secret
key to encrypt the secret data to enhance the security. A detailed algorithm of the

process is described in the following.

xy)| 0| 1 2| 3
0 | Q__1 | 5--6
// // P Record the number
1 27 4 77 12 of bits hidden in
P 4 y; - prediction mode

w N

ST

B
\\:\\\

147

Figure 3.6 The quantized coefficient in the high-frequency.

Algorithm 3.2: optimal data hiding process for | macroblocks.

Input: an | macroblock in the spatial domaina user’s keyr, and a secret data file
D.

Output a stego-macroblock.I'

Steps
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For each charact®; of the secret data,[perform the following steps.

1.1 Compute the remainder &t'dividing Rby 256.

1.2 Transform each charact@rof the secret datd according to Eq. (3.5)
to form encrypted data.E

For each luma 4x4 block & I, perform the following operations.

2.1 For each luma 4x4 prediction modg perform intra-prediction,
DCT-based transform, and quantization in the video coding process, and
then match four bits of BesE-E;1Eo with the 4-bit numeral valuklil2ls
the index iof M;'to obtain the number:of bits Which can be hidden in
M; in the following way:

if E3 = I3, then set N=1;
if Ez=T1;and & = I3, then set N= 2;
if Ez= I3, E; =l and B = I;, then set N=3;
if all Ej are equal to ;l;then set N= 4;
otherwise, set \N="0.
2.2 Replace the highest-frequency quantized coefficieris €hown in

Figure 34 by a new value accordingto thefollowing mapping rules:

if N, =0, then setC= 0;

if N =1, thensetC= 1,

if N, =2,thensetC= -1 (3.6)

if N. =3, then setC= 2;

if N, =4, thensetC= -Z
Select the best prediction mode according to Eq. (3.2), and so decide the
number of bits which can be hidden in this block. Take away Edimese
bits.
Repeat the above steps to encode more bits in the remaining poréon of
until no more is left.
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For example, if the user key R = 3735, thenR' = 3735/256 = 14} =
10001102%. Now, suppose that a secret message chafagtera’ is to be embedded,
whose corresponding binary form is 0110000men, the encrypted form &f; is E;
= 0110000110001101 = 111011Q0Similarly, if D, = ‘b’ with binary form being
01100019, thenE, = 0110001010001101 = 11101131 Together, we geE = E;E;
=1111001110111dwhose first 4 bits are then matched to the binary equivalent of
the indexi of each prediction modw®l. Suppose the best mode selected using the
Lagrangian cost function 8l whose corresponding binary index is 3 = QO(dits
from right to left correspond:to bits & from left to'right), we get two matching bits
which can be hidden iWz. And so we se€ = -1 and hide it.in the highest-frequency
guantized coeffigient.

A flowchart of the optimal data hiding process for 1'macroblocks is shown in

Figure 3.7.

3.3.3 Process for Hiding.-Data.Optimally into P
M acroblocks Based on Tree Structured Motion

Compensation
In this section, we hide secret data based on variable partition sizes of 16x16
macroblocks. Each 16x16 P macroblock can be used to hide one or four bit(s) of data
by modifying the partition size. In order to allow better choices of sizes to reduce
rate-distortion, we encode hidden data by the partition size with multiple choices for 0
or 1 according to Table 3.1, in which two groups of sizes are used to encode 0 and 1,
respectively. In addition, we use the user’s secret key to encrypt secret data. A detailed

algorithm of the process is described in the following.
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Figure 3.7 Flowchart of the optimal data hiding process for | macroblocks.
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Table 3.1 Relations between hidden data and partition sizes.

Partition size Hidden data
16x16 1
8x16
16x8
8x8
4x8
8x4
4x4

R OO|IFRr|IO|O

Algorithm 3.3: optimal data hiding process for P macroblocks.
Input: a P macroblock in the spatial'domainaRuser’s key Ra secret data file and
the macroblock partition size. K
Output a stego-macroblock P
Steps
1. For each charact&; of the secret data,[perform the following steps.
1.1 Compute the remainderét'dividing Rby 256.
1.2 Transform each.characterefthe.seeret-data according to Eq. (3.5)
to form encrypted data.E
2. According 't Table 3.1, hide one b#.or four bitsg of E into the
macroblock partition ;according, to, the following rules for the macroblock
partition size K

2.1When the patrtition size K is 16x16:

if & = 0, then perform next partition size (3.7)
if e = 1, then perform Step 3.

2.2When the partition size K is 8x16 or 16x8:

if ¢ = 0, then perform Step 3;

. (3.8)
if = 1, then perform the next ste

2.3 When the partition size K is 8x8, splP into the four 8x8

sub-macroblocks ;P
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Forj=1to 4,

I. when partition size is 4x8 or 8x4:

if g = 0, then perform Step 3;

. (3.9
if e =1, then perform the next st
ii. when partition size is 8x8 or 4x4:
if @ = 0, then perform the next ste
) P P (3.10)

if & = 1, then perform Step 3.

3. According to Eq. (3.4), compute the best partition size, and decide the
number of bits which can be hidden in this block. Take away Edimese
bits.

4. Repeat the above steps to encode mare bits. in the remaining portion of

until no more is’left.

For example, if the user key B = 3735, thenR' = '3735/256 = 144 =
10001102%. New, suppose that a secret. message chafactera’ isito be embedded,
whose corresponding binary/form’is-:0110000dhen, the encrypted form &f; is E;
= 01100001G10001101 =11101100Similarly, if-D, = ‘b,” with-binary form being
01100019, thenEz'=.0110001010001101 = 11101131 Together, we geE = E;E;
=11101100111011141 We may choose the macroblock partition size of 16x16 to hide
the first bit or choose four sub-macroblock partitioning 8x8, 4x4, 8x8, 4x8 further to
hide the first four bits oE. We use the Lagrangian cost function to decide the best
partition size. If the best partition is 16x16, we hide one bit in this block.

A flowchart of the optimally hiding process for P macroblocks is shown in

Figure 3.8.
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Figure 3.8 Flowchart of the hiding process for P macroblocks.
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3.4 Extraction of Secret Data from
H.264/AVC Videos

In this section, the proposed methods for extracting the hidden data from an
input H.264/AVC stego-video will be described. An illustration of the proposed data
extraction method is illustrated in Figure 3.9. In Section 3.3.1 and Section 3.3.2 the
two processes for extracting data from | macroblocks will be described. Next, the

process for extracting data from P macroblocks will be described in Section 3.3.3.

Stego-video

Macroblock
type ?
User's key ¢ ¢
Extraction process Extraction process for
\__' for | macroblocks P macroblocks
N\

[l |

—

Secret Data

Figure 3.9 lllustration of the proposed extraction method.
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3.4.1 Processfor Extraction of Data from |
M acroblocks by Proposed L arge-Volume
M ethod

The proposed data extraction process retrieves the adopted prediction modes for
the | macroblocks from the bitstream of the stego-video. The prediction mode and the
user’s key then are taken as input to the extraction process for | macroblocks of the
proposed large-volume data hiding method. The detailed algorithm is described in the
following.

Algorithm 3.4: extragtion process for | macroblocks of the. large-volume method.
Input: the prediction mode Mnd a user’'s key.R

Output an extracted data file.D

Steps

1. Extract the prediction mode Mom blocks.

2. Transform every Six predictionnmodes-fthovenary) into nineteen bits &

encrypted data.E

3. For every eight bits,fof the E perform-the following steps.

2.1 Compute the remainder &} dividing Rby 256.
2.2 Compute the 8-bit code of each charactefihe secret data Bs
follows and transform the obtained codes into original characters to get the

embedded message:

D =E OR'. (3.11)

For example, if the user key R = 3735, thenR' = 3735/256 = 144 =
1000110%. Suppose the extracted six prediction modedvare 8, M, = 1, M3 = 8,

Ms; = 5, Ms = 6, Mg = 3 which, when combined together, becomes the novenary
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number 8185683 After being converted into binary, it becomes the binary data
111011001101111113 whose first eight bit€€; may be converted to get a secret
message character ‘a’ after conducting the exclusive-OR operagnR' =

11101109$1000110% = 01100004 to get the binary code 011000aif ‘a.’

3.4.2 Processfor Extraction of Data from |

M acroblocks by Proposed Optimal M ethod

The proposed data extraction process retrieves the adopted prediction modes of |
macroblocks from the bitstream of the stego-video first. After entropy-decoding the
stego-video, the highest-frequency quantized coefficient of each luma 4x4 block of |
macroblocks isgretrieved. Then Make these coefficients,’ theprediction modes and
the user’s key.as input to the data extraction process for: | macroblocks. The detailed
algorithm is described in the following.
Algorithm 3.5y€extraction process:for. macroblocks for the proposed optimal method.
Input: a quantized luma 4%4 block of the: | macroblock in;the frequency domiiie |
prediction mode Mand a user’'s kel
Output an extracted data file.D
Steps

1. Obtain the number of bitd\; hidden in the modeM from the

highest-frequency coefficient & | according to the following rules:

if C=0, then setN = 0;
if C=1, then setN = 1;
if C=-1, then setN = 2 (3.12)
if C=2, then setN = 3;
if C=-2, then setN = 4

2. Extract the last Noit(s) eof M as part of encrypted data E
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3. For every eight bits fof E, perform th

e following steps.

3.1 Compute the remainder &'dividing Rby 256.

3.2 Set each character of the secret

data Bccording to Equation (3.11)

For example, if the prediction modeMy whose index is 01%1in binary and\;

=4, then we can get the message datd 11Q.

A flowchart of the extraction process is s

Quantized block in the
frequency domain

N
4

hown in Figure 3.10

luma prediction
mode

Extract the lasN,; bit(s)
from prediction mode

A

Encrypted
datakE

'

XOR

7

[l |

—

Secret
Data
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Figure 3.10 Flowchart of the extraction process for | macroblocks of optimal method.



3.4.3 Processfor Extraction of Datafrom P

M acroblocks

The proposed data extraction process retrieves the macroblock partition sizes of
the P macroblocks from the stego-video first; if the macroblock partition size is 8x8,
we get the sub-macroblock partition size of P macroblocks further, and take the
partition size and the user’'s key as input to the data extraction process for P
macroblocks. A flowchart of the data extraction process for P macroblocks is shown
in Figure 3.11 and the detailed.algorithm is'described in the following.

Algorithm 3.6: data extraction process for P macroblocks.

Input: a macroblock-partition size (and' four sub-macroblock partition si2g and a
user’s keyR.

Output an extracted data file.D

Steps

1. Extract a bit eorfour bits gas part of the encrypted datdrém the P

according to the fellowing rules:.
1.1 WhenP'is 16x168x16, or 16x8, extract a bit gfrom the macroblock

partition size Rin the following way:

if B is 16x16, then set = 1,

R (3.13)
if B is 8x16, 16< 8 then se =

1.2 When P is 8x8, extract 4 bitg #'om four sub-macroblocks partition
size Rin the following way:
forj=1to 4:

if P, is 8x8, 4x 4, then seg, =

) . (3.14)
if PJ. is 4x 8, 8 4, then sed = 0

2. For every 8 bits fof E, perform the following steps.

2.1 Compute the remainder &'dividing Rby 256.

32



2.2 Set each character of the secret data Bccording to Equation (3.11).

For example, if the extracted macroblock partition size s 8x8 and the four
sub-macroblock partition sizes dPg = 8x8,P, = 4x8,P; = 4x4,P, = 8%x4, then we
can get four message bitsel,e=0,g=1,=0.

Macroblock partition size

No
P
Read four sub-
macroblock partition size : :
Extract one bit according
l P to macroblock partition
: size
Extract four bits
according to sub-
macroblock
partition size
[
Encrypted
dataE
+ User's

key
XOR - \

Y

™

Secret
Data

Figure 3.11 Flowchart of the extraction process for P macroblocks.
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3.5 Experimental Results

3.5.1 Experimental Results of L arge-Volume M ethod

In our experiments, the proposed video sharing algorithm has been integrated
into the H.264 reference software JM12.4 [13]. The most important configuration
parameters of the JIM12.4 are shown in Table 3.2; other parameters are kept to retain
their default values. An H.264/AVC video in CIF (352x288 pixels) format was used in

our experiments.

Table 3.2 Configuration parameters.

Profille Baseline
Number of frames to be coded 5
Period of I-pictures 1

The secret.data with[the size of 2262 bytes used in the experiments are shown in
Figure 3.12. Four of five frames of the input video and the resulting stego-video are

shown in Figure 3.13.,The extracted data are shown in Figure 3.14.

i Motivation

With the advance of the Internet and multimedia technologies, more and more people transmit
videos through the Internet. Wherefore, videos become suitable cover files for carrying secret data to
Teceiver sites. Data hiding techniques can be used to hide the secret data in a video, referred toaz a
stego-video in this study. In this way, stego-videos are transmitted through the network instead of the
secret data. Since the secret data hidden in a video iz invisible, therefore, in addition to the owner, other
people can not get correct the secret data.

For video copyright protaction, one of several useful approaches is to utilize digital visible
watermarking technigues. When using the techniques of visible watermarking to certify the copyright of
videos, a main advantage is that the watermark conveys a straightforward claim of the ownership of the
video. But the video content will be partially intarfering due to the visible watermark. In order to solve
this problem, a removing visible watermark technique is developed in thiz study in which the videos are
protected by visible watermark, and on specified computers legal users can watch integrated videos
through removing the watermark.

Secret sharing iz a technique to transform secret data into many meaningless parts which are
assigned to participants. When collecting a sufficient number of parts from the participants, we can
recover the secret data. Because of meaningless parts is suspected easily, we can hide each meaningless
pait in other meaningful media. This etfect can be accomplished by steganography to the meaningless
parts. Secret sharing technique has been applied to various kinds of files, such as images and videos.
Though the secret image sharing technology has been quite mature, but the secret video sharing
technology has been very little research. So we develop a secret video sharing method with

steganography.
In shott, there are three main research goals in this study, as described in the following.
1 Utilizing the technicues of video data hiding for covert communication.
2 Utilize the techniques of visible watermarking for direct video copyright protection.
3. Utilizing the technicgues of secret sharing and steganography for video sharing.|

Figure 3.12 The secret data file.
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Ak Motivation

With the adwvance of the Internet and multimedia technologies, more and mote people transmit
videos through the Internet. Wherefore, videos become suitable cowver files for carrying secret data to
receiver sites. Data hiding techniques can be used to hide the secret data in a video, referred toas a
stego-video in this study. In this way, stego-videos are transmitted through the network instead of the
secret data. Since the secret data hidden in a video iz invisible, therefore, in addition to the owner, other
people can not get correct the secret data.

For wideo copyright protection, one of several useful approaches is to utilize digital vizible
watermarking techniques. When using the techniques of visible watermarking to certify the copyright of
videos, a main advantage is that the watermark conveys a straightforward claim of the ownership of the
video. But the video content will be partially interfering due to the vizible watermark. In crder to solve
this problem, a removing visible watermark technicue is developed in this study in which the videos are
protected by visible watermark, and on specified computers legal users can watch integrated videos
through removing the watermark.

Secret sharing is a technique to transform secret data into many meaningless parts which are
assigned to participants. When collecting a sutficient number of parts from the participants, we can
recover the secret data. Because of meaningless paits is suspected easily, we can hide each meaningless
part in other meaningful media. This effect can be accomplished by steganography to the meaningless
parts. Secret sharing technique has been applied to various kinds of files, such as images and wideos.
Though the secret image sharing technology has been quite mature, but the secret video sharing
technology has been very little research. So we develop a secret video sharing method with
steganography.

In short, there are three main research goals in this study, as described in the following,

1. Utilizing the techniques of wideo data hiding for covert communication.
2 Utilize the techniques of visible watermarking for direct video copyright protection,
3. Utilizing the techniques of secret sharing and stegancgraphy for video sharing.|

Figure 3.14 The extracted data file.

3.5.2 Experimental Results'of Optimal Method

The proposed optimal data hiding algorithm was integrated into the H.264
reference software JM12.4. The most important configuration parameters of the
JM12.4 are shawn in Table 3.3; other parameters are kept toretain their default values.

Several video sequences, Foreman, Football, Mobile and Tempete, in CIF (352x288

pixels) format were used In our-experiments.

Table 3.3 Configuration parameters.

Profille baseline

Number of frames to be coded 10

Period of I-pictures 5

RD Optimization High complexity mode

The performance of the optimal data hiding algorithms was evaluated with the

number of bits hidden (NBH), the Peak-Signal-to-Noise-Raticease in the Y color
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space(PSNRI), the bit rate increase (BRI) and the subjecperception testing by
comparing the original video and the stego video frames with hidden secret data. The
secret data with the size of 2262 bytes used in the experiments are shown in Figure
3.12. Four of ten frames of the input video and the resulting stego-video are shown in
Figure 3.15. The extracted data are shown in Figure 3.16. Finally the NBH, PSNRI
and BRI values for several video sequences are shown in Table 3.4. From the above

results and data, it can be observed that the proposed method can embed the secret

data into H.264/AVC videos imperceptibly with light bit rate increasing.
' ' . :
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Figure 3.15 Theto 7" frames (PPIP) of original video (left) and stego-video (right).
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Ak Motivation 3

With the adwvance of the Internet and multimedia technologies, more and mote people transmit
videos through the Internet. Wherefore, videos become suitable cowver files for carrying secret data to
receiver sites. Data hiding techniques can be used to hide the secret data in a video, referred toas a
stego-video in this study. In this way, stego-videos are transmitted through the network instead of the
secret data. Since the secret data hidden in a video iz invisible, therefore, in addition to the owner, other
people can not get correct the secret data.

For wideo copyright protection, one of several useful approaches is to utilize digital vizible
watermarking techniques. When using the techniques of visible watermarking to certify the copyright of
videos, a main advantage is that the watermark conveys a straightforward claim of the ownership of the
video. But the video content will be partially interfering due to the vizible watermark. In crder to solve
this problem, a removing visible watermark technicue is developed in this study in which the videos are
protected by visible watermark, and on specified computers legal users can watch integrated videos
through removing the watermark.

Secret sharing is a technique to transform secret data into many meaningless parts which are
assigned to participants. When collecting a sutficient number of parts from the participants, we can
recover the secret data. Because of meaningless paits is suspected easily, we can hide each meaningless
part in other meaningful media. This effect can be accomplished by steganography to the meaningless
parts. Secret sharing technique has been applied to various kinds of files, such as images and wideos.
Though the secret image sharing technology has been quite mature, but the secret video sharing
technology has been very little research. So we develop a secret video sharing method with

steganography.
In short, there are three main research goals in this study, as described in the following,
1. Utilizing the techniques of wideo data hiding for covert communication.
2 Utilize the techniques of visible watermarking for direct video copyright protection,
3. Utilizing the techniques of secret sharing and stegancgraphy for video sharing.|

Figure 3.16 The extracted data file.
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Table 3.4 NBH, PSNRI and BRI values for several video sequenggs 250).

football foreman mobile tempete
Average of PSNRI/NBH
. -0.031761 -0.052796 -0.024492 -0.030125
in | macroblocks (%)
Average of BRI/NBH
. 7.668156 13.382799 4.941370 6.188712
in I macroblocks
Average of NBH
. 1567 593 3650 2321
in I macroblocks
Average of PSNRINBH 4 189057 | 0 162934 10.235225 10.25032
in P macroblocks (%)
Average of BRI/NBH
: 27.370086 11.071856 17.341488 13.365207
in P macroblocks
A f NBH
Fverage o 1043 835 081 868
in P macroblocks

3.6 Discussionsand Summary

In this chapter, we proposed-a-large-velume-data hiding method and an optimal

data hiding method «that can" be used to hide data into | macroblocks and P

macroblocks. The optimal data hiding method net only consitidisg capacity of

secret data and imperceptibility, but also considers bit ratesefore, the method is

suitable for covert communication applications, especially when we need to transmit

an H.264/AVC video in a low bit rate network.
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Chapter 4

Copyright Protection of H.264/AVC
Videos by Water marking and
Display Control on Specified

Computers

4.1 Introduction

With the fast development-ofrnetwork=techniques, web 2.0 becomes ‘hot’ in
recent years. Everyone can share videos on the Internet.in various forms. However,
these videos on the web can be easily downloaded and might be distributed to other
people illegally. Hence, development of methods for protectieg copyright of
videos is essential. In this study, a removable visible watermarking method with a
scheme for video display control on specified computensroposed for copyright
protection of H.264/AVC videos, and is described in this chapter.

In Section 4.1.1, some related problem definitions are given and in Section 4.1.2,
the basic idea of the proposed method are presented. In Section 4.2, the proposed
visible watermark embedding method with a scheme for video display control on
specified computers is described, and a corresponding visible watermark removal

method is stated in Section 4.3. In Section 4.4, several experimental results of the
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proposed method will be shown. Finally, some discussions and a summary will be

made in last section of this chapter.

4.1.1 Problem Definition

To solve the problem of protectinige copyright of videos mentioned above, two
important issues are how to prevent a video from being illegally distributed and how
to implement a scheme for display control on specified computers. Another issue is
how to embed a visible watermark in an H.264/AVC video with a secret key, with the
visible watermark being sufficiently-robust-against attacks from unauthorized users. A
related issue is howsto remove the embedded visible watermark to recover the original

video.

4.1.2 Proposed I deas

To deal ‘with all the above-mentioned issues, it is proposed in this study to
proceed in the*following way:

1. A user downloads aactive programfrom a server site to read the identification
information of the local. computer (callecbmputer:information below) and
uploads it together with a selected secret key to the server site.

2. The server embeds a visible watermark together with the received computer
information into a video selected by the user, and sends the resulting stego-video
to the user site.

3. The user downloads attive playerto display the protected video after removing
the embedded visible watermark using the key he/she provides.

4. If the user distributes the stego-video together with the key and the active player
to a third-party user, the user cannot remove the embedded visible watermark to

view the video clearly because the active player will check the correctness of not
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only the key but also the local computer information to decide whether or not to
remove the visible watermark.

An illustration of the proposed idea is shown in Figure 4.1.

4.2 Proposed Scheme for Display
Control on Specified Computersand
Embedding Visible Watermarksin
H.264/AV .G Videos

In this section; the proposed scheme of video display control on specified
computers andfembedding visible watermarks: into ' |H.264/AVC videos will be
described. In"Section 4.2.1, the process for video display control on specified
computers will be described. In Section 4.2.2, the process of embedding visible

watermarks is stated.

4.2.1 Process for. Video Display Control on
Specified Computers

In order to protect the copyrightof an H.264/AVC video and avoid the video
being distributed illegally, we propose the idea of controlling video displays only on
pre-specified computers. While a user requests a download service from the video
supplier,the active program sent to the user will acces€t and disk information
of the user’'s computer byindows AP] which is in the Microsoft core set of
application programming interfaces (APIs), and then send the information to the
server site for the server to embed a visual watermark together with such information

into the video selected by the user. The video together with an active video player
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then is sent to the user.
= =

Web server

Download
watermarked video

- ! P
| |

Information of

User's ke
Local computer Y
Check
information Correct key and
computer

information
Player

Incorrect key video
or computer
information

Watermarked video

Figure 4.1 lllustration of the proposed idea.

When the user plays the video with the active player, the player will access the
CPU, disk information of théocal computer, and use this information to remove the
visual watermark if this information is the same as the embedded computer
information in the stego-video. Otherwise, the video will be covered with the
previously-embedded visible watermark. Then, supposing that the user duplicates the

stego-video and sends the copy to other users, the computer information checking
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process will fail on other computers and so the watermark will not be removed, thus
claiming the ownership of the video and in the mean time protecting the video from

being viewed. An illustration of this checking process is shown in Figure 4.2.

Receive computer
information

CPU, Disc i o

information

¢

Windows API 4
(Request computer information)

g

Watermarked video

Correct
computer

Yes Remove
visible -
watermark

Recovery video

Watermarked video

Figure 4.2 The checking process of video'display control on:specified computers.

4.2.2 Pracess for"Embedding VisibleWater marks

A watermark to be‘embedded into a video'is assumed to be a binary image which
has only black and white pixels. The embedding process for | and P macroblocks in a
given video utilizes a 16x16 luminance macroblock of the video to embed a
watermark pixel. A new technique of using intra-prediction modes is adopted in the
H.264/AVC standard and results in higher compression efficiency than previous
standards. A detailed introduction can be found in Section 3.2.1.

The sample values of a prediction block are computed by those of previously
encoded and reconstructed blocks, as mentioned previously. Therefore, we cannot

modify the transform coefficients directly for embedding a watermark pixel as the
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traditional method does, because such modification will cause prediction errors,
resulting in the so-calledirift problem That is, when a block which is not

watermarked refers to a watermarked block, this block will also be watermarked. An
illustration of the drift problem is shown in Figure 4.3. So we not only have to embed

the visible watermark but also have to prevent the drift problem.

Figure 4.3 lllustration of drift problem.

We propose the use afultiple slice groupgdescribed a&lexible Macroblock

Ordering or FMO in the draft standard) to resolve the drift problem. Multiple slice
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groups make map the slice group to coded macroblocks in a number of flexible ways.
Figure 4.4 list the seven different typesnaficroblock-to-slice-group mappingshe
macroblocks in different slice groups will not refer to one another. Therefore, we can
use this feature to set watermarked and non-watermarked macroblocks in different
slice groups to avoid the drift problem, and use the DC coefficient to embed the
watermark pixel. A flowchart of the embedding process for | and P frames is shown in
Figure 4.5 and the detailed algorithm of the proposed process is described in the

following.

010 1

=S

Type 1: Dispersed mapping

Type 0: Interleaved mapping . |
(two slice group slices)

(two slice group slices)

2 0 EO

1

Type 2: Foreground and Background  Type 3: Box-out mapping
mapping (three slice group slices) (two slice group slices)

>0|_

! v
[ 1
0
Type 4: Raster mapping (two Type 5: Wipe mapping (two
slice group slices) slice group slices)

Figure 4.4 Types of macroblock to slice group maps (type Bxplicit’ which is

user-defined).
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Watermark
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frequincy domain

} User's Information of
Set Set key local computer

| | =
; QAU - —
block i i c

P Random number
generation

Y

Each'T orf P.macroblock

Watermarked frame
Figure 4.5 Flowchart of the embedding process for | and P frames.
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Algorithm 4.1: embedding process for | and P frames.
Input: an | or P frameF in the quantized frequency domain, a secret Keyhe
information of the local compute€, a binary watermark image/, and a random
number generator f
Output a watermarked frame .F'
Steps

1. Map each watermark pix&¥; to the corresponding 16x16 macroblddk

of F and use the type-6 slice group mapping “Explicit,” to set the slice

group numbers NofiallM; according to the. following rule:

i =0, then set\, = O

w; =1, then setN,

(4.1)

fw
ifrw

I
=

2. Combine the computer informatidd and the secret kely to form a seed
for the random number generatdaofgenerate a random:numlber
3. Utilize' the DC coefficientD, of each block inM; tosembed a visible

watermark pixel as follows:

if N; =0 then keepl) unchange

- 4.2)
if N; =1 thensetD, = D= |,

4.3 Recovery of Original H.264/AVC
Videos by Removing Visible
Water marks

In this section, the process of recovery of watermarked | and P frames will be
described. The activation of the recovery process depends on whether the player is
able to get the right secret key and the right information of the local computer. The

main task is to find out the watermarked blocks and to remove the watermark pixels
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by using the secret key and received the information of the local computer. A
flowchart of the recovery process is shown in Figure 4.6 and the detailed algorithm is
described in the following.
Algorithm 4.2: the process for recovery of | and P frames.
Input: a watermarked | or P franfé, a secret key, the information of the local
computerC, and a random number generator f.
Output a recovered | or P frame F
Steps
1. For each 16x16 macroblodk; of F', .combine the information of the local
computerC, the secret ke, and the positiof? of M;; to form a seed for
the random number generatdofgenerate a random humber
2. Check'the slice group numbe; bf M; and modify the DC coefficient Jof
the ‘blocks inM; to remove visible:watermark pixels according to the
following rule

If 'N; =0 then"keepD), ~unchange

= - 4.3)
If N, =1,thensetD, = D, 4 .

4.4 Experimental Results

The proposed watermarking algorithm has been integrated into the H.264
reference software JM12.4. The most important configuration parameters of the
JM12.4 are shown in Table 4.1; other parameters are kept to retain their default values.
An H.264/AVC video in the CIF (352x288 pixels) format was used to embed a
watermark image with size 16x16 in our experiments.

The binary watermark image is shown in Figure 4.7. Six frames of the original
video are shown in Figure 4.8. The corresponding six frames of the watermarked

video are shown in Figure 4.9. The corresponding six frames of the recovered video
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are shown in Figure 4.10. If the secret key or the information of the local computer is

wrong, the watermarked video will be shown in Figure 4.11.

Watermarked I or P frame in the

. . User's Information of
quantized frequency domain

key local computer

Y \ -:
<O

block l l C
P " Random number
generation
Each [ or'P macroblock
1
No Yes
Set Db=Db + | | 4——!
\
MB

Recovered frame

Figure 4.6 Flowchart of the recovery process for | and P frames.
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Table 4.1 Configuration parameters

Profille baseline
Number of frames to be coded 6
num_slice_groups_minusl 1
slice_group_map_type 6

B

Figure 4.7 Awater?:j..tlﬂ) Fa{_y image with size 16x

Figure 4.8 Six frames of the original video. (a) The first frame (I frame). (b) The second
frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P frarpe). (e
The 5th frame (P frame). (f) The 6th frame (P frame).
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Figure 4.8 Six frames of the original video. (a) The first frame (I frame). (b) The second
frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P frame).
(e) The 5th framer.(P'jrg'mla)," H(f)"_l"n'e'Biél:l Erame (P frame). (continued)

Figure 4.9 Six frames of the watermarked video. (a) The first frame (I frame). (b) The
second frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P
frame). (e) The 5th frame (P frame). (f) The 6th frame (P frame).

52



Figure 4.9 Six frames of the watermarked video. (a) The first frame (I frame). (b) The
second frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P
frame). (€) The itq:frhrﬁqﬁgi-'f[a-lr_dé)ﬂ(ﬁ_lhe 6th frame (P frame). (continued)

—_— I
e

Figure 4.10 Six frames of the recovered video. (a) The first frame (I frémp@he secon
frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P frarpe). (e
The 5th frame (P frame). (f) The 6th frame (P frame).
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Figure 4.10 Six frames of the recovered video. (a) The first frame (I frame). (b) The
second frame (P frame). (c) The third frame (P frame). (d) The 4th frame (P
frame). (€) The th:frﬁ_[ﬁqﬁﬁ-haqﬁ)ﬁ(a_lhe 6th frame (P frame). (continued)

Figure 4.11 A \/Tvapehnarkeq_{_aﬁg plye_d-yluﬁnwmngstdaqmrﬂéy or the information

the qu:ad.ﬁ:qmputéc ’ Ll
.Ll b - I._;l.tl
i L."— -_.E o

4.5 Dlscussoh-'s.anﬁ'Summary

In this chapter, we have proposed a scheme to protect the copyright of
H.264/AVC videos by display control on specified computers through the information
of the local computer. And we embed a visible watermark in a different way from the
traditional method which not only claims the copyright but also prevents a video from
being illegally distributed. The feasibility of the proposed method has been proved by

our experimental results.
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Chapter 5
Secret H.264-AVC Video Sharing

with Steganographic Effects

5.1 Introductien

With the advance of computer and digital camera technologies, more and more
videos are transformed into digital versions and transmitted on the Internet. Some of
them are important secret or; personal'videos, such 'as video conferencing or
surveillance videos of companies or governmental organizations. These videos should
not be exposed to'the public. So we need a method which is systematic and secure to
keep them. The use of the secretssharing-technique is a good solution. In this study, a
technique of secret sharing with steganographic effeets is' proposed for H.264/AVC
video sharing and is described in this chapter.

In Section 5.1.1, some relevant definitions are given, and in Section 5.1.2 the
basic idea of the proposed scheme is presented. In Section 5.2, the proposed process
of secret video sharing with steganographic effects is described, and the proposed
corresponding process of recovery of secret videos is presented in Section 5.3. In
Section 5.4, several experimental results of the proposed method will be shown.
Finally, some discussions and a summary will be made in the last section of this

chapter.

51.1 Problem Definition
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It often needs a systematic and secure method to protect secret videos, and a
solution, as mentioned previously, is to use the secret sharing method to conduct
systematic management of secret videos. For this aim, a problem is how to hide each
meaningful part of a secret file in other cover media files, better with steganographic
effects. And a corresponding problem is how to recover the secret video from the

shares kept by the participants.

512 Proposed | deas

Our idea is briefly described 'here. First, we'extract prediction modes from given
cover videos and the'secret video. Then,sarethe intra-prediction modes of the
secret video based on the exclusive-G®KR) operation, andhide the resulting share
data into the prediction modes of the cover videos, yielding some stego-videos. We
allow the userito select a secret keydandemizeof the content of the secret video
before it is shared. Finally, the stego-videos and the randorseeet video are
regarded as share videos and distributed-to-the-participants for them to keep.

When recovery of the secret video is desired, after:getting the secret key and
collecting all the share videos from the participants, we can extract the hidden data
from them. We then use the hidden data to recover the prediction modes, and
construct accordingly the secret video finally. An illustration of the proposed idea is

shown in Figure 5.1.

5.2 Proposed Schemefor Secret Video
Sharing with Seganographic Effects

In this section, the proposed scheme of sharing the secret H.264/AVC video with

steganographic effects will be described in detail. The process contains two parts:
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creation of share data and creation of steganographic effects. In Section 5.2.1, the
process for creating share data will be described. In Section 5.2.2, the process of

creating steganographic effects is presented.
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Cover video in group 1 Cover video in group 2
l 4

= Exclusive-OR sharing

Secret video
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="

|
il & (]
sall=®
_j‘m_‘,, =
[l ||

i R

i
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Secret video Randomized

secret video

Figure 5.1 An illustration of the proposed idea.
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521 Process for Share Data Creation

In the process of creating share data, we divide the cover videos into two groups
G;: andG,. We extract the prediction modes from the upper half parts of the frames of
G; andG,, and extract the prediction modes from the entire frames of the secret video.
To generate the share data, we apply the XOR operation to the prediction modes of
the upper half part of the odd number frame&ofandG, as well as the prediction
modes of the upper half part of each frame of the secret v&lgometrically, we
apply the XOR operation to the prediction modeshef apper half part of the even
number frames of; andG, as well as the prediction modes of the lower half part of
each frame of the secret vide illustration of the secret sharing method is show
in Figure 5.2.Finally, we use the prediction modes of the secré¢os and a user
secret key to form a seed for a random number generator to generate random numbers.
We subtract the random numbers from the quantized frequency coefficients of the
frames of thegsecret video to randomize the content of the 'secret video. A detailed
algorithm of the proposed secret video sharing method is described in the following.
Algorithm 5.1: the"process of Creating share data from the Secret video.
Input: a secret vide®, two cover video groupgS; = {V11, Viz, ..., Vini} and G =
{Va1, V2o, ..., Vong} including n; andn, 'videos, respectively, a secret kidy and a
random number generator f
Output a randomized video ,Sind a set of share data D
Steps

1. Extract the prediction modddl;; and My of the upper half part of each

block of each frame of the andn, cover videos 065; and G, respectively.
Extract also the prediction modkk from each corresponding 4’block of

each frame of. And then compute four biBxhare = dodid2d3 Of the share
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data Dby

Dyre = My, O My, O..0OM,, OM,,0M,0..0M,, OM,. (5.1)

share

Note that for each luma block ofiG5,, and S, four bits are generated as
part of the share data Bvhose embedding will be carried out by Algorithm
5.2 described next.

CombineMs and the secret kel to form a seed for the random number
generator fo generate three random numbegsAR and R.

Randomize the content of the secret vid&oy modifyingeach of the DC
coefficient and:the . AC coefficients, denoted&f each block of the luma
frame andthe ehroma frame of S by the following rules.

[1] WhenC is the DC coefficient.of the luma frame,

if C>1, setC =C+ R

. (5.2)
if C<-1, setC = C-R.

[2] WhenC is the DC coefficient of the chroma frame;,

if C>1, setC
ifiC < -1, setC

c+ R

- (5.3)

[3] WhenC isithe AC coefficient of the luma‘frame,

if C>1, setC = C+ R

, (5.4)
if C<-1, setC = C-R.

[4] WhenC is the AC coefficient of the chroma frame,

if C>1, setC
if C<-1, setC

C+ R

R, (5.5)

SetMs as 0 to destroy the original value of td enhance the security.
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Figure 5.2 lllustration of the secret sharing method.

5.2.2 Process for-Creating.-Steganographic Effects

The previous_algorithm produces the share data.which are yet to be embedded
for later recovery. Embedding-of the share data-is again accomplished by the use of
the prediction modes in the'videos. It is desired also that after the data are embedded,
the resulting stego-videos, callstare videosare still observable as normal videos.

Due to this aim, it is undesirable for the data embedding process to cause the resulting
prediction modes erroneous for video display. Tgnsdiction error problemmight

occur when the sample values in a luma block are computed in terms of the sample
values of some preceding blocks which actually do not exist. A case of this occurs
when the current block is the leftmost one in a frame so that its horizontally preceding
block is nonexistent. An illustration of the prediction error problem is shown in Figure
5.3.
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Figure 5.3 lllustration of the prediction error problem.

To avoid this problem; instead of skipping the leftmost blocks in the video,
which is not applicable in our study here, we utilize only those prediction modes
which do not refér to the,;sample values of its left:neighboring block. Such prediction
modes areMo, My, M3, M7,  There-are totally four' of them, which can be used to
encode two bits of the share data. Note_ that-we do not skip prediction modes which
refer to the upper preceding block conténts because, as will be clear in the sequel, we
embed the share data into the lowerrhalf-of-each=frame of the cover videos such that
reference to upper.neighboring blocks is no problem.

Recall that for each block, four bits of share data are to be embedded. But only
two bits can be encoded using the four maddgsM,, M; andM- in each block. So
we divide the cover videos into two grou@s = {V11, Vi, ..., Vini} and G, = {Vyy,

V2o, ..., Vonp} including n; andn, videos, respectively, and embed the first two bits,
denoted as=TB, of every 4-bit share data segment i3 and the last two bits,
denoted a4 TB, of the segment int&,, respectively Furthermore, it is desired that

the share data can be kept by all the cover videos of the group uniformly. Due to this
aim, we embed the share data according to the following rules.

(1) If ny (or np) is one, then we sdtTB (or LTB) as thedata-to-be-hiddenn the

corresponding block of the cover videg Yor V1) directly.
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(2)If n; (or ny) is larger than one, then we set respectivalgralom numbemwhich is
from O to 3, as the data-to-be-hiddsf (or Nx) of the block of each of the;
cover videosVii, except the first one/{; or V,1); anduse the XORing result of the
FTB (orLTB) and alln; — 1 Ny’s (orn, — 1 Ny's) as the data-to-be-hidder the

block of the first video M (or \s1).

For example, suppose thHas has three cover vided5s;, Voo, Voz andLTB s 01,
and suppose that we assign random number 0,a9@he-data-to-be hiddey, of
Vs, and assign random number 2 = H¥ the data-to-be-hiddeys of V.3 After
conducting the XOR operationsIBE& NNz = 0L 300,510, =11, we get the

data-to-be-hidden.as 4for the first cover vide®s;.

Finally, wé encode all the 'data-to-be-hidden by the corresponding prediction
modes of the“lower half part of each frame.of the cover videos in G1 and G2
according to Table 5.1."A detailed algorithm of the,steganographic effect creation

process is described in the following.

Table 5.1 Relation between the data-to-be-hidden-and the prediction mode

data-to-be-hidden| Prediction mode
00 0
01 7
10 2
11 3

Algorithm 5.2: the process of creating steganographic effects.
Input: two cover video group&; = {V11, Viz, ..., Vini} and G = {V21, Voo, ..., Vony}

including n and n videos, respectively, and a set of share data, D.
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Output two share videogroupsG;' = {Vi1, V12, ..., Vini'} and G’ = {V>1, Vo7, ..,

V2n2'}.

Steps For each block of a frame of a video, perform the following steps.

1.

Get in order four bit®, of the share datB and denote the first two bits of

D4 as FTBand the last two bits as LTB

If n; (orny) is one, go to Step 3; iy (or ny) is larger than one, perform the

following steps.

2.1 Set respectively a random numbparhich is from 0 to 3, as the
data-to-be-hidde;; (or Ny) to the corresponding block of each of the
n; (or mp) cover-videod/1z, Vig, .., Vine (OrVay,-Vos, ..., Vony) except the
firstone M1 (V21).

2.2 Compute the data FHDy

FHD = FTB O-N, O N, 0.0 N,

(orFHD'=LTB O N, & N, 0 .0 N;, ) (5.6)

2.3 SetFHD.as the data-to-be-hiddenKbr N»;) of the block of Vi (Va1).
Create a new data Setconsisting in order @FTB,LTB, FHD,andN;j’s in
binary form, and encode every two b8sofE by the prediction modes of
the corresponding block of the lower half part of each fram@,dbr G,)

according to the following rules:

if S=00, then encod& by prediction mode
if S=01, then encod& by prediction mode
if S=10, then encod& by prediction mode
if S=11, then encod& by prediction mode

(5.7)

A flowchart of the steganography process is shown in Figure 5.4.
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Figure 5.4 Flowchart of the process of creating steganographic effects.
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5.3 Recovery of Secret Videos

In this section, the process of recovery of the secret video will be described. The
success of the recovery process depends on whether we can get all the share videos
and the right secret key. The tasks of the process are to extract the share data from the
stego-videos, then to recover the prediction modes of the secret video based on the
XOR operation, and finally to use the secret key and the prediction modes to recover

the secret video. The detailed algorithm is described in the following.

Algorithm 5.3: the process of recovery of the secret video.
Input: two share video groups;G= {Vi1, Vi2', ...,Vam'} and G' = {V2/, Vo2, .., \bn,'}
including n; andn, videos, respectively, a randomized vidgoa:secret ke¥, and a
random number generatoas-that used in algorithm 5.1.
Output a secret video S.
Steps For each'block of a frame of avideo, perform the following steps.

1. Extract every two bits of the hidden: dat and Ny by the prediction

modesM'of the corresponding block of the lower. half pareath frame of

the n and n cover videos of & and G'according to the following rules:

if M*=0, then setN,, ‘N, )= 0OC
if M =7, thensetN, (, )= 01
if M =2, thensetN, (, )= 10
if M =3, thensetN, (, )= 11

(5.8)

2. If ny (orny) is one, set the first two bits of every four Hig of the share
data Das N; and the last two bits of fas N;. Go to Step 4.

3. If ny (or np) is larger than one, we perform the following steps.
3.1 Compute the hidden datsy; (or Nx) of the corresponding block of

each video of the grou@;' (or G,') by
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Ny = Ny O N, O.0N,

(Or Ny = Ny O Ny, 0.0 N, ) (5.9)

3.2 Set the first two bits of every four bits, Bf the share data as Ns and
the last two bits of Pas N.

Extract the prediction moded;; and M, of each block of the upper half

part each frame of the, andn, cover videos of5; and G. Then set the

prediction mode Pf the corresponding block of the secret video by

P =M, O MO8 M, §M,0M,,0..0M, O D,.(5.10)

CombinePsand the secret kel to form.a seed for the random number
generator fo generate-three random numbeysiR and R.

Recover of the secret video by madifyiegch of the DC coefficient and the
AC coefficients, denoted &3 of the luma frame and the chroma fraaie

S to'by performing following rules.

[1] WhenC is the DC coefficient-of-thesluma frame
if C >1, setC = C -R ;

. (5.11)
if C <-1,setC = C +R

[2] WhenC isithe DC coefficient of the chroma frame
ifC™> 1 setC = C -R ;
. R (5.12)
if C <-1,setC = C +R

[3] WhenC is the AC coefficient of the luma frame,
if C >1, setC = C -R;
f S R (5.13)
if C <-1,setC = C +R

[4] WhenC is the AC coefficient of the chroma frame,
ifC >1,setC =C -R;
. R (5.14)
if C <-1,setC = C +R

A flowchart of the recovery process for the secret video is shown in Figure 5.5
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Figure 5.5 Flowchart of the recovering process.
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5.4 Experimental Results

The proposed video sharing algorithm has been integrated into the H.264
reference software JM12.4 in our experiments. An H.264/AVC video in CIF (352x288
pixels) format was used in our experiments.

Four frames of the secret video and the resulting randomized video are shown in
Figure 5.6. Four frames of two cover videos and the resulting share videos are shown
in Figure 5.7 and Figure 5.8, respectively. And corresponding four frames of the
recovered secret video are shown in Figure 5.9. If the secret key or share videos are
wrong, we cannot recoyer the secret video. A result;of such cases is shown in Figure

5.10.

5.5 Disctussions and Summary

In this chapter, we have proposed.a scheme to protect secret H.264/AVC videos
systematicallysand securely by using’'secret sharing and steganography techniques. By
this scheme, we can transform secret data: into multiple share videos to be kept by
participants of theisecret sharing activity. Therefore, the method is suitable for use for
multiple people or an organization to manage'the secret video. The feasibility of the

proposed method has been proved by our experimental results.
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Figure 5.6 The four frames of the original video (left) and randomized video (right).
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Figure 5.7 The four frames of the first cover video (left) and the share video (right).
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Figure 5.8 The four frames of the second cover video (left) and the share video (right).
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Figure 5.10 Erroneous recovery result when the secret key is wrong.
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Chapter 6
Conclusions and Suggestions for
Future Works

6.1 Conclusions

In this study, we have proposed several methods for a variety of data hiding
application purposes, such ‘as covert communication, copyright protection, and video
sharing using H.264/AVC videos as cover data.

For covert communication; a large-volume data hiding'method and two optimal
data hiding methods based on some properties 'of H.264/AVC have been proposed.
For | macroblocks, data are hidden based:on.the use of the intra-prediction modes. For
P macroblocks, data are hidden baséd on the use of the tree structured motion
compensation! Both the intra-prediction==modewand the tree structured motion
compensation are used properly to hide data in order to maintain the imperceptibly of
the hidden data. Since not enly.| macroblocks-but also'P macroblocks are used to hide
data in the proposed method, the data hiding capacity is increased substantially.

For copyright protection, a removable visible watermarking method with a
scheme for video display control on specified computers has been proposed.
Multimedia providers can protect, with the proposed method, their H.264/AVC videos
downloaded to the client site by display control on the specified computer. When
users sent the video to others who are not unauthorized, a visible watermark will
appear actively to claim the ownership of this video by the video provider.

For video sharing, a method of video sharing with steganographic effects has

been proposed for protecting secret videos systematically and securely. A secret video
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is transformed into multiple share videos by distributing the prediction mode
information of the secret video into the shares. Each share video contains part of the
meaningful content of the secret video imperceptibly and is then kept by a participant
of the secret sharing activity. By collecting all share videos, the content of the original
secret video can be recovered.

Experimental results show the feasibility and practicality of the proposed

methods for covert communication, copyright protection, and secret sharing.

6.2 Suggestionsfor Future Works

Several suggestions for-future research works are listed as follows.

1. The praposed ideas insthis study may be extended to handle digital videos
of other profiles of the H.264/AVC 'standard.

2. ltis'interesting to add the user’s information into the visible watermarking
method proposed in this study:.

3. The visible watermarking-method-proposed in this study may be extended
to create semi-transparent effects.

4. It is interesting toextend the data hiding method proposed in this study to
handle video authentication problems.

5. The video sharing method proposed in this study may be integrated with a
video authentication method to provide the ability of verifying the integrity
and fidelity of the share videos.

6. It is also interesting to extend the proposed ideas in this study to handle
problems using audio data as the cover files. The protection of secret audio

data is also an important topic.

74



References

[1]

[2]

[3]

[4]

[5]

[6]

[7]

M. Yang and N. Bourbakis, “A High Bitrate Information Hiding Algorithm for
Digital Video Content under H.264/AVC CompressioRfoceedings of IEEE
International Conference on Image Processing Midwest Symposium on Circuits
and System<Cincinnati, OH, USA, vol. 2, pp. 935- 938, Aug., 2005.

Y. Hu, et al., “Information hiding based on intra prediction modes for
H.264/AVC,” Proceedings of IEEE International Conference on Mudidia and
Expo, Beijing, China, pp. 1231-1234, Jul., 2007 .

S. K. Kapotas; et al., “Data hiding in H.264 encoded video sequences,”
Proceedings - of International Workshop on. Multimedia Signal Processing,
Chania, Crete, Greece, pp. 373-376, ‘Oct., 2007.

J. Mengand S. F. Chang, “Embedding visible video' watermarks in the
compressed domainProceedings.-of IEEE International Conference on Image
Processing, Chicago, IL;'USA;vol-dyppr474=477, Oct. 1998.

S. Bhattacharya et al. “A'survey on different video watermarking techniques and
comparative analysis with reference to H.264/AVErbceedings of 2006 IEEE
Tenth International Symposium on Consumer Electronics (ISCE ,2@i6)
Petersburg, Russia, June-July, 2006, pp. 1-6, July, 2001.

S. P. Mohanty et al., “A DCT domain visible watermarking technique for
images,” Proceedings of IEEE International Conference on Multimedia and
Expo, New York, NY, USA, vol. 2, pp. 1029-1032, Aug. 2000.

K. F. Chien and W. H. Tsali, “A study on information hiding in MPEG4 videos
and applications to copyright protection and security surveillanb&gster
Thesis Department of Computer and Information Science, National Chiao Tung

University, Hsinchu, Taiwan, June, 2006.

75



[8] A. Shamir, “How to share a secretCommunications of Association for
Computing Machineryvol. 22, no. 11, pp. 612- 613, Nov., 1979.

[9] C. C. Lin and W. H. Tsai, “Secret multimedia information sharing with data
hiding capacity by simple logic operationsProceedings of 5th World
Multiconference on Systemics, Cybernetics, and Informatics, Vol. I: Information
Systems Developmefrlando, Florida, U. S. A., pp. 50-55, Jul., 2001.

[10] X. Zou and S. Sun, “Information hiding using secret sharing scheme,”
Proceedings of International Conference on Innovative Computing, Information
and Contro} Beijing, China, vol:'1, pp.484-487, Aug., 2006.

[11] I. Richardson,s"H:264- and MPEG-4 video compression video coding for
next-generation multimedia;*John Wiley & Sons, Hoboken, USA, 2003.

[12] T. Wiegand et al., ‘Rate-constrained’ coder' control'and comparison of video
coding standards,1EEE Transactions on Circuits and Systems for Video
Technologyvol. 13, no.7, pp. 688-.703, July, 2003.

[13] H.264/AVC JVT reference software-divit2:4;

http://iphome.hhi.de/suehring/tml/download/

76



	封面
	內頁
	論文定稿 v1 by Huang

