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A Study on Data Hiding Techniques for PDF Files and

Their Applications

Student : Jiun-Tsung Wang Advisor : Dr. Wen-Hsiang Tsai
Institute of Multimedia Engineering, College of Computer Science

National Chiao Tung University

ABSTRACT

Due to its .outstanding capabilities like . open-standard, cross-platform,
high-quality viewing and printing, the,PDE; file becomes very.popular nowadays.
Therefore, the PDF file is a good choice as coverimedia for covert communication.
We propose ammethod to encode secret.messages by convertinguintegers to real
numbers with ;small changes in values, yielding a difference’ of jappearance very
difficult to notice by human vision.

On the other hand, many companies store their classified documents by the PDF.
The methods proposed in the PDE standard areshot enough to prevent users from
redistributing the classified documents."We propose a method to create a new type of
watermark and embed it together with some user information in PDF files for
copyright protection. The created watermark has no background color, which comes
from mixing a watermark image and an alpha mask. The user information is hidden
by a data hide technique in a randomly-selected image so as to confuse illicit users.

PDF files are easy to duplicate and modify, so we propose a method for
authentication of a PDF file by embedding authentication signals in the text matrices

of the file based on the data hiding method we propose for covert communication.
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The authentication signals are generated from a randomization result of
exclusive-ORing the data of the text strings in the PDF file and some random numbers
generated with a secret key. The content of the PDF file can be authenticated by
matching the extracted authentication signals with the embedded ones.

Experimental results show the feasibility of the proposed methods.
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Chapter 1 Introduction

1.1 Motivation of Study

Because of the rapid development of broadband networks and personal
computers, transmissions of digital documents and images through the Internet
become easier and easier. Users on the Internet can obtain, duplicate, or modify the

contents of these multimedia.files easily.

PDF files can be transmitted on_the Internet quickly, so they become good
examples of covert media to carry-secret information. Because their file sizes usually
are large and they are rich-text-documents, we cansdesign methodste embed data into
PDF files. Forthis application, we also need a.special decoding scheme to extract the
secret information embedded in the PDF files. In this study, it is desired to design a

covert communication method via PDF files.

Due to some +fproperties of PDF files, such as high-quality printing and
cross-platform applicability, PDE files become very popular. More and more
companies and government offices distribute information via PDF files. When they
release their documents, they may set passwords to protect the contents from illicit
accesses by unauthorized users. Unfortunately, such a way of protection is not
sufficient. For example, if a classified PDF file and the password of it are leaked out
together by somebody, the protection of this way becomes useless. On the contrary, if
we hide the identity information of a user as invisible data in the PDF file, we can
trace who distributes the PDF file easily. In this study, we thus wish to design

techniques of watermarking and user information embedding for copyright protection



and file distribution control.

On the other hand, due to the popularity of the Internet and the abundance of
information on it, the fidelity of PDF files has become another important issue. Illegal
users might obtain a PDF document and tamper with it for misrepresentation. It is

desired to design a technique for fidelity and integrity verification of PDF documents.

1.2 Overview of Related Works

In this study, some new. techniques 'for information hiding applications are
proposed. These applications are about embedding information within texts and
images. A review of researches on data hiding will be"described in Chapter 2. In

addition, we will also make a review of the PDF standard:in Chapter 2.

1.3 Overview of Proposed Methods

1.3.1 Definitions of Terms

The definitions of séme related terminologies used. in' this. study are described as

follows.

1. Cover media: cover media, such as images, text-type documents, or videos, are
files in which messages are embedded.

2. Watermarked document: a watermarked document is a document in which a
visible watermark has been embedded.

3. Protected document: a protected document is a document in which authentication
signals have been embedded.

4. Document authentication: document authentication is a process for verifying the

integrity and fidelity of a suspicious document.



5. Stego-PDF: a stego-PDF is a PDF document with some secret messages or signals
embedded in.
6. Text matrix: a text matrix is an object in a PDF document, which is used to

describe transformations of the texts in the document.

1.3.2 Brief Descriptions of Proposed Methods

1.3.2.1 Covert Communication by Data Hiding in PDF Files

In this study, a covert,communication method by data hiding in PDF files is
proposed. The basic idea is to-randomize a given secret message with a user key and
embed the randorhized, secret message into the fext matrices i a PDF file. Small
changes of text positions in PDF files are not easy to observe. We encode a secret
message as digits, and then append a separator digit and the encoded messages after
the fractional part of numbers in text matrices.

In the proposed communication process; arsender sends a secret message to a
receiver via a stego-PDF instead of sending the secret-message directly. When a
receiver receives the st€go-PDE file, he/she then decodes the secret message by using
a correct key to extract the secret message in the file. Even if an illicit user gets the

stego-PDF, without the key he/she cannot decode the original secret message.

1.3.2.2 Copyright Protection by Watermarking and File

Distribution Control of PDF Files

In this study, we propose two methods for copyright protection, one for claiming
the ownership by embedding visible/invisible arbitrary-shaped watermark into a PDF
file and the other for distribution control by embedding invisible user information in

the file. When a user downloads a PDF document from a document server, the server



will embed a visible/invisible arbitrary-shaped watermark in the document to claim
the copyright of this document. In the mean time, the user information (including the
account name, I[P address, and download time) will be embedded in a
randomly-selected image in the document to control the distribution of the document.
The watermark in the document can help to prevent other users from using the
document illegally. When the document is leaked out, the owner of the document can

trace the distributor by the invisible user information signal.

1.3.2.3 Authentication of PDF Files for Fidelity and Integrity

Verification by Data Hiding Techniques

In this study, we propose a method to verify the fidelity and integrity of PDF
files by adding authentication signals ,into PDF ‘files." We sum up the ASCII code
values of the characters in every text object in a.PDF file and then embed the sum into
its text matrix.as the authentication signal. If the characters in.a text object are
tampered with by other usefs, the authentication signal value extracted from the text
matrix will not match the authentication signal value which is the sum of the ASCII
code values of the characters. in the text object. The.¢lient program can mark the
modified contents in the PDF file by the above method.

When a receiver gets a protected PDF file, a client program can help the user to
determine the fidelity and integrity of the contents of the PDF file by matching the
authentication signal hidden in the text matrix with the authentication signal generated
from the text object. If not all the authentication signals in the protected PDF file are

matched, the protected PDF file would be decided to have been tampered with.

1.4 Contributions

Several contributions are made in this study, as described in the following:



1. A covert communication technique by data hiding techniques for PDF documents
is proposed.

2. A copyright protection technique by embedding a new type of watermark for PDF
documents is proposed.

3. A distribution control technique by embedding user information in PDF
documents is proposed.

4. An authentication method for verification of the integrity and fidelity of PDF
documents by data hiding techniques is proposed.

5. A PDF file editing tool is.developed for the experiments conducted in this study.

6. A document management server is set up for implementing the proposed methods
for copyright’=protection, _distribution control, ~and "authéntication of PDF

documents.

1.5 Thesis Organization

In the remainder of this thesisyrarreview of related works about data hiding in
rich-text documents.and digital images, and the PDF standard 1s given in Chapter 2. In
Chapter 3, the proposed technique for covert communication is described. In Chapter
4, the proposed document “management: server for copyright protection and
distribution control by visible or invisible watermarking and invisible
user-information embedding is described. In Chapter 5, the proposed document
authentication technique by hiding authentication signals into the text matrices in PDF
documents is described. Finally, conclusions and some suggestions for future works

are given in Chapter 6.



Chapter 2 Review of Relative Works
and Standards

2.1 Introduction

More and more data hiding techniques for various media have been proposed
[2-10]. The techniques are used to achieve the goal of copyright protection,
authentication, covert communication, secret sharing, etc. In this chapter, some related
works of data hiding for digital documents and images will be described. And some

related standards mentioned in-this study will also be briefly mtroduced.

2.2 Review of PDF Standard

The PDF was proposed by Adobe Company.in 1993 for document exchange [1].
The PDF is a"mix of text and binary formats, and the contents in PDF files are
described by a context-free ' grammarswhich=is=modificd .from PostScript”. The
language describes,all the data in PDF files, like pictures, texts, curves and other
visual objects. The contents of a PDF file are constructed by some high-level objects,
which are used to describe the graphical size of a page, the dimension of an image,
and the font and other properties of PDF files. Every high-level object is constructed
by eight basic types of objects: Boolean value, integer and real number, string, name,
array, dictionary, stream and null object. Table 2.1 shows the properties of the basic
types, and Figure 2.1 shows an instance of high-level objects. The high-level objects
compose PDF files, and the relations between the objects are described in terms of the
properties of the objects. The physical structure of a PDF file is illustrated in Figure
2.2. The objects’ hierarchical tree can be built according to the properties of objects,

and the objects can be document catalog, page tree, page, content stream, thumbnail
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image and other objects, as illustrated in Figure 2.3. Every PDF file has a root object
to indicate where the root of the document is. Page objects in PDF files can be found
by tracing the page tree. The page objects refer to their own resources, for examples,

fonts, images, page contents.

Table 2.1 Properties of basic types and examples.

Type name Properties Examples

Boolean values PDF provides Boolean objects with values true and false. true, false
The keywords true and false represent these values.

Integer or real Integer objects represent mathematical integers within a 0,+1, 1.5, 3.14, -4
certain interval egntered at 0. Real objects approximate

numbers mathematical real numbers, but with limited range and
precision; they are typically represented in fixed-point,
rather than floating-point, form.

Strings A string object consists of|a series of bytes—~unsigned I |(Foo)
integer values in.the range 0-to 255. There are two (Bar)
conventions, described in the following sections, for (Hello, world)
writing a string object in PDE: <414243>

- As a sequence of literal characters enclosed in
parentheses ()
"As hexadecimal data enclosed in angle brackets <>

Names A name object is an atomic symbol uniquely defined by'a /10
sequence of characters. Uniquely defined'means that any
two name objects defined by the same sequence of /Name
characters are identically the same object. The slash is
not part of the name itself, but a prefix indicating that the
following sequence of characters constitutes a name.

Arrays An array object is a one-dimensional collection of objects [0123]
arranged sequentially.

Dictionaries A dictionary object is an associative table containing <</I010R
pairs of objects, known as the dictionary’s entries. A120R

>>

Streams A stream object, like a string object, is a sequence of stream

bytes. % stream data
endstream




null

The null object is used to fill empty field in an array or  |null
dictionary. There is only one object of type null, denoted

by the keyword null.

endobi

Figure 2.1 An instance of composite object.

Because we are just concerned-about the page contents in this study, so we focus

on page objects andjpage resource objects only. Each page, object has a property

named “MediaBox” to describe the graphical size of the page. Al page objects must

have a resource “content” which is an object used to describe’ the page content like

any combination of texts, graphics, and images. A page content object is a composite

object which is‘mainly constructed by-a dictionary and a stream object. The dictionary

object is used to_describe 'the propetties of the stréam, and the stream object to

describe the page content in the page description language:

2.3 Previous Studies on Information

Hiding Techniques via Digital
Images

Many data hiding techniques for digital images have been proposed in recent

years [2-4]. The techniques are useful for covert communication, and copyright and

fidelity protections.
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Figure 2.2 The physical layout of a PDF file.

Chang and Tsai [2] proposed a copyright and integrity protection method by
removable visible or invisible watermarks. Huang and Tsai [3] proposed a method for
copyright protection, covert communication and detection of tampering for various

digital image formats, including BMP, JPEG, GIF, and binary.
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Figure 2.3 The logical hierarchy of a PDF file.

Weng and Tsai [4] proposed a method for integrity authentication and copyright
protection for binary document images. Swanson, Zhu and Tewfik [5] proposed a
robust data hiding technique for images by applying spatial and frequency masking.
Liu, et al. [6] proposed a variable-depth LSB data hiding technique for images by

hiding variable bits in different luminance level pixels.
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2.4 Previous Studies on Information
Hiding Techniques in Rich-Text

Documents

Nowadays, many data hiding techniques for rich-text documents had been
proposed [7-10]. The purpose is to achieve the functions of copyright protection,
covert communication, and authentication. Liu and Tsai [7] proposed a method to
authorize the modification of the quotation of Microsoft Word Documents actively by
adding context-sensitive blockssignatures. Zhong and Chen [8] proposed a technique
for covert communication based on the use of PDE documents, and they hid secret
messages by inserting encrypted data-between two objects in PDE files. Zhong, Cheng
and Chen [9]s proposed a—data -hiding technique via PDFmtexts for secret
communication:by tuning between-character spacing. Chang and Tsai [10] proposed
an authentication 'method for HTML' files by embedding a ‘watermark as an

authentication sighal in HTML codes.
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Chapter 3 Covert Communication
by Data Hiding in PDF Files

3.1 Introduction

Due to the rapid development of personal computers and computer networks,
more and more files are transmitted on the Internet. On the other hand, downloading
PDF files on the Internet is common, and PDF files are almost available on every
website. Due to such popularity of PDF files, it isy useful to build a covert
communication channel via such a type of file.

A method for covert communication via PDF files is proposed in this study. In
Section 3.2, thesproposed method-is described. In. Section 3.3, the detailed process of
embedding seeret messages 1s described.. In.-Section 3.4, the detailed process of
extracting secret messages is describéd. Finally, some experimental results and

concluding remarks ate given in Sections 3.5 and 3.6, respectively.

3.2 Data Hiding by-Modification of
Numbers in PDF Files

The idea of the proposed method of covert communication is achieved by
transmission of a PDF file, in which a secret message is embedded. According to the
PDF standard, there are eight basic types of objects in PDF files. One of the basic
types is number, including integer and real number. Integers and real numbers are
exchangeable in PDF files under some conditions, and there is no difference between
0 and 0.0. For instance, the visible area of a page is described by four numbers, with

the first two numbers specifying the position of the left upper corner, and the last two

12



numbers specifying the position of the right lower corner, both in terms of coordinates.
Some position coordinates are described by integers and others by real numbers. The
default coordinate unit is 1/72 inch which is quite small in value, so the number can
be modified in certain ranges without obvious visual effects. The changes in the
numbers can be used to embed data, as done in this study. Many number objects in a
PDF file, as found in this study, are useful for hiding data, for example, the
coordinates of an object, the text matrix, and the page size. Modification of them may
be categorized into two forms:

1. Type 1: the original number is an integer and the result is a real number.

2. Type 2: the original number is a real number and the result is still a real

nuiber.
The former'can be subdivided into two types:
1.1 Type T1: small change of magnitude, for example, modification of 20 to be
20.00457;

1.2 Type I.2: no change-of magnitude;-forrexample, modification of 20 to be
20.00000.

The later can also-be subdivided into two types:

2.1 Type 2.1: small change iof magnitude, for example, modification of 854.7 to
be 854.700457;

2.2 Type 2.2: no change of magnitude, for example, modification of 854.7 to be
854.700000.

We can design data hiding schemes with the above four types of modifications.
With Types 1.1 and 2.1, small changes can be used to embed multiple digits into a
digit, and there is no limitation on the number of embedded digits. In the above
example for Type 1.1, we embed three digits 4, 5, and 7 into the integer 20 after

appending a separator of a pre-selected digit sequence 00 to the integer. The use of a

13



separator is necessary in the later message digit extraction process to distinguish digits
of the original data from the embedded message digits. Of course, such a separator
must be selected to be unique to cause no ambiguity in digit decoding in the
extraction process. Similarly, in the example for Type 2.1 above, we embed 457 into
854.7 as its tail digits after the separator 00.

By Types 1.2 and 2.2, we can embed multiple 0’s into an integer or a real number.
However, to use these 0’s as message digits, we need further an additional message
encoding scheme to transform the sequence of 0’s into the message digits. Obviously,
we have to use unitary coding ‘for this purpose since'only a symbol, namely, 0, can be
used here for data engoding. Therefore, to encode the digits 13, for instance, we have
to append a sequeinice of 13 0’s to the-end of the original data: Noté that no separator is
required here. “Though this scheme based "on unitary coding is feasible in our
application of ‘¢overt communication, it will generate too many 0’s and so increase the
size of the resulting stego-PDEF file. Consequently, we do not use this scheme in our
experiments.

Furthermore, the contents of each page are composed.of some text objects. The
detail information of a text object which includes-the size, rotation, and position
should be specified before the text showing operators. See Figure 3.1 for an instance.
Such text object information is described by a text matrix which is composed by two
parts: the text-orientation and the text position.

<< /Length 59 >>
stream

/GS1 gs

BT

TT2 1 _Tf

21 0 0 21 90 150 Tm
T1 ol o POyl 1)

ET

endstream

Figure 3.1 An example of a content object of a PDF page.
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In this chapter, the secret data are hidden in the text matrices, which are
composed by six distinct numbers a, b, c, d, e, and f. The structure of a text matrix is
described in Figure 3.2. Numbers a, b, ¢, and d affect the text size and orientation of a
text object; and numbers e and f affect the translation of it. Because the modification
of the size or orientation of a text object is easier to observe than that of the
translation, the proposed method mainly hides the data in the translation part of the

text matrix.

0
0
1

e i S

Figure 3.2 Thestructure of atext matrix.

3.3 Proposed Data Hiding Process

In the proposed data hiding process, we apply exclusive-OR operations to every
byte in a secret message and every cofresponding byte in a user key before hiding the
message in a PDEfile. Afterithat,the data are put into three-bit groups. If the number
of bits is not divisiblé:by 3, then we pad 1 or 2 zeros after the last group. We then map
each 3-bit group to a decimal digit by a table, for example, Table 3.1, and then
concatenate it with the original number in the text matrix being processed. The
procedure of the proposed method for hiding a secret message is illustrated in Figure
3.3. The flowchart is shown in Figure 3.4 and a corresponding detailed algorithm is
described in the following.

Algorithm 3-1. Encoding a message and hiding it in a text matrix
Input: a user key K, a secret message S, and a text matrix F.
Output: a text matrix with data embedded F".

Steps:
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. For every byte in S, apply exclusive-OR operations to the i-th byte of K and the
i-th byte of S to generate the i-th byte of a new sequence of bytes S” with the same
length as that of S.

. Divide each 3 bits of S’ into groups of bitstream f1, f>..., fx.

Transform f; through fx into decimal numbers (digits) n,, n,..., ng by Table 3.1.

Concatenate ny, n..., ng as a digit string and divide it into two parts N; and N,.

. Embed the data into text matrix in the following way:

5.1 If the number in the x coordinate of the text matrix is an integer, then append
to it the number sequence.of “.00”(a dot and two zeros) followed by N;.
Otherwise, append to it“‘00”(two zeros) followed by V.

5.2 If the number in the y coordinate of the text matrix is an integer, then append

“.00”(a dot and two zeros) and V2. Otherwise, append “00”’(two zeros) and N,.

Table 3.1 Mapping digits into 3-bit data.

bit stream digit bit stream digit
000 1 101 6
001 % 110 7
010 3 111 8
011 4
100 0

3.4 Proposed Data Extraction Process

The extraction of a secret message from a text matrix in a PDF file is conducted

in the following way. First, we scan each number of the translation part of the text

matrix from the last digit of it to the dot, if existent. If two consecutive 0’s are

obtained, then we cut off the digits after the consecutive two 0’s. We then concatenate

all the cut digits to get a string of digits, map them into 3-bits groups by Table 3.2, and

concatenate the resulting groups into a bit stream. After that, we apply exclusive-OR
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operations to the bit stream and the user key, and regard the resulting bits as ASCII
codes to get the secret message finally.

The procedure of the proposed extraction method is shown in Figure 3.5.

Secret message

I love vou.

49 20 6¢c 6f 76 65 20 79 6f 75 2e

User key

6b 65 79— p| XOR

22 45 15 04 13 1C 4B 1C 16 1E 4B

= el

0010 0010 0100 0101 0001 0101 0000 0100 0001 0011

| ]
0001 1100 0100 1011 0001 1100 0001 0110 0001 1110 1000 1011 1

001 000 100 100 010 100 010 101 000 001 000 001 001 100 011
100 010 010 110 001 110 000 010 110 000 111 101 000 101 100
"

100103507Tmh

i!215555361212254533727137'186165'
3 - w

> Divide and embed

Text Matrix with secret message hid

1 001 0.00215535361212254
3507.00533727137186165 Tm

Figure 3.3 An example of proposed procedure for hiding a secret message.
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V)
d-r Secret message M Text matrix F
User ki

M®K=M

A

Encode M’ to digits D

Divide D and embed into F

Digit g Bit stream
1 000 6 101
2 001 7 110
3 010 8 111
4 011
5 100
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Text Matrix in PDF file

1 001 0.00215535361212254
3507.00533727137186165 Tm

Parse and extract secret digits

215535361212254533727137186165

Map the numeric digital as 3-bit group data

001 000 100 100 010 100 010 101 000 001 000 001 001 100 011
100 010 010 110 001 110 000 010 110 000 111 101 000 101 100

L " .
2620 502061005101 ‘5662 9251 6h65 52008662682
0011100 0100 1011 0001 1100 0001 0110 0001 1110 1000 1011
",
" Present insh nal format
L

ol
4 13 1C 4B 1C 16 1lE 4B

-
22 45 15 0

Extracted

49 20 6c 6f 76 65 20 79 6f 75 2e

. I love vyou.

described in the following.

Algorithm 3-2.Decoding a message from a text matrix

Input: a user key K, and a text matrix F.

Output: a secret message S.

Extract the x and y coordinates from the text matrix F.

2. Extract the numbers after “00” in x, and store them in ;.

3. Extract the numbers after “00” in y, and store them in N,.
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4. Concatenate N; and N, into a digit string N, and transform N into a bitstream by
Table 3.2.
5. Treat the bitstream as a binary stream of ASCII codes, and transform them to a
string 4 of ASCII codes by Table 3.2.
6. Truncate the user key K or pad numbers to it in the following way:
6.1 if K is longer than the string 4, truncate K to be a string whose length is equal
to that of A4;
6.2 if K is shorter than 4, pad to K the required number of bytes copied from the
beginning ones of K.
7. For every byte inid; apply-exclusive-OR operations to the i-th byte of 4 and the
corresponding’byte of K to generate the i-th byte of S, wheré S is a sequence of

bytes with the same length as 4.

3.5 Experimental Results

In our experiments, we_designed a user interface for the program we have written
in the language of Java to implement the proposed message embedding and extracting
algorithms. The results of two €xperiments are-shown here in Figures 3.7 and 3.8,
respectively. The first was conducted on a Chinese PDF document. Figure 7(a) shows
the cover PDF document, and Figure 7(b) shows the stego-PDF document after
embedding a message into the cover document through the interface as shown in
Figure 7(c). Figure 7(d) shows correct extraction of the hidden message using a
correct key, and Figure 7(e) shows erroneous extraction of the message with an
incorrect key. Figure 8 shows the result of the second experiment conducted on an

English PDF document. The figures are similarly interpreted.
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Text matrix F'

A

Decode F secret bitstream m’

A

Concatenate m;, my:++,m, to M

» M®K=M

N

M’ extracted.

Figure 3.6 The flowchart of the procedure-of extracting the secret message.

3.6 Concluding Remarks

In this chapter, a covert communication technique via PDF files as cover media
has been proposed. Because we can hide a covert message in PDF files without any
side effects on the visual appearance of the files, the secrets in these PDF files are not
easy to observe and access illicitly. Even if an illicit user knows that there is a secret
message in a PDF file, the covert message can be protected by a user key, and the
illicit user still cannot extract the original secret message. The secret communication

via PDF files is reliable and its feasibility has been proved by our experiments.
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(a) The view of the original PDF file in Adobe Acrobat Reader window.

Figure 3.7 Illustration of an experiment (experiment 1) of proposed method.
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(b) The view of the stego-PDF file in Adobe Acrobat Reader window.

Figure 3.7 Illustration of an experiment (experiment 1) of proposed method

(continued).
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Covert Communication

Covert Communication
key [1234 | [ BrowsFie |

Cnewes pdf

secret message:
S

I love you, and vyou love me.

v

Covert Communication
ke | input the ke)| [ Browse File ]

(unspecified)
extracted secret message:

QK

d'a user key as input.
I o . -

(c) Window oftaser interface with a secret message an.

Covert Communication

Covert Communication
(unspecified) key | input the key | | Browss File |
secret message:
~
v
o

Covert Communication
key [1234 | [ BrowssFile |

Cnews-output pdf
extracted secret message:

I love you, and vou love me.

(d) Window of user interface with embedded message extracted.

Figure 3.7 Illustration of an experiment (experiment 1) of proposed method

(continued).
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Your continued donations keep Wikipedia running!

Portable Document Format

From Wikipedia, the free encyclopedia
(Redirected from PDF)

The Portable Document Format (PDF) is the Portable Document Format (PDF)

file format created by Adobe Systems in 1993 for PDF A

document exchange. PDF is a fixed-layout format

used for representing two-dimensional Adobe

documents in a manner independent of the Fils haina .pdf

application software, hardware, and operating extension

system.["l Each PDF file encapsulates a Internet media  application/pdf
complete description of a 2-D document (and, pe

with Acrobat 3-D, embedded 3-D documents) that Type code "PDF ' (including a single
includes the text, fonts, images, and 2-D vector space)

graphics that compose the documents. Uniform Type com.adobe.pdf
Identifier
Magic number $PDF

Developed by Adobe Systems

PDF is an open standard, and recently took a
major step towards becoming the ISO 32000.141!

Contents

= 1 History
= 2 Technical foundations
= 2.1 PostScript
= 3 Technical overview
= 3.1 File structure
= 3.2 Imaging model
= 3.2.1 Vector graphics
» 3.2.2 Raster images
n 3.2.3 Text
= 3.2.3.1 Fonts
= 3.2.3.2 Encodings
= 3.2.4 Transparency
= 3.3 Interactive elements
= 3.4 Logical structure and
accessibility
= 3.5 Security and signatures
= 3.6 Subsets
= 3.7 Mars
= 4 Technical issues
= 4.1 Accessibility
= 4.2 Security
= 4.3 Usage restrictions and
monitoring
= 4.4 Saving form data
= 4.5 Missing PostScript features
= 5 Content
= 5.1 Base 14 fonts

(a) The view of the original PDF file in Adobe Acrobat Reader window.

Figure 3.8 Illustration of another experiment (experiment 2) of proposed method.
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with Acrobat 3-D, embedded 3-D documents) that Type code "BDF ' (including a single
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(b) The view of the original PDF file in Adobe Acrobat Reader window.

Figure 3.8 Illustration of another experiment (experiment 2) of proposed method.

(continued)
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Figure 3.8 Illustration of another experiment (experiment 2) of proposed method.
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Chapter 4 Copyright Protection of
PDF Files by Watermarking and
File Distribution Control

4.1 Introduction

More and more organizations begin to store their information as electronic files
to reduce paper waste and increase work efficiency. There are many advantages and
disadvantages of storingsdata on electronic media. For instance, electronic files are
easy to duplicate and modify, and so_classified data in-a commercial company might
be illicitly accessed and distributed by malicious users. A mechanism of digital rights
management gfor documents- should be employed to preventwsuch users from
duplicating the data illegally.

In this study, we propose a method to prevent malicious usersifrom distributing
classified PDF -documents or duplicating them;:by.embedding visible watermarks as
well as invisible®user information. In Section 4.2, the idea of the proposed
watermarking method is described and in Section 4.3, the idea of the proposed
user-information embedding method" is® described. In Section 4.4, the proposed
watermarking process is presented and in Section 4.5 the proposed user-information
embedding and extraction processes are presented. Some experiments and

discussions are shown in Section 4.6.
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4.2 Idea of Proposed Watermarking
Method by Embedding of
Transparent watermarks

Many methods have been used to claim their copyright of files. One of the most
popular methods is to embed a watermark in a file. Because a watermark will appear
in the file, the content in the watermarked file will be polluted, but in most cases the
document is still readable. We can control the readability of the document by tuning
the opacity of the watermark on it.

Resources in PDF files, including images, fonts, music; are objects and stored as
external objects in PDF files. Images in,PDF files can also be compressed by lossy or
lossless algorithms, 'such as JPEG and zlib, respectively. When anamage is used in a
PDF file, the image should be packed or-compressed as-a PDF object. Also, it is
required to insert an image-showing opérator to the page content object to show the
image as a watermark.on the page:

Adding a watermark into a PDF file is a function which.is used frequently, but
using the software provided by *Adobe, namely;"Adobe” Acrobat Professional 8.1,
image types for use as watermarks ‘can only be BMP, JPEG, and PDF, and the
watermark may be of the background style or the foreground style. There is no
predefined transparent color or user-defined transparent color in their standards,
except PDF. When a normal BMP or JPEG image file was added to a PDF file as a
watermark, the appearance of the watermark on the PDF file will look like Figure
4.1(a) and Figure 4.1(b). Because the features of semi-transparent and transparent are
not supported in the file format, the watermark which is converted from these file

formats will have a background color. Even though the opacity of the watermark is
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80%, like that in Figure 4.1(b), the words behind the watermark are still affected.
Adobe Acrobat 8.1 Professional can also support the option of embedding a
watermark as a background to reduce such effects caused by the watermark
background color. But some PDF files are generated by some generators with white
background at the lowest level of them. The background-style watermarks will cover
part of the content so that the part becomes invisible. It is desired in this study to
develop a technique to embed a watermark without any background color for

copyright protection.

@W 2 3d ALY AHEHESE
BRIHE
SHABHT TASARE

-4 R

T Science fff;
H et 0

I -

(a) The appearance of a solid watermark without tuning the opacity on the PDF file.

Figure 4.1 The results of watermarking a PDF file with Adobe Acrobat 8.1
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(b) The appearance of a solid watermark with the opacityset to be 80%.
Figure 4.1 The results of watermarking a’ PDE file with Adobe Acrobat 8.1

(continued)

In this study,sa method for embedding the “clear outline’” watermarks without the

background color is proposed, which is illustrated in Figure 4.2-

4.3 Idea of Proposed Distribution
Control Technique by Embedding of
User Information

Due to the ease of duplicating digital files, the mechanism of file distribution
control is becoming more and more important. Embedding user information in
documents could be a practical method for this aim: if a classified document were

leaked out, its owner, with the stego-PDF, can trace who downloaded the document
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from the document management system by extracting the user information from the
stego-document. Such extracted user information can be used as the evidence of the

illegal behavior of downloading.
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Figure 4.2 The proposed PDF watermark style.

In this study, a method of embeddingrand-extracting user information is proposed,
and our document management server will apply the user information embedding
method and the above watermark embedding method-to achieve the aims of copyright

protection and distribution control.

4.4 Proposed Watermarking Process

According to the PDF standard, all images in PDF files are PDF objects, and
they are described as external objects. It can be encoded as various types of data
streams, for example, JPEG, zlib stream, etc. A JPEG encoded image object is just a
PDF object which contains the original JPEG file, and a zlib stream image object is a

losslessly compressed PDF object which contains the width, height, color depth, and
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pixel data in the image. Before embedding a watermark in a PDF file, the image file
should be converted into the corresponding type of PDF object. Then, we can insert
the PDF image object into the PDF file, and refer to the PDF image object in the
corresponding page as an image resource, like Figure 4.3(a). Next, we may specify
the alpha mask of the watermark image by adding a property ‘SMask’(soft-mask
watermark) and filling the object ID and object generation number in it. We then save
the current graphic state by the operator ‘q” and conduct a coordinate transformation
with the operator “cm” to specify the position of the image. Finally, we insert the
image resource name and the operator “Do” into.the énd of the content and restore the
previous graphic state:by the operator “Q,” as shown 1n Figure 4.3(b). The appearance
of a PDF file including the above commands is shown in Figure 4:3(¢).

The “cm”‘operator can be used to specify the coordinates of image objects in
PDF files. The"six parameters for the operator “cm” are listed as elements in a
transformation‘matrix like Figure 3.2..To render an image whose width and height are
W and H, respectively, at position(x;y)min~the"PDF-file, an example of commands

may be of the following style.

WO00Hxycm

/ImageName Do

The watermark can also be a semi-transparent image. In order to embed a
semi-transparent watermark, the watermark image should carry another image to
describe the opacity of every pixel of the watermark. To generate the alpha mask we
assume that the pixels painted as white are the transparent part of a watermark and the
pixels painted as other colors are the solid part of a watermark. There may be multiple

colors in the watermark, but the colors will just be treated as solid part of the
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watermark in this study. The detailed algorithm which is used to generate the alpha

mask is described in Algorithm 4-1.

14 0 obj

<</Proc3et [/PDF/ImageB/ImageC/ImageIl/Text] 9
JFont<</F0 8 0 R 1500 0 0 1500 490 753 cm
/FL 9 0 R /I3 Do
/F2 10 0 R

>>

/¥Object<</I0 2 0 R Q

/I1 4 0 R

/I2 6 0O R /I3 38 0 R /MO 39 0 R

>>

>>

endobi]

(a) (b)

X, Y)

(0, 0)

() (d)
Figure 4.3 An example of commands to show an image.
(a) An example of page resource object. (b) An example of page content object. (c)
The appearance of (b) in Adobe Acrobat Reader. (d) The position coordinates of an
image object.

Algorithm 4-1. Generating an alpha blending mask image for watermarking.
Input: an image W, and a threshold 7.
Output: a mask image M of the input image.

Steps:
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1. Compute the sum of the R, G, B components of each pixel in // and save the sum
in a matrix S.
2. Create a grayscale image whose width and height are the same as the image W.
3. for every pixel Wj:
If the sum of each component R, G, B is greater than the threshold 7, set M;; = 0;

otherwise, set M;; = 255.

To embed a semi-transparent watermark in a PDF file, the image file should be
convert to the corresponding” type. of PDF object, and generate a alpha mask to
describe transparencysof the image Then we can insett the PDF watermark and PDF
alpha mask objectlinto the PDF file; and reference the two PDF dinages objects in the
corresponding page object as image resources. Finally, wesappend the image resource
name and an image the image-showing operator “Do” in the end of content.

The detailed algorithm is described in Algorithm 4-1, flowchart of embedding a
solid watermark is shown +in ~Figurew44=wandflowchart of embedding a

semi-transparent watermark is shown in Figure 4.5.

Algorithm 4-2. Embed watermark to a PDF file

Input: a PDF file P, page number N, and a watermark image W

Output: a watermarked PDF file P'.

Steps:

1. Find the page objects O; in the PDF file P.

2. Search for an available indirect object number S and a generation number 7'

3. Pack the watermark image W as a PDF object R whose object number is S and
generation number is 7, and insert R into P.

4. Add the object number S and generation number 7 as a resource into the page
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object Oy and look for its content object C.

5. Add the image-showing command to C to get a watermarked PDF file P’.

Add a solid watermark image

Adobe
original PDF file

A v watermark

Look for an available

Find page objects e

~ Object number—=" B Pack as a PDF object

4

Refer the objid as an image in
the corresponding page

A

. . Image resource nameJ
Append image-showing

command

Append PDF
watermark object

A

Update content object

i

Adobe

watermarked PDF file

Figure 4.4 The flowchart of embedding a solid watermark image.
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as a PDF object

Refer the objid as an
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command

Append image-showing

page

I
4 Image resource name

Append PDF

N

watermark

Add alpha mask to

>

watermark object

A

Update page content

object

:

Adobe

watermarked PDF file

Figure 4.5 The flowchart of embedding a semi-transparent watermark.

4.5 Proposed User Information

Embedding and Extraction

Processes

Embedding a watermark in a file to protect the copyright of the file is not enough
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to control the distribution of it. Therefore, we propose in addition a method in this
chapter for embedding the information of the user conducting the illegal download to
trace the distribution of the file. The PDF is a rich-text format document, which
contains formatted texts and images. The proposed method aims to hide user
information in selected images in a PDF file. In order to prevent an illicit user from
embedding fake information in the document, the user information is randomized by a
user key; and to prevent an illicit user from removing the embedded user information
in the document, we select the information-carrying image randomly from available

ones in the given PDF document for hiding the user information.

4.5.1 Embedding of usersinformation

In the proposed user information embedding process, we take the system time
as a random mumber, and pick an image object randomly from the PDF file as a
cover media. We conduct next the operation of exclusive-ORing all bytes of the user
key to get a user key digest. Werthenrdisturbrtheuser information by applying
exclusive-ORing the user information with the user key-digest; and embed the user
key digest and the disturbed user information in a-tandomly-selected image in the
PDF file with a data hiding technique, for instance, LSB replacement. Finally, we
select an eligible encoding scheme to encode the image, pack the encoded image as
an image object, and replace the original image object with it to complete the
embedding of the user information.
The detailed algorithm for embedding user information is described as Algorithm

4-3 below, and the flowchart is illustrated in Figure 4.6.
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name: cvlab

2 time: 2008/05/14 14:00:00
Adobe ip: 192.168.1.4

Original PDF file

User information

Select an image Randomly

Ranodmize user information |«

Compute key digest

Hide secret data

Concatenate

Figure 4.6 The flowchart of embedding user information process.

Algorithm 4-3. Embedding user information in a PDF file.
Input: a user key K = (ki, ko, ..., ky) with each k; being a byte, a user-information F,
and a PDF file P.

Output: a stego-PDF file P with the user information embedded.

Steps:

1. Apply exclusive-OR operations on K and F'to generate /' in the following way.
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1.1 Generate a user key digest D by performing the exclusive-OR operations
onallbytesof DasD =k, @k, ®k,..Dk,.

1.2 Apply exclusive operations on every byte of K and the corresponding one
of F'to generate a sequence of bytes F’ with the same length as that of F.

1.3 Concatenate F'and D to generate S.

2. Take the system time as a random number R, list all images /M, in P and the count
of images is C, and select randomly the image /M mod c) as W.

3. Hide Sin W with a data hiding technique 7, for example, LSB replacement.

4. Based on the properties, of T, select an:appropriate compression algorithm to
compress the stego-image-WW. For instance, for the LSB.replacement technique,
apply the zlibJalgorithm (note:the JPEG compression algorithm is inappropriate
because it will damage the LSB where data‘are embedded).

5. Convert Winto a PDF image object.

6. Replace the original PDF image objectiin P with /7.

4.5.2 Extraction of embedded user information

To extract the user information hidden in the randomly-selected image, the user
key digest should be calculated first. For given auser key, we compare the current key
digest and with the key digest hidden in each image in the stego-PDF file. If the
comparison succeeds, the currently-processed image is regarded to be the one with the
hidden data. Then we proceed to extract the hidden data which include the user key
digest followed by the disturbed user information. We then apply exclusive-OR
operations on the disturbed user information and user key to recover the original user
information.

The detailed algorithm of embedding user information is described in Algorithm
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4-4 below, and the flowchart is illustrated in Figure 4.7.

Algorithm 4-4. Extracting user information in a stego-PDF file.

Input: a user key K, and a suspected stego-PDF file P.

Output: the user-information S of P or none.

Steps:

1. Enumerate all the images M,, M,, ..., My in the PDF file P where N is the number
of all images.

2. Generate a key digest D from K by exclusive-ORing all bytes of K as D =
k1 Dk®... Ok

3. Use the data extracting technique 7' corresponding to the datahiding technique
used in Algorithm 4.3 to extract data §; from each M;i= 1, 2, ..., N, and divide S;
into two parts, the first P; being just the first byte of S;, and the second Q; the rest
of S..

4. Fori=1,2,..., N, if P; and’D matchesythenrapplyexclusive-OR operations on Q;

and K to generate a byte sequence S whose length is equal to-that of Q..

The proposed document” management server will integrate the above two
techniques (described as Algorithms 4-3 and 4-4) to implement copyright protection
and file distribution control. The relation between a manager, a user, and the
document management server is illustrated in Figure 4.5. The experimental results are

shown in the next section.
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4.6 Experimental Results and

Discussions

In our experiments, we designed a user interface for the program we have written
in the language of Java to implement the proposed watermarking, embedding and
extracting of user information. The results of two experiments are shown here in
Figures 4.10 and 4.11, respectively. The first was conducted on a Chinese PDF
document. Figure 10(a) shows the original PDF document and Figure 10(b) shows the
watermarked and informatien embedded after watermarking and embedding user
information into the eover document through the Server side program as shown in
Figure 3.9. Figuré: 10(d) shows correct extraction of the hiddén message using a
correct key, and Figure 10(e) shows an error message withian incorrect key. Figure 11
shows the resulf of the second experiment conducted on an English' PDF document.
The figures are similarly interpreted.

In this chapter, a watermarkwtechnique=for=copyright protection and user
information embedding technique for distribution control has been proposed. The user
information is disturbed with'a user key to protect the user information and make it
hard to detect and break, so theiuser information .embedding technique is useful for

distribution control
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Figure 4.7 The flowchart of user information extracting process.
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Figure 4.10 Illustration of experiment (experiment 1) of proposed method.
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Chapter 5 Authentication of PDF
Files for Fidelity and Integrity
Verification by Data Hiding
Techniques

5.1 Introduction

More and more information is carried by digital'document files. One advantage
of using digital documents is the.convenience to replicate and modify them, but this
also causes a disadvantage, that1s, tampering with digit documents becomes so easy
that their contents become unreliable and need be‘authenticated. The PDF is one of
the most popular rich text documents, so it is desired'to develop a method for
authentication of PDF files for fidelity—and-integrity, verification by data hiding
techniques.

In this chapter, a method, for PDF file authentication is proposed. In Section 5.2,
the idea of PDF authentication is described. In Section 5.3, the proposed method for
PDF authentication and a detailed algorithm implementing the method are presented.

In Section 5.4, some experimental results and discussions are presented.

5.2 Idea of PDF Authentication by
Embedding Authentication Signals

into Text Matrices

In the previous chapters, we proposed a new technique for data hiding in PDF

53



files. In this chapter, the proposed authentication method which is implemented by
applying the previously-proposed techniques will be described.

In order to achieve our goal, we propose to embed authentication signals in the
text matrices of each text object. The authentication signal is generated from the string
in each text block and a user key. Verifying the fidelity and integrity of a PDF file
then is just to extract the authentication signals from the text matrices and matching
them with the signals which are generated from the strings in the currently-processed
text blocks. The advantages of hiding authentication signals in text matrices are
multifold. First, if any text object is.moved, the authentication signal in the text matrix
will be destroyed. So,eur method can detect illegal movements. of text objects. Second,
if the strings in thé text objects are modified, the embedded authentication signals and
the signals generated from the modified strings will not match. So, our method can
also detect text"modification. Third, if a PDF file is regenerated by another PDF
generator, the authentication signals in the PDF file will be destroyed as well, and so
our method can also detect regenerationtof*PDFfilesr Furthermore, we protect the
security of the authentication signal by exclusive-ORing the signal with a user key in
our method. This ensures.that an illicit user who. does not know the user key cannot

create fake authentication signalsito cheat other users.

5.3 Proposed Authentication Signal
Embedding and Extraction

Processes

Before embedding authentication signals, we need to scan all the text blocks and
their corresponding text matrices. For each text block, we extract the string in it, sum

up the values of the ASCII codes of the characters in the string, and take the
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modulo-256 value of the sum to get a digest of the string. Then, we apply
exclusive-OR operations on the sum and the user key to generate an authentication
signal, which is then embedded into the PDF file using the method proposed
previously.

The details are described as Algorithm 5-1 and the flowchart is illustrated in

Figure 5.1.

Algorithm 5-1 Embedding Authentication Signals in a PDF file.
Input: auser key K = (k, k5"t ky) where each k; is @ byte, and a PDF file P.
Output: an authentication signal-embedded PDF file.
Steps:
1. Find all the'strings 7; in the PDF file P and their corresponding text matrices .X;.
Let the number of text objects be M.
2. Fori=1,2;3, ..., M, perform the following steps.
2.1 Sum up all the bytes kj throughkyrof K~andtake the modulo-256 value D of
the sum. That is, compute
D =(k+k,+k,.+k,)mod256.
2.2 Apply exclusive-ORing operations on all the bytes of 7;, wherei=1, 2, ...,
M, and take the exclusive-OR value of the result £ and D as F. That is, for T;
= (1, t, t3..., 1), compute
E=1®1,®1,..01,,
F=D®E.

2.3 Embed F into X; by Algorithm 3-1.
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Adobe
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PDF file their text matrices.

Extract all characters in the Extract text matrix of text
text block. block.

Compute the sum and mod-256

Figure 5.1 Process of embedding authentication signals in a PDF file.

After the above procedures, if the PDF is tampered with, our program can find
out where the tampering occurs by verification of the authentication signals which are
hidden in the text matrices. The verification, simply speaking, is a reverse version of
the above process.

Before extracting the authentication signal, we have to scan all the text blocks
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and their corresponding text matrices. For each text block, we extract the string in it
and sum up the values of all the ASCII codes of the characters in the string. We then
take the modulo-256 value of the sum to get a digest of the string. Then we apply
exclusive-OR operations on the sum and the user key to generate the authentication
verification signal.

Next, we match the authentication signal so computed with the authentication
signal extracted from the stego-PDF file. If they are the same, it is decided that the
document is an unmodified one; otherwise, the document must be tampered with. The

details are described as Algorithm 5-2 and the flowchart.is shown in Figure 5.2.

Algorithm 5-2 Extracting Authentication Signals from a PDF file.
Input: a user key K = (k), ka, ..., ky) where each £; is a byte, and a PDF file P.
Output: a verification report of P.
Steps:
1. Find all the strings 7; in the/PDF-filerand-theircorresponding text matrices X;. Let
the number of text objects be M.
2. Fori=1,2,..., M, perform.the following steps:
2.1  Sum up all the bytes k&, through &y of K and take the modulo-256 value D
of the sum. That is, compute
D= (k +k,+k;...+k,)mod256.
2.2 Apply exclusive-ORing on all the bytes of 7}, where i =1, 2, ..., M, and
take the exclusive-OR value of the result £ and D as F. That is, for T; =
(t1, ta, ..., 1), compute
E=1,®1,®t,..91t,;
F=D®E.

2.3 Extract embedded data from X; by Algorithm 3-2 as 4,.
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2.4 If A; # F, then decide that the contents of 7; have been modified and

mark it so in P.

Adobe

Original
PDH file

A

Search for text blocks and
theirs text matrices.

|
v v

extract all characters in each
text block.

Extract text matrix

Sum and mod-256

o
Data XOR key = key

Adobe

Verification
report

Figure 5.2 The process of checking the fidelity and integrity of a PDF file.

5.4 Experimental Results

In our experiments, we designed a user interface for the program we have written
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in the language of Java to implement the proposed authentication method. The results
of two experiments are shown here in Figures 5.3 and 5.4, respectively. The first was
conducted on a Chinese PDF document. Figure 3(a) shows the original PDF
document, Figure 3(b) shows the modified PDF document, and Figure 3(c) shows the
result of the verified PDF document through our program. Figure 4 shows the result
of the second experiment conducted on an English PDF document. The figures are

similarly interpreted.

5.5 Discussions

In this chapter;. a method for authentication ofithe fidelity. and integrity of PDF
files by data hiding techniques has been proposed. The propesed authentication
technique can detect various types of PDF file tampering. The authentication signal is
randomized byra user key, so it is not easy to.create fake authentication signals. The
proposed is reliable to protect .documents from. tampering as: proved by our

experiments.
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(a) The appearance of the original PDF document with Adobe Acrobat Reader

window.

Figure 5.3 Illustration of experiment (experiment 1) of proposed method.
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(b) The appearance of the tampered PDF document with Adobe Acrobat Reader
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Figure 5.4 Illustration of experiment (experiment 1) of proposed method (continued).
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(c) The appearance of the verified PDF document with Adobe Acrobat Reader
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Figure 5.3 Illustration of experiment (experiment 1) of proposed method (continued).
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Chapter 6 Conclusions and
Suggestions for Future Works

6.1 Conclusions

In this study, we have proposed a data hiding method for PDF files as cover
media. This method is useful for the applications of covert communication and
authentication. For copyright protection and distribution control, we have proposed
another data hiding technique.

For covert communication, in the proposed method a ,given secret message is
disturbed by a user key and.embedded into a PDF file. The embedded message is
plain text. According to our experiments, plain'texts without any special encoding are
easy to attack.If an illicit user knows our algorithm and the encoding method, he/she
can extract the'embedded message easily..-We improve this weakness by adding a user
key to randomize the original message: Evenrif anvillicituser knows our algorithm and
the message encoding scheme, he/she cannot extract our -Secretymessage without the
key. Randomizing secrét messages can enhance the.security of the proposed method
for covert communication.

For copyright protection and file distribution control, we have proposed a
watermarking method and a user information embedding scheme. We have also built a
document management server which implements the processes for the two techniques.
The user information is hidden in a randomly selected image in a PDF file. An illicit
document downloader can hardly steal the embedded user information, because
he/she cannot know which image we selected for hiding the data. The user
information is protected further by a user key which is not easy to figure out. On the

other hand, if a watermark is removed or destroyed, the embedded user information
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will also be destroyed. This can enhance the security of the embedded user
information.

For integrity and fidelity verification, we have proposed an authentication
method based on a data hiding technique. The function of this method is also
integrated to the previously-mentioned document management server. Authentication
signals are generated and embedded into every document which is downloaded from
the server. The proposed authentication signal is sensitive to reveal the changes of
PDF file contents. The authenticable changes in a document could be illegal moving
and modification of texts. We ‘embed authentication signals into the text matrices for

authentication verification.

6.2 Suggestions for Future Works

Several suggestions for future researches are enumerated as-follows.

1. We may develop additional techniques for some special casés, for example, a
text-only PDE document, in. Which we have no image inithe PDF file to embed
downloading-user.information. We could add a new dummy image for embedding
secret, but such a method 15 too easy to attack. One ‘way out is to replace each
character in a set of characters with a text image, and to select one of the images
as the carrier of the downloading user information.

2. The proposed covert communication method can be improved by replacing more
types of objects in the PDF files and mixing the proposed methods to hide data to
confuse illicit users more effectively.

3. The proposed user information embedding method can be improved by hiding the
user information in other types of objects to strengthen the security of the

documents.
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The proposed authentication method can be improved by hiding the authentication
signals in more types of contents to enhance the effect against more types of
attacks to PDF documents.

The proposed document management server can be improved by adding supports
for other formats of documents.

Our experiments are just implemented on unencrypted PDF files only, and the
methods we developed could be improved to be applicable to encrypted PDF files.
For authentication of PDF files, the method might be improved so that it can
detect changes of text styles.

The authentication signals-are embedded in text blocks in the proposed method,
and we might adjust jthe sizes of the text blocks ‘dynamically to achieve
adaptivenes$'in authenticated details of the PDF document.

The methods we proposed can protect our documents, but the document server
works on the Internet, and it could be.attacked by malicious users. Improving the

security of the server is another.importantissue'werthave to take care of.
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