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Abstract

While the digital technologies have become highly utilized in the Internet, the
on-line users are able to acquire the digital contents very easily in variant ways.
However these emerging trends did not benefit the content providers because of their
copyrights had been violated. This drawback restrained the development of the digital
content market. The content providers would need some mechanisms to enforce
access policies and to enable the consumers for better utilizing the licensed contents
with extended allowances. The approach, DRM., (Digital Rights Management) system
was proposed to resolve these related problems.-The DRM system is a system to
protect and manage digital contents, and to_contrel the usage and distribution of
digital contents. It is intended:to-only allow proper authorized user to access the
protected digital information.

Although DRM systems. have malready prevented digital contents from
unauthorized access, it is still insufficient to provide the adequate functions to address
the “Transfer Rights”. For example, the pessible transactions of digital contents might
occur at rental store, secondhand market, etc. These traditional business behaviors
were not well considered and put into design of current DRM systems. This ignorance
definitely lowered the consumer’s desire for purchasing the DRM protected contents.
Furthermore, consumer still cannot resell copyrighted contents arbitrarily within the
existing DRM systems. This limit violated the common use of property in a real world.
In this thesis, we proposed an enhanced mechanism in which the “Transfer Rights”
should be allowed in a DRM system. Based on implementation of transferable rights
in DRM systems, we proposed two new business scenarios. One is an “e-Learning
Content Rental Store” in which consumer is able to rent the e-Learning content media
via on-line. The other is “e-Learning Content Secondhand Store” in which consumers
can resell the e-Learning content media, specifically for those they purchased from
others. These two proposed scenarios would enable the transferable rights with more
reasonable and legal use in the DRM systems.
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algorithm)
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® HRipFFEGE AMLIERE FAGE R T A T
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Fhrekhk o WA AT LB R RIS LTI REEESFIER
B E R

® - BRciIoRE R R RE E R b IS {ogE b e F AR e ip e

& 35 LR ML B B2 [ endg 4 0 B fom ik a2 (Filtering) o /&
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4g(Compression) ¥ * -
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AR Yy gL EHRRE T R
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Pl kP4 Rights ehig * o A f R e REL %3 W3C ¢ ODRL[9]
ContentGuard 7 XrML[10] 2 MPEG # MPEG-21 REL[11]% % » #-¥fig
REL » 4 it de

® ODRLhgH#HEF i Hi HiAs~ite #‘%Eﬂ (Rights) -
(Asset)frd % * (Party) » T % ik = fa 4 v ~ ¢ 5 Offer &2 Agreement
%7 (LH2-5) - ODRL B % % 1 ~1fL£7k%s—E' R AR FA
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Digest/Key

Digital
Signhature
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gl soremen]
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® 2-5 ODRL % % 1

R E NG I AL AT RGNS T E

<?xml version="1.0" encoding="UTF-8" 7>

<o-ex:rights xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:xsi="http:/Amww.w3.0rg/2001/XMLSchema-instance"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xsi:schemalocation="http://odrl.net/1.1/ODRL-EX ../schemas/ODRL-EX-11.xsd
http://odrl.net/1.1/ODRL-DD ../schemas/ODRL-DD-11.xsd">

<o-ex:asset>
<o-ex:context>
<0-dd:uid>urn:ebook.world/999999/ebook/rossi-000001</o-dd:uid>
<o-dd:name>Why Cats Sleep and We don't</o-dd:name>
</o-ex:context>
</o-ex:asset>

<0-ex:permission>

EX:Expression
Language
entities

DD:Data
Dictionary
elements

DS: XML
Digital

Signatures

? P Alice™ 12 7))

Asset

<o-dd:print> Permission

<o-ex:constraint>
<0-dd:count>3</o0-dd:count>

</o-ex:constraint> Constraint

</o-dd:print>
</o-ex:permission>

<o-ex:party>
<o-ex:context>
<0-dd:name>Alice</o-dd:name>
</o-ex:context>
</o-ex:party>
</o-exrights>

] 2-6 ODRL <77 License # i

® XrML &4~ & d Xerox *7% B REL> § FF31 & % i4 ¢

Party

TR

BRI i N F EIRFRE 22 0 E 5] XML # 4 2 120 XrML
Jee p et o XML B2 F it > ¥ 1995 DRM A sl 5

R e R sl (L 2T) o deE R
ik » P ¥ 4e » H © cametadata 47 12572 o XrML #94
R R

It
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(1) Core Schema : & z #73 7w fRA H 2 NTE o

(2) Standard Extension Schema : # 7 — 4k i * XrML % & #ic 5% ¢
PTGl T o

(3) Content Specific Extension Schema: @_& #ic iz % 2 PRi% 57 DRM $-

,
B o

e

~
' \

—~—~/  Future

\  Extension
~ - e

——

"
{  Future y——
\  Extension
N - -

—

E]Z?XrML ﬁ?)* ”“t‘i
H=Ns
XrML £ ODRL r’v’ﬂTlF}é‘@ Ipiﬁ "w**‘*l}\ 7 BB ERENAENT
% ODRL 3t % 3 chfy Bk L “rfienfird s g2 iz mu = 3
THEEM @ XrML® *f" =l —}mﬁﬂ‘ o BV BEE B RG]
Bodrid it S HFREEL (Unlversal Description, Discovery, and
Integration » UDDI) » 7 3 & " =5 15 i 3 | 48 TL PR B 2y PR R B 1

P E LT 6 o T A E DRM A gk 5 E -

MPEG-21 REL( MPEG 21 Part 5 Rights Expression Language ) £_& XrML
20 g 2w E ¥ > m MPEG (Motion Picture Experts Group )

FAFE - P P RO RER LR D o MPEG-21
REL #_ XrML 3 A # % B > 32003 # = % 1SO & # - MPEG-21 REL
USRI B MPEG-21 % Hf8i=2E ¥ ch- BIRA *l;fgg MPEG #74
FTend AR - R F BIRERE RS Ita it g £ 0T L E
T Ak g ki T4k ey EL “ E 3 ety di[12] o v b ARe F F A
i"’aér_ﬁff_%‘f‘ 'lilﬂ;’\”“}'m@‘”’—f’g Jl%’*ﬂz\éﬂ Rights
prEEE o MPEG-21 REL * 3R F ¥ 10 4 5 = BI0A » & — Nix &_
4 & (Core)fRa » & = R4 § &% 2 ¥ (Standard Extension)s% 4 » % =
B0 e % ggp s @ (Multimedia Extension)fR 4 o 4c@] 2-8 #77x » = B
Me e MPEG-21REL » & %% 7 A K7 2£ ¢ cdR A o
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o | 1 1
12 3L % 4t B8 2L A Pk SR :
1
(— &tk LB SR ( % 8 4 4o 4F b i !
BAER T E) WA AT E) ! i

1
Standard Extension Multime dia Extension ! Futwre Extension :
I e e e e e 2 A 1

E & (Core)

( B % MPEGREL A ¥ okfr eyt )

# 2-8 MPEG-21 REL %2 7 #

FFAP@RE A S4omd REL% )= License » 12T * MPEG-21 REL % ¥ -
Wl oo AArR2-9977 L MPEG-21 RELGF 2 ek & TR % ﬁ mH A AL S
2 44 (Principal) ¥ % % f&i% i* (Condition) ™ > 3+ 4F 2 _F /R (Resource) 3 7 X f&%x
1 (Rights) « 4% ¥ #**MPEG-21 REL e f8 k% = % A it 4o ¢

(1) 4 #@(Principal) © - & 7 ik 4 (provider) ~ & * 4 ~ BEF &
WENE A g 2 kg !bl“" > MPEG-21 RELH‘“ 2t ‘iﬁf—m
B ¢ T K Bk Jf<keyHoIder>mF\ FoowyH kAga
R iy d4p Fﬁimﬁﬁﬁﬁﬁ# L T e

(2) % & (Condition) : ¥~ %) A iy il o — L * PRI 5T PR 3 B

# *<validityInterval> ».4% {7 =t #ie<exerciseLimit> % {5 4 -

(3) &iE(Rights) : 1945 LMV R GFeh- e = 57 5 > bldov #§ @ ehiR
P g B <mxiwrite> > @P<mxiread> ~ 71 E <mxprint>% AR ¥
i

(4) Fm(Resource) : 5 i M =r& 4 72 Heiph Fir 2o Lds it - 2P
7% pF ¢ * <digitalResource > -

% 48 (Rights) |

4cF]2-10#777 » 2 MPEG-21 REL shlicensed® i) » fiz i 4 & ¢ Zp? Alice

FUIETFEONF AT AT RN LR T L AR o
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<?xml version="1.0" encoding="UTF-8" ?=
=rlicense xmlns:dsig="http: i w3 org/2000/09 xmidsig#"
xmins:mx="urn:mpegmpeg21:2003:01-REL-M*-NS"
xmins:r="urm:mpeg mpeg21:2003:01-REL-R-NS"
xmins: sx="urn:mpeg:mpeg21: 2003 01-REL-SX-NS"
xmins:xsi="http: fense w3 orgf 2001/ XML Schema-instance”
¥siischemalocation="urn:mpeg mpeg21:2003:01-REL-R-NS . /schemas/rel-r xsd
urm:mpeg mpeg21:2003:01-REL-SX-NS . fschemas/rel-sx xsd
urn:mpegmpeg21:2003:01-REL-MX-NS  /schemasirel-mx xsd"=
<r.grant=
<r.keyHolder=
<rinfo=
=dsig:KeyName=Alice=/dsig:KeyMName= Pl‘illll‘i]]‘cll
<frinfo=
=it keyHolder=
<mxprint /= Rishts

<r.digitalR esource=
<rnonSecurelndirect URI="urn:ebook.world/999989/ebookirossi-000001" /= Resource
<fr.digitalResource=

<ralConditions=
<gi exerciseLimit=
<si count=3</sx count= . e
/sy exerciselimit= Condition
<frrallConditions=
=fr.grant=
<frlicense=

] 2-10 MPEG-21 REL & License # &

3 **ODRL ~» XML MPEG-21 REL A "W > & g it ae 4 0 FF3f40 ™.
® ODRL:?% ODRL% ® - Fgive, 7 #Rights# i # & chg vk o givesz

2

£A 0 LFF A TS A @ BN A it R 0 A %
2,

(3 ehds iF o D Tgive se BRI A% > HAA2F H E 3 - 4p

ey - B A% sell R 48 %moiﬂ’ﬁ—ﬂ%%ﬂ’l‘%

”W“”J’Wj4?%R@mﬁ@§ﬁi&o@?\Jauiﬁ@
flrdtdt R G A AT ALKXRE XA LB g 7
Rights te.# = 2 /¥ st

po

® XrML: & XrML¥ » 25 #f wRightsi& g cnfg il ~ % > e & ree* ¥

—

_ ﬁ_" N A - BE

7% /R (Resource) » T 4G H 4 o bi4e & XML

Ao A ArE ReofEqls Tedit, - Tembed - Textract, = B -

T AR DY 0 LA R R R 2R R AR R BT

&
PiEs D o 2 B R RSATT R TR AR A hp] T BLIRAE A
Eia

AT RAVRAE o # e 3E 0 XIMLT & 5 Rights= > # 3% «hfg 11

® MPEG-21 REL: % MPEG-21 REL * ’radath ~ Fdiminish ; ~ " enhance

= "ﬁ# AT A AR e @37 g0 BB EGE T Ry o x

> MPEG-21 REL» &7 Rights= 2 # R gl ~ % 5 & o
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=~ VHEREHS DRM #4

A% F A& M- £ Transferable Rights ¢ DRM 7 %2 % #3] » ¥ 2%
Transferable Rights 2 H p A 172 » o BF 4 S22 f 7@ (7042 » H X3P License
R 2 HoAp B ) > Bt £ 5 - % 2 XML-Based License § & -

3.1 £ 3 Transferable Rights e» DRM 7 % -3

/\ \

Ba DRM i stenficizp 7 > g * P L VHEMS M A 2 Y 'é *
L AL NI TR N RN O GE . ST J@kf@f»‘m«# Ty N" *
F o bl BE R T BB G R § - ) § - # DRM ks
@ AP o n¥ A Wang £ A [18]4# 5 ¢ 5 3u i C2C :’v’vgtw * reselling model
YRR Ul N st SRR Ll N e [ﬁ ﬁ,lﬂil ER N 73 ’—,’E—[?)’]ﬁ{r*ﬁ

“iﬁﬁJ mza m}f%qf o
f&wﬁ*%ﬂwéﬂﬁﬁJ4ﬂwﬁ 3L > Chong % * [14] & 2006 & #% o

Transfer Rights it - 385 ) § F 7 iz iw— B 7 4 {71 * 4 (Usage Rights)
ﬁﬁmaﬁiiﬁﬁge,ggaagn@@«pgcwz@,;1gﬁ¢ﬁDRM,&aJ,ggﬂ
jé —;1;']#51’52 FF IR oy § A B PR FhE 2T A

+ (Smart card) % 245 B TS | OREE o 222 LR R A Fdp T
m#»*%ﬁ‘%l A R R RE S RS o ES > R Y 7 ke
THd R AP F oW R HE R ll%*#?}a g o AR Y AR Y HAEY
ﬁ&®ﬂ?°ﬂ*f¥*%ﬁbﬁ¢ﬂ &wﬁ?tk—%?fﬁ—%ﬁ

Bt ok % g Usage Rights # ﬁﬁ% H BLTRiRh 2 P e R g

J%;’imPC,} CHEF T2 A 20 H R FlAeF

® FERIUHEE Ao
) ;hg’;ff\g‘p ’Fm:,\ﬂ\

o Er%—{ﬁ bta@_’%‘jﬁJ »}; '
o

- K PC s AT E S RS P PR PR kg 58 an T Software
TokenJ »e & ﬁi

*iE Py M T4 | chDRM = 3 % 1%/ ’;F‘,'K%:‘i’é_f[# A ko
FRABPESLE A DA T g ER AP REE N T EUER | o ki
PEEER LR L ER AR R BUEB LR A 'rﬁf’F;‘é o Tt de
Bl 3-1 #7571 » Vi 4% 41— & 5 Transferable Rights <7 DRM 7 ¥ < % #23] & f2 4
Feimp F o THEUES ) BT
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Rental
Consumer

- OB
Grant

Rights Consume|
Grant

Issuer,
Distributol @

Aulh(y
Folceers, e ‘ ' —l .I.'. o
“orRm protect process 2
| Madia !-\(\.._ - ?(’ g;mlﬂbuloﬂ

Consumer
Reselling

Transfer
_*__ il > AT
: 1 = =/ Consumer
PTG i STk
Encryption — i
LFRangpes rubies -
£ B - 3
— ¥ Frotacted "}‘ Physical @O
L_ - _erdla file =Tt ) distribution Mp3 player ete.)
. ~3 media

FI3-1 £ 4 4 U5 SDRMB £ 2 3 03

0y

3.2 Transferable Rights 2 s

dom BI3-19777 2 £ 5 LA ODRME £ % 5 03] - 2 i * olicenseF 1
Ao Bl 3-2475F o

<Usage-rights>
<Description>
<Structured>
XXXX
</Structured>
</Description>
</ Usage-rights >

Protec d content

<Transferable-rights>
<Description> 1
<Structured> |
XXXX 1
</Structured>
</Description> 1
</ Transferable-rights > |

S UEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER

B)3-2 £ 3 &% %g"' % Transferable RightserLicense

g- License ¢ 14 7§ — A chig * i *U(Usage Rights)h > 37 ¢h 54 i 4 4e 7
Transferable Rights » @ 7 Fg TEWP 4o 0 ¥ 2T B33

® Rights Grant : ¥ ¥+ * £ 'T5 % I”*ﬁfy o ARSI F

Usage nghts 2A s A agdl o ® ’£+_Grant7‘ %;ﬁ AP LR
® Rights Transfer : ¥ sc ¥ * £ Uipi— X 2 FH o 7 "'rvy,:sl:g;}g@y};

_-jz——: <
i
“ Rights Transfer &4x 34 # - w4234 # GTransfer Rightsig & 4 i85

For 24 LAk i)
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Transferabie Rights

Rights Grant m
Rights Transfer Cj/_\‘.

B3-3 Transferable Rights=+ %, B

3.3 Transferable Rights &:& i 7

A P Transferable Rightseru& (e iz o » AP LA R L B2 &4 AT p
FREF-FENEE R, AR, FE RS TR ES T

(1) M %4 (ContentProvider) : p % #& %% BDRM } seemgng s
B 4t @&ﬁmfﬁ$%4DRMﬂuu’ %?“DRM;cubtmﬁ%#:
AER- B2 ol )R Rk R R AR o T #&metadataﬁi%] rFRE R
19 M 1212 MP*d FRB s B 80 2 2R T
o F R ﬁmﬁﬁhﬁaﬁmﬁ?%ﬁﬁﬁ@ﬁ%&mﬁﬁﬁﬁﬁ
ﬁ’%éiﬁﬁ@’ﬁﬁ%ﬁﬁﬁﬁﬁﬁﬁﬁﬁiﬁapgﬁﬁﬁﬁg
MAEH e

(@) F & iy (Renter) =Pt R EDRM 1 203338 14 » £ 1* DRM
% ..‘wﬁ BT A FHEEPN FRENORETETRELEKEN 3 &
EEFRE B ERERRMF T REREZBY R H L LK
R > AR F gy 2Rights e ¥ ¢b > 7 8 ﬁﬂj'%?#ﬁr*— }@
B Aw l‘r'/ﬁ 2 3553‘&3’:'” NEARRERR O FAL BRI ’7~' i/ﬂ 7 ﬂ
@%wﬁa;ﬁ#@’jﬁ%e%%ﬁﬁ&ﬁﬂ?%%ﬁﬁ%%1§°

(3) ¥ % # (Consumer) : (iBDRM & seeiasdis » f §# #7 BBRT 1
oo Bl R 7 U PpeiF 49/\53-% e N AR SR EHER S BN

BERFORES IR @ »lﬁﬁjﬁ'ufﬁliilr/ﬂ %‘f—*"ﬁxxf_p\ g
TR ) %”'ﬂzﬁ"w (41 * £ = 23 9DRM i &‘u%")éiﬁ{fip\ THhE

B z:iftl 'kéi» ,fﬂ_—}( ;-ﬁ»%s,.ﬂ Luﬁgtfell\, wmiEhe o p ;ifi'i"%‘ﬁ
$WW*m%ﬁ$€%uﬁﬁkﬁ%éﬁﬁzsm:%*E%' e el
# R TR AOTN FREF T T oOdR o d P Rights iR 2 G it

g XU ERIE A

BT o F I ER ngéw EREE S 3 & L A
AR AR TR o N P Lm%Bmﬁ&ﬁﬁﬂ’ Wwigéi amx@
ﬁjlgggﬁﬁjmléyﬁlq’lgk Zq—\”"r};m*& \|| :’_';Fb”ﬁ T Lo

LR AR R FREFHE FRUR BT 23 - T ey
e FI R @mﬁm%ﬂﬂjzgﬁfﬁﬁm¢&ﬁ’ﬁﬁ LS
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J""Jﬁ < SLF e p (7297 o XA g b F PRIghts » 8228308 25 & B b
: nghts#?zp & 75 5 RBIET TN RFERP G LBEE A
Rightsig%%ﬁﬁr‘ * - ”ig »é‘,;?}t;»;-v}g—ﬁ s Bixd B AT J’Fl,fw P -
£ ¥ mRights£. % £ 5 . %a«r} o &rl’ﬁ‘]S 4"Lr—r » % - Rights Grantmsﬁ TR B
WA AT U RA ARG E L T
B 3-4 nghts Grant mL TH-A
Fobo AREOET P @:L'ti .ﬂ’;‘:%&mi ¢ &V &R H ODRM

*ALPPRE - BRightsi £ {:é«f v?nE’— é. ¢ > lgﬁi‘i EI2 o Gldel AP FHRE
KR B DA R K R g?*ﬁﬂ v AR R S Rights i
A o N *@DRM,’, WHRIghtsig# L4F % & 2 & i) 7 H oo
7 —‘F‘f 7 ehRights Transfer » @ H g f25% 12 1L ﬁaﬁi I %}u—" MR o ke
Rights Grant# F e8_> @;ﬁ% eUsage Rights 3 A& # = fs 4k k svp dgcdd >
%% 4c B 3-547 7 2. Rights Transferms\ EHCA > B AP T R R el
E%2 % ; o e G MR R Mfey 2 B eoRights Transfers # 2 & % & e 4
g

R L Bl R R IR AT Tt A b L R GAT] 6 ShRights
Transfer -
Transfer
O
i Rights "QG
EEE%' l____l'f}f_‘ 1(@@ ';_!) Lot E""m Transfeg
s "‘"f . |
\_<&@‘ i S (

Portable

Protectad 3 N Physical device (CD.
____Imedia file “_;‘3 distribution mp3 player elc.)
] media

®] 3-5 Rights Transfer & % 7]
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3.4 Transferable Rights & e 42

Fi w3 % i F (Grantor) £ 4 4% 7 F (Grantee) > DRM i 5> 3% 3811 7 42
B it 7 Rights Grant o H & 4% i 47 (¥ /% 4 [ 3- G”Lr'r C A B 4o

Content Registration : ﬁi;J » GrantorsrContentr 2 4p B 3 42 3|DRM & 5t o
Purchase Request : Grantee4rzi P B Grantorsrfici=p % P# > Grantee /g @
i# Purchase Request’:DRM % %t -

B enfE U A 2 R A M AR

License issue Request : #i& 7 LicenseCreate()p » 3+ 4 *Lif it + e
Ao FpR S 75'3 K_12 Grantor:License® * #EFLiE % 5 A o &4 > Grantor
LS R PERT S Grantees B UG A PFRF L R @R P L SLPER S
Grantees B U 4o o e 5 7 £33 % 1 gFrd= 8 > & Jf flicense & 2
P EHErRIEE > a8 SRR AT

(1) @ * Ak -

BAHBRAFT L S - BPpP A7 EFH 27 BH%RFEAE3-1FH U4|en
FoBATATORAGH T R AGH IR A - BB S8
FOLEFEATOR e A ST E BRI T

() 1% = ek

Fhitr B SN Pl Q=ATR*XHE =N -

FRG AR L EBACRE R 0 R EH DR LA
308 p ﬁﬁg;ﬁ—ﬁﬁ&%ﬁ et o B2 e

3) @ BB UIHE -

FreniR * R UG R AR R R U T FRIR -

4) His2FMH%HFE

FEEAHHE P E DM ol RKEEP S BIE B o

® OQutput License : % 3z 37=License % Grantee °

Old_BeginDate ~ Old_EndDate ~ New_BeginDate ~

New EndDate 3% 5 p # » ¢

p #pre | Old_BeginDate =< k& p # 4| = Old_EndDate
] NJew_BeginDate = #p ¥4 = New_EndDate

EI

Old_BeginDate = New_BeginDate

Old_EndDate = New_EndDate

1. Risp 2%
TH 2. %ﬁ'ﬁgp-rnewé }ﬁﬁgﬂTold

1 30 Thew ™ ATHHHHEZTE = Toa™ REHH
% K

% 31 B rLhmkE
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: Grantor

X

DRM

: Grantee
I . . | !
I Content Eegistration ] [
sl [
| i '
1 Content Registration Fesult | !
€ ! |
1 | !
1 Package Distribution | 1
T . _:;I
] I !
I ! Purchaze Request !
e | I
< ] ]
. . . ]
{Policy_Info, Content_Desc, R1ghts_Temp1alpte} tuples, [Authorization_Options] I
>

{Req Mo, Content ID', User Cert , [Rights_Template]} tuples,
Payment Info ,[Authorization_Metl}lod], [Authorization certificates]

Call
| ContentDecrypt()
]

I

I

_ I
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