Using Characteristic Code Database Approach to Prevent Screen Recording
System by Using APl Hook

GEERERE T

YR MR o

PoE X R4 L N E - 3



% s TR R K 4 38 2 API Hook % A# 2 B Rlék

%

,f‘ \-;‘b
Using Characteristic Code Database Approach to Prevent Screen Recording
System by Using APl Hook

R S
gk mE R

Student : Sung-Min Lin

Advisor : Dr. Deng-Jyi Chen

=4 5

L
CE IO S F
AL ‘

A Thesis
Submitted to College of Computer Science
National'Chtao Tung University
in Partial"Fulfiliment of the Requirements
for the Degree of
Master of Science
in
Computer Science
January 2009

Hsinchu, Taiwan, Republic of China

dERREL L AE-



i FHRE AR ek 4o 52 2 API Hook 5 A # 2 b Rk

%

,J(\ \\‘/L‘

SFEFT AR A ORTE TR EE7 e H i e 5 F L T en
EES hlig 2 o A H A &mkvmﬁﬁT’? AGEFSEDT IR F 0 A E

Bd o RAAEE 0 RR BT REAE T FREE S IR T
FEMARAPR) - - L8 F 5 KL T gFalRAIF PRITLR - & Rl O3
B3 o deim i B R iz i X g 5 ﬁ@ﬁimﬁ#%%’é$égﬁ
B f D ARE & AL o

$ES I RS RAEEM AR LRI R g
v ikd B ATA D3F S i N RS BT 0 doBic s g B 12k SL(DRM
Systems) ~ if # {# 4% %8 (Selective Encryption) $ #wer ¥ % 4 78 (Scalable
Encoding) ~ # iit4c % Hik(Stream Cipher Systems) ~ I# RIgHirEF L > P o
AR F SRR IS N SRR ¥ S SIENCE

(g

Ho o pp plergies P Hlc ) F - BE BN P E s
R F AR R 0 R Y Lo SR T S AR S WU IR F I A -
A HgE o B eni®iE + 3 H.2 Windows API Hook 17 3% » R E AR & St iefg
A HERERRs AT L e R AR T SRR
CEARE SR T UG sk A ISR RIS g .

hm g HEW i Windows APl Hook # 3% > » €5 # % &2 e bl4r& iE 7
ﬁﬁﬁéﬁﬁﬁﬁ@ﬁ&@’ﬁ*{ﬁw%ﬁﬂmﬁvﬂﬁvii° N A
AR BT D RS2 7 it o P AT RIS 54 2T R R A
7 R_EER IR o



Using Characteristic Code Database Approach to
Prevent Screen Recording System by Using API
Hook

student : Sung-Min Lin Advisors : Dr. Deng-Jyi Chen

Degree Program of Computer Science

National Chiao Tung University

ABSTRACT

In response to the advent of the information age, all walks of life continue to accelerate its
digital footsteps and become easily to get it, especially in the internet environment. If without the
protection of information, suchas pictures,.audioe, video files, can be easily downloaded and
copied. As a result, information was obtained to facilitate the destruction of intellectual property
information (IPR). Once the serious.acis.of-piracy, that would inhibit the creative will of the
original, so that the original into'the.development of the backward. How to prevent malicious
violations and don't affect the normal‘development of the multimedia industry, has become an

important issue.

In view of the above problems, the evolution of intellectual property rights had been unable
to keep up with changes in the digital era, which began to rise to the development of a number of
digital content protection technology, such as DRM Systems, Selective Encryption, Scalable
Encoding, Stream Cipher Systems and Screen Recording Preventing Technology. The purpose
is to ensure that the multi-media industries in a positive direction, as well as the ecological

balance between the rights of a network of maintenance

The Screen Recording Preventing Technology is an important technology currently to
protect digital content. The purpose is to prevent users to use windows or desktop capture
program to record the content of the course and spread it. Most of the common technology is to
use "Windows API Hook ; to surveillance systems or processes events related to the capture
screen images and block or stop this behavior. This technology is already quite mature and can

effectively prevent the use of most of the software of the recorded behavior.



However, if only a simple way to use " Windows APl Hook |, also has its shortcomings. For
example, use recording software in the remote control can’t be prevent effectively, or might be
regard as suspicious behavior by anti-virus software, and so on. In this study, | will bring up a

new method of Screen Recording Preventing for some shortcomings and tend to reinforce it.
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Sleipniz axs 1132 ClossFile ADecurneats sad. e tingshjeny, JERRVLIN,.  STCCESS
Sleipnic e 1132 CueateFile ' Decwrents snd Settingsyjeny JERRYLIN. . SUCCESS Lesired docess: Cen.
Bleipnivee 1132 CreateFile C:Docwrents and Settingsyjeny JERRYLIN'. . SUCCESR Lesied dAocess: Rea..
Bleipnivee 1132 QueryFileIntemalinfi... C:\Documents snd Settings'iewy JERRYLIN. . SUCCESS Indesdlumber: GbdeZ...
#leipnir exe 1132 CleseFile CNDocwments and Settingstemy JEREYLIN.  SUCCESS
Bledpnir e 1132 QueryStandaudInforn. . C:\Documents snd Settingseny JERRYLIN. . SUCCESS Alloeationdize: 204...
Bledpnir e 1132 QueryBtandaudInfoern. . C:'Documents snd Settings'jeny JERRYLIN. . SUCCESS AlloeationSize: 204...
R, 1132 Cruenytandsadinform, . CADocwments and Settingdjeny JEREYLIN, _STICCESS AllrcationSize: 204
Sleim e 1133 WiteFile ¢ ADocwrents and Settingsery JEREYLINL _SUCCESS Ottt 2,069,57), Le
B leipnc ee 1132 CleseFile ADacwrents snd Setingsjeny JEREYLINI. . STCTESS
Bl 1132 CresteFile ADacurents and Setingsjeny JEREYLINI. . STCTESS it e Bl
7 Sleipnicens 1132 QeryFileIntemalingo... 0 Diocumants and Sattingseny JERRYLIN  SUCCERS IndexNurmbes: (se2...

] Sleipniz exs 1132 CloseFils - Documents and Settingseny JERRYLIN. . SUCCERS
el exne 1348 CueateFile ' Decwrents snd Settingsjeny JEREYLIN. . SUCCESR Lesired Aocess: Cen.
el exne 1548 QueryInformationVal. . C'Documents snd Settingseny JERRYLIN'. . SUCCESS VoluwreCreation Time...
el exne 1548 Queryalllnfoometion... C\Dosuments snd Setingsjery JERRYLING... BUFFER CVERFLOW Ceation Time: 2008/...
ekan e 1548 ResdFile ¢ \Decuments sad. fetingsljeny, JERRYLIN,.  STCCESS Ofteet, 0, Length: 511
el exe 1548 CloseFile C:Docwrents and Settingsyjeny JERRYLIN'. . SUCCESR
ol Hleipnir.exe 1132 QueryOpen :"Docwrents snd SettingsYeny JERRYLIN,... FAST IO DISALLO. ..
ol Hleipnicexe 1132 CreateFile CDocwments and Setingstemy JEREYLIN.  SUCCESS Desited Access: Fes,.
A Bleipnir e 1132 QueryNetwodkOpentn... ' Documents snd Settingsjeny JERRYLIN. . SUCCESS Creation Time: 2008/
ol Bleipnic.ene 1132 CloseFile C:\Docwrents snd Settingsijeny JEREYLING. . SUCCESS
A Bleipmir ez 1132 CieateFile CDecwirents and Settingshjerer JIREYLING . SUCCESS Desied Avcess: Gen
B =i e 1132 CresteFile [ ADocurents and Setingsjery JEREYLIN, _STICCESS Fhdid s pass By
- B leipns ene 1132 QuenyFileIntemalinn... CADacuments snd Setingdjeny JEREYLIN, SUCCESS IndexdPrrmber; TS,
- . 1132 CloseFile ADacwrents and Setingsjeny JEREYLINI, . STCTESS

- B Steipniv.ene 1132 Querytendadinfoar... G- Documents and Settingseny JERRYLIN | SUCCERS AlloeationSlize: 20M...
T Sleipnisene 1132 Querytendaudinfoarn, . O Documents and Settingseny JERRYLIN | SUCCERS AlloestionSize: 204,
T Sleipnis ene 1132 Cuerytendauinfoarn. . C- Documends and Setingseny JERRYLIN. | SUCCERS AlloeationSlize: 20H...
T eipniv e 1132 WiiteFils ADecurreats sad. fetingshjeny JERRYLIN,.  SUCCESS Offset: 2,089,523, Le...
T Sleipnicexe 1132 ClossFile - \Dccuments and Bettingseny JERRYLIN. . SUCCESS
hea! ¥ leipmir exce 1132 CreateFile C:Docwrents and Settingsyeny JERRYLIN'. . SUCCESR Lesied Aocess: Rea..
Bleipnivee 1132 QueryFileIntemalinfi... C:\Documents snd Settingsieoy JERRYLIN. . SUCCESS Indesdlumber: bdeZ...
ol B leipnic.ene 1132 CloseFile C:"Docwrents snd Settingsyjeny JERRYLIN. . SUCCESS it

Fhowing 12,090 of 24,933 events (48%) Backed by page file

Bl 9 Bz Process Monitor 4R %

=

B = ke Word /242 B2 22424 ¢ & Inject 7 % 5 DLL #¢
oo A2 g 5 HOOKTOOL. dIT "* & 7 » 3% DLL 0 f %k T2 % £ &

TrustView sn% £ 3 4 & =% ¢ > 4@ 10 #7775 o

=

11



&7 Event Properties

[Event | Process [stack |
Image
IF Microsoft Office Word
@ Microsoft Corporation
MName:  WINWORD.EXE
Version:  11.00.5604.0000

Path:
|C 'Lngram Files\Microsoft Officel OFFICEL IYWINWORD,EXE

Command Line:
i"C:\ngram Files\Microsoft OFficel OFFICEL 1WWWINWORD.EXE" jn jdde

FID: 3100 Architecture: 32-bit

Parent PID: 1396 Virtualized:  nfa

SessionID: 0O Inkegrity nfa

User: JERRYLIM|jerry

AuthID:  00000000:0000d318

Started:  2008/11/3 bF 09:55:21 Ended: (Running)

Modules:

Module Address Size: Fath =

FHAME.DLL 037320000 0x21000 CHPROGR AR IWCOMMOMN~ 1 MICROS~ 1SMARTT . ..

FPERSOM.DLL 03730000 Oxze000 CHPROGRA IWCOMMOMN~1MICROS~ 1SMARTT. .

FPLACE.DLL Ox3a300000 0x21000 CHPROGRA~ ICOMMOMN~1MICROS~1\SMARTT . .,

FSTOCK.DLL Ox3azc0000 0:x1dooo CHPROGRA IWCOMMON-1MICROS~11SMARTT . ..

GoIzz.di 07 7ef0000 Ox47000 CHWINDOWSisystem3ZiaDIzz.dil

gdiplus.dll Ox4aef00o0 0x1a6000 CHOWINDOWSIWINS =S k86 _Microsoft, Windows, Gd...

GdiFlus. DLL OcE9E00000 Ox1b3000 :\Program Files\Microsoft Office\OFFICEL 14GdiPl...

Hlinks. dll OxFE7FO000 0x15000 s} \,WINDOWS\,SYStemSZ\hlInk dil
hrickefg OeEA5E0000 B4ES000 LI

H: [l Oix44000

hpcfant.dl O £E330000 023000 NDRITVER, \ £,
| hpcstr.dil Ox68850000 Ox4000 s} lWINDOWS\SYstemSZ\SDDDRDRIVERS\WSZXB&.H

ieframe. dil Ox1ec30000 0xb72000 CAWINDOWS\system32iieframe. dil

iertutil.dil OxSdcatoon 0x1b5000 CH W INDOW sy stem32iertutl.dl

IMAGEHLP.dII OxFece0non Ox28000 CHWINDOWS\system32 IMAGEHLP. I

IMECFM.DLL Ox3c 140000 0x 18000 CHPROGRA~ I COMMON~ 1 MICROS~ 11 IMELZS,
| IMELM.DLL Ox3c0e0000 Ox3e000 PROGRA ICOMMON~1MICROS~ IIMELZYS. .

|
»

DLl (3 0 0=9000

ﬂ ¥ | [Jnest Highlighted
B 10 WINWORD. exe ¢ %t 35 /2 » HOOKTOOL. d11

FIPL T U FERR T iR AR % 7 DLL Injection ehdkiE o B-Fr R4
O BAIEAEA Y o % R PR 2 0 4 T RIS % R G
- Mg et oo

212

a2.1 &9 » xR TrustView e0f Rlékiaz E_#% * DLL Injection #h
l’ F1% API Hook it il #td = eh APL &3t fopk > K 58 mﬁ =
L%“« FEIE S 0 FPE RIS F R WA SRR L
BT § AT Ak ¢ %%%’%ié?ﬁﬁﬁ’iﬁﬁ
ﬁa?ﬁfﬁ”¥@m@% ,ﬁaw*¢MFﬁm%ﬁ%,;w§%i
¥ AL lﬁél’w\? TR R B RART 11 orpe
TR E Wlndows ,I‘i suig * DLL Injection ™ %2 API Hook

whF
P e

'a; gﬂ: N "'ﬁ. = ‘3‘4:
- e T W
EE R
= m‘
N e §
-nJ *m_&. =K

J
P
s
5
NG
% -
¥
A=
i\
=
&
*3
h&‘
B
3,4

-

ok S BRI p R E RN o R ﬁi!‘ii’%i?%ﬁ:‘ﬁ woo e F_F A 100% e dg ik
1 A iv¥ % (4 Linux)

)

| & v\i& DUAIE P W ORISR T BR AE o
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221 miFregEd r R ta g p ¥

Ao ey BRAELTE AR API Hook ehiTix ¥ 11k B Rlgeng &
B B F el e v a2 2 g API Hook $iesim iz edke? 444
API Hook ihiFi# » 4 ﬁ»& AP Hook it fipl#r 2 0S ¥ #74 izl ch APl =

BoARPRGY fheampEp FE G QETIT - SRV LT R i
e

B R BB R T RGO R L K H T T

g% * VNC ( Virtual Network Computlng ) kB EEc  UNC e
#s z VNC Server 2% VNC Viewer = % Server i & £} # 23T "%
112 FedcViewer Hendg £ 0 @ & Viewer *’E | ¥ ¥ Server 3 @gﬁkﬁﬂg
o TRE K B 4B AT o

94-%

=1

VNC Viewer VNC Server

F 3

B 1T S b MR A X 5 W)

B RN F A 2 g B AP Hook i ip] > &t~ £ g o
ME o BI2EEEY BR FE G
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@TrustV!ew“'” Te—

@ Trustview DRM for LDPE S LN MEN

/Al IS tros

am| © 80 [Toomexs | Asotoodos | E2vo@als trms
Bl 12 # * BGip e s-X Rk s 2 ohg o

VNC 3 T # # #7# @ ¥ Serversh 3 %mm&ﬂ’ﬂﬁﬂﬁﬁhﬁDMmﬁ
pes @ E_ig* 7 Mirror Dm& [14] ”i““f '? @‘ﬁ—ﬁf’—”ﬁ T TR TS
— ]l} P é';— :ff:mrr ‘\% ’ ] -

2.2.2 APl Hook ¥

B KR F?%Q e F 1 Vord S F A ¢ 5 1 — B HOOKTOOL. d11 e e
Flet ¥ plEfc e 2 % % 7 DLL Injection endgkjiF » 3538 & * Hojirs £
B Wind2 4 A iLig * chd @ — F e ;xzz,_;)%%:gﬁjw,@%:«, ® DLL ¢ - % EXE
2 P fiods c0pd i £ iz B DLL 4 L 2 A2 5 ¢ E i7 o

)LFZ 1 ®F B és-ﬁ-‘ﬂms\m"s ¢, % o #* 1 Process Monitor 2 L%
=

7 ¢b 0§ DLL Inject 3748/ 5 0 o™ MR At ¥ - i edp £ 17 5 bk
o R P U LRSI 4 e APL R R 0 T S R
ECPEFRBB 2D A REIRADRRE o BB RISH Y o Pl g S
EPIFRIET hehF R F G p -

B RRFESpA MY B ERBRL BT TRV R T

B
i

N
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2.2.3 APl Hook #jtr& ;& & Linux @ *

POERE AR TR A 3B L B ehLinux (TE & Sk Bk Microsoft
Windows > $t#c=§ % @ T » 3% % Pfer AL EF L & Linux ¥ By > F 0 B
R4 a4 2 AL 3T A Linux # #17 #4558 § &> 2048 3 API Hook & &
10 F % Linux 8 > 2 & & FIE_API Hook % * **4F# Windows ¥ APl ¥ #* @ 3%
Jy e e 0 #Td A G * Y Linux BB

Az BRAL FI A RS HEE R R FFE L E AT 2
M - BATE RIE 2 f s "J 22 API Hook #i53 4pfe ePfEdgrndk 2 ¢t »
P P ﬁf'-#a“%ﬁ}‘ﬁ Rl k Se e T ob o 4 & TR IIATHE BT SR 0 1R UEE*?
Linux =% &

23 M EHI R

M mI P B30 A AFTY 7 Fleie o § A EPE File % st <h
BLA BT A A Al SR R R - F+’é1%&m%ﬁ%’ﬂ

AFE g P F v - (2 APL Hook $eatrinfs Rltiie » 1T 5 275 2. F % ¥
Peie o B gt g E Y o4 g = BEA5 APT Hook eip B 3 o

2.3.1 PEFile % %%z

PE 5 Portable Executablesmdg® > & Mircosoft Windows ¥ ¥ 4% {7z
4% 0 b4 EXE v DLL A% [2][3] o ¢+ #:35% 5 Microsoft #73k 3++ » & & 1993
#4d TISC Tool Interface Standard ) #&# i+ - A B. Luevelsmeyer 2. (PE #}
tst 1.9%) [1] ¢ $PE File sk 2843 = Famip o

B 13 5 PE File shff & #2358 ¢

DOS MZ Header
DOS Stub

PE Header
section Table

Section 1

section 2

Section n

B 13 PE A% #3°
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FER 13 e RN w P B¢ o DOSMZ Header #.- IMAGE_DOS_HEADER B
o i e ﬁfﬁé"MZ" R Ep #%—T % e DOS STUB p % Jq-\n * 3> 0S/2 ¥ 1
T P ﬁ'ﬁ@‘%ﬁi}%‘frﬂ fs ﬁii' > PE #% > v Z_DOS2 #p % ﬁil% ¢ 7 100
EAREN O FHFESHOS A @ @ R Rk rﬁ%%ﬂﬁ?ﬂb o thls program needs
windows NT" = PE Header ¥ Rl &As ' » ;e fRMpF 3 & * Flehdidfor A2 7 %
PE Z3% B R4 "DOS MZ header ; * 353 PE header “dz4-ih# £ o Flm B*iF
7 DOS stub E #& T =7 E & e94% 5 PE header > @ . PE&Ep2 {5 » 2345 F

o

i

Bl14 2 @ * Ultra Edit @ S ec- pr H A% » ©02 16 e mdgas 2 p
N R = B A R Fx%mPEﬁﬂr’ﬁ TR P HREEZ 1T L AR

g
i

AL RS AL PR KR A PERE B B4 0 L0 R PE R

FR2 (6PN 2? AR RFIER Y - B Compiler % ¥ = chEXE H 74 2 4%
PR e RPN F T AR FIRERET UPRER 2R TR

N

NF o F A TS PE HREF 18 BB -

oooo0000h: D S5h 50(00 02 00 OO OO0 04 OO0 OF 00 FF FF OO0 OO0 ; [WEP|........
00000010k: ES OO0 00 OO0 OO 00 OO0 00 40 00 14 OO0 OO0 00 00 00 ;7 Z...... i )
000000Z00k: 00 OO 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 7 ..o ennneennnans
0000003 00k: 00 OO 00 OO0 00 00 OO0 00 00 00 00 00 00 01 00 00 ;7 ... enineennnans
ooooo0040k: EA 10 00 OE 1F B4 0% CD 21 ES 01 4C CD 21 90 50 ; 2...227L7?7?
00o000050kh: 54 65 69 73 20 70 Y2 &6F 67 TZ 61 6D Z0 6D 75 73 ; This program mus
00000060h: 74 Z0 62 65 Z0 7Z Y5 6E EZ0 75 6E 64 65 V2 Z0 57 ; € be run under W
00000070h: &9 6E 33 32 0D O& 24 37 00 OO0 00 0O 0O 00 OO 0O ; inm32..87........
0000008 00h: 00 QO 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 ;7 ... evnneennnnns
O0000090k: 00 OO0 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 F ... ennneennnans
000000a0k: 00 OO 00 OO0 00 00 00 00 OO0 00 00 00 00 00 00 00 7 ... evnneennnnns
000000k0Rh: OO0 OO 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 7 oo eevnnasnnnnns
000000c0h: OO0 OO 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 7 ..o ennneennnans
000000dA0k: 00 Q0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;7 ... evnneennnnns
000000enk= 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 F ... evnneennnans
0000005 1 00 00 oo 00 00 00 00 00 00 00 00 00 00 00 00 00 ; . veeweenvnnnnes

000o00100k: |50 45|00 00 4C 01 O3 00 19 S5E 42 Z2A 00 00 00O 0O .:.L....*B“‘....

00000110k: OO0 OO 0O OO EO OO BF 81 OB O1 02 19 00 60 O6 0O 5 ... .27..... il
0o0o001z20hk: 00 30 00 OO0 OO DO OC OO0 AD Z2F 13 00 00 EO OC QO ; .DO...7.7...7.
00000130k: 00 40 13 00 00 00 40 00 00 10 Q0 00 40 02 00 00 ;@ J@B....B.........

00000140k: 01 00 00 OO0 00 00 OO0 00 04 00 00 00 00 00 00 00 7 ... evnneennnans
000o00150kh: 00 70 13 00 00 10 00 00 00 00 00 00 02 00 00 00 7 yPeessvnassnnnns
000001e0k: OO0 OO 10 OO0 OO0 40 OO0 OO0 OO0 OO0 10 00 00 10 00 0o ;@ ..., B nnnnnnnsg
0000017 00h: 00 QO 00 OO0 10 00 OO0 00 00 00 00 00 00 00 00 00 ;7 ... evineennnans
00000180k: 34 69 13 00 20 03 00 00 OO 40 13 00 34 29 00 00 ; 4i.. ....@..4)..
00000190k: 00 OO0 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 7 ... evnneennnnns

B 14 1= FHIEEF AR /N

¥
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2.3.2 Windows APl Hook 3 i

Windows (T % s b » LALF Hle 2 B i il B35 4 € & ¢ Message * @ity
£ % om Hook[6]%2 Message & 7 2% 7 cnff % > Hook e@ = L4495
MFw g R ’T*uiiﬁ 3 4 Message 7k su@ eni@ g 4 yj&{;;b » 1% 1% Hook
FHFT LRI P AJLARR ST J eniz e Message M B o

# Windows & 5™ $d% > #2157 5 2000 B = + 0 AP] BB A R g * >

t B A2 o $F Windows #r#k #e2 APl Snfcerd it 7 28 & B & 22 % API

Rop et ic o - AreniEii gk g @ % 5] APL Hook »  1Fik g 241 ™ Hook # 4% %45 3

APL &3t er v Bh» F0 03 2oV ihdp il ingl 3 p L& DS o 7 RISH R Y T

iR B ks RAY AR LG AT e PAPI R F SN o I
Bp-f it T e p FRF G573 -

2.3.3 MD5 &% % & 2
MD5 ( Message—Digest algorithmB) e /2% & 2 7 #-Z L & BT > 2 MDS
Rer A 2EY > FI - ERE ARG aE S o

o BRI TG M FAR T E 2 BT RS T Ak o B A
1:‘3:}}%\,% oo 2ROMEIEATE g2~ o
. MD5 S-BERREFRLZE CTAL NS FLEI RATH mJ s 4
FE 3R abceMDh SRRHE S BB RMLHE Sk eFy (@
I] abc #rip § FEE -

j‘ﬁg j&-i% * MD5 /ﬁ—;—r e ] m?‘} ey
TR AR g - BaE 0 A RE T { ?‘5 % ']:im%’ IS SHA—] .
E\‘ SHA_Z ;‘;53—/% /ﬁ—rr = °
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3.2

IV I—L'%

% o
/J‘\ :‘V

% A

K T2.2®% % YRt ig | - &° o i v APL Hook i B4 5% » @2
Bl BAREEWORE N T AR 3L EY e RN AFEY
RISHCI o A 4590 % chst W & Rk i TR AT > B A
Mgl 3 E o R R E R

7
A1 e pd ’E\\"Tﬁ
3.1 [ B e g
REE TR - R SR TR ] 0 SR 28 S R i Y
AL 3% 0 SRR E T ey
1. vE— 40 & - BH AT R v A
2R T AL S F T T Wk P i)
I’*{ T r%«F—E\' %PU
3.

FhHEAN mEEd B
LA BB RS ek G -

Z

WEE R R S TR T WL AT B b S vt g 2

-2
= - 7b
/?{Zﬁg'l} /‘ 5';":_‘_1\3

z‘&t. Fﬁ:ﬁi/ﬁ@mm R N =g AN IP = ' . ¥ A
v HER KT A Linux
o Has

FiF (F o

EEA TGS 0 B

;}?55 » I

'Jr—g =3 }?5

3.2.1

._{_E‘

N
=

P o B 14 A it e T (1)
3

3 .
2L T RARB DUE R o ) E"f‘l-‘}ﬁi—a-li%%ﬁ‘ﬁ/z ’
HH
%E)\?—}‘i]ﬁ_\i“ ’

2 g o1
PR AN [ Y X~ A AS
F
F 423 o

B A RATH R

RN T e
Fd b steniBaey o FRBEHEAIB/ABEE 0 R g

BEeRSx

B SIREN-E;

PEE 0 KR FAAN R Y BN

o

¥

mﬁﬁﬁ{g%ﬁ4ﬁwﬂm$4ﬁﬁw’ﬁ%ﬁk
EiES - HEEROF B AR A

VRERGAEEEKEN 0 HiE-
RN A2

v

A A
/?7-1#/2‘
I

JESY::v N
Gl SN 3 L Zgllfgl RPN § R PSRk
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ez 2 425575 (Binary Code) % #a i 4 acg it 8 chk ik o
b AW ETRARIRIE 0§ RIS EEE DR §FFR T kA

e
PO R BB Y SRSLAEA o he ] 15 ST 0 E B R B R 2T AR
# R R $

£ Windows T fFEHE FEX

#HEE ERD #wEE W SEH
| mEmEs, | BRI e | dERThEs | ERE |
(EREEH A
300 K
i 1BM 1] L1l6E
BT Trayvexe IBM 1] 5,604 E
Google Toolbartlot.. IBM 1] 1,500 E
GoogleUpdate exe  IBM an 1,700 K
ctimon exe IEM an 1,820 E
Gleddonitor.exe IBEM oa 3TIE
cozanth.exe 1IBM an 2,180 K
ACTWLIcon.exe IBEM oa 1,768 K
ACTrawexe 1B oa 2028 K
Bweliuilpr exe EYRTEM 1] LK
LPMGE EXE 1BM oo 3860 K
LwrayBch EXE 1BM 1] 112K
DEklcon.exe 1BM an 1,072 K
juahed exe IBM oo 3T E
scheduler_proxevexe [BM an 172K |
| msnmsgr exe IBM ali] 5 996 K w :
TR B HIERSERER D fﬁ?ﬁ&iiﬁiﬁn@
ERIZAEFF: 75 CPU{ERE: 1% SE{ER: 671K / 2584K

Bl 15 Windows 2595 32 B P eied? 42 B 71 4

322 ¥FiEIg g4

1995 T2.2. 1 PEFile & e p | ¢ » A (72 Windows ¥ & — ¥ 3 744
%355 PE# 2 RN hPEREE 2 (4 riedrens B R F RS DR AR F o
GNP AN F o RS ER SRS BT F o FE - R0 3 ko o
PR R TR BN F 0 ks __i;firﬁ;:,ﬁ%mj\,},é 7oL o

S B s

Bl 16 5 4295t — Mg Ko 9 F 0 S e A 4 i fe
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PERZ /G

DOS MZ Header

DOS Stub

[

PE Header

Section Table

:| offset

Section 1 A
iy —I— ﬁf MD5

Section 2 Py =
Section n

B 16 3+ Hcss A 4 SR
1. #_DOS MZ header * #5| PE header #=4:ih# €
2. TE-BAERE
3. mwymamERr F (0 BF A~ )
4, BB E )
5, #HBI L AN FEHIF R GEFRMDS ¥
6. FEB@T 16 A0 A 2T e — 2 A

3.2.3 FHxAS ?ﬁiﬁﬁ@_?@pq

A2 P 2 18 ’«fi’f j\iflﬁﬁa— B AR A TR TR
e FTRE R MES L CRERFHE 22 —?—IZL’E\;H-OIJTP‘P%I”W’JLH‘J
T

T

Wi W mp

LR A RI4AZS 2 34 AL DLL A% £ 4
LR 742 DLL 45 % < |

Fok P as | vE— R & B

¥ TR 2 X

B R 45 AR 5 S

2R PR TR
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Brewrp { ATE AN F 1% P BE BTV HD TR rAREEERLAL Yk S
RrenFL o “,ff 7 ir"’ﬂf]bi%']‘\ b s TR B R RS II‘_E'_J}'%Q °

3.3 API Hook 7 )4+ 2
BT B RAE A AT TR YRR

20 F - B API Hook enps ipl4Fficie » F]pt A F (TR AL FIm 1 &1 4
o R 2 oo g WA M enWindows APL &3t > e ik 42 2 #70 o

RAENEY 3¢ G
GetDC PR I TART K R A ( Device
Context ) °

GetDCEx |7 GetDC AR » §Z.5lictk R 4n TART £ 2 %
BARBE R ORI A T 2 R i
B A 18 enGD] Sl T o i
ek PRI P g R

GetWindowDC [P~ E BT (o453 ~ H i~ HA0H -
oA FE) m%%ﬁi‘f“r*ﬁ

CreateDCW i@ * g R ch &3 5 - BRAAIERF L T
%  Unicode °

CreateDCA | * g T3 5 - BRF LSRG L T =
8 0 ASCIT -

ReleaseDC |3 #_i% 8 GetDC ;% kB-iFeris» 7 * pFE *
ReleaseDC & ;% k% v

282 &9 g WlipM o APL & 8

=T KRB BAFT ] Ao B it adB AR B ¢ AP SisVen vyt o B £ Ak PE
File ® # ] Imported Symbols Table(ﬁa] ~ 254 ) 0t Table ¥ 354+ & PE Header
t6 e— % IMAGE_DATA_DIRECTORY %4 ¢ - j&v @ s VirtualAddress i=atp % -
¥ 35 ] API Sfieehr v 2 pk o

B.f¢ > ¢ * DLL Injection i3 3% » #-f7 Rl&tic e Hook F4p TehdZAz /i @ o
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B 17 5 DLL Injection #% /% ssip! [ :

Windows F&i

i
=3

tlyHook. dll

F§Hook

SeMndaofHookEx
-EE
1

'
|| MyHook.dll || MyHook. dll || MyHaook dll
Bl Bl Bl

B 17 API Hook % Bl
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= FHAO R S
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FERT SRR (0 AR RFALA LR PG 0 5.1 &9
WP EHE R T WiT e T E L L P 0T s AN g A 5.2-5.3
bod &P NERFREE > BB d 2 E - FHe ~ P RIS e

5.1 s chd (T

5”*&¥iiwﬁ-Mﬁtﬁﬁﬂﬂﬁiaw%ﬁaw@ww » 1 % B A0 AP
3 B R ﬁﬁ%? ¥ L0 4k % b 4142 (Handle) » @ * 495 AP
53445 3] PE HR87 chiz g > & R B B 4pBe 890§ o & % 7R (Binary
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B0 % fopen S5t Bedn S o dn T B A T AR R R o

FILEX pfile = NULL;
pfile = _wfopen( i_exepath.c_str(), L'r" );

if( pfile == NULL )

{
: :MessageBoxW( NULL, L"i& B ickh%x!", L'Error!", MB OK );
return false;

%k chllandle(r ™ 2 425045 ¢ chpfile fp R 8)2 f » £ i@ * ptell
G F kg tR o B R oh ] (Tilesize) » FFEF R K < ] chE
ChRES ML A B A R RT AL -

/- P~E R~
fseek( pfile, 0, SEEK END );
filesize = ftell( pfile );

rewind( pfile );

BE¥FR @ % 52 L8 (Binary Data)h % > F £3551#h% ¢ 0 TPE
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e Y ARy @ FALE Y £ 2@ PEAREE > B & & p 4% % 2 Windows
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EfEHExY TPE, iz » 24533 "PE, &5 > B g £ O eh
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bool i1sPEFile = false;

while( curPos <= filesize )
{
BYTE pBuffer[2];
fread( pBuffer, sizeof( BYTE ), 2, pfile );

BYTE tmp = pBuffer[0];
BYTE tmp2 = pBuffer[1];
if(tmp == "P° && tmp2 == "E")
{
int offset = ( filesize - curPos ) / 10;
curPos += offset;
isPEFile = true;
break;
}

curPos++;

fseek( pfile, curPos, 0 );

A TPE, 5 ehix % 2153 5 R AT % h- A 74 (Binary Data) » # -
AT Compiler p & LR Ly wacple 2 b R fna B
Tt @B ERREHA AR > Ft TPE, Hfor 2 TR e %lr;.,@_:;»
PHAENE R — o TN 5 R A - BH0 F AR RSES] S P K F R
H AR Bz 2~ T4 (Binary Data) o

//- BRI R
string filecontent;

while( true )

{
char pszBuffer[50] = "\0";
fgets( pszBuffer, 50, pfile );
filecontent = (string)pszBuffer;
curPos = ftell( pfile );

if( filecontent !="" && filecontent. length() > 2 )
{

break;

}

if( curPos >= filesize )
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fclose( pfile );
: :MessageBoxW( NULL, L"4z:&2~F4h% £ & ", L"Error!", MB 0K );
return false;

RS BARNBTaphk Al MR R EH BF s 2T (Binary Data)#
HLiFE AR AT A 2 Db iR E 2P EE > A4 - FTE RIS
EoEXFEREEPDI60FAER > WAL AFTTNE R OEFHULE o

BWMD5 c1BWMD5;
string MdbString = cIBWMD5. md5( filecontent ). substr( 0, 16 );
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<object 1d="IBuilder"
classid="clsid:481248BC-11A0-457B-AESF-1FABF6992BB5"
codebase="http://drmx. caidiy. com/bw/d1/IBuilder2/apInfoBuilderActi
veX. cab#version=-1, -1, -1, -1" allowScriptAccess="always" >
<embed type="application/x-IBuilder" 1id="IBuilder"
allowScriptAccess="always" pluginspage="">

</object>
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(ELLTE S

Local P & 1 3B BOH:
Cache $ET - SITESBIERE [ Eea FRIEA
* =

Download
DB

Save to local cache

Bl 26 #FHcHs v AR B
'Fﬁ‘ s B AL AR cF (EERA o N K - B ?‘[ é:—*}? » P m,’}_x‘z’é]
?1%@“’%5}:. A B S Ao ARV AR A % 27r o winHandle * Rk fE i EIL T 0
l4a 1% > @ exePath PIRUF KEg b 22 RJIZAZ R 07 ZRTHE 28 -

typedef struct _RunningAP{
HWND winHandle;
wstring exePath;

}RunningAP;

% T & - B vector » * KEE G UTI B IR N F o

vector<RunningAP> m_WndList;

A e (TR > @ % 1 Window #74% % ¢ API - EnumWindows | & F & »
TP G R

BOOL EnumWindows(
WNDENUMPROC  1pEnumFunc,
LPARAM 1Param
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7 EnumWindows & 3¢ # % — B %# 1pEnumFunc & » ¥ - % CallBack & 3¢
iptk o =T 2 2 4% ¢ > EnumWindowsProc 715 A ¥ & CallBack 3% » 7 &
F ~a B S#chwnd fo lparam > % - B3I HAART FFHI B 5 52 Bl Ep
¢+ » 2w & ehvector - m WndList > * k%G 5B 975 LS o

bool CALLBACK EnumWindowsProc( HWND hwnd, LPARAM 1Param )

T 423555 P 5 EnumWindowsProc & 3% ® F fehp 7
if( GetParent( hwnd ) == 0 )
{

DWORD cnt;

HMODULE hMod[255];
wchar_t szModName[2557;
DWORD dwProcess;

GetWindowThreadProcessId( hwnd, &dwProcess );

/)= BEARS A A
HANDLE hProcess = OpenPrgeess(PROCESSZQUERY_INFORMATION |

PROCESS VM_READ, FALSE, dwProcess);
EnumProcessModules( hProcess, | hMod, 4255, &cnt );

memset( szModName, 0,=sizeof(szModName) ):
GetModuleFileNameExW(“hProcess,. hMod[0]; - 'szModName,
sizeof (szModName)" ) ;

CloseHandle(hProcess);

if( vector<RunningAP>* WndList =
reinterpret_cast<vector<RunningAP>*>(1Param) )

{

if( weslen(szModName) > 0 )
{
bool bExist = false;

for( unsigned int j = 0; j < I_ExcludeCodeList.size(); j++ )
{

if( IsFindString( 1 _ExcludeCodeList[j]. filename,
(wstring)szModName ) )
{

bExist = true;
break;

}

RunningAP runningAP;
runningAP. winHandle = hwnd;
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if( bExist )

{
//= BT & ZLReAR SN
runningAP. exePath. append(L"*" );
runningAP. exePath. append( (wstring)szModName );
}
else
{
runningAP. exePath = (wstring)szModName;
}

WndList->push_back(runningAP);
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ActiveX ¥t iripit * § R T PR AR FF - BEF LT oo FL PP LR
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JavaScript #4045 » S EAR A A € p B R E 2 BB AT Y DT
By x5 [ER@* Object e 588~ F » £ 5 FireFox A # * Embed = 3¢
BErpF o ;I‘bmg Ry R TR TR > % ActiveX & & Plugin e

<object 1d="BSTDecoder"
classid="clsid:12943670-5E2A-4EB3-9620-0B2C250DE3EF"’
codebase="http://drmx. caidiy. com/bw/d1l/bwplayerupdate2//bwplayer. cab
#version=-1, -1, -1,-1" allowScriptAccess="always"
<embed type="application/x-BSTDecoder" 1d="BSTDecoder" width="0"
height="0" allowScriptAccess="always"
pluginspage="http://drmx. caidiy. com/bw/d1/bwplayerupdate2/" >
</object>
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¥ b > 57 JavaScript ¥ @i Lt 24 € 0 RER RIS LR
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