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Abstract 

 

In this thesis, we propose an IP management scheme to enforce 

the legal use of IP addresses in the IP network. The IP network uses IP 

addresses as the identities of network devices. Therefore, each device 

needs a unique IP address so that devices can communicate with one 

another in the network. When two or more devices use the same IP 

address in the same network domain, an IP Conflict problem occurs and 

the host with a legal IP address may not be able to access the IP 

network. Therefore, we propose an IP management scheme that can 

resolve the IP Conflict problem by managing all IP addresses and 

controlling the use of each IP address. As a consequence, it can not only 

assure the access right of legal users but also block the illegal use of IP 

addresses. Furthermore, it allows a device to configure its IP address 



either statically or dynamically without registering the address 

beforehand. 

The basic idea of the proposed scheme is to bind users, IP 

addresses, MAC addresses and port numbers dynamically so that we 

can manage all IP addresses and control the use of each IP address 

without a priori information on the bindings. Furthermore, in order to 

resolve the IP conflict problem the proposed scheme will also block 

illegal users at network entry points, namely Authenticators, which 

could be situated at Ethernet switches or wireless access points.  

The proposed scheme employs an IP Management Server to 

management all IP addresses and augments Authenticators to allow 

only the traffic from legal users with correct IP addresses. Furthermore, 

the proposed scheme also adopts an extended Dynamic Host Control 

Protocol (DHCP) for Authenticators to communicate with the IP 

Management Server to offer the maximum flexibility in using IP 

addresses. 

The IP Management Server records the bindings of IP addresses 

with both user accounts and MAC addresses in an IP Address 

Assignment Table. The bindings between IP address and user accounts 

could be statically or dynamically; that is, a user could either 

pre-subscribe permanently or acquire dynamically an IP address when 

needs. On the other hand, the binding between an IP address and a 

MAC address is done dynamically by the IP Management Server when 

the server receives an IP Assignment request from the MAC address 



used by a legal user. 

Different from the Authenticator in 802.1X, the Authenticator in 

our scheme bind user accounts to IP addresses, MAC addresses and Port 

numbers in their Supplicant State Tables. With Supplicant State Tables, 

Authenticators can ensure legal use of IP addresses, protecting legal 

users but blocking illegal users. 

We have implemented the proposed scheme to verify its 

effectiveness. The experimental results show that the proposed scheme 

indeed can enforce legal use of IP addresses with maximum flexibility. 

Keywords IP Networks DHCP IP Management Dynamic IP 

assignment Message Exchange IP Conflict 
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Figure 2-1 Web Login for User Authenticator 
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Figure 2-2 RADIUS Packet Format 
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Figure 2-3 RADIUS Authentication Flow 
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Figure 2-4 IEEE 802.1X Authentication Flow 
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Figure 2-5 EAP Packet Format 
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Figure 2-7 IEEE 802.1X EAP-MD5 Authentication Flow 
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Figure 2-8 IEEE 802.11i Authentication Flow 
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Figure 2-10 DHCP Packet Flow 
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Figure 3-1 IP/MAC Address Binding ( [22] ) 
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Figure 3-2 NCTU Dormitory Network IP Address Apply Flow 
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Figure 3-3 IEEE 802.1X with IP Address Management Scheme 
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Figure 4-1 IP Management Scheme concept overview 
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Figure 4-3 IP Address Assignment Table on IP Management Server 
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Figure 4-4 IP Management Protocol with Extended DHCP Scheme 
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Figure 4-5 Extended DHCP Message Format 
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Figure 4-6 Static IP Address with Pre-subscribed IP Address 
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Figure 4-7 Static IP Address without Pre-subscribed IP Address 
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Figure 4-8 Static conflicting IP Address with Non-subscribed IP Address 
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Figure 4-9 Static Non-conflicting IP Address with Non-subscribed IP Address 
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Figure 4-10 Supplicant DHCP
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Figure 4-10 User acquires subscribed IP Address with Dynamic IP Address 

Acquisition 
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Figure 4-11 User acquires IP Address with Dynamic IP Address Acquisition 
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Figure 4-12 IP Address Releasing 
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Figure 5-1 System architecture of proposed scheme implementation 
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Figure 5-2 Network Environment of proposed scheme implementation 
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Figure 5-3 User Account Apply Flow 
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Figure 5-4 Supplicant Login Flow 
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Figure 5-5 Authenticator System Flow of proposed scheme implementation 
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Figure 5-6 DHCP Server System Flow of proposed scheme implementation 
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