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Design and Implementation of an IP Management Scheme to

Enforce Legal Use of IP Addresses

Student :  Yu-Lung Lee Advisor :  Dr. Chien-Chao Tseng

Degree Program of Computer Science
National Chiao Tung University

Abstract

In this thesis, we propoese an IP management scheme to enforce
the legal use of IP addresses in the IP. network. The IP network uses IP
addresses as the identities of network devices. Therefore, each device
needs a unique IP address so that devices can communicate with one
another in the network. When two or more devices use the same IP
address in the same network domain, an IP Conflict problem occurs and
the host with a legal IP address may not be able to access the IP
network. Therefore, we propose an IP management scheme that can
resolve the IP Conflict problem by managing all IP addresses and
controlling the use of each IP address. As a consequence, it can not only
assure the access right of legal users but also block the illegal use of IP

addresses. Furthermore, it allows a device to configure its IP address



either statically or dynamically without registering the address

beforehand.

The basic idea of the proposed scheme is to bind users, IP
addresses, MAC addresses and port numbers dynamically so that we
can manage all IP addresses and control the use of each IP address
without a priori information on the bindings. Furthermore, in order to
resolve the IP conflict problem the proposed scheme will also block
illegal users at network entry points, namely Authenticators, which

could be situated at Ethernet switches or wireless access points.

The proposed scheme employs an I[P Management Server to
management all IP addresses and augments Authenticators to allow
only the traffic from legal users with.cotrect IP addresses. Furthermore,
the proposed scheme also-adopts an extended Dynamic Host Control
Protocol (DHCP) for Authenticators’to communicate with the IP
Management Server to offer the maximum flexibility in using IP

addresses.

The IP Management Server records the bindings of IP addresses
with both user accounts and MAC addresses in an IP Address
Assignment Table. The bindings between IP address and user accounts
could be statically or dynamically; that is, a user could either
pre-subscribe permanently or acquire dynamically an IP address when
needs. On the other hand, the binding between an IP address and a
MAC address is done dynamically by the IP Management Server when

the server receives an IP Assignment request from the MAC address

- Vi -



used by a legal user.

Different from the Authenticator in 802.1X, the Authenticator in
our scheme bind user accounts to IP addresses, MAC addresses and Port
numbers in their Supplicant State Tables. With Supplicant State Tables,
Authenticators can ensure legal use of IP addresses, protecting legal

users but blocking illegal users.

We have implemented the proposed scheme to verify its
effectiveness. The experimental results show that the proposed scheme

indeed can enforce legal use of IP addresses with maximum flexibility.

Keywords : IP Networks ~ DHCP ~ IP Management ~ Dynamic IP

assignment ~ Message:Exchange ~ IP Conflict
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BEEFERE R R o d 3 BEAP U 4 R K B 7 & (¥ 5 PPP @ﬁ%ﬁ“}' v kil
Qig?lﬁi 7~ > #r10 IEEE 802.1X ¥ & 7 W% 3 k. + 7 EAP (EAPOL > EAP over LAN)
B T H - SR ERAEDBAP L 0 U A X RERA R ESRR

3% ek o
2.1.2.1 EAP #}# 3%

IEEE 802.1X ¢ * EAP AR 427 L4 FMo> A & * % & PPP ¥ & & gp ¢
HRLE ] 0 R R 0 L] o EAP eh3t & 2 3% 4o Figure 2-5 #7% o

LA T E A B 4 B deT 1 [15]

1 byte 1 byte 2 bytes 1 byte M byte
ng;:t Identifier Length .II.E;:Z Type Data

Figure 2-5 EAP Packet Format

® Packet Code: £ & 5 1 iz~ 2 > * 304Em EAP 4f¢ gl -
W 1: %5 5 EAPRequest °
W 2: % 5 5 EAPResponse °
W 3: %7 5 EAP Success °

W 4: % 7+ 5 EAP Failure -

® Identifier: £ & 5 1 B =~ 2 > * *> 4 25 Request/Response & i i¥ crdt

2
g o
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® 1ILength: £ R 5 2B~ %347 EAP 3¢ chE & -

® EAPType: £ & 5 1Bz~ - i EAP3te ¥ ¢ ¢ 7 - 1 EAP Type>
PR R Tk
B 0x01: Identity °
B (0x02: Notification °
W 0x03: Nak (Response Only) °
W 0x04: MD5-Challenge °
B 0x05: One-Time Password (OTP) -
B 0x06: Generic Token Card

W 0x07: Transport Level Security (TLS) -

2.1.2.2 EAPOL 3#f# 3¢

EAPOL >t e 13 2.¢ [P Tl 15 % » i & % % & IEEE 802.1X
§17.6 W ¢ 0 P AR Y K A58 EAP juR B e 0 7 0158 EAPOL
en@ % > 5 d Authenticator ¥ {8 #8303 P PR B i {7303 o Supplicant & & 3L o
¥ 5 EAPOL ¢4fe ¥ 123l i Authenticator > F|¢* Authenticator ¢ 2 # % 3t¢
Ethernet Type ## = > 4v% 5 Ox888E > # 7+ ¢* 5 EAPOL ehit# > fjkg 7 iE
B A a3t & Bl € 3445 - EAPOL 3t ¢ 45 3% 4o Figure 26 #77 » & i 2 % A

w4 B deT L [15]

1 byte 1 byte 2 bytes N byte
Protocol | Packet Packet Body
Version Type Length P LR

Figure 2-6 EAPOL Packet Format
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® Protocol Version: £ & 5 1 B~ % > 27235~ » & IEEE 802.1X

s g i 5 O0x01 -

® PacketType: £ & 5 1 B~ % %prit EAPOL 3¢ ¥_4 % EAP 3t

& & ki {7 42 EAPOL éhf2 i o § = 5| S 47 :

B 0x00: EAP-Packet %1 * &k &4 EAP T #l:hife - Packet Body
Length #.¢ 7 {5 % Packet Body §F #L& & > Packet Body & *f & =
TEAP 3t % o

B 0x01: EAPOL-Start> % 7+ EAPOL R 4pihdte » % € &34 EAP chg
Packet Length % 0

W 0x02: EAPOL-LogOff » % ;7 EAPOL % {13k ehdte > 2 ¢ & % EAP
e L » Packet Length 5 0 o

B 0x03: EAPOL- Key »-# 7+ EAPOL % # Key i * chdte » 2 € &

Pl
e

EAP 3 4% » Packet Length 5 0 ¢

® Packet Body Length: & &% 2~ % % 7 Packet Body F#& & -

4 Packet Type 7 5 0x00 p¥ > Packet Length 5 O -

® Packet Body: & & # %> § Packet Type 5 0x00 p¥ » % 51 % & EAP i1

=

7f,' °

2.1.2.3 1IEEE 802.1X 1 TR 3Z

7" IEEE 802.1X 7337 # €_» Supplicant {= Authenticator 2 ¥ i¢ * EAPOL
13 3t EAP ¥ 2 9 3% 303 c0F 3 0 Authenticator £2 Authentication Server 2. f&

i #5 RADIUS 15 % ¥ 3n 73 o o % EAP #2407 5B 120 & * EAP 3 %

-12 -



WEART IR T ORREIA S 2 » 4 EAP-MDS5 ~ EAP-TLS[16] -~

EAP-TTLS[17] 12 % EAP-AKA[18] %z % o

EAP-MD5 & - f8 8 w @4 > 7 MR S R T 2 aniiE o LIREEA

7L AR R4 & o Figure 2-7 #7771 & 11 EAP-MDS 5 b L@ in 42 0 323

e ARAeT
Supplicant Authenticator RADIUS Server
(Authentication Server)
EAPOL-Start
EAPOL-EAP-Requestldent ity
EAPOL-EAP-Responseldentity (Username) RADIUS-Access Request {Username)

EAPOL-EAP-Request/Challenge RADIUS-Access Challenge

EAPOL-EAP-Response/Credential RADIUS-Access Request
(MD5{Random, Password) (Username, MD3(Random, Password))

EAPOL-EAP-Success RADIUS-Access Accept (Key)

Figure 2-7 IEEE 802.1X EAP-MDS5 Authentication Flow

® Supplicant = Authenticator % i¥ EAPOL-Start ¥t ¢ > B 4> IEEE 802.1X
peecA R I

®  Authenticator # Supplicant % i¥ EAPOL-EAP-Request/Identity #t# > &

F Supplicant & i%¥ Username % Authenticator °

® Supplicant #- Username ¢ 7 % EAPOL-EAP-Response/Identity 3f# # >

¥ & % Authenticator &7

® Authenticator #- EAPOL-EAP-Response/Identity #t¢ 3% 7 RADIUS

Access-Request 31 & # » % i¥ % Authentication Server °

-13-



® Authentication Server ¢ # 2 — % Challenge > #-¢ 7 EAP-Request/

MD5-Challenge 77 RADIUS Access-Challenge 3t ¢ ¥ i# % Authenticator °

® Authenticator #- EAPOL-EAP-Request/MDS5-Challenge ¢ % i% %

Supplicant » & F Supplicant i& {7 333 °

® Supplicant Jz ] EAPOL-EAP-Request/MD5-Challenge 3t ¢ & » #-% % fr
Yz ¥| e Challenge # MD5 [ & i# » ¥ 3 #7{8 | ¢ Challenged-Password

= 3| EAPoL-EAP-Response/MD5-Challenge 3t ¢ # W & % Authenticatore

® Authenticator #- Challenge ~ Challenged Password {r Username - | *
RADIUS Access-Request #f# i¥3|  Authentication Server > d

Authentication Server i& {7 333 ©

®  Authentication Server 139817 e3> i MDS j# & % » 2| %7 Supplicant
A F &2 Rie v & RADIUS Access-Accept & RADIUS Access-Reject

4+ & 3] Authenticator °

® Authenticator 1?43 Authentication Server ¥ i ehite pF o FiX
EAPOL-EAP Success & EAPOL-EAP Failure % Supplicant > ¥ $3% i £

BT BP0 R B e TR R R EIRGE ©
2.1.3 IEEE 802.11i

IEEE 802.11i[19] 4 - f& & & it F 37— fen & 2R8> 2% 7 Robust
Security Network (RSN) 71424 o RSN AP % 2 3ud & 2 fg - ¢ 77 8 * —*ﬂ“
AT B @@?] R INA A R %18k ~ IEEE 802.1X #7 %_&% 1 EAPOL 4t

i @iE R BAP GREARA 4T 0 e @835~ p] 2 Temporal Key

-14 -



Integrity Protocol (TKIP) = Advanced Encryption Standard (AES) % 5 4c % e
# > ¢ * IEEE 802.11i #737 @_% F>" IEEE 802.1X 2. EAPOL-Key 3¢ f2;% » i&
T fa R £4FDUIEALR (4-Way Pairwise-Key Handshaking and Two-Way

Group-Key Handshaking) -

STA (Supplicant) AP | Authenticator) RADIUS

‘ I
MK 802.1X Authentication

] -

peip

& EAPOL-Key (Unicast, ANonce) & ki
PNK " | = PMHK
EAPOL-Key {Unicast, SNonce, MIC) 4-Wa}f
EAPOL-Key (Unicast, ANonce, MIC) Handshake

: ‘ EAPOL-Key {(Unicast, MIC) &
PTK  p1k

Figure 2-8 IEEE 802.111 Authentication Flow

Figure 2-8 #77+ % IEEE 802.11i Authentication Flow- § STA ¥ % IEEE 802.1X

dRE e 0 STA 4 AP € 7 — # % Ip e Pairwise Master Key (PMK) - i% i 4-way
handshake 77 ;% > & 4 Pairwise Transient Key Security Association (PTKSA) -

PTKSA ¢ % 3 Pairwise Transient Key (PTK)~STA MAC Address~ AP MAC Address

%7 T STA o AP %35 - PTKSA Hidt & gt v — G 2 o
2.2 Dynamic Host Configuration Protocol (DHCP)

f IP Network # » & B 5 b ek & TWF &R *rr— H [P Address > §

IP Address ¥ & # #xit * > % i Dynamic Host Configuration Protocol (DHCP -

>

AL R TS T[] s F T o d s e [P Address (SR b g e ELK

-15-



% > {8 IP Address eri* { 3 @M > v AR A LA fAES I - BEAPIRESS
(DHCP Server) » ¥ — i #_% = :4(DHCP Client) - DHCP Server i & { # *75 IP
Network * e a3k # K T FA4Leqg ¢ #1325 ¥ § § &2 DHCP Client /7 DHCP &
4 ; DHCP Client % i DHCP & > P~{8 & & * j& DHCP Server 4 fic & ke [P
BB T &P B auE* > 7 @ DHCP Server it { 7 »c® & j§ ek fie

DHCP Client &7 4§ %2 53K T_e

2.2.1 DHCP Server Behavior

DHCP Server ¥ it {< 3| T 7|7 fadte > A WEP 4o

® DHCPDISCOVER: § DHCP Client % — =t % & e Bt cnpF i > » JT*J{%?

WA TG Ape TP Address 5Pt iE o % kB~ {F TP Address i * o

® DHCPREQUEST: + # % f *" %J& DHCP OFFER : DHCP Client » &

» 2_ 14 55 € 358~ 48 TP &1 DHCP Client °

r")
N
h\é

5% -

® DHCP DECLINE: % DHCP Client % % DHCP Server #7# &7 IP
Address @ 5 i His o Barig v > €3 F @ * plife K4ES DHCP
Server -7 DHCP OFFER - # & #7% i¥ DHCP DISCOVER P~ {# H & ¥

* 79 JP Address -

® DHCP RELEASE: = IP Address e79f#2.%) & & 3|3 > m DHCP Client ¢
Z R i * pt JP Address > ] DHCP Client ¥ 12 :i% ! pt 3¢ ¢ id 5= DHCP
Server » 4o}t DHCP Server 4 # 12 f #-p¢ TP Address fie B % H & g *

i o

® DHCPINFORM: 3§ DHCP Server x|t 4f¢ P ¢ #-0 & ch g foicie

-16 -



Option #§ = # » & 12 Unicast 77 ;%% iz DHPC ACK % DHCP Client °

2.2.2 DHCP Client Behavior

DHCP Client ¥ & {c | T 5] = fhi3f & » A B3P 40T

® DHCP OFFER: DHCP Server ' Unicast 1= ;%% % DHCP Client =

DHCP DISCOVER #f# - # 5 IPAddress % #J& 2% %o

® DHCPACK: 4 DHCP Server #: 4z ¥] DHCP Client =7 DHCP REQUEST
& DHCP INFORM 2_13 > &3t & ¢ Server Identifier ¥2 p & 1 IP Address

i > € % ket 31 ¢ % DHCP Client °
® DHCPNACK: # - DHCP Server #£% DHCP Client =734 > Client ¥

1 E #7% i DHCP DISCOVER 2~{8 TP Address - [20]

223 DHCP #}# #.

DHCP =3t ¢ #2584 Figure 2-9 #7177 » A 22 & A B 4 S40T

® op: EA 5 1Bi=~% > E % DHCP Client i¥ % DHCP Server =it & >

Kail Fei2e
®  htype: £ & 5 | B~ > &/ MsE% > Ethernet 5 1 °
® hlen: £ A5 1Bz~2> A 7AM=nE & > Ethernet % 6 -

® hops: EE: 1B e F3¢ Z O FERBEY BE FSHE- B

Bk & B hops g 4k4e 10 F el — B p > P15 0o

-17 -



® xid: £ & &

DHCP REPLY pB¥ crik 35 ©

4 i~ % > DHCP REQUEST B A # chficis > * k¥

0 1 2 3
01234567890123456789012345678901
op (1) htype (1) hlen (1) hops (1)
xid (4)

secs (2)

flags (2)

ciaddr (4] — Client IP Address

yiaddr (4] — vour IP Address

siaddr (4) — Server [P Address

giaddr (4)— Gateway IP Address switched by relay

chaddr (16) — Cliert Hardware Address

shame (£4) — Server host name

file (128) — Boot file name

options (variable)

Figure 2-9 DHCP Packet Format

flags: £ & 5 2B~ > & Z#enbit 5 1 pF> &7 DHCP Server #-

12 Broadcast = ;% #@i% 4+ ¢ % DHCP Client » H &y K% % o

ciaddr: £ B 3 4 B~ >

yiaddr: £ B 5 4B~ 3

v

DHCP Client & ¥4 & * 2_ % B~ {8 e [P

DHCP Server % i# % DHCP Client 7

DHCP OFFER £ DHCP ACK #t# ¢ > # % 4 fie 5 DHCP Client 17 IP

o
o

Address -
o

Address °
[ )

-18 -

siaddr: £ B 5 4 =~ % > % DHCP Client % i% 8 # 5 B #% » & DHCP



Server #:i% -7 DHCP OFFER ~ DHCP ACK fv DHCP NACK #f# » » 3

B 54755 55 & Server 7 IP Address ©

giaddr: £ B 5 4 Bl FF BT DHCP g3 PlE§

Relay Agent =7 IP Address > E R 5 0 -

chaddr: £ & 5 16 @i~ > 5 DHCP Client & ¥ =1 (MAC

Address)

sname: £ & % 64 B i~ 5 DHCP Server P & fF ¢ > 1 0x00 5

}2 o

file: £ 5 128 B =~ % > % DHCPClient % & 5 EFEH > BE T

B AR5 &L 0 4 8 12 Trivial File Transfer Protocol (TFTP)[21] &% o

options: £ & 7* %> LIF M E&iEA (Vendor-Specific Area) » 14 % i

{ 3% LF 3 (4r @ Netmask ~ Gateway ~ DNS %) o

224 DHCP 1 ith®Z

Figure 2-10 #7%2 57 ¢n&_DHCP it # ;n4%2 > %] 5 DHCP Client 2_% % % - =X

F ~ ¢ B0 DHCP i 17 > g B30T 78 Bhenit o

+ DHCP Client % — =t % » DHCP Server F%:

W} DHCP Client % % - =% »Pf > R A ¥2Fskpy P
Address » ¢ ¥ DHCP Client ¢ /2 Broadcast 17 ;%3¢ ¥ DHCP
DISCOVER 4t¢ %35 & 4 ¢ 3 DHCP Server

W 3¢ 275 9 DHCP Server ‘FK ¢ 1< ] DHCP Client #77% i¥ ¢5» DHCP

DISCOVER > DHCP Server ¢ = DHCP OFFER #t¢ ¢ ¢ 7 %13 %
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£ £ v DHCP Client 3t 4, (&4 : IP Address & %) i 12 Unicast

13 ;8w i@ % DHCP Client °

DHCP Client DHCP Server

DHCP DISCOVERY
{(Broadcast)

DHCP OFFER
{Unicast)

DHCP REQUEST
{Broadcast)

DHCP ACK
{Unicast}

Figure 2-10 DHCP Packet Flow

W 3= DHCP Client #— EfFRF {4 4e 3= i 12 + chDHCP Server #7% Ji e
DHCP OFFER > R| DHCP Client ¢ & ® £ @ — i DHCP Server » #-
DHCP Server IP Address # ~ DHCP REQUEST it¢ # & Server
Identifier - £ 12 Broadcast 797~ ;4 #-H g ix 113 o

B 43 ¢ 7 DHCP Server Yz ] DHCP Client ® J& <7 DHCP REQUEST #¢
¢ B> 25 4te ¢ Server Identifier &2 p ¢ e IP Address #p F e
DHCP Server> 1 ¢ * & DHCPACK % DHCP Client- 3* DHCP ACK
3¢ ¥ e 7 an 4 g2 DHCP OFFER * eijp e o

B ¥ DHCP Client 4z 3] DHCP ACK p¥ » ¥ £ 51 #* DHCP Client = #& fie
¥ - % IP Address » T #-4f¢ ¢ chd B ER TR T =N - B

e DHCP 1 %5 4% o

% DHCP Client % - == % » DHCP Server {4 :
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W} DHCPClient &% - =% » {4 » & BB~ {72 % % J& {7 é0 [P Address
pF > ¥ 122 Unicast 97 384 i DHCP REQUEST » ¥ #-12 B~ ¥ 1
IP Address 3 » Request IP Address #§ == ¢ > DHCP Server IP Address
# » Server Identifier # -

W 4z 5] DHCP REQUEST & DHCP Server » ¥ 1 iz 45 DHCP Client 534

Fw & DHPC ACK £ DHCP NAK -

-21-



>
>

P B A2

Ji
s
g s

3 A3 %%

w34 IP Network enTE B B * X kAx4 2 > # BRp X L8 L@+ P
Address k § Sri— 2uh D> Flpt§ - BREFE? > BT A B ol
Be3K & 1@ * 4pfe e IP Address P > € $3 5 IP Address 5 Ap R cfP 38 4 > @
@ % 40 e TP Address e B2k 2 E ] @ B GURBCF R o T P A 4
HEPERFA 55 -2 T2 Y NEE IP gm0 RIEBAF I

Ay A 0 A BT ) 3

3.2 IP/MAC Binding on DHCP Server

—IP & MAC hinding

Static IP Address :

MAC Address - - - - -

Figure 3-1 IP/MAC Address Binding (3! p [22] )

Figure 3-1 #7451 5 IP/MAC Address Binding> 2 & £ 4] * IP Address 4+ MAC
Address s¥ R B T2 0 RPUFIRELEF T oA BT Y X T4F 7 IP Address 0 T 2 )
fepek TR L 3% IP Address » B iEiefd IP § Lenid 4] > RE PRt 35 IP

Address 7 4p R (R JEE 4 o

d > DHCP Server &_#- it 4 fiz IP Address sn & JR % > F] ¢ & IP & MAC Binding
& DHCP Server + 34 {7 p¥ » DHCP Server ¥ 1413353k Z_» #-F 27 IP Address »

fe 6 A L MAC Address » # 8 2% $Hi 45 1 cn B & (78 410 @ 3% MAC
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Address iR F SiEH L P2~F TP Address o] 0 ¥ g @34k P

Address > 12 37 TP Address 3 ApfBrR » @ i3 = SR IBE AP O EF 2L -
PR IR TR B A B

® 74y Mito L AR K@ e MACAddress» 11 2 7 i¢ *

P Address » F R £ o

® CRELH —‘ﬁ Fogn @ % § i P~1% [P Address e ;4 > FR|m G BE L
FEe P Address » €@ % i@ % gl IR TR 0 # S K )
BieH g o

® WP ERIUFIER KA ZH —g F i & % £ #53% T TP Address sS4 o 4%k
K3 IER] > 2 Switch/AP i 3 #3% £ $ 3% 2_IP Address e84 b

2> P %] 5 IP Address 3 Ap#FR v @lad & R g SR el R

R E

= x>

® 27235 &K * MAC Address 1 & * # fi B~ {8 IP Address 17
74 ¥ B~ {7 IP/MAC Address Binding rule & ;= IP Address > i& 7 & *

ER L PIRBOT R -
3.3 IP/MAC Binding on Switch or AP

4rfF Figure 3-1 #7& 71 » d ** Switch/AP §_Supplicant i§ + fE.pF > € 4% 5|
e R 0 F) % IP & MAC Binding % Switch/AP } 34 (5 pF » Switch/AP ¥
Pt F K H R nR B K T F 41 3 F L0 [P Address % Fl L MAC
Address ° 3% MAC Address g2k & ¥ 2 % H 2 IP Address :# }

Switch/AP » FE3is £ &3  Switch/AP i€ * it F fRixfe TR 5 § 3% MAC
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Address ek B 4 @ * K T Switch/AP F enhE 7 IP Address FF 0 P
Switch/AP € 3= 3% B3k & 4148 > 11 2 5] 5 IP Address I 4p iRk > @ g = e

R R ATE 2

® 7y Mt LFARTAE R DK F MAC Address » 11 % ¥ i

* (P Address » E B # 2% F o

Fiv g L6 % [P Address 7 50 dok X TG 4

¥
p
g —‘ﬁ 35 p e P Address > R ¢ &2 @ * R P PR
LR siiE SEEN g

® % >M7 430 IS IPAddress i+ MAC Address %% % i}tﬂr}t% * o
T > ¥ 4 IP Address fr MAC Address % £ & - 827X $+3f [ IP Address =
AR DR M 2 ook RAPEGED T R A Z R F R R 5

JRAFfeF iR efgf] o

3.4 NCTU Dormitory Network Management System

Figure 3-2 #TAi7m 5 Wil < § g & # 8 F w2 (23] 7 > # * 4 IP Address
S g AR o R - BniE ~ e el o R FE{ohmy TREL ¢ g
¥ 75 7 % IP Address » ¥ 3T & Pﬁs,] e * —““ere‘q*.' A LI 0 MR R
K MACAddress > 2. (6 2 H R B % e B> WX EHLIP % 5

IP Address > % = 75 £ R iip /25 o

2 {8 g #-¢ F-2 TP Address + #53k T 7| i * —"F‘,’f% El k- =0 g S jﬁ'ﬁgj)\—?

PrtyE Y (Netmask) ~ FEK Wi (Gateway) £ 4247 # PR E (Domain Name



Server, DNS) % 4phf T3 > % J|* b JP Address & * G & e o

C . )

oA TR

—j_ﬁ_\
¥ FF{EF

v

IR R F Tl (m g
4+ 5 5 (MAC Address)

v

EEE T PRR TR

v

EH 2 @ % [P Address

v

< A2 >

Figure 3-2 NCTU Dormitory Network IP Address Apply Flow

P IR R TR B Dk B

® gy EiEo f%’if:!ﬁ.u.\jﬁ_\ﬂflj ,gf»:ﬁmﬁx BACE ¥ gt
F Az - 2 P Address & * > gt IP Address ¥ ac % i * —‘ﬂk ek
Bk K A chgepit® Y o @2 BiE 0 IP Address v MAC
Address » feiZfmd 3 FRAL & * 5 ¥ bR W —‘ﬁ\/» JB £ #3% 7_IP Address >
kKA G HFSRL 0 S AR FLgep e 1P Address 0 P § &2
o Rl b PRI TR 0 2 AR Y KT O

[

OFEUFIR Y F A b B TP Address gl o ek 2 1L
#1102 E_Switch/AP iZ 3 ¥+ i& P~ 17 IP Address 84 @ > R ] 5

IP Address ® 4p #F% > @ i = e fe R DR ARG TAREFA o
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® & >M7A 3. IS IP Address v MAC Address %% % T}Jﬁ»% R

T > ¥ 4 IP Address fv MAC Address %% & » 827X $+3¢ I IP Address

Yt

AEFERDFIEF 2 Fock LirE 2 FREDT &2 R ;ﬁk % p b en

7

PRI T R enfgq] o

3.5 IEEE 802.1X with IP Address Management

Radius Server

Supplicant Muthenticator (Authentication Server)
i )
H..M'_F_-_-.L
Port Connect

IEEE 302.1X / EAPOL

Radius-Access Accept
(Supplicant IP Address)

Derive Supplicant IP Address

Hormal Communication

Figure 3-3 IEEE 802.1X with IP Address Management Scheme

Figure 3-3 #r%+ % IEEE 802.1X with IP Address Management Scheme > %
Supplicant i * i * g TR o L& LF 7 [EEE 802.1X SR es - §
w7 i 82 18 > Radius Server ¢ #- Supplicant & * 4 &7 ¥ 12 * 0 [P Address
41 * Radius Protocol 7 Access Accept . 4, i# 3% % Authenticator > @ Authenticator
B € 41 % 4t IP Address % 21%7 Supplicant #7# * ¢11P Address £_F &2 - k%

2T {7 & #+4¢ Supplicant et & o [7]

ok

TF R ETRH ik B

F_&

® 7 j37% SE{L - Supplicant @& * ¥ ¢ & Fhzxp ¢ % ch [P Address’ I °
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Supplicant i * 4 = du & % & #53% T IP Address > 4% 3K TJ 4 F 0 &AL
Hep @ hIP Address > R ¢ @02 & % it} SR TR > 2
SR it SUE

f____...-———"—-'--.... Register
ET Server
Layer 3 Switch
JHDSI Host
Figure 3-4 p # it 73 £ Jeheiif ¥ 12 550 (514 [24])
PF R H B e TR D hp B i g A REGIN BT k0 A BN fF

B R A iﬂf £ i % DHCP %43~ % - 2 A iu# 0 [P Address » Fxiapt 1P
Address 5 75 £ fe @ [P Address {8 1% 2 IP Address frig * # & * chfeinik
# MAC Address» 14 % 2k % 8 —‘ﬁ A FH 3 B8 - Bp 7 IP Address >
= 7 2 {54 Figure 3-4 #t7+ » ¢ #5% IP Address f~ MAC Address i% i Simple
Network Management Protocol (SNMP) % » Layer 3 Switch » I % Layer 3 Switch
1 JI* Access Control List (ACL) kg 4570 i35 i % ¥ 7 L3Fi & 5)3ap BIR

p

%> @ IP Address v MAC Address = —‘F'T ‘]‘5‘3 AR A R —‘ﬁ R A 18 % R D
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Rjz"ff’ B e

® Gyt o B AR _ﬁulf”, EF AP @ % ch P Address > @ F
B F R £ B3k 2L IP Address 0 drk K G 4 &L

=K
i * Jﬁz e p e P Address 0 B € @ E @ * R PRI F R 0 i3
*

=~ 1 —*Ffrrnr #ie7
) qk&;&;{ﬁi:é’**—ﬁ A5 4] B~ 1F o0 IP Address > ¥ oA #pF i * k3z
P o E i AL BT TP Address sS4 0 TPBE W LR R e b PR

® L REAJYoBEIRGIP FFEG R LKA R B A TA e * D
& % MAC Address (E% = P egaz8 » 232 {2 8 444 IP Address {r
MAC Address iw- ¥F - 57 & § * TP Address f~ MAC Address ¥ i¢ *

B H mPRj}’fr TR e
tr 2k
3.7 .3:{}“3‘3‘

R I R T N e X = L]
T FUSER Al - R o RN P Address T AR BER 0 @ i A R IR
BRpe
ﬁ i

Fl#fc? i{ -F'-
M G RE DI F hp o e fr o IR 5 R T o IP Address fr MAC

R 4 s A P 594> 2 5958 iz L R KRG @
= $43% Z_IP Address fr# jx B~ 17 IP Address » % % ig = i¢ * —%" #* e
D5 A 30e 2 0E 5 iE TP Address v MAC Address 7

Address i * A F 5 WE RAF] 0 0 DT D PRI T RAR Y 0 i
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%Ef‘q}f FER L 2@ IP a2 IP’? 2 484

FETRREMAL PREAG - LFE S LAPTUFRERL P I

P~ {% P Address -°

o
ﬁf
k-
pIe
2
P
P
ok
s
s
f
ks
7
(‘ﬂ}
b
P
=2
)
A
vy

® REAER Fir o g Lyp 0P Address 0 & p ¢ £ B3 RL G

#r% e IP Address » % & * g RAFE T RPF o

° lg—xé“iiip_ﬁl 1 IP Address # € 4| * o

Flpt Al F e E DU T poan
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Figure 4-1 IP Management Scheme concept overview
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Figure 4-2 Supplicant State Table on Authenticator
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Figure 4-3 IP Address Assignment Table on IP Management Server
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Figure 4-4 IP Management Protocol with Extended DHCP Scheme
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4.1.4 Extended DHCP Message
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& 4F ehciaddr” ~ “yiaddr’fr“chaddr”#f - » 12 %2 p {7 Z_& o options £ ‘uaname”

= » %73 *% Authenticator fv DHCP Server 2. BF i B cnF 3 > A 8] A S4e T

op (1) htype (1) | hlen(l) | hops (1)
xid (4)
secs (2) flags (2)
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Figure 4-5 Extended DHCP Message Format
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