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Wireless Mesh Networks

Student: Yung-Chien Shih Advisor: Dr. Chien-Chao Tseng
Dr. Shiao-Li Tsao

Department of Computer Science

National Chiao Tung University
ABSTRACT

While wireless mesh networks (WMNs) are gaining momentum in widespread
application, we are concerned with fast handoff in a secure mesh environment. To
this end, we present a means in the context of IEEE 802.11s by allowing a mesh
portal to act as an IEEE 802.1X authenticator, to reduce costly IEEE 802.1X au-
thentications during handoff. As the mesh portal (MPP) engages in IEEE 802.1X
authentication and cryptographic key management, our scheme maintains an end-
to-end secure channel between a mobile station and the MPP wherever the station
roams in the network. Therefore, without compromising required robust security,
[EEE 802.1X authentication can be bypassed during handoff to reduce overall delay
in an approach suggested for moderately sized networks.

A WMN suffers from a co-channel interference problem when mesh nodes share

11



the same wireless access channels. Therefore, the overall throughput of WMNs may
not be able to increase substantially even with broadband physical layer technolo-
gies. The problem also causes unexpected transmission delays in the network, which
could seriously influence the process of authentications. As a remedy, we propose
an end-to-end channel allocation scheme, extending the radio-frequency-slot method
and providing stable throughput for end-to-end packet delivery in WMNs. Although
separating transmissions of data and acknowledgment packets on two different chan-
nels is not our new finding, we observe that the non-overlapping channels can be
efficiently reused if the concept is introduced into our scheme. Moreover, by apply-
ing link and path metrics for route selection, the end-to-end throughput and delay
can be maintained, and the overall throughput of WMNs can be improved.

For fast handoff, a mobile station should be able to detect immediately the
changes of a network environment, such that the station can perform handoff process
at correct time. To this end, we designed and implemented a middleware platform,
providing application programiming interfaces (APIs) for upper applications to use
cross-layer signaling and event, notification mechanisms. The applications can con-
figure and acquire status of underlying protocol stack via the cross-layer signaling
mechanism, and can immediately detect changes of a network environment via the

event notification mechanism.

Keywords: Wireless mesh network, end-to-end, fast handoff, authentication,

interference problem, channel allocation mechanism, cross-layer, middleware.
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Chapter 1

Introduction

1.1 Motivation

IEEE 802.11s specifies how IEEE 802.11 devices are interconnected for mesh net-
working [3,8,13]. A wireless mesh network (WMN) does not necessitate cabling,
as opposed to a typical architecture-where stations communicate via access points
(APs) attached to a wired medium. This new type of network architecture facili-
tates rapid deployment andis evolving as a vital means of public access to Internet
services. However, a WMN still suffers from three serious hindrances when a station

moves in the network, as described below.

1. A handoff process occurs when a station moves its association from one ac-
cess point to another, causing a blackout period of communication disruption.
Handoff involves AP discovery, authentication, reassociation establishment,
and inter-AP transfer of physical connectivity or credential information spe-
cific to the mobile station. Access point discovery by the station identifies
APs within range. The authentication procedure refers to a legacy open-
system and IEEE 802.1X authentications [9]. For user authentication and
keying material distribution, the IEEE 802.1X framework has been adopted
as a mandatory part of Robust Security Networks (IEEE 802.11i [11].) With

IEEE 802.1X transactions at a remote site, internetwork operations account



for another potentially prohibitive delay. As far as secure communication is
concerned, however, we should avail ourselves of IEEE 802.11i mechanisms to

the greatest extent possible.

. A WMN suffers from the co-channel interference problem [27] when mesh
nodes share the same wireless access channels. Therefore, the overall through-
put of WMNs may not be able to increase substantially even with broadband
physical layer (PHY) technologies. The problem also causes unexpected delay
when a station is performing a handoff process. To reduce co-channel inter-
ference, a number of solutions have been proposed to allocate multiple non-
overlapping channels to mesh nodes. Unfortunately, most previous studies
have considered co-channel interference between neighboring nodes, maximiz-
ing the total WMN throughput, but failing to address end-to-end issue of a
WMN. End-to-end factors, such as delay and throughput, play a key role for
real-time communication services, such-as Voice over IP (VoIP) over WMNs,
and should be carefully‘investigated. Previous studies, such as Hyacinth [45]
and ROMA [51], have considered the end-to-end issue and have been aware of
path loading. They have aimed to-minimize intra-path interference (see Sec-
tion 2.4 for categories of interference problem) in paths between mesh access
points (MAPs) and a gateway. However, paths could be established between
any mesh nodes within an intra-mesh domain, and these paths have also played
a key role for packets forwarding and bi-casting as stations move around in
a domain (also causing unexpected delays due to inter-path interference). To
provide stable throughput and support fast handoff in a WMN, we require a
generic solution to allocate channels for any paths without intra- and inter-

path interference.

. Furthermore, to achieve fast handoff in a WMN, another challenge is how a
mobile station can immediately detect the changes of a network environment.
An application running on a mobile station may visit different networks and

encounter changes in bandwidth, delays, or IP addresses. To contend with



network fluctuations, network-aware applications, which can adapt themselves
to changes in a network environment, may need to periodically issue system
calls to retrieve lower-layer status, such as I[P addresses, entries of routing ta-
bles, and connectivity of network adaptors. However, network status normally
do not change frequently. Periodic system calls within short intervals may
waste system resources for obtaining the same information. Conversely, with
long intervals between system calls, the applications cannot react promptly
to the changes of a network environment. Additionally, a mobile station with
multiple network interfaces requires a mobility manager to monitor status of
network adaptors and perform handoff decisions accordingly. To acquire the
status and conduct a handoff, the mobility manager must use system calls
to communicate with underlying network protocol stack, such as a link layer,
network layer, or transport layer. However, the use of system calls is not only

error-prone nor portable.

1.2 Main Contribution

In this dissertation, we propose an avenue to-streamline secure communication and

an approach to end-to-end channel allocation scheme for WMNs. To complete our

fast handoff scheme, we also propose a cross-layer signaling and middleware platform

for multi-interface mobile stations. With the integration of the three studies, WMNs

can support fast handoff and provide stable throughput as mobile stations move in

the network.

Our proposed secure communication scheme distinguishes itself from previous

work in the following aspects:

e The security level in line with IEEE 802.11i is well maintained, without com-

promising required robust security.

e We avoid distributing sensitive keying material, such as pairwise master keys

(see Section 2.2), over the wireless medium and thereby rule out undue access



from the air.

IEEE 802.1X authentication can be bypassed during handoff to reduce overall

delay in a way suggested for moderately sized networks.

Current protocols at the station side remain operable without any changes,

allowing backward and forward compatibility.

Our approach is interoperable with the emerging IEEE 802.11s standard, in-

dicating its usefulness in practical applications.

Our design elegantly lends itself to generic multi-hop wireless networks, in

particular clustered networks accommodating IEEE 802.1X.

The proposed channel allocation scheme extends a radio-slot-frequency method
and is aware of end-to-end path loading in WMNs. Based on a radio-slot-
frequency method, our scheme can divide transmission time into several slots
for multiple access and then.allocate non-overlapping channels for these slots
to prevent interferencer Unfortunately, the original design is not feasible to be
applied on multi-radioc WMNs, because the limited non-overlapping channels
could be quickly exhausted. (see discussion in Section 4.1). Although separating
transmissions of data and‘acknowledgment packets on two different channels
is not a new observation, we find that the non-overlapping channels can be
efficiently reused if the concept is introduced into our scheme. Consequently,
we can model the channel allocation problem as a directed graph and derive
a solution via set operations. We also extend previous link and path metrics
(see discussion in Section 4.2.4) to measure path loads in our scheme. By the
integration of our allocation scheme and extended metrics, the channel alloca-
tion for an end-to-end communication path can be easily determined and the
throughput of the path can also be maintained. The results demonstrate that
the proposed mechanism improves the channel utilization and achieves a more

effective end-to-end throughput than other approaches.



e We also propose a cross-layer signaling and middleware platform, which is a
software platform for the development of network-aware applications. The
platform adopts a middleware [62] approach and provides application pro-
gramming interfaces (APIs) for the application to use cross-layer signaling
mechanism. Based on this mechanism, an application can interact with lower-
layer network protocols to acquire network status and manage network inter-
faces. Moreover, the platform also provides an event notification mechanism
for an application to register interested events of network changes so that the
middleware can notify the application immediately when an event of interest

occurs.

1.3 Synopsis

The remainder of this dissertation .is ‘organized as follows. Chapter 2 introduces
related works. Chapter 3 presents our fast handoff approach in secure IEEE 802.11s
mesh networks. Chapter 4 describes an end-to-end channel allocation scheme for
wireless mesh networks. We then describe the proposed cross-layer signaling and
middleware platform for multi-interface-mobile-devices in Chapter 5. Finally, we

conclude this dissertation in Chapter 6.



Chapter 2

Background and Related Work

2.1 Mesh Networking Security Architecture

As shown in Figure 2.1, a mesh network comprises a mesh security domain and AP
security domains. A security domain refers to a set of network entities on which a
same security policy is exercised under a single administrative authority [23]. The
mesh security domain coversanesh points (MPs) connecting to a mesh portal (MPP),
while an AP security domain encompasses a mesh access point (MAP) and its local
stations. (A MAP is an MP providing additional AP functionality.) Observe that
current policies adopted in these seeurity domains are different; links among MPs
are protected by IEEE 802.11s, whereas connectivity between a station and its local
MAP is protected by IEEE 802.11i mechanisms.

Whenever a mobile station switches its association to a new MAP, IEEE 802.1X
requires the station and an Authentication Server situated its home network to au-
thenticate each other. IEEE 802.1X authentication involves mostly multiple rounds
of message exchanges through the Internet, at the expense of nontrivial delay. For
this, a number of fast handoff schemes have been developed, e.g., [9,17-20, 22, 24]
(see [21] for an expository survey). However, these schemes did not take mesh

infrastructure into account.
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Figure 2.1: A mesh networking security architecture.

2.2 Security Association

A security association refers to the establishment of shared security information like
credentials or cryptographic keys between two network entities to support secure
communication. Within an AP security domain [EEE 802.11i mechanisms, namely
IEEE 802.1X authentication, 4-Way Handshake and encryption protocols (TKIP or
CCMP), are used. These mechanisms are collectively meant to establish a security
association between a station and,its MAP:.

For access control, as shown in Figure 2.2/ TEEE 802.1X authentication starts
with an EAPOL-Start (Extensible Authentication Protocol over LAN) frame by the
supplicant station or an EAP-Request/Identity packet by the associated MAP. In
response, the station provides its identity using an EAP-Response/Identity packet,
which is then encapsulated in a RADIUS-Access-Request message addressed to the
backend Authentication Server. Following are challenge-response interactions be-
tween the station and the Authentication Server in several round trips, depending
on what EAP method in use [1]. After such EAP interactions have terminated
successfully, these two parties generate a common master session key (MSK) for au-
thorization purpose. The Authentication Server then sends the MSK to the serving
MAP in a RADIUS-Access-Accept packet for authorization. Upon reception, the
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4-way Handshake
<EAPOL'Key (key-info, ANonce, SNonce, GTK, MIC) y

EAPOL-KeY (key-info, MiC) -
PTK PTK

Figure 2.2: Message flowto and from an AP security domain.

IEEE 802.1X authentication process is completed when an EAP-Success packet is
generated toward the supplicant station, whereby a pairwise master key (PMK) is
derived as stipulated by IEEE 802.11i.

After successful IEEE 802.1X authentication, 4-Way Handshake takes place (Fig-
ure 2.2.) This procedure involving four EAPOL-Key frames is used by both the
station and its local MAP to confirm the possession of a correct PMK and to derive
a PTK (pairwise transient key.) 4-Way Handshake is initiated by the MAP sending
the first EAPOL-Key frame to the station, containing a randomly chosen number
ANonce and an identifier PMKID indicative of which PMK shall be used. Then
the station derives a fresh PTK and sends back a frame containing SNonce (an-
other random number selected by the station), certain information elements, and
a message integrity code (MIC.) Subsequently the MAP derives a PTK identical
to that on the station side and checks the integrity of the received frame. If valid,
the MAP acknowledges the station using the third EAPOL-Key frame that may in-

clude a group temporal key (GTK.) Finally the station responds to the MAP using



the fourth frame to terminate the handshake, whereupon a security association is
established between these two sides.

Apart from IEEE 802.11i, IEEE 802.11s defines efficient mesh security associa-
tion (EMSA) [13], involving EMSA authentication, 4-Way Handshake, key distribu-
tion, and encryption protocols. While the IEEE 802.1X framework is still adopted,
an MP can act as both a supplicant and authenticator. Each MP authenticates
its neighboring MP, establishes PTK, and sends GTK through key distribution and
authentication processes. It is noted that key distribution includes the delivery of
PMKs for mesh authenticators, termed PMK-MAs, from some mesh key distribu-
tors. Based on a PMK-MA, an authenticator MP and its supplicant MP mutually
derives a PTK. EMSA allows multiple MPs to instantiate security association with-
out invoking IEEE 802.1X authentication. In this study EMSA is honored. We aim
to augment AP security domains so that our development can cooperate additionally

with well-defined mechanisms such as EMSA/in.the mesh security domain.

2.3 Standard Fast Handoff Mechanisms

As stated, a handoff process involves AP-discovery, ‘commit phase (legacy open-
system authentication and reassociation), IEEE.802.1X authentication, and 4-Way
Handshake. Among others, the study in [5] indicates that IEEE 802.1X authen-
tication accounts for most handoff delay (75% to 95%). In view of this major
determinant, we shall leverage IEEE 802.11i preauthentication mechanism to let a
station perform IEEE 802.1X authentication with a target AP beforehand. Essen-
tially such preauthentication operates in the same way as IEEE 802.1X authenti-
cation prescribed in Section 2.2, except that all EAPOL frames are forwarded via
the station’s current MAP as an intermediary. After successful preauthentication,
a newly derived PMK is cached at the station and the target MAP for future use.
When reassociating with the target MAP later, the station provides PMKID in its
Association Request frame to signify that a corresponding PMK has been cached.
If the provided PMKID is valid, the target MAP can save itself IEEE 802.1X au-



thentication and carry out 4-Way Handshake straightaway.

We remark that IEEE 802.11r is another standard specifying mechanisms to
speed transitions of a station among APs within a mobility domain, a managed set
of APs sharing security associations [12]. IEEE 802.11r optimizes message exchanges
and separates IEEE 802.1X authentication from network access control during each
handoff. However, a means of target AP prediction is required somehow. For back-
ward compatibility with a vast set of end-user equipment, we propose an alternative
approach to secure fast handoff in mesh networks!. Neither MSK nor PMK is trans-
mitted over wireless media. In alignment with standard IEEE 802.11 machinery,
our approach keeps current protocols at the station side operable without change,

as shall be seen in Chapter 3.

2.4 Interference Problem

Figure 2.3 reveals two types of co-channel interference problems in an end-to-end
communication paradigm. In this figure; there are 12-nodes, denoted as node-0 to
node-11, and two routing paths, named path-1 and path-2. Node-2 and node-4 are
in the communication range of node-3; and -hence cannot transmit or receive packets
when node-3 is sending packets. In addition, node-1 and node-5 are also affected
if they want to send packets to node-2 and node-4. This situation is called intra-
path interference. Moreover, node-9 is in the communication range of node-3 and
cannot transmit or receive packets from node-8 and node-10. Those nodes in other

communication path suffer from inter-path interference.

LA number of studies have shown that target AP prediction techniques are of use to reduce
handoff delay. Such techniques can be programmed in IEEE 802.11 devices via firmware updates
or controlled by user space software. In comparison, we take another avenue to achieve similar
objectives by restructuring the IEEE 802.1X framework, making our scheme transparent to end
users and independent of AP prediction. However, our scheme can combine with target AP pre-
diction techniques for secure fast handoff support. Our scheme is indeed complementary to these

techniques.
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Figure 2.3: The intra-path and inter-path interference problems in multi-hop WMNs

2.5 Channel Allocation Mechanisms

Most recent works in channel allocation for multi-radio mesh networks tend to jointly
solve routing problem. Centralized solutions [44,54-59] aim to find the best combi-
nation of routes, channel assignment and transmission schedules given the network
topology on all channels and traffic. pattern. However, these optimization algorithms
lack practical solution for coerdinating tepology measurement and disseminating
channel assignments.

In [54,55], both studies assume that the knowledge of the traffic demands is avail-
able and that the system operates synchronously in a time slotted mode. A Linear
Programming (LP) is formulated in [54] to route the given traffic demands in order
to maximize the system throughput subject to fairness constraints. Constraints on
the number of radios and on the sum of the flow rates for the links in the inter-
ference range are also included. Because the resulting formulation includes integer
variables which make the problem NP-hard, the authors solve the LP relaxation of
the problem. The result is a network flow along with a possibly unfeasible channel
assignment. The proposed channel assignment algorithm then serves the purpose
to adjust the flow on the graph to ensure a feasible channel assignment. The flow
on the graph is further re-adjusted by a post processing and a flow scaling steps.
Finally, a scheduling algorithm produces an interference free link schedule.

In [55], the traffic demands are formulated as a multi-commodity flow problem,

where one among several different objectives can be defined. Besides including the

11



same constraints as in [54], the LP formulation in this work makes use of time-
indexed variables, hence solving such LP gives a solution for the entire channel
assignment, routing and scheduling. The presence of integer variables makes the
problem NP-hard and thus, the authors solve the LP relaxation of the problem.
Then a channel assignment along with scheduling based on greedy coloring is used
to resolve the potential conflicts. The authors present both static and dynamic
algorithms to assign distinct channels to a link for different time slots.

To address the practical coordinating protocol, a number of studies in distributed
allocation algorithm for multi-radio WMNs use identical channels on all nodes [38-
40], and few works dynamically allocate channels in distributed fashion, which is a
hard challenge.

SSCH [33] is a very first solution with radio-frequency-slot and closest in spirit
to our EECAS. SSCH implements channel hopping schedule and schedules pack-
ets within each channel by using the seed knowledge. Nodes with SSCH transmit
the channel hopping schedule to neighboring nodes and update the schedule to
adapt to changing traffic patterns. SSCH is a distributed protocol, like EECAS, for
coordinating channel switching decisions:” However, SSCH schedules channel hop-
ping for a node to communicate with its all neighboring nodes that could cause
redundant allocations due to missing the end-to-end issue in WMNs. Applying the
radio-frequency-slot method on multi-radio WMNs is an issue due to the waste of
limited non-overlapping channels. One difference between EECAS and SSCH is that
EECAS separates data and acknowledgement packets of transmissions to increase
the efficiency of channel reuse so that the radio-frequency-slot concept can be ap-
plied to multi-radio WMNs. Moreover, EECAS allocates channels for end-to-end
paths on demand, which reduces channel waste on idle links.

In [42], the authors propose a distributed channel assignment protocol. One
interface of each node is dedicated to a default channel common to all nodes, and
the protocol relies on the common channel across the network to ensure connectiv-
ity. Each node runs the distributed assignment protocol to select channels for its

other radios and prefers channels that are least used by its interfering neighbors.
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This study uses the MR-LQSR protocol [38] with the WECTT [38] metric as its
routing protocol. In comparison, EECAS also reserves a common channel for con-
trol messages exchanging but does not need a dedicated radio. Moreover, EECAS
is aware of channel usage within an interfered range so that EECAS can allocate
channels without interference and can use channels more efficiently to achieve higher
performance in throughput.

Hyacinth [45] is a distributed load-aware algorithm for channel assignment. The
solution explicitly builds a spanning tree rooted at each gateway node. Each node
separates own radios into two groups and then independently chooses channels for
radios in one group that is dedicated to communicate with its children. The as-
signment of channels changes on a per-flow basis as load conditions in the network
changes. Note that this requirement is challenging to realize in a large-scale mesh
because of the complexity involved in assigning channels to radios. Moreover, the
solution is designed for WMNs specifically used.for the wireless Internet access ap-
plications, and their algorithm.works only for gateways whose connectivity graph is
a tree.

ROMA [51], like Hyacinth, does not rely on a ¢ommon channel to keep the
network connected and optimizes channels assignments along routes between mesh
nodes and a few gateways. Omne fundamental difference between ROMA and Hy-
acinth solutions is that ROMA has considered link losses and loss fluctuations. More-
over, ROMA uses ETT [38,41] metric for link measurement and extends SIM [39]
metric for routes selection such that ROMA is aware of channel-diverse for an end-
to-end path. However, both the two studies do not consider the influence of intra-
mesh communications. These communications build short-cut routes between nodes
within an intra-mesh domain, and the short-cut route causes unexpected inter-path

interference, which is one of most important factors affecting throughput.
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Figure 2.4: An operation model of middleware.

2.6 Middleware

Many researchers proposed middleware-approaches to support fast handoff in het-
erogeneous network environment [65=70]. In the research, the middleware, provide
interaction mechanisms among applications and lower-layer protocols. Accordingly,
the middleware is situated between applications and the operating system (OS) as
shown in Figure 2.4. It hides the complexity of error-prone system calls, OS APIs,
from applications by encapsulating the complex system calls in simple middleware
APIs that provide high level functions for applications. Therefore, applications need
not handle the connectivity and heterogeneity of underlying networks. Further, they
can manage the networks and react to the changes of networks accordingly through
middleware APIs.

There are three benefits to develop applications via the middleware: easy porting,
quick development and error avoidance. For application porting, because developing
an application via middleware APIs can hide the OS heterogeneity, programmers
need not modify any codes when transplanting applications onto another OS. For
example, Java Virtual Machine (JVM) is one well-known embodiment implementa-

tion of the middleware concept. It allows the same Jave code to run on different
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Figure 2.5: The architecture of a cross-layer notification mechanism.

OSs. As for application development and error avoidance, middleware APIs provide
simple interfaces for programmers to acquire and configure status of lower-layer pro-
tocols, so programmers need not care for the details of system calls. Consequently,

programmers can develop applications quickly and correctly.

2.7 Cross-Layer Design

According to [71], traditional'network protocols used on mobile devices do not op-
erate efficient enough because protocol stack are working independently, without
knowledge of status of other stack. As‘a remedy, the cross layer feedback method
proposed in [72, 73] provides-an interaction mechanism for a protocol of a layer
to share status with one of another layer. For example, a link layer protocol can
share status with an application layer protocol and thus applications can adjust
transmission rate according to the link status.

The cross-layer notification mechanism in [74] suggested that a network protocol
need a means to inform other protocols about changes of network status. Therefore,
cross-layer architecture, shown in Figure 2.5, was proposed to satisfy needs of various
applications, such as security, QoS or mobility requirement. For example of wireless
link adaptation, when link quality of currently attached network changes, the link
layer will notify an application layer program of the link quality of each wireless
adaptor or the transport layer of the maximum transmission rate. In response,

applications can inform the link layer to switch wireless adaptor.
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2.8 Driver-level Network Event Notification

The driver-level network event notification mechanism has been mentioned in [75].
This mechanism adopted a signaling mechanism to notify applications implemented
in user space. Furthermore, it also modified the OS scheduling algorithm to eliminate
the needs for an application to issue system calls periodically to retrieve low-layer
status. Implementation of the mechanism includes three major parts: (1) event
notification, (2) process management, and (3) scheduler. In our implementation,
before a process invocation in the kernel space returns to the user space, the mech-
anism will check whether the registered events of this process occur or not. If so
the registered event occurs, the mechanism will call the corresponding procedure
firstly. In this dissertation, we adopted our proposed event notification mechanism
and then modified some algorithms and data structures to satisfy requirements of

our goal.
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Chapter 3

Fast Handoff in Secure IEEE
802.11s Mesh Networks

This study deals with roaming in an IEEE 802.11s mesh network while maintaining
secure communication as per IEEE 802.11i.-Indeed, our approach is complementary
to, but not competing with, IEEE.802.11s-based schemes nor is developed in place
of the ritual of IEEE 802.11s. In.our architecture an alternative end-to-end secure
communication channel between a mobile station and its MPP is ensured such that
repeated encryptions and decryptions in frame delivery can be saved substantially.
We stress that authentications and secure messaging for mobile stations are of con-
cern to this study, but otherwise we exploit IEEE 802.11s mechanisms like MP
authentication or secure transfer of signaling messages in the mesh infrastructure

where available.

3.1 The Proposed Approach

We extend AP security domains to a mesh network (Figure 3.1), so as to reduce
repeated IEEE 802.1X authentications and encryption/decryption processing of data
frames for mobile stations. In our architecture, a station performs IEEE 802.1X
authentication only when (re)associated with a MAP in the network for the first

time. The role of authenticator is now shifted from MAP to MPP. As an MPP
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Figure 3.1: Extending AP security domains to a mesh network environment.

partakes in IEEE 802.1X authentication and cryptographic key management, we
maintain an end-to-end secure channel between the station and the MPP wherever
the station roams in the network. MAPs at-the edge of a mesh network remain
responsible for blocking unauthenticated stations from access to the system. In
order to enable a MAP to wverify frame integrity, PTK and GTK are distributed
from the MPP to the serving MAP via secure mesh links immediately after 4-Way
Handshake (see also Figure 3.2¢)

3.1.1 Security Association Establishment

When a station is initially (re)associated to any MAP managed by an MPP, it
performs IEEE 802.1X authentication and 4-Way Handshake to create the security
association with the MPP as per IEEE 802.11i. In our architecture, however, since
the MPP is defacto an authenticator, the serving MAP acts as a transit node that
forwards IEEE 802.1X traffic between the station and the MPP, as depicted in

Figure 3.2 in following lines:

1. The serving MAP examines whether a valid PMKID is included in the (Re) Association
Request frame by the station. If not, we let the MAP generate a designated
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Figure 3.2: Message flow of:establishinga security association in our architecture.

Messages marked with ‘*’ represent our addenda.
message named STA Authentication Request toward the MPP to initiate IEEE
802.1X authentication.

2. The station proceeds to IEEE 802.1X authentication and 4-Way Handshake
with the MPP via the serving MAP.

3. Then the MPP uses a Key Distribution message to inform the serving MAP
of the newly derived PTK. A GTK assigned by the MPP, if any, in 4-Way

Handshake can also be included in the same message meant for the MAP.

4. Upon receipt of the PTK, the serving MAP allows the station to access the

network hereinafter.
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3.1.2 Handoff Procedure

Handoff occurs when a mobile station reassociates from one MAP to another, in
two possible cases: intra-MPPrand inter-MPP handoff. The former means that the
station reassociates with another MAP connected to the same MPP. Since the IEEE
802.1X authenticator (MPP) remains unchanged, PMKs cached on the station and
the MPP sides serve as a basis for mutual authentication, leaving out IEEE 802.1X
authentication. Figure 3.3 shows the message flow of such an intra-MPP handoff

procedure.

1. The reassociating station sends PMKID to its target MAP, which then for-
wards PMKID to the MPP to validate the cached PMK on the station side.

2. The PMKID is used to identify the PMK cached in the MPP. If the PMKID
is found valid, the MPP notifies the target MAP using a PMK Verification

Success message.
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Figure 3.4; Inter-MPP handoff message flow.

3. Upon receiving an EAPOL:Start” frame, the target MAP replies an EAP-

Success message directly; with'mo need to contact the backend Authentication

Server.

4. Then 4-Way Handshake and PTK distribution follow as in Section 3.1.1.

On the other hand, inter-MPP handoff takes place when a station moves across

tained a correct PMK for the newly visited domain.

below:

1. The station reassociates with the target MAP. The PMKID included in the
(Re)Association Request frame is forwarded by the receiving MAP to the new

MPP for validating the cached PMK, if any.
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MAPs managed by different MPPs. In this case, the station performs IEEE 802.1X
preauthentication with its new target MPP (Figure 3.4) unless the station has re-

Message flow is described



2. Provided that the new MPP cannot find the corresponding PMK, a message
(PMK Verification Failure) is sent to the target MAP to trigger IEEE 802.1X

authentication for the station.

3. Accordingly IEEE 802.1X authentication and 4-Way Handshake are activated,
and then followed by PTK distribution. These procedures operate as pre-

scribed in Section 3.1.1.

It is noted that IEEE 802.1X authentication delay remains present if preauthen-

tication fails due to some reasons.

3.1.3 Frame Delivery

In our architecture, we establish an end-to-end secure channel between each station
and its MPP. Therefore, in the event of communication with a correspondent host
outside the mesh network, only a station’s-serving MAP and MPP are required to
encrypt/decrypt frames. This ean be accomplished by extending the use of IEEE
802.11i encryption protocols-to the entire mesh network while preventing the MAC
header from being altered. “In practice; we introducea bidirectional MAC tunnel
between serving MAP and MPP. Figure 3.5a gives an example of our encapsulation
process.

Supposing that a station communicates with a node outside the mesh network,

frame delivery takes following steps.

1. The station prepares an outgoing frame of the form <H1, P>, where H1 and
P denote the frame header and payload, respectively. The frame is encrypted

using the station’s PTK and then transmitted to the serving MAP.

2. The serving MAP verifies the MIC of the received frame using the PTK. A
frame with correct MIC is further processed or discarded otherwise. If the

destination site is found outside the mesh network, the MAP encapsulates the
frame in a form <H2, H1, P>, where H2 is the MAC header meant for IEEE
802.11s routing. The encapsulated frame is then forward hop by hop toward
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Figure 3.5: Frame delivery involves bi-directional MAC tunneling.

the MPP. Note that the outer header may be replaced anew at intermediate
MPs for next-hop forwarding, whereas theinner header (H1) is kept unchanged

throughout the routing ‘process:

3. Upon receipt, the MPP removes the outer header-(H2) and decrypts the inner
frame <H1, P> using the corresponding PTK: Subsequently the MPP encap-
sulates the payload (P) into.an Ethernet frame and forwards the frame to the

destination.

In contrast, Figure 3.5b illustrates a scenario where a node outside the mesh

network sends a data frame to a mobile station. The inbound delivery is as follows.

1. The MPP translates the received frame (from the gateway) into an IEEE
802.11 format of the form <H2, P>. The frame is encrypted using the corre-
sponding PTK, encapsulated in a form <H2, H2, P>, and then forwarded hop
by hop toward the destination station. Here two identical MAC headers are

used to keep the inner header intact during routing within the mesh network.

2. When the frame arrives at the local MAP of the intended station, the outer

header is removed and the resulting inner frame is decrypted using the PTK.
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3. The MAP encapsulates the decrypted payload (P) into an IEEE 802.11 frame
<H1, P> and encrypts the resulting frame using the PTK again. Then the
MAP forwards the frame to the station.

In case that both source and destination nodes are located in the same mesh
network, the IEEE 802.11s shortcut routing [13] technique applies.

Note that our bidirectional MAC tunneling mechanism is not part of IEEE
802.11s but similar methodology appeared in some contexts like Virtual Private
LAN Service [15] or IEEE 802.1ah bridge protocols. The frame size limit on our
MAC tunneling is the maximum allowed frame size in IEEE 802.11s (1552 bytes)
minus the length of the IEEE 802.11s frame header, as the extra header we use for
encapsulation is of the IEEE 802.11s-specified format. To prevent fragmentation
due to exceeding the maximum transmission unit a link-layer protocol can carry,
the mesh network can be configured with setting the maximum transmission unit

to 1552 bytes accordingly.

3.1.4 Security Considerations

We argue that in our architecture wireless communication between each station and
its MAP remains secure, and that our achieved security level is no weaker than IEEE
802.11i. Recall that stations and MAPs under discussion are IEEE 802.11i-capable.
In addition, mesh links among MPs have been protected by EMSA. In what follows

we reason about trust relationships and then discuss threat models.

Trust Relationships

In IEEE 802.11i, a station and its serving MAP perform IEEE 802.1X authentication
and 4-Way Handshake to establish a security association (based on PMK as shown in
Figure 3.6a), with a station-MAP trust relationship. The relationship results from
two security associations: i) between the mobile station and the Authentication

Server (abbreviated to MS<+>AS relationship) ensured by EAP credentials, and ii)
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between the Authentication Server and the MAP (AS«<>MAP relationship) by the
RADIUS secret. Therefore, IEEE 802.11i implies an MS<+>AS<>MAP trust chain.

To secure communication between the station and.its MAP, our proposed solu-
tion should be proved to attain an equivalent station-MAP trust relationship. To see
this, recollect that mesh links between two MPs-are protected by EMSA (PMK-MA
ensures a MAP<MP trust relationship), asindicated in Figure 3.6b. Furthermore,
a MAP, MP, and the MPP maintain security associations with the Authentication
Server using their respective RADIUS secrets (these MAPs and MPs are also us-
ing EAP credentials.) Coalescing these relations gives a MAP«+>AS<>MP<«+AS«>

- <>MPP trust chain in the mesh security domain.

In our approach, as shown in Figure 3.6¢, the station performs IEEE 802.1X
authentication and 4-Way Handshake with the MPP, forming an MS<>AS<MPP
trust chain. Besides, since there is MAP+>MPP trust relationship resulting from
PMK-MAs within the mesh security domain, the MS<>MPP<<MAP trust chain
can be deduced from the former two trust relationships. Therefore, we assure our

architecture of station-MAP trust relationship equivalent to that in IEEE 802.11i.
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Threat Models

To validate that our development maintains the due network security, we identify

and discuss potential threats against our proposed mechanism as follows.

e PMKID leakage: Even if an attacker may learn the corresponding PMKID
from previous eavesdropping and be able to skip IEEE 802.1X authentica-
tion, this does not cause security flaw impairing our architecture. This is
because MSK or any form of pre-shared keys is never transmitted over the
wireless media, and thus a valid PTK cannot be derived by the attacker. As
a consequence, the attacker cannot compute the correct MIC of the second
EAPOL-Key frame in 4-Way Handshake, so the attacker is blocked by the
MAP right away.

e Unauthorized disclosure: Compromised mesh links may result in unauthorized
disclosure of keying materials. For TEEE 802.11i, an MSK is transmitted
from the Authentication Serverito the serving' MAP through mesh links. If
mesh links are compromised, the MSK is pessibly divulged to an attacker.
As opposed to transmitting MSK, our proposal transfers only PTK via mesh
links. Since PTK takes-a lower level than MSK in key hierarchy, the exposed
PTK accounts for less security degradation as compared with the compromised

MSK.

e Compromise of authenticators: When an authenticator is compromised or
stolen, an attacker may obtain all the PMKs cached in that authenticator. In
this scenario, the attacker can access the mesh network via any MAP connected
to that authenticator. However, such vulnerability is recognized reluctantly
acceptable in IEEE 802.11 working groups. For example, IEEE 802.11r is also
susceptible to the situation where a compromised authenticator may expose
PMK-ROs to the attacker. Since IEEE 802.11 working groups permit of this

situation, we believe the potential vulnerability is acceptable.
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The qualitative analysis above shores up security aspects of our architecture.

Next we proceed to quantitative analysis of the proposed protocol.

3.2 Performance Discussion

This section compares our fast-handoff approach with the best-known IEEE 802.11i
scheme in terms of handoff delay and the amount of signaling traffic introduced by
a handoff process. Our performance evaluation is conducted by means of analytical

modeling and simulation modeling.

3.2.1 Analytical Model

Our performance analysis is inspired from a clustering technique by Akyildiz et al [4]
that simplifies two-dimensional random walks over hexagonal and mesh planes to
a reduced set of cells. As in that study, Figure 3.7 illustrates a hexagonal plane
consisting of several regions of cells.-Each cell is labeled with (x,y), where = denotes
the hop count from the cell to the MPP and yits type: Stations in cells of the same
type are assumed to leave the cells with the same routing pattern out of certain
symmetry. For labeling, every region is partitioned into six congruent segments
through diagonal chords such that-cells within®each segment are labeled in the

following manner:

1. From center (0,0) outward, mark cells along the diagonal line as (x,0), with

an increment of 1 in x. When done, reset z to 2.

2. Initializing y to 1, mark cells with  hops away from the MPP, in an arc-like

form, clockwise as (z,y), with an increment of 1 in y.
3. Increase x by 1 and repeat the above step till no unmarked cells can be found.

Thanks to such marking in conjunction with Markov chain (see below) reasoning,
the simplified random walk model was shown to behave exactly the same as the

original two-dimensional random walks [4]. Consequently we restrict attention to
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Figure 3.7: A mesh network is viewed to consist of regions of cells, each region being
served by an MPP. Every cell represents the radio coverage of a MAP, an MP, or
an MPP.

such a single segment, which is equivalent to considering the extent of a cluster as
a whole.

We consider a mesh network of hexagonal cells in that such topology is arguably
generic to represent how mesh networking entities are interconnected to cover a
geographical area with maximized channel capacities. Concerning handoff in a mesh
network, hop count between MAP and MPP forms an essential factor in performing
a handoff procedure. While Figure 3.7 relates hop counts among cells covered by
network entities, cell (0, 0) signifies MPP’s radio coverage; other cells are coverages
of MAPs connected to this MPP. (We presume each cell to be serviced by a MAP
which also functions as an MP for routing purpose.) Here a station residing in a cell
is assumed to migrate to any of its neighboring cells with equi-probability 1/6.

The reduced two-dimensional random walk model is applicable to capturing a
station’s movement behavior and obtaining the ratio of inter-MPP handoffs to intra-
MPP handoffs occurred in the course. Concerning a random walk process for an n-

subarea cluster (e.g. n = 6, n indicative of how many levels are present in a cluster),
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Figure 3.8: State transition diagram for a 6-subarea cluster.

Figure 3.8 shows a state transition diagram for-a station; state (z,y) indicates a
station residing in a cell (z,y). Totally there are S(n) = @ + 1,n > 0 states in
an n-subarea cluster. We consider the MPP capable of offering a mobile station a
radio link as well, so Figure 3.8 also depicts the possibility that the station migrates
to cell (0,0).

Let pzy),,y) be the one-step transition probability from states (z,y) to (¢',y/)

due to handoff. For a 6-subarea cluster, the transition probability matrix P =
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[P(y), ) 18

0 1 0 0 0 0
1/6 1/3 1/6 1/3 0 0
0 1/6 0 1/3 0 0
0 1/3 1/3 0 0 0
0 0 0 0 1/6 1/6
L0 0 0 0 1/6 0 |

S(6)xS(6)

In P, rows and columns are indexed in order of states (0,0), (1,0), (2,0), (2,1),

oo, (n=1,0), (n—1,1), (n—1,2), ---

P = [p(zy).(e )] for an n-subarea cluster is given as following:

Pa,y), (' y") =

where

wo((z,y), («',y"))
wi((z,y), («',y"))
wa((z,y), («',y"))
wz((z,y), (', "))
wa((z,y), («',y"))
ws((z,9), («',y"))
we((x,y), («',y"))
vo((z,y), («',9"))

vi((z,9), («',y"))

6 X wo((0,0), (z/

R79))
w;i((,0), (z',y"))

i={0,1,2,4,5,6}

wi((xvy)v (xlv y/))

i={0,2,3,4,5,6}

_{224 5} ’UJZ'((QS,O), (xlv y/)) +2x UO((Iv 0)7 (xlv y/)) + vl((xr 0)7 (m/» yl))
w’b((mv y)7 (xlv y/)) + UO((wv y)? (mlz yl)) + vl((xr y): (m/’ yl))
i={2,3,4,5}

0 otherwise

1/6) if ' =z and y"= (y+z’ — 1) mod z’

0 otherwise

,and (n — 1,n — 2). The general form of

ife=y=0
f0<z<n—landy=0

f0<z<n—-landO<y<az
ifr=mn—1landy=0

fr=n—land0<y<zx

_ 1/6 —if 2! =z +1 andy’ =y
N 0 otherwise
1/6 ifa’ =z+1andy = (y+2' —1) mod z’

0 otherwise

1/6 »ifa' =z —land y* = (y+ 2’ — 1) mod z’
- 0 otherwise

1/6 ifz’=xz—1land (yY =2’ =0or vy =y mod z')
- 0 otherwise

1/6 if2’ =z and vy = (y+ 1) mod 2’
- 0 otherwise

1/6 ifz’ =z+1andy = (y+1) mod 2’
B 0 otherwise

1/6 ifz’ =x=n—1and (y+%') mod (n—1)=0
- 0 otherwise

1/6 ifz’=z=n—1and (y+¢') mod (n—1)=1

Letting X; be the random variable representing the mobile station in which state

at step 7, element p(,) 2y in P is given by Pr(X;;, = (2/,y)|X; = (x,y)], the

probability of going to (z’,y') on the next step, provided that the station currently

resides in state (x,y).
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Let IT = [m(0,0), T1,0)s* - * s T(n—1,n—2)] be the stationary distribution, where m, )
denotes the equilibrium probability of finding the station in state (z,y). We obtain

IT by solving the following two equations.

I = IIP (3.1)
n—1 x—1

T(0,0) + Z Z T(zy) = 1 (3.2)
z=1 y=0

Since one of the rows in Equation (3.1) is linearly dependent on the others, it is
necessary to introduce the additional conservation relationship as given in Equa-
tion (3.2) to obtain II. From II we can derive the ratio of inter-MPP handoffs to
intra-MPP handoffs accordingly (see Section 3.2.2). This ratio is of avail to estimate
the expected handoff costs of different schemes because in our architecture, a sta-
tion only performs 4-Way Handshake during intra-MPP handoff and IEEE 802.1X
authentication during inter-MPP handoff: In contrast, IEEE 802.11i requires IEEE
802.1X authentication in each handoff unless the PMK is cached at the target MAP.
(PMK can be found in the MAP’s cache when preauthentication ahead of handoff
has been completed or whenthe station visited the MAP before, whose correspond-
ing security context remains in credit.)” Such' operational differences will lead to
distinct performance results!.

Note that our Markov chain is constructed in states’ points of view. A state
(x,y) may refer to corresponding cells in different clusters; state (x,y) is interpreted
to consolidate all the cells labeled with (x,y) of different clusters in the system.
Such unification can be done because of high-symmetry cluster layouts. As such,
T(zy) 18 the aggregate probability of finding the mobile station in cell (x,y) of any
cluster. Thus, p(sy),(2r) may implicitly subsume inter-cluster transition probabil-
ities. Taking Figure 3.7 as an example, two transitions from border cells (5,0)

to (5,1) are possible, causing one inter-cluster and one intra-cluster handoffs. So

! Another way is to model the station appearing at a random cell, making a number of handoffs
(represented with a random variable), and eventually disappearing. The expectation can then be
computed over two random variables: the starting cell and the number of handoffs made in the

course.
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P5,0),51) = 1/6 +1/6 = 1/3. Provided p(z ) (a4, the fraction of inter-cluster
transitions is pertinent to the station’s whereabouts, as shall be substantiated in

Section 3.2.2 below.

3.2.2 Handoff Latency

We are now in a position to discuss intra-MPP handoff and inter-MPP handoff laten-
cies. As depicted in Figure 3.3, the intra-MPP handoff procedure in our architecture
involves two messages (for PMK Verification) exchanged between the target MAP
and MPP, 4-Way Handshake messages between the station and MPP, and a message
containing PTK distributed by the MPP to the target MAP. In general, intra-MPP
handoff delay L;y7ga is composed of authentication latency (L;yrra_avrm) and
4-Way Handshake latency (L;n7raaw). These measures can be formulated using

several notations:

e 1 is the hop count between a MAP and the MPP.

e S counts MAPs in a concerned segment with z hops to the MPP (see the
grayed area of Figure:3.7.) Note that S =1 if & = 0; otherwise S = z for

x> 1.

o A segment of an n-subarea‘cluster-contains' 1 + n(n — 1)/2 MAPs (including

the MPP), as exemplified in Figure 3.7.

Therefore, on average we have

LintraavTn =2-T-H (3.3)

where T' denotes the expected single-hop transmission delay and H is the mean hop

count between a MAP and the MPP, namely,
n—1
> (z-5)

H=q f;(n —1)/2 (34)

H results from averaging all possible hop counts over the total number of MAPs

within a segment.
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In the handshake phase, 4-way messages are delivered between the station and
the MPP (message exchanges between the station and the intermediary MAP caus-
ing a delay of Lgy), followed by an additional message for sending PTK to the
target MAP. Hence we have

Lintraaw = Law +5-T - H (3.5)

Concerning IEEE 802.11i intra-MPP handoff, IEEE 802.1X authentication is
performed if the PMK is not cached at the target MAP. Thus, the average authen-

tication delay (L} nrpra aprm) results in

Linrraavrn = Lix + Mrapros - T - H (3.6)

where Lqx is the time required for transporting IEEE 802.1X traffic between the
station and its Authentication Server, excluding that spent over the mesh backbone.
IEEE 802.1X message delay over the mesh-backbone is singled out as Mrapruvs-T-H,
where Mgaprus is the number of RADIUS messages delivered between the target
MAP and the MPP. Note that 4-Way Handshake delay in IEEE 802.11i remains to
be Law.

Using Equation (3.6), the mean intra-MPP handoft delay (L)yrp4) in IEEE
802.11i is:

nrra = (1 — Peavi miss) - Law + Peavk mirss - (Linrraavra + Law) — (3.7)

Ppark vrss above denotes the probability of PMK being absent in the target MAP.
Given the probability P, that the station moves to a previously visited authenticator

and Ppr the probability of IEEE 802.11i preauthentication failure, we find

Py miss = (1 — Py) - Ppp (3.8)

Ppp arises when the station moves to a target MAP before its initiated preauthen-

tication is not yet completed. This corresponds to a sudden, premature handoff?.

2The value of Ppp varies from station to station, depending on 1) the elapsed time from the

point when such advance operations are initiated to the point when the station disassociates

33



Note that intra-MPP handoff delay in our architecture is L;y7ra, which is gen-
erally by far lower than that (L} y;p4) incurred in IEEE 802.11i. If a station moves
to a new MAP before preauthentication is completed, L;nrra aurn should still be
included in our intra-MPP handoff delay.

Next consider inter-MPP handoff. L;y7ggr represents inter-MPP handoff de-
lay for a station in our architecture, equating IEEE 802.1X authentication latency
(LinTER AUTH) and 4-Way Handshake latency (L;nreraw). With reference to Fig-
ure 3.4, when the station moves out of a cluster but its valid PMK is not cached
at the new target MPP, IEEE 802.1X authentication with a delay of L;inrer avTH

remains necessary. To quantify,

Linteravra = Lix + Mix - (n—1)-T (3.9)

where My is the number of IEEE 802.1X messages exchanged between the target
MAP and the MPP, and (n — 1) isthe hop count between the target MAP and
the new MPP. Since a station. doing inter-MPP handoff will reassociate with some
boundary MAP in another cluster, the hop-count between the target MAP and the
new MPP is thus (n — 1). With Lyyrggraw denoting the average latency for 4-Way
Handshake and PTK distribution during inter-MPP handoff, we have

Linteraw =Law +5-(n—1)-T (3.10)

Inter-MPP handoff in the context of IEEE 802.11i resembles intra-MPP handoff
in the form of Equation (3.6), except that messages are forwarded via the boundary

MAP. The incurred authentication latency yields

iNtERAUTH = L1x + MRrapws - (n—1)-T (3.11)

from the current MAP (preauthentication to a target MAP cannot be done if the station loses
contact with its current MAP), and 2) the time required for completing preauthentication over
the network (network dynamics such as congestion or variable transmission rates govern how long
preauthentication message exchanges can take.) As opposed to formulating Ppp in terms of the two
determinants through probabilistic modeling as in [6], this study does not resolve Ppp but considers
all its possible values ranging between 0 and 1 in Section 3.2. We then discuss performance results

from different settings of Ppr to demonstrate general system behavior.
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Overall, provided Equations (3.8) and (3.11), the inter-MPP handoff delay L} yrgg
in IEEE 802.11i results in

Linrer = (1 — Peyk wmrss) - Law + Ppak miss - (Linrer avrg + Law)  (3.12)

From Equations (3.3), (3.4), and (3.12) it can be seen that the handoff delay for a

station amounts to

Ls = Linter - (IIQ) + Lintra - (1 = 11Q) (3.13)

where Q = [q(0,0), 4(1,0), 4(2.0)> d(2,1)> * * * » Q(n—1,n—2))" 18 & column vector of probabili-
ties. Each entry of Q takes the form g, ), the probability for the station perform-
ing an inter-MPP handoff from cell (z,y). The equation above expresses the mean
handoff delay experienced by a station moving in the network. The measure Lg
takes the weighted sum of inter-MPP handoff delays and intra-MPP handoff delays,
starting mobility from any cell (a;). For the former, the weight is the product
of m(,,) and the probability g, of inter-MPP handoff occurrences. Likewise, the
weight of intra-MPP handoff delay involves the probability complementary to that
for inter-MPP handoffs. Now that a station migrates to-any of its neighbor cells with
equi-probability, we have g1, = 1/2 and gpo14) = 1/2 for y = 1,2,--- ,;n — 2,
but otherwise g,y = 0.

Notice that in our scheme, inter-MPP handoff brings about IEEE 802.1X au-
thentication delay only if a station moves to a new domain before its intended
preauthentication can be completed. Thus, the demand for IEEE 802.1X authen-
tication is substantially reduced. In essence we trade multi-hop transmissions of
4-Way Handshake messages between MAP and MPP within a same administrative
domain for expensive cross-realm IEEE 802.1X authentication. Such a design is
of value as long as IEEE 802.1X authentication takes a longer delay than that for
conveying handshake messages within a regional cluster. As shall be seen shortly in
Section 3.2.4, it is imperative to select the parameter n moderately for scalability

considerations.
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3.2.3 Signaling Traffic

Similar to the foregoing treatment, we now formulate the amount of signaling traf-
fic (number of message transmissions) incurred in intra- and inter-MPP handoff
procedures, respectively, over the mesh backbone. Observe that intra-MPP hand-
off involves authentication traffic (M;yrra_avry) and 4-Way Handshake traffic
(MinTRA4W ). As illustrated in Figure 3.3, our approach requires 7 message trans-
missions over the wireless infrastructure: 2 messages for PMK Verification, 4-Way

Handshake messages, and 1 message for PTK distribution. Hence,

MiNTrRA AUTH =2 H (3.14)
Minrraaw =5-H - R (3.15)

where R is the ratio of 4-Way Handshake to IEEE 802.1X authentication in average
message size. Equation (3.15) reflects a normalized expression for two different
sizes of messages in a unified scale.  With-Equations (3.14) and (3.15) as well as

corresponding measures, intra-MPP-handoff signal-ing traffic takes the form

M = (lo— M
INTRA= ( PMK_MISS) INTRA AW T (3.16)

PPMK,MISS : (MINTRA_AUTH + MINTRAAW)

Regarding intra-MPP handoff within IEEE: 802.111, Figure 2.2 shows that only
RADIUS messages are transmitted.. Therefores M yrra avry = Mrapivs - H but
MinTRA 4w 1S zero. The resulting handoff signaling traffic can still be expressed by
Equation (3.16), yet with M]yrra avrg and Miyrpa aw i place of Minrra avTH
and M;nrTrA 4w, respectively.

For the inter-MPP handoff case, let M;yrrr represent the amount of signaling
traffic generated due to a station performing inter-MPP handoff, containing authen-
tication traffic (M;yrEr_auTH) and 4-Way Handshake traffic (M;yrgraw). In our
architecture, as shown in Figure 3.4, all EAPOL and 4-Way Handshake messages
are transmitted over the mesh infrastructure. So M;nrer_avry = Mix - (n—1) and
MinteEraw =5+ (n—1)- R.

As for IEEE 802.11i, inter-MPP handoff causes the same number of message

exchanges as in intra-MPP handoff. It follows that M| yrpr avry = Mraprus - (n—
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1) and Mjyrpraw = 0. Thus, inter-MPP handoff signaling traffic can be written
as

M =(1-P - M
INTER = ( PME_MISS) * MINTER AW+ (3.17)

PPMK,MISS : (MINTER,AUTH + MINTERAW)

The above equation also holds for the IEEE 802.11i scheme with M| yx;pr apry and
MJI'NTERAW in lieu Of MINTER,AUTH and MINTERAW; I‘GSpGCtiVQly.
In the presence of Equations (3.16) and (3.17), the handoff signaling traffic Mg

in terms of a cluster gives

Mg = Minrer - (11Q) + Minrra - (1 —11Q) (3.18)

The measure Mg quantifies the amount of signaling traffic caused by a station doing
handoffs in the mesh network. Mg counts all possible transmissions of signaling
messages out of inter-MPP and intra-MPP handoffs. The weights of the two types
of handoff are identical to those in Equation (3.13).

3.2.4 Performance Results

In order to validate our analytical model and demonstrate performance results, we
developed a simulator in C# that mimicked-mebile stations moving about within
a clustered environment as shown.in Figure 3.7.-Under consideration were 100, 000
stations, each being simulated to start off from a randomly chosen cell, make 800
cell-crossing movements, and bring in an accumulation of intra-MPP or inter-MPP
handoff costs. A station performing an inter-MPP handoff, say to cell (z’,y') of
another cluster, was taken to emerge next at the corresponding cell (2’,%’) of the
current cluster in that all clusters were considered congruent in appearance. For
data representativeness, our simulation results assume the average behavior of all
the stations.

Additionally, experiments were conducted to determine parameter values of con-
cern. As shown in Figure 3.9, the experimental environment consists of an Authen-
tication Server, two au-thenticators, and a supplicant station residing in a wireless

Local Area Network without any other entities attached. The supplicant station is a
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Figure 3.9: Experimental environment.

laptop PC, equipped with an IEEE 802.11g network interface, running on Windows
XP SP2 with built-in Windows Zero Configuration Service. Authenticators are an-
other IEEE 802.11g-capable PCs running the open source daemon hostapd-0.5.7.
The Authentication Server employs FreeRADIUS-1.1.4. All these four machines are
kept synchronized to the same NTP (Network Time Protocol) server throughout.
The encryption protocol in use is WPA2/AES and the EAP method is PEAP/EAP-
MSCHAPv2. A widely-used packet analyzer—Wireshark—is run on the supplicant
station and the Authentication Server sides to capture all the packets of interest.

Table 3.1 summarizes average values of system parameters resulting from 20
full authentications, where T"is in' particular out of 80 measurements. Besides, we
built n-subarea clusters and carried out 1,200, 000-independent, identical simulations
of random walks to resolve the ratio P, that a cell-crossing station migrates to
a previously visited authenticator. The collected statistics of P, in different n-
subarea settings are listed in Table 3.2. Note that a network environment where
authenticators are co-located at MAPs corresponds to the setting n = 1, a typical
IEEE 802.11s scenario.

According to IEEE 802.11s [13], the suggested level of a mesh network is 3 (i.e.
n = 3). Hence we elaborate primarily on the performance in terms of a 3-subarea
clustered environment. Figure 3.10a plots handoff delay (Lg) versus Ppp in an n-
subarea network environment. Overall, our numerical results conform closely with
simulation results. Also, this figure reveals a trend that our proposal reduces handoff

delays significantly. In particular, when Ppp is 1.0, i.e., the station does not perform
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Table 3.1: System parameters.

T 2.44 ms
Lix 401.63 ms
Lyw 20.76 ms
Mix 22 messages

Mpgaprus | 18 messages
R 1.0492

Table 3.2: Mean P,.

n =1 | 0.000000
n =2 0.064579
0.120625
0.164704
n=>5 | 0.199851
0.229387
n ="7"10.254347
n =8| 0.275391

preauthentication®, our approach can achicve a saving of handoff delay by up to
62.7%, a marked improvement. Therefore; our design is of utility, even though most
IEEE 802.11 devices do not support preauthentication. As a note, our approach
maintains its advantage over the counterpart scheme unless Ppr < 0.05, which
signifies a rare case though. This case arises because 4-Way Handshake messages
forwarded between MAP and MPP bring about comparatively longer delay in our
architecture.

Further experiments in other settings reflect a consistent trend that numerical
results accord with simulation results substantially, which justifies the correctness
of our analytical model. For conciseness and clarity reasons, hereinafter we provide
analytical results as main parts of figure layouts.

Figure 3.10b shows handoff delays under different cluster sizes and preauthen-

tication failure probabilities (Ppp is represented in parenthetical numbers of the

3The preauthentication function in Windows XP with WPA2 is disabled by default.
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Figure 3.10: Handoff delays of two subject schemes.
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legends.) This figure suggests that, as long as the cluster is large enough, say, with
n > 3, handoff delays appear immaterially different for whichever Ppp, meaning
that Ppr becomes a less dominant factor for a sufficiently large network. Hence,
for concise presentation, we next confine ourselves to discussing performance results
from Ppp equal to 1.0. Performance statistics in other Ppp settings can be estimated
proportionately with reference to Figure 3.10a.

From Figure 3.10b it can be seen that, when n is 5, our approach results in
the least handoff delay. Indeed, handoff delay in our architecture appears indistinct
if n > 3. This finding is justifiable, since as n grows larger, a mobile station
is more likely to experience intra-MPP handoff upon a move (saving costly IEEE
802.1X authentication) but meanwhile suffer more hop-by-hop transmissions of 4-
Way Handshake messages between MAP and MPP. In other words, the increasing
overhead of multi-hop transmissions for 4-Way Handshake messages may counteract
the benefit brought by a larger cluster when n becomes sufficiently large. For IEEE
802.11i, a similar argument applies. Thatiis; the larger n grows, the more multi-hop
transmissions (longer delay)of EAP-traffic requires. So Lg increases with n.

As regards the effect of different network topologies, Figure 3.10c shows handoff
delays relating to the changes of mean hop count H between a MAP and the MPP.
Figure 3.10c results from experiments by varyingthe parameter S in Equation (3.4).
Varying S implies a floating number of MAPs with certain hops away from the
MPP, thereby leading to different interconnectivity of MAPs. Performance results
show that our approach can reduce handoff delay of the counterpart scheme by an
appreciable amount, resulting in a reduction of around 63%.

Let us investigate under what conditions the two subject schemes exhibit com-
parable handoff delay. To gain fairer bases for comparison, we vary L;x in a large
extent representing possible scenarios. Here suppose that our approach operates
with Ppp preset to 1.0. Supposing that both schemes are made produce nearly
identical handoff delay, we are now concerned with the relationship between Ppp in
the IEEE 802.11i scheme and the cluster parameter n. Figure 3.11a indicates that

our proposed approach achieves almost equivalent effectiveness resulting from the
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Figure 3.11: Handoff delay of ‘'our approach trelative to the counterpart scheme.

IEEE 802.11i scheme with Ppp ranging between 0.15 and 0.3. This means that ef-
fectively our approach functions as if the IEEE 802.11i scheme were operating with
high likelihood of 70% to 85% successful preauthentication, without resorting to
additional facility like handoff prediction techniques, network topology information,
or profiles of handoff behavior.

Observe that system-wide performance is also subject to which entities enact
the role of IEEE 802.1X authenticator and how frequent reauthentications or PTK
updates take place. When a MAP acts as an authenticator, the system involves

heavier outlays for PMK distribution and reauthentication, but less overhead for
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4-Way Handshake due to PTK updates. On the other hand, an MPP behaving
as an authenticator contributes to fewer messages for PMK distribution and reau-
thentication, yet at the expense of more signaling overhead for renewing PTKs in
that 4-Way Handshake always goes to MPP. Similar arguments for handoff delay
apply here as well. Since IEEE 802.1X (re)authentication (PMK updates) and PTK
updates occur at times, their resulting effects are of interest. Figure 3.11 compares
their incurred delays in different cases of PMK or PTK updates carried out at vary-
ing frequencies with different hop count H. It can be seen that our approach remains
advantageous unless PTK updates appear comparatively too often. However, as ev-
idenced in [14], a PTK is arguably allocated with lifetime in order of several hours.
Therefore it is deduced that PTK updates are mostly occasional and less likely to
cause overwhelming counteraction.

Handoff signaling traffic is another performance aspect. In this regard, Fig-
ure 3.12a shows the relationship between Mg and Ppr when n = 3. Again, this
figure exhibits osculating results from analytical and -simulation models without ap-
parent discrepancies. Yet this figure shows that our approach may lose its advantage
over the IEEE 802.11i scheme in certain circumstances. To be more specific, when
Ppr < 0.7, our approach generates more signaling traffic than IEEE 802.11i scheme
does. This is mainly because our proposed approach assumes a centralized architec-
ture, where any generated 4-Way Handshake messages are conveyed to some MPP
over multi-hop mesh links, causing more transmissions than those induced by IEEE
802.1X authentication. Nevertheless, Figure 3.12a depicts that signaling traffic is
kept low in few tens, placing insignificant burden on the network.

Figure 3.12b shows Mg under different cluster sizes for Ppr = 1.0. Results
indicate that overall handoff signaling traffic generated by our approach is less than
that by IEEE 802.11i scheme except for n = 2. (For n = 2, our signaling traffic
is slightly higher.) This reflects the cost effectiveness of our approach in that the
benefit due to restricting most signaling traffic within a larger cluster outvalues the
potential overhead of increased multi-hop transmissions.

Further extensive evaluation reveals that signaling traffic in both schemes grows
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Figure 3.12: Signaling-traffic.of two subject schemes.

linearly with average hop count H between MAP and MPP. Given n = 3, Ppr = 1.0,
and H ranging over the interval [0, 4], for instance, we find that IEEE 802.11i scheme
generates signaling traffic in quantity of 8.33 to 54.98, whereas our approach in 12.94
to 33.59. Our approach is found to introduce less handoff signaling traffic than the
counterpart scheme does throughout our experiments. This implies that our design
caters better for a variety of network topologies.

Cross referencing Figures 3.10 to 3.12 gives a more thorough view of how and
when the proposed approach outperforms the conventional scheme. These figures
delimit the usefulness of our approach in practical sense, assuring that our approach

is suited where a mesh network is neither too small nor unduly large in scale. (An
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excessively large network is liable to suffer overwhelming overhead of message ex-
changes.) The foregoing discussions corroborate that a network of MAPs or MAPs
with maximum 3 hops to the MPP adopting our approach operates fairly well, even
in the absence of any preauthentication support.

To summarize, performance results indicate that our approach is promising if
MPs or MAPs are organized into MPP-centric clusters, each with approximately
19 to 37 MPs interconnected to an MPP. Such cluster size of several tens in order
is agreeable to the suggested scale of a mesh network by IEEE 802.11s [13]. As
another remark, our approach allows MPs to be clustered in moderate size such
as to minimize IEEE 802.1X authentication while keeping inter-MP communication
within the cluster manageable. This facilitates a battery-powered mobile station
to balance its power consumption and handoff performance. Note that our scheme
comes to some limitation in scalability (overloading the MPP) when cluster size
grows unduly large. Nevertheless, Figures 3.10. to 3.12 lead us to argue that the

proposed scheme suffices for real mesh networks.

3.3 Summary

We presented an approach to secure fast handoffdin an IEEE 802.11s mesh network,
a field that warrants closer study. * Our approach reduces repeated IEEE 802.1X
authentications and encryption/decryption processing of data frames for mobile sta-
tions by an appreciable amount. Our development exhibits several features. First,
the security level in line with IEEE 802.11i is maintained. Section 3.1.4 has rea-
soned that our approach does not lead to security vulnerability. Nor did we trade
performance for security and robustness to the extent that security requirements
for IEEE 802.11i or 802.11s are unduly weakened. Further, our scheme prevents
pairwise master keys from being distributed over the wireless medium, protecting
against any unauthorized access from the air.

Second, following our design tenet, the entities holding pairwise mater keys are

shifted to MPP in a way that fast handoff can be accomplished by bypassing pro-
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hibitive IEEE 802.1X authentication during handoff. Such a design enables the
setup of an end-to-end secure communication channel-a bidirectional MAC tunnel—-
between a station and its MPP to keep data frame exchanges intact in the mesh
environment.

Meanwhile our approach is characterized by backward and forward compatibility;
we leverage the use of standard protocols at the station side without tailoring current
protocol fabric. Hence interoperability with IEEE 802.11i- or 802.11s-conformant
devices is maintained. Besides, our approach may serve as an optional but not a
costly add-on to any IEEE 802.11-based mesh network. Note that original security
and routing mechanisms predefined in IEEE 802.11s can fully co-operate with our
development.

Moreover, Section 3.2 provided an analytical model to formulate handoff delay
and incurred signaling overhead. With our analysis in place, an optimal number of
MAPs managed by an MPP (or the:best location of an IEEE 802.1X authenticator
somewhere between a MAP and the MPP).can be determined accordingly. Perfor-
mance results have demonstrated the strengths of our proposed approach and augur
well for our design in practical application.

To conclude this study, we outline several future directions to work on. First,
we continue implementing our<approach using hostapd, a widespread open source
platform. Second, it is apropos to relate our analytical model to evaluating handoff
methodology in other contexts, e.g., IEEE 802.11r or 802.16e (WiMAX). Derived
analytical results can give an indication of how these handoff processes perform in a
quantitative fashion, which may become part of feasible studies on any subsequent
development. Third, we note that reauthentication mechanisms of EAP methods
shall undergo some optimization for seamless handoff in mobile wireless environ-
ments. There has been active work in progress in a new IETF (Internet Engineering
Task Force) work group called Handover Keying. We are keeping closely aligned
with the development of the new work group. Lastly, our treatment can be ex-
tended to other types of multi-hop wireless networks by allowing network entities

within the same do-main (analogous to MPs in the mesh architecture) to share out
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the workload of 4-Way Handshakes and encryption and decryption in frame de-
livery. While such an extension entails context transfers among network entities,
access points accommodating mobile stations need to keep with adjustments of new
authenticators. This suggests a topic that warrants more thorough investigation in

the future.
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Chapter 4

End-to-End Channel Allocation
Scheme for Wireless Mesh
Networks

In this study, we propose an-End-to-End Channel Allocation Scheme, henceforth
referred to as EECAS, which can provide load and. interference awareness paths for
end-to-end packet deliveries'in WMNs. We model the channel allocation problem as
a directed graph and derive a.solution via set operations. By applying the proposed
approach and path metrics, channel.allocation for an end-to-end communication
path can be easily determined and the throughput can also be maintained. As
shall be seen in Section 4.3, performance results demonstrate that the proposed
mechanism improves channel utilization and better end-to-end throughputs than

other approaches.

4.1 Overview

EECAS extends radio-frequency-slot method as in SSCH and takes end-to-end is-
sues into account. Although separating two-way communications on two different

channels is not a new finding, we observe that channel utilization can be improved

48



while the concept is introduced into our scheme.

With the benefits of radio-frequency-slot method, we can allocate channels for
end-to-end paths and ensure that all paths do not suffer intra-path and inter-path
interferences, if we have a mechanism to determine which channels are interfered
on a specified hop of path. For example, as shown in Figure 4.1, there are 12
nodes, denoted as 0 to 11, and two routing paths, named path-1 and path-2. Each
node is equipped with two radio interfaces. In other words, each node can be
allocated up to two channels on each slot. Figure 4.1a shows conventional channel
allocation with radio-frequency-slot. In this figure, we try to allocate channels for
each hop of the two paths on the same slot. To avoid intra-path interference, we
cannot allocate same channel within three continuous hops of a path, so both path-
1 and path-2 have to take three different channels. Moreover, to avoid inter-path
interference, two neighboring nodes that is belonging in the two paths respectively
cannot be allocated same channels. dn Figure 4.1a, in-use channels of node-3, which
are ch; and chy, have to differ from channels of node-9, which are chs and chy.
In summary, the conventional radio-frequency-slot is-workable if there are at least
five non-overlapping channels. The requirement quickly rises as network density or
number of radios increases.

On the other hand, as shown in Figure 4.1b; both path-1 and path-2 just take
two different channels for avoiding intra-path interference, if we can separate Tx
and Rx of transmissions on two different channels and a node’s communications
with different neighbors on different slots. For example, at slot A, node-3 uses ch
for sending and chy for receiving packets from node-4. And, node-3 also uses cho
for sending and ch; for receiving packets from node-2 at slot B. Besides, inter-path
interference is also easily avoided if we can ensure that receiving channel(s) of a
node is not interfered by the node’s neighbors.

Furthermore, Figure 4.1c shows a alternative allocation result compared to Fig-
ure 4.1b. If we can separate transmissions not only on two different channels but
also on different slots, the alternative result could achieve higher performance in

end-to-end delay due to less slot switching. For example, in Figure 4.1c, the trans-
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Figure 4.1: Comparison between conventional and extended radio-frequency-slot.

missions between node-2 and node-3 are separated on different slots, and therefore
we can allocate different channels for the Tx from node-2 to node-3 and the Tx

from node-3 to node-4 but place them on a same slot. Then, packets can be fast

delivered from node-2 to node-4 without slot switching.

A node can communicate with each of its all neighbors by applying the radio-

frequency-slot method even though the node could be equipped with any number
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Figure 4.2: Easing the hot-spot problem by adding radios.

of radios that is less than the number of its neighbors. Moreover, the numbers
of radios on nodes do not be equal to one another. Thus, our EECAS is also
easily applied to this asymmetric radio architecture, which is helpful to address the
hot-spot problem in a WMN. For example, in Figure 4.2, we equip node-3 with
four radios and other nodes with two radios. There are two routing paths and
node-3 is the crossover node (it also ‘could be a mesh portal in a WMN) of the
two paths. In this scenario, .node-3 can_be-allocated four different channels on
each slot to simultaneously «communicate with 'its neighbors, and thus end-to-end
throughput of the two paths can be maintained due to without sharing bandwidth
at the crossover node. The number of total-in-use channels is four. As a result, the
hot-spot problem can be easily-addressed by adding radio while we apply two-way
separation in asymmetric radio WMNs to reduce the waste of channels.

In summary, we find that separating transmissions on different channels can
improve channel utilization as well as interference can be easily determined in dis-
tributed fashion. Therefore, we propose a general dynamic, distributed mechanism,
which extends the radio-frequency-slot method and takes end-to-end issues into
account, to allocate channels to paths free from both intra-path and inter-path in-
terferences in asymmetric multi-radio WMNs. Our mechanism is also helpful to

address hot-spot problem by adding radio interfaces.
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4.2 The Proposed Scheme

4.2.1 Definitions

We model a WMN as a directed graph G(V, E) and derive the solution of the channel
allocation based on set operations. Table 4.1 lists the symbols used in proposed
EECAS. We assume that V is a set of vertices that represent all mesh nodes in a
WMN;, and u and v are mesh nodes in the set V. Then we define the relationships

between v and v as:
Vu, v €V, Dww) < Reom & (u,v) € E AN (v,u) € E (4.1)

Equation (4.1) reveals that if the distance between u and v, denoted as Dy, ),
is less than the communication range of mesh nodes, denoted as R, there should
have two directed edges, denoted as (u,v) and (v,u), in the graph G(V, E). Each
edge indicates a logical channel that offers directional communication between nodes.
In addition, a sequence of edges indicates a directional path in a WMN.

Moreover, the set of neighbors of a mesh node u, denoted as N,, is defined as:
Vu € VN, ={a | Vo € V. Dy < Reom} (4.2)

Equation (4.2) shows that for any mesh nodein V', denoted as z, if the distance
between u and z is less than R.,,,, the node z is included in N, and z is one of
neighbors of u. In other words, all nodes in the set N,, are within the signal coverage
of u so that these nodes can directly communicate with wu.

Then, we define the available logical channels in a multi-radio multi-channel
WMN. A mesh node may have multiple radio interfaces. In addition, the transmis-
sion time could be divided into several time slots, like Time Division Multiple Access
(TDMA). In each time slot, the radio interface can switch to a logical channel and
communicate with peer nodes which are also in the same channel. To consider tim-
ing inaccuracies and different propagation delays of individual nodes, a guard period
is usually introduced between successive time slots and therefore perfect time syn-

chronization is not necessary. In recent years, several decentralized synchronization
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Table 4.1: Symbols used in EECAS.

Symbol | Description
V A set of vertices, which represent nodes in a WMN
E A set of edges, which represent logical channel between
transmitter and receiver in a WMN
G(V,E) | A directed graph, which represents a WMN including
nodes (V) and logical channels (F)
Reom Radius of communication range of the node in a WMN
C* A set of all non-overlapping channels or Cartesian prod-
uct of non-overlapping channels and time-slots
Dy ) Distance between nodes u and v
Su(k) State of channel slot k of node u, Vk € C*
N, A set of neighbor nodes of node u
ACS(w) | A set of channel-slots that have been allocated on the
edge (u,v)
pPCS A set ofparity channel slots
FCS@uw | A set of free channel slots'on the.edge (u,v)
FCSCuw | A set of free channel slot-combinations on the edge (u, v)
CCSCp) | A set of candidate channel slot combinations on the edge

(u,v), which is a subset of the FCSC\,

algorithms, such as [52,53], have been proposed and can get the accuracy of no more
than 10 microseconds. If EECAS uses a 10 ms time slot, the overhead due to the
guard period is 10 ps / 10 ms = 0.1%. Therefore, the logical channel set can be
expressed by a Cartesian product of non-overlapping channels and time slots. For
example, assume let C' denote the set of non-overlapping logical channels 1, 2, and
3, i.e., C ={1, 2, 3}. Further, suppose that S is the set of time slots containing

slots a, b, ¢, and d. In other words, S = {a, b, ¢, d}. Thus, the new set of available
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logical channels can be denoted as C* = C' x S = {(1,a), (2,a), ---, (3,d)}, which
includes 12 combinations. The element (1,a) represents channel 1 at time slot a.
For simplicity, we refer to element (1,a) as channel slot (1, a).

Additionally, we introduce two terms: directional logical channel and non-directional
logical channel. As mentioned earlier, we suggest separating packets in different di-
rections and scheduling them on different logical channels. For example, data and
acknowledgment packets in a path between neighboring nodes are separated into
two directional logical channels. On the other hand, a logical channel with data
and acknowledgment packets together without separation is called a non-directional

logical channel.

4.2.2 Channel Allocation Mechanism

The proposed EECAS has two phases of operations. The first is called Information
Maintenance and composed of twe operations; .Channel State Table (CST) Main-
tenance and Exchange, and Free Chanmel-Slot (FCS) Discovery. All mesh nodes
perform the procedures of the first-phase periodically and can update information
for the subsequent channel allocation. The second phase is called Channel Allo-
cation and the phase has two operations, Free Channel Slot Combination (FCSC)
Computing and Channel Decision. The second phase is performed in an on-demand
basis and it is triggered when a communication is newly established or modified.

We illustrate these procedures by using the examples below.

CST Maintenance and Exchange

To find the channel slot which is in-use, all mesh nodes need to maintain a CST and
the state of each channel slot. Also, they have to broadcast their own CST to their
neighbors, defined in Equation (4.2). As shown in Figure 4.3, there are six mesh
nodes, named A, B, ---, F, and D and E equipped with two radio interfaces. The
channel slot set C* = {(1,a), (2,a), ---, (3,d)} includes 12 available channel slots,
and each node maintains its own CST. The channel slot state has five conditions:

transmitting (T), receiving (R), interfered (I), free (F) and parity (P). Moreover,
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Figure 4.3: In-use channel awareness by applying the Channel State Tables (CSTs).

each node also keeps the life time of channel slots in its own CST.

As shown in Figure 4.3, there is-a data flow, named f1, from C to F, through D
and E. Furthermore C' uses {1, a) to-send packets to-D so that C' marks the state
of (1,a) as “T” in its CST and associates the life time ¢/, ,y of the channel slot. The
life time is updated whenever packet is‘sent or received through the channel slot,
and the channel slot is released if the life time expires. The channel slot (1,a) is
also put into the set of Allocated Channel Slots (ACS) for the corresponding edge,
denoted as ACS(¢ p), indicating an in-use channel slot on the edge. Moreover, D
marks the channel slot as ‘R’ in its CS'T because it receives packets from C' through
the channel slot.

Furthermore, we can define an interfered channel slot by Equation (4.3). A node
u deems that a channel slot & has interference, denoted as S, (k) = I and maintains
the state in its CST, if at least one neighbor node x of the node w is using the channel
slot to send packets, denoted as S, (k) = T', and the node u is not the receiver. The
condition is updated by sensing wireless carrier and/or after every CST exchanges.
For example, A marks (1,a) as ‘I’ in its CST because D uses the channel slot to

send packets and A is not the receiver. Finally, if a channel slot is not in the above
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states, the channel slot is marked as blank to represent its availability.
VueV, keC*, Syk)=1<3Jze€N,, Sp.(k)=T (4.3)

To avoid channel conflict, a mesh node needs to know every channel slot’s usage
in the interference range. To achieve this goal, every node periodically broadcasts its
own CST to its neighbors and keeps all CSTs of its neighbors. Therefore, every node
is aware of interfered channels of neighbors. This information implies channel slot
usages of three hops away so that every node can know what channel slot usage in
the interference range is. For example, C' knows that D deems (3, a) as interfered, as
shown in Figure 4.3, so C' surmises that the channel slot had been allocated within
three hops away.

Finally, all nodes have to reserve a parity channel slot for control message ex-
change. For example, in Figure 4.3, all nodes reserve channel slot (3,d) and mark
the channel slot as ‘P’ in their own' CSTs to indicate the parity channel slot. The

detail of control mechanism is‘described in-Section 4.2.3.

FCS Discovery

To allocate channel slots without co-channel interference, every node needs to dis-
cover free channel slots which“have not been_allocated. A mesh node performs
the discovery procedure whenever the mode receives CST of its neighbor. To solve
channel allocation with the directional logical channels, the problem can be seen as
allocating channel slots to directed edges. Therefore, a node needs to discover free
channel slots from its outgoing edges. Equation (4.4) presents the conditions of free
channel slots with the directional logical channels. We assume that there are two
neighboring nodes, named u and v, so that two directed edges, denoted as (u, v) and
(v,u), exist. For the outgoing edge (u,v) of u, node u deems channel slot k as free
on the edge and puts the channel slot into the F'C'S(, ). This denotes the set of free
channel slots on the edge (u,v), if the following three conditions are satisfied: the
state of k in the CST of w is free or interfered, denoted as S, (k) = F/I; the state in
the CST of v is free, denoted as S,(k) = F'; and the state in CSTs of all neighbors
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Figure 4.4: An example of Free Channel Slot (FCS) discovery and Free Channel
Slot Combination (FCSC) computing:

of u is not receiving packets. As mentioned above, 4 owns its CST and CSTs of its
neighbors, so that « can obtain’ FC€'S(, ., and maintain the information.

Vu, veV, ke C* ke FCSpu (4.4)
< Su(k)=F/I N Sy(k)=F AN VYx e N,, S.(k)# R

A simple example of the FCS discovery with directional logical channels is given
in Figure 4.4, where A and D are neighboring nodes such that A can receive D’s CST
periodically. When A receives D’s CST, A performs the FCS discovery algorithm,
shown in Figure 4.5, to update FCS of the outgoing edge (A, D). The result of
FCSiapyis {(1,b), (2,b), (2,¢), (3,¢)}, indicating that allocating any one of these
channel slots for the edge (A, D) does not affect existing flows. Similarly, D can
also update its outgoing edges F'C'S(p 4y, F'CS(p By, FCSp, k), and so on.

In addition, channel slot (1, a) is not included in FC'Sig p) since that £ has two

radio interfaces and the two interfaces had been assigned to other channel slots at
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Algorithm 1 FCS discovery
1: FCS(src,dst) <= {@}
2: for each c € channel slot set C* do
3. if src and dst has at least one interface to be
allocated the channel slot ¢ then

4: if (Ssre(c) = ‘F7 or Sgpe(c) = ‘T) and Sgsi(c) = ‘F
then

5: NonRecv (gre,dst) < ‘true’

6: for each n € neighbor set Ng,.. do

7: if S,,(c) = ‘R’ then

8: NonRecv (gpc,qst) < ‘false’

9: end if

10: end for

11: if NonRecv(gpc,qs¢) = ‘true’ then

12: FCS(src,dst) = FCS(src,dst) U {C}

13: end if

14: end if

15:  end if

16: end for

Figure 4.5: FCS discoyvery algorithm.

time slot a. The node has no interface to be assigned at the same time slot. Thus,
channel slot (1,a) is removed from the FCSig p)y. The proposed FCS discovery
algorithm shown in Figure 4:5 can. also handle this case.

We also demonstrate how to ebtain the free channel slots when the conventional
non-directional logical channel is‘applied-In this case, the channel allocation prob-
lem is to map channel slots to the edges of both directions between neighboring
nodes. This is because the conventional non-directional logical channel assumes no
direction on the link, and the communication packets may be exchanged in both
directions. Therefore, the edges in both directions between two nodes are occupied
if the link is assigned to the nodes. For example, © deems channel slot k& as free on
both edges (u,v) and (v, u), if the following conditions are satisfied: the k is free in
the CSTs of both u and v, denoted as S, (k) = F and S,(k) = F; and none of & in
the CSTs in all neighbors of u and v are receiving packets. Thus, channel slot k is
included in both F'C'S(,,.) and F'CS(, ). In addition, v and v need to exchange the

information for FCS discovery because none of them have sufficient information to
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know the channel states in the CSTs of another’s neighbors.

Yu, veV, ke C* ke FCS(uﬂ,) AN ke FCS(v’u)
& Su(k)=F AN VYxeN,, S.(k)#R (4.5)
AS,(k)=F A VyeN,, S,(k)#R

FCSC Computing

By applying FCS discovery, we individually allocate channel slots for different edges
and can avoid the inter-path interference. However, the end-to-end issue has not yet
been considered. The end-to-end issue is to ensure that all edges along a routing path
from source to destination can be successfully allocated with sufficient bandwidth
for a specific flow. To achieve this goal, we have to find out channel slot mappings
along the path and the channel slots for the flow have sufficient resources. The
FCSC computing derives all channel slot mapping combinations for a flow’s path
and it is triggered when a node initiates a new data flow or modifies the existing
flow. The procedure is performed node by node from the flow’s source to the flow’s
destination. In other words, the nodes along the routing paths have to perform the
FCSC computing algorithm individually in order to derive channel allocations. The
algorithm for this is shown in Figure 4.6.

We illustrate the FCSC computing using an example, shown in Figure 4.4. We
assume that A initiates a flow, called f3; from" itself to B so that it triggers the
FCSC computing procedure and then uni-casts a Flow Request (FREQ) message
that carries the current outgoing edge’s FCSC to the destination B. Then A needs
to determine which combinations are available on the edge (A, D), and puts these
combinations into the corresponding set F'CSC 4 p). Note that a channel slot map-
ping combination for an edge of a flow’s path is defined as a three-tuple that states
available channel slot mappings for the neighboring three edges along the path. This
definition ensures that any consecutive three edges of a flow’s path are not allocated
the same channel slot to avoid the intra-path interference. Equation (4.6) shows the
conditions of the combination on the first edge. Node A may pick in-use channel

slots from the ACS(4 py if the remaining bandwidth of the channel slots can sat-
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Algorithm 2 FCSC computing
1: FCSCnpp,sre) < the FCSC that is carried by FREQ
and is sent from neighbor node nbr
2: FCSC(src,dst) <= {@}
if ACS(grc,ast) # {0} and 3a €ACS ;¢ a5ty satisfy the
flow’s bandwidth requirement then

»

4: if src is the flow’s source node then

5: FCSC(src,dst) = FCSC(src,dst) U {(—2, -1, a)}
6: else

7 for each (ci,c2,c3) € FCSC(ypr 5rc) do

8: if co # a and c3 # a then

9: FCSC(src,dst) = FCSC(src,dst) U {(CQ, cs3, CL)}
10: end if

11: end for

12:  end if

13: else

14:  for each ¢ € FCS(4¢ 45¢) do

15: if src is the flow’s source node then

16: FCSC(src,dst) = FCSC(src,dst) u{(-2,-1,¢)}
17: else

18: for each (ci,c2,c3) € FCSCrppr,sre) do

19: if ¢y # ¢ and é3 # ¢ then

20: FCSC(src,dst) ~ FCSC(src,dst) U {(027 €3, C)}
21: end if

22: end for

23: end if

24: end for

25: end if

Figure 4:6: KCSC computing algorithm.

isfy the bandwidth requirement of the flow, or node A may collect all free channel
slots from the F'C'S(4,py. Then these channel slots, denoted as ¢, are placed on the
third channel slot mapping of combinations to indicate available channel slots on the
edge (A, D). Because node A is the source of the flow f3, the first and the second
channel slot mappings of combinations are not necessary. In our design, A places

two constants

‘—2”7 and “—1” on the first and the second channel slot mapping to
indicate that no channel slot is needed. In this example, AC'S(4 py is empty, so that
A can collect channel slots only from F'CS(4 py. The resulting FCSC4, py, shown

in Figure 4.4, is carried by the FRE(Q message which will be sent to the next node.

FOSC(A,D) = {(—2, —1,6) | Ve e FCS(AD) \VANRS ACS(A,D)} (4.6)
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Upon receiving the FREQ message, D also performs the FCSC computing al-
gorithm to derive the second edge’s combinations FFCSC(p gy and then puts it into
the FREQ message. In Equation (4.7), D may also pick channels from ACSp g
or FCS(p gy and then performs the function Comb to ensure that all combinations
of the selected channel slots and the received FCSC satisfy the definition of chan-
nel slot mapping combination. In this example, we assume that in-use channel slot
(1,¢) in ACS(p,p) satisfies the bandwidth requirement of the flow and D picks the
channel slot. Then the channel slot (1,c) and the combinations in FCSC(4 p) are

fed into the function Comb to derive FCSCp gy, which is

FCSCipp = {Comb(p, ¢) |Vp € FCSCapy N (Ve € FCSpp V c € ACS(p,g))}
(4.7)

Recall that to avoid the intra-path interference, we cannot allocate the same
channel slot for consecutive three edges of a flow’s path. The function Comb, shown
in Equation (4.8), ensures that the second and third mappings, denoted as ¢, and
c3, of the input combination .are not-equal to the input channel slot, denoted as c¢y.

(027 C34 64)7 if C2 # C4 and C3 ;é Cy

4.8
(-, otherwise (48)

Comb((cy, co,c3)57¢y) = {

Note that the first mapping, denoted as ¢y, of the input combination is not signif-
icant because the corresponding edge of ¢;is out of the interference range of current
edge. In this example, only the channel slot (1,¢) and combinations in FCSC 4 p)
are fed into the function and the result F'CSCp gy is shown in Figure 4.4. In addi-
tion, the third mapping of all combinations in FCSCp gy is (1,c¢) and the channel
slot was allocated to the edge (D, F). This indicates that multiple flows sharing the
same edges may be aggregated into the same channel slot on the common edges.
Furthermore, a node may also collect all free channel slots from the FCS to derive
the FCCS. For example, because AC'S(g p) is empty, £ can only collect channel slots
from F'CS(g py and derive F'CSC g p).
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Figure 4.7: An example of channel allocation by applying the EECAS.

Channel Decision

When the destination receives the FREQ message carrying the last edge’s FCSC,
the FCSC computing procedure is completed.. Then; the destination triggers the
channel decision procedure and uni-casts a Flow Reply (FREP) message back to the
source to confirm the resource allocation.~The channel allocation of the edges in a
path is confirmed in a reversed order. There may have several channel allocation
choices which satisfy the requirements. A simple decision policy for the channel
allocation is to randomly pick a combination from the set of Candidate Channel Slot
Combination (CCSC) which is a subset of the FCSC. Initially, the last edge’s CCSC
is equal to the edge’s FCSC. For example, the last edge’s CCSC g p) is equal to the
edge’s FCSC(g py and B randomly picks a combination such as ((1,0), (1,¢), (3,0))
from CCSC(g,p), denoted as fcsg py. Then B configures channel slot (3,b) as the
receiving state in its CST and uni-casts the FREP message that carries the decision
back to the source.

Upon receiving the FREP message, each node along the path configures the
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channel slot as the transmitting state and records the bandwidth requirement in its
CST. For example, F configures channel slot (3,b) as the transmitting state in its
CST. As shown in Figure 4.7, the flow f3 has been established on the edge (F, B).
One edge’s channel decision determines subsequent edge’s CCSC because a combina-
tion not only designates the current edge’s mapping but also states mappings of the
next two edges along the reversed path. For example, E needs to derive CCSC(p )
before it makes the decision for edge (D, E). The fcs(g py carried by the FREP mes-
sage determines which channel slot combinations are included in CCSCp gy, shown
in Figure 4.7. A combination in the FCSC(p gy is also included in the CCSCp gy, if
the second and third mappings of the combination are equal to the first and second
mappings of fesg py. In this example, only one combination (-1, (1,b),(1,c)) sat-
isfies this condition. The restriction indicates that F needs to decide only the first
mapping of combinations in CCSC(p gy because other mappings have been decided.

Finally, when the source receivesithe FREP message, the channel decision proce-
dure and the second phase are completed-and the'source can send the flow’s packets.
As shown in Figure 4.7, flowf3 has-been established from A to B and the flow f4
may be established to transmit f3’s acknewledgement packets. In addition, the
flows f1 and f3 share the channel slot (1;¢) in their common edge (D, E). This
indicates that the EECAS allows multiple flowsto share or to contend capacity of

a channel slot.

4.2.3 Control Mechanism

Dedicated Control Radio

Each node in the networks setting up a dedicated control radio is the simplest
implementation for control mechanism. All nodes configure the dedicated radio to
permanently switch on a common channel and then run the CSMA /CA on the radio.
Therefore, control messages and synchronous information can be delivered with the
radio. However, this dedicated radio approach is not efficient because the radio

could be idle at most time.
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Parity Channel Slot

A alternative approach to exchange control messages and synchronous information
in our scheme is that all nodes reserve a common parity channel slot on each cycle,
like SSCH, and configure the slot to switch on a common channel. Therefore, the
nodes run the CSMA /CA on the parity channel slot so that collision can be avoided.
In addition, we can reserve multiple parity channel slots within a cycle to improve

performance in delivery of control messages. The overhead of parity channel slot

|PCS|
|C*|x Iy

reservation of a node z is where | PC'S| is the number of parity channel slots
per cycle; |C*| is the total number of channel slots per cycle; and I, is the number

of radio interfaces equipped on the node z.

Recovery

At the channel decision, some node could select unsuitable channel slot due to
inconsistent CST's. In our implementation, a-simple recovery is to roll control packet
back to the node that made the unsuitable decision if some node along the allocating
path is aware of this. Therefore, the decision node is triggered to re-select channel
slot. The worst case is FREQ timeout because the source node does not receive
FREP message. In this case; the source node resends FREQ message and triggers

FCSC computing procedure again, and the overhead of EECAS is increased.

4.2.4 Link Metric

The most popular link metric are ETX and its extension ETT. The ETX metric
measures the expected number of transmissions, including retransmissions, needed
to send a uni-cast packet across a link. The derivation of ETX starts with mea-
surements of the underlying packet loss probability in both the forward and reverse
directions, denoted by py and p,, and then calculates the expected number of trans-
missions. Let p denote the probability that the packet transmission is not successful:
p=1—(1—ps)*(1—p-). Besides, the IEEE 802.11 MAC retransmits a packet

whose transmission was not successful. Let s(k) denote the probability that the
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packet is successfully delivered after k attempts: s(k) = p*~! % (1 — p). Finally, the

expected number of transmission is:

- 1

ETX = ]; ko s(k) = 7 (4.9)

Although the ETX metric performs better than shortest-path routing, it does not
necessarily select good routes in environments with different data rates or multiple
radios. The ETT metric addresses this issue by taking link bandwidth into account,
and starts with the ETX and then multiplies by the link bandwidth to obtain the
time spent in transmitting the packet. Let P denote the size of the packet (for

example, 1024 bytes) and B the bandwidth (raw data rate) of the link. Then:
P
ETT = ETX + (4.10)

To calculate the transmitting time of an edge in our proposed scheme, we modify
the conventional ETT metric, and define the Edge ETT (EETT) metric. For an
edge (u,v), we denote this value by FET Ly and define it as follows:

ZiEACS(U,U) ETﬂ
[ACS )|

BET Ty = (4.11)

Note that the ETT is used to calculate the transmitting time of an allocated
channel slot in our scheme. To caleculate the value of channel slot i on edge (u,v),
denoted by ETT;, we need to know the joint loss rate of channel slot ¢ and its
reverse (allocated channel slot(s) on edge (v,u)). The rate can be approximated
by sending the uni-cast packets on the specified channel slot and gathering the
acknowledgement statistics. Therefore, according to Equation 4.11, the EETT is

the average transmission time of allocated channel slots on a specified edge.

4.2.5 Path Metric

WECTT and SIM are two path metrics that resolve tension in choosing between
shorter paths with lower total transmission overhead (e.g. sum of ETTs) and longer
paths consisting of better performing links on different channels. We do not consider

the channel-diverse on a path for easing intra-path interference because EECAS can
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Figure 4.8: An illustration of the tradeoff by M values.

allocate channels for paths without interference problem. So that EECAS’s path
metric modifies the two path metrics'to take.overhead of channel allocating into
account and is calculated as follows:
M =(=p)- Y BETT;+5 H (4.12)
jEpath

The EECAS’s path metric (M) is a linear- combination of path overhead and
allocating overhead with parameter.S balancing the tradeoffs between them. The
path overhead is approximated by the sum of EETTs along a routing path and the
allocating overhead (H) is the sum of edges without allocated channel slot. The
tradeoff is illustrated in the paths shown in Figure 4.8. We consider three possible
paths from the source S to the destination D. The EETTs on the edges in these
paths are shown in the figure. The M values for § = 0.1, § = 0.5 and S = 0.9 are
also shown.

Consider the first path. This path is one of the shortest paths and all edges
along this path have allocated channel slot(s). Unfortunately, its sum of EETTSs,
which is 11, is higher than sums of other paths. This fact implies that this path is
occupied by heavy transmission loads or shared among multiple flows.

Now consider paths 2 and 3. The path 2 is another shortest path and its sum
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of EETTs is the smallest, but it contains an edge without allocated channel slot. If
we assign 8 = 0.1, the overhead of allocating channel slot for those edges without
allocated channel slot is undervalued and therefore this path is chosen. On the other
hand, even through the length of path 3 is longer than path 2, this path does not
contain edge without allocated channel slot and its sum of EETTSs is close to the
sum of path 2. In this case, if we assign $ more than 0.5 to imply that the overhead
of allocating channel slot is taken into account, path 3 is clearly better than path 2.

We further explore the tradeoffs offered by [ in Section 4.3.

4.3 Simulation Results

The simulations are conducted to evaluate the performance improvements by apply-
ing the proposed EECAS. The NS-2 simulator is used and various network configu-
rations are considered. We assume [EEE 802.11a as the physical layer technology,
and the raw data rate is set to 54 Mbps. A previous work [49] indicates that the
channel switching delay of an TEEE -802.11a interface.is between 40 us to 80 us, so
we assume that a mesh node requires 40 us to switch the channel. The performance
of the EECAS mechanism is evaluated-and compared with the previous channel

allocation mechanisms.

4.3.1 Comparison between EECAS and IEEE 802.11a

In the first simulation, we evaluate the throughput improvement by applying the
proposed EECAS against the conventional IEEE 802.11a. We configure ten mesh
nodes, each with only one radio interface as a 2 row by 5 column mesh network, and
every node can hear neighboring nodes. We then establish two four-hop flows which
do not share any node or edge. The EECAS uses a 10 ms channel slot and therefore
the switching overhead is 40 pus / 10 ms = 0.4%. We sequentially activate the
two flows, called flow-1 and flow-2, at 0 and 15 seconds and the two flows generate
constant bit rate (CBR) UDP packets.

Figure 4.9 shows the variation of the maximal throughput by applying the
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Figure 4.9: Throughput comparison between the EECAS and the conventional IEEE
802.11a.

EECAS to IEEE 802.11a and the conventional IEEE 802.11a. The horizontal axis
indicates the simulation time in seconds and the vertical axis indicates the through-
put in Mbps. As can be seen from the figure, the maximal throughput with the
conventional IEEE 802.11a infrastructure mode, i.e. one-hop, could achieve approx-
imately 13 Mbps, but an IEEE 802:11a WMN encounters serious interferences. For
an IEEE 802.11a WMN, the throughput of flow-1 drops to 3.4 Mbps due to the
intra-path interference. Moreover, flow-1 and flow-2 also suffer from the inter-path
interference such that the two flows conflict each other and cannot maintain stable
throughput.

One the other hand, the EECAS allows mesh nodes to use various channels. As
shown in Figure 4.9, the maximal throughput of both flow-1 and flow-2 by applying
the EECAS achieves approximately 5.9 Mbps. A single radio mesh node requires
approximately half the time for receiving and half the time for forwarding packets,
i.e. the optimal throughput is about 6.5 Mbps. The results show that the EECAS
has about 9.23% overheads spent on parity channel slot, channel switching delay, and
guard period. Moreover, the throughput of the two flows by applying the EECAS
becomes more stable than that by employing the conventional IEEE 802.11a.
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Figure 4.10: Aggregate throughput versus number of available non-overlapping chan-
nels.

4.3.2 The Impact of Available Resource

Figure 4.10 shows the effects of varying the number of available radio channels on the
network aggregate throughput. The X-axis indicates the number of available non-
overlapping channels, and the  Y-axis indicates the aggregate throughput, which is
the maximum throughput that a node can-send or receive. These simulations were
conducted on a 24-node gridanetwork, and the maximum hop-count between any two
nodes is limited to four hops: We also vary the-number of radio interfaces per node
to evaluate the impact of number.of radio interfaces on the utilization efficiency of
the channels. The aggregate throughput increases monotonically with the number
of available non-overlapping channels when the number of radio interfaces per node
is kept constant. When each node has one radio interface, the aggregate throughput
saturates at about 2 channels. When the number of radio interfaces on each node
is increased to four, the node can use up to 7 channels before its performance starts

to saturate.

4.3.3 Throughput of Single Flow

In Figure 4.11, we examine how throughput differs for paths with different hop-
counts, and compare EECAS against ROMA [51] and Hyacinth [45]. These simu-

lations were conducted on a 24-node dual-radio grid network. In each run of the
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Figure 4.11: Throughput differs for paths with different hop-counts.

simulation, we randomly pick one of the 24 nodes to act as the gateway, and there-
fore initiate a UDP flow from the gateway to each of 23 non-gateway nodes, one
at a time. The RTS/CTS is enabled. There were ten runs in total. In this figure,
ROMA and Hyacinth are almost equal. They. both build a spanning tree rooted at
the gateway and then assign different channels-for links with different hop counts
from the gateway based on the spanning tree. In the'single flow examination, only
one flow is active at a tinie, so both ROMA and Hyacinth do not suffer intra-
path and inter-path interference and perform well. In this case, there is about 6%
degradation in EECAS, compared with ROMA, due to protocol overheads, such as
channel switching delay and guard period.

We repeat the same single-flow simulation to evaluate the throughput of TCP
flows. From Figure 4.11, we observe that TCP flows in EECAS achieve only
marginally lower throughput when compared to the UDP flows, even for longer
paths. For example, in 4-hop paths, the median TCP throughput is 3.93 Mbps,
which is 4% lower when compared to the median UDP throughput of 4.09 Mbps.

4.3.4 Throughputs of Multiple Flows

We measure the throughputs of multiple randomly chosen simultaneous flows. These
simulations were also conducted on 24-node dual-radio grid network. In each run,

we divide 24 nodes into 12 source-destination pairs, and start a UDP flow on each
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Figure 4.12: Throughputs of multiple intra-mesh paths.

pair. For path decision, two configurations are applied: (a) EECAS’s metric (load-
aware), 8 = 0.5; (b) shortest-path only (load-unaware). There were 12 runs in total.
Figure 4.12 shows path throughput of each path with the two configurations, and
compares the performances of EECAS; ROMA and Hyacinth in this scenario.

We first observe that almost paths with load-aware EECAS achieve higher per-
formance than load-unaware. Applying EECAS’s metric could cause a longer path
or a path sharing bandwidth from other paths, which causes lower performance in
particular paths, such as path 3 in Figure 4.12. However, the network through-
put with load-aware can achieve.2.32 Mbps and have 8% improvement compared
to load-unaware. In addition, none of paths is starved either with load-aware or
load-unaware.

Moreover, to compare with ROMA and Hyacinth, we randomly choose a node to
act as the gateway, and let both ROMA and Hyacinth build a spanning tree rooted
the gateway. As can be seen from Figure 4.12, the variations of path throughput
with EECAS, ROMA, and Hyacinth are totally different even though they have same
source-destination pairs, because channel allocation mechanism dominates routes for
these pairs. With Hyacinth, almost routes travel through the gateway, which causes
serious interference among these routes, and thus path throughput falls quickly.
ROMA allocates channels for all nodes residing on the same routing level based on

the spanning tree as well as preserves cross links between paths, so most source-

71



destination pairs can find out shortcut routes, which is helpful to improve path
throughput. However, both ROMA and Hyacinth are not feasible in this intra-mesh
communication scenario due to serious inter-path interference, even though they

perform well in the Internet access scenario.

4.3.5 Setup Latency

Latency of route selection and channel allocation in EECAS is not only affected
by number of hop-count but also length of channel slot (Ls) and length of parity
slot cycle (Lc), because control messages are exchanged only at the period of parity
slot(s) except edges with allocated channel slot(s). In other words, we can arrange
multiple parity slots in a channel slot cycle to reduce the latency. Typically, EECAS
spends two times of round-trip time on performing route selection and channel
allocation for a new request. Figure 4.13 shows the total latency of route selection
and channel allocation versus different number of hop-counts. We observe that the
latency little rises as hop-count. increases:: When Ls = 5 ms and Lc = 5, the latency
for 1-hop path is about 17.34 'ms, which is about five times of ROMA’s latency. And
the latency rises to 23 ms as hop count increases to 4. If we double the length of
channel slot (Ls = 10 ms), the latency rises t0-26.55 ms (and 36.67 ms) in 1-hop (and
4-hops) paths. Besides, if we double the cycle dength of parity slot (Lc = 10), the
latency rises to 35.97 ms (and 43.89 ms)'in 1-hop (and 4-hops) paths. Unlike ad-hoc
networks, because nodes in mesh networks are stationary and act as the backbone
of network, EECAS spending more efforts on route selection and channel allocation

for long-term usage is sensible.

4.3.6 Route Stretch

EECAS uses the parameter 3 to balance the tradeoff between path performance and
overhead of channel allocation. To study the effects by 3, we set up a 5 x 5 mesh
network that consists of one node as the gateway and 24 dual-radio non-gateway
nodes. We know that the gateway is bottleneck if multiple non-gateway nodes

simultaneously generate traffics and throw packets to the gateway. Fortunately
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Figure 4.13: Setup Latency.

EECAS allows nodes to be equipped with different number of radio interfaces to
each other due to different roles in network, so we set up the gateway as four-radio
gateway node to solve the potential hot spot problem. In each run of simulations,
12 source nodes selected from the 24 non=gateway nodes generate data flows to the
gateway. We try three different.topologies: (a) the gateway is placed at a corner of
the network and the source nodes are placed near the gateway; (b) the gateway is
also placed at a corner, but the source nodes are placed opposite to the gateway;
and (3) the gateway is placed at the center of network and the source nodes are
randomly chosen from other non-gateway nodes.-We also vary ( to study its effect
on the average path length as well as the average path throughput from the source
nodes to the gateway. We use three different values of 5 (0.5, 0.7, and 0.9) and run
the simulation three times for each of them.

In the topology (a), across the three runs, the average path length is 2.75, 2.5
and 2.5, and the average path throughput, as shown in Figure 4.14, is 0.85, 1.02
and 1.02 Mbps for 5 = 0.5, 0.7 and 0.9 respectively. Moreover, in the topology (b),
the average path length is 3.67, 3.34 and 3.34, and the average path throughput is
0.94, 1.02 and 0.34 Mbps. We observe that as (8 is decreased, many of sub-optimal
paths are replaced by the high-performance longer paths. For example, some 3 hop
paths are replaced by 4 or 5 hop paths as [ is decreased. But, too many longer

paths could waste network resource and could cause that path throughputs of sub-
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sequent flows fall quickly. On the other hand, as § is increased, many of flows,
especially in the topology (b), have common paths and share bandwidth of channel
slots on these common paths. But, too many flows sharing limited bandwidth of
common paths also causes path throughputs of subsequent flows fall quickly. In
the last topology (c), the average path length is 2, 1.75 and 1.67, and the average
path throughput is 1.96, 2.22 and 1.54 Mbps, for. 5. =.0.5, 0.7 and 0.9 respectively.
Almost paths in topology (c) are shorter than paths.in other two topologies and
they can achieve higher throughput -due to less. common paths than other topolo-
gies. However, varying [ also‘influences the performance at path length and path
throughput. In summary, higher values of 3 improve performance at the cost of
increased channel allocating overhead, while smaller 5 values tend to arrange longer
paths with higher throughput. Assigning S = 0.7 can achieve better performance in

all three simulation topologies.

4.4 Summary

In this chapter, we have presented the proposed EECAS, a simple channel allocation
mechanism for end-to-end communications in WMNs. We apply the concept of the
directional logical channel to the channel allocation and further consider the channel

allocation from an end-to-end point of view so that the channel utilization can be
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improved and the end-to-end throughput of flows can be maintained. Our EECAS
can achieve 335% improvement over the ROMA under a scenario of intra-mesh

communications.
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Chapter 5

A Cross-layer Signaling and
Middleware Platform

5.1 Introduction

With the advance in wireless techniques, mobile devices, such as personal digital
assistant (PDA), smart phone,«and tablet PC; has become a popular electronic
product recently. A mobile device may be equipped with multiple wireless network
interfaces, such as WLAN, GPRS, or 3G adaptors, to attach to different networks as
it moves. Therefore, an application running on.the mobile device may visit different
networks and encounters the changes in bandwidth, delays, or IP addresses. In
order to tackle network fluctuations, network-aware applications that can adapt
themselves to the changes in network environment have now become a major research
topic in recent years.

A network-aware application may need to issue system calls periodically to re-
trieve lower-layer status, such as I[P addresses, entries of routing table, and connec-
tivity of network adaptors. However, the network status normally do not change
frequently. Periodical system calls with short intervals may waste system resources
for getting the same information. On the other hand, with long intervals between
system calls, the applications can not react to the changes of network environment
promptly.

Furthermore, a mobile device with multiple network interfaces needs a mobil-
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ity manager to monitor status of network adaptor and perform handover decision
accordingly. In order to acquire the status and conduct a handover, a mobility man-
ager needs to use system calls to communicate with underlying network protocol
stacks, such as link layer, network layer, or transport layer. However, the use of
system calls is not only error-prone but also not portable.

In order to solve above problems, we proposed a software platform for the devel-
opment of network-aware applications. The platform adopts a middleware [62] ap-
proach and provides application programming interfaces (APIs) for the application
to use Cross-layer Signaling Mechanism. Based on the mechanism, an application
can interact with the lower-layer network protocols to acquire network status and
manage network interfaces. Besides, the platform also provides an Event Notifica-
tion Mechanism for an application to register interested events of network changes
so that the middleware can notify the application immediately when an event of
interest occurs.

We also use network-aware.applications; namely a Mobility Manager and a Mod-
ified Kphone [63], as two examples to-demonstrate the effectiveness of out proposed
platform. The Mobility Manager can monitor status of multiple network interfaces
simultaneously and perform”handover decision accordingly. The Modified Kphone
is a voice over IP (VoIP) application with a new-handover decision module that can

interact with our proposed platform.

5.2 System Architecture

In this section, we will detail system architecture of the proposed middleware plat-

form including Cross-layer Signaling and Event Notification mechanisms.

5.2.1 Middleware Platform and Cross-layer Signaling

System architecture of proposed middleware platform can be divided into two major
parts that include user space and kernel space. The middleware was implemented

in user space and between application layer and underlying network layers, and
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it provided APIs for the network-aware applications, such as mobility manager and
modified Kphone, to interact with underlying stacks of network protocol as shown in
Figure 5.1. For interaction between different network protocol stacks, the proposed
middleware platform must provide Cross-layer Signaling Mechanism including status
of underlying stacks acquisition, control messages dispatch and events notification
for the applications. Therefore, the APIs are divided into three kinds including
control, query and event interfaces. The control interface is used to notify underlying
protocol stacks of changing status, such as adding or deleting entries of routing table,
changing default gateway or attachment access point (AP). The query interface is
used to acquire specific status of underlying protocol stacks, such as wireless signal
strength, IP address configurations or data transmission rate. The event interface
allows the network-aware application to register interesting events and get event
notification immediately when an interesting event occurs. Our implementation of
event interface will be detailed in next subsection.

On the other hand, because the middleware must help the network-aware ap-
plications to interact with underlying protocol stacks; control and query messages
received from applications need to translate into corresponding system calls. There-
fore, we implemented the system call functions in proposed middleware, called Mid-
dleware Core, to interact with specific protocollayer located in kernel space. This
part adopts cross-layer signaling design to order specific layer to do something and
acquire status of specific layer. For example, an application can acquire wireless
signal strength of WLAN adaptor or configure IP address directly. Furthermore,
the Middleware Core will maintain some data structures, such as registered event
tables and event queues, for applications to query or use.

To adopt proposed middleware platform, complex system calls can be reduced to
simple APIs and thus an application can easy to use. Furthermore, to acquire and
configure low-layer status via the Middleware APIs, a network-aware application
can be developed quickly and error-less, and thus application developer can pay

attention more to design handover policies.
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Figure 5.1: The middleware platform.

5.2.2 Network Event Notification Mechanism

The event interface includes two kinds of method to notify the network-aware ap-
plications: synchronous and asynchronous process. In the synchronous process, a
network-aware application must use Middleware API to initiate one or more than
one event queues, and then register those queues and interesting events, called reg-
istered event, in Middleware Core as shown in Figure 5.2. To illustrate this pro-
cess, in the example program of synchronous process, an application must use the
win_event_init function call and configure the parameter as “NULL” to initiate an
event queue. Therefore, the application can use the win_event_register function call
to register interesting events in Middleware Core, and then the Middleware Core

will maintain a “Registered Event Table” including all interesting events of the ap-
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Figure 5.2: Two kinds of Event Notification Mechanism process.

plication, such as LINK_UP, LINKcDOWN and NETDV_UP in Registered Event
Table 1. When an event occurs; the Middleware Core will check all of Registered
Event Tables and then push the event to corresponding event queues. Finally, the
application can use win_check.event function call to poll event queues periodically.

In the asynchronous process, an application must create an event handler to
prepare for event notifications: Using this process; the application can get event
notification immediately when an event oceurs. For example, an event handler that
is named for “my_event_handler” must be created firstly, and then the application
uses win_init_event function call and configures the parameter as the handler name
to initiate asynchronous process as shown in example program of asynchronous pro-
cess. Therefore, the application can use win_event_register function call to register
interesting events similarly. The Middleware Core will dispatch event notification to
corresponding event handlers when an event occurs so the application knows event
occurrence and the corresponding handler procedure will run immediately.

In the kernel level, we adopted the Driver-level Network Event Notification Mech-
anism that is developed by our research partner and mentioned in Section 2.8 to sup-

port our Event Notification Mechanism. Furthermore, we had added novel events,
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such as ROUTING_TABLE_CHANGE, to extend the notification mechanism so the
middleware platform can be used to help network-aware application that it gets

interesting event notifications correctly and immediately.

Listing 5.1: An Example Program of Synchronous Process

int main() {
event_descriptor = win_event_init (NULL) ;
win_event_register (event_descriptor , NETDEV_UP) ;
win_event_register (event_descriptor , IP.CHANGE) ;

if (win_check_event(event_descriptor , wevent) =—
R HAVEEVENT) {

Listing 5.2: An Example Program of Asynchronous Process

void my_event_handler(struct win_eventx wevent) {

printf (” Event Happen W\ n”);
int main() {
event_descriptor‘= win_event.init (my_event_handler)

win_event_register (‘event-descriptor , NETDEV_UP) ;
win_event_register (event_descriptor , IP.CHANGE) ;

5.3 Network-aware Application

Based on our middleware platform, a program developer can develop a network-
aware application quickly and easily. In this section, we will demonstrate two

network-aware applications including Mobility Manager and Modified Kphone.
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Figure 5.4: A dialog for user to configure current attachment AP.

5.3.1 Mobility Manager

A mobility manager for mobile device should include three major functions: display
of network status, network configuration and handover policy. Therefore, we im-
plemented the Mobility Manager application-that used Middleware APIs to acquire
and configure status of underlying protocol stacks. For example, in the Figure 5.3,
wireless signal strength of APs can be displayed on a single graphic interface. Fur-
thermore, a user of mobile device can use a graphic configuration interface to set
attachment AP and choose acquisition method of IP address as shown in Figure 5.4.

For mobile device handover, we need to know the changes of network environment
and then mobile device chooses another network to attach according user preference
if current attachment network is unreachable or low quality. In our implementation,
the Mobility Manager allows user to choose manual or automatic handover and
to assign preferred interface as shown in Figure 5.5. User can configure a profile of

handover policy that records when handover can be performed and what something is
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needed to do in handover, if the Mobility Manager be configured automatic handover
mode.

In summary, a mobile device can acquire network status, such as current 1P
address and signal strength of APs, and configure those network status easily if the
Mobility Manager application runs on this mobile device. Furthermore, the mobile
device can make handover decision automatically according network environment

changes, such as link quality or reachable network, and user preference.

5.3.2 Modified Kphone

The Modified Kphone is another example of network-aware application that is
sourced from a VolP application called Kphone and is modified to perform han-
dover via the Middleware APIs. " We need.to-program some new procedures to make
handover decision because the original Kphone application cannot support handover.
In the Kphone communication, a mobile node (MN) and a correspondent node (CN)
are transmitting voice data via Real-time Transport Protocol (RTP) packets to an-
other. We need to ensure that Synchronization Source Identifier (SSRC) in RTP
header is identical when the MN changes its IP address because same SSRC in RTP
header implies same connection between MN and CN.

In our implementation of Modified Kphone, we divided handover procedure into
four steps as shown in Figure 5.6. First, a MN receives a network event notification,
such as wireless signal strength below a threshold, and then it triggers network layer

handover that includes changing attachment network, acquiring a new IP address
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and configuring default gateway. Second, the MN uses the new IP address and orig-
inal SSRC to send Re-invite message to.CN. Third, the CN will change destination
IP address of sending packets according source IP. address of received packet and
the SSRC when it receives the Re-invite message. Finally, the CN will send ACK
message to the MN and thus an application layer handover is completed.

In summary, our Modified Kphone-application can perform handover quickly
and correctly because the middleware platform can provides layer-2 trigger and
some detail status for an application. Furthermore, a program developer can pay
attention more to design of handover policies as a result of the middleware platform

provides several mechanisms for the developer to implement applications.

5.4 Summary

In this chapter, we designed and implemented a middleware platform that includes
Cross-layer Signaling and Network Event Notification mechanisms. The middle-
ware was implemented in user space and then it provided Middleware APIs for
applications to configure and acquire status of underlying protocol stack. Based on
Cross-layer Signaling mechanism, control and query messages can order each proto-

col stack to do something directly. Beside, the Network Event Notification can help

84



application that it is aware of changes of network environment immediately.

We also demonstrated two examples of network-aware application that include
Mobility Manger and Modified Kphone. Those examples illustrated two kinds of
Event Notification method and how to use in our middleware platform. According
our illustration, if a network-aware application is developed via our middleware
platform, this application can be developed quickly and easily.

In future works, we will continue to extend novel network events when a new
type of network adaptor is created. Furthermore, we consider developing a handover
analysis tool via the middleware platform and then the tool can help programmer

to determine cause of handover delay.
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Chapter 6

Conclusions

In this thesis, we first presented an approach to secure fast handoff in a WMN. Our
approach reduces repeated IEEE 802.1X authentications and encryption/decryption
processing of data frames for mobile stations by an appreciable amount. Our devel-
opment exhibits several features. First, the security level in line with IEEE 802.111i is
maintained. Second, following our‘design tenet, the entities holding pairwise mater
keys are shifted to MPP in a way that fast handoff can be accomplished by bypass-
ing prohibitive IEEE 802.1X.authentication during handoff. Moreover, performance
results show that our approach reduces handoff delay-by up to 62.7%, or achieves
comparable performance resulting from the counterpart IEEE 802.11i scheme with
high likelihood of 70% to 85% suceessful preauthentication. Our performance anal-
ysis also suggests an optimal number of MAPs managed by one mesh portal in a
network.

We then proposed an end-to-end channel allocation scheme and its path metric
to solve the co-channel interference problem in a WMN. Our EECAS is a general
solution due to following features. First, both intra-path and inter-path interferences
can be avoided. Second, not only inter-mesh paths (established between MAPs and
MPP) but also intra-mesh paths (established between any two nodes within same
domain) have been considered. Third, EECAS is workable with any number of radio
interfaces and asymmetric radio architecture. Moreover, simulation results show

that EECAS achieves 335% improvement over ROMA in throughputs of multiple
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intra-mesh paths.

We have designed and implemented a middleware platform, which provides
Cross-layer Signaling and Event Notification mechanisms, on mobile station for
upper-layer network-aware applications. Based on the platform, network-aware
applications can configure and acquire statuses of underlying protocol stacks via
Cross-layer Signaling mechanism. Beside, the applications can also detect changes
of network environment immediately via Event Notification mechanism. we also
demonstrated two examples of network-aware application, which illustrated the us-
ages of Event Notification mechanism.

At last but not least, by the integration of above three studies, our solution not
only reduces handoff delay but also improves path throughput in a secure WMN.
Besides, a WMN can provide stable backbone at any time.
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