A AR Rt A 4

Seedless Extractors: Constructions and Analysis

MR BEE K



g+ B P2 R 44T

Seedless Extractors: Constructions and Analysis

hh ¥

EAEA: 3 Student : Chia-Jung Lee
=458 Advisor : Shi-Chun Tsai
Bl Rl EF L
T ARE &
R

A dissertation-is-submitted to
Department of Computer Science
National Chiao Tung University
in partial Fulfillment of the Requirements
for the Degree of
Doctor of Philosophy
in
Computer Science
May 2010
Hsinchu, Taiwan, Republic of China



# &

AP AHAL BB RY SRS AR F A AP R S B
R e F 70 B ORERIREE > NP W el apfea sl g -
BofkFAMPenudd g 20 5 BH TR FEIgH L - 51
ﬁﬁ{,%@%1~@%$ﬁP’wpmwﬁﬁmﬁ%%’ﬂﬂm+%$ &R
FBNAER T o b s AT U F R P RBE Y 0 R - HAF YA
BiE- BAX2OEE I AR PR IR EES AR - B AEME
Foih £ 40k AL o

A S RBE BELERAE - - BB PEERA Fn B2 R 2
dE LR {0, 1) 2 b SRR IR W B B S48 R 40 min-entropy
Lk o APRI- BHEEndkeN T ERD L pQ(logk) B T T
FBE o %fﬁwﬁmékﬂwrNﬁ+®#%cWW*WM”*”ﬁ”§%M%¢
KRR g o LiB-H o APEM R R X min-entropy
k=o(d+log(n/z)) » 1% & @7 S8 m=k-0(log(1/¢)) @5~ ik 2
MEBE, HYd gl A o L3 NP AED TRAHFATFLEADEFE 3
%4 7R3 ¢ 3 Homin-entropy 4 4 5 k-m=Q(log(l/e)) > » 3
Radhakrishnan # Ta-Shma #* $= #&33 g8 ih 2. B4 eh— Bar i o

BTN

?:%é"&\.lﬂd F—“i:)i ]fiﬁﬁ—%éggi&ﬁ!&iﬁ&/}ﬁ, \‘IT‘I:J"]__/ ir}:‘{:
BB oo AP gt d pend - FiE ORI 2P X £- B A 1._{0 1}
F{0" > {04 5 F i Sitico Bk y Wy » x Lk A * X FA2 2P
EA ) 22T R B S R 2 T U TP ERE o P PRS2
& * (TOOIXFeF 3 % 5 min-entropy k« i X8R &4 - B 7seg 4
7 min-entropy 2 KiR® FEB A - B c BFAPEP VS B RGP &
&1 min-entropy ¥ ¥ - B3 e eh min-entropy 2 SEHSIR Y F B E A o
- o AP ER TS B S 35 E o0 nin-entropy 2 SR Y X B :"."i?f
B BT RSP RARAF SRR Y S SRR T B L @ B3
i%\'ﬁt);‘hff“;}t:(é&* Lﬁé E"E)gm‘l lfﬁé:@\—- i3 ]’_g ’/‘l-mFF ,5\‘. ’T'J?EE?F"
BAaF o ¥ 2 (adversarial noise) s Ed] ™ £ AU S fic o A4 R AT
S B

s F

E=1)

Bl APY Ry ahs BEAEHIR o ok b BEAMER O Y ab
FEAEWIRT e 7 on B op s (LD [XD) > - (XD X)) - B¢ & B £i(X)
WEAT m1}’@@gﬁ»miﬁﬁﬁﬁ&%éiﬁagw—@%+ésﬁ?
%&ifﬁkaﬁ$?uﬁ%ﬁdoﬁﬁﬁﬁhﬁw“kﬁ4%*°“W¢@ﬁ
SR IR ALl R o PR SRR T L R R

21N



e TR L AHT T PREERROE B g 5t @ h XOR 5
o AP BARIIEEEY - AP A gl T




Abstract

In this thesis, we consider the problem of extracting randomness from several classes of
random sources. First, we consider multiple independent sources. With two independent
sources, we have an explicit extractor, via generalized leftover hash lemma. We also
extend our construction to extract randomness from more independent sources. One nice
feature is that the extractor still works even with all but one source exposed. Moreover,
we apply our extractor for a cryptographic task in which a group of parties want to agree
on a secret key for group communication over an insecure channel, without using ideal
local randomness.

We also consider the independent-symbol sources which consist of a sequence of n
independent symbols from {0, 1}%, and the only randomness guarantee on such a source
is that the whole source has min-entropy k. We give an explicit deterministic extractor
which extracts about Q(log k) bits; forany n,d, k € N..'When k > log®n, we can extract
almost all randomness. Moreover, we show the existence-of a non-explicit deterministic
extractor which can extract m = k — O(log(1/e)) bits whenever k = w(d + log(n/¢)).
Finally, we show that even to extract from bit-fixing sources, any extractor, seeded or
not, must suffer an entropy loss & —'m =Q(log(1/2)). This generalizes a lower bound of
Radhakrishnan and Ta-Shma on extracting from general sources.

Then, we go to the other direction to look for a more general class of sources from
which seedless extraction is still possible. The sources we consider have the form of a
conditional distribution (f(X)|X), for some function f and some distribution X', and
we say that such a source has computational min-entropy k if any circuit of size 2*
can only predict f(z) correctly with probability at most 27% given input x sampled
from X. We first show that it is impossible to have a seedless extractor to extract
from one single source of this kind. Then we show that it becomes possible if we are
allowed a seed which is weakly random (instead of perfectly random) but contains some
statistical min-entropy, or even a seed which is not random at all but contains some
computational min-entropy. This can be seen as a step toward extending the study

of multi-source extractors from the traditional, statistical setting to a computational



setting. We reduce the task of constructing such extractors to a problem in learning
theory: learning linear functions under arbitrary distribution with adversarial noise. For
this problem, we provide a learning algorithm, which may have interest of its own.
Finally, we consider computational independent-symbol sources, which consist of n
mutually independent parts, (f1(X1)|X1), -, (fu(Xn)|Xn), each fi(X;) of length d such
that for each ¢ if given input x; sampled from X, any circuit of size s can only predict
fi(z;) with probability at most 2% for some k; < d, and the sum of k;’s is k. We
generalize the well-known hardcore set lemma to show that our extractor for independent-
symbol sources still works for computational independent-symbol sources. In fact, the
result of computational extractors for computational independent-symbol sources implies
a generalization of the well-known XOR lemma. Besides, we provide a size upper bound

on a binary hardcore set in any black-box construction.
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Chapter 1

Introduction

Randomness has become a useful tool in computer science. For many computational prob-
lems, the most efficient algorithms known are randomized. In cryptography, randomness
is essential in generating secret keys. However, when using randomness in designing
algorithms or protocols, people usually assume the randomness being perfect, and the
performance guarantees are based on this-assumption. .In reality, the random sources we
(or computers) have access to are.typically not so perfeet at all, but only contain some
crude randomness. From weakly random sources, we would like to extract almost perfect
randomness, which can then be'used for randomized algorithms.

The history of this extraction.can be traced back to von Neumann [57] who showed
how to use a biased coin (with unknown bias) t0 simulate a fair coin: Flip the bi-
ased coin twice; if the result is tail-head (respectively head-tail), the simulated coin
outputs a head (respectively tail), otherwise repeat the process. We call the functions,
which can extract almost perfect randomness from weakly random sources, extractors
(61, 42]. Extractors turn out to have close connections to other fundamental objects
such as (a) pseudorandom generators, (b) hash functions, (c) error-correcting
codes, (d) expander graphs, and (e) samplers, and they have found a wide range
of applications in areas such as (a) complexity theory, (b) cryptography, (c) data
structures, (d) coding theory, (e) distributed computing, and (f) combina-
torics (e.g. [50, 42, 62, 63, 58, 54, 53, 36, 56, 15]). A nice survey can be found
in [48].

We measure the amount of randomness in a source by its min-entropy; a source is



said to have min-entropy k if every element occurs with probability at most 27%. Given
sources with enough min-entropy, one would like to construct an extractor which can
extract a string with distribution close to uniform. However, it is easy to see that one
cannot deterministically extract even one bit from an n-bit source with min-entropy n—1
[10]. Assume that EXT : {0,1}" — {0, 1} is any such extractor, let S be the bigger set
of the preimages ExT7!(0) and ExT'(1). Clearly, the uniform distribution over S is a
weak source with min-entropy at least n — 1. However, since EXT takes the same value

for all x € S, it must fail to extract from this weak source.

In contrast, it becomes possible if we are allowed a few random bits, called a seed, to
aid the extraction. Such a procedure is called a seeded extractor. During the past decades,
a long line of research has worked on using a shorter seed to extract more randomness
(e.g. [42, 41, 46, 29, 47, 54, 52, 49]), and finally an optimal (up to constant factors)

construction has been given recently [37].

However, there is an issue of using seeded extractors. Namely, we need a seed which
is perfectly random and independent of the source we extract from. How do we get such
a seed? For some applications, this issue can be takenscare of (e.g. by enumerating
through all possible seed values):The most important caseis simulating BPP algorithms
[62]. BPP is the set of languages L satisfying that there exists a polynomial-time TM
Ap(w,r) such that for every w € L, Pr.[Az(w,r) = 1] > 2/3 and for every w ¢ L,
Pr.[AL(w,r) = 0] > 2/3. Consider<a language L€ BPP, then given access to a weak
random source with enough min-entropy, we can decide whether w € L as follows: On
an input w and an element x sampled from the weak source, we output the majority of
Ap(w, EXT(z,y)) over all seed values y. Unfortunately, the trick of enumerating over all
possible seed values does not work for every application. Hence, for these applications,
the issue seems to go back to the original problem which we try to solve using extractors.

Can we get rid of the need for a seed and have seedless extractors?

When the sources are restricted and have special structures, it becomes possible to
have seedless extractors. Omne example is samplable sources, which are generated by
some efficient sampling algorithms [55]. Trevisan and Vadhan [55] showed that when
extractors are allowed more computational resources (e.g. circuit size) than the sampling

algorithms, seedless extracting becomes possible. Another example is bit-fixing sources,



in which each bit is either fixed (containing no randomness) or random and is independent
of others [11]. From such a source of length n with min-entropy n'/?*7, for any constant
v € (0,1/2), Kamp and Zuckerman [33] gave a seedless extractor which can extract
Q(n*) bits of randomness. Building on this result together with some new idea, Gabizon
et al. [17] were able to extract even more randomness. In particular, when the source has
min-entropy k > n'/?*7, they can extract k — n'/>** bits and when k > log®n for some

constant ¢, they can extract k — k1) bits.

On the other hand, it is also possible to have seedless extractors for multiple indepen-
dent sources [10]. A recent breakthrough by Barak et al. [3] provides a seedless extractor
for a constant number of independent sources each with some constant min-entropy rate
(average min-entropy per bit). This has been improved subsequently [4, 45, 44|, which
now allows one to extract from three independent sources each with any constant min-
entropy rate. For the case of extracting from two independent sources, Bourgain [8] gave
a seedless extractor which lowers the requirement of min-entropy rate from a previous
barrier of 1/2 to slightly below. Note that-in the case of two independent sources, we
can see one of them as the seed which now is only slightly random, instead of perfectly
random as in the case for seeded.extractors.

In this thesis, we will consider the task of deterministically extracting randomness
from several classes of weak random sources. Note that for deterministic extractors, the
goal is to maximize the number m<of extracted bits (or equivalently to minimize the
entropy loss k —m) and to minimize the statistical distance e, which we call error, of its

output distribution to the uniform one, where the statistical distance of two distributions

X and Y are defined as (1/2) - Y |Pr[X = 2] — Pr[Y = Z]|.

1.1 Extracting Randomness from Multiple Indepen-

dent Sources

We first work on deterministic extraction from multiple independent sources. Our first
result is a simple extractor for two sources. One of our main technical contribution is

a generalization of the well-known leftover hash lemma [28]. The leftover hash lemma

3



says that if we sample a function h uniformly from a family H of pair-wise independent
functions and apply it on an input x sampled from a source with enough min-entropy, the
output h(x) will look almost like random. This is usually applied in the setting of seeded
extractors, in which the perfect random seed is used to sample uniformly from H. We
generalize the leftover hash lemma to allow sampling from H according to any distribution
with high enough min-entropy. This provides us a way to extract from two independent
weakly random sources: one source to sample the input x while the other to sample the
function h. More precisely, our extractor takes two input strings v,w € {0,1}", sees
them as vectors from F*, where F = GF(2™) for some m with n = m/, and outputs their
inner product (v, w) = Zle v;w; over F. Then, from two independent sources of length
n and of min-entropy ky and ks, we can extract ki + ko +2 —n — 2log é bits with error .
We also extend our construction for the case when there are ¢ > 3 independent sources
available. Our deterministic extractor can extract k1 +ky +2—n — 2 log% bits, where
ki and ko are the two largest min-entropies of the ¢ sources. It has the following nice
features. First, our extractor works as:long as-two sources have enough min-entropy; it
can work even when only two sourees contain randomness (thus with a very low average
min-entropy rate). Second, as is.in [14, 13], our-extractor can still work even with all but
one source exposed. In fact, the best result of {13] is a special case of ours. Finally, to
construct our extractor, we do not need to know beforehand the specific min-entropy of

each source.

Next, we introduce one possible application with strong multi-source extractors. We
consider the following cryptographic task which generalizes the two-party case in [14].
Suppose a group of parties Pp, ..., P, are together initially and later go far away from
each other, and then they want to establish a secret key for group communication over
an insecure channel. Can this task be achieved without using ideal local randomness?
We give one solution. Initially these parties share some X sampled from a weak source
when they are together. After departing from each other, each party P; samples &; from
his/her own local weak source, and sends it to the others. Once receiving all X;’s, each
party computes the secret key EXT(X,A],..., &) using our extractor EXT, which is
secure even against an adversary who knows X, ..., X;. This can be augmented with an

authentication process to prevent an adversary from impersonating a legitimate party.

4



1.2 Deterministic Extractors for Independent-Symbol

Sources

Note that the researches for multiple independent sources and bit-fixing sources discussed
above can be seen as belonging to two extremes of a spectrum in the following sense.
Sources in both cases consist of multiple parts which are mutually independent. In the
first case, one usually has in mind sources with relatively few parts while each part is
long and contains a substantial amount of randomness. In the second case, a bit-fixing
source consists of many parts, while each part is only a single bit either random or fixed.
We would like to put both cases in the same framework and study sources that lie in

between these two extremes.

1.2.1 Independent-Symbol Sources

We consider the following more general class of sources, characterized by the parameters
n,d,k € N, which we call independent-symbol sources. Each source in the class consists
of n mutually independent parts, each of length d, and the whole source has min-entropy
k. For small n and large d, this covers sources of the first type, while for large n and
d = 1, this covers sources of the.second type. For other ranges of n and d, very little is
known, and we attempt to extract'randomness from such sources.

Previously, [35, 34] were able to extract randomness from such a source with the
condition that there are two parts in it with a combined min-entropy slightly above
d. Independent of our work, Kamp et al. [32] recently also considered the same class
of sources as ours and obtained some similar results. Furthermore, they showed that
extractors for such sources also work for a more general class of sources which can be

generated in small space.

1.2.2 Main Results

For independent-symbol sources, we first give an explicit extractor which works for any
min-entropy k but extracts only about log k£ random bits. More precisely, for any n, d, k €

N and ¢ € (0,1), our extractor can extract §2(log k —loglog(1/¢)) bits with error €. This

b}



can be seen as a generalization of the extractor of Kamp and Zuckerman [33], but note
that theirs only works for bit-fixing sources and does not seem to work for the case that
allows each bit having arbitrary bias. In fact, our extractor works for sources in which
randomness could be distributed very non-uniformly among the n parts (e.g., some may
have no min-entropy at all, but we do not know which ones), while previous constructions
such as [3, 4, 45] do not seem to work for such sources. Independent of our work, Kamp

et al. [32] also gave the same construction but used a different analysis.

To extract more randomness, we borrow the technique of Gabizon et al. [17]. Now,
as in [17], we need n to be at least some large enough constant, and we have two con-
structions, both built on our first construction mentioned above. First, when k > n'/2%7,
for any constant v € (0,1/2), we can extract m = k — O(dlog(1/¢)) random bits with

@) Second, when k > log®n, for some constant ¢ > 0, we can extract

any error € > 27
m = k—(1/¢)°M bits with error ¢ > k=), That is, when the min-entropy k is high, we
can have a small entropy loss and a small error, but when £ is small, the loss and error
become larger. Note that the two main results-in [17] only work for bit-fixing sources
(with d = 1) and follow from our two with-e = 27" andm = k—O(n?), and ¢ = k=0
and m = k — k%W respectively..On the other hand, we cover a large range of d and ¢,

and capture the tradeoff between error and entropy loss: For example, for constant d and

€, we show that the entropy loss«can be lowered to a constant.

One may wonder if the entropy less.can be further reduced. We show that this
is indeed possible, by proving the existence of a seedless extractor which can extract
m = k — O(log(1/¢)) random bits whenever k = w(d + log(n/c)). However, the existence
is not shown in an explicit way; we only know such an extractor exists but we do not
know how to construct it. Still, this shows that better explicit constructions than ours
may be possible. Only for the case with d = O(1), k > n'/?*7, and ¢ > 27%"") do we
have an explicit construction matching this bound.

On the other hand, one may also wonder whether this existential upper bound we
derive on entropy loss is tight. We show that this is indeed the case by giving a matching
lower bound. In fact, we show that even for the case of bit-fixing sources and even
allowing a seed of length s, any extractor can only extract k + s — Q(log(1/¢)) random

bits. That is, even to extract from bit-fixing sources, any extractor, seeded or not, must



suffer an entropy loss of Q(log(1/¢)). This generalizes the result of Radhakrishnan and
Ta-Shma [43], which has the same bound on seeded extractors for general sources. The
idea in [43] is to show that for any extractor with output longer than the bound, one can
find a (general) source on which it fails, and our task is much harder because we need to

find one from the much more restricted class of bit-fixing sources.

1.2.3 Techniques

Our first extractor for independent-symbol sources, which extracts about log k bits, was
inspired by that of Kamp and Zuckerman [33], but our approach is quite different. Instead
of taking a random walk on an odd cycle, we walk on the group Z,,; for a prime M. More
precisely, given a source X = & o---0X,, where o denotes concatenation, we see each X;
as an element of Zj; and output X; + - - -+ A&, over Z,;. More precisely, after reading the
i’th symbol &;, we walk from the state S = X} +- - -+ &;_; to the state S+ X&;. As in [33],
we will show that each step of our walk bringsthe distribution closer to uniform when the
symbol from the source contains seme randomness. We observe that the transition matrix
of each step is a circulant matrix, in which each row is a cyclic shift of the previous row.
Hence, we can use the properties of circulant matrices to show the progress we can make
after each step. Our proof has the following interesting point. The recent breakthrough
construction of multi-source extractors-[3] and its.subsequent works all relied on using
both sums and products to increase entropy.” We show that in fact even doing sums alone
can increase entropy. The increase, however, is slower, so we need a larger number of
sources (as opposed to a constant number in [3]).

To extract more randomness, we apply the technique of [17]. Our constructions and
proofs in this part follow very closely those in [17]. The only difference is that we deal with
a more general classes of sources, do a more careful analysis, and use our first extractor
instead of that in [33] as a building block.

Our existential upper bound on entropy loss is proved via a probabilistic argument.
That is, we generate a seedless extractor randomly, and show that it works for all of our
sources with a positive probability. For each source, we can show that it fails with a

small probability. However, the number of all possible sources is in fact infinite. Instead,

7



we show that it suffices to consider only a small set of sources, since any source is close
to a convex combination of them. Sources in this set are those with the property that
their distributions in each dimension are “almost flat” and have only a small number of

possible min-entropy values.

Our lower bound proof of entropy loss follows the outline of that in [43]. Namely, given
any function ExT : {0,1}" x {0,1}* — {0,1}™ with m > k + s — o(log(1/¢)), we show
the existence of a bit-fixing source with min-entropy k on which the error of EXT exceeds
€, again using a probabilistic argument. We generate a source by randomly picking n — k
bits of the source and fixing them to some random values; the remaining k bits are left
free and given a uniform distribution. The difficult part is to show that any such EXT fails
on such a randomly chosen source with a positive probability. This probability turns out
to be related to the size of some “almost” t-wise independent space, whose distribution
is close to random on most sets of ¢t dimensions. This can be seen as a relaxation of
the standard notion of approximate t-wise independent space, in which the close-to-
randomness property is required on cvery set-of t.dimensions. We prove a size lower
bound on such a sample space, which seems to have an interest of its own. In particular,

it immediately implies a size lower bound on any approximate t-wise independent space.

1.3 Extracting Computational’ Entropy and Learn-

ing Noisy Linear Functions

Next, we would like to go the other direction to look for a more general class of sources
from which seedless extraction is still possible. In particular, we will consider sources
which may contain no randomness at all in a statistical sense, but look slightly random
to computational-bounded observers, such as small circuits. That is, we will go from
a traditional, statistical setting to a computational one. It is conceivable that in many
situations when we consider a source random, it may in fact only appear so to us, while its
actual statistical min-entropy may be much smaller (or even zero) especially if we take into
account some correlated information which we can observe. Another application of this

notion is in cryptography, and in fact the idea of extracting computational randomness



has appeared implicitly long ago [59, 19, 23], for the task of constructing pseudo-random
generators from one-way functions. The idea is that given a one-way function g, it is
hard to invert g(y) to get y, and this means that given the (correlated) information g(y),
y still looks somewhat random, from which one can extract some bits that look almost
random. However, while there is a natural and well-accepted definition for what we mean
that a distribution looks almost random [59], it seems less clear for what we mean that a
distribution looks slightly random and for how to measure the amount of randomness in
it. In fact, there are several alternatives which all seem reasonable, but there are provable
discrepancies among them [5, 25]. To extract randomness from a source with so-called
HILL-entropy [5], the strongest among them, one can simply use any statistical extractor.
Here we consider a weaker (more general) notion of computational randomness, which

appears in [25], and we call it computational min-entropy.

1.3.1 Computational min-entropy

To model the more general situation that one may observe some correlated information
about the sources, we consider sources of a conditional form (V|X'), where V is the source
from which we want to extract and X (could be empty) is some distribution which one
can observe. The correlation between ¥ and X is modeled by V = f(X') for some function
f. In the example of the one-way function, f is théinverse function ¢—!, which is hard
to compute, and X is the distribution of g(y) over a random y. Here in our definition,
we allow f to be probabilistic and we even do not require it to have an efficient (or even
computable) algorithm, and furthermore, we do not require X’ to be efficiently samplable
either. We say that such a distribution (f(X)|X) has computational min-entropy k if
given input x sampled from X, any circuit of size 2¥ can only predict f(z) correctly
with probability at most 27 (a more general definition is to have the circuit size as
a separate parameter, but our extractor construction does not seem to work for this
general definition). From the distribution f(&X'), we would like to extract randomness
which when given X still looks random to circuits of a certain size. Note that a source )
with statistical min-entropy k can be seen as such a source (f(X)|X’) with computational

min-entropy k, where we can simply have no X or just have X taking a fixed value,



and let f be a probabilistic function with ) as its output distribution. This means that
extractors for sources with computational min-entropy can immediately work for sources
with statistical min-entropy, and thus results in the computational setting can be seen as
a generalization of those in the traditional, statistical setting. On the other hand, for a
deterministic function f, f(z) has no statistical min-entropy at all when given z. Still,
according to our definition, as long as f is hard to compute, (f(X)|X) in fact can have

high computational min-entropy.

Extractors for such sources were implicitly proposed before [19, 23], and they are
seeded ones. In fact, any seeded statistical extractor with some additional reconstruc-
tion property (in the sense of [54]) gives a seeded extractor for such sources [5, 53, 25].
However, just as in the statistical setting, several natural questions arise in the compu-
tational setting too. To extract from such sources, do we really need a seed? Can we use
a weaker seed which is only slightly random, instead of perfectly random, but still in a
statistical sense, or an even weaker seed which only looks slightly random in a computa-
tional sense but may contain no randommness-at-all in-a statistical sense? We will try to
answer these questions. Seeing the seed as an'additional independent source, a general
question is: Can we have seedless extractors for multiple independent sources, each with
some computational min-entropy? One can see this as a step toward extending the study
of multi-source extractors from the traditional, statistical setting to a new, computational
setting. One can also see this as providing a finer-map for the landscape of statistical

extractors, according to the degree of their reconstruction property.

1.3.2 Main Results

First, we show that it is impossible to have seedless extractors for one single source, even
if the source of length n can have a computational min-entropy as high as n — 2 and even
if we only want to extract one bit.

Next, we show that with the help of a weak seed, it becomes possible to extract ran-
domness from such sources. We use a two-source extractor of Lee et al. [35], denoted as
EXT. As shown in [35], it works for any two independent sources both containing some

statistical min-entropy. Moreover, it is also known to work when one source contains some
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computational min-entropy and the other, the seed, is perfectly random (in a statistical
sense) [21]. Our second result shows that it even works when the seed only contains some
statistical min-entropy. More precisely, we show that given any source (f(X')|X) with
computational min-entropy k1 = n — k + O(k/logk) and another independent source
W with statistical min-entropy k, EXT(f(X), W) given X cannot be distinguished from
random with advantage ¢ = 9-0(/k/logk) by circuits of size s = 27 FTOF/logk) — Then
we proceed to show that it works even when the seed only contains computational
min-entropy. More precisely, for a source (¢())|)) with computational min-entropy k,
EXT(f(X),g(Y)) given (X, )) still cannot be distinguished with advantage ¢ by circuits
of size about s. This can be seen as a seedless extractor for two independent sources,

both with computational min-entropy.

We do not know if the statistical extractors of [3, 4, 45, 8, 44] for multiple independent
sources can work in the computational setting, since to work in this setting, we need them
to have some reconstruction property. For the extractors from [19, 21], this property can
be translated to a task in learning theory, and the proofs there can be recast as providing
an algorithm for learning linear functions under uniform distribution with adversarial
noise. Our second result can beseen.as a generalization of [19, 21}, and we are facing a
more challenging learning problem: learning linear functions under arbitrary distribution
with adversarial noise. Our third result provides-an algorithm for this problem, which,

in addition to being used to prove our second result;, may have interest of its own.

In the learning problem, there is an unknown linear function v : F* — F which we
want to learn, and a distribution W over F* from which we can sample w to obtain a
training example (w, g(w)), for some function ¢ : F* — F. The function ¢ can be seen
as a noisy version of v with some noise rate «, and there are two noise models. In the
adversarial-noise model, ¢ is a deterministic function such that Pry,ecw[¢(w) # v(w)] < a.
In the random-noise model, ¢ is a probabilistic function such that independently for any
w, Prlg(w) # v(w)] < a. We consider the more difficult adversarial-noise model, and
our algorithm works for an arbitrary distribution W, while its complexity depends on
the min-entropy k of W. More precisely, our algorithm samples 20%*/1°8k) examples, runs

2n—k+0(k/logk

in time ), and with high probability outputs a list containing every linear

function v satisfying Prpepw|q(w) # v(w)] < a, for a = 1 —279WH*/ 18k The factor 27+

11



in our running time is in fact unavoidable because one can easily find a distribution W
for which the number of such v’s, and thus the running time, is in fact at least 277*.
Note that when W is the uniform distribution (with k& = n), our algorithm runs in time
20(n/logn) and takes 20"/198™) samples.

Previously, the algorithm of Blum et al. [7] can learn under arbitrary distribution but
in the random-noise model, while that of Feldman et al. [16] can learn in the adversarial-
noise model but under the uniform distribution. Both algorithms learn the parity func-
tions on n variables, tolerate a noise rate a < 1/2—Q(1), run in time 2°/1°8™) and take
20(n/logn) samples. Very recently, Kalai et al. [31] gave an algorithm which can learn
the parity functions under arbitrary distribution in the adversarial-noise model, but the
hypothesis they produce is not in the linear form, so it cannot be used for our extrac-
tors. Furthermore, they only produce one hypothesis instead of all the legitimate ones,
and their technique does not seem to generalize from the parity functions to the linear
functions over larger fields. Thus, to the best of our knowledge, the task our learning
algorithm achieves has not been accomplished before: Finally, just as the result of [19]
can yield a list-decoding algorithm for Hadamard codes, so can ours, while that of [31]
can not. In fact, our list-decoding algorithm can work even-when all but 2* symbols from
the codeword are erased and an-a fraction of the remaining symbols are corrupted. It
can also be seen as list-decoding a punctured Hadamard code, where a punctured code is

obtained from a code by deleting all ' but.a small number of symbols from the codeword.

1.3.3 Techniques.

For our impossibility result, we show that for any function ExT : {0,1}" — {0, 1}, there
exists a function f : {0,1}*" — {0,1}" such that (f(X)|X) has computational min-
entropy n — 2, but EXT(f(z)) takes an identical value for all z. We show the existence of
such a function f by a standard probabilistic argument: in fact, a random function from
{0,1}%" to EXT *(b) is likely to work, for b € {0,1} giving a larger EXT™*(b).

To show that our extractor works in the computational setting, we follow the approach
of [19] and reduce it to the task of learning linear functions as we just discussed. Now

more precisely, for the case when the source (f(X')|X’) has computational min-entropy
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and the seed VW has statistical min-entropy, the reduction works as follows. Assume our
extractor EXT does not work, then some efficient distinguisher can tell the distribution
of EXT(f(x), W) = (f(z), W) from random given z, for a large fraction of x from X.
For any such z, we can then predict the value (f(x), W) with a good probability, given
the ability to sample from W, which can then be used by the learning algorithm to
learn f(z). This would give us an efficient algorithm for predicting f(z) for those z’s,
if we could in fact sample W efficiently, but this may not be the case in general as W
could be any arbitrary distribution. Still, by an average argument, there exist some fixed
samples which maintain the predicting probability, so we can hard-wire them in to get a
circuit for predicting f well. If the function f is hard, this is impossible, so the assumed
distinguisher cannot exit, and EXT indeed works. For the case that the seed comes from a
distribution (¢g())|)) with computational min-entropy, observe that g()) alone (without
conditioning on )’) must have some statistical min-entropy, because otherwise it becomes

easy to predict. Then a very similar argument as above can be used.

Note that our results on extractors still depend on the existence of a good learning
algorithm, and our main technical contribution can be seen as providing such an algo-
rithm. Our algorithm can be seen as.extending that of [7] from the random-noise model

to the adversarial-noise model.

Our learning algorithm works-as follow. We start by sampling some number K of
training examples (w, g(w)) from (W;q())). Notethat each example (w, g(w)) gives us
a linear equation (v, w) = ¢g(w) for the v which we want to learn, so the K examples
gives us a system of K linear equations, some of which may be wrong. We reduce the
original problem of learning the unknown v to the problem of solving such a noisy system
of learning equations, and to solve it, we proceed in two phases. In the forward phase, we
start from the system, and use several iterations to produce smaller and smaller systems
with fewer and fewer variables. When we have a small enough system which we can
afford to solve using brute force, we enter the backward phase. In the backward phase,
we start from the last system produced by the forward phase, and work backward on
larger and larger systems produced in the forward phase to obtain solutions for more and
more variables. Since the possible solutions may not be unique, we keep them all in a list

in each iteration, and the list in the final iteration of the backward phase is our output,
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which we hope contains the correct v.

The forward phase is similar in spirit to an approach in [7]. The key is to guarantee
that after each iteration, the new system still contains a good fraction of correct equations
with respect to the solution v, so that v will not be lost when solving this new system.
Using an argument similar to that in [7], we can show that this does hold with some
significant probability. On the other hand, it is not clear whether or not some system
produced in the forward phase could turn many originally-bad solutions into good ones
for it (satisfying a good fraction of its equations). That is, not only is v a good solution
for the system, there are in fact too many good solutions for it. If this happens, then
in the backward when we try to solve this system, we cannot afford to keep all such
solutions, and we have the risk of losing the actual solution v. This tricky situation does
not arise in the random-noise model considered in [7], so a much simpler algorithm works
there. In the adversarial-noise model, this seems unavoidable. Fortunately, we can show
that with high probability, the systems we produce indeed do not have too many good
solutions. This turns out to rely on the fact that our.extractor is also a good statistical
extractor, together with the property, which we will show, that each system is likely to

be close to some good distribution with high statistical min-entropy.

1.4 Extracting Computational Entropy from Com-

putational Independent-Symbol Sources

Finally, we consider computational independent-symbol sources, characterized by the
parameters n,d, k € N, and s. Just as independent-symbol sources, each computational
independent-symbol source consists of n mutually independent parts, (fi(X7)|X1),- -,
(fn(X,)|X,), each fi;(&X;) of length d such that for each 7 if given input z; sampled from
X, any circuit of size s can only predict f;(z;) with probability at most 27% for some
k; < d, and the sum of k;’s is k. Note that we can allow to set circuit size as a separate

parameter to define the computational independent-symbol sources.

We show that our extractor for independent-symbol sources, defined as EXT(Vy, - - -,

Vo) = >_,; Vi, still works for computational independent-symbol sources. One of our main
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technical contribution is a generalization of the well-known hardcore set lemma [26]. The
well-known Impagliazzo’s hardcore set lemma says that if a function f: {0,1}* — {0,1}
is mildly hard, that is, any small circuit must fail to compute it correctly on more than
some fraction of inputs, then there exists a large enough hardcore set H, such that f
is extremely hard on H, in the sense that any somewhat smaller circuit must fail to
compute f correctly on more than a % — ¢ fraction of inputs in H, for some small e.
We extend the case of f : {0,1}* — {0,1} to f : {0,1}* — {0,1}¢. More precisely, we
show that if any circuit of size s must fail to compute f : {0,1}* — {0,1}¢ correctly
on more than a ¢ fraction of inputs, then there exist some disjoint binary hardcore sets
Hy, -+, H, of total size at least (§/2) - 2°, where for any i € [r], H; C f~(I;) for
some I; C {0,1} with |I;] = 2, such that any circuit of size Q(g%6%s/2°?) must fail
to compute f correctly on more than a % — ¢ fraction of inputs in H, for some small
€. Moreover, using the generalized hardcore set lemma and the technique of Sudan et
al. [51], we can find a source ) such that the two distributions X o f(X) and X o Y
cannot be distinguished with advantage ed by circuits of size Q(£262s/2°%) and with a
significant probability, (Y|X') has enough min-entropy. Hénce, we can reduce the problem
of constructing computational extractors-for computational independent-symbol sources
to that of constructing extractors for independent-symbol sources, and show that no
circuit of size Q(s(log n/nk2%)?)) can distinguish-the distributions Xjo- - -0 X, 03" | f;(X;)
and X} o --- o0 &), oUpy, where Ujpyf is the uniform distribution over {1,2,---, M}, with
advantage O(M?logn/k) for k > Q(M?d?).

In fact, the result of computational extractors for computational independent-symbol
sources implies a generalization of the well-known XOR lemma [59]. The XOR lemma
says that if f: {0,1}¢ — {0,1} is "mildly hard” for small circuits, then F(zy,- -, x;) =
®._, f(x;) for sufficiently large ¢, is "extreme hard” for smaller size circuits. We show
that if there are n functions fi,---, f,, such that for each i, any circuit of size s must
fail to compute f; : {0,1}% — {0,1}¢ correctly for a ¢; fraction of inputs, and § =
Som 8 > Q(M?d), then any circuit of size Q(s(logn/nd24)?)) with input zy,- -+, z, can

only compute >, fi(x;) correctly on no more than a ﬁ + @ fraction of inputs.

For the generalized hardcore set lemma, one may wonder if there exists a larger binary

hardcore set, for example, with size §-2¢/2¢. We show that in any black-box construction,
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one can only prove the existence of a binary hardcore set with size O(§2°/22¢). We say
that an oracle algorithm DEc') is a black-box (0, e, d)-construction of a hardcore set, if
the following holds. Given any function f : {0,1}* — {0,1}¢, where ¢ = Q(d), and a
family of functions G = {g;|I C {0, 1}¢ with |I| = 2} satisfying that for each g; € G and
H C f~Y(I) with size s, g; must fail to compute f(z) on at most a (1 — €)/2 fraction
of inputs in H, then DECY must fail to compute f on at most a § fraction of inputs.
We call s the size complexity of black-box construction. We use a probabilistic method
to show that any black-box (6, e, d)-construction must have size complexity O(§2¢/29)

where Q(27¢¢) < § for some constant ¢, e < 1/5 and d > 2.

1.5 The Rest of This Thesis

In Chapter 2, we give some preliminaries, and define several classes of sources which we
will consider in this thesis. In Chapter 3, we consider the case of multiple independent
sources, while in Chapter 4, we consider a new class of weak random sources, independent-
symbol sources, which can be seen as sources that lie in between multiple independent
sources and bit-fixing sources. “In Chapter 5, we will go to a computational setting
and consider a more general class of sources, weak random' sources with computational
min-entropy. In Chapter 6, we consider the computational independent-symbol sources.

Finally, we will discuss the future work in Chapter 7
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Chapter 2

Preliminaries

In this chapter, we describe some notations,-and define some classes of sources which we
will consider in this thesis. Throughout this thesis; we will use the terms random variable
and distribution interchangeably. All logarithms will have base two. Let SIZE(s) be the
class of functions computable by Boolean circuits of size s. For n € N, let [n] denote
the set {1,...,n}. For 7,5 € N with i <4, let [i,j] denote the set {i,i+1,---,j}. For
convenience, let D = 2¢ and M = 2™, For x € {0,137 € [n] and I C [n], let x; denote
the bit in the i’th dimension of x and x; denote the projection of z onto those dimensions
in I. For aset S, let P(S) denote the collection of subsets of S, and let P(S,t), fort € N,

denote the collection of t-element subsets of S.

When we sample from a finite set, the default distribution is the uniform one. For
n € N, let U,, denote the uniform distribution over {0,1}". We will sometimes see a
distribution X over a set S as an |S|-dimensional vector, with Pr[X = 2] at dimension z €
S, and we say that a distribution X is a convex combination of distributions X*, ... 6 X*
over a set S, if there exist numbers aq,...,a; > 0 with Ziem a; = 1 such that for every

z €S, PrlX =ua] =3, Pr[x" = 2]. A distribution is called flat if it is a uniform

i€t

distribution over some set S.
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2.1 Distances

We will mainly measure the distance between two distributions X, ) over a set S by their

statistical distance or variational distance, defined as
A(X,)Y) = max |Pr[X € T| — Pr]Y € T].
Note that this distance is exactly half of the L;-distance, defined as

1 =Yl =D [Prlx — Pr[Y = z]].
zeS
Call a distribution e-random if its statistical distance to the uniform distribution is at

most €.

The statistical distance has the following nice properties.
Proposition 2.1.1. For any two distributions X and Y, 0 < A(X,)) <1

Proposition 2.1.2. For any three distribution &X' ;), and Z, A(X,2Z) < A(X,Y) +
A, Z).

Proposition 2.1.3. If A(X, )< ¢ for two distributions X" and ) over a set S, then for
any function f: S — T, A(f(X), f(V)) <E.

Proof.

AUX) F) = 5 ST IPHFX) =] - Prlf) =]

= —Z Z Pr[X Z Pr[Y = ¢

teT |sef—1(t) sef~1(t)

; S Y P =g - Py =s] (2.1)

IA
|

IA
™

where (2.1) is due to the triangle inequality. O
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Lemma 2.1.4. Suppose that 1,5 > 0. For any independent sources Xy, Xo, V1, and Vs
satisfying that A(Xy, V1) = &1 and A(Xa, Vs) = €9, then

A(X 0 Xy, Yy 0Ys) <1 +6
where o denotes concatenation.

Proof. Applying the triangle inequality and the fact that X7, X5, Yy, and ), are indepen-

dent, we obtain that

A(Xio Xy, YV10)s) < A(XoXy, Vi0oAy) + AV o0&y, Vi0)s)
= A(X, V1) + A(X, )s)

= &1+ ¢&s9.
0

We can easily generalize the above lemma to 2¢ independent sources for any integer

Corollary 2.1.5. Suppose that £°€ N, and €1, ,5p.> 0.. For any independent sources
Xy, Xy Vi, -+, Ve satisfying that for any v € [0), A(X,Y;) = €;, then

¢
A(Xy 0 w0 XDy ooy £ e
=1

Another distance measure that will be used sometimes is the Lo-distance, defined as

1X =Vl = [D (Pr[X = 2] — Pr[y = 2])*.

z€eS

2.2 Min-entropy and Computational Min-entropy

We mainly measure the amount of randomness in a distribution X by its (statistical)

min-entropy.

Definition 2.2.1. We say that a distribution X has (statistical) min-entropy k, denote
by Heo(X) = k, if for any z, Pr[X = 2] <27

The notion of min-entropy has the following properties.
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Proposition 2.2.2. Let X' be a source over {0,1}". Then 0 < Ho(X) < n.

Proposition 2.2.3. For any deterministic function f and any distribution X', Hoo(f (X))
< Hoo(X).

Proof. Note that for any z, Pr[f(X) = 2] = > -1, Pr[X = z]. Hence, max, Pr[f(X) =
z] > max, Pr[X = z|, which implies Ho,(f(X)) < Hoo(X). O

In fact, if we can extract randomness from X, then X is close to have high min-

entropy [48].

Remark 2.2.4. The more familiar notion of entropy is the Shannon entropy, H(X) =
— >, Pr[x = z]log(Pr[X = z]). However, consider a source X which outputs 0" with
probability 0.9 and outputs a random value in {0,1}" with probability 0.1. Note that
H(X) > 0.1n, but any function will output the same value at least 0.9 of the times.

Hence, we will not use the Shannon entropy to measure the amount of randomness.

Proposition 2.2.5. For any k£ € Ny any source with min-entropy £ is a convex combi-

nation of flat sources with min-entropy %.

Proof. Consider any X over {0, 1}" with Hoo(X) = k. Let ¥ = 2", and see {0, 1}" = [V].
We can see any source over {0, 1}” with min-entropy k as a vector (pi,...,py) with the
property that Zje[N] pj = 1 and 0.< p; < 27% for'every j € [N]. Since all these
inequalities are linear, the set of such vectors forms a convex polytope. Hence, each
vector in the set can be represented as a convex combination of vertices (corners) of the
polytope, where a vertex of the polytope is a vector satisfying a maximal subset of these
inequalities when treat these inequalities as equalities. Note that a vector is a vertex of
the polytope if and only if it has 2* values of j such that p; = 27%, and for the rest of j,
p; = 0. That is, the vertices of the polytope correspond exactly to the vectors given by

those flat sources over [IN], and we complete the proof. a

According to the above proposition, it suffices to work for flat distributions to analyze
extractors.
Next, we define the notion of computational min-entropy. Here, we consider condi-

tional distributions of the form (V|&'), with V = f(X), for some distribution X and some
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function f, which could be either probabilistic or deterministic, and we say that it has

some computational min-entropy if v = f(z) is hard to predict given z € X.

Definition 2.2.6. We say that a conditional distribution (V|X’) has computational min-
entropy k, denoted by H.(V|X) = k, if for any C € SIZE(2¥), Pr[C(X) = V] < 27

Note that for a deterministic function f, when given x € X, f(x) has no randomness
left and thus has no statistical min-entropy, but it still can have high computational

min-entropy if f is in fact hard to compute.

2.3 Multiple Independent Sources
In Chapter 3, we will study deterministic extractors for multiple independent sources.

Definition 2.3.1. For ¢t € N, a function EXT : ({0,1}")" — {0,1}™ is called a (ky, ks, ...,
ky, €)-extractor if for any t independent randoms variables X, ..., X;, with each A; dis-

tributed over {0,1}" and H.,(X;) > k;, we have
AEXT(Xyye ooy X)), Um) < .

ExTis called a (ky, . . ., k, €)-strong-multi-source-extractorif it satisfies the stronger prop-
erty that
A (X[Z,t} o EXT(Xl, 'rr Xt), X[Q,t} Oum) <e.

2.4 Independent-Symbol Sources

In Chapter 4, we will focus on a special kind of sources which consist of n independent

symbols over some set [D].

Definition 2.4.1. A distribution X = X} o---0 X, over the set [D]" is called an (n, D)-
source if the n symbols A7, ..., A, are distributed independently from each other. An
(n, D)-source with min-entropy k is called an (n, D, k)-source. A bit-fixing source is an
(n,2)-source with the additional condition that each bit of the source has min-entropy

either 0 or 1.
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When we talk about an (n, D, k)-source, we always assume k < nlog D since any
(n, D)-source has min-entropy at most nlog D. The task of Chapter 4 is to extract

randomness from such (n, D, k)-sources.

Definition 2.4.2. For n, D, k,s,m € N and ¢ € |0, 1], a function ExT : [D]" x {0,1}* —
{0,1}™ is called an (n, D, k, e)-extractor if for any (n, D, k)-source X,

A(EXT(X,Us), Uy,) < €.

The second input, of s-bit long, to an extractor is called its seed. We allow the case
of s =0 (i.e. without a seed) and we call such an extractor a seedless (or deterministic)
extractor. The entropy loss of an extractor is defined as the value k£ + s — m, which is
the difference between the amount of randomness given to the extractor and the amount
of randomness it can extract. Minimizing this entropy loss is one of the main goals of
extractor construction. Moreover, one usually prefers constructions which are explicit, in

the sense that given any input, one can compute the output in polynomial time.

2.5 Computational Extractors

We say that a function D : {0, 1}™ — {0, 1} is an e-distinguisher for two distributions X
and Y over {0,1}" if
| Pr[D(X) =1] — Pr[D(Y)=1]] > e.

In Chapter 5, we consider two kinds of extractors: hybrid extractors and computational

extractors for extracting computational min-entropy.
Definition 2.5.1. A function EXT : {0,1}" x {0,1}" — {0,1}™ is called a

o (kyi, ko, e, s)-hybrid-extractor if for any source (V|X) with H.(V|X) > k; and any
source W, independent of (V|X'), with Ho, (W) > ko, there is no e-distinguisher in
SIZE(s) for the distributions X o W o EXT(V, W) and X o W o U,,,.

o (ky, ko, e, s)-computational-extractor if for any source (V|X) with H.(V|X) > k;
and any source (W|Y), independent of (V|X), with H.(W|)Y) > ks, there is no
e-distinguisher in SIZE(s) for the distributions X oY oW o EXT(V, W) and X oY o
Wold,.
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Remark 2.5.2. Note that if EXT is a (ky, k2, €)-strong-two-source-extractor then for any
source V with Ho (V) > k; and any source W, independent of V, with Ho, (W) > ko, there
is no e-distinguisher (without any complexity bound) for the distributions WoEXT(V, W)
and Wold,,.

We will need the following fact about strong-two-source extractor.

Lemma 2.5.3. Let EXT: {0,1}"x{0,1}" — {0,1}"™ be any (ky, ks, £)-strong-two-source-
extractor. Then for any source W over {0,1}" with Hoo(W) = ks and any function
q:{0,1}" — {0,1}™, there are at most 2 different v’s satisfying

wlg/\} [q(w) = EXT(v,w)] > 1/M +¢.

Proof. Let V' be the set consisting of such v’s and let V be the uniform distribution over
V. Consider the distinguisher D defined as D(wou) = 1 if g(w) = v and D(wowu) =0

otherwise. Then, we have

vev].f’wreW[D(w o BxXT(v,w)) =1}~ wEV\l):;fEZ/Im [D(wou) =1]
B vevlifew[Q(w) S i weV\li‘lfeum[q(w) =y

> 1/M+e—-1/M

= ¢&.

This implies that log|V| = He (V) < ky, because otherwise it would contradict the fact

that EXT is a good strong-two-source-extractor. O

Finally, we will need the following lemma about obtaining predictors from distinguish-

ers. The Boolean case (m = 1) is well known, and a proof for general m can be found in

21].

Lemma 2.5.4. For any source Z over {0,1}" and any function b : {0,1}" — {0, 1}™, if
there is an e-distinguisher E for the distributions Z o b(Z) and Z o Uy, then there is a

predictor P with E as oracle which calls E once and runs in time O(m) such that

Pr [PP(2) =b(2)] > (1+¢)/M.

zEZ
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2.6 Computational Independent-Symbol Sources

We generalized the definition of independent-symbol sources to consider independent-
symbol sources with computational entropy in Chapter 6. Unlike the definition of com-
putational entropy, we can have the circuit size as a separate parameter to define com-

putational independent-symbol sources.

Definition 2.6.1. A distribution (V|X') = (V1|&)) o --- o (V,|A,,), where for each i, V;
is over the set [D] and X; is over {0,1}% is called a computational (n, D, k, s)-source if
the n symbols (V;|A}), ..., (V.|A,) are distributed independently from each other and for
every i € [n], any circuit C' € SIZE(s), Pr[C(X;) = V;] < 27Fi for some 0 < k; < log D,
and > " k; = k.

Then, our target is to extract randommness from such computational independent-

symbol sources.

Definition 2.6.2. A function EXT : [D]™ —{M}iscalled an (n, D, k, e, s1, $2) - computa-
tional - extractor if for any computational (n, D, k, s; )-source, there is no e-distinguisher
in SIZE(s;) for the distributions. Ajyp,) o BXT(Vy, <~ V,)-and X[y, o Uppyy, where Uy

denotes the uniform distribution-over the set [M].

2.7 Some Useful Tools

In this section, we introduce some useful tools which will be used in this thesis. The first

two lemmas are the well-known Jensen’s inequality and Cauchy-Schwartz inequality.

Lemma 2.7.1 (Jensen’s inequality [39]). Let X be a random variable. If f is a convex

function, then

E[f(X)] > f(E[X]).
Lemma 2.7.2 (Cauchy-Schwartz inequality). For any =,y € R",
[z, )] < [lzll2llyll2,

where (z,y) is the standard inner product of x and y.
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In this thesis, we often need to bound the tail distribution [39], which is the prob-
ability of a random variable taking values far from its expectation. One useful tool is
the Markov’s inequality, when we only know the expectation of an nonnegative random

variable.

Lemma 2.7.3 (Markov’s inequality [39]). Let X be a random variable that assumes only
nonnegative values. Then, for all a > 0,

BIX]

a

Pr[X >a] <
Sometimes, we will apply the following corollary, which is an application of Lemma 2.7.3.

Corollary 2.7.4. Let X be a random variable taking values in the interval [0,1]. Then
for 0 <6 < E[X],
Pr[X > ¢] > E[X] — 0.

Proof. Here we give two different proofs. The first one is by the Markov’s inequality of

Lemma 2.7.3, while the second one proves-the corollary directly.

1. Define a random variable Y_=1 =X Note that E[Y] = 1 — E[X]. Then,

Pr[X <¢] < Pr[Y > 1 —9]
E[Y]
< 396 (2.2)
1 — B[X]
1=
< 1_(E[X]_5)>

where (2.2) is due to the Markov’s inequality of Lemma 2.7.3. Hence,

Pr(X > 4] =1-Pr[X < 4] > E[X] —4.
2. Note that

EX] = ) z-Pr[X =a]

IN

Pr[X > 6] -1+ Pr[X < 4] -6

< Pr[X > 6]+,
which implies that Pr[X > §] > E[X] — 0.
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0

When we can bound the variance of the random variable, the following Chebyshev’s

inequality is useful.

Lemma 2.7.5 (Chebyshev’s inequality [39]). Let X be a random wvariable. For any

positive a,

Pr[|X —E[X]| > a] <

Moreover, if the random variables are independent, then we can obtain a much better

bound on the tail distribution of the sum of these random variables by Chernoff bound.

Lemma 2.7.6 (Chernoff bound [27]). Let Xy,---, X, be independent random variables
taking values in the interval [0,1]. Let X = 3"._| X;, and pu = E[X]. For any 0 < A <1,

Pr[|X —p| > M) <2 e V13,
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Chapter 3

Extracting Randomness from

Multiple Independent Sources

In this chapter, we study the problem of deterministically extracting almost perfect ran-
dom bits from multiple weakly random sources that are mutually independent. First, we
prove the generalized leftover hash lemma in Section 3.1. Then we consider extracting
randomness from two independent sources in Section 3.2;and extend this result to ¢t > 3

independent sources in Section 3.3. Finally, we give an application in Section 3.4.

3.1 Generalized Leftover Hash Lemma

Definition 3.1.1. We call a family H of functions from {0,1}" to {0,1}" pair-wise

independent if

Vo, # xg hfg{[h(xl) = h(xy)] = Qim

The well-known leftover hash lemma [28] says that if h is sampled uniformly from
such a family H and x is sampled from a distribution with enough min-entropy, the
distribution of h o h(z) is close to uniform. We extend it to the case that h is sampled
from a large enough subset G of H. Note that the original leftover hash lemma is a

special case of our lemma with G = H.

Lemma 3.1.2. (Generalized leftover hash lemma) Let H be any family of pair-wise in-

dependent functions from {0,1}" to {0,1}". Let G denote the uniform distribution over
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a set G C H and let X denote the uniform distribution over a set X C {0,1}". Then

2620 6otk < 5 iy

AGoG(X),Golhy) = [ ) é

heG ze{O 13m

Proof.

2m L
< Sl X (Prhx Z]—Q—m) -
| | heHZE{O 1™
oo N .
: @ };ze%} xxEX h(x)—Z] o
- 21 o L
e <he£};,ex[h(x) = h(2")] Q_m)
2mH
< |G|?| | (Pr[z = 2'] + Pr[h(z) = h(z') | x # /] — 1/2™)
2" H] (1 1 1
) X A\ 2
-G (\X| tom 2m) 5
_ 274
XTGP

where (3.1) is due to the Jensen’s inequality of Lemma 2.7.1, and (3.2) holds because H

is pair-wise independent. O

3.2 Extracting from Two Independent Sources

We apply the generalized leftover hash lemma to extract randomness from two inde-
pendent sources X and ) over {0,1}" with Hoo(X) > k; and Ho(Y) > ke. For any
n,m € N with m|n, let £ = 2 and we treat any v € {0,1}" as an (-dimensional
vector v = (vq,v,...,v;) with each v; € F = GF(2™). Now define our extractor

1 :{0,1}" x {0,1}" — {0,1}" as

V4
EXTZ(,I‘,y) = <x7y>m = ZIZ "y € fa
=1

which is the inner product of  and y over F.
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Theorem 3.2.1. The function EXT? is a (ky, ky, €)-strong-two-source-extractor with & =

2—(k1+k22+2—n—m)/2 .

Proof. Let H = {h, |y € {0,1}"}, where h,(z) = (z,y),, for z,y € {0,1}". It is easy to
check that the family H is pair-wise independent. Then the theorem follows immediately

from Lemma 3.1.2 and the fact that Ho,(X') > k; implies | X| > 2%, O

3.3 Extracting from ¢ Independent Sources

Next, we show how to extract randomness from ¢ independent sources X7, ..., ;. Define

the extractor ExT? : ({0,1}")" — {0,1}™ as

EXTt(Zlfl,...,ZEt) = Z <[L’Z‘,Zlfj>m.

1<i<j<t

Theorem 3.3.1. The function EXT" is a (ky, ..., ki, €)-strong-multi-source-extractor with

g = 27 (itht2=n=m)/2 " yphere k = max{kgy..es ke pe

Proof. Assume without loss of gemerality that. A5 is the source with the largest min-

entropy among Xs,...,&;. Fix any values zs,...,x;, let s = 23+ --- 4+ x4, and let

a= Z3§i<j§t<xia Zj)m. Then
EXTt(X17X27$3, .. .,th) = <X1=X2>m + </Y1,8>m + <X2,S>m ta

Consider the family of functions H = {h,, | y € {0,1}"} where h,(z) = (x, y)m+(x, S)m +

(Y, $)m + . It is pair-wise independent because for any = # 2/,

Pr[h,(x) = hy(x/)]

= Prl(@ y)m + (2, 8hm = &, yhm + (', 5}

Therefore, Theorem 3.2.1 implies for any z3, ..., zy,

A(XQ o) EXTt(Xl, Xg, T3, ... ’xt)’ )(2 o um) S 2—(k1+k2+2—n—m)/2‘
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Thus

A (X[Q 4] © EXTt(Xl, ey Xt), X[Zt] o Z/[m)

IA

Z {PI‘ 3,6 = Igt}] - A (XQ o EXTt(Xl, Xg,l’g, . ,l’t), Xo Oum)}
T[3,t]

< 2 (k1+k2+2 n— m)/2

If the sources are not exposed, we can have a slightly better result. Note that
A (EXT (X1, ..., X)), Up) < A (X o EXTH (X, ..., ), Moy o Un)

so by taking &} in Theorem 3.3.1 to be the source with the highest min-entropy, we have
the following.

Corollary 3.3.2. The function EXT" is a (ky, ..., ky,¢)-extractor with e = 2~ (01Fbz+2=n=m)/2

where by and by are the two largest values-among-ky, .., k.

Note that in the construction of our-extractor EXT’, we do not need to know before-
hand the specific min-entropy of each source. "It works as long as the sum of the two

largest min-entropies is large enough.

3.4 Application

Consider the following cryptographic setting in which a group of parties Py, P, ..., P,
want to establish a secret key for group communication. Suppose initially these parties are
together and can sample Ay, By, ..., A,, B,, X from some block-wise source [10], where
each block (A;, B;, or X) is n-bit long and has min-entropy at least k even given all the
previous blocks. After that, all parties go far away from each other but are connected
by an insecure network. If they want to communicate securely later on, they can execute

the following protocol:

1. In the order of i from 1 to u, party P; samples X; from his/her own local source,

computes ); = A;X; + B;, and sends (X}, );) to all other parties.
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2. When receiving (/"Ej, 37]) from an alleged party P;, each P, verifies whether 37]- =
A;X;+B;. Let T = {P,,, P,,,..., P,_,} be the set of parties who pass this authen-

tication test.

3. BEach party in T computes the secret key K = EXT'(X, &;,, &, ..., &;,_,), which

219

can be used, for example, as the secret key of the one-time pad encryption.

We discuss two security issues. For authentication, we know that after seeing (X, ;)
for every i < j, (Aj, B;) still has min-entropy 2k, so from [14], an adversary can only
impersonate a party P; with probability 2-(k=n) " For the security of IC, note that X is
assumed to have min-entropy k even given Ay, By, ..., A,, B,, and we can assume that
X, X, X, ..., &;,_, are mutually independent as they are generated in distant places.
Thus, Theorem 3.3.1 implies A(X, 0---0&;, olC, Xj 0---0X;,_, olhy,) < 27 (ktbt2=n=—m)/2,

where b = max{Hu(&X},), ..., Ho(X;,_,)}. That is, K is secure enough when k + b >

n + m. Note that any strong extractor will also work.
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Chapter 4

Deterministic Extractors for

Independent-Symbol Sources

In this chapter, we consider (n, D, k)-sources which consist of a sequence of n independent
symbols from [D], and the only randomness guarantee on such a source is that the whole
source has min-entropy k. First, we give an explicit deterministic extractor which extracts
about log k bits in Section 4.1. Then, in Section 4.2, we use the technique of Gabizon
et al. [17] to extract more random bits. Moreover, in Section 4.3, we show the existence
of a non-explicit deterministic extractor which can extract m = k — O(log(1/¢)) bits
with error € whenever k£ = w(d +log(n/e)). Finally, we show that even to extract from
bit-fixing sources, any extractor, seeded or.not,.must suffer an entropy loss Q(log(1/¢))

in Section 4.4.

4.1 Extractor from Random Walk

In this section, we give an explicit seedless extractor for independent-symbol sources,

which works for any min-entropy k& but only extracts about log k bits!.

Theorem 4.1.1. For anyn,k, D € N and any prime number M > D, there is an explicit
(n, D, k,e)-extractor EXTo : [D]™ — [M], withe < -/ M - 9= Uk/M),

'For this extractor, we provide a different and completely elementary proof in Appendix B, which

achieves the same asymptotic bound as [32].
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Note that for k > Q(M?log M), our extractor has ¢ < 9—(k/M?) Moreover, Theo-
rem 4.1.1 achieves the same bound as [32], but here we provide a proof from a different
point of view.

To extract randomness, we will work on the group Z,,, for a prime M, and see any
symbol X; € [D] of the source as an element in Z,;. Throughout this section, operation +
or — on elements in Z,, is understood as an operation over the group Z,;. Our extractor
EXTy : [D]" — [M] is then defined as EXTo(X) = >, A, which can be seen as taking
an n-step walk on the group Z,,, using the n symbols from the source in the following
way. Each time when we are at some state v € Zj, (initially at 0 € Zj,) and read a
symbol a from the source, we go to the state v + a € Zj;. The extractor of Kamp and
Zuckerman [33] for bit-fixing sources can be seen as a special case of ours, with D = 2
and &; € {—1,1}.

To prove Theorem 4.1.1, we need the following lemma in [32], which implies that we

only need to consider flat independent-symbol sources.

Lemma 4.1.2. [32] Any (n, D, k)-source is e~*/*~close. to a convex combination of flat

(n, D, k/(2log3))-sources.

Now, assume that X is a flat (n, D, k)-source. Then, as in [33], we will show that
each step of the walk brings the distribution elosertouniform if the symbol read from the
source contains some randomness. ‘See a distribution ever Z,,; as an M-dimensional vector
in the natural way. More precisely, suppose the current distribution is P = [Py, ..., Pyt
and the next symbol in the source has a distribution 8 = [3y,...,Bu]? (let 3; = 0 for
D41 <4 < M). Then the next distribution is P = [Py,. .., Py]" with

P = Z BiPi-j,
JE€ELM
for i € Zy;. Let U denote the uniform distribution over Z,,. Let 6 = P—U and 6 = P—U,
ie., d; =P;—1/M and 6; = P; — 1/M for i € Zy;. The following is our key lemma which

shows the progress we can make after each step.

Lemma 4.1.3. If the symbol is a flat source with distribution 3, we have

2Hoo (B) _q

_ 2
162 < [|6]]2- e
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We will prove this lemma in Subsection 4.1.1. Now let us see how it can be used to

prove the theorem.

Proof. (of Theorem 4.1.1) By Lemma 4.1.2, it is sufficient to consider flat (n, D, k)-
sources. Given a flat (n, D, k)-source X = Xy 0---0 X, for t € [n], let K; = 2H=(*),

According to Lemma 4.1.3, we have

2 (K2-1) _2n(22k/n_q)

K?-1
IEXTo(X) — U2 < H NI < em ar <e
te[n]

where the last inequality is due to the power mean inequality, >, K2 > n2%/"  Let
k = én. Then we obtain that

2n(22k/n_q) 2k 2201

|EXTo(X) —U||5<e” w2 =em2" 3

Since (2% —1)/6 > 2In2 for § > 0, we have

25 _ N
HEXT()(X) — UH% < e%'% < 6—4“M§)k — 2—4k/M2.

Hence, after n steps, the Lo-distafice from the uniform distribution is at most 272/,

Then the theorem follows from.the Cauchy-Schwartz inequality of Lemma 2.7.2 and
Lemma 4.1.2. O

4.1.1 Independent-symbol Sources and Circulant Matrices

In this subsection, we will prove Lemma 4.1.3 according to the relation between independent-
symbol sources and circulant matrices [12], where a circulant matrix is a square matrix

with the following form

C = circleg, o, ¢
Cl C2 “ .. Cn
Cpn C1 -+ Cp—1
- )
C2 03 “ .. Cl

where each row is a cyclic shift of the previous row. We observe that the transition matrix

of each step is a circulant matrix, where the transition matrix is an M x M matrix, in
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which the ith row and jth column element is the probability of going to the state ¢ from
state j. That is, let B = circ|[Bu, Bum-1,-- ., 1] be a circulant matrix. Then P = BP.
Due to the special structure of circulant matrices, we can obtain their eigenvalues and

corresponding eigenvectors.

Theorem 4.1.4. [12] For j € [n], the j-th eigenvalue of a circulant matriz C' = circ|co,

Cly oty Cpt) 48
n—1
Z it
)‘J(C> = Ce - wﬁL )
=0
2mi o NG 9 ~1)
where w, = e, and the corresponding eigenvector is V) = 1wl w - Lwin )]]T.

Note that the eigenvectors of a circulant matrix are orthogonal. Hence, we can ob-
tain the following lemma which shows that the progress we can make after each step
is corresponding to the second largest (in absolute value) eigenvalue of the transition

matrix.

Lemma 4.1.5.

1912 <A(B) - ffalf2.

where A(B) is the second largest (in absolute walue) eigenvalue of B.

Proof. Since the vector U is invariant under B in the sense that BU = U and the vector

0 is orthogonal to U, we have

18]z = |BP —Ullo = [|B(P = U)lls < X(B) - |P = Ullz = \(B) - [|d]]-

Let ks = Hoo(B8). Recall that the distribution § is flat. Hence, there are Kz =

2%3 nonzero entries in each row of B, and each nonzero entry is 27%¢. According to
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Figure 4.1: Let M =7, and kg = 2. The left diagram shows the sum of 1, e*™/M  e87/M
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, while the right diagram shows the sum of e
these diagrams, it is easy to see that the maximum occurs when these 4 nonzero entries

are consecutive.

Theorem 4.1.4, the square of \(B) is

12
i 2-(Kﬁ71)7\'1
max \;j(B)? < [27F 4 27h . e g 2R e

J#0
2 : . KBTri Kﬁ‘rri Kﬁ"i 2
Kp—1 . 1—621;/1137” 2 e i (e_ M — e M )
] — |97 ks .
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—0 l—em e% (e_% — e%)
2 2 2
sin (%354) =T (- )
= 2_k6 . | } — 2_16’8 0 1
sin (M) e 1 (1 - M2£2)
2
i K2 -1 K21\’
- (- s et < oo
A" e M2 =1

where the first inequality is because it is easy to see in the diagram (see Figure 4.1.1 as
an example) that the maximum occurs when these Kz nonzero entries are consecutive,

and the fourth equality is due to the infinite product representation of sine [22].

4.2 Extracting More Randomness

The extractor in the previous section can extract about log k bits of randomness. Building
on this, we show how to extract more randomness in this section. More precisely, we have
the following two extractors, which generalize the corresponding ones in [17]. The first

one works for the case of large min-entropy and can achieve a smaller error and a smaller
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entropy loss, while the second can work for the case of smaller min-entropy but has a

larger error and a larger entropy loss.

Theorem 4.2.1. For any constant v € (0,1/2), and D = 2¢ € N, there exist constants
no > 0,c¢ > 0 such that for anyn > ng, k > n**7 and e > 27", there exists an explicit

seedless (n, D, k,e)-extractor EXT : [D|™ — {0, 1}™ with m > k — O(dlog(1/¢)).

Theorem 4.2.2. There exist constants ng > 0, ¢g € (0,1), ¢ > 0, co € (0,1), ¢3 €
(0,1/cy) such that for any n > ng, D = 2% with d < k, k > log n, and ¢ > k=,
there exists an explicit seedless (n, D, k,e)-extractor EXT : [D|" — {0,1}™ with m >
k—O((1/g)%).

Note that the two main results in [17] only work for bit-fixing sources (with D = 2)
and follow respectively from Theorem 4.2.1 with e = 27" and m = k — O(n"), and from
Theorem 4.2.2 with € = k= and m = k — k%1, On the other hand, our two theorems
above cover a large range of the parameters D and e, and capture the tradeoff between
error and entropy loss. In particular, for a small d,.if we allow a large ¢, the entropy loss
can become very small.

We will give the proofs of the two theorems in Sections 4.2.3 and 4.2.4 respectively,
which follow closely the corresponding onés. in [17]. The main difference is that we
consider independent-symbol sourees,.so we cannot build on the extractor of [33] as [17]
did, and instead, we build on our extractor in Theorem 4.1.1. Furthermore, we do a
more careful analysis in order to identify the relationship between error and entropy loss.

Before giving the proofs, let us first describe some basic ideas and useful tools.

4.2.1 Construction

Suppose we have extracted a short random string 2z from the source X'. One may think
about using z as a seed for a seeded extractor to extract more randomness from X, but
the problem is that z may have dependence on X. This issue was taken care of in [17]
by constructing the so-called seed obtainer. The idea is to divide z into two parts w oy
and use w to sample a set S(w) C [n] of positions from the source so that Xp g still

has enough min-entropy but becomes independent of y. To guarantee this, we would like
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the set S(w) to have the property that the min-entropy of the sampled bits is within a

certain range, which can be achieved by using the so-called averaging sampler.

Definition 4.2.3. Suppose n,d,k € N, 6 € (0,1), and kpin, knax € R, with 0 < Ky, <
kmax < k < n. An (n,d, k, kpmin, kmae, 0)-sampler S : {0,1} — P([n]) is a function such
that for every function h : [n] — [0, d] with >, ., h(i) =k,

<< ) < > 1 —0.
wfé& kmm_'esz()h(z)_kmax >1-94

Throughout this section, for an (n, D)-source X = X o ---0 X,,, we will let i be the
function such that h(i) = Hoo(A&;) € [0,d]. Note that the definition of samplers used in
[17] is a special case of ours, as it only deals with Boolean functions & : [n] — {0, 1}, which
arise from bit-fixing sources considered there. As shown in [17], after obtaining Xfp\ sw)
of enough min-entropy together with an-independent seed y, one can then apply a seeded

extractor to extract more randommess; This is guaranteed by the following lemma?.

Lemma 4.2.4. Suppose there exist explicit constructions for the following three ingredi-
ents: (1) a seedless (n, D, kmin, £1)=eatractor BxTy = (D" =5 {0, 1}, (2) an (n, d, k, kyin,
Kmax, 0)-sampler SAMP : {0,1} — P([n]); and-(3) a seeded (n, D,k — kyax, €2)-extractor
EXTy : [D]" x {0,1}* — {0,1}™. Then there exists an explicit seedless (n, D, k,¢3)-
extractor EXTs : [D|™ — {0, 1} with e3 = 3max{e; + 6,2 &1} + 3.

To prove Lemma 4.2.4, we need the following two lemmas?.

Lemma 4.2.5. Let AoB be a random variable over [D]* x {0,1}" and for every a € [D]*
with Pr[A = a] > 0, the distribution (B|A = a) is e-random. Then A(AoB,Aold,) < e,
where U, is independent of A.

ZNote that this was proved in [17] for bit-fixing sources.
3Note that these two lemmas are generalizations of the corresponding ones in [17].

39



Proof.

A(AoB,Aold,)

= % Z |PrfAoB=aob] —Pr[AolU, = ao b
a€[D]%,be{0,1}v
1
= 3 > |Pr[A=a]-Pr[(BlA=a)=1b] - Pr[A=a]-Prftd, = b
a€[D]%,be{0,1}v
1
= ) PrA=ad- 5 > [Pr[(B|A = a) = b] — Pr{Ud, = b]|
a€[D]* be{0,1}v
= ) PrlA=ad]-A((BlA=a)U,)
a€[D]v
< e

0

Lemma 4.2.6. Let Ao B be a random_variable over S x {0,1}" for some set S. If
A(AoB, A'old,) < & where U, is indépendent of A, then, for every b € {0,1}", A((A|B =
b),A") <e-2vHL,

Proof. By way of contradiction, assume that there exists b € {0, 1} such that A((A|B =
b), A’) > - 2" which implies that there exists 7°C S such that

|Pr[(A|B=0b) € T]| = Pr[A' € T]| > ¢-2"*"
Without loss of generality, we can assume that
Pr[(A|B=0b) € T] - Pr[A' € T] > £- 2",

because otherwise we can consider the set S\ 7.

Since U, and A’ are independent, we have that
PrlA"oU, € Tob| =Prih, =b]-Pr[A' € T] =27"-Pr[A € T].

On the other hand, since B is e-random, we know that Pr[B = b] > 27¥ — . Therefore,
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we have that

PrlAoBeTob] —Pr[A oU, € T ob)

Pr[B =10]-Pr[(A|B=0b) € T] — Pr[d, = 0] - Pr[A" € T

Vv

(27" — ) Pr[(A|B=1b) € T] — 27" Pr[A € T]

v

2 (Pr[(A|IB =b) € T] — Pr[A € T]) — ¢

27V govtl ¢

V

87
which contradicts the assumption that A(Ao B, A ol,) < e. O
We also need the following lemma.

Lemma 4.2.7. [17] Let A, B and C be distributions over {0,1}" such that A is e-random
andC=06-B+ (1 —0)-A. Then C is (26 + ¢)-random.

Proof. For any T C {0,1}",

|Pr[C € T] — Pr[td, € T)| =[5 Pr{B € T+ (1= 8)=Pr[A € T] — PrUd,, € T)|

VAN

26+ |PrlA e T| — Priy € T)|

<20 4 e,

Now we proceed to prove Lemma 4.2.4.
Proof. (of Lemma 4.2.4) Recall that we construct ExTs : [D]* — {0, 1}™ as follows:
1. Given an input source X = Xj o ---0 X, compute Z = EXT{(X).
2. Divide Z into two parts Wo Y € {0,1} x {0,1}°.
3. Compute SAMP(W).
4. Let X’ be the source over [D]" obtained by padding Xj,j\sameow) With zeros.

5. Output EXTy (X", ).
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Next, we prove the correctness of the construction. For an (n, D, k)-source X =
Xio---od,, define the function % : [n] — [0,d] by h(i) = Heo(X;). Note that >, h(i)
= k. Since EXT; is a seedless (n, D, ki, £1)-extractor, we have that Z is e;-random,
which implies that both WW and ) are ¢;-random.

We say that w € {0,1}" is good if kpin < > h(i) < kmax and bad otherwise.

1€SAMP (w)

Since SAMP is an (n, d, k, kyin, kmax, 0)-sampler and W is e;-random, we obtain that
Pr[W is bad] < v,

for some v < &1 + 0.

Note that we can write the output source R = X’ o) as a convex combination

R = B - Pr[W is bad] + Z Ry - PrW = w]
w is good
where B = (R|W is bad) and R,, = (R|W = w). The following claim shows that for a
good w, R, is close to a pair of random variables Ay, o U; where Ho(Ay) > k — kmax

and A, is independent of Us.

Claim 4.2.8. For any good w € {0, 1}t, there exists a pair of random variables A,, o U,
where Hoo(Ay) > k — knax and 'Ay, is independent of U, such that

AR Agold) < o2

Proof. Fix a good w € {0,1}". Set ¢ = |Samp(w)|. For two strings p; € [D]’ and
p2 € [D]"7%, let [p1; p2] € [D]™ denote the unique string obtained by putting p; in the
indices of SAMP(w) and p, in the indices of [n] \ SAMP(w). Let X, = Xssupw) and

Xy = Xpp\sawe(w). Note that X' = [X,; Xy]. Then for every b € [D]"* such that
Pr[X, = b] > 0,

(Z|X, =b) = (ExT1(X) | X, =b) = (ExTy ([X0; X)) | Xw = b) = EXTy ([Xo; b)),

where the last equality is because X is an (n, D)-source which implies that X,, and X,

are independent. Since w is good, we have that H.(X,) = > h(i) > kmyin and

1€SAMP(w)

Hoo(Xy) > k — kmax. Hence, the source [X,,;b] is an (n, D)-source with min-entropy
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Hoo(Xy) > Kmin, and then A(EXT ([X,;b]),Uss) < &1, which implies that A((Z|X, =
b),Us+s) < 1. By Lemma 4.2.5, we have that for a good w,

A(X—w 0 Z. X, olUis) < .
Then by Lemma 4.2.6, we obtain that for a good w,
A((X—wa y)|W = w)a (X—wa us)) S €1 2t+1a

which implies that A(Ry, Ay olU) < &1 -2!L where A, is the source over [D]" obtained

by padding X, with zeros. O
Recall that R = B - Pr[W is bad] + >~ is 000d Rw - PrW = w]. Then,

EXTy(R) = PrW is bad] - EXTy(B) + > Pr[W = w]- EXTy(Ra).
w is good

For any good w, by Claim 4.2.8, there exists A,, o Us where Hy(Ay,) > k — kyax and
A, is independent of U, such that A(Rey, A, ols) < é-2!TL. Then by Proposition 2.1.3,
we have

A(EXTQ(Rw), EXTQ(.Aw,LIs)) < &y~ 2t+1.

Moreover, since Ho (Ay) > k —kpax and Ay is independent of Uy, we have that
A(EXTo( Ay, Us), U ) < €5
By Proposition 2.1.2, we obtain that

A(EXTy(Ry), Un) < A(EXT2(Ry), EXTo( Ay, Us)) + A(EXTo (A, Us), Up,)

< gy -2 4g,.

Hence, by Lemma 4.2.7, we have that

A(EXT2(R),Upn)

IA

2Pr[W is bad] + &, - 2" + &y

IN

2’}/—|—€1 . 2t+1 + &9

S Bmax{el + 5, 2t+1€1} + &o.
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4.2.2 Sampling and Partitioning

For our two extractors, we need the following two samplers respectively. Both construc-
tions basically come from [17], and the proofs are very similar. The first sampler uses a
longer seed and achieves a smaller error probability, while the second one uses a shorter

seed but has a higher error probability.

Lemma 4.2.9. There exist constants ng,cy,co such that for any n > ng, k,d € N,
§ > 279% and kyin > codlog(1/9), there exists an explicit (n,d, k, kmin, 6kmin, 6)-sampler
SAaMP : {0,1} — P([n]) with t = O(logn - log(1/5)).

Lemma 4.2.10. For any constant a € (0, 1), there exist constants nog > 0, co € (0,1),
cqg>0,8€(0,1), 7€ (1/2,1) such that the following holds. For any n > ng, d < k,
k >1log n, and 6 = O(k™P), there exists an explicit (n,d, k, k™ /2,3k™, §)-sampler SAMP :
{0,1} — P([n]) with t = alogk.

The proof of Lemma 4.2.9 is given in-Section 4.2.2.1, while Lemma 4.2.10 is given in

Section 4.2.2.2.

4.2.2.1 The Sampler Using a Longer Seed

In this subsection, we prove Lemma 4.2.9, which shows the existence of a sampler using

a longer seed. More precisely, we will use the following lemma to prove Lemma 4.2.9.

Lemma 4.2.11. For any n,k,r,t € N such that r < k < n and 6logn < t <
(klogn)/(20r), there is an explicit (n, d, k, kd/(2r), 3kd/r, 2~ X/ 1°e™)) _sampler which uses

a seed of t random bits.
To prove Lemma 4.2.11, we use the following /-wise independent tail inequality.

Theorem 4.2.12. [6] Let ¢ > 6 be an even integer. Suppose that X1, ..., X, are {-wise
independent random variables taking values in [0,1]. Let X ="  X; and p = E(X),
and let € > 0. Then

£u+ﬁ>”2

P -l 2 o] < 8 (1
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Proof. (of Lemma 4.2.11) First we show that for any ¢ with 6logn <t < (klogn)/(20r),
there exists an explicit function S : {0,1}* — P([n]) such that for any real-valued func-

tion® 7' : [n] — [0, 1] with =, 2'(i) = F,

3k g
r )

B[ ¥ vos
for & = 27U/ loen)  GQet ¢ = [logr| < logn. Let £ be the largest even integer such that
llogn < t.

We construct the sampler as follows. First, we use ¢ random bits to generate n (-wise
independent random variables 7y, ..., Z, € {0,1}? [9]. Fix some value a € {0,1}?, and
the sampler outputs the index set T' = {i|Z; = a}. Then, we show that this sampler
satisfies the requirement.

Define n random variables Ry, ..., R, such that for 1 <i <n, R, =h'(i)ifi € T and
R; = 0 otherwise. Note that R;’s are (-wise independent. Let R =" | R; = > .., W/ (i),
and p = E[R] = 30" B[R] = >0, W(i) « Pr[Zs = a] = k/27 < 2k/r.

Then by Theorem 4.2.12 with € = k/(2r) and the fact that 6 < ¢ <t/logn < k/(20r),

we have that

o\ /2
PrR—fle o] < 8(5“”)
+

VA
(0e)
VR
g
=1ES
g
—
N 3 |NJ
Sl =
SN—""
[
1~
S
S
N—
\_/
&~
AN
o

[\

0]

DO
i
~
S

< 2—Q(t/ log n) )

Moreover, since r/2 < 27 < r, we have
|R—pul <k/(2r) = k/29—k/(2r) < R<Ek/29+k/(2r)
= k/r—k/(2r) < R<2k/r+k/(2r)
= k/(2r) < R <3k/r

Pr [— < Zh’ ) < —] > Pr {\R— pl < ;} > 1 — 9@t/ logn)
r

weUy T
1

4In [17], they showed the case of b’ : [n] — {0, 1}.
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Now given any real-valued function h : [n] — [0,d], consider the function A’ : [n] —

[0, 1] defined as h/(i) = h(i)/d for i € [n], and note that

< = / <
P\ kd/(2r) GSZh Bkd/r| = Pr |k/(2r) GSZh 3k/r

Thus, S is also an (n,d, k, kd/(2r),3kd/r,d')-sampler, which proves Lemma 4.2.11. O
Now we proceed to prove Lemma 4.2.9.

Proof. (of Lemma 4.2.9) Suppose § > 27°% for a small enough constant ¢;, and Ky, >
cadlog(1/6) for a large enough constant cy. Let us choose r = kd/(2kmin) < k, so that
kd/(2r) = kpi, and

(klogn)/(20r) > (kminlogn)/(10d) > (c3/10) - logn - log(1/4).

Thus, we can choose t = (c3/10) - logn - log(1/§) and have 6logn <t < (klogn)/(20r).
From Lemma 4.2.11, we have an (n, d, k, kmin, 6kig,0')-sampler, with ¢’ = 27%/leen) <

9~ezlog(1/9)) < § This completes the proof.of Lemma 4.2.9.

O

4.2.2.2 The Sampler Using a Shorter Seed

In this subsection, we prove Lemma, 4.2.10, which shows the existence of a sampler using
a shorter seed. Lemma 4.2.10 follows immediately from Lemma 4.2.13 below by using 7}

as the output of the sampler SAMP.

Lemma 4.2.13. For any constant a € (0, 1), there exist constants nog > 0, co € (0,1),
cg>0,8€(0,1), 7€ (1/2,1) such that the following holds. For any n > ng, d < k°,
k > log®n, and 6 = O(k™P), one can use alogk random bits to explicitly partition
[n] into v = Q(kP) sets Ti,..., T such that for any function h : [n] — [0,d] with
2 im1 h(1) =k,

Pr|Vo e [r],k7/2< ) h(i) <3k | >1-4.

ZGT’U
In addition to proving Lemma 4.2.10, Lemma 4.2.13 will also be used to prove Theo-
rem 4.2.2. The proof of Lemma 4.2.13 can be seen as a derandomization of Lemma 4.2.9,

using approximate pair-wise independent variables.
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Definition 4.2.14. [40] We say that the random variables 73, ..., Z, are pair-wise &-

dependent if the joint distribution of any two of them is e-random.

Lemma 4.2.15. [2] Let ' < n be a power of 2. For anyn > 16 and 0 < ¢ < 1/2,
one can use 7logr’ + 3(loglogn + log(1/e)) random bits to generate n random variables

2y oy Zy € [r'] that are pair-wise e-dependent.

Proof. (of Lemma 4.2.13) For any given constant o € (0,1), let 3 = /38, r = k”, and
e = k5. Let 7’ be a power of 2 such that r/2 < r’ < r. We use pair-wise e-dependent
random variables Zi, ..., Z, € [r'] to partition the set [n] into 7" sets: T7,..., T, where
T, = {i|Z; = v} for v € [r']. By Lemma 4.2.15, the number of random bits needed to

generate them is at most
Tlogr' + 3(loglogn +log(1/¢)) < 1981logk + 3loglogn < «a/2log k + 3loglogn.

Let ¢; = 6/a. Then we have for all & >1og™ n, 3leglogn < «/2logk. This shows that
one can generate such random variables 21, .. ., Z, using a log k random bits.

Now consider any function h: [n] — [0,d] satisfying " | h(i) = k. For now, let us
fix an v € [r'], and define n random variables Ry, ..., R, such that for ¢ € [n], R; = h(i)
if i € T, and R; = 0 otherwise. Let, Re="3""" R, =737 . h(i), and we would like to
bound the probability Pr[|R — k/r'| > k/(2r")]=Since the expected value of R is close to
k/r', with

n

|E[R] — k/r'| = Y h(i) - Pr[Z; =] — k/r'| < Zh(z’) |Pr[Z; = v] — 1)7) < ke,

1=1

we have Pr[|R — k/r'| > k/(21")] < Pr[|R — E[R]| > k/(2r") — ke]. Since ke < k/(61")
for some large enough n and k > log® n, and thus k/(2r") — ke > k/(3r’), it suffices to
bound the probability Pr[|R — E[R]| > k/(3r")]. We would like to apply the Chebyshev’s
inequality of Lemma 2.7.5. Therefore, we need to bound the variance of R, which is

Var(R) =Y ", Var(R;) + >, cov(R;, R;). For any i € [n], Var(R;) is

E[R}] - E[R:|* <E[R]] = h(i)* - Pr[Z; = o] < h(i)*- (1/r' +¢).

47



For any distinct 4, j € [n], cov(R;, R;) is

E[R; - R;] — B[R] - E[R;] = h(i)h(j) - (Pr[Z; = Z; = v] — Pr[Z; = 0] Pr[Z; = v])

< W) - (17 +e) = (1/r —g)?)
(2)h(j) - (
(2)h(

1+2/r —¢)e

) -
) -
= h(i)h(j) -
)

IN

h(i)h(j) - 2e,

as r’ > 2. Therefore, Var(R) is at most

Zh (1/r" +2)+ Y h(i)h(j)2e < (1/r) Zh + 2 (Zh(z’)) < dk /v’ + 2k%e,

i#j

where the last inequality follows from the fact that h(i) < d for every i € [n| and

2. hli) =

Now by the Chebyshev’s inequality of Lemma 2.7.5, we have

dle /7! ++ 25k?
(k/3r")?

for some small enough constant ¢y and-d-< k%.Thus, setting 7 =1 — 5 > 1/2, we have

for any v € [1'], Pr[k7/2 < 3, =h(r) < 3kT] > 1—=O(k7*?). Then, Lemma 4.2.13 follows

Pr[|R — E[R]| > k/(3r")] < =9dr' [k + 18er™® = O(er”?),

from the union bound. O

4.2.3 The Extractor for Sources with Large Min-entropy

In this subsection, we prove Theorem 4.2.1, which shows the existence of an extractor
for independent-symbol sources with large min-entropy. The construction is very similar
to that in [17]. First, as in [33], we have the following seedless extractor® for the case of

large min-entropy.

Lemma 4.2.16. For any large enough n € N and any k; > n'/*™ with v € (0,1/2),
there exists an explicit seedless (n, D, ky,e1)-extractor EXTy : [D]* — {0,1}"™" where

my = Qn* /(D3d)) and e, = 27™.

We need the following lemma to prove Lemma 4.2.16.

°This lemma is a generalization of the main result in [33] for bit-fixing sources.
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Lemma 4.2.17. [33] Let G be a p-reqular graph with 2™ vertices, and the second largest
eigenvalue (in absolute value) of its adjacency matriz is p\. Suppose we take a walk on
G for b steps according to b symbols independently chosen in [p|, in which ¢ symbols have
distributions within a Lo-distance of € from the uniform distribution. Then the statistical

distance from the uniform distance at the end of the walk is bounded by $(A+e./p)*-2™/2.

Proof. (of Lemma 4.2.16) The extractor works as follows. Let p be the smallest prime
greater than D. Set ky = cop®logp, for some large enough constant cy. Partition the
n symbols of the source into b = k;/(2ko) blocks, each consisting of 2nkq/k; symbols
(assuming for simplicity that k; is a multiple of 2kq and 2nky is a multiple of k1). Within
each block, use our extractor in Theorem 4.1.1 to extract a symbol in Z,. Then use
the b extracted symbols (one per block) to take a b-step walk on a p-regular graph with
2™ nodes, for some my to be determined later, and the second largest eigenvalue of its
adjacency matrix is pA < p'=“ for some constant ¢; < 1/2 [24, 38]. The final node of
the walk is the output of the extractor.

Call a block good if it has min-entropy at least kg.  Let ¢ denote the number of good
blocks. Since each symbol has min-entropy-at-most logd < logp, then counting the

min-entropy, we have that
k‘l S g- (271]{30//{51) logp—l— (b—g) k‘o S 0. (271/]60/]{31) lng—i—bk‘() =/ (271]{30//{51) logp—l—k‘l/Q,

which implies that
0> k7 /(4konlog p).

Recall that in the proof of Theorem 4.1.1, we show that our extractor can extract
a symbol which has Lo-distance from the uniform distance at most 2-2%/?*) from an
independent-symbol source with min-entropy k. Since we can view each good block as
a (2nky/k1, p, ko)-source, the Lo-distance between the extracted symbol and the uniform
distance is at most € for some ¢ < 1/p. Then according to Lemma 4.2.17, after the b-step

walk on the expander, the distribution of the final node is ;-random, for

1< = (At ey/p) - 2m/2 < 9 O (hom) gma/2 < g0 /(D2d)+ma /2,

| —

Then for some m; = ©(n?'/(D?d)), we have e, < 2™ which proves the lemma. O
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Following [17], to extract more randomness, we apply Lemma 4.2.4 with EXT; above
together with two additional ingredients: (1) an (n,d, k, kmin, Kmax, €/4)-sampler SAMP :
{0, l}t — P([n]) from Lemma 4.2.9, with t = m,/2, kpnin = O(dlog(1/¢)), and kpax =
6kmin, and (2) a seeded (n, D,k — knpax, €2)-extractor EXTsy : [D]* x {0,1}* — {0, 1}™
from [46], with s = m1/2, m = k — kpax, and e = 27%""), Note that the above three
ingredients exist for large enough n. From Lemma 4.2.4, we get an (n, D, k, £3)-extractor
EXTs : [D]" x {0,1}™ with g5 < 27" 4 3¢/4 + O(2" - £;) < 279") 4 32/4 < ¢, when

e > 27" for a small enough constant c¢. This proves Theorem 4.2.1.

4.2.4 The Extractor for Sources with Smaller Min-entorpy

In this subsection, we prove Theorem 4.2.2, which shows the existence of an extractor
for independent-symbol sources with smaller min-entropy. The construction is again
very similar to the corresponding one in [17]. Suppose k > log® n for a large enough
constant ¢;. We first use the seedless extractor in/Theorem 4.1.1 to extract O(log k) bits
of randomness. To apply Lemma.4.2:4 to extract-more.randomness, we need a seeded
extractor with such a short seed. Similar to [17], the existence of such an extractor is

guaranteed by the following.

Lemma 4.2.18. For any constant.a. € (0, 1), there ezist constants ng > 0,co € (0,1),¢1 >
0 such that the following holds. For any n=>ngy 8 = 2¢ with d < k%, and k > log® n,
there exists an explicit seeded (n, D, k,&')-extractor EXT' : [D]" x {0,1}* — {0, 1}™ with

s=alogk, m= KD and & = B0,

Proof. The idea is to use the short seed for the partitioner in Lemma 4.2.13 to partition
the source into several parts and then apply our seedless extractor in Theorem 4.1.1 on
each part.

Fix any constant o € (0,1). Consider any (n, D, k)-source X = X; 0---0 X,. Let
h : [n] — [0,d] be the function h(i) = Hy(X;). Note that "  h(i) = k. According
to Lemma 4.2.13, using «log k random bits, one can partition the set [n] into 7’ subsets
T, ..., T such that the probability that » ;.. h(i) > k7/2 for every v € [r'] (call such
(T, ...,T,) good) is at least 1 — k=),
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Define our extractor EXT’ as EXT'(x) = z;0- - -02,4, where 2, = EXTo(zp, 00" 17) for
v € [r'] and EXTy : [D]" — {0,1}¢ is our (n, D, ko, g9)-extractor in Theorem 4.1.1, with
ko = k7/2, 0 = O(logk), and £y = k(). We want to prove that EXT'(X) is close to U,,
where m = £ -1 = k(. Note that when (71,...,T}) is good, the distribution of each
z; is ep-random, and, by Corollary 2.1.5, the distribution of z; 0 -0 2z, is (r'eg)-random,

with ey = KO =) < =20 Thus,
A(EXT(X),Uy) < Pr[(Ty,...,T) is not good] + k=1 < =20,
]

Then we can apply Lemma 4.2.4 with the following ingredients: (1) a seedless (n, D, k,
£1)-extractor EXT; : [D]* — [M] from Theorem 4.1.1, with &1 = k=% and log M >
2alogk for a small enough constant « € (0,1), (2) an (n,d, k, knin, kmax, 0)-sampler
Samp : {0,1}' — P([n]) from Lemma 4.2.10, with t = alogk, knm < k¢ for a con-
stant ¢ € (0,1), kmax = 6kmin, and § = k720 and (3) a seeded (n, D,k — kmax, €2)-
extractor EXTy : [D]" x {0,1}* = 40,1} from Lemma 4.2.18 with s = alogk,
my = k%W and g5 = k7M. Ag a result, we obtain a seedless (n, D, k, £3)-extractor
ExTs : [D]* — {0,1}2, with eg.= k7% 4 0(2%1) = k).

To extract even more random bits, we again apply Lemma 4.2.4, but now using the
above extractor EXT3 together with, the following two ingredients: (1) an (n,d, k, kmyin,
Kmax, €/4)-sampler SAmMP : {0,1}" 5 P({n)) from Lemma 4.2.10 with t = alogk <
mo/2, knin = O((1/€)%), and kpax = 6kmin, and (2) a seeded (n, D,k — kuyax, 1/n)-
extractor EXTy : {0,1}" x{0,1}* — {0, 1} from [46], with s < my/2 and m = k — kpax.
As a result, we obtain a seedless (n,D,k,¢)-extractor EXT : [D]" — {0,1}™, since
k=M 43¢ /44 0(2/n) < k=) 4 3¢/4 < ¢, when € > k= for a small enough constant

c9. This proves Theorem 4.2.2.

4.3 Existential Upper Bound on Entropy Loss

In the previous section, we obtain two explicit extractors for independent-symbol sources.
One may wonder if it is possible to extract more randomness and achieve a smaller entropy

loss for such sources. In this section, we prove the existence of a (non-explicit) seedless
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extractor for independent-symbol sources with entropy loss O(log(1/¢)). More precisely,

we have the following theorem.

Theorem 4.3.1. Suppose k > clog(Dn/e) for a large enough constant c¢. Then there
exists an (n, D, k, e)-extractor EXT : [D]" — {0,1}™ with m > k — O(log(1/¢)).

We will show the existence of such an extractor by a probabilistic argument. More
precisely, we will show that if we choose a random function as our extractor EXT, then

we succeed with a positive probability.

Proof. (of Theorem 4.3.1) Let F' denote the set of all functions f : [D]" — {0,1}™. We
say that a function f € F fails on an (n, D, k)-source X if A(f(X),U,,) > /2. We have
the following.

Claim 4.3.2. For any (n, D, k)-source X, Prycp[f fails on X] < 227 . 2792,

Proof. Consider any (n, D, k)-source X. For a test T' C {0,1}™, we say that f fails on
(X,T)if | Proex[f(z) € T| —|T|/2™| >.&/2.-Clearly,.f fails on X if and only if f fails on
(X,T) for some T' C {0,1}"™. Now consider-any test 7" € {0,1}™, and we would like to
bound the probability that a random f-fails on (X', 7).

Suppose |T'|/2™ = p. For xz~€ [D]™ let Yz be the indicator random variable for the
event f(x) € T. Then

ZPr

Note that the probability is a weighted sum of the random variables Y,’s, with each

Pr [f fails on (X,T)] = Pr {
fer Vi

>5/2]

weight Pr[X = z] being at most 27%. Let us consider instead the random variable
Z, = (Pr[X = z]2*)Y,, which now takes its value in the interval [0, 1], and note that
Efer>., Zz] < 2%p. Then,

Pr [f fails on (X,T)] = Pr
fer fer

‘ZZ — 2Fp

which by the Chernoff bound of Lemma 2.7.6 is at most

> 2’“5/2]

9-(e/p)*2p) < 9-0(e22Y)

Since there are 22" possible T7s, a union bound gives the claim. O
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The claim says that a random f fails on each source with a small probability. However,
there are infinitely many sources, since for any i € [n], Ho(X;) can have an arbitrary
value in the interval [0,k]. The following shows that it suffices to consider sources X’

with Hoo (X/), for each i € [n], being an (integral) multiple of & = 1/[Dn/e].

Claim 4.3.3. For any (n, D, k)-source X, there exists an (n, D, k)-source X’ such that
A(X,X') <e/2 and Ho(X/) is a multiple of « for any i € [n].

Proof. For i € [n], let k; = Hoo(X;). It is not hard to see that there exists (kf,..., k)
such that k] +---+ k!, = k and for each i € [n], k] is a multiple of « and |k} — k;| < «,
by rounding each k; up or down to its nearest multiple of a.

Next, we construct a source X’ from X with Ho (X)) = k] for every i € [n]. As we
consider (n, D)-sources, we can deal with the n dimensions of the sources separately. For
i € [n] with &} < k;, we keep shifting measure into a fixed element until its measure
reaches 27%. For i € [n] with k| > k;, we'keep 'shifting measure away from an element
while its measure exceeds 27%. Clearly, we can do this while keeping the measures of

Note that for the function

any element in &; and X/ within a distance |27% —.27%,
f(z) = 277, its derivative at any > 0 has an absolute value at most 1, which implies
|27k — 27k | < |k} — k;| by the mean wvalue theorem in calculus. Thus for any i € [n],
A, X)) < D- |k —k|/2 < D-a/2 < ¢/(2n). Then by Corollary 2.1.5, we have
A(X, X)) < X icp AKX, X)) < /2. Singe Hoo(X') = K| + - + k), = k = Hoo(X), we

have the claim. O

The other issue is that when D > 2, given any k; € [0, k], for i € [n], there are still
infinitely many ); over [D] that can have Ho();) = k;. The following shows that it
suffices to consider (n, D, k)-sources )’s with each ); being “almost flat” in the sense
that LQ’%J elements in [D] have measure 2%, one element has measure 1 — L2"“J 2% and

the rest have measure 0.

Claim 4.3.4. Any (n, D, k)-source X’ can be expressed as a convex combination of
(n, D, k)-sources ) with the property that for any i € [n], Ho(Y:) = Hoo(X/) and ) is

almost flat.
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Proof. This is a generalization of the well known fact that any source with an integer
min-entropy can be expressed as a convex combination of flat sources. Here, we need to
deal with real-valued min-entropy.

Consider any (n, D, k)-source X’, with Hoo (X)) = k; for i € [n]. We claim that for
each i € [n], the source X] can be expressed as a convex combination of almost-flat
sources over [D] with min-entropy k;. The reason is the following. See any source over
[D] with min-entropy k; as a vector (p,...,pp) with the property that Zje[m p; =1
and 0 < p; < 27" for every j € [D]. Since all these inequalities are linear, the set of such
vectors forms a convex polytope. Hence, each vector in the set is expressible as a convex
combination of vertices (corners) of the polytope, where a vertex of the polytope is a
vector satisfying a maximal subset of these inequalities when treat these inequalities as
equalities. Hence, a vector is a vertex of the polytope if and only if it has LQ’“J values of j
such that p; = 27% one value of j such that p; = 1— LQ’%J 27k and for the rest j, p; = 0.
That is, the vertices of the polytope correspond exactly to the vectors given by those
almost flat sources over [D]. Now as &} is a-convex combination of almost-flat sources of
min-entropy k; for each i € [n], the source X’ is a ¢onvex Combination of (n, D, k)-sources

Y in which ) is almost flat and has min-entropy k; for i €.[n]. O

Let S denote the set of (n, D, k)-sources ) with the property that for every i € [n],
Y; is almost flat and H,();) is a multiple of a. The following gives a bound on the size

of S.

Claim 4.3.5. |S| < 2200

Proof. Recall that « = 1/[Dn/e] < e/(Dn). Let us first bound the number of (ki, ..., k)
such that ky +--- 4+ k, = k and each k; € [0, k] is a multiple of « for i € [n]. Note that
this is the same as the number of (z1,. .., 2,) such that z; +---+ 2, = k/a and z; is an

integer in [0, k/a] for ¢ € [n]. This number is exactly

(k/a +n— 1) < 90(nlog(Dn/e))
n—1 N

Now for any (ki,...,k,), the number of (n, D, k)-sources ) such that each ), for

i € [n], is almost flat with min-entropy k; is at most (27 - D)™ = 29°™)_ As a result, we
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have

|S| < 20(nlog(Dn/a)) . 2O(Dn) < 22o(log(D”))‘

From Claim 4.3.2 and Claim 4.3.5 and using a union bound, we have
fP% [FY e S, f failson Y] < 20UesPr) gam 5—Q(e?2%) 1,
S
for some m = k — O(log(1/¢)) when k > clog(Dn/e) for a large enough constant c.
This implies the existence of some EXT € F' such that A(EXT(Y),U,,) < /2 for any
Y € S, and thus for any ) which is a convex combination of sources in S. According
to Claim 4.3.3 and Claim 4.3.4, any (n, D, k)-source X has distance at most /2 to some

source ) which is a convex combination of sources in S, so by Proposition 2.1.2 and 2.1.3,

AEXT(X),Uy,) < AEXT(X), EXT(V)) + AEXT(YV),U,)

IN

AKX V) + AEXT(Y), Un)

IA

g.

That is, EXT is an (n, D, k, €)-extractor, which proves Theorem 4.3.1. O

4.4 Lower Bound on Entropy Loss

In this section, we show that the existential upper bound on the entropy loss in Section 4.3
is tight by giving a matching lower bound. In fact, we show that even for bit-fixing sources

and even allowing a seed, any extractor must suffer an entropy loss of Q(log(1/¢)).

Theorem 4.4.1. Let EXT : {0,1}" x {0,1}* — {0,1}"™ be an (n,2,k,¢c)-extractor for
bit-fizing sources, with n,s,m € N, log(1/e) < k <n —log(1/e), and 0 < e < 1/¢y, for

some large enough constants ¢. Then m < k + s — Q(log(1/¢)).

We will basically follow the proof idea in [43]. Briefly speaking, given any EXT :
{0,1}™ x {0,1}* — {0, 1}™ with m exceeding the bound, we will show the existence of

a bit-fixing source of min-entropy k on which EXT fails, using a probabilistic argument.
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Before giving the proof, let us first state some definitions and lemmas which will be

needed. For any z € {0,1}", consider the set
S& ={r e {0,1}": Iy € {0,1}* s.t. 2 = Exn(z,9)},
and we say that z is d-missed by X C {0, 1}™ if

Pr [zre X]— Pr [z € X]| >4

zeS(?) €Uy

We will rely on the following lemma from [43].°

Lemma 4.4.2. Suppose X is the uniform distribution over a set X C {0,1}" with | X| =
2k and AEXT(X,Us),U,) < . Then at most 4y/2 fraction of z € {0,1}™ can be
(2=(=F) /&) -missed by X .

For n,t € N, 8 € (0,1), I € P([n],t), u € {0,1}, and S C {0,1}", we say that u is
(I, )-biased in S if

N S
mIZrS[:):I—u] 254> 5,

Our key lemma is the following:

Lemma 4.4.3. Supposen,t € Nand é € (0,1), witht <n=Q(log(1/6)) and1/(8(})2) <
d < 1/co for some large enough constant co. Consider any S C {0,1}" satisfying the
property that over a random I € P([n],t) and a random u € {0,1}, u is (I,27'5)-biased
in S with probability at most 85.7 Then |S| > 2¢(1/8)4V).

Note that a set S satisfying the property in Lemma 4.4.3 can be seen as an “almost”
t-wise independent space, in the sense that the uniform distribution over S looks random
on most sets of ¢t dimensions. This can be seen as a relaxation of the standard notion of
approximate t-wise independent space. Lemma 4.4.3 gives a size lower bound on such a
set, which seems to have an interest of its own. We will prove the lemma in Section 4.4.1.

With this lemma, we can now prove Theorem 4.4.1.

6Note that this lemma does not appear explicitly in [43] but corresponds to Claim 2.7 there, which is

stated in a graph-theoretical term and says that any extractor gives rise to some kind of “slice-extractor”.
"This justifies the condition 1/(8(7)2") < § assumed at the beginning of the lemma.
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Proof. (of Theorem 4.4.1)

Assume for the sake of contradiction that m > k+s—clog(1/¢) for some small enough
constant ¢. We will show that in this case EXT fails on some bit-fixing source of min-
entropy k. As in [43], the existence of such a source will be shown using a probabilistic
argument. The difference is that [43] had the luxury of having all possible sources of min-
entropy k to search through, while we are limited to the much smaller class of bit-fixing
sources, which makes our task much harder. We randomly generate such a bit-fixing

source in the following way:

e Randomly pick a set I € P([n],n — k) and a string u € {0,1}"*. Generate the

source A" which is uniform over the set X} = {z € {0,1}" : z; = u}.

Next, we will show that EXT fails with a positive probability over such a randomly
generated source X'. As in [43], the idea is to show that when m is large, most z’s
in {0,1}™ can only have a small set S®)| and such z’s are (27("=%),/g)-missed by XV
with a non-negligible probability. As we will show next, this probability is guaranteed
by Lemma 4.4.3, by observing that the condition that z.s (2-("*),/¢)-missed by XV is
exactly the condition that u is (£;2~("=y/)-hiased in S&), because

Pr [z € X}]—"Pr [z € X}]

P = ] — 2~ (=R
zeS() z€ly, . [:)31 u]

zcS(?)

Let t = n — k and § = /¢, and note that the conditions on the parameters in the
theorem imply those in Lemma 4.4.3 (inparticular, the condition k£ < n—log(1/¢) implies

the condition § > 1/(8(%)2")). Now the average of |S)| over z is
2n+s/2m < 2n+s/2k+s—clog(l/e) _ 2t(1/5)2c

Call z small if |S®)| < 2!(1/6) for a small enough constant ¢’. By Markov inequality of
Lemma 2.7.3, at least 1/2 fraction of z’s are small. From Lemma 4.4.3, for any small z,
with |S®)| < 2¢(1/6)¢, the probability over I € P([n],t) and u € {0, 1}! that z is (27%0)-
missed by X} is more than 8. By an average argument, there must exist I € P([n],t)
and u € {0,1}" such that more than 89 fraction of small 2’s are (27%y/2)-missed by X¥.

Thus, for this I and u, more than

(1/2)86 = 4y/=
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fractions of all possible z € {0,1}™ are (27%y/¢)-missed by X}. From Lemma 4.4.2,
this implies that A(EXT(X}),U,,) > €, a contradiction. Therefore, one must have m <

k+ s — Q(log(1/e)), which proves the theorem. O

4.4.1 Size Lower Bound on Almost k-wise Independent Spaces

In this subsection, we prove Lemma 4.4.3, which shows a size lower bound on almost
k-wise independent spaces.

Consider any set S satisfying the property stated in the lemma. Our goal is to show
a lower bound on the size of such a set. We can assume without loss of generality that

|S| < 2¢/(24), because otherwise we are done. From [1, 11], we know that for an even r,

n

any r-wise independent space over {0, 1}" must have a size at least (T, /2

), and we would
like to apply it to get our bound. However, there are two difficulties in front of us. One
is that S only guarantees some randomness property on most, instead of all, collections
of t dimensions. The other is that the randomness property only guarantees being close
to random instead of perfectly randem. We get around these by showing that for some

appropriate r < t to be chosen later, there exists some Set J € P([n],t — r) such that

when we partition S into subsets
Son = &S rEmre=p},

for v € {0,1}'"", many of these subsets will.embed an r-wise independent space.

From the property of S, an average argument shows the existence of some J €
P([n],t — r) such that over a random R € P([n]\ J,r) and a random u € {0,1}!, u
is (J U R,27%)-biased in S with probability at most 8. Fix one such set J, and let
J=[n]\ J. Call v € {0,1}}"" nice for R € P(J,r) if for every w € {0,1}", (v, w) is not
(JU R,27%)-biased in S. The following shows that most v are nice for most R.

Claim 4.4.4. At least 1 —2"*3/§ fraction of v € {0,1}*" are nice for all but a = 2"/§
fraction of R € P(J,r).

Proof. By the Markov inequality of Lemma 2.7.3, there are at most 8v/§ fraction of
u = (v,w) € {0,1}* which are (J U R,27%)-biased in S for at least v/ fraction of
R € P(J,r). Thus, at most 2"8V/§ fraction of v € {0, 1}*~" can have some bad w € {0, 1}"
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(depending on v) which is bad for at least v/§ fraction of R € P(.J,r) in the sense that
(v,w)is (JUR,27%5)-biased in S. As a result, at least 1 —278v/§ fraction of v € {0,1}¢7
do not have such a bad w, and each such v is nice for all but 2"v/§ fraction of R € P(J,7),

as any w now is bad for at most v/ fraction of R. O

Fix any v € {0,1}'~" which is nice for all but o = 2"V/§ fraction of R € P(J,r).
Next, we will show that S;, embeds an r-wise independent space. For this, we need the
following lemma which shows that if v is nice for R € P(J,r), the space S;,, projected

to dimensions in R gives a uniform distribution.

Claim 4.4.5. Suppose v is nice for R € P(J,r). Then for any w € {0,1}", Pryeg, [zr =

w]=27".

Proof. Suppose v is nice for R, so for every w € {0,1}",
Pr (x5, 2R) = (v,w)] — 27" < 277%.
xre

As we assume that |S| < 2¢/(26), this means that all the 2" probabilities Pryeg[(zs, 2r) =
(v,w)], for w € {0,1}", have a distance less than 1/(2|S|) to the value 27, so any two of
the probabilities can only have a distance less than 1/]S| from each other. This implies
that all these 2" probabilities must all he equal, because they are all multiples of 1/|S5].
Then note that

Pr foe =] = Pr{@hae @)/ Prles =,

which is the same for every w € {0,1}". Asaresult, all these 2" probabilities Pryes, [zr =

w], for w € {0,1}", must all equal 27". O

Then we consider the following two cases according to the range of §. In each case, we
will choose a proper 7 and show that |S;,| > 2"(1/8)*Y. Let k =n —t, 50 |J| =k + 7.
Case 1: § < 1/(4(k + 2)*). In this case, we choose r to be that guaranteed in the

following claim.

Claim 4.4.6. There exists an even integer r such that 2 < r < min{¢,k/24} and

(1/5)9(1) < (k-:r)2r < \/m
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Proof. Note that the value of (k:,”) 2" increases smoothly as we increase t from 2 to

min{¢, k/24}. For r = 2, the value is

(k;2)22 < 2(k +2)? < \/1/4.

On the other hand, for r = k/24, we have

<k: + 7’) 9" > 2R > (1/5)%D)
r

according to the assumption that k£ > Q(log(1/9)), while for r = ¢, we also have

(1= (e 2wz

t

according to the assumption that § > 1/(8(})2"). Thus, when increasing r from 2 to
min{t, k/24}, we will encounter an even integer r such that (1/§)%" < (kjr) 2" < \/1/4.
U

With this choice of r, we have
- k
|P(J,7)|e o= ( ;i—r) 6 < 1,

which implies that v is nice for every R-€ P(.J;r). By Claim 4.4.5, this means that the
set S, projected to dimensions-in J forms an r-wise independent space. From [1, 11],

such a set must have size at least

_ r/2 r/2 r/4 r/4
|J| > 2(k + 1) _or k+r — ke k+r S 6.k+7’ |
r/2 r 2r Ar r r

where the last inequality follows from the condition r < k/24. As a result, we have

r 1/4 1/4
e (1 527)" (1)) e

Case 2: 0 > 1/(4(k +2)*). In this case, we choose r = 2, and now o = 4v/5. Then

the following claim, together with Claim 4.4.5, implies that the set S;, projected to

dimensions in A gives a pair-wise independent space, so by [1, 11] we have
Sl = [A] > (1/6)%) = 27(1/6)0.

Claim 4.4.7. There exists a subset A C J of size (1/6)%(") such that v is nice for every
R e P(A,2).
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Proof. Consider the undirected graph G with vertex set V = J and edge set E = {R €
P(J,2) : v is nice for R}. Note that |E| is at least

(1—a)<|‘2/|> =(1—a) (1—%)@> <1—a—|—‘1/|>@2(1—59(1))¥.

Then by the well-known Turan’s theorem in graph theory (e.g., see Theorem 4.7 in [30]),
G must contain a clique A of size at least (1/6)YV). By the definition of E, v is nice for

every R € P(A,?2), which proves the claim. O

In both cases, we have shown that |S;,| > 27(1/6)*Y), for any v which is nice for all

but « fraction of R € P(J,r). Since the number of such v’s is at least
(1 - 2"+3\f5> 21" > (1/2)20,
and the corresponding sets S;,’s are all disjoint subsets of S, we conclude that
1S| > (1/2)2t7727(1/6)%M = 28(1/6)%0).

This proves Lemma 4.4.3.

4.5 Open Problems

In Section 4.2, we provide two deterministic extractors for (n, D, k)-sources. When k >
n'/27 for any constant v € (0,1/2), we.can_extract'm = k — O(dlog(1/¢)) random

Q") while when k > log®n, for some constant ¢ > 0, we

bits with any error ¢ > 2~
can extract m = k — (1/¢)°® bits with error ¢ > k=Y. However, in Section 4.3,
we show the existence of a seedless extractor for (n, D, k)-sources which can extract
m = k—0O(log(1/¢)) bits whenever k = w(d+log(n/e)). This means that a better explicit
extractor than ours may exist. Hence, we intend to give a better explicit construction.
In Section 4.4, we provide a lower bound on entropy loss for bit-fixing sources. We
mean to provide a better lower bound on entropy loss for independent-symbol sources.
In addition, in the proof of lower bound, we show a size lower bound on an ”almost”
t-wise independent space, which can be seen as a relaxation of the standard notation of

approximation t-wise independent space. Hence, the size lower bound on an ”almost”

t-wise independent space immediately implies a size lower bound on an approximation
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t-wise independent space. We aim to show a better size lower bound on an approximation

t-wise independent space.
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Chapter 5

Extracting Computational Entropy

and Learning Noisy Linear Functions

In this chapter, we study the task of deterministically extracting randomness from sources
containing computational entropy. The sources we consider have the form of a conditional
distribution (f(X)|X), for some function f and seme distribution X', and we say that
such a source has computational min-entropy k if any circuit of size 2* can only predict
f(x) correctly with probability at mest-2-* given“input = sampled from X. First, in
Section 5.1, we describe the Goldreich-Levin Theorem, which implicitly provides a seeded
computational extractor. In Section 5.2, we show that it is impossible to have a seedless
extractor to extract from one single source of this kind. Then, in Section 5.3, we show
that it becomes possible if we are allowed a seed which is weakly random (instead of
perfectly random) but contains some statistical min-entropy, or even a seed which is not
random at all but contains some computational min-entropy. This can be seen as a step
toward extending the study of multi-source extractors from the traditional, statistical
setting to a computational setting. We reduce the task of constructing such extractors to
a problem in learning theory: learning linear functions under arbitrary distribution with
adversarial noise. In Section 5.4, we provide a learning algorithm for this problem, which

may have interest of its own.
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5.1 The Goldreich-Levin Theorem

The idea of extracting computational randomness has appeared implicitly long ago [59,
19, 23], for the task of constructing pseudo-random generators from one-way functions.
Moreover, our extractor is motivated by the Goldreich-Levin Theorem. For completeness,

we give a proof here.

Theorem 5.1.1. [19, 60] Let g be a one-way permutation on n bits, and let A be an

algorithm with running time Time(A) such that

PriA(g(y),r) = (y,r)] > 1/2 +e.

Then there is an algorithm P such that

Pr(P(g(y)) = yl > /2,
and runs in time O((n?/e*)Time(A)).

Proof. 1t is sufficient to show that P outputs a'list Y containing the correct y. This is

because g is easy to compute, we can compute g(z).forall z € Y until we find z € Y such

that g(2) = g(y).

Since A is an algorithm such that

1;;[14(9(@/),7“) = (y,m)l>1/2 4,

by the Markov’s inequality of Corollary 2.7.4..we-have that at least an €/2 fraction of y’s
satisfying that

PriA(g(y),r) = (v, )] > (1 +¢)/2.
We call such y’s good. Then we prove that for every good y, we can output a list containing

y.
Fix a good y. First note that when A(g(y),r) = (y,r) for all r € {0,1}", we can
obtain the ith bit of y by

Yi = <y7 ei) = A(g(y)7 ei)’
where e; € {0, 1}" is the string whose bits are all zero except the ith bit. Moreover, if

A(g(y),r) = (y,r) with high probability, then we can compute

yi = (A(g(y), ), Alg(y),r © e:)),
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where @ denotes the bitwise exclusive or, with high probability. However, for a good y,
we only can guarantee that Pr.[A(g(y),r) = (y,r)] > (1 + €)/2, which is too small to
apply the above strategy. In fact, if we know one of A(g(y),r) and A(g(y),r & e;) for

sure, it suffices to do that. Hence, we consider the following algorithm in Figure 5.1.

e Input: z € {0,1}".
e Procedure:

1. Randomly choose 7!, -+ rf € {0,1}" for £ = log((12n/e) + 1).
2. For every w = wy owyo---ow, € {0,1}*

(a) We guess that (y,77) = w; for every j € [(]. Then, for any nonempty

set J C [f], compute s7 =37, 1/ and t7 =37 w;.

(b) For every i € [n], set y; to be the majority value among {(t/, A(z, s’ &
e;))} over all nonempty set J C [/].

(c) Include y =y, o - - - oy, mbo ¥~

3. Output Y.

Figure 5.1: THE-CONSTRUCTION OF THE ALGORITHM P

Note that there exists w € {0,1}%, "such that (y;#) = w; for every j € [f]. Fix
such w. Consider any ¢ € [n]. For every nonempty set J C [{], let Z; be the indicator
random variable for the event of A(g(y),s’ ®e;) # (y, s/ ®e;). Set Z = > szpZs- Then
E[Z] =%, ElZ,] < (26 —1)- (1 —¢€)/2. Moreover, since Z,’s are pairwise independent,
we have that Var[Z] =3, Var[Z;] < 2¢ — 1. Hence, by the Chebyshev’s inequality of

Lemma 2.7.5, we obtain that

Pr[P(g(y))i #y] = Pr[Z>1/2-(2'-1)]
< Pr]|Z-E[Z]|> (2" —1)-¢/2]
4
1
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Hence, a union bound shows that for any good y, Pr[P(g(y)) # y] = Pr[3i, P(g(y)): #
yi] < 1/3. Moreover, since P calls A at most O((n?/e?) times, the running time of P is

O((n?/e)Time(A)). O

Remark 5.1.2. The Goldreich-Levin Theorem implies that EXT(v,w) = (v,w) is a
seeded extractor for sources (V|X) with computational min-entropy. The reason is that
if there exists a distinguisher £ for the two distributions X olf,,c EXT(V,U,,) and X ol,,olly
where U, and U,, are independent, then Lemma 2.5.4 shows that there exists a predictor
A which predicts EXT(V,U,,) well with input X olf,,. Hence, by Goldreich-Levin Theorem
of Theorem 5.1.1, we can get an algorithm P which can predict V well with input X', and

this contradicts the assumption that (V|X') has computational min-entropy.

5.2 An Impossibility Result

Just as in the statistical setting [10], we show that seedless extractors do not exist either
in the computational setting. In fact, we show the impossibility result even for sources

with a computational min-entropy as high as n — 2.

Theorem 5.2.1. For any ny,n-€ N with ny >3n and for any function EXT : {0,1}" —
{0, 1}, there exists a deterministie function {01} — {0, 1}" such that H.(f(X)|X) =
n—2 for X =U,, but EXT(f(x)) takes the same value for all x (so can be easily distin-

guished from random,).

Proof. Consider any function EXT : {0,1}" — {0,1}. Assume without loss of generality
that |[ExT'(1)] > 2"'. Then we will show the existence of a function f such that
H.(f(X)|X) =n—2but EXT(f(x)) =1 for all z. In fact, a standard argument can show
that a random function is likely to work, as we will describe next.

Consider a random function f : {0,1}"* — Ex1 '(1). Fix any C : {0,1}™ —
{0,1}"™ € SIZE(2"~?), and for each x € {0,1}™, define a binary random variable C,, such
that C, = 1if and only if C(z) = f(x). Observe that > _C, is the number of z satisfying
C(z) = f(x). Note that

E [Z Cm] = SB[ = Y PrC() = f(a)) <2707,

xT
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and let ;o = 2"~ Then by the Chernoff bound of Lemma 2.7.6, we have

Pr
f

ZC“"’ > 2#] < 278w — o=@
Since |SIZE(2"72)| < 2°"2") and n; > 3n, a union bound gives

Pr
f

IC € SIZEQR" ) sty Cp > QM] < 90(m2") 9= _

Hence, there exists some f, such that Pr,[C(z) = f(z)] < 2u-2"™ = 272 for any
C € SIZE(2"7%), but EXT(f(z)) = 1 for any z. This completes the proof. O

5.3 Hybrid and Computational Extractors

In this section, we show that the function ExT? : F¢ x F¢ — F defined in Theorem 3.2.1
as

EXT?(v, w) = (v, w)m,
which is known to be a good stron-two-source-extragctor, is also a good hybrid extractor

and a good computational extractor.

Theorem 5.3.1. For any k >-Q(log*n), any m < O(\/k/logk) dividing n, any ¢ >
9-OWHk/ek) gy 5 < on—k+OK/I8E) nd for some ky = n=k+O(k/logk), the function
ExT? : {0,1}" x {0,1}* — {0, 1}™ defined above is both-a (ky, k,e,s)-hybrid-eztractor

and a (ki, k, e, s)-computational-extractor.

The proof for Theorem 5.3.1 relies on the following result, which gives an algorithm
for the problem of learning linear functions under arbitrary distribution with adversarial

noise.

Theorem 5.3.2. For any k > Q(log>n), any m < O(k/logk) dividing n, and any
§ > 27OWk/18k) there exists a learning algorithm A with the following property. Given
any source W over {0,1}" = F* with H,e (W) = k and any function q : F* — F,

the algorithm A samples 20/ 1ogk)

training examples from the distribution (W, q(W))
and then runs in time 2" F+OK/18k) 1o output a list of size 27 F+OW/18k) which with

probability 1 — o(1) contains every v € F* satisfying

wlgv [q(w) = (v,w),,] >1/2™ 4 4.
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Note that as in a standard learning-theoretical setting, we do not count the com-
plexity of sampling the training examples (or just count each sampling as unit cost) in
Theorem 5.3.2. We will prove the theorem in the next section, and now let us see how it

is used to show Theorem 5.3.1.

Proof. (of Theorem 5.3.1)

First, we prove that the function EXT? is a good hybrid extractor. Consider any
source (V|X) with H,(V|X) = k; and any source W, which is independent of (V|X), with
Ho (W) = k. Assume for the sake of contradiction that there exists an e-distinguisher
E € SIZE(s) for the distributions X o Wo (V,W),, and X o W oU,,,. By Lemma 2.5.4,
this implies the existence of a predictor @ € SIZE(s + O(m)) with

Pr  [Q(row) = (v,w)m] > (1+¢)/2"

zeX veEV,weW

Let 6 = ¢/2m+1 > 27OWHk/198R) "and call (z,v) heavy if

w]?g’gv [Q(z o) =0, W), [ 21/2™ 4 6.

Then the Markov inequality of Corollary 2.7.4 shows:that Pr,cx ycv[(z,v) is heavy] > 6.

Given any heavy (z,v), we want to predict @ from x with a good probability. This
can be reduced to the task of learning the linear function (v, -),,, through noisy training
examples (w, q(w)), with g(w) = Q(x e.w), under the distribution w € W. Consider the
algorithm C' which on input x calls the algorithm ‘A in Theorem 5.3.2 using the function
q(-) = Q(z o), and outputs a random element in the list produced by A. It samples
20(k/1ogk) independent elements, denoted as W, from W, makes 2°0*/1°8k) calls to @, and
for any heavy (x,v) it outputs v with probability (1 — o(1)) - 2-(~k+OKk/1ogk)) " Then we

have

Pl‘r/V [C(z) =v] > Pr[(z,v) is heavy] - P:%V [C(z) = v | (z,v) is heavy]
> §-(1—o0(1)) 27 (nk+OG/logk))
> 2—(n—k+0(k/logk)).

We are almost done except that we still can not bound the complexity of the algorithm

C' because it needs a way to sample elements from the source YV which may not have
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an efficient sampling algorithm, unlike in the learning setting where one does not count
the complexity of sampling. Fortunately, by an average argument, the bound above still
holds for some fixed W, and we can simply hard-wire it into C'. Similarly, we can do this
for other random choices of C', and it is not hard to show that one can have a resulting

circuit of size

|W|O(1) + QO(k/logk) . (S + O(m)) + 2n—k+0(k/logk) < 2n—k+0(k/logk)‘

Thus, for some large enough k; = n — k + O(k/logk), we have a circuit of size smaller
than 2% which can predict v correctly with probability at least 2~ (n—k+O(k/logk)) ~ 9=k
This contradicts the assumption that H.(V|X) = ki, which means that the distinguisher
E assumed at the beginning cannot exist, so EXT? is a good hybrid extractor as claimed.

Next, we prove that EXT? is also a good computational extractor, and the proof is
almost identical. Consider two independent sources (V|X) and (W|Y), with H.(V|X) =
k1 and H.(W|Y) = k. Observe that the distribution of W must have statistical min-
entropy at least k, because otherwise«the predictor which always outputs the value with
the largest measure can predict W correctly with probability larger than 2%, a violation
of the hardness assumption of g. Then we can follow the proof above: assuming the
existence of a distinguisher for EXT?, we can obtain a predictor of size smaller than 21,
with some 20(*/19¢6%) elements from (W, ¥) hard-wired in'it; which can predict V correctly
with probability larger than 27%1. This eontradicts-the fact that H.(V|X) = ki, so Ex1?

is a good computational extractor. O

5.4 Learning Noisy Linear Functions

In this section, we prove Theorem 5.3.2. Recall that given any source W over {0,1}" = F*
with Hoo(W) = k, any 6 > 2-9Wk/108%) "and any function ¢ : F¢ — F, we would like to

learn some unknown v € F*¢ such that

wlgv [q(w) = (v, w),,]) > 1/2™ + 4. (5.1)

Since such v may not be unique, we will list them all. Let us first imagine one such fixed

v.
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k/logk) independent training examples (with

We start by randomly choosing K = 2¢
replacement) from the distribution (W, ¢(W)), for some large enough constant ¢ (de-
pending on §). Let W(® denote the K x ¢ matrix and ¢(® the K-dimensional vector,
both over F, such that for each training example (w, g(w)), W©® has w € F* as a row

and ¢\® has q(w) € F as an entry. Note that each training example (w,q(w)), with

w = (wy,ws, ..., wy), gives us a linear equation
WUy + Wave + - - - + wevp = g(w)

for v = (vy, vy, ...,v,) € FY. Thus from these K training examples, we obtain a system
of K linear equations, denoted as [W(®|¢(®], and we would like to reduce the task of
learning v to that of solving this system of linear equations. However, this system is
highly noisy as about 1 —1/2™ fraction of the equations are likely to be wrong, according
to (5.1). We will roughly follow the approach of Gaussian Elimination (which works for
noiseless systems of linear equations), but will make substantial changes in order to deal
with our noisy case.

Our algorithm consists of two ‘phases: the forward phase, shown in Figure 5.2, and
the backward phase, shown in Figure 5.3. The forward phase works as follows, which is
similar to an approach of Blum_et al. [7]. Starting from the system [W©|¢(®)] of linear
equations, we use several iterations to produce smaller ‘and smaller systems with fewer
and fewer variables, until we have @ small enough system which we can afford to solve

using brute force. More precisely, we choose the parameters

T =log+/k/logk and d = k/(mT),

divide each row of W into ¢/d blocks, with each block containing d elements in F, and
proceed in T iterations, as shown in Figure 5.2. Note that after iteration ¢, we have the

system [IW®|¢®] which has ¢ — dt variables and K® equations, with
K(t) > K — tde — 2c(k/logk) . t2k/T > Qc(k/logk)/Q — K/Q,

for a large enough constant c. The key is to guarantee that the system still contains a

good fraction of correct equations. Let
b0 =10/2 and &, = (6,_1/2)* fort > 1,
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1. For ¢ from 1 to 7" do
(a) Partition the equations of [W (=1 |¢®=1] into at most 2™ groups according
to their first blocks in W® (same block value in the same group).
(b) Within each group, randomly select an equation which we call pivot.
(c) Within each group, subtract each equation by the pivot.

(d) Remove the pivots and delete the first block from each equation. Let
[(W®]q"] be the resulting system of equations.

Figure 5.2: FORWARD PHASE
1. Set V) = Fr=k)/m and set VD =@ for 0 <t < T — 1.

2. For t from T — 1 down to 0 do

(a) For any z € F? x VY which is §;-good for [W®|¢®], include z into V¢
if [V®| < L, and break otherwise.

3. Output VO,

Figure 5.3: BACKWARD. PHASE

and a simple induction shows that
5y > (5/8)% >0 0-1e(k/ logh) L g =01,

for a large enough constant c. We say that any z € F % is §;-good for the system
[(W®|q®] if it satisfies at least 1/2™ + J; fraction of equations in the system. Let v® €
F'=4 denote v without its first ¢ blocks, and we call the forward phase good if for every ¢,
v® is §;-good for [W®)|¢®")]. Lemma 5.4.1 below, which will be proved in Subsection 5.4.1,

guarantees that the forward phase is good with a significant probability.

Lemma 5.4.1. The forward phase is good with probability at least 2~ O/ logk)

For the backward phase, we start from the last system [W()|¢(")] produced by the
forward phase, and work backward on larger and larger systems produced in the forward
phase to obtain solutions for more and more variables. More precisely, we go from ¢t =

T — 1 down to t = 0, and while in iteration ¢, we try to find all possible solutions which
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extend solutions from iteration ¢+ 1 and are §;-good for [W®|¢®], as shown in Figure 5.3.
However, in order to bound the running time, we will stop including the solutions once

their number grows beyond the threshold

I = 2n—k+m+T+2log(l/6T) _ 2n—k+0(k/logk)‘

If this happens, we may fail to include the actual solution v in our final list. Call the
backward phase good if for every ¢, the number of such §;-good solutions for [W®|q®)]
is at most L. Lemma 5.4.2 below, which will be proved in Subsection 5.4.2, guarantees

that the backward phase is indeed good with a high probability.
Lemma 5.4.2. The backward phase is not good with probability at most 2~

From Lemma 5.4.1 and Lemma 5.4.2, the probability that both the forward and

backward phases are good is at least

9—O(k/loghk) _ 9=Q(k) _ 9—O(k/logh)

Assuming that both phases are good, assimply induction shows that v® € V® for any
t and hence v € V. Thus, we have shown that any fixed v satisfying the bound in
(5.1) is contained in the list V) ‘of size at most L:with probability 27C®*/lgk)  We
can further reduce the probability of missing this v to 279 by repeating the process
20(k/logk) times, and take the unmion of the produced listss Then a union bound shows
that some v satisfying (5.1) is not ineluded in the final’'output with probability only o(1).

Finally, let us measure the complexity of our algorithm. First, i < 20(/logk)

training
examples are sampled from the distribution (W, ¢(W)). Then the forward phase runs in
time

T - poly(K) < 2001k,
and the backward phase runs in time 7" - 2™ . L - K, which is at most

O(log(k‘/ lOg k‘)) i 2O(k/1ogk) . 2n—k+0(k/logk) X 2O(k/logk) < 2n—k+0(k/logk)‘

k/logk)

The process is repeated for 20¢ times, and the total running time is

2O(k/ logk) . (2O(k/ log k) + 2n—k+0(k/ logk)) < 2n—k+0(k/ logk)'

Thus, we have Theorem 5.3.2. To complete the proof, it remains to prove Lemma 5.4.1

and Lemma 5.4.2, which we do next.
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5.4.1 Analysis on the Forward Phase

In this subsection, we prove Lemma 5.4.1, which shows that the forward phase is good
with a significant probability.

First, by the Chernoff bound of Lemma 2.7.6, we know that v = v(©) satisfies less than
1/2™ 4 &, fraction of equations in [IW(©|¢(®] with probability at most 2~ = o(1).
That is, v is §p-good for [IW©|¢(®)] with probability 1—o(1). Next, we need the following

lemma.

Lemma 5.4.3. In the forward phase, if v~V is 6,_1-good for [W¢D|q=Y], then v® is
S¢-good for [W®|q®] with probability at least 6.

Proof. Let M = 2™ and 7 = 6,_;. Assume that v~ is 7-good, so it satisfies at least
L+ 7 fraction of equations in the system [W(=D|¢t=D]. Partition equations in the
system [W Y |¢¢1] into groups according. to. their first blocks, as in Step 1(a) of the
forward phase. Suppose group i contains p; fraction of equations in [W(t_l)\q(t_l)] and
v satisfies ﬁ + 7; fraction of equations-in the group, forsome 7; € [—57,1— —] Then

we have
Epz Ay S/ (5.2)
- M

We would like to count the expected fraction of new equations satisfied by v,
Before doing that, let us first count the fraction with respect to the system obtained
before Step 1(d) (before removing pivots). Fix any group i. For u € F, let o, denote the

fraction of equations in the group which are off by a value u in the sense that
q(t—l)(w(t—l)) — <U(t—1)7 w(t—1)>m + .

Note that for vt~ to satisfy a new equation, which is the difference between two equa-
tions, these two involved equations must be off by the same value. Therefore, the expected

fraction of new satisfied equations in this group is Z a2, which under the constraint

u?

L _
M

ay = M + 7; achieves its minimum when «, =

one iteration, the expected fraction of new equations in group i (before removing pivots)
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satisfied by v~ is at least

1 2 1  \? 1\> 2-2 M—-1+1
— 4 M—1 : YN o M1+,

> 1—1— 2
N T,
- M !

Combing all groups together, the expected fraction of satisfied equations overall (before

removing the pivots) is at least

Zpi (%-FTE) :%—FZM _——l- (me) ZM—FT

where the first inequality is due to Jensen inequality of Lemma 2.7.1, and the second
inequality uses the bound ), p;7; > 7 implied by that in (5.2).

To get the expected fraction of satisfied equations in the final system [W®|¢®], after
performing Step 1(d), observe that we only need to discard at most 2m¢ = 20(k/logk)
equations, each with measure (t) <z 2 so the total discarded measure, denoted as p, is
at most

2
2 < Q0k/1ogk) o g=clkflogh) ~ T_
— — 2 Y

for a large enough constant c. As.a result, the expected fraction of equations in [W®|¢®)]

2md .

satisfied by v® is at least

1

1 V=72 1
I—p

> —_
4 M 2 M+25t’

by recalling that 7 = §;_; and &; = (0p1/2)%  Finally, by the Markov inequality of
Corollary 2.7.4, we have the lemma. O

Then by Lemma 5.4.3 and an induction, the forward phase is good with probability

at least

1—0

IIEH

T
(1—o() [T (8/8) = (1 —o(1)) (5/8)* " > 27CW/loxh),
t=1

This proves Lemma 5.4.1.

5.4.2 Analysis on the Backward Phase

In this subsection, we will prove Lemma 5.4.2, which shows that the backward phase is

indeed good with a high probability. Recall that a solution is d;-good for the system
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[(W®|qW] if it satisfies at least 1/2™ + §, fraction of the equations. For any ¢ such that

0 <t < T —1, consider the following event
e B®: the number of §,-good solutions for [W®|¢®)] exceeds L.

Thus, our goal is to show that

< 9—Sk)

We will prove this by a union bound, so our goal is reduced to bounding each Pr[B®] for
0<t<T—1.

To get a quick idea, let us first consider how to bound Pr[B®]. Note that since EXT?
is a good strong-two-source-extractor and Y has a high min-entropy, Lemma 2.5.3 guar-
antees that the number of z satisfying the probability bound Pryewlq(w) = (z,w),,] >
1/2™ 4 80/2 is at most L. Any other z is very unlike to be dy-good for [W ) |¢®] by a
Chernoff bound because each row of W), istssampled independently from W. Since B
happens only when any such z (not-satisfying that probability bound) is dp-good, a union
bound shows that Pr[B?)] is indeed small.

Now for ¢ > 1, to follow this idea to bound Pr[B®], we would also like the distribution
of W® to have the nice property that each of its rows comes independently from a high
min-entropy source. Unfortunately, this is not true in general,! and a much more involved
analysis is needed. Our approach is to/consider the condition of restricting pivots in the
first ¢ iterations and to show that the distribution of W® conditioned on most restrictions
is close to a distribution with the nice property. More precisely, a restriction of the pivots
in an iteration includes fixing the indices and the values of some rows as pivots while
leaving other rows free, and we say that two distributions are ~-close if the probabilities
of any event according to the two distributions are within a multiplicative factor of
from each other.

Observe that the distribution of W® can be generated alternatively in two passes as

follows. In the first pass, we select a restriction of pivots in the first ¢ iterations, denoted

!This is true in the simple case considered by [7] that one has W = U,, to start with. In this case, for

each t, one can easily show that each row of W®) does come independently from the uniform distribution

unftmd .
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as R, ..., R® by running the forward phase on the matrix W sampled from W and
collecting the pivots in each iteration. In the second pass, we sample a matrix W from
W and then run the forward phase accordingly for ¢ iterations to derive the matrix W®,
under the condition that the pivots selected in the ¢ iterations match RV, ..., R®. Let
D® denote such a conditional distribution of W® with respect to RV, ..., R®. Now
consider the following event about DO over the distribution of RW, ..., R® selected in

the first pass.

o EW: the distribution D is ~;-close to some distribution D® which has K® rows,
each coming independently from a distribution W® with Hoo(W®) > k—t(md+1),
for some v, < K221 < oVK,

The following lemma, which will be proved later, shows that when conditioned on

E®  the probability of B® is indeed small.
Lemma 5.4.4. For any t such that 0.<+<T —1,Pr[B® | EO] < 279k),
Proof. Let us first count the number of solution 2 such that

Pr [q(t)(w) = (z,w)m} >.1/2" 6, /2.
wew®)

Let Z denote the set of such z’s. Note-that W® is'a source over F'~t = {0, 1}((~tdm
with Hoo(WW) > k — t(md + 1). Thus by Theorem 3.2.1 and Lemma 2.5.3, we have

(—td)ym+m+2log(2/5:)—2—(k—t(md+1)) _ on—k+m+t+2log(1/d¢)
7] < 2 2 <L

This means that for the event B®) to happen, some z ¢ Z must be J-good.

Consider any restriction R™W, ..., R® such that the event E® happens. If we sample
the matrix W® according to the distribution D®, which has each row coming indepen-
dently from W® then any fixed z ¢ Z is §-good (satisfying at least 1/2™ + 6, fraction
of equations in [IW®|¢®]) with probability at most 2~ X") by the Chernoff bound of
Lemma 2.7.6, and a union bound shows that

Pr [BYW] < Pr[3z ¢ Z: 2 is §-good] < 2" - 9~ QFKY) £ 9= AK®)
D) D)
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Now if we sample W® according to the distribution D® which is y;-close to D (given
that E® happens), the probability is only scaled up by a factor v,. Thus, we have

Since the bound holds for any restriction R, ..., R® such that the event E® happens,

we have the lemma. O

Next, we would like to show that E® happens with high probability. Note that for
t = 0, the event E© always happens because the initial distribution DO has the nice
property itself, so we have DO = DO and v = 1. For 1 < ¢ < T — 1, we use induction
to show that

t
Pr [ﬁE(t)] < Pr [ﬁE(t) | E(t—l)} + Pr [ﬁE(t—l)] < Zpr [ﬁE(T) | E(T—1)} :

T=1

and then we rely on the following lemma.
Lemma 5.4.5. For any t such that 1 <t ST =41, Pr[=E® | Et-1D] < 2-K),

Proof. Let us consider any restriction RM, ... R such that the event E¢~1 happens,
and we will show that E® happens with high probability; over the selection of R®). More
precisely, the assumption that E¢=D happens means.that we start iteration ¢ from the
distribution DY which is close to some nice-distribution DUV and our task is to show
that with high probability over the selection of R, the resulting conditional distribution
DO after iteration t is close to another nice distribution D®, so that E® happens. For
this, we need to figure out which of these R®)’s make E® happen.

Note that for a restriction R®, the corresponding distribution D® is obtained by

(t=1) under the con-

applying Steps 1(c) and 1(d) on the matrix W1 sampled from D
dition that it is consistent with R®. The restriction R® fixes some r < 2™ rows of the
matrix W1 as pivots and it has the effect on the distribution D¢ that all the rows
of W= must belong to the r groups of those r rows. Consider the following event, over

the selection of R®.

e G: those r groups have a combined measure of p > 1/2 in the distribution W1,
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[ | [ pe-n. ]
Dt-1) ~ Independent
~v¢—1-close rows sampled
from w1
+ 3
[ ] [ ] [ pow. ]
D ~ DO =~ Independent
”yf_l—close [B-close rows sampled
from w®

Figure 5.4: If DD s close to DY, then DO is close to D, conditioned on R®

We will show that if G® happens then E® happens. For this, let us consider any fixed
restriction R such that G® happens, andilet us also use R® to denote the event that the
pivots chosen in iteration ¢ match these in R®. Our approach is illustrated in Figure 5.4.

First, let us consider the case of starting iteration ¢ from the nice distribution D¢,
instead of DU conditioned on R®, and let P be the resulting distribution after

iteration ¢. The following claim shows that D® is-infact close to a nice distribution.

Claim 5.4.6. For some 8 < K2™, the distribution D® is -close to some nice distribu-

tion D® which satisfies the condition in the event E®.

Proof. Recall that we have fixed a restriction R® which fixes some r rows as pivots such
that the event G happens, and we also use R®) to denote the event that the pivots
selected during iteration ¢ match those in the restriction R®. In this claim, we consider

=1 conditioned on the

the situation of starting iteration ¢ from the nice distribution D
event R®).

First, let us see how the distribution D*V is affected by the conditioning on R®.
Consider any fixed matrix M of K = K1 —r rows, insert the rows of R® at the

proper places to get a fixed matrix W of K=Y rows, and let us also use W1 to
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denote the event that a randomly sampled matrix from D*1) equals this matrix W1,
If the matrix has a row not in the r groups of R®, then Prpe) [WD | RO] = 0.

Otherwise, we have

Pr [ | RO — (IS w08) - (T 2)

- K® ’; ’
Dl Z£1+---+£T:K(t);&-20 (Zl,n-,&.) ’ (H::l Pi ) ’ (H::l ﬁ)

where W1 (M;) is the measure of the j'th row of M in W¢1 ¢ is the number of

rows of M in group i, and p; is the measure of group i in W1 Note that for some

aq,ag € [K~", 1], the numerator equals

while the denominator equals

K® r i r K® o
Z <g1... g)'(”ﬂ/)‘aQ:(E Pi) Qg =P - (g,
) s tr i1 i1

L1+ F+,=K(®):0,>0
where Y7 p; = p > 1/2 as we assume that the-event G!Y happens. As a result, for
B =2 e[K™ K], we have

K )

WU (M)
w1 7] — | | M7
Dgfl) |: | R } ol D 5

Note that the first factor above can be seen as the probability when we sample each row of
the matrix independently according a new distribution W1 which is the distribution
WD restricted to those 7 groups of R®) and normalized by their measure p. Thus,
although the conditioning on the event R*) may destroy the independence so that we can
no longer see each row as coming independently from W® 1 we can somehow have the
independence restored by considering another distribution W®1 with some distortion

(t—1

factor 3. More precisely, we have shown that the distribution DY conditioned on

the event R® is f-close to a nice distribution, denoted as ﬁ(t_l), which has each of its

remaining row (not fixed by R®) coming independently from W1 with

H,o WD) > H (WD) —log(1/p) > k — (t — 1)(md + 1) — 1.
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Next, let us see what the resulting distribution D® will be when Steps 1(c) and 1(d)
are performed on the distribution D~ conditioned on R®. Again, we first consider the
case of applying the two steps on the nice distribution DD instead. When we perform
Step 1(c) to subtract from each row its corresponding pivot, which is a fixed value,
each resulting row still remains independent from others. However, the distribution of
each resulting row is now changed to another distribution which may have a smaller
min-entropy than that of WY, because different initial rows after subtracting their
corresponding pivots may result in the same value. Still, the number of such initial rows
can be at most 2™¢ since no two such rows can come from the same group, which implies
that the min-entropy only decreases by at most md. Then after performing Step 1(d) to
remove the pivots and delete the first blocks, the resulting matrix has each row coming

independently from some distribution W® with min-entropy at least
H. o WD) —md > k — t(md + 1).

That is, after performing Steps 1(c)<and 1(d) on the distribution DD the resulting
distribution, denoted as D), satisfies the condition in event £®. Finally, let us get back
to the actual case of starting with the distribution D% 1) conditioned on R®. Since it is
B-close to DD | the resulting distribution D® after applying the two steps is 8-close to
the corresponding resulting distribution P®, which proves the claim.

0

Next, let us go back to the actual situation of starting iteration ¢ from the distribution
DD instead of DU as we did in the above claim. Using the assumption that D¢ is
close to D~V our next claim shows that when we start iteration ¢ from the distribution

D=1 conditioned on R®, the resulting distribution D® is close to the distribution D®.

Claim 5.4.7. The distribution D® is 42 ,-close to the distribution D®,

Proof. In this claim, we go back to the actual situation of starting iteration ¢ from the
distribution DY, instead of D1 as we just did. We would like to show that the
resulting distribution D® when starting from D¢V is 42 -close to the distribution
D when starting from DY, For this, it suffices to show that for any event A, the
probabilities of Prpyi—1 [A | R(t)} and Prpq1) [A | R(t)] are within a multiplicative factor
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of 2_,. This is true because from the fact that D¢ and DUV are ~,_1-close, we know
that Prpe-1 [R(t)} and Prpq-1 [R(t)} are within a multiplicative factor of ~;_;, and so

are Prpe-1) [A A R(t)} and Pra-1 [A A R(t)}. O

From these two claims, we can conclude that D® is 7;-close to DU, for 4, =42 |8 <

72 K?™  which by induction is at most

K2md(2t_2)K2md < K2md(2t_1) < 2\/?

This implies that for any restriction R® such that the event G happens, the event E®)
must happen as well. Therefore, the probability that E® does not happen is at most the
probability that G® does not happen, which we bound by the following claim.

Claim 5.4.8. The probability over the selection of R® that G® does not happen is at

most 27K,

Proof. Note that the restriction R can be selected by sampling a matrix W¢=1 accord-
ing to the distribution D¢V and then applying Steps 1(a) and 1(b) to select the pivots.
Thus, the probability that G) dees not-happen is at most the probability that all the
K®D rows of W*Y lie in some r.groups with a’combined measure of p < 1/2 in the
distribution W1,

Again, let us first consider the case of sampling-W (¢

according to the distribution
DD instead of DU, Note that there.are at most 22" ways of choosing the r groups
with a combined measure of p < 1/2 in W@ "and the probability that all the K¢~1) >
K /2 independent rows lie in any particular choice of such r groups is at most (1/2)%/2.

Then a union bound shows that the probability of having p < 1/2 is at most
22"“1 . (1/2)K/2 S 2—Q(K)

Next, let us go back to actual case of sampling W1 according to the distribution
D=1 Note that the probability of having p < 1/2 according to D=1 can only be larger

than that according to P*~1) by at most a factor of v,_1, and hence it is still at most

Vi1 . 9—SUK) < VK  9—Q(K) < 9—QK)
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We have shown that for any restriction R, ... RV such that the event E(t~1
happens, the probability, over the selection of R®), that the event E® does not happen is
at most 27U%). This implies that Pr[-E® | E¢1] < 27UK) which proves Lemma 5.4.5.

]

From these two lemmas, we have that for any ¢ such that 1 <t < T — 1,
Pr[BY] < Pr[BY|EY] + Pr[-EW]
< Pr[BYW|EW] + ipr [~E™ | B
< g =1

For t = 0, we have

Pr [BY] =Pr [BY | EO] < 279",

As a result, a union bound gives us

T—1 T-1
Pr \/ BW| < Zpr [B(t)} L k) = 9= 0(k)
=0 =0

which proves Lemma 5.4.2.
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Chapter 6

Extracting Computational Entropy
from Computational

Independent-Symbol Sources

In this chapter, we consider computational independent-symbol sources. In Section 6.1,
we generalized the well-known Impagliazzo’s hardcore set lemma. Then, in Section 6.2, we
use the generalized hardcore set lemma to show that the extractor described in Section 4.1
also works for computational independent-symbol sources.. Using the result of extractors
for computational independent-symbel sources, we can generalize the well-known XOR
lemma in Section 6.3. Finally, we prove the size upper bound on a binary hardcore set

in any black-box construction in Section 6.4.

6.1 Generalized Hardcore Set Lemma

The well-known Impagliazzo’s hardcore set lemma [26] says that if a function f : {0, 1}* —
{0,1} is mildly hard, that is, any small circuits must fail to compute it correctly on more
than a d fraction of inputs, then there exists a hardcore set H C {0, 1}* of density roughly
§, where the density of H is defined as p(H) = |H| /2", such that f is extremely hard on
H | in the sense that any somewhat smaller circuits must fail to compute f correctly on

more than a % — ¢ fraction of inputs in H, for some small ¢.
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Lemma 6.1.1. [26] Let f : {0,1}* — {0, 1} be a function such that for any h € SIZE(s),

Pr [h(z) # f(z)] > 0.

2€{0,1}¢
Then for any € > 0, there exists H C {0,1}* with |H| = § - 2° such that for any C €
SIZE(Q2(£%5%s)),
PrIC(r) # [(2)] > 5 —

zeH

We extend it to the case that f : {0,1}* — [D] is mildly hard, that is, any small circuit
must fail to compute it correctly on more than a § fraction of inputs, and show that there
exist some disjoint binary hardcore sets Ty, - -+ , T, of total size at least (§/2) - 2¢, where
for every i € [r], T; C f~!(I;) for some I; C [D] with |I;| = 2, such that f is extremely
hard on H = U[_,T;, in the sense that any smaller circuit must fail to compute f correctly

on more than a % — ¢ fraction of inputs in H, for some small €.

Lemma 6.1.2. Let f: {0,1}* — [D] be a function such that for any h € SIZE(s),

P fh(e) £ £()] > @

cef0.1}"

Then for any e > 0, there exists some integer r satisfying that there are Ir,--- , I, C [D]
with |I;| = 2, and disjoint binary hardcore sets Ty,- - -, T) where T; C f~(I;), such that
the size of H = Ul_,T; is |H| > (8/2) +2% and for-any C '€ SIZE(Q(£%5%s/D")),

Pr [O(&Y AR 5 <.

zeH

Proof. First, we show that there exists one binary hardcore set. For every I C [D] with

|I| =2, let

ar = hes|rzréi(rsl/pz) {xeforl}f[h(z) # f(x)|f(x) € I]}
pro = Pr [f(z)el]
x€{0,1}¢

o = g, gin P ) £ 0)lf0) € 11}

heSIZE(s/D?)

Then using these g;’s, we construct a function g : {0,1}* — [D] as shown in Figure 6.1,
and to give an example, we show the decision tree of function g for the case of D =4 in

Figure 6.2.
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e Input: x € {0,1}*
e Procedure:
1. Set s =1.
2. Fort=2to D do

(a) Compute z = g5 ().
(b) If z=1t, set s =t.

3. Output z.

Figure 6.1: THE CONSTRUCTION OF THE FUNCTION g : {0,1}¢ — [D]

#/ \2
Carae
) 8
#4/ \:4 #4/ \:4 #4/ \:4 £4 \:4

1 4 3 4 2 4 3 4

e{

Figure 6.2: The decision tree of function g for D =4

Since for every I, g; € SIZE(s/D?), we obtain that g € SIZE(s). Hence, we have that

Pr lg(x) # f(x)] > 4.

ze{0,1}¢

Next, we claim that for any z, if g;(x) = f(x) for all I with f(z) € I, then the function

g can output the correct value f(x). First suppose that f(x) = 1. To compute g(z), we
first compute gg;,23(x), which is 1 according to our assumption that g;(x) = f(z) for all I
with f(x) € I. Next, we will consider gy 33(x), which is also 1. That is, in the procedure
of computing g(z), we will consider a sequence of values g ;(z) for all j € {2,3,---, D}.

Since gg1;3(x) = 1 for all j € {2,3,---, D}, the function g will output the correct value
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f(z) = 1. Similarly, suppose that f(z) = i for some i € {2,3,---,D}. We must consider
G(ir,iy(x) for some i; < 7 in the step 2 of Figure 6.1 with ¢ = i. Since gy, ij(x) = i
according to our assumption, we will go on to consider gy i,}(x) for all i; > 4 and the
function g will output the correct value f(z) = 1.

Hence, we can bound the error probability of g as

Pr [g(x) # f(e)] < Pr [AIwith f(x) € I, and gi(2) # f(a).  (62)

ze{0,1}¢ 2e{0,1}¢

According to equation (6.1) and (6.2), we obtain that

4]

A\

Pr [g(z) # f(2)]

z€{0,1}¢

< Pr [3I with f(z) € I, and g;(z) # f(x)]

z€{0,1}¢

< ZPr[f(x) € I and g;(z) # f(z)]
= > Prlgi(a) # f(x)| f(x) € 1) Pr[f(z) € I]

= Z arBr.
I

Then, by an average argument,.there exists some [, such that a;8; > §/D? which
implies that a; > §/D?. Fix such T, and by the definition of o7, we have that for any
h € SIZE(s/D?), Proes-1(nlh(z) # f(x)]. =@ >.6/D? Then by Lemma 6.1.1, there
exists a hardcore set Ty C f~!(I) with size at least a; 37+ 2" > § -2/ D? such that for any
circuit C' € SIZE(Q(e26%s/D")),

Pr [C(x) # f(2)] > 5~ =

z€eTy
If T} is indeed much larger, say with p(77) > §/2, then we are done. Otherwise, we can
continue the process on the remaining inputs as follows to amplify the size of hardcore.
By excluding T}, the remaining input must still have hardness at least 6 — p(77) in the
sense that for any circuit h € SIZE(s), we must have Pr gy 13¢[h(z) # f(x) and x ¢ T1] >

d — p(T). The reason is that otherwise using that h, we have

Pr [h(z) # f(x)] < Pr [h(z)# f(x)and x ¢ T+ Pr [z e Ty] <.

ze{0,1}¢ z€{0,1}¢ ze{0,1}¢
Therefore, if p(T7) is small, the remaining hardness is still large, so we can find a new

binary hardcore set 15, disjoint from 7. Continuing in this way, we can find a sequence
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of hardcore sets T, Ty, T3, - - - , as long as the sum of density (in the whole space {0, 1}*)
is small, say at most §/2. This means that when we stop, we have found a sequence
of disjoint binary hardcore sets Ti,---,7T, for some integer r such that the density of
H = U_,T, > §/2. Moreover, since for any circuit C' € SIZE(Q(£2§%s/D")), for each 1,
Proer,[C(xz) # f(z)] > 5 — &, we obtain that for any circuit C' € SIZE(Q(e26%s/D")),

Pr[C(r) £ f(0)] > — <.

zeH 2

6.2 Computational Extractors

In this section, we show that the extractor EXTq : [D]" — [M] in Theorem 4.1.1, which
is shown to be a good extractor for independent-symbol sources, also works for computa-
tional independent-symbol sources. Throughout this section, we see any symbol V; € [D]
of the source as an element in Z,;, and eperation + on elements in Z,; is understood as
an operation over the group Zy,. Recall that our extractor EXTy : [D|" — [M] is defined

as

EXTo(Vl, s ,Vn) = Z Vt.

te[n]
Theorem 6.2.1. Suppose that M > D is a prime.. For any n,k € N with k >
Q(M?log? D), the function EXTq : [DJ = [M] defined above is an (n, D, k, ¢, sy, 52)-
computational-extractor, where e < O(M?*logn/k) and sy = Q(s1(logn/nkD)?).

Proof. Let (V|X) = WV1|X1) o---0 (V,|X,) be a computational (n, D, k, s1)-source with
for every i € [n], V; = fi(X;) for some function f; : {0,1}% — [D], satisfying that for any
circuit C' € SIZE(sy), Pr[C(X;) = Vi] < 27% for some 0 < k; < log D, and Y7 k; = k.
Fix £ = M?logn/nk > 0.

First, we use the analysis in [51] to show that for any ¢ € [n| with k; > 0, there exists
a source Y; over [D] such that no small circuit can distinguish the distributions X;o f;(X;)
and X; o0 ).

Fix any ¢ € [n] with k; > 0. Recall that for any C' € SIZE(s,),

Pr[C(&;) # fi(X)] > 1 — 275,

87



1. Sample z € {0, 1}%.

2. If x € T; for some j € [r;], output a random value y € I ]’7 otherwise, output

Figure 6.3: THE CONSTRUCTION OF THE SOURCE )
For simplicity, let §; = 1 — 27%. By Lemma 6.1.2, there exit some integer r;, and
Ii,--- I}, € [D] with |I}| = 2 for any j € [r;] such that there are disjoint binary

hardcore sets T7,- -, T where T! C f7'(I}) satisfying that the size of H* = U} T is

|H| = (6;/2) - 2%. Then we define a source )); as in Figure 6.3, and the following claim
shows that no small circuit can distinguish the distributions X; o f;(X;) and X; o ).

Claim 6.2.2. For any ¢ € [n| with k; > 0, the source ); defined as in Figure 6.3 satisfying
that for any € > 0, no (gd;)-distinguisher in SIZE(Q(e?6?s,/D®)) for the distributions
X, o fi(&X;) and &; o Y.

Proof. Fix any i € [n] with k; >.0. By way of contradiction, suppose that there exists a
circuit C' € SIZE(Q2(£26?s,/D"%))=such that

Pr[C(X; o f;(X;)) =1] — Pr[C(X;0Ys) = 1] > €0y,

which implies that

ed; < Pr[ (Xio fi(X)) =1] = Pr[C(X;0);) =1]
= Z{Pr (X0 fi(X) = 1|1 € T}] = Pr[C(Xio V) = 1|X; € T}] } Pr [&; € T7]
+{Pr (Xio fi(X) =1|Xi ¢ H'| = Pr[C(X;0);) =1|X; ¢ H'|} Pr [X; ¢ H']
— ZPr (X € T {ew (z o fi(x)) = ]_EGTI?f,en [C(g;oy)zl]}. (6.3)
Let

t—argmaX{ Clzofi(z)) =1 - Pr [Clzoy)= 1]}-

xET‘ xeT;,yEI}
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Then by equation (6.3), we obtain that

mGTj mGTj ,yelj

ey, < Zi:Pr[Xi €Tl { Pr[C(zo fi(z)) =1 — Pr [Clxoy)= 1]}

< {Pr[C(mofi(x))zl]— Pr [C(xoy)zl]}~i:Pr[Xi€7?]

€Ty €T} yel} j=1
— {micEe sy == _pe oy =1} mifx e 1),
zeTy xe€T} yel}
which implies that
552’
z€T} 2€T} el 9i/2

By the standard approach of obtaining predictors from distinguishers (or Lemma 2.5.4

with m = 1), we obtain that there is a predictor P € SIZE(Q(g26%s,/D")) with

1+25_1

PrlP() = fila)] 2 =5 = 5 +e,

which contradicts the fact that T} ds a hardcore set.» Therefore, we conclude that no
(£0;)-distinguisher in SIZE(Q(26781/ D%))for the distributions X; o f;(X;) and X; o Y.
O

Hence, for any i € [n] with ki >0, by claim 6.2.2 with.g = £/(1 — 27%) > 0, we have
that there exists a source ); such that no ¢-distinguisher in SIZE(Q(£2s,/D")) for the
distributions X; o V; and X o ).

On the other hand, for i € [n] such that k; = 0, we can set }; = V;. Clearly, no
&-distinguisher for the distributions &; o V; and A o ).

Claim 6.2.3. There is no (n¢)-distinguisher in SIZE(Q(£%s,/D%)) for the distributions
A1n) © Vit n) and X ) © Vi ).

Proof. We prove it by the standard hybrid argument (see e.g. [18]). Let, for every i =
07 17 LN,

Hi = X100 Vi1 © Viitin)-
Note that H,, = X[y © Vi) and Ho = X1 © V1,- Suppose that there exists an (n&)-

distinguisher C' in SIZE(Q2(£2s1/D®%)) for the distributions Xy ) © Vi1, and X1 ) © Vi)
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that is
ng < PrC(H,) = 1] = Pr{C(Ho) = 1] = ) Pr{C(Hi1) = 1] = Pr{C(H;) = 1],
which implies that there exists j € {0,1,---,n — 1} such that
PrlC(Hj41) = 1] = Pr[C(H;) = 1] = €.

Then, we construct the distinguisher C’ € SIZE(Q(&2s1/D")) for the distributions X o

V41 and X1 o V41 as in Figure 6.4.

e Input: zo«
e Procedure:

1. Sample z; ov; € X; o V;, for all i < j.

2. Sample z;0y; € X;0); forall i > 5+ 1.

3. Output C(2p1,4) © T © T[4 © Vg O O Yljt2n))-

Figure 6.4: THE CONSTRUCTION OF THE DISTINGUISHER C’

By the definition of C’, we obtain that
Pr[C'(Xjp10V)11) = 1] =Pr[C"(X; 10 41) = 1] = Pr[C(H;41) = 1] -Pr[C(H,;) = 1] > &,

that is, C" is a {-distinguisher for the distributions X4 o V;41 and &4 0 Vj11, and we

have a contradiction. O

Claim 6.2.4. There exists no (né)-distinguisher in SIZE(Q(£2s,/DY%)) for the distribu-
tions Xy 0 D iy Vi and Xy 0 Y0y Vi

Proof. By way of contradiction, assume that there exists a circuit E € SIZE(Q(£%s,/D"))
such that

Pr

E (X[l,n] o) VZ) = 1] —Pr
i=1

Then we can construct E' € SIZE(Q(&%s1/D®)) to distinguish the distributions Xjy 0V )

E (XM o Zy) - 1] > né.

1=1

and Ay ) 0 Vji,n) as in Figure 6.5.
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e Input: zp,) 0 apy
e Procedure:

1. Compute v = > 7" | ;.

2. Output E(zp1,,) 0 a).

Figure 6.5: THE CONSTRUCTION OF THE DISTINGUISHER E’

Hence, we have that

Pr[E/(X[l,n] (0] V[Ln}) = 1] — Pr[E/(X[l,n] o y[l’n]) = 1]

E (X[l,n] o Zv) = 1] —~Pr|E ()qm oY y,) = 1]
i=1 =1

= Pr

> ng,

which means that £’ is an (n&)-distinguisher for the distributions X} ,) 0 V1,5, and Xy ) 0
Yiin)- This contradicts Claim 6.2.3. O

Next, we show that the sources X} ;0 Zz’.”zl Y; and Xy, o Upy are close.

Claim 6.2.5. A(X},,)0 30 Vi X oUpr) < e Y- oeD) for | > Q(M? log? D).

Proof. For each i € [n] with k; > 0,let.Z; be the indicator random variable for the event
of X; € H'. For the rest of i € [n], let Z; = 0. Define Z =3, 1 Z;.

Note that for any ¢ € [n] with k; > 0, Hoo (Vi Z; = 1) = 1. Recall that for each i € [n]
with k; > 0, Pr[X; € H'] = §;/2 = (1 — 27%) /2. Then

n

E[Z] = 2(1—2_'“)/2
| ln_ LogDJ 5 (n_ LoSDD '1}
' HlogDJ (1_%)]'

Since Z;’s are independent, by the Chernoff bound of Lemma 2.7.6, we have that

<
|
—_

N — N~ I
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On the other hand, Ho (V| Z > E[Z]/2) > Y1 (1 — 27%) /4. Therefore, by Theo-
rem 4.1.1,

A ((X[l,n} © Z Vi
i=1

for k > Q(M?log® D). Hence, we have

A <X[1 n] © ZJ/Z, X1 OUM])

E|Z E|Z
Z > %) , (X[l,n} OZ/{[M} ‘Z > %)) < e—Q(/’c/MZIOgD)7

Z E|Z
i (e g S ACERE o 5)
< UK/ M2logD
for k > Q(M?1og® D). O

—Q(k/M?1og D)_(istinguisher (without any complexity

The above claim implies that no e
bound) for the distributions Xy, 0 D1y and A}, © Uy Then by Claim 6.2.4
with € = M2logn/nk > 0, we have that there exists nio ((M?2logn/k) + e~ kM logD))_
distinguisher in SIZE(Q(s;(log n/mkD)?)) for the distributions X}, o EXT(Vy, -+, V,)

and X[l,n} OU[M}. ]

6.3 Generalized XOR Lemma

In this section, we will show that the above result about extractors for computational
independent-symbol sources can generalize the well-known XOR lemma [59], which says
that if f : {0,1}* — {0,1} is "mildly hard” for small circuits, then F(xy,---,1;) =
®!_, f(x;) for sufficiently large ¢, is ”extremely hard” for smaller size circuits.

To prove the generalized XOR lemma, we will need the following lemma about ob-

taining distinguishers from predictors.

Lemma 6.3.1. For any source Z over {0, 1}* and any function b : {0,1}* — [M], if there
is a predictor P such that Pr.ez [P(z) = b(z)] > 1/M +¢, then there is an e-distinguisher
E with P as oracle which calls P once and runs in time O(m) for the distributions Zob(Z)
and Z o U
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e Input: zo«
e Procedure:

1. Compute P(z).

2. If P(z) = «, then output 1; otherwise, output 0.

Figure 6.6: THE CONSTRUCTION OF THE DISTINGUISHER E¥

Proof. Consider the distinguisher E¥ as in Figure 6.6.
Then we have
Pr[EY(Z0b(Z)) =1] - Pr [EY (Z oUpy) = 1]
= Pr[P(2)=0b(Z)] — Pr [P(Z) = LI[M]}

< 1 N I
2 yte—=¢
Hence, E” is an e-distinguisher for the distributions Z o b(Z) and Z o Ujy. O

Then, we see any symbol V; € [D] of the source-as‘an element in Z,;, and operation

+ on elements in Z,, is understood as an-operation over the group Z,,.

Theorem 6.3.2. Suppose that s> Q(m - (n?D/logn)?). Fori € [n], let f; : {0,1}% —
[D] be a function such that for any circust h € SIZE(s),

miG{O,l}ei

If6 =50 6; > Q(M?log D), then for any circuit C' € SIZE(Q(s(logn/nDJ)?)),
n 2
xle{o,l}hfl:xne{o,l}ln [C (17[1,n}) B ; fil@)| < % +0 (@) ’
Proof. First, note that by the similar argument in Theorem 6.2.1 with £ = lognM?/én,
we have that for 6 = > | §; > Q(M?log D), there exists no O(M?*logn/J)-distinguisher
in SIZE(Q(s(logn/nDd)?)) for the distributions X}, 0 > i, fi(X:) and X ) o Upnay.-
Suppose that there exists a circuit C' € SIZE(Q(s(logn/nDJ)?)) such that

s 1 M?logn

1€{0,1}41 - .z, €{0,1}¢n

Then by Lemma 6.3.1, there is a O(M?log n/d)-distinguisher for the distributions X ;0
Sor filz) and Xy ) o Upg, which is a contradiction. O

93



6.4 Hardcore Set Size in Black-Box Constructions

For the generalized hardcore set lemma in Section 6.1, one may wonder whether we can
find a larger binary hardcore set, for example, a set with density 6/D. In this section, we
give an upper bound on the size of binary hardcore sets of black-box construction. First,

we introduce a black-box construction of a hardcore set.

Definition 6.4.1. We say that an oracle algorithm DEc) is a black-boz (8, ¢, D) - con-
struction of a hardcore set, if the following holds. Given any function f : {0,1}* — [D],
where ¢ = Q(log D), and a family of functions G = {g;|I C [D] with |I| = 2} satisfying
that for each g; € G and H C f~!(I) with size s, Pryenlgr(z) # f(z)] < (1 —¢)/2, then
Procqo,13¢ [DECY(z) # f(2)] < 6. We call s the size complexity of black-box construction.

Now, we give an upper bound on the size of binary hardcore sets.

Theorem 6.4.2. Suppose that Q(1/D) < ¢ for some constant ¢;, € < 1/5 and D > 4.

Then, any black-box (3, ¢, D)-construction mist have size complezity O(52¢/D?).

Proof. We use a probabilistic method to-show that there exist a function f and a family of
functions G = {g;|I C [D] with JI| = 2} satisfying-that for-each g; € G and H C f~'(I)
with size 1062/ D(D — 1), Pryenlgr(z) # f(2)] < (1 = £)/2, but Pr,cqo1y¢[DECY (2) #
f(@)] = 6/2.

Suppose that DEC is a (4, ¢, D)-black=-box construction. We choose a random function
f and a random family of functions G = {g7|I'C [D] and |I| = 2} as follows. First, we
pick (12)) disjoint sets Ag19y, A1y, -+ » App—1,0y C {0, 1}, each with size 45-2°/D(D—-1),
and then partition {0, 1}\ (U;, <;, Afiria}) into D sets: By, By - -+, Bp (note that B; could
be empty). We define f as in Figure 6.7, and g; for each I = {i, i} C [D] as in Figure 6.8.

Next, we claim that for each g; € G and H C f~*(I) with size 1002¢/D(D — 1), g;
predicts f well in H.

Claim 6.4.3. For each g; € G, H C f~Y(I) with size 1062°/D(D — 1), and € < 1/5,

Prlg(z) # f(x)] < (1 —¢)/2.

zeH
Proof. Fix any I = {iy,is} C [D], and H C f~(I) with size 1062¢/D(D — 1). For each
x € H, let Z, ;¢ be the indicator random variable for the event of g;(x) # f(x). Note
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Input: x € {0,1}*

Procedure:

1. If x € Ay, 4,y for some iy < iy € [D], let Pr[f(z) =] = 1/2 for i € {iy,15}.

2. If x € B; for some j € [D], set f(z) =

Figure 6.7: THE FUNCTION f

Input: x € {0,1}*

Procedure:

1. If x € Ay, let Prlg;(z) =i =1/2 for i € {iy,ia}.
2. If v € B;, or Ay, j for some j € [D]\ I, set gr(x) = 1.

3. If v € By, or Ay, ) for some j € [D]\ I, set gr(x) = is.

4. Otherwise, let Pr[g;(z) = i] = 1/D for any i € [D].

Figure 6.8: THE FUNCTION g7 FOR{ = {iy,is}

that for v € H N Ay, Pry,,[Z, fa = 1] = 1/2: On the other hand, consider x € H \ A;.
If z € f7%(i1) \ Ar C By, U (UMI Ay j}) then we have g;(r) = i, and similarly for
x € f~1(i2) \ A;. That is, for x € H\A;, Z, ;¢ = 0 Hence,

4526
ZmeG— Z foG<ZfoG DID—1)°

zeH reHNAL TEA]

Therefore, for e < 1/5,

DD-1) 452 2 1-¢
P Z, : —Z< ,
Lrloi(@) 7 f(@)] ~1H| Z;j 16 % 1052@ DD—-1) 5~ 2

Then, we claim that f and G are likely to satisfy that Pr,cgo1y¢[DECY (z) # f(z)] >
§/2. For each z € {0,1}%, let B, ;¢ be the indicator random variable for the event of

Dec®(z) # f(x).

Claim 6.4.4. Pry [,c 01y Brse < 02°/2] = o(1).
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Proof. Note that for any x € A; for some I C [D] with |I| = 2, we have that
=1 > .
Eé[Bm,f,G 1] >1/2

Hence, by the Chernoff bound of Lemma 2.7.6, we get

— | < - e~ U02Y) _
}.:7)(1; Z Bmfg< PI‘[ Z Bxfg< ] 0(1),

z€{0,1}¢ TEUrAr

for £ = Q(log D) and § > 1/D for some constant c. O

From Claim 6.4.3, and 6.4.4, we conclude that there exist f and G = {g/|/ C
[D] with |I| = 2} such that for each g; € G and H C f~1(I) with size 1062¢/D(D — 1),

Procnlgn(x) # f(2)] < (1—£)/2, but Procgo i [DECC(2) # f(2)] > 6/2.

6.5 Open Problems

In section 6.2, we show that our extractor-for independent-symbol sources still works for
computational independent-symbol sources. We would liketo find a better extractor for
computational independent-symbol sources or show that our extractor is optimal.

On the other hand, there areseveral ways to prove the'well-known XOR lemma [20],
and one is through the hardcore sét lemma. In Seetion 6.3, we show how to prove the
generalized XOR lemma using the generalized hardcore set lemma. It would be interesting

to consider other proofs for the XOR lemma to prove the generalized XOR lemma.
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Chapter 7

Conclusion and Future Works

In this thesis, we consider the problem of deterministically extracting almost perfect
random bits from several classes of random sources. First, we consider multiple weakly
random sources that are mutually independent. We generalize the well-known leftover
hash lemma, and this lemma gives us a way to extract randomness from two independent
sources as long as two sources have enough min-entropy. We also extend our construction
to extract randomness from ¢ > 3 independent sources as long as two of them have enough
min-entropy. One nice feature is'that the extractor still works even with all but one source
exposed. Moreover, we apply our extractor for a cryptographic task in which a group of
parties want to agree on a secret key for group communication over an insecure channel,
without using ideal local randomness.

We also consider the independent-symbol sources which are the sources lie in between
multiple independent sources and bit-fixing sources. Each independent-symbol source
consists of a sequence of n independent symbols from {0,1}¢, and the only randomness
guarantee on such a source is that the whole source has min-entropy k. We give an explicit
deterministic extractor which extracts about 2(log k) bits, for any n, d, k € N. For sources
with a larger min-entropy, we can extract even more randomness. When k > n'/?*7 for
any constant v € (0,1/2), we can extract m = k — O(dlog(1/¢)) bits with any error
e > 272" When k > log®n, for some constant ¢ > 0, we can extract m = k — (1/¢)°M
bits with any error £ > k~*M. Our results generalize those of Kamp and Zuckerman [33]
and Gabizon et al. [17] which only work for bit-fixing sources (with d = 1 and each bit of

the source being either fixed or perfectly random). Moreover, we show the existence of a
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non-explicit deterministic extractor which can extract m = k—O(log(1/¢)) bits whenever
k = w(d + log(n/e)). Finally, we show that even to extract from bit-fixing sources, any
extractor, seeded or not, must suffer an entropy loss k—m = Q(log(1/¢)). This generalizes

a lower bound of Radhakrishnan and Ta-Shma on extracting from general sources.

Then, we go to the other direction to look for a more general class of sources from
which seedless extraction is still possible. The sources we consider have the form of a
conditional distribution (f(X)|X), for some function f and some distribution X', and we
say that such a source has computational min-entropy k if any circuit of size 2* can only
predict f(x) correctly with probability at most 2% given input x sampled from X. We
first show that it is impossible to have a seedless extractor for one single source of this kind.
Then we show that it becomes possible if we are allowed a seed which is weakly random
(instead of perfectly random) but contains some statistical min-entropy, or even a seed
which is not random at all but contains some computational min-entropy. This can be
seen as a step toward extending the study of multi-source extractors from the traditional,
statistical setting to a computational. setting:~We reduce the task of constructing such
extractors to a problem in learning theory: learning linear functions under arbitrary
distribution with adversarial noise. For this problem, we provide a learning algorithm,

which may have interest of its own.

Finally, we consider computational (n, D, k, s)-sources, which, just as (n, D, k)-sources,
consist of n mutually independent parts, (f1(X)&X1), -, (f.(X,)|X,), each fi(&X;) of
length d such that for each ¢ if given input z; sampled from X, any circuit of size s
can only predict f;(x;) with probability at most 27% for some k; < d, and the sum of
k;’s is k. Note that we can set the circuit size as a separate parameter to define the
computational independent-symbol sources. We generalize the well-known hardcore set
lemma to show that our extractor for independent-symbol sources still works for computa-
tional independent-symbol sources. In addition, the result of extractors for computational
independent-symbol sources implies a generalization of the well-known XOR lemma. Fi-
nally, we show an upper bound on the size of a binary hardcore set in any black-box

construction.

Since the proofs of Lemma 4.4.3 and 5.4.2 are complicated, in the future, we would

like to simplify these proofs. Moreover, we will go on to construct better extractors for
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these classes of sources or prove that these extractors are optimal.

In addition, in the proof of the lower bound on entropy loss for independent-symbol
sources, we provide a size lower bound on an ”almost” ¢-wise independent space, and this
immediately implies a size lower bound on any approximate t-wise independent space. It
may be interesting to find a better size lower bound on an approximate ¢t-wise independent
space.

On the other hand, there are several ways to prove the well-known XOR lemma [20],
and one is through the hardcore set lemma. In Chapter 6, we generalize the hardcore
set lemma to prove the generalized XOR lemma. It may be interesting to consider other

proofs for the XOR lemma to prove the generalized XOR lemma.
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Appendix A

An Example of Pair-wise

Independent Hash Family

We claim that the best result of [13] is a special case of generalized leftover hash lemma.
Let A',..., A™ be n x n matrices over GF|[2], such that, VS C [m], S # (), the rank of
AS M 3 .cq A" is n. Define a family ‘of hash functions. H = {f.|f. : {0,1}" — {0,1}"}
by

€S

foly) = (Almg) o (A2 y) 0 w0 (A7 2, y)

where A’z is a matrix-vector multiplication-over GF'[2].

We show that the family H is pair-wise independent.. For any y,y" € {0,1}",y # v/,
define z =z 0--- 02z, =y — ¢y # 0. Let wt(z) denote the Hamming weight of z. Since
2z # 0, wt(z) =k for some 1 < k < n. W.L.O.G., suppose that 2y = 2o = -+ = 2z, = 1,
and zp41 = Zpp2 = 2, = 0. Let A;'» denote the transpose of the jth row of A’ and let

T =21x10---0x, Then we obtain

Prlfaly) = f:(y)] = Pr Vi, (A'z,y) = (Az,y)]
= szg{ Vi, (A'z, z) = 0]
= f@%{[w, (A%, x)zy + - - + (AL, 2) 2, = 0]
= fil}{[v% (A}, @) + (Ay,2) + -+ (A, 2) = 0]
= f;g[[v@',mi + AL 4 AL ) = 0]

where + is the addition over GF'[2].
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Now we evaluate the number of x = zy o - - o x,, satisfying the following system of

equations:
(Al + A+ +Ap,2)=0
(A34+ A3+ +A2,2)=0
(AP + AP 4+ AP 2) =0
Suppose that some of the above m equations are dependent, then there exist by, ..., b,

for some 2 < t < m such that
bl bl . bl b2 b2 . e . b2 . . bt bt CECE) bt P—
(A" + A+ -+ AN+ AP+ AP+ A+ (AT H A+ -+ A =0

It means that the sum of the first k rows of A% + A2 4 ... 4 AP is 0, contradict A" +
A¥2 ... Ab having full rank. Hence these m equations are independent. There are
2n~m different values of x to satisfy the.above system of m different equations and n

variables, hence

Pr [fo(y) = fo(yO)] = Pr_[Vi, (A%, y —y)y= 0] = —.

fe€rH f=€rRH 2m

We complete the proof.
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Appendix B

An Elementary Proof of Extractors

for Independent-Symbol Sources

We give an explicit seedless extractor for independent-symbol sources, which works for

any min-entropy k£ but only extracts about log k_bits.

Theorem B.0.1. For anyn, k, D.€ N and any prime number M > D, there is an explicit
(n, D, k,e)-extractor EXTo : [D]™ = [M]; with e <.2:v/ M- e k/(8M?log D)

Note that for k > Q(M?log>D), our extractor has ¢ £ 2-9(*/(M*1ogD)) - Alternatively,
for any € € (0,1), our extractor can extract {)(log k —loglog D — loglog(1/¢)) bits. This
achieves the same asymptotic bound as the recent result in [32], but here we provide a
different and completely elementary proof.

To extract randomness, we will work on the group Z,,, for a prime M, and see any
symbol X; € [D] of the source as an element in Zj;. Throughout this section, operation +

or — on elements in Z,, is understood as an operation over the group Z,;. Our extractor

EXTq : [D]" — [M] is then defined as
EXTo(X) = ) &,
te[n]

which can be seen as taking an n-step walk on the group Z,,, using the n symbols from
the source in the following way. Each time when we are at some state v € Z), (initially

at 0 € Zy) and read a symbol a from the source, we go to the state v + a € Zy;. The
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extractor of Kamp and Zuckerman [33] for bit-fixing sources can be seen as a special case
of ours, with D =2 and X, € {—1,1}.

As in [33], we will show that each step of the walk brings the distribution closer to
uniform if the symbol read from the source contains some randomness. See a distribution
over Zy as an M-dimensional vector in the natural way. Suppose the current distribution
is P = (P1, ..., Pu) and the next symbol in the source has a distribution g = (51, ..., Bur)
(let B; = 0 for D +1 <1 < M). Then the next distribution is P = (P, ..., Py) with

Pi = Z BiPi-j,
JE€ELM

for i € Zy;. Let U denote the uniform distribution over Z,;. Let § = P—U and § = P—U,
ie., & =P;—1/M and §; = P; — 1/M for i € Zy;. The following is our key lemma which

shows the progress we can make after each step.

Lemma B.0.2. ||6]|2 < 6|2 - (1 — He(B)/(4M?log D)).

Proof. Note that fori € Zy, §; = Y 35ezy, Bi0ing- SO 1612= D000 Bidig)? =20 00, Bi07 i+

i 20 BiBedi—j0i—g which, using the equality ab = (¢” +0° — (a — b)?)/2 on the second

term, equals

2522 Y BB (O 02y 6 — 6i-0)?)/2

J#L i
= 262H6H2+anan2 S5 S 0 — 6 0))2
J#L J#L i
= ||5H2 Zﬁjﬁéz i 2+3 g) /2
J#e i

where the last line follows from the fact that >, 8% + 3., 8;6 = (32, 8;)> = 1. Then

we need the following two claims.

Claim B.0.3. For any nonzero s € Zys, > 0; — Oivs)? > |63/ M2

€L (

Proof. First, by an average argument, there exists some ig € Zj; such that 52-20 > ||6]|3/M.
Next, since ) .d; = 0, there exists some i; € Zjy; such that §;, and ¢;, have different
signs, so [0;, — 0;,|* > 02, > ||6]|3/M. Since M and s are relatively prime, the sequence

of elements ig, 79 + s,79 + 25, ... in Zy; must have period M and contain every element
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of Zy;. Thus, there exists an integer t € [1, M — 1] such that i; = iy + ts over Zy,. By a

triangle inequality, >, [0ig4(i—1)s — Gigjs| = [0ig — Gigtas| = [0ig — 0i |- Finally,

Z (52 - 6i+s>2 > Z (6i0+(j—1)8 - 6i0+j8)27

€L 1<5<t

which by the Cauchy-Schwartz inequality of Lemma 2.7.2 is at least

2
( Z |5io+(j—1)s - 5io+js|> /t > |520 - 5i1|2/t > ||5||3/M2

1<5<t
]
Claim B.0.4. >, 8,8 > Hoo(B)/(21og D).
Proof. Let f = max{f; : i € [M]}, so Hoo(8) = log(1/3). Then we have
Zﬁjﬁe = ZﬁjZﬁz > Zﬁj(l —B)=1-6.
J#L J U] J
Note that § is a distribution over [D}, 5o 8 € [1/D, 1}, For § in this range, we have
1— 6> (log(1/8))(k=1/D)/log D > H..(3)/(21og D).
]
Using the bounds of the claims in‘our derivation before, we have
1613 < 116113 - (1 - Zﬁjﬁe/(2M2)> < 1613 - (1 = Hoo(8)/(4M?log D)),
it
which proves the lemma. O

Now let us see how it can be used to prove the theorem.

Proof. (of Theorem B.0.1)

From Lemma B.0.2, we know that after reading the ¢t’th symbol X, from the source,
the Lo-distance between the resulting distribution and the uniform one decreases by a
factor

1- Hoo(Xt)/(4M2 log D) < ¢~ Hoo (X1)/(4M? log D)
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Therefore, we have

||EXT0(X) _qu < H 6—H00(Xt)/(4M2logD) _ e_zte[n] Hoo(Xt)/(4M210gD).

te[n]

Since the n symbols of the source are independent of each other, we have 3,1 Hoo(X}) =
H..(X) = k, so the bound above becomes e */(#M*108D)  Then by the Cauchy-Schwartz

inequality of Lemma 2.7.2,

|EXTo(X) — Ul < VM - |EXTo(X) — Ul < VM - e7H/E0ED),
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