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ABSTRACT

The advanced encryption standard (AES) algorithm has been standardized in
cryptography all over the world. The research of AES focus on two areas: One is the software
simulation and the other is the hardware_implementation. In this thesis, a table-based
high-speed AES ASIC design is proposed withra-parallel structure.

A look-up table approach instead of complicated circuits is exploited to realize the AES
algorithm, included the encryption; the-decryption, and.the key-expand, whose circuits are
implemented by ROM table, XOR gate, and multiplexer. First, we use Matlab platform to do
AES function simulation. Then, we use Verilog HDL to build and verify the AES system in
RTL level. Finally, the proposed HDL code is synthesized with UMC 0.13um CMOS process.
In the encryption with the 128 bits data path, it shows that the operating frequency can be
over 204MHz, to provide the 2.6Gbps data throughput. The total gate counts is about 273k.
Moreover, the complexity of decryption is 461k gates whose clock rate can achieve 200MHz

to supports the 2.56Gbps throughput in the 128 bits data path.

Keyword: AES, look-up table
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