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CPSMS-Cross Platform Server
Management System

Student: Ming-Chieh Kuo  Advisor: Wen-Nung Tsali

College of Electrical Engineering and Computer Science
National Chiao Tung University

Abstract

A steadily efficient and succinct server management is a tough
challenge. Server administration needs a large amount of intact information
to fix an issue immediately and:smoothly since the amount of enterprise’s
information has been increasing dramatically, It has, therefore, become
another challenge for server administration to manage or collect different
platform data of servers and.to-tmprove server utilization.

Monitoring these heteroegeneous platforms is yet another complicated
task since enterprises would tend to use different hardwares or operation
systems for solutions.

The main purpose of this thesis is to integrate these heterogeneous
platforms by intergrating interface to provide administrators with accurate
and clear report as well as notify them in time when a system goes down;
and to help administrators prevent from systems going down as well as
provide them with analysis by collecting the data through the systems.

Finally, we build an Cross Platform Management System to
intergraded different platform Server by database. Through the information
which they easy to get, administrators can make effectively policies,
configure server simply and report abnormal server status.

Keywords: Database, Server Management
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2.2

- w5 PR L &3 KT A5 (1)CPU Utilization -

(2)Memory Usage ~ (3)Disk I/O > Unix Like ehi® ¥ k k@ 5 — & 1%

FohBpZafet v o Rl ip T ARSI E Y LD

9

%’gt“ TR AT R R A F ¥ g CPU 4 memory h
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2.2.1 top ~ vmstat ~ free ~ df

1.top:fl* i 4p £ 7 10 % &k E 4R P % 4 process state > ¥

i kR

2. vmstat: # >+ &5 5+ processes~ memory ~ > paging ~ block 10 ~

traps 4+ cpu activity % — =t 34 {7 ¥ 11 < information 5 & f& - =%
boot

IR W T gk E -

3. free:dgom &)k SLdgduidd oA * hP M~ mEE R
g &7 kernel ‘e’ ’* i share memory fr buffer e+ /] o
. 3

g oot rhel 3vm:~ - E o

Ele Edit View Teminal Go Help

23:51:48 up 1 wmin, 2 users, load average: 0,59, 0.22, 0_08
57 processes: 55 sleeping, 2 running, 0 zombie, O stopped
CPU states: cpu user nice system irq softirg dowait idle
total 0.3% 0. 0% 0. 0% 0. 0% 0. 0% 0. 0% o 6%
Mem : 254144k av, 136516k used, 117628k free, Ok shrd, 8216k buff
102060k active, 15124k inactive
Swap: 602428k awv, ok used, 602428k free 84776k cached

COMMANI

&
=
=_'
-

1016 root 15 0 1¢1|QE L1M 3832 '3

W F A
0.3 4.6 E 3
1143 root 7 0 12176 11M 7228 R .1 4.7 02 O O gnome-termina
1 root 15 0 492 492 432 S o.0 0.1 0:03 0 init
2 root 15 0 L1 o 0 SW o.a 0.0 0 : O 0 keventd
3 root 15 0 [1] o 0 SW 0.0 D.0 0 :00 0 kapmd
4 root 34 19 1] o 0 SWN o.0 0.0 O o0 O ksoftirgd/o
7 Toot 25 (4] L1] o 0O SwW o.0 0.0 000 0 bdf lush
5 raot 15 0 1] o 0 S .0 0.0 000 0 kswapd
& root 15 ] L] o 0 SN o.0 0.0 Q00 0 kscand
8 root 15 4] L] o 0 S 0.0 0.0 000 0 kupdated
9 root 25 0 1] o 0 SW o.0 0.0 0:00 0 mdrecoveryd
19 root 15 4] L] o 0 S 0.0 0.0 [ e ] 0 kjournald
6326 root 15 o 604 B4 520 5 o.0 0.2 0:00 0 syslogd
G40 root 15 (4] 452 452 392 § 0.0 0.1 00 00 0 klogd
l_ﬁ'hi-i TpC 15 0 560 560 488 5 0.0 0.2 000 O porimap

10

=l




Elle Edit Miew Teminal Go Help

[rootdrhel3vn root]s [

IR G i T e R e e e e s i e 5..“1

[root@rheldwm root]# vmstat ;:J
procs METOTY SWap io system cpu
r b swpd free buff cache =i 50 bi bo  in cE us sy id wa
2 0 0 115600 9504 63232 o 0 311 B 144 257 2 6 74 17
[root8@rhel3vn root]# free
total used frea shared buffers cached
Mem: 254144 138544 115600 o a512 65232
-/+ buffers/cache: GAB0OD 190344
Swap: 602428 1] 602428
[rootiérheldwm root]ls df
Filesystem 1K-blocks Used Available Use® Mounted on
Sdev/sdal 7661228 1647920 5624136 23% /
none 127072 a 127072 0% /dev/shn

[fi~ ~ vmstat ~ free - df

2.2.2 Sysstat -
H e
= |

Sysstat [13] {* ﬁ ¥ 1§c r;»_. 5;: Feoag 1 & o

LenUnix iF¥ ke 'KF’%?“*I?# i,— 1 &4 sarssadf>
iostat » sa  #ra

l.sar: * -4 4 % YLty 3R £

2.sadf: A& 2 i kirxag enFop

3. mpstat : CPU 4p B izt

4.lostat: ¥>* CPU @ T - fiy » 1 AR 1 1/0 S

B.sa: fcBb ik d X T g 4 2 ki Tk

223 CIM

CIM[14] 8- B & & # $EIRR ? 55897 T2 4 &

.__BI"'#'

mpstat -

LK

KAFMEEFT PR ¢ 7 - ) p* (SpeC|f|cat|on)£ -l
Schemao Schema % & 1 CIM 3] civiflmdy if > ¢ 5975 g 24
22 HHES N o ARITATET CIM B2 H i ¢ 2]
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2.4.1 Perl
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2.4.3 LDAP (Lightweight Directory Access Protocol)
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TREmAH ]
W Aot Sana Dalesa I
TFRETM agent Dbad Fillar Sedling |halp]
agent 4
R R L leey Joperator  Juake Jact |
Pt Tl . [Menitedng am =] [in (delimiter by 3 =] [ -ﬂdul.
Biren
Ralated Link Catagory
SME

[fil= A P9~ CPSMS #Fius iz = stk 2

&r?]: L AT R K IE A A L AL S (openft.fipl.)r iF
X E UNIX S EIGE P A% AR E < % § Fnak
B G alarm Al 3% Email {w SMS i 4+ User ID 5 66666 :i¢ *
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|
|uSer1dJL TS
|User Mame il%ﬁ:’(t‘%

|Mai| Addr ||je1‘frey.eicQDg@nctu.edu.tw

|PagerND ﬂ

|CEthDne |oga0747888

=17~ CPSMS ®3u:ddf ¢ f FAR T

d 1122450776905

User Id : |6B886

Description ISEI"-."EI’ File System Full

|ﬂ|ert To: ||7 E-Mail I Pager W SMS

- Fey DOperator

||r'-'1|:lr‘|it|:|rir‘|g Itern;| ||ir‘| [delimiter by ,]l;l ||

|.-'-‘-.Iarr‘n_LeveI |ir‘| ||a|arrn
|ar‘u:| |Hnstr‘|ar‘ne |ir‘| |IDDEI“|f‘t,1:tD 1,dsmtftp.u
|ar‘u:| |MDﬂitDring_Item |ir‘| ||FSFULL
|ar‘u:| |F'Iatﬁ:|rm |ir‘| | BT

= 1+ 5 CPSMS Ba i i 2k

ri'}i;inritcrr_i_ng@  ~.com . T ijeﬂre'y'_kuo@ ~com

ZO05/12/16 08:50 Ak |
- 3 5 =y

Subject: |ra!2 Mo HeartBeat

raz Mo HeartbBeat

B~ A+~ CPSMS & 314 i (Email)

W= 7~ CPSMS 314 i (SMS)

46



526 HH e At

R R NG E @k
74 * Ff A K 345 e SQL A7 N H-H Az ;a:
FETR > B e 24 i - Microsoft SMS ,j‘s Pop R
(Data Transfermation Service)#-F 4L & 4&% 1! 1 Management p'f
B¢ SMS Tt & ¢ » it o G343 SQL A5t HA i e
£ R SMS T & CPSM Sy il %\ﬁ’#ﬁﬁ&émﬁ
e W OR ANAT R A G AT R 1‘lmmf{f}“} s ¥FACH e % AL

2N

TWHRE A RS T e s g B e AL~ A h kLo

A =g

\

\
-m
ah

i 4

T

i i‘

H N

o
St
=

4

P

':4-_\_
-4h
s
<
o
=
(@]
D
(@]
*
U

5.2.7 I_FEH e AN

eRERC e A & H A% ISP # e F A25N3F T %6 LDAP & &
% P 22 Windows AD Server 333 & B~ 4p B T Ao Bl = - 4 47
ot 0 Vi 4% L DARir B~ iR 42 # —%z m;fix\fé‘_;l ML R U
F ek o W AT S AT

28086-03-81 16:31:35 JNDIRealm[Catalina]: [TookupUser{ZT37T} (:)

28086-83-81 16:31:35 JHDIRealm[Catalina]: dn=cn=21391,cn=Users,dc=umc,dc=com

28086-03-81 16:31:35 JNDIRealm[Catalina]: retrieving values for attribute cn

28086-083-81 16:31:35 JNDIRealm[Catalina]: wvalidating credentials by binding as the yser
28086-83-81 16:31:35 JNDIRealm[Catalina]: binding as cn=213%91,cn=Users,dc=umc,dc=c
2006-03-81 16:31:35 JHDIRealm[Catalina]: [Username 21391 successfully authenticated |
28086-83-81 16:31:35 JHDIRealm[Catalina]: gEtRulES(cn=21391,cn=USEFS,dc=Emc,dc=cum)
2806-83-81 16:31:35 JHDIRealm[Catalina]: Searching role hase 'cn=users,tdc=umc,dc=com’ for
2806-083-81 16:31:35 JNDIRealm[Catalina]: With filter expression *(member=cn=21391,cn=Users
28086-03-81 16:31:35 JNDIRealm[Catalina]: retrieving values for attribute cn

28086-03-81 16:31:35 JNDIRealm[Catalina]: retrieving values for attribute cn

28086-03-81 16:31:35 JNDIRealm[Catalina]: retrieving values for attribute cn

28086-03-81 16:31:35 JNDIRealm[Catalina]: retrieving values for attribute cn

28086-03-81 16:31:35 JNDIRealm[Catalina]: retrieving values for attribute cn

28086-03-81 16:31:35 JNDIRealm[Catalina]: retrieving values for attribute cn

28086-03-81 16:31:35 JNDIRealm[Catalina]: retrieving values for attribute cn

28086-83-81 16:31:35 JHDIRealm[Catalina]: Returning 8 roles
28086-83-81 16:31:35 JHDIRealm[Catalina]: Found role 21391
28086-083-81 16:31:35 JNDIRealm[Catalina]: | Found role Domain Admins
28086-83-81 16:31:35 JHDIRealm[Catalina]: Found role F@5-Public@5Adm (:)
28086-083-81 16:31:35 JNDIRealm[Catalina]: | Found role GIT +—
28086-83-81 16:31:35 JHDIRealm[Catalina]: Found role GIT-ERP
28086-83-81 16:31:35 JHDIRealm[Catalina]: Found role DHZWebAdmin
28086-83-81 16:31:35 JHDIRealm[Catalina]: Found role GIT-ERP-WAH
28086-83-81 16:31:35 JHDIRealm[Catalina]: Found role RSAusers

qi%)'_: -+ Ju~ ISP i%iE LDAP B~1¥ Windows AD %z 3 4t
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5.4k ot ik

ﬂW%%%%*ﬁiﬁ%ﬁﬁﬁﬁﬁﬁﬁﬁ&w@»%%i’

oo~ APBEIE kR

Functions CPSMS  |KISMS [OpenNMS [OVO
Name

Agent Platform |Windows Win dowsWindOWS \Windows
Support Unix/Linux Unix/Linuxj/Unix/Linux
Cost Low Low Free Expensive
Server \Windows \WindowslLinux \Windows
Requirement Unix/Linux Unix
Web GUI Yes No Yes Yes
Support

Agent Auto

Update Yes No No Yes
Customerlize Ves No Yes YVes
Report

Knowledge-based|No Yes No Yes

Alert by SMS  |Yes No INo No
AKchentlcated by Ves No No Ves

1.Agent & #£ 4 #8-T = ( Agent Platform Support )

Kfﬁ KISMS = & # Windows i#% % 3T 5 ¢ » A< 2. CPSMS £
OpenNMS HP OVO % ¥ if * »>* p 70 % 304 § ip\ i eniTE k kLo

2.1 #(Cost)

%7 OpenNMS % Opensource # 7 & 7 * » &~ 2 CPSMS &
KISMS % & El FRFRETE G EAA ‘?/)Emﬂé»#\ » OVO o »+ 8 =
AAREHEMARRT 2 - 47 A g Ef FEade o

3}? LT -

*< 2. CPSMS Fi ¢ * T 52 25835 2 K970 7 3h A
Windows/Unix # % &_ Linux #%% 2 # * » OVO Rliv & Windows £
#F e aUnix FiEi®w > 13 KISMS 2 OpenNMS ‘}L’K Poar e H - TR
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2, e T & _\" 2
S8 BT ‘—_—v)(\‘ l% * oo

4.9 F B o 32 % % (Web GUI Support)
KISMS } & Bt a (" VB ®3)HEAZ 3 iy g 4
# 0 f1* Web-Based § 1TF LA G 2 & G A kehdgg o

5.Agent #2;% { #7

k22 CPSMS g OVO #87 3k3* Agent 425% f f { AT2 # it >
OpenNMS ¢ 23 * I] Agent #2;% #rr3 F & pt# it » KISMS 1 &
&3 Agent A2 3% { ATH AL o
6.% Wit 3F £

%7 KISMS A &8 aF 4 anu g Rk

[FEine=0:

KISMS £ OVO % $ lsify 4 1 4 & fost i st i CPSMS 22
OpenNMS  # & $% i Ap8F & shsbaii, ©
8.SMS i

K,%”J &2 CPSMS™#h B ="F K Zip =i 7 L% £ 485 %
L enE L g i 5 50

9.41* Windows AD i¥ 343 (Authenticated by AD)

CPSMS £ HPOVO ¥ j£4d %56 Windows AD %333 >
OpenNMS 7 KISMS & ¢ 54 ii o
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HP UX 10.2.,,11.0 - 11.11 » 11.23
IBM AIX 4.3.3, 71912
Truo4 4.0F » 51a > 5.1b

Linux (Redhat)

6.2°»71+9.0°AS2.1 - ES3.0 - AS3.0 - AS4.0

Linux (SUSE)

8.0+9.0

Microsoft Windows NT4.0 - 2000 - 2003
Fo s AEAMT LA
HP Model
IBM H50 » H80O » S80 » F50 » B50 » 6M2 » 6C4 » 570
Compag Alpha 4100 > DS10 » DS20 » ES40 » ES45 » ES80 » GS60 » GS80 » GS1280
HP J6000 » K380 » K570 » L2000 » N4000 > rp3440 > rp7620
HP 1A64 1x2620 » rx4640 > rx7620
SUN 220R » 880 » 280R » 480R - Ultra 80 » E3500 » E4500 » E10K
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SQL*Loader Example

### perf_cpu.data HitH

utrvrd03,2005/06/26,00:02:00,0,0,0,1
utrvrd03,2005/06/26,00:04:00,0,1,0,1
utrvrd03,2005/06/26,00:06:00,0,1,0,1
utrvrd03,2005/06/26,00:08:00,0,0,0,1
utrvrd03,2005/06/26,00:10:00,0,0,0,1
utrvrd03,2005/06/26,00:12:00,0,0,0,1
utrvrd03,2005/06/26,00:14:00,0,0,0,1

###  load_cpu.ctl H#iH

options (rows=1500, bhindsi=ze=10000000)
load data

infile 'x:Hcpsmshperfﬁwurkiperf_cpu.dat'
Lruncate

into table w perf unix cpu

fields terminated hy ",

[

hostname L

logdate ;

logtime

ut_ user 3

ut sys 1

ut_wio

ut ]
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HiHHE load cpu.log HitHH

SQL*Loader: Release 9.2.0.1.0 - Production on BER= 7H 23 13:11:18 zoo03

Copweight (o) 1982, 2002, Oracle Corporation. All rights reserwved.

Control File: ¥:hepswmsh perfl load cpu.ctl
Data File: ¥:ih\ocpamsh perfiworkh perf cpu.dat
Ead File: x:epswsh perfipert cpu.bad

Discard File: none specified
(Lllow all discards)
Nunber to load: LLL

Nurber to skip: 0O
Errors allowed: 50

Bind array: 1500 rows, maximanm of 10000000 bytes
Continuation: none specified
Path used: Conventional

Table W PERF UNIX CFU, loaded from every logical record.
Insert option in effect for this table: REPLACE

Column Name Position Len Term Encl Datatype
HOZTHANE FIRST # " CHARACTER
LOGDATE MNEZT # ; CHARACTER
LOGTINE MNEZT # " CHARACTER
UT _USER MNEZT # ; CHARACTER
UT_3%3 MNEZT # " CHARACTER
UT_WIO MNEZT # ; CHARACTER
uT MNEZT # " CHARACTER

Teble W PERF UNIX CPU:
703 Rowzs successfully loaded.
0 Rows not loaded due to dats errors.
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####  perl http post example  ####
use Net::HTTP::NB;
sub request_server
{
my($method,$url,$content) = @ _;
logger(*"beg> request server","DEBUG");
my($server,$port)=get_activeserver();
if ("$server” eq "0") {
logger(“request_server: Sorry !! No available server!!","ERROR");
logger("<end request server","DEBUG");
return;
by
$method=uc($method);
if ($method eq "GET") {
my($rt,$buff,$n);
$rt=""; $n=0;
while ($rt ne "200" && $n<3) {
($rt,$buff) = http_get($server,$port,$url);
($server,$port)=get_activeserver();
$n++;
last if ($rt eq "200" || $n>=3);
sleep(3);
}
logger(*'<end request server”,"DEBUG");
return ($rt,$buff);
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¥
if ($method eq "POST") {

my($rt,$buff,$n);
$rt=""; $n=0;
while ($rt ne "200" && $n<3) {
($rt,$buff) = http_post($server,$port,Surl,Scontent);
$n++;
last if ($rt eq "200" || $n>=3);
sleep(3);
¥
logger("<end request server","DEBUG");
return ($rt,$buff);

}

sub st_check sys -time

{
my $btm = time;
my($rt,$buff,$subname, $ltm);
$subname ="st_check_sys_time";

($rt, Sbuff) = request_server("POST",
"$g_urlroot/st_check sys_time.jsp", "X=0");

my $atm = time;
$ltm = ($btm + $atm) /2;
$g_taskmesg{$subname} ="";
if ($buff =~ /Success/ && abs($Itm - (split(/,/,$buff))[1]) > 10) {
$g_taskmesg{$subname} = sprintf(*"' Time skew : %d seconds",
$ltm - (split(/,/,$buff))[1]);
1}
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### perl ftp example  ###HH#
my($g_ftpserver,$g_ftpuser,$g_ftppwd,$g_0s,$g_hostname);
$g_ftpserver ="192.168.1.2";

$g_ftpuser = "ftp";

$g_ftppwd = "ftp@passwd";

sub send_data()
{
my($dd) = @_;
my($ftpcmd, @flist,$f,$outmesg);
$ftpcmd="ftp--v.-n $g_ftpserver << EOF\n";
$ftpemd="${ftpcmd}user $g_ftpuser $g_ftppwd\n™;
$ftpcmd="${ftpcmd}cd incoming\n";
$ftpemd="${ftpcmd}cd perfin™;
$ftpemd="${ftpcmd}lcd /tmp\n";
@flist="Is /tmp/sar_* *.$dd";
for $f (@flist) {
chop($f);
my($null,$dir,$fn) = split(/\//,$f);
print "$fn\n";
$ftpcmd="${ftpcmd}put $fn\n";
¥
$ftpcmd="${ftpcmd}bye\n";
$ftpcmd="${ftpcmd}EOF\n";
$Soutmesg="$ftpcmd’;
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#### System log Check v & H #HH#HIH#

# ftpd[1234]:

ftpd[[0-9]+]:

# inetd[1234]: ftp/tcp: Connection from

inetd[[0-9]+]: ftp/tcp: Connection

# suU: 77 root-xxxx

su: .+ root-

# su @ + 77 root-xxxx

su : .+ root-

# in.mpthd[1234]:

in.mpathd[[0-9]+]:

# root: Solstice Backup-media;

root: Solstice Backup-media:

# last message reeated 1 time

last message repeated [0-9]+ time

# above message repeats 2 times
above message repeats [0-9] time
above message repeats [0-9][0-9] time

# telnetd]...]: getpid: peer died: Error O

telnetd[[0-9]+]: getpid:

# xntpd]...]:

xntpd[[0-9]+]:
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ISP sai@ Azt # b
f%

out.println("Login User:" + request.getUserPrincipali) .getMame() ) :
if [regquest.isUserInBole ("GIT-EDC™) )] |

out.println("<Font color=redr PRole: Administrator</Font>"):

..... sdministEabor wel paEge i i i ks

else |

out.println("<Font color=Green> PRole: General User</Font>"):

cexcgeneral user web page. L oL o i e e e e

£
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FI* UNIX pozZ SHELL #3454 2~ UNIX A 48 7030 & &)

sub xt_unix_dc_system_info_osf

{

my($model,$ram,$cpu_count,$cpu_speed);
$cpu_count="sizer -p’; $cpu_count =~ s/\n//g;

$cpu_speed="psrinfo -v|grep Hz|awk '{print \$8}| tail -1;
$cpu_speed =~ s/\n//g;

if (-X "/sbin/nwmgr" || -X "/usr/sbin/lhwmgr") {
$model="hwmgr show component | grep AlphaServer | tail -1 | cut -c 34-7;
$model=~ s/\n//g;

}

else {
$model="grep AlphaServer/varfadm/messages™ [tail -1|awk ‘{print \$6 \$7,
\$8}";
$model =~ sA\n//g;

$ram="vmstat -P | grep "Total Physical Memory =" | cut -d"="-f 2;
$ram =~ s/\n//g; $ram =~ s/M//g;

return($model,$ram,$cpu_count,$cpu_speed);
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1% WMI 2~ Windows A £ 3 31 4 &

if ($info{"Windows Version'}{'CurrentVersion'} =~ /5\.\d/) {
my $strQuery = "Select * From Win32_LogicalMemoryConfiguration”;

my $WMI = Win32::0LE->GetObject("winmgmts://");
my $Results = SWMI->ExecQuery($strQuery);

foreach my $interface (in $Results ){
if ($Interface eq undef){
# No Information
}else {
Sinfo{'Memory}{ TotalPhysicaliviemory'} =
$Interface->TotalPhysicalMemory;
logger(sprintf(“"%sMemory%s TotalPhysicalMemory%s===%s", $del,
$del, $del, $info{'Memory}H{ TotalPhysicatMemory'}));
Sinfo{'Memory}{'TotalPageFileSpace} =
$Interface->TotalPageFileSpace;
logger(sprintf("%sMemory%sTotalPageFileSpace%s===%s", $del, $del, $del,
Sinfo{’'Memory}{'TotalPageFileSpace'}));
Sinfo{'Memory}{ TotalVirtualMemory'} =
$Interface->Total VirtualMemory;
logger(sprintf("%sMemory%sTotal VirtualMemory%s===%s", $del, $del,
$del, $info{'Memory'}{ TotalVirtualMemory'}));
Sinfo{’'Memory}{'AvailableVirtualMemory'} =
$Interface->AvailableVirtualMemory;
logger(sprintf("%sMemory%sAvailableVirtualMemory%s===%s", $del,
$del, $del, $info{'Memory'}{'AvailableVirtualMemory'}));

¥
¥
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