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3.1 New [APP Services for 802.11F
3.1.1 IAPP-TUNNEL-NOTIFY .request

% APz 7]802.11i/WPA enabled ¢ Station % 1, Reassociation Request frame -
APME ¢ 2 IAPP-TUNNEL-NOTIFY .request primitive % # IAPP #:i¥ IAPP
TUNNEL-notify packet] ;% Station & £ Associated 7 AP > £ i AP Frig Station
£ reassociation ¥ * 2 & R¥& R AP = * IAPP Tunnel -

IAPP-TUNNEL-NOTIFY .request primitive 3 T 7157 semantics

IAPP-TUNNEL-NOTIFY .request {
MAC Address °

Sequence Number >

Old AP >

Timeout

}

MAC Address #_ reassociated~3] s AP =#2 station- 77 MAC Address °

Sequence Number&_%k p **station # dp=Reassociation Request frame *# £1Sequence
Number field -

Old AP % _Reassociated 3| #* APstation + — i Associated AP WM MAC address °
APME ¥ 1z j&Station % 1! Reassociation Request frame * =7 Current AP Address
field 2~%¥ -

Timeout #_14 ) 5 ¥ =+ j8 JAPP TUNNEL-notify packet i¥ 1 2  ¥| IAPP TUNNEL-

response packet JT I #rIEHP pER 0 F AR B BRFRE v K g ®] IAPP TUNNEL-

response packet B4R 5 Timeout °
% IAPP 4t 3|iz B service primitive {é - IAPP entity & %%\;5 Rk AP = MAC

address P~ 2 DSM = IP address > & i# ¥ TAPP TUNNEL-NOTIFY packet & &

AP % Z Station 7 Reassociation ¥ & fzz = JAPP Tunnel -
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3.1.2 IAPP-TUNNEL-NOTIFY .confirm

% New AP 4 ¥]/%OIld AP @& % &7 IAPP TUNNEL-response packet &t LS
y2¥] TIAPP TUNNEL-response packet > it ¢ i I[APP-TUNNEL.request primitive
+ 45 T Timeout ¥ - IAPP § 1/ ¢t service primitive * kv % APME # IAPP-
TUNNEL-NOTIFY .request 2 /&J2 %% % o

IAPP-TUNNEL-NOTIFY .confirm primitive 7 T 7|7 semantics

IAPP-TUNNEL-NOTIFY .confirm {
MAC Address >

Sequence Number >

Old AP -

New BSSID

Status

}

MAC Address #_iz 95 IAPP-TUNNEL-NOTIFY:equest * ip 7+ reassociated It
AP 1 station =7 MAC Address -

Sequence Number&_%k p **station # dp=Reassociation Request frame *# £1Sequence
Number field -

Old AP &_ reassociated I AP ¢ station t — iB associated AP 57 WM MAC

address -
New BSSID #_ station reassociated 7 New AP 17 WM MAC address °

Status * %3577 IAPP-TUNNEL.request. ehg % » %% ¥ it » SUCCESSFUL -
FAIL » DENIED # TIMEOUT - SUCCESSFUL # 7+ IAPP Tunnel @ = # 1%
> > FAIL %7 RADIUS 7 # % %33 OIld AP ¢ IP Address =& & -
DENIED # 7+ IAPP-TUNNEL.requsest #fiy *sP0ld AP i 5% 7 & —*Ff F1H s
2d %4k iFiz > TAPP Tunnel » TIMEOUT # 7+ & it & timeout PFRF P T3]
IAPP TUNNEL-response packet °

% APME 4z 3| status 5 SUCCESSFUL ° IAPP ¥ 12 B 4> #-station &%

DS 7 data i%5:% IAPP Tunnel &% Old AP 11 % #& < j€_OIld AP #£:iE [APP
Tunnel & % &1 data > % APME 4z | status # & SUCCESSFUL > f| IAPP

12



Tunnel #& ;43 = o

3.1.3 IAPP-TUNNEL-NOTIFY .indication

% AP 43| IAPP TUNNEL-notify packet {¢ » IAPP ¢ 2 # IAPP-TUNNEL-
NOTIFY .indication * % # 3% APME 7 - i Station ¢ % Reassociated ¥|¥ - i
AP (New AP)> APME &% w % — 1 IAPP-TUNNEL.response packet 4 3%New AP o

IAPP-TUNNEL-NOTIFY .indication primitive 3 ™ 7| semantics

IAPP-TUNNEL-NOTIFY .indication {
MAC Address >

New BSSID

Sequence Number >

AP Address °

}

MAC Address #_i% ¥ IAPP TUNNEL-notify packet © #7457 reassociated I|
New AP ¢ station 7 MAC Address

New BSSID #_ station reassociated =7 New AP: 717 WM MAC address °

Sequence Number&_% p **station % ! Reassociation Request frame *® £1Sequence
Number field -

AP Address & New AP=1DSM IP address > ~ %‘*‘u‘i@ i# JAPP TUNNEL-notify packet
7 AP 9 [P address °

3.1.4 IAPP-TUNNEL-NOTIFY .response

% APME 123] IAPP-TUNNEL-NOTIFY.indication {¢ » APME ¢ % %IAPP-
TUNNEL.response % IAPP > 4577 IAPP-TUNNEL-NOTIFY .indication R B
% o IAPPqz 3| IAPP-TUNNEL-NOTIFY .response ¢ » ¢ #- Status i% i IAPP
TUNNEL-response packet i# 1% % New AP o

13



IAPP-TUNNEL-NOTIFY .response primitive 3 ™ 71| {7 semantics

IAPP-TUNNEL-NOTIFY .response {
MAC Address >

New BSSID

Sequence Number >

AP Address °

Status

}

MAC Address #_iz ¥ IAPP TUNNEL-notify packet ¥ #7457 reassociated I|New
AP 1 station 7 MAC Address °

New BSSID #_ station reassociated 7 New AP 17 WM MAC address °

Sequence Number&_%k p ** station# ! Reassociation Request frame *® £3Sequence
Number field -

AP Address# New AP=1DSM IP address-» =% if‘u{@ i# IAPP TUNNEL-notify packet
7 AP 9 [P address °

Status * i«‘fﬁfr IAPP-TUNNEL-NOTIFY.indication =%
L
Tunnel =uE > o

DENIED % -+ IAPP-TUNNEL-NOTIFY .indication # “rif;] TAP & E AT
s 7@ d % A viFiE 2 JAPP Tunnel °

-k
A
et

3.1.5 IAPP-TUNNEL-DATA.request

% IAPP Tunnel © 5 * > @ 3 data #7i%5i% IAPP Tunnel #:i% 3| Remote
AP F¥ > APME ¢ iz IAPP-TUNNEL-DATA request & F TAPP entity #-p*
framei% i IAPP Tunneli$+#]i# % Remote AP » IAPP 4z ] IAPP-TUNNEL.DATA.
rsponse & 0 € KA 802.11 frame 3% ¥] IAPP-TUNNEL.DATA® - #X{i%iE
IAPP TUNNEL i# i¥ % Remote AP o

IAPP-TUNNEL-DATA . request primitive & 7 & 7|£7 semantics

14



IAPP- TUNNEL-DATA {
MAC Address >
Sequence Number >

Peer BSSID »

Local BSSID >

Data

}

MAC Address &_ station 7 MAC Address °

Sequence Number ¥ Reassociation Request frame *® 7 Sequence Number #4p F o

Peer BSSID #_ remote AP WM MAC address -

Local BSSID#_ AP p & v WM MAC address °

Data & % % 802.11 frame °

3.1.6 IAPP-TUNNEL-DATA.confirm

iz service primitive &¥_ IAPP* % #- IAPP-TUNNEL-DATA request /&J2 %
% w %% APME » APME ¥ i£iE IAPP-TUNNEL-NOTIFY.confirm ¥ 1 Status

field 3@ % % o

The IAPP-TUNNEL-NOTIFY .confirm primitive & 7z T 7|7 semantics

IAPP-TUNNEL-NOTIFY.confirm {
MAC Address >

Sequence Number >

Peer BSSID -

Local BSSID >

Status

}

MAC Address &_ station 7 MAC Address °

Sequence Number ¥ Reassociation Request frame *® 7 Sequence Number #4p F o

15



Peer BSSID #_ Remote AP WM MAC address °
Local BSSID&_ Local AP 7 WM MAC address -

Status * j\«‘fﬂ 7+ IAPP-TUNNEL-DATA request 1% % » %% ¥ & = SUCCESSFUL
& FAIL- SUCCESSFUL # 7t data © & i5:i% IAPP Tunnel #:i% *%remote AP -
FAIL # 7+ & ;235 ¥|4p ¥ & 0 TAPP Tunnel -

3.1.7 IAPP-TUNNEL-DATA.indication

% AP 4z 3| % p ** JIAPP Tunnel ¢ data p¥ > IAPP ¢ ™ IAPP-TUNNEL-
DATA.indication i &= APME 3 Data j&_IAPP Tunnel 7% - #e7 AP @& % >
APME 4z ] IAPP-TUNNEL-DATA. indication {$ > ¢ # data §%4 2= d MLME

FeJB o
IAPP-TUNNEL-DATA.indicationiprimitive.. £ 2 F 71| <7 semantics

IAPP-TUNNEL.indication {
MAC Address >

Sequence Number >

Peer BSSID »

Local BSSID >

Peer IP Address >

Local IP Address °

Data

}

MAC Address &_ station 73 MAC Address °

Sequence Number ¥ Reassociation Request frame *® 7 Sequence Number #4p F o
Peer BSSID #_ Remote AP7 WM MAC address °

Local BSSID&_ Local AP 7 WM MAC address °

Peer IP #_ Remote AP ¢ DSM IP address °

16



Local IP &_ Local AP ¢ DSM IP address °

Data & % % 802.11 frame °

3.1.8 IAPP-TUNNEL-DATA.response
% APME 123] IAPP-TUNNEL-DATA. indication ¢ - APME ¢ r IAPP-

TUNNEL-DATA response #-&J2 & % v % SIAPP» IAPP ¥ i% i IAPP-TUNNEL-
DATA response *® 5 Status field ¥ 3] H 22 &% o

The IAPP-TUNNEL.response primitive has the following semantics
IAPP-TUNNEL.response {

MAC Address °

Sequence Number >

Local BSSID -

Peer BSSID -

Local IP Address »

Peer IP Address
Status

}

MAC Address &_ station 7 MAC Address °

Sequence Number ¥ Reassociation Request frame *® 7 Sequence Number #4p F o
Peer BSSID #_ Remote AP7 WM MAC address °

Local BSSID&_ Local AP 7 WM MAC address -

Peer IP ¥_ Remote AP < DSM IP address °

Local IP &_ Local AP ¢ DSM IP address °

Data & % % 802.11 frame °

17



Status * i#ﬂfr IAPP-TUNNEL-DATA.indication.request =% % » 2% ¥ i &
SUCCESSFUL # FAIL > SUCCESSFUL # 7+ data ¢ 58 4|% 2 d MLME jw
32 > FAIL % 77 & %45 2/ 4p ¥ & 57 IAPP Tunnel -

3.1.9 IAPP-TUNNEL-TERMINATE.request

APME ¢ # 2 IAPP-TUNNEL-TERMINATE.request & & & IAPP % i IAPP
Tunnel - IAPP 4z 3] IAPP-TUNNEL-TERMINATE.request f¢ ¢ &% TUNNEL-
Terminate packets I'| Remote AP  # IAPP Tunnel # i o

% station 22 New AP = 802.1x u#EAAF =112 PTK GTK & 4 {8 »

IAPP-TUNNEL-TERMINATE.request primitive 3 T~ 7|7 semantics

[IAPP-TUNNEL-TERMINATE.request {
MAC Address °

Sequence Number >

Old AP >

}

MAC Address #_ reassociated =3 r“APr#rstation: <7 MAC Address °

Sequence Number #_%k p 3t station % " Reassociation Request frame ¥ &

Sequence Number field o
Old AP &_ Reassociated )¢ AP ¢ Station  — B Associated AP 7 WM

MAC address » APME # 12 j&_station % ! Reassociation Request frame *# £
Current AP Address field 2~ -

3.1.10 IAPP-TUNNEL-TERMINATE.confirm

IAPP 4z 3| IAPP-TUNNEL-TERMINATE.request {& g - JAPP-TUNNEL-
TERMINATE.confirm % w % APME H £J2 % % > APME ¥ i%:iE IAPP-TUNNEL-
TERMINATE.confirm ¢ Status field % 3| &2 % % o

IAPP-TUNNEL-TERMINATE.confirm primitive 3 ™ 7|7 semantics

18



IAPP-TUNNEL-NOTIFY .confirm {
MAC Address >

Sequence Number >

Old AP -

Status

}

MAC Address &_ station 7 MAC Address °

Sequence Number#_% p **Station % ! Reassociation Request frame *® £1Sequence
Number field -

Old AP &_ Reassociated I AP 1 Station } — i Associated AP &7 WM MAC
address> APME # 12 j%_station % ! Reassociation Request frame *# 7 Current AP
Address field B~7

Status * i#ﬂ:r IAPP-TUNNEL.request i3 % » 2 % ¥ i 5 SUCCESSFUL &
FAIL - SUCCESSFUL # -+ IAPP Tunnel & %, » FAIL &7+ &4 3R
IAPP Tunnel -

3.1.11 IAPP-TUNNEL.TERMINATE.indication

% IAPP 4z 3] TIAPP TUNNEL-TERNAMATE packet s - ¢ " IAPP-TUNNEL.
indication % 3% APME @ ‘54z 3|- i % it IAPP Tunnel : packet j%£_ Remote AP
% %5 % IAPP Tunnel =r:#-4k 3%k o

IAPP-TUNNEL.indication primitive T 7| semantics

IAPP-TUNNEL.TERMANATE.indication {
MAC Address >

New BSSID

Sequence Number >

AP Address °

}

MAC Address &_iz 95 IAPP TUNNEL-NOTIFY packet ¥ b’“r:}ﬁr’ﬁ reassociated I
New AP &7 station 7 MAC Address -
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New BSSID #_ station reassociated 7 New AP 1 WM MAC address °

Sequence Number&_% p **station % ! Reassociation Request frame *® £1Sequence
Number field -

AP Address# New APDSM IP address » ~ fj*u{@ i#]APP TUNNEL-TERMINATE
packet ¢ AP ¢ [P address °

3.1.12 IAPP-TUNNEL.response

% APME 123 IAPP-TUNNEL.TERMINATE.indication {s > APME ¢ 1
IAPP-TUNNEL.response kv % IAPP H i® % % iz % IAPP Tunnel ik it o

IAPP-TUNNEL.response primitive 3 T 7| semantics

IAPP-TUNNEL.response {
MAC Address >

New BSSID

Sequence Number >

AP Address °

Status

}

MAC AddressZ_i& 33 IAPP TUNNEL-NOTIFY packet ® b’“r:fﬁ ;7 Reassociated F|New
AP = station 7 MAC Address °

New BSSID #_ station reassociated 7 New AP 17 WM MAC address °

Sequence Number #_% p *tStation# ! Reassociation Request frame *® £1Sequence
Number field -

AP Address ®_ New AP 7 DSM IP address’ %&—5’;@; i# TAPP TUNNEL-NOTIFY
packet ¢ AP ¢ [P address

Status * %3577 IAPP-TUNNEL.TERMINATE.indication ihi5% » # & 3
SUCCESSFUL -
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32 KGBRAE

% IAPP Tunnel 541 ° > B] 3.2.1 > A8 Y5427 4cf32 % 3 2L 5 Old AP ¥ Station

\-=_ _________________ > Distribution System
Station A | 0 @
: @ IAPP Tunnel : ®
Old AP i New AP
. .
‘?:Q = g
— f—l\& H
= ¢
Roaming -
___________ > ==
Station B
B 3-2-1

3.2.1 Actions triggered by anTAPP-TUNNEL-NOTIFY.request

% 802.11i/WPA enabled 75> Station> Reassociate ¥4 AP APME g 1
IAPP-TUNNEL-NOTIFY .requést primitive 725 IAPP % :¥ TUNNEL-notify packet

$|3% Station /n £ Associated=1AP (Old AP) - :EQId AP+: #* Station:rReassociation
F® & fi% > TAPP Tunnel °

[IAPPYz 3|z B service primitivefs > [APP entity & 12 Old AP ¢ MAC address
+ RADIUS server 4 34 2 DSM &7 IP address » & i# ¥ IAPP TUNNEL-notify packet
£0Id AP % 4 station 7 reassociation I & fi= = IJAPP Tunnel - B]3-2-2 - Old
AP R|r2 TAPP TUNNEL-response ¥ % ©
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Old AP

New AP
{0 {0
' : ] :
| |
APME IAPP 1APP APME
1APP-
TUHHEL-HOTIFY. I1APP
request TUHHEL-notify I1APP-
packet TUHHEL-HOTIFY.
indication
e
I1APP
IAPP- TUIIH:E]I;;:rke:JmBe JAPP.
TUHHEL-HOTIFY. TUHHEL-HOTIFY.
confirm response

®l 3-2-2

3.2.2 Actions triggered by a

# Station ¥_ Old

Tunnel
IAPP Tunnel * &% o

2 gt F FRAL

AP % i

% data j¥_station #i% 3] DS e
-H erammanneerannnnn A Distribution System
Station A | @ n
LV
49 0r IAPP Tunnel 9@ F
| I
Old AP i o 4 New AP
= < A
[ Roaming \-
B = = RS » ==
Station B
] 3-2-3

¥ New AP @ 3 :




% APME &_MLME 43| 802.11 frame & i%:i% IAPP Tunnel &3] Remote AP
(Old AP) s APME ¢ 12 i IAPP-TUNNEL-DATA request & £ IAPP entity #-p
frame #+% 3 TUNNEL-data packet #X1si%:% IAPP Tunnel &% OId AP -

¥ OIdAP & =

¥ IAPP 43| TUNNEL-data packet - IAPP #- packet ¥ =7 data }x4p 2 802.11

frame #3;% > £:% APME £ 24 MLME i#% Station -
| © | ©
ar ar
' : H g
i i
APME IAPP IAPP
IAPP-
TUHHEL-DATA.
request
IAPP
TUHHEL-data IAPP-
packet TUHHEL-DATA.
IAPP indication
TUHHEL-DATA. L
confirm
- IAPP-
TUHHEL-DATA.
respoIse
B13-2-4
% data £_DS #:i% 3| station °
\!.- ................. > Distribution System
Station A |D @
9 ®F IAPP Tunnel 96
r |
Old AP L '
- - New AP
e E
< -
~ D
- v
- Roaming \-
___________ } \*
firs Station B
Bl3-2-5
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¥ OIdAP = %

% APME jEMLME 4z %] 802.11 frame & i%5i% IAPP Tunnel &3] Remote AP >
APME ¢ iz IAPP-TUNNEL-DATA.request & - IAPP entity - frame 3t
% 3 TUNNEL-data packet ?X 7551 IAPP Tunnel &% New AP o

¥ New AP 7 3 :

4 IAPP 4z ¥] TUNNEL-data packet » IAPP #- packet ¥ ¢ data %t H 802.11
frame ;% > 5% APME £ 24 MLME &1 DS -

Old AP New AP

APME IAPP IAPP APME

1APP-

TUHHEL-DATA.
request
> I1APP
TUHHEL-data 1APP-
packet TUHHEL-DATA.
1APP- indication
TUHHEL-DATA. >
confirm
dil
.y
1APP-
TUHHEL-DATA.
Iesponse

®3-2-6

3.2.3 Actions triggered by an IAPP-TUNNEL.TERMINATE.request

¥ Station ¥2 New AP = 802.1x #EMAAEF == 1 %2 PTK» GTK A4 {5 »
New AP 7 APME ¢ # # IAPP-TUNNEL-TERMINATE.request & RIAPP * it
IAPP Tunnel > Xt IAPP ¢ i& ¥ TUNNEL-Terminate packets | Remote AP -
IAPP Tunnel # ik > % pb 12 {5 > 3%Station e4e f2 5% 14 2 Fofd @ﬁi@?] v %18 New AP -
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Old AP

MNew AP
‘1 © ‘] © "
1 18 P g
| § | §
' 8 + .
APME 1APP IAPP APME
IAPP-
TUHHEL-TERMINATE.
request 1APP
TUHHEL-t inate
|)ac:;m“ etrlre
TUHHEL-TERMIHATE.
indication
.
L
1APP-
TUHHEL-TERMINATE. I
-
confirm 1APP-
TUHHEL-TERMIHATE.
response

®3-2-7

25



3.3 Packet Formats
3.3.1 General IAPP Packet Format

B] 3-3-1 5 — 4xa7 IAPP 3¢ ;8 IAPP 3fe ¥ 12 %%E; TCP & UDP @ﬁ;f] )
H port number £_ 35173 -

IAPP Version Command Identilier Length Data

Oclets: 1 1 2 2 (-n

General |APP Packet Format

®l 3-3-1

IAPP Version #f & & 5 ~ B bits » * &k & 57 IPAA T4 > “0” * k&7 p =
SRk > B ARDE Y AR TR FL T o

Command ## =& & 5 ~ B bits » H fEsiii 0 F| 255 cnf#Hc> * k&7 I[APP #
¢ ehrt iy 0 4 3-3-1 5 Command 4§ et g2 B o 802.11F T & 7 = B3fe fd
#ooaBE0 3 6 HAmEE Y ¥ B JAPP Tunneling &3k + % 34 B
e faE o T At ¢ Sv® 57 510 T¢ 3 JAPP Tunnel 2 # * -

\Value |Command

ADD-notify

MOVE-notify
MOVE-response
Send-Security-Block
ACK-Security-Block
CACHE-notify
CACHE-response
TUNNEL-notify
TUNNEL-response
TUNNEL-data

10 TUNNEL-Terminate-notify
11-255 |Reserved

% 3-3-1 Command field for IAPP-TUNNEL

Ol Nj[ojo|b~lw]NdN|F—,]O

Identifier # =& & 5 16  bits » 1t 5 IAPP 4} & #vu|# » %1 IAPP Request 3
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@3 o piEf Sri— @ 0 JAPP Requests v Responses #& b {8 1% 5 /% »
gt et s Identifier » ¥ 02 0¥ 5 4F e AR T R * > F device YT F| £ 4§ Identifier
it s RlERH T H o

Length # =& & % 16 B bits > 4571 21 F B IAPP 3t¢ ch& & » ¢ 7 version
command - identifier > length 4 % data f§ i > § 3¢ & & < *% Length {§ =745 T
SPE P AL I R RAR Z0g 0 2R R F R Length f ordp LA ERF o pdf e K-
wE R e

Data ff =& - B+¥ #& R iy = > B p % PR35 Command 1§ i #74p 7 1 IAPP

HeAfa e

3.3.2 TUNNEL-notify Packet

TUNNEL-notify #t¢ £ TCP % @ﬂig?] » % 802.111/WPA enabled #7 station
reassociate I|APP¥ > st AP ¢ @ ¥ TUNNEL-notify #f¢ | station /& L associated
7 AP (Old AP) » & OId AP #uig ¢t station =i7.reassociation i ¥ & fiE = JAPP
Tunnel’ ¢ >*TAPP Tunnelinge4& = «F {52 & $e B 3 & 2 3> F]pt 8 ¥ a0 TCP
UDP { %if & > B3-3-2 # -5 TUNNEL-notify #t¢ tidata # g 38 o

Address Length Feserved | MAC Address Sequence Mumber
Octet : 1 1 n = Address Length 2
fl 3-3-2

Address Length #f =4 = 5 8 B bits & #c> * &k %7 MAC address & & 1 Octect
#cp > viE IAPP ¥ 3% o & 1IEEE 64-bit MAC addresses °

Reserved f§ P # J 3 A0 IAPP 2 i 00 £ ¢ fA4k gy Hp ang 503K
MAC Address #f == % 16 bits e i o

MAC Address {§ i %_ Reassociated I AP ¢ station 7 MAC Address »

Sequence Number # i+ 5 0 3| 4095 £ #c > k p ¢ station % ! Reassociation

Request frame ¥ 7 Sequence Number field -
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3.3.3 TUNNEL-response Packet

TUNNEL-response #t ¢ i%iE TCP * @ﬂi%l » % OId AP 4z 7] New AP #:i%:§
% 71 TUNNEL-notify 4t# 2> ¢ 12 TUNNEL-response #f¢ i 5 w %+ d ** JAPP
Tunneling &% = E/2F L #c B e 4 FP w7 740 TCP v UDP L 23 &
Bl 3-3-3 # 57 TUNNEL- response #f# frdata ff e3¢ o

TUNNEL-response Packet
Address Length | Status MAC Address Sequence Number
Octet : 1 1 n = Address Length 2
Status Value Definition
0 Successful
1 Denied
2-255 Reserved
i 3-3-3

Address Length #f =4 = 5 8 B bits. & #ic > # K 4 57 MAC address & & 7 Octect
#cp > v iR IAPP ¥ 3% o & 1IEEE 64-bit MAC addresses °

Status 1 = 5 8 i bits Ak o
MAC Address 1§ i~ %_ Reassociated I AP ¢ station 7 MAC Address °

Sequence Number # i+ 5 0 | 4095 & #c> % p ** station % ! Reassociation Request

frame *® 7 Sequence Number field -

Suatus # 4§ = 5 8 B bits A #c> * % & 77 4c | TUNNEL-notify { {2 s % >
% XX & Status 1 ¥t % » Status ¥ it = SUCCESSFUL # DENIED -

SUCCESSFUL % 5= TUNNEL-notify s g2 % % & fFr & %> L FIAPP Tunnel
i£ = » DENIED# 7+ #3i¥ TUNNEL-notifysPAP& 2 4 % % » & ¥ MAC address#
f= #7345 77 £ Station I A 73 23 L AP Association Table ® > g —“Ff FH s 12d 7

# o 2FiE = TAPP Tunnel o
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MAC Address 1§ = %_ Reassociated I| New AP = station 7 MAC Address °
Sequence Number ## = 5 0 I 4095 # #c > 4p Ir >* TUNNEL-notify ¥ 7 Sequence
Number ## i+ o

3.3.4 TUNNEL-data Packet

TUNNEL-data #}# %3 TCP & @ﬁ%] ' B 3-3-4 % 57 TUNNEL-notify 3¢
data ff e st o

Address ) i ) Sequence Length of
Length Reserved MAC Address Number Data Data
Octets: 1 1 n = Address 2 2 m = Length of
Length Data
+
802.11 MAC Frame Format
- uac vess |
] 3-3-4

Address Length ff =4 = 5 8 B bits & #c > * &k %7 MAC address & & 7 Octect
#cp > v iE IAPP ¥ 3% o & 1IEEE 64-bit MAC addresses °

Reserved # =P # p o A JAPP 5 B 5 0> 2 EA4 vt e, Hpend 57 3R
MAC Address 1§ == 5 16bits % #c o

MAC Address 1 = %_ Reassociated I AP ¢ station 7 MAC Address °

Sequence Number # =5 0 | 4095 & #c > &k p % station % 1! Reassociation

Request frame ¥ 7 Sequence Number field -
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Data ¥ - 7 & Renff i v e 7 F B 802.11 frame enF#L » § FHFIEDS @
3| station PF > Old AP 14 v chisession key 4v % & #-% i 802.11 frame % ** Data
W =% i Tunnel ¥ % New AP > New AP £ #-8& /7 5 802.11 frame &% station e
F 2. % FoftEd station i/ DS P¥ > station ™ v iisession key 4r % 802.11
frame % New AP>New AP #-% i# 802.11 frame ¥ ** Data #§ %% Tunnel &
% OIdAP > OIdAP f3% s @i 3 DS

Length of Data 3P 7 Data # =& &

3.3.5 TUNNEL-terminate Packet

IAPP Tunnel #+]# * TUNNEL-Terminate 3¢ % £ &%t #- IAPP Tunnel
Bk v # A 7R BFEFINGE L > TUNNEL-data #f¢ # %5 TCP & UDP %
@ﬂi%] » Bl 3-3-5 # 57 TUNNEL-notify #}# erdata #f e ;¢ o

Address Length Feserved | MAC Address Sequence Mumber
Octet : 1 1 n = Address Length 2
Bl 3-3-5

Address Length #f = = 5 8 B bits & #c > * &k %7 MAC address & & 7 Octect
#cp > v iE IAPP ¥ 3% o & 1IEEE 64-bit MAC addresses °

Reserved = p # ' 3K A e JAPP 5 B 5 00 & ¥ B4 viens B penf 5 7 3R
MAC Address #f == % 16 bits e# i o

MAC Address 1§ i %_ Reassociated I AP ¢ station 7 MAC Address °

Sequence Number # i+ 5 0 3| 4095 £ #c > %k p >t station % ! Reassociation

Request frame ¥ 7 Sequence Number field -
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mAEEC SR P B ABE 0 2 d it E K VOIP ch@ds o AT E R
MR bR AR T > VoIP %4 & - BT 2 b EPFERRERE S VoIP #4
IR B o EFARM O AR R P Ut A SRR 0 R ARk
ARG R R AR TR I A RRBE AT 7 A A Pehd E o
Flptdefr - BRHE X2 F SFOEMR RS T - B L8 IR

IEEE 802.11F e £5484]2f W 7 & & % 3 it cniedp 34 > @ IEEE 802.111
AT - g e RS R iR S K > 802111 B £ R 1t 1S ARLE S Ao R
#1222 L 7 A WLAN 3 4 ;);T}Iis % >R 48 IAPP Tunnel 45 @ 802.11F £
802.111 B &&FiF{ 5 =L ’%kﬁf\z} IAPP Tunnel % PTK ¥ GTK % >7 % & %
Be b AR A L A% A P W AF S 2 ¢t Traffic A4 o ,'{gé IAPP Tunnel
® AP 7 F & gp et a3 Proactive Cache » IAPP Tunnel 4]~ :® AP 7 £ & £ &
# Neighborhood Graph » # ¥ Station 7 F £ 3 L 475 ¥ iy € B FDAP = =~ 3@
BB o M oA LR BREAR Y T @ﬂi%l Pi#¥7, :f 3] Seamless Roamng P % o
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