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Student : Tzu-Chien Hsu Advisors : Dr. Ming-Li Wang

| nstitute of Technology L aw
National Chiao Tung University

ABSTRACT

The cybercrime is the criminal conduct taking place on the network line.
Compared with the traditional crime, cybercrime possesses no eyewitness, concrete
criminal occurrence ground and criminal machine as cybercrime happens. Furthermore,
due to the cybercrime evidence is the electronic record can't be seen by one's eyes and
the rapid development of the communication encryption and peer to peer
communication, the investigator even can not collect the useful evidence. Therefore, the
process of cybercrime investigation is more difficult to filter the suspect, collect
evidence and carry out than traditional crime investigation. In other words, the concept
of investigation is entirely different between traditional crime and cybercrime
investigation; furthermore, the process of cybercrime investigation is obviously more
complicated, professional and technical.

In point of current cybercrimme investigation, at first, the investigator has to acquire
the user data or the communication. record; then may wiretap the suspect's
communication or identify the electronic evidence. All above investigative actions in
the investigative stage must rely on the assistance of internet service provider; otherwise
the investigation can not-be continued. Even-we can say that whether cybercrime
investigation succeeds or not depends on whether internet service provider can offer
complete investigative assistance.

Though the current regulation concerning the assistance of the internet service
provider for cybercrime investigation in ROC includes Telecommunications Act, the
Communication Protection and Interception Act and Administrative Regulations on
Type II Telecommunications Business, however, the object of these regulations is
confined to telecommunications enterprise. Besides, Administrative Regulations on
Type II Telecommunications Business is just an administrative order, it can not request
telecommunications enterprise to store and provide the user data and communication
record for cybercrime investigation without law authorization; otherwise it will violate
the constitution concerning protecting the basic human rights. To sum up, in order not to
violate the constitution and avoid the litigation, the internet service provider won't and
also can't provide the help to investigate completely.

Therefore, in view of the importance of the assistance of the internet service
provider for cybercrime investigation and the problem that internet service provider
can't provide complete investigative assistance according to current regulation and
consulting along with some related regulation in Euro-American countries, I insist that
it is urgent to establish an independent law concerning the assistance of internet service
provider for cybercrime investigation. I expect we can increase the liability of internet
service provider and expand the staff's investigatory power appropriately by way of this
law in order to resolve the increasing cybercrime problem and restore a security and
convenient internet space to all internet users.

Keywords: Cybercrime, Cybercrime Investigation,Internet Service Provider,
Communication Record.
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