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The Application of Criminal Evidentiary Rules to

Electronic Evidence

Student : Chu-Shuai Chun Advisor : Dr. Shang-Jyh Liu
Dr. Hsun-Lung Wu

Institute of Technology Law
College of Management
National Chiao Tung University

ABSTRACT

The revised Code of Criminal’Pfocedure went into effect in Taiwan in
2003, with many changes insthe evidentiary-rules. The introduction of the
concept of evidentiary rules-under the Common Law System brought many
issues for further discussion m the new Code of Criminal Evidence System. On
the other hand, digital data in: various-forms such as electronic documents,
digital photos, digital pictures, digital images, digital voice recording, etc. have
been increasingly admitted as court evidence in recent years. However, the
applicability and scope of electronic evidence in the Code of Criminal
Evidence has been an uncharted territory for many. Therefore, the paper aims at
analyzing the nature of electronic evidence in order to fully understand how the
evidentiary rules apply.

In addition, the new evidentiary rules have incorporated many concepts
from the Common Law System. It is worthwhile analyzing whether or not
these concepts are compatible with our existing evidentiary system or
practical views and if they require adjustments or exclusion when applied to
electronic evidence. As electronic evidence is international and common in the
nature, we need to take reference from international cases to determine the
future directions of such application and adjustments. This constitutes the
second objective of this paper.
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This paper begins with an analysis of computer operations and
electromagnetic records. From the evolution of information development and
its interaction with human beings, the paper then discusses how electronic
evidence has challenged the conventional evidentiary rules. It goes further to
analyze how the evidentiary rules of international organizations and foreign
countries (mainly the United States) responded to these challenges. After
delineating the legislative trends of various countries, the balance point and
necessary adjustments between electronic evidence and conventional
evidentiary rules are explored based on how electronic evidence was treated in
US cases.

Finally, the paper analyzes the strengths and weaknesses of the existing
evidentiary rules and practical cases in Taiwan based on the physical
characteristics of electronic evidence as well as the legislative trends of foreign
countries and international cases. The paper attempts to formulate principles for
the application and adjustments of electronic evidence to the evidentiary rules
of various criminal codes for the reference of how Taiwan’s criminal justice

system treats electronic evidefice in practice and future legislation.
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I Article 7 Definition and from of arbitration
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(1) “Arbitration agreement” is an agreement by the parties to submit to arbitration all or certain
disputes which have arisen or which may arise between them in respect of a defined legal

relationship, whether contractual or not. An arbitration agreement may be in the form of

arbitration clause in a contract or in the form of a separate agreement.

(2) The arbitration agreement shall be in writing. An agreement is in writing if it is contained in a

document signed by the parties or in an exchange of letters, telex, telegrams or other means of

telecommunication which provide a record of the agreement, or in an exchange of statements of

claim and defense in which the existence of an agreement is alleged by one party and not denied

by another. The reference in a contract to a document containing an arbitration clause constitutes

an arbitration agreement provided that the contract is in writing and the reference is such as to

make that clause part of the contract. |

( http://www.uncitral.org/uncitral/zh/uncitral_texts/arbitration/1985Model_arbitration.html )
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(D) # W= =Ny A B (Federal Rules of
Evidence )
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PO Y RE 7 2 IR rf“ EQTEE'H ¥ FY > R i T Article 13 For the purposes of this
Convention "writing" 1ncludes telegram and telex. |
(http://www.uncitral.org/uncitral/zh/uncitral _texts/sale_goods/1980CISG.html )
8,2007.
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I Elles regoivent aussi exception lorsqu'une partie ou le dépositaire n'a pas conservé le titre
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réputée durable toute reproduction indélébile de 'original qui entraine une modification irréversible
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1. Where the law requires information to be presented or retained in its original form, that requirement

is met by a data message if:

(a) There exists a reliable assurance as to the integrity of the information from the time when it was

first generated in its final form, as a data message or otherwise; and

(b) Where it is required that information be presented, that information is capable of being displayed

to the person to whom it is to be presented.

2. Paragraph 1 applies whether the requirement therein is in the form of an obligation or whether the
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law Simply provides consequences for the information not being presented or retained in its original

form.

3. For the purposes of subparagraph (a) of paragraph 1:

(a) The criteria for assessing integrity shall be whether the information has remained complete and
unaltered, apart from the addition of any endorsement and any change which arises in the normal
course of communication, storage and display; and

(b) The standard of reliability required shall be assessed in the light of the purpose for which the
information was generated and in the light of all the relevant circumstances.

4. The provisions of this article do not apply to the following: [...].
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" U.S. Federal Rules of Evidence, Rule 1001. Definitions

I For purposes of this article the following definitions are applicable

(3) Original. An "original" of a writing or recording is the writing or recording itself or any
counterpart intended to have the same effect by a person executing or issuing it. An "original" of
a photograph includes the negative or any print therefrom. If data are stored in a computer or

similar device, any printout or other output readable by sight, shown to reflect the data accurately,
is an "original".

(4) Duplicate. A "duplicate" is a counterpart produced by the same impression as the original, or

from the same matrix, or by means of photography, including enlargements and miniatures, or by

mechanical or electronic re-recording, or by chemical reproduction, or by other equivalent
techniques which accurately reproduces the original. |
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© Article 6 " Writing |
1. Where the law requires information to be in writing, that requirement is met by a data message if
the information contained therein is accessible so as to be usable for subsequent reference.
2. Paragraph 1 applies whether the requirement therein is in the form of an obligation or whether the
law simply provides consequences for the information not being in writing.
3. The provisions of this article do not apply to the following:[... ]. |
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requirement is met in relation to a data

(a) A method is used to identify that person and to indicate that person's approval of the
information contained in the data message; and
(b) That method is as reliable as was appropriate for the purpose for which the data message was
generated or communicated, in the light of all the circumstances, including any relevant

2. Paragraph 1 applies whether the requirement therein is in the form of anobligation or w hether the
law simply provides consequences for the absence of a signature.
3. The provisions of this article do not apply to the following: [...]. |
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Y Article 6. " Compliance with a requitement for a signatire’

1. Where the law requires a signature of'a [person, that requirement is met in relation to a data
message if an electronic signature is used that is as reliable as was appropriate for the purpose for
which the data message was generated or communicated, in the light of all the circumstances,
including any relevant agreement.

2. Paragraph 1 applies whether the requirement referred to therein is in the form of an obligation or
whether the law simply provides consequences for the absence of a signature.
3. An electronic signature is considered to be reliable for the purpose of satisfying the requirement
referred to in paragraph 1 if:
(a) The signature creation data are, within the context in which they are used, linked to the
signatory and to no other person;
(b) The signature creation data were, at the time of signing, under the control of the signatory and
of no other person;
(¢) Any alteration to the electronic signature, made after the time of signing, is detectable; and
(d) Where a purpose of the legal requirement for a signature is to provide assurance as to the
integrity of the information to which it relates, any alteration made to that information after the
time of signing is detectable.
4. Paragraph 3 does not limit the ability of any person:
(a) To establish in any other way, for the purpose of satisfying the requirement referred to in
paragraph 1, the reliability of an electronic signature; or
(b) To adduce evidence of the non-reliability of an electronic signature.
5. The provisions of this article do not apply to the following: [...]. |
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? Article 5 " Legal recognition of data messages

I Information shall not be denied legal effect, validity or enforce ability solely on the grounds that it is

in the form of a data message.

? Article 9 " Admissibility and evidential weight of data messages |
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1. In any legal proceedings, nothing in the application of the rules of evidence shall apply so as to
deny the admissibility of a data message in evidence:
(a) On the sole ground that it is a data message; or
(b) If it is the best evidence that the person adducing it could reasonably be expected to obtain, on
the grounds that it is not in its original form.

2. Information in the form of a data message shall be given due evidential weight. In assessing the
evidential weight of a data message, regard shall be had to the reliability of the manner in which
the data message was generated, stored or communicated, to the reliability of the manner in which
the integrity of the information was maintained, to the manner in which its originator was

identified, and to any other relevant factor. |
* 8251 http://www.un.org/chinese/documents/decl-con/docs/a-conf187-4-rev-3.pdf ~

http://www.un.org/chinese/documents/ecosoc/2001/r2001-47.pdf - , last visited on June 8, 2007.
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