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Abstract

Information Appliances (IAs) are devices which not only have the capability to
communicate with other wireless-enabled facilities but provide user-friendly
operating interface. With the pervasien'of 1As, the communication among IAs may be
no more restricted by infrastructure devices..They may establish self-organized
wireless Ad Hoc network topology to increase scalability. However, there’s still no
adequate algorithm to help IAs establish effective’/Ad Hoc Network topology.

Our research provides an Ad Hoc Network Clustering Mechanism for 1A. This
mechanism comprises a clustering algorithm which is called IAANCA. IAINCA
divides 1As into clusters, and a Leader Node is elected for each cluster to be in charge
of cluster maintenance and authentication. Besides the functionality mentiond above,
our mechanism as well adopts Wi-Fi Protected Setup (WPS) to make users easily
configure security settings of 1As

Through the security analysis, our clustering mechanism is proved to fulfill the
security requirement. In addition, through the stability analysis, ladNCA makes
average effevtive topology maintenance time 20% better than other Ad Hoc clustering
algorithms. Based on the results of analysis, our mechanism manifests its own

stability and security.
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2.1.2 Wi-Fi Protected Setup
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Wi-Fi B & cnfs TR F[23] > P 3R R F 2 R A% 2wt 4 0 B
WY HE DD T R AR A 0 R R Y 9L (Authenticator
MF L ERAPE S )frd iz 8 G 40 % 2% 3 (security credential » i
¥ & dppre-shared key) » ;i R TS 0 EFKET I X 2P BT L ER R
Be ciiuzg g R AR E 0 G X 2P E D OB E 2 EREE D AR
Pl o FR U R R SRR DT 2 fd

WPS #ig* bt = 5 2k Feoh I -t @ ML 27 6 g KR E
WPA I WPA2% %ende > 38 o &WPSP 5 Pin code ~ SSID fr+c % £ 4iprofile
A @) i R B TH AR L g g R BT R
A

PEP O FATFIRIITAE o LS R B X 2R -
2.1.2.1 WPS Registration Protocol
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2 FWPSIER 42 54 e 8

1. Pin Input Config (PIN) :

>

Bk R * 4 fode Registrarg il #oicls Registrar -3 7 & Mi%J » Enrollee=
pin code - # 1 @& * K fx#sEnrollee &z’ 54 i » ot prEnrollee § M1 &
4 svRegistrar p ¢ Diffie-Helman 2 45PKr{rE # #N1 > T 4 = 7Pin code >

i@ % 4 JF timeoutps B b 3#-Pin code@?l ~ Registrar o

Registrar ¥ |Pin codez & » ¢ ]* PKrfrp 2 Diffie-Helman =t 4PKe:2 =
Diffie-Helman#~ 4gp » 7% #2 §1 * Enrollee MAC Address ~ p ~ N1 5 4 #icN2 2
= AuthKey ~ KeyWrapKey#? EMSK = #= key » § % i M23 i % Registrar » M2
# ¢ 7 RegistrarenDiffie-Helman 2 4& ~ N222 ‘5 i §HMAC 2% {8 (M1£2 M22
4 0 jek &4 * AuthKey o

Enrolleeiz #]M2%3 » Itk 2 = AuthKey & #g22HMAC P hje % i 38 0 2R {8
A 4 TR L S 3E-S1&EE-S2 » 41 * Pin codesm £ £LMAC g ~ E-S1 ~ PKr

2 PKe# = E-Hashl ~ 41 * Pin code:{s £ EEMAC & ~ E-S2 ~ PKr& PKE# =



E-Hash2 » £ #-N2 - E-Hashl ~ E-Hash2# 5 i AuthKey 4 % (& ciM2 ~ M331
Aot M3 ¢ B 3% % Registrar

> Registrarjzc $]M3t5 » 2 2 TR fo i 5 8,R-S18R-S2 i * ¢ 2 & FENC
3¢ frKeyWrapKey#-R-S1+4c % » ¥ 4] * Pin codesra £ EEMACE ~ R-S1 ~
PKrZ2PKe# = R-Hashl > 41 * Pin code:{é £ 5.MACE ~ R-S2 ~ PKr¥2 PKE
4 =tR-Hash2 > £ #-N1-R-Hashl - R-Hash2 ~ 4 % {¢ eR-S117 2 & i AuthKey
do B {8 M3 ~ M4z 4 v M4 > @ 3% S Enrollee -

> Enrolleejc 2IM41s > & * 42 ¢ @& HENC S 3¢ frKeyWrapKey #-E-S14c % >
N2~ 4o 14 GE-S1 ~ B AuthKey e % 14 5iM4A ~ M52 & v & M5 ¥ (3% 4
Registrar -

> Registrar{c 3|M57% » & * 2 ¢ 2 & FENC S ;¢ frKeyWrapKey #-R-S24c
H#NL ~ 4 B {8 ePR-S2 ~ 5 iAUthKey 4r §fs M5 ~ M6 4 * M6 P 8 3%
ZEnrollee -

> Enrolleejc 2IM61s > & * g ¥p Z& HENC St frKeyWrapKey #-E-S24c % >
BN2 ~ 4e R 18 HE-S2 ~ G i AuthKey 4o i@ 6 cM6 ~ M7 4 't M7 7 8 % %
Registrar -

> Ei3EM23 M7 L 2 418 > Enrolleeq] * {7 3] e9R-S1 ~ R-S2€ 373+ & R-Hashl
¥ R-Hash2 » +* ¥Fi§ (s #eiuRegistrarsn & % 14 5 @ Registrar{| * % 1] ¢9E-S1 ~
E-S2+¢ #73* & E-Hash1#? E-Hash2 » +t ¥t:i8 s rriuEnrolleesn & j2 ¢4 > 3 g
2 ¥ 0 ¥ ¥ 4 > Registrar @ * L P 2 & HENC & e
KeyWrapKey:#-% > 4% 2 40 % > 2 5gN1 5 AuthKey e & {4 cHM7 ~ M8

WA o M8 @i Enrollee o 4k TEp SRAR o

2. Push Button Configuration (PBC) :
» § & % 3T Enrollee 7PBC = > Enrollee #-% X probe requestit &

Registrar > i & Walktimeps & p (1204 p )£ % % p RegistrarsPBCz 4, ©
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> ®& % F tWalktimeps [ N 4% Registrars7PBC .. » Registrars 1% Probe £ 4
Enrollee PBC Active stategz# -

>  #Registrarid jp|F] k& p — B 2+ Enrollee#% ¥ ¢rprobe request » #-i& 1t PBC
method -

> Enrollees i#%g#% 4 = ePin CodetRegistrar » 1 B 4=M11 M8 4 = 3 »

< $ 3§ 4240 PIN method » #c gt 2 £ 304 o

Version || N1 || Description || PKg

Enrollee & Registrar: M, = Version || N1 || N2 || Description || PKg
[ || ConfigData ] || HMAC ayxey(M; || M>)

Enrollee — Registrar: M3 = Version || N2 || E-Hashl || E-Hash2 ||
HMAC sunkey(Ms | M3)

Enrollee € Registrar: My = Version || N1 || R-Hashl || R-Hash2 ||
ENCK&}-‘WrapKE}'(R'S]-) | HMACAuﬂ)KE)-‘ (—"13 | *'13{4 )

Enrollee — Registrar: M5 = Version || N2 || ENCgeywirapgey(E-S1) ||
HMAC auigey (M | Ms)

Enrollee € Registrar: Mg = Version || N1 || ENCkeywrapkey(R-S2) |
HMAC gugey (Ms || Mg )

Enrollee — Registrar: M7 = Version || N2|| ENCreywrapkey(E-S2 [|/ConfigData]) |
HMAC gugey (Ms || M7)

Enrollee € Registrar: Mg = Version || N1 || [ ENCgeywrapkey(ConfigData) ] |
HMAC auigey (M7 | Mg)

Enrollee — Registrar: M),

Bl 3 WPS Registration Protocol Process
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AR AT RMEE P S URY SR £ BRI B A b A
Bt R 00 KK E BRISUE MR AP R e i & BRI - & £ T Internet
AT ‘H’éfﬁtﬁ&%‘»APm@% AELATRE D AL 2 R~ ¢ FAPF] A 2 A
o FEAPHT R IRy KR S BEd- A F iy o
= 1 f#;-Infrastructure Wireless Network £ g =4 » Ad Hoc Network » =
# #i A Independent Network[10] /& & & # - ACM (Association for Computing
Machinery) % & #tad hoc & 4 % B 12 T g0 2 & [1] ¢ A"mobile ad hoc

network”(MANET) can be defined as a collection of nodes(or routers) equipped with

2

o

5,

S

wireless receiver/transmitters which are free to move about arbitrarily - iz ¢ 3%

hocig i i - ¥H 7 ARG E/BICEY A ELpd Bt £ied BX

Beored > PRSI FRAPEY REES T UER ) RPRPAIVGEREE E &
RS REFERP R T REROUR EBEE AEASE T RS
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b EREYE 2 FRRTPKE > 4oBl4977 o Ad Hoc Network i | 4o T #7if
[10][27] :

1. # i 471 (dynamic topology) : Ad Hoc Eap » & BRRER ¥ 11T R

&
XK

ok oo B el B R REKE R .

3. 23 p A e zk(self-organization)st # » 25 APE P fR kR R T TR
F i F *

GELACT B R T S T i A BRI GUR R hE R G Al

H* o

B 4 AdHoc Network % 1‘]&

AdHoc A i 8d 3% 5 RAER TS AR ER 2 B & 4o B 4
Fi oo § - B R aR4E o 2 OS] Layer2:pa.2E % ¥ 4R Ad Hoc Network:i# i®

R I d 3L a0 2 a %ﬁ“v} H - ehx 3473 -1 € i@ * Multiple Access
1



with Collision Avoidance(MACA) % z_ ,{g Request To Send/Clear To Send(RTS/CTYS)

% ¥ (Handshake) #+ %12 3k & & 8L e — #7338 (7 246 3 30 p F 4 Collision

feRetransmission=rvi# 4 [1] - & 2 OSIH-3] Layer3 g gt % # 4 Ad Hoc Network 2

EiT o 35 § F & & >t Ad Hoc Network b chie 4 %% B B {47 ¥ 7 4

[14][17] » A~ 5gfte * R G M T =44 °

1. d - BE - g g =7 < (Certificate Authority, CA) k% &3 > T30
Th T o QE LY A RBEERY O RRY FL R BEEE
R P e T X 2ehBER L -

g & Hcip + gegi(subnetwork) - e A - B S 0

B RS F R P T R MRS - BERk O BT A TR R
DEPRIE TR AF R R EE Y AT < Al hm SRR o

3. Riep v hggha 2 iR E(cluster) A A SRR T A 5 A fhg
4]+ without clusterhead rZ% with clusterhead[6] - + & & B3 & ¢ 2§ f § ¢
gﬁ%ﬁ%%&ﬁai%&%ﬁj%kuﬁﬁ$@§ﬁ;@ﬁﬁ%ﬁ%ﬂj
% p o3 B g (cluster head) % #cip # & & R (cluster member)[18][22] » ¢ # &
BREFHEPFNFADEE > 2L BEAREIROT o DR AL
EHARA S S B R R Flet g IR S R B 2 5 A with clusterhead 28 1
PR WRHeE RS R BN AEE > 2 F GEmultinop B

BRI X T

t A 4 ¥ e0Ad Hoc Network® > & 3 & BEAL A b & Jf S4B B e e 0 g e
PIE & & Beahid T3 Fla g 2 f # o 290 B AE & Cluster-Based Ad Hoc
Network with Cluster Head 7% 4 @ # A d © & 3 ¢ 438 8 1) % cluster head ¥
P B e i TRl e 2Rk AZ[1][10][18][22] - § member &
2P RERR AR (eR Y #30E) 0 I et B R PR AR 2T

AR T A g e g E o b E IR[27] o
12



# *+Cluster-Based Ad Hoc Network with Cluster Head #7 st % <% 35 ~ ¥
o B> A3 2 4% % Cluster-Based Ad Hoc Network with Cluster Head i 5 4
HFBW A P e A o 11T 44 Cluster-Based Ad Hoc Network with Cluster

Head#p i < )’gk@ﬁ [ i&— HeggEe o

222 "FR R AHFE 2

dofm BB BUE R R R R B 4 @ cluster head e:E # E_cluster-based
with cluster head=7Ad Hoc Network 2 H= 78 & 18 B L ek 38 > F] 5 i § o4 ¥ 3F
HH-g R FRIEE T BB H AP PFT L SRR F g [14] -
FOREARE G oL AueHE AEERET TR AT B LR E T AT Aot -
R AR R H 1L (scalablility) [6][20] - #k a0 dofe (7 A i s R
WA - B2 5 f24-0NP-hard £ 48[17][28]

M A RS E L AdiHoc Network ~ #5520 L fAw R 205 HiRRE

Bikln » Vi RRA R RN Rl e oo

2.2.2.1 Highest-Connectivity Cluster Algorithm

HCA(Highest-Connectivity Cluster Algorithm ) » & #i% Highest-Connectivity
Heuristic[17] » 2 & | * & 2Lezn 2 B #ie(Node Degree) ~ |- & ji-2_cluster head %
Pk dEiE > B E 2 FaeT [15][19][28] -
> & B & BEA 3% beacon £t & R ¥ B R A & BRI T
> @ ERET IR A chbeacon 3¢ {83 p ¥ oehdegree B
> G- BPEERS 973 S B8P @ ehdegree fE % 4k & beacon 4t ¢ > ¥ R

e TR
>  F&j B~ degree & B4 E 5 cluster head(ss degree & 0 RBlr4E i< ID

Bk F)

13



>  cluster head % [ e48 B #-4c » 3% cluster head » ¥ # {8 £ % 4¢ cluster head

¥f

HCAE

> ﬁﬁﬁ%%ﬁﬁ@ﬁ,ﬁﬂﬁu%%ﬁﬁbﬁ%ﬁ’Aﬁﬁﬂiﬁﬁio
>0 N EBEEB RN 5B BT EATEF HCA R 0 1 ATE L

T E R 4 <0 cluster head

B 5. HCA Ad Hoc Network

195 [13][19] » 7 =% #cdphgor HCA & 3% % T chcluster head { # 5 ¥ 5 »x

- G

fo % SLECH gt & % oL B (throughput)™ i o — 4@ 3 0 & B E 30§ e
B3 VAT R EFEEN NG Z TDMA 97 Ao ph B F3EE P 303 i
e o R € HIR K Bkt 1> HCA 12 degree #ic %k ¢ 1% cluster head i :% 2%

TR REN RS S S AER T R Lo o

2.2.2.2 Lowest-1D Cluster Algorithm

LCA(Lowest-1D Cluster Algorithm) » ¢ - i¥ Lowest-1D Heuristic[17] » i & |
* R A H R ID il ) ki _clusterhead & ¢ d i@ R HmEzH

Frbe [17][19][28] :
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> & & 2LR % beacon 3¢ % RN A & BLik T o @ beacon ¢ ¢ 7 F 3%
& 2L unique 1D

> G- RPERS o A BEBHT A S IDE D ID Bo] s A iF
cluster head » i 4 » #7iE cracluster head ; ¥ p ¢ #% &/ ID> Plz & p ¥
% cluster head

> @ 4e o~ cluster e gha-7 7RS4

> IRE BT R SRR RS AR, B RL

> A NGRS R I B - KR E£ATie 7 LCA AR L ATHEE

T E AR 4 <0 cluster head

B 6 LCAAd Hoc Network

1235 [19][28] » LCAA # 42 /& i o1 érrcluster head ¥]1D-based sk i 1528 fj 5 ~
Peig o B iR AHCAR ke i Sy *F IR AE o (e cluster head & B+ 2 & iz @
BHR(IZic 4 ~FIRT A S mR) PR kAR AF R0 R R

Tz oo BT AL ISk B BI[I5] d 27 LLCAL F kF 5 F Rk

FFB‘«?YE °
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2.2.2.3 Battery-Energy Based Clustering Algorithm

BEBCA(Battery-Energy Based Clustering Algorithm)[9] » i & i& 5 & BLf 48 7
518 0¥EYE > BEBCA T & F4T i ] 3P E e 2L 5 bottleneck > 5 7
7 iz bottleneck = % cluster head » & 2L#t:%E cluster head e3P 2 gt vt di
one-hop p &1 bottleneck & 2L#c » bottleneck #K 2 & ZLiic ¥ 4% § Jﬁ’f P ARG €

Cluster head » &K 37 7 > f 85+ 3§ 7 5 bottleneck 4% :% % cluster head -
BRI R AeR 7 52 4,6,7 %ﬁ“d #% B chibeacon AL FAvh ¥
i@ 0 bottleneck(# ¢ AR A & gh)f H 4 &8L% > Flt 7 LA

¢ % cluster head » %
FPROEBA r c RA o PFEZRFIAFLERGEFCEAEZL L0 BT

dog-BE 4 viTHEs 5 BT S bottleneck > i &R 4 AEa 4 2 F(FRE4 S G

bottleneck) » » #-#£ ¥ % cluster head - 1 rrz'a,b 45 pedEk o BAETHA R4
F7de o

B 7 BEBCAAd Hoc Network
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2.2.2.4 Weighted Cluster Algorithm

LCA 22 HCA % %] 2 Node ID 2 Node degree % Fi#:E cluster head 2z &% -
WCA(Weighted Cluster Algorithm) » £ £ i% Weighted Heuristic[17] > 7 &_#-j4-2_
cluster head =& ez 5 4c 4 B 3% > F 3| 5B e A B & BB {8 cluster
head eh§ #oo 4 4 ficet B 2 SN F € 35 48k su % Fl4e 2 4 £ [17][19][28]
4o node degree ~ FBhenfléRa £ SR HER L E > FHERFIRRS - B
BE  RATEZKFHETSRLAFNELE A EER TS TAREE D b 4o Y

T

w4

#. 2 #-4-%+ LCA ~ HCA ~ BEBCA ~ WCA % = #& 1-hop with cluster head =

A A R RLE N

% 2 1-hopwith clusterhead & ## /s /= - i &

LCA HCA BEBCA WCA
cluster head # | id %] Degree + | #% £ bottleneck | ‘¢ g 4~ #F X
& ki i #
B SEARRE A cluster head £ # | 3 »c f= 1 [ 1. ¥ & > $3f
@ LCA L ™ bottleneck = 3 g F
cluster head 2. VAEL L

LM
s i cluster head =% | cluster head §# # | bottleneck & =k | 4¢84 3t 8 &
BRIEA | RE Foaw A S| AR AR
WEE S £2R A cluster head BRIl 3 T LA 22

- =
L

ik % 4
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a9%
®
m
=
n-u..
e
i)
£
£

R Dk R

) # 5D T

2.2.2.5 K-Hop Cluster Algorithm

a2 gk B eHCA ~ LCARWCA » A iz d I eng pF o o i 0 el B 38
HF L 1-hop e T 2 )I*a%% FRED LT EHE- HEEREE
G BE o AeRI8H T o E s drdk RARFIR S e RART o E B lcg TR
PoF A R ARNE R DR g 30e ik iK-hop S B R G B
o S R A e g foo

Z.J. Hass # - #K-hop=ZRP(Zone Routing Protocol)[29] » s 2 4 & — i
GRS A F Y & B @ 2 e H Khop fE N hEIL 0 F AT
EETEETAENEAY BT v R T R e R
Tl

@D.C.Su ¥ 4 #13 e B A [ o TR IR A - e el
FEEBEBEE L] L RBUEES ENREGHERFEE L SR
S RTUEEBEEASTRIDS Y G R I T iﬁ’*ﬁfZRP:ﬁi B4 F kRt AR o

B R B SRS B PR -
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B 8 1-hop Clustered Ad Hoc Network
2.3 & MR iR P

NEE PR AR o FLBL T T Taae i Al i B TS BT
e ] AR R E (Sensor) L5 BE ~ BAL L EJE ey 4o Bt 7 fe

BB A B RITRE D Rd 2 T DRI B 5] Sl 0 X MRILE 6 o

?‘—} lmﬁ‘fﬂ\@%Jm” FNiEF ]?“} ka2 B S oo
T L ERY SRR FETTIREES B3 PN R I

ERENREY Y- BE LA FRDRE R FREHRREFT IR ARG R

—HA T ORPIBEF ZHEAE TR LA M T g R PR DR I8 R

WSN i 7 f 2 i dp Al 0 ~ ‘T“}‘“g\? v % star ~ mesh ~ P2P & s & 0t
Y e L AR- RE R T A e i [24][28] ¢
1. Sensors/microcontroller = #ip] ~ # & 1 2 pIZ B P HF
REER -

2. Radio frequency : & 2Lz gateway * 144z Tkt o

A -4

3. Software : ¢ 7 A & Bxbeh

=

a

AR R (B F _%’4« m? 32 f7 5% 5 HCAR iR
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BFHERGHREFT I FEFIRF DI o
AR B B RAE RS DR EFETHEBERP § AN -
FEAER PR S P BB T & I fepeged  (routing) 07 2 TG d
B R B RS G A 50 A R e S R e ] IR e R

AT EROEE R PR TR AT Sl BB A e

A AT PR L RS A2 SR

2.3.1.1 ZigBee
2004 & & - Zigbee® B (Zigbee alliance)s# 7 — AR * >t & MR Pl i oE
&@@ﬁﬁ%ﬁﬁozm%#%ﬁ@ﬁ%ﬁ#\@?ﬁ®ﬁ$~%$$§%ﬁn
SR TSN R TS TR T B PR

EE At /})—?l f\f'B o & B = %?]9"7“11 [8]

security
HVAC " - v
AMR - VCR
DVD/CD

lighting contrel

access control BUILDING
AUTOMATION

=1 VU remote
ELECTRONICS

patient : [ ]
monitoring . ZIgBEE mouse
fitness Wireless Control that keyboard
monitoring YIS Simply Works PC & joystick
HEALTH CARE 9 PERIPHERALS
P

asset mgt I - security
process E HvAC

control lighting control
environmental access control
energy mgt lawn & garden irrigation

B 9 ZigBee " et 18]

hZigheeren g P o3k i R AL F E ¥ A G = i3k & (Full Function Device)
22384 7 i 3K % (Reduced Function Device)= # o @ ixfdsg ko > ¥ & 5 11T =

ﬁ :

1. Coordinator : & — i Zighee 3§ & € & § * Hr&— «rcoordinator » 3¢
20



REH KA 0 f A AT 2 E AR RRL o PG Router ey o

2. Router : ¥ i ® ¥ £t Coordinator 2 H i chRouter » 3t % B # i K
% oo fferd JEiERouter ehd d o f FREFHRE LHEML -

3. End Device : ¥ it E ¥ 4> Coordinator £ Router » e 7 § § 1% 74l
LRl BXET AT RRIER -

P oo ZigBee HjiF A M iR b it B30 R LA i F qpon

H W AR B E LY > ZigBee i A AR T S o

2.3.1.2 Ultra Low Power Wi-Fi

P30 i Bt o L KK

¢ ZigBee BT [ Am AR T FLAR B
T4 R kg o Zighee % 2t s HA R E - S EEEIL S QOS HE KK T i

HEFE G FI P EIEY AR o

49
J
=1
—ml
N
N
AN
<y
“D‘
T
piid
3
i
i3
=
Py
(41:1
=
e
=
Ty
ar)

s koo Bl en® % A WI-FIZRR T @ F] 2 E ot i o

B AU SRR DA WI-RidE G 37 8 ZigBee ' g At 2 vt
FOBEE > e A AHEL DY 2 F QOSYH R HFAS KL E o 2R Wi-Fi
T e 80211 kA PLATHRAL R B 2 B AR SR Bk < SR A0 E TR
ehrs JLiE & 0 F 4 3 Wi-Fi enintel o @ A 2006 & #-37E 73 330 ¢« WSN
ol e 2 A 2 - R L i GainSpan e S P o i 3 EHHTY o

GainSpan #2009 #~ % # "Ultra Low Power Wi-Fi”3*+ & #7874 111 S0oC & 5 #i- ke
22 e & i Development Tool Kit[13] > ¢t fi-ie £ 3% 802.11b/g » I = #5 "% 148 ¥ #c

FRPFenF 4L o @ ¥ 3k i WPA & soanfe i & 2w o
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B 10 Ultra Low Power Wi-Fi & & 2 i

3 S R IR s R B 1 R

é‘l
e
iR

F= Wi-Fi # »> WON o8| X ¥
ZigBee > Ultra Low Power Wi-Fi it % % F| & fedg * R0 F ch Wi-Fi gt ord &
G BB L AEE N B WIFI K F e R B LR #

* WSN &7 — dp et anfh 3 > Ultra Low Power Wi-Fi g = #-7 5 42 4% ZigBee
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$23 - BANTART PESEL BB PR H

!

Fh AT AR A S BRER PR T AR RE)EF LA
REFREINEARBEAEAS R Y FRUZ LA e 0 AEL R L B

TR R A G R A EBIE T DL BAR G TEI R -
1AM R R T

F i mANE R B (Wireless Ad Hoc Network) 7 @& s gb oo 4 B (Wireless
Sensor Network) @ 4p i {7 +“ fiz > % ﬁ AEFE S AR N2 B i Lo ERAERLERICE
S i3 Ad S B S @ ELE S i BT U RIS R BT 5ot b
BHES &2 B odid v 4 multi-hop 07 5Y3E 7 & B & BEiET &3 4f ¢ o
W@ AR R R B A RS

BSR4 b enfp i Bl (e BE SUED R Lo B SR Frie e ant 22 orl 486 4
TR RSULEL R S ELOR MA 4 B Wd S A PR R O R A e v
E-RREGEL FEAAR SRR OSE AR M) P r ko RE
FHEOTRBERS 2 Wanr it a0 BRME- BRIBESEE S A
RBIBAOPNRT RERFES 27 {HDET A U ERBBDITREEREZ

FIAGE 2 FAEPCRFRAFERAL Fa R A FRM PRI AR
R ERrEAR RS > e T A8 - B AR |A-Based "R B
3@ L RERpEFREIEFEE S 2 I8 OR EL R ERE TR

AP VL R o ?’;?ﬁ_,fl”ﬁ - RARR PE W]
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Vol

IA 638 5 Hie fo e bt @RI 0 B2 522 PC SR AT sadp et o e At de
F A rREAE R R USRS e A S RGR H P B E R
E
e

bele 2 AT 0 IA SR A G K- fnT R 0 ¥ R BB[16] 0 IA T ALA HT L 3F 5

B A RAFDIARS R E S AL A AHF S AEEFDIAK
Bt TRRILE S e R B ST S a1 R Bl ] A A A

HH L TORASLA S e B @S ) TR U A S AT E . T
PARFOT E SR LY S EE 5 B T AR R e B R

Beni g

A ol A

AL RRORREY o RRSESEIBE KT o fp b E - BER
it e R IARR OF A gL M - TR EATRE IATE @

A5 B0 AR T SRR R RO P AL B o BB R § AL

FEagenF] % o
=
A F g REESE Y el E B E R UL R I

AR
%> & gE-sensor #TR B AL E T sink &8> £ d sink &2 BRBiE T {8
SRFRLAL Y s R (FHGST 0 e F e sensor 0B EAR G 2 F en
Fid oo ‘—”,Eﬁl»—?a‘igi P rw e A JAMERRERY CIARF T EEHER
F- 2B E I 320 P BAN AL ERIpE L B R PRI
IA ST R E G BBEEE @ﬁ%]fﬁi‘i Ao SE Rt g A SRR A
PR R R G Aok IP b pkenE pluE o PR H B L u B s

MEEFE AR PEd T
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W RRPATRRES RRERLRRDEY R g A R F A
TSETES E T TRV Y LEE S E B PR
BROET B OTER SRR DA T F AR AWK
LI REA AP v f‘?'L’;T‘}Q.LéjfE{@F* Bk 2R % o
K8

23 AMR TREE S BRELERICIAER

# 3 AMP TR RRAELER AL RERCREA

AR TRR RAEL B IASER R

o Bhic g = | ¢

KE A 5" ® ¢~
“g&.#taﬂ%ﬁ‘r} L ) =

R A 33 A v

& BLFS & 42 6N ot &Y

FiE L 2 = 2

& gha v G & &
FETR # o L

IA TR PR GERIEAD © ¥ A - BIFTORA o T R A R E
Y I TEAMASFH AR e T ¥ > F i PCRE R Y thi 507 & MUk

E_J_g,ﬂz A I o

32 IANER B Y BB

AKEHE - BHRT > - BRBBHDER FFRERY BT LS LR
A A AR F 395 # 57 A8 TR B s ¥ 2 AT b2 £45 01D

FoSlo A IARER P EAR 2 5 N 9T JA KB R L %84 WPS Server
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7 WPS 20 jidz > & & WPS Z3p /25 % 2 8 B R4 EH ¥ chd 2 BT
FRISH-IA ERE XA TR e

T IAZ G &G rihﬂ;, ] Iﬁ%%/@zﬁv WPS Server 4 2% 54 5c > WPS Server
B > R IR BAIARE Bdp s Hd 07> - v o (Tfad
IAZK &% 1% beacon 3t W™ ' > HFAH 2 RN DG ELFHFEZ > T
B F - R E Ry 4 o Bk(Leader Node) o B X HEH 2 < - % one-hop

with-cluster head e+ 2| % 2 {% & MG R ®EF 4 0 4oB 11 -

Bl 11 s iip ot 2] AL R

& * one-hop with-cluster head 4 28 3% 1A & SU5E & $ B8 PR F 3
PRIAEEHAMEL LA AP RT AT AAPE > T A RN ET R
U ASIA REEFEE %Iﬁ‘li%(Leader Node) > 4t 4t # 2 7 4t % EenlA %R
i}m F AL S ehaiv o ¥ ek T4 Leader Node #7748 §F e IA ;t_%_i};rs;i_ 1-hop
e [Fl o Leader Node 744 {7 ¢ 321 iFpdl g 5 o
Leader Node #7142 § en - S & B8R end < > 1 &85 T 5 Bl ¢
L BeBEdid Ry ed g 2w &4 54 & kg - Leader Node

F v E T - AR orouter sha (FS L B4R ¢ 975 Leader Node s A&
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kg oot PIApE S RRELRERY PRI B ET R (Vitual
Backbone) -
2. ¥z ¥ o Authenticator: § 7 A7& Bhak v » 3% Leader Node #3793 & 5 »
Leader Node & f 4yt & BhiE (T30 cnds (70 10 5 % 2B M o 3798
HRRERR U2 (84 @b FHE 2 ZHEEY oh | & 8L ot pFs Leader
Node #-3F #7= B & gtig (7 Key Management 4% & o
3. His gIizisr @ éﬁ%@ﬁi;] & MAC & » TDMA Scheduling ~ 3 # &

2.Q0S %~} KRAHET BIUE L LRI AHG R andhERL P o

A SERRREY frs Y o ¥R FABRRELDER Bk B2

Hrenk PRREIE TR RREr SR EF LS TR A FREEL D

i
Fd

Bed £ mfoppintEa A IAG T f&%ﬁ“lD%ﬂ“\%idestinaﬂon

(\x

CE T A R R RS R R R R TR R

EBE G A% 2 ERALS 6 A L EELDT FRAE 1 ERF ] Y R

RS AT ER I A TR 1-%6&%——‘?51—»%/‘" M%m%ﬁ’%’”ﬁl‘}é%ﬁg&.%% 1A
FRARE TR LZEBOLAFER IATEL L RV FE A

B A O RF Y VAR FT A LR FTAL 2ERIGTE 0 et Tk
IA & 8Lmi2 et 4o A TR AR R iR TR T A6 0 T IA R

FADEREL-BRY R RSP LI ST 2R IAEL R
BeE - WPS EBxp infe £ A KB Fd 2R e gFpdLr
H ek R FRMEATOIA K o 7 & % BR1T 50 Leader Node & 7 WPS 3+

i fi. 3% = fz.u %l

i}“?’i" T H it IAYE R ERY o
S AR Rl FEAPES T REA AR RRT S LR
HUp s 2 A TN E R AP AR d BB g B AR o dp o JAKER B

CRIE SRR X2 SRR
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33 FE T

IASE R i dpf cngd i s multi-hop & SR LG 977 B o /i AT
SRR EREATAET FEIRE TN IAELRE - AHT DAL P D
EREAFMIAEEFHLI T E S B2 e HE S QO EREL R
oo FESdn B s - B ok a FHIHE 2w E 2 AR F DT Local

Authenticator = Manager % ¢ 7 Leader Node - @ Leader Node £ % =7 |A & 8k

1Ef14c)\fthmTl E\'&‘iﬁn ”“/uﬁi"};{ll ’ﬁifﬁ{iﬁ_—?j}’,‘i"’@ ’fFT
L REAFENAT X ELAEFRE A YS :}4:1&%#9@,” #2. ¢ Leader

Node:E# i & 2 FHHIATIA RO RAFHERTRALLUDERL G F D
Leader Node » m 4% e cnfg ®aE 17 5 &2 {142 6 > s * WPS(Wi-Fi
Protected Setup) & # % i¢ * ﬁ EEEIT ARG A% 2R T T3 p T ORE
RS U B R R SRS 1‘#’?52» OV T ek v ik dens R A r Y

A3 A D IAERL R R P b B SRR R e B o
BAANTRRLNRALL T RS FH B

A TR A A RERRER A FHE 0 BN R R E A LA R E e

pEI F"ft%ﬁxf?ﬁ*;\;ﬁﬁ"i A A ZBFFE 0 4B 12 fror -

Clustering Maintenance
Phase Phase

Initial Phase

Bl 12 ~#FEHIL L0

NTHFERAGRAH RN A FLRFERRAFEER L BRI ES

o .
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3.4.1 Initial Phase

BT IAMER T B A HE SO HE A ® § - & WPS Root Server -
4= 4 Fg £ > WPS Root Server ¥ i £ i 52 ¢ .4~ 79 WPS Registrar & ¢ » gxx
FLiwt super registrar o iz A FHAE R RRARH 2w o BT 413 HIA 1% WPS
Root Server i& {7 47 42328 > 4743 pF LA 3 i WPS #2 5 #7Z «h Pincode » 11 7
4 p e b E iz WPSIIp f2 5 & & {8 ’IAB~’15';§EJ M8zt 4 B~ # Credential -

Credential » & 7 secret f- g_session_key #z_ {3 ehn #HAz A & * o

Initial Phase e A % 4/ A24p ¥ 8 0 LB AR Tl R8P 4o 4 97k ¢

% 4 Initial Phase %-#c%

FHc B P

I %% ® % concatenation # i¥

RS WPS-Root Server

1A, E- AKX F

PIN IA&E# 2 # 9 Pin code

g_session_key i5+F wenglobal £ 4%

certificate WPA 337 £ 4

secret WP e

WPS(M1,M7) WPS Registration Protcol # 7M1 3
M7 3t &

Credential{ secret||g_session_key||certificate} | M8 3t & ¢ *qen% 22 3 ¢
¢ 7 secret ~ g_session_key
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Initial Phase 21 & % & n 42408 13 :
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