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Legal Framworks of Surveillance and Data Retention on

Internet Communications

Institute of Technology Law
National Chiao Tung University

Student : Su San-Jung

Advisor : Dr. Lin Chih-Chieh

ABSTRACT

Electronic surveillance is a crucial method for criminal investigation which has
been utilized for several years. There is also a competent authority responsible for all
surveillance monitoring and supervising. However, as the rapid development of
Internet communications, it seems that both the technology and legislation does not
quite follow the step of innovation, causing difficulties of criminal investigation. It

also raises the concern of the right of privacy.

Therefore, this article starts out from the current wiretap law of Taiwan,
discussing the procedural and practical issues of surveillance on Internet
communication, analyzing problems that the police encounter and the possible threat
to the right of privacy. Furthermore, this article presents the system of Internet
surveillance in United States to help us understanding how others operate and

evaluate the whole system.

In the end, this article provides some suggestions and opinions toward those
issues and problems above, hoping that Taiwan can soon establish a complete system
and legal frameworks of surveillance on Internet communications, and find a balance

between criminal investigation and protection of human right.

Key words : Wiretap, internet communication, carnivore system, packet intercepting,

privacy of communication, roving surveillance, data retention.
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14 18 U.S.C. §3121 -
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