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Abstract

We propose two schemes for the multicast strealmeatitation problem. In
this paper, we focus on the computational overlodadceiver. From the point of
view of the receiver, receiver may execute manygmms simultaneously. Thus,
the computational resource is not totally used dacket authentication. If the
computational resource is not sufficient, the buffey overflow and the receiver
drops the incoming packets. Moreover, an attackay rforge many invalid
packets and send them to receiver to exhaust thgutational resource of
receiver. With this attack, the problem of buffeedlow becomes more serious.
In this paper, we propose two schemes that redueecomputational cost of
receiver. Our schemes also achieve data integniy-repudiation, individual
packet authentication, robust to packet loss aadomable storage overhead. The
first scheme is suitable when the packet lossisal@v. However, the loss rate of
network may be high, we the second scheme whiaoi® efficient than the first
scheme. Our schemes are robust against the imjeattiack.

Keywords: Multicast stream authentication, injection attack
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Chapter 1

| ntroduction

1.1 Motivation

A trusted server wants to transmit a large filehsas movie over the Internet
to many receivers simultaneously. The file is diddnto many small messages
and sent out as packets. On getting a messageedtbea/er has to process it in
real-time. However, the receiver doesn’t know whketthe message is actually
produced by the trusted server or forged by a noaléc attacker. Thus, every
packet is composed of original message and autagiotn information such as
digital signature. It is required for a receivehi@ve an efficient and secure way to
check the validity of received messages.

Unicast is not a choice when a sender wants tasitnénthe same data to
many receivers at the same time. Multicast is dinieft protocol for delivering
packets to many receivers that belong to the sanigcast group simultaneously.
This protocol is suitable for some real-time apgiiens such as stock quote or live
video broadcast. In these time-sensitive applioatiat is impractical to use
reliable transmission protocol, because the paiske¢transmitted whenever the
packet loss occurs in one of these receivers. dibvgs down the transmission rate
at sender side. Therefore, the UDP is used intmea&l-multicast. However, as the
UDP is unreliable, some packets may lose at recside. The packet loss incurs

some inconvenience when the receiver verifies ¢oseived packets. Furthermore,



it is well known that the Internet is insecure. Tdteacker can eavesdrop, inject,
delay, replay and capture packets. The basic rea@nt in multicast

authentication is that the receiver can make shat whenever he receives a
packet, he can decide whether this packet is pextiby the trusted server or by

the malicious attacker.

1.2 Trivial solutions

The packets transmitted over the Internet may bdified by the attacker.
There are some cryptographic primitives such as MAID] (message
authentication code) and digital signature scheifiee MAC provides data
integrity and authenticity. Data integrity meangezeiver can make sure the
received data has not been changed. Authenticigneian authorized receiver can
make sure the packet is coming from the trustedieserThe digital signature
provides data integrity and non-repudiation. Nopaidiation means if a signer has
signed a message, he can't deny this signatutdAl@, two parties R and S share
the same secret key and use it to compute the geskgest. When S sends the
message along with the digest to R, R can maketbigenessage is coming from
S because only the two parties know the secret Begides, the MAC is a
symmetric primitive, the computational and commati@n cost is low. However,
this solution is not applicable in the multicasthemtication situation. Since all
receivers can access the same secret key, anyfdhe ceceivers can compute
valid message digest and claim that the messagwosuced by the sender.
Another naive way is that the sender uses a digigglature scheme such as RSA
to sign each message using his private key. Theivercverifies the messages

using the public key of the sender. Digital signatscheme is believed to be
2



secure. This solution provides adequate authemicabut the computational cost

of digital signature is too expensive to make ffukition impractical.

1.3 Design issues

There are many additional requirements when desigthie algorithm for the

multicast stream authentication problem.

® |Low computational overhead: Since the packets nigstsent and
verified as fast as possible.

® |ow communication overhead: For receivers to auibate a message,
a packet is composed of message and authentidafiomation. The
size of authentication information should be aslsasapossible to avoid
network congestion.

® |ow storage overhead: The buffer or unused memdryeceiver is
limited. When the buffer is full of packets, theceever drops the
incoming packets, causing unnecessary packet loss.

® Robust to packet loss: When packet loss occursydbeiver can still
verify the incoming packets.

® Individual packet authentication: If the authentiima of one packet;
depends on another packet received later, the receiver must kep
If P, islost, P, is useless. Thus, if a scheme achieves indivipacket

authentication, the receiver can verify a packehediately.

Our contribution. In this paper, we focus on the computational aafst

receiver. We propose two schemes that reduce timpuational cost of receiver.
3



These schemes also achieve data integrity, nordiagan, individual packet
authentication, robust to packet loss and reasenstbrage overhead. From the
point of view of the receiver, receiver may exeautny programs simultaneously.
Thus, the computational resource of the receivemoistotally used for packet
authentication. As a result, there may be some giacthat can’'t be checked
immediately. These packets are temporarily stonetthé buffer of receiver. If the
computational resource is not sufficient, the buffey overflow and the receiver
drops the incoming packets. Moreover, a type ofalef service attack is called
the injection attack or the pollution attack [1]hel attacker forges many invalid
packets and sends them to receiver to exhaust dhwuwtational resource of
receiver. With this attack, the problem of buffeedlow becomes more serious.
From the point of view of the sender, the sendst hroadcasts packets. The
sender doesn’t receive any packet. There is ncatlehiservice attack at sender
side. And it is reasonable to assume that the ctatipnal power of sender is
stronger than the receiver

The rest of paper is organized as follows: In Chagt we introduce some
related works. In Chapter 3, we give some backgtanformation for this paper.
In Chapter 4, we propose our two schemes. In Ch&ptee give the simulation

results. In Chapter 6, we give the conclusion ardré work of this paper.



Chapter 2

Related work

Previous works on multicast stream authenticatiooblem are roughly
divided into two classes. The first class of schene called the signature
amortization schemes, and the second class of sshencalled the MAC-based
schemes. We introduce some signature amortizatibeanses in section 3.1 and

then describe some MAC-based schemes in section 3.2
2.1 Signature amortization schemes

The signature amortization schemes compute sirigleatsire over several
packets and reduce the computational overheadlgreigsh chain [2], hash tree

[3], and SAIDA [4] are examples of signature angation schemes.
2.1.1 Hash chain

Early work on signature amortization was done byi@eo and Rohatgi [2].
Let || denotes string concatenation, and H(.) denet collision resistant hash
function. Assume the sender knows the whole strddma.stream is finite and can
be divided into n messages. We denote the streatn=adl, ||M,]]| ... ||[M,. Each
packet P, transmitted over the network is composed of thessage M;

representing the original data of stream and th&h haf the next packet. The



construction of the packets works backwards asvioll

H(Pi+1)||SignSK(H(Pi+1));i =0
=9 MHP),1<i<n-1
Mi,i =n

If P, is a valid packet, then the receiver has the vadidh value of?,;.
When the receiver getR,,, it takes just one hash operation to verify,. The
computational cost of receiver is very low.

This approach has constant communication and catipoél overhead. We
use the hash chain approach as part of our schidaweever, it doesn't achieve
individual packet authentication. When a packes loscurs, the receiver doesn’t
get the hash of the next packet. The receiver camhenticate the remaining

packets.

2.1.2 Merklehash tree

Wong and Lam [3] used the Merkle hash tree to detd the problem of
multicast stream authentication. A Merkle hash tse binary hash tree that takes
n leaves as input. A leaf is the hash value of asages. The internal node of a
Merkle hash tree is defined as the hash value efcttncatenation of its two
children. The Merkle hash tree is used to compwi@gle hash digest over several

messages. Figure 2-1 shows a Merkle hash tree m#&n



hu,? = H( htl,B || h4,? )
hu,z = H(hn,1 I J'%,3)'

Figure 2-1: Merkle hasletre

We define authentication path AP(i) as the conaten of thelog,n hash
values needed to reconstruct the path frbnto the root of the tree. For example,
in Figure 2-1 we have AP(0)= ||h;3|lhy; . Using AP(0), we can reconstruct the
root as hg, = H(H(H(Lo|| L1)||h23)||hs7). By the property of second-preimage
resistant of hash function, the attacker cannohgédhe value of any node of the
tree. Thus, each message with its authenticatitim ipandividually verifiable. In
Wong and Lam’s scheme, the stream can be finit@forite and can be divided
into blocks of n messages. The stream can be démst& (By||B,]| ...). Each
block consists of n messages. The i-th blocBiis= (M, ||Mins1l]--- [I/Minsn—1)-

We focus on the first blocB,. A packetP; is composed of the messadg, the
authentication path AP(i) and the signature ofrib& of Merkle hash tree. Each
authentication path of a packet is unique and &clatr can’t change it. Thus, this
scheme achieves individual authentication. Howeagsume the receiver doesn't
store the authentication path, it takeg,n hash operations to verify a packet.
Even if the receiver stores the authentication ,p#te computational cost of
receiver can be reduced. In our paper, we comhbi@déash chain scheme and the

Merkle hash tree scheme to obtain schemes that\aeclow computational cost at
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receiver side and individual packet authenticatibn.our paper, we call this

classical Merkle hash tree scheme the scheme-0.

2.1.3 SAIDA

SAIDA (Signature Amortization using the Informati@ispersal Algorithm)
[4] [11] is a scheme based on erasure code [13[[4]]L5]. The erasure code is
composed of an encoder and a decoder. The (nctden takes a block of n
messages as input and output n symbols. When tleéveg get at least t of these
symbols, the receiver can decode these symbols tmatke original block of
messages. Thus, erasure code is robust to anyrpatt®ss among the symbols as
long as the receiver gets sufficient number of syisib We describe the
construction of SAIDA as follow. Assume the stresmalso divided into blocks of
n messages and can be finite or infinite. We ateni$ on the construction of the
first block. The sender computdd, = H(My)||[HM)]|| ... || HM,-1), the
concatenation of the hash values of all messag#ssblock. In the second step,
the sender computes the signature of the hasHypfi.e. S;=Sign(SK, H(Hy)).
Then the erasure encoder encodggd|S, into n symbols(sy, Si,.,Sp-1) -
Finally, the sender appends the symbols to eadkepand outputs n packets such
that P, = M;||s; for i=0, 1, ... , n-1. This scheme is robust to pEchoss.
Unfortunately, if the attacker injects forged paskénto the communication
channel, the receiver will decode an invalig that can’'t pass the verification
algorithm of digital signature. If the receiveresito reconstruct a valill, by
decoding all possible combinations of received syisibit is computationally

expensive for him to do this.



2.2 MAC based schemes

The MAC-based schemes use the symmetric primitvekesign an efficient

scheme that achieves asymmetry.

2.2.1 Timed Efficient Stream L oss-Tolerant Authentication (TESLA)

In [5], Perriget al proposed the simplest TESLA protocol. Let F dfidbe
two pseudo random functions. Assurfie= M, || M, || M5 ... is the stream. The

sender generates every packet as follows:

P = M;[|F(Ki+)[Ki—1|IMAC (Kj , Mi|[F( K1) [Ki-1)

K" =F'(K;) , K; is a random number

The receiver use§’ to compute the keys of MAC. To authenticate a padk
assume that the pack&t ; has been authenticated. When receivitig, the
receiver check<; contained inP,,; using the valueF(K;) contained inP,_;
first. Then the receiver computd§’ = F'(K;) as the MAC key ofP,. Finally, the
receiver checks the validity oP, using the MAC. If all verifications are
successful,P, is a valid packet. The verification process canilhestrated in

Figure 2-2.



Pi_1 P 1:)i+1

M., M, My,

FK;) b Dis FK,,) ¢ D, FK, ;) > Di
Ki_g Ki-l Ki
MACK,,".D;,) MACK,", D;) MAC(K,,".D,,;)

authenticated authenticated after not yet authenticated

receptionof P,

Figure 2-2: TESLA.

The simplest TESLA scheme has two shortcomingst,Fir P, is sent before
the receiver get®,. An attacker can interce@® and P,,,, and then he can use
K; disclosed inP,,; to forge an invalidP, without the detection of the receiver.
To avoid this type of attack, when sending a padkethe sender must wait until
all receivers get,, then he sends the next packet,;. This slows down the
transmission rate. Second, this scheme can't teleaasingle packet loss. If the
receiver doesn’'t geP,_;, he can't authenticateR even if he getP,,; because

he doesn’t know whethek; is valid or not.

2.2.2 Modified TESLA

In order to avoid the second shortcoming describbdve, Perriget al
proposed the modified TESLA protocol. Lét(x) = F(F(x)) denotes two
consecutive operations of F on input x. In modifidelSLA, the sender chooses a

number n and a MAC keX,, randomly first. Then he computes a sequence of n

10



MAC keys K,_1,K,_2, ...,Ko Where K; = F*7i(K,)) fori=0, 1, ..., n-1. We get

a key chain. Figure 2-3 shows the generation ofdteyn and the construction of

modified TESLA.
F F
- Kll Ki K1+1 -
l F' F' l F'
Ki_1' Ki' 1+1'

Pil Pi Pi+1

Ml 1 1 Ml M1+1 1
D11 Di D1+1

K, J K, K, J
MAC@LI ' >Di-1) MAC(Ki" D1) MAC(Ki+1'>Di+1)

' il '
authenticated authenticated authenticated
reception of P,

Figure 2-3: Modified TESLA.

The key chain can tolerate any pattern of packsst keecause when a receiver
gets the latest MAC keX;, he can compute all keys froi;,_,; to K,. Since F is
a one way function, it is hard for an attackerdampute K;,; given K;.

To deal with the first problem mentioned abaoives sender disclosds; in
P,q rather thanP,;. However, before the receiver gek,4, he can’t
authenticates?,. He has to store d packets in the process ofizatibn. When the
attacker injects many invalid packets, the probtémuffer overflow is serious.

From the schemes mentioned above, designinchante that achieves all

requirements is hard. Although in Wong and Lam®esoe, the communication

11



overhead is high, it has many outstanding propertie
® FEach packet is individually verifiable.
@® It is robust to any pattern to packet loss.
® |tis robust to injection attack.

® |t is robust to delay and capture attack.

It is clear that only the Merkle hash tree scheneetithese properties. We think
that the Merkle hash tree scheme is one of thedmb&mes for multicast scheme
authentication. However, we can improve the commral cost of receiver. Thus,

we design our schemes based on Wong and Lam’s schenh the hash chain

scheme.

12



Chapter 3

Praeliminaries

3.1 Collision resistant hash function

A collision resistant hash function H is a ftioo which maps a message M

of arbitrary size to a message digest of fixed.dizbas the following properties:

Given an input X, it is efficient to compute H(x).

Given a hash value vy, it is computationally infeéesito find x such that
H(x)=y.

Given an input x, it is computationally infeasilbbefind anotherx’ such
that x’ # x and H(x") = H(x).

H is deterministic.

Because of the collision resistant property, thaifization of the message will

result in a different hash value.

3.2 Packet loss model

In our simulation, we use two different packets models to simulate the

performance of scheme-0 and our two schemes. Otfeisiniform packet loss

model. The other is introduced by Gillbert[6] antidg [7], which is called the

two-state Markov Chain (2-MC) loss model[9][11]. &eding to [8, 9], Paxson

13



and Yajnik et al showed that the pattern of loss in the Internebussty. To
accurately simulate the loss pattern in the Inteme use this model as part of our
simulation result. The 2-MC model has two posssgiéges, one is the “good state”
and the other is the “bad state”. If the packdbss, the transmission channel is in
“bad state”, otherwise the channel is in “goodestafigure 3-1 shows the 2-MC

model.

P = p

Figure 3-1: 2-MC model.
There are four transition probabilitieB;§, Psg, Psg and Pgg). The stationary

probabilities of good state and bad state are denasn,; and gz =1 — 7

respectively. The probability transition matrix Bl i
M = [1 -4 q
p 1-p

The stationary probability vector i§ = [, mg] such that V=VM. We have

(1 —q) + mpp = mg
7TG+ 7TB=1

Thus we get:

14



The average probability of packet loss can be édfasP,,; = m;Pgg + m5Pgs.
In [9], the parameter p is measured as 0.0%B6é.parameter 1-q is measured
as 0.0513. If (1-g)>p, the packet loss is burstemn predicted by the uniform

packet loss model and the 2-MC model is more ateura

15



Chapter 4

Proposed schemes

We propose two schemes that are robust to packstdod achieve lower
computational overhead at receiver side. In sectidn we propose the first
scheme called scheme-1 which is the simplest oaeeder, when the packet loss
probability is not low, the computational cost eteiver also increases. In section
4.2, we propose a scheme called scheme-2 that iie gfficient than scheme-1

when the packet loss of network is not low.
4.1 Scheme-1

We review some notations. The hash value of messags H(M). The
stream S can be divided into blocks, each bloclsists1of n messages.
S (BolIB4ll -..)
Each block is denoted a8, = (Mpxn|IMpxn+1ll--- |[Mpxn+n—1)- The stream can
also be finite or infinite. Because the same coictittn is performed on every
block, we focus on the construction and verificatiof the first block B, =
(Mp|IM4]] ... |IMy—1)). The construction of scheme-1 consists of thtepss In the

first step, the sender constructs a hash chaiaollasvt

M./ = {Mi”H(MHl’);O <i<n-2
L Mi,izn—l

16



In the second step, the sender ubgs to build a Merkle hash tree. For example,
if n=8, the tree structure of scheme-1 is showrFigure 4-1. Note thai; =
H(M;"). AP(i) is thelog,n hash values needed to reconstruct the path fEpro

the root of the tree.

hl:l,? = H( hﬂj ” h4}7)

hﬂ,E = H( hﬂ,l H h,”)
Ry =H(L || L)
Ly
H
M, M, M’ M M,' M.’ M," M,
M M M M, M M. M, | |IM,

i} 1 2 4
E(M, )| [HOL )| [HOMGN| [ HOM, )| [HOM)| |[HM, )| [HM,")

Figure 4-1: Tree structure dfiesme-1.

In the third step, the sender signs the root ofttke. The signature of the root is
denoted as Sign. We illustrate the content of #ekets of the first block in Figure
4-2. Each packet is composed Mf’, authentication path and the signature of root.
M;’ is composed of original messa®g and H(M;,,"). When M;’ is verified,

M; is verified.

17



Sign || Sign | | Sign | | Sign ||
AP || By 4 . AP(1) ﬁ4’? » ap) [ ,;:4,? . AP(E){ ]}:4,? .
2,3 0 2,3 _ Tl T 0,1 |2 0,1 _ 3
L Ly L 3 L,
M M M it
M ] u} M ' 1 M ' 2 M ' 3
”{ HM, ") | ! { HM,")| | 2| HML Y ] 3{ H(M,")
Sign ] Sign Sign ] Sign ]
AP hu,z AP(S) ku,g AP(6) hm AP(T) hu,z
hm P, kﬁj P k4,5 | Ps k4,5 Rz
L. L, £, L,
' M4 ' MS ' M5 ' M?
M{ B[ | {H(Ma') M{ HOM,)| | M{ ]

Figure 4-2: Packet format of scheme-1.

The verification is easy. Assume each packet haisesee number and block
number. Each packet in blod, has block number b. The i-th packet of a block
has sequence number i-1. The sequence number acidraimber are part of the
original messageM; and can be used to point out the position at tireas. For
example, in Figure 4-2, the block number®f is 0 and the sequence number is 2.
In the first block, when getting the first packey, the receiver uses AP(0) and
Sign to verify M,,". The receiver has vali#i(M;"). WheneverP,; is verified, the
receiver records the sequence numbar P, as the latest valid sequence number
and updates the hash chain informatiortg®1,,,"). If the next received packet is
P.,.,, the receiver used(M,,,;’) to verify M;,;’. The receiver doesn’t have to
verify M;,;" by using AP(i+1). It takes just one hash operationverify a
message. In the other case, if the receiver doesnéive P;,, he doesn’'t have
H(M;;,") and the hash chain is broken. When receivpg, the receiver has to
use AP(i+1) of P, to verify M;,,’ . If the receiver doesn't cache the

authentication path information, it takdesg,n hash operations to verify a

18



message. Every packet can be verified individualhen the packet loss
probability is very low, the computational costre€eiver is low.

In scheme-1, the communicational overhead of epacket is 1tog,n hash
values. When the packet loss probability increasks, verification time of
scheme-1 goes up. In some situation like stockegaven when the packet loss
probability is not low, the receiver still wants teceive the packet because of the
importance of packets. We design a scheme th#toseficient and robust against
injection attack. So we propose scheme-2 that isenedficient and robuster to
injection attack than scheme-1.

4.2 Scheme-2

The construction of scheme-2 is based on scherBeftre the description of
scheme-2, we define a term: sub-tree. The treectates of scheme-1 can be
roughly illustrated in Figure 4-3. There are manyalier Merkle hash treeg;.
Every T; is called sub-tree. Every sub-tree Hadeaves. Note thak = 2* and
X is a non-zero integer. The root & is hyxjaxj+a-1- A can be greater than the

average consecutive loss length of the network.

Figure 4-3: Tree structure of scheme-1.

The construction of scheme-2 is described as follAssume a block is

19



composed of n messages and every sub-tree\ Haaves. In the first step, the

sender constructs a lower hash chain:

M. = {Mi”H(MHl’);O <i<n-2
b Mi,i=n—1

In the second step, the sender constructs many tree®-T; using
(Mjsa's Mjsas1’ s s Mjxaga—1') for j=0, 1..., (nA)-1. In the third step, the sender

constructs a upper hash chain backwards:

14 . n
h}\Xj,}\Xj+7\—1||H(M]'+1 ),0 S ] S (X) _ 2
M, = o
h7\><i.7x><j+7\—1,] = (X) -1

In the fourth step, the sender constructs aupferkle hash tree usiniy;"”
for j=0, 1, ..., (nA)-1, and then signs the root of the upper Merkkhheee.

We illustrate an example. Assume every sub-treesitgd leaves and a block
has 32 messages. Every root of sub-tree can bedrea an original message in
scheme-1. We replackl; with hgy;sxj+7 for j=0, 1, 2, 3 in scheme-1 and get
Figure 4-4. The complete tree structure of schenmeilustrated in Figure 4-5.
M;" can be verified by using the authentication pathupper Merkle hash tree.
Every original messag®l; in M;’ can be verified by using the authentication
path for sub-tree. Scheme-2 achieves individuakeaauthentication. We can use

the upper and lower hash chains to reduce the ciatimoal overhead of receiver.

The packet format of scheme-2 is illustrated inuFeg4-6.
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Figure 4-4: Upper part of tree structure of schémne-
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Figure 4-5: Complete tree structure of scheme-2.

P, P,

P’.-‘ PE PlS

AP(OY | |ap(oy APO) | |aPQy AP(1)

e { hy iy 7 My 7 Py, By,
HMp | [HOD | eee [HM) | [HOL) | ees [HOM

AP0) [ | AP(1) AP(7) [ | AP(8) AP(15)

\ M, M, M, M, M5
M, { HM, )| | HOML) HM;")| [ H(M,;") HM,;")|

21




Figure 4-6: Packet format of scheme-2.

In Figure 4-6, the upper part of a packet is coradas the signature of root,
the authentication path for upper tree avigd’. Note that packets in the same
sub-tree have the same upper pdff. contains the hash a¥l;, ', which can be
used to verify the message of the next packgt. contains the hash dff;, ",
which can be used to verify the root of the nextdo sub-tree. From scheme-1,
we know that everyM;"” in Figure 4-4 can be authenticated. So, the root
hgxjsxj+7 Of lower sub-tre€T; can be authenticated. Using the root of the lower
sub-tree, we can authenticate every mesddgeas the manner of Merkle hash
tree. Thus, each packet in the scheme-2 is indaigluverifiable. After
authenticating the i-th packet, the receiver camthe lower hash chain to verify
the message of the (i+1)-th packet just one hasératipn. So, when the
probability of packet loss is low, the scheme-Zassefficient as the scheme-1.
When the loss rate is not low, for example, in Fegd-6 assume the receiver
authenticates the fifth pack®, in the first sub-tre€l, but doesn't receivePs,

P, and P,. When receiving a packd, in the second lower sub-tree, the receiver
can use the upper hash chain to veMy’’ in Py and authenticatesg 5. After
four hash operation, the receiver can check thalitsalof My by using AP(9).
The receiver doesn’t have to authenticdtg” by using AP(1)'. In general case,
the number of packets of a block ranges from 128LQ@@4, in these cases,
scheme-2 require lesser hash operation than schehesceiver side.

There is one additional advantage of the schemB2scheme-0 and
scheme-1 for the first packet of the block, thacker may send many invalid first
packet and claims that these packets are origirfabed the sender, we call this

the first packet denial of service attack. When tbeeiver wants to verify the
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validity of the first packet of a block, he has ¢onducts aboutog,n hash
operations for each. If the attacker forges k fpatkets, the receiver has to do
k X log,n hash operations in scheme-0 and scheme-1. In szBethe receiver
executes the packet authentication from the midéide tree. That is, when the
receiver getsP, in Figure 4-5, he use$,” and the authentication path
(H(M;") and h,3") for upper tree to computé,s;”. If hy3” is invalid,

scheme-2 finds this error with lesser hash operatiban scheme-0 and scheme-1.
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Chapter 5

Comparison and experiment results

In this section, we compare Wong and Lam’s s@hg] to our two schemes.
In section 5.1, we compare the verification timéslifferent schemes under the
uniform packet loss model. In section 5.2, we caompghe verification times of
different schemes under the 2-MC packet loss mauderder to simulate the
packet loss in real world. In section 5.3, we corapie verification times of
different schemes under the injection attack. Feattion 5.1 to section 5.3, we
assume the receiver caches the authentication Y&halso assume the receiver
just cachedog,n hash values in scheme-0 where n is the numbeaaKgts per
block. That is, the receiver doesn’t cache allnmaénodes of a tree. For example,
in Figure 2-1, after authenticating;, the receiver stores,,, h,, and hys. In
scheme-1 and acheme-2, the way of caching is similze experiments were
performed on a Pentium IV 1.66 GHz. We implemeersthschemes using JAVA.
We use SHA-1 as the hash function and 512-bit DSAh& digital signature
scheme. The number of packets in a block is 1024the original message of

each packet is 512 bytes. In scheme=2 8.
5.1 Results under the uniform packet loss

Assume all types of attacks don’t exist in the riw Figure 5-1 shows the

average verification times under the uniform padkss model. The verification
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time of the Merkle hash tree scheme (or schemee@yedses when the loss
probability increases because the number of packetsled to be checked
decreases. When the loss probability increasesydhfcation time of scheme-1
approaches that of scheme-0 but doesn't exceedhi. verification time of

scheme-2 is the lowest one because of the uppkrcham.

0.3
0.25
0.2
average
verification
time 0.15 =—¢—scheme-0
(second/block) —@—scheme-1
01 scheme-2
rs
0 T T T 1
0 10 20 30 40
packet loss rate(%)

Figure 5-Results under the uniform packet loss.

5.2 Resultsunder the 2-M C loss modd

Assume all types of attacks don’t exist in the rogky Figure 5-2 shows the

average verification times when the average leofjthurst loss is 8. We can see

that the verification times of scheme-1 and sch@mee almost the same since the

loss is bursty. However, scheme-2 is still the Istaane.
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5.3 Resultsunder theinjection attack

We simulate the injection attack in this setti@he uniform packet loss
probability is 10%. In Figure 5-3, when the injectifactor is 2, for every packet
the receiver gets one packet produced by the sarsder and two invalid packets
produced by the attacker. For every packet theldtgust generates two packets
randomly and sends them to receiver in order toHuttenial of service attack. In
Figure 5-3, the verification time of each schemerigportional to the injection
factor. The slope of scheme-1 is lower than thees®k0, and the slope of

scheme-2 is the lowest one. It means that scheiméi2 robustest scheme among

Figure 5-2: Results under the 2-M€s model.

these schemes against the injection attack.
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Figure 5-3: Results under the injection attack.

5.4 Comparison

Table 5.1 shows the comparison between Hash ckidong-Lam, SAIDA,

TESLA and the proposed schemes. We make the faltpassumptions:

® A block is composed of n messages and one signetutene for each
block. For Hash chain and TESLA, n messages cooséblock.

® The computation overhead: We only consider the ecdatipnal cost at
sender side.

® |njection attack resistance: When a scheme istiojeattack resistance,
this scheme reduces the computational cost ofvecei

® The communication overhead: We consider the avetagemunication
overhead for a single packet. For scheme-0, evaokgi haslog,n

hash overhead and one signature.
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® The storage overhead: We only consider the numbdrash values

stored at receiver.

® In SAIDA, the encoder is a (t,n)-encoder.

Hash chain| Scheme-0 | Scheme-1] Scheme{2  SAIDA TESLA
Computation n-1 2n-1 3n-2 3n—3+(2A—n) n+0(n?)
field OP

Communication 1 log,n,1 1Hog,n,1 | 3Hog,n,1 |1
Individual authentication No Yes Yes Yes No No
Non-repudiation Yes Yes Yes Yes Yes No
Loss resistance No Yes Yes Yes Yes No

Injection attack resistance Yes Middle Yes Yes No No

Storage 1 log,n 1+log,n | 3+log,n |t

Table 5.1: Comparison of seledeldemes.
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Chapter 6

Conclusions and future work

We propose two schemes for multicast strearmeadication problem. Wong
and Lam’s scheme has many outstanding feature$t packet is individually
verifiable and reasonable storage overhead atuecside. If a multicast stream
authentication protocol adopts a digital signasaleeme, it is hard for attacker to
forge a packet. Besides, the sender only broadpastset and doesn’t receive any
packet. Thus it is highly possible that the attackay inject many invalid packets
to receivers in order to waste the resources adivecs such as computational
power and storage. We combine the ideas of Merakh liree and hash chain to
obtain scheme-1. We extend scheme-1 to schemeh2ntacl achieves individual
packet authentication, lower computational overhesd receiver side and
reasonable storage overhead at receiver side wi¢h cdosts of additional
computational cost at sender side for the hashnchi most cases, the
computational power of sender is strong, thus ctesies are reasonable in real
world. From the experiment result, scheme-2 isrtireistest scheme among three
schemes against the injection attack. Scheme-@itesb$e when the packet loss is
not low and the data is important for receivers.

We propose an open problem as below. Our schenbieves individual
packet authentication, robust to packet loss, lawnputational overhead at
receiver side and reasonable storage overheadceaivee side. Is it possible to

design a scheme that also achieves low communicatierhead?
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