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Abstract

In this thesis, we proposed;a Context Aware Network Address
Translation (NAT) Traversal-scheme that can use NAT information to
adjust its behavior when it tries to-establish a connection across NATSs.
Many researchers have proposed techniques to tackle the NAT
traversal problem. Among the previous proposals of NAT traversal
techniques, Interactivity Connectivity Establishment (ICE) is the most
acknowledged approach to establishing a connection across NATs.
Although ICE is a very powerful connectivity establishment
mechanism, it still possesses some drawbacks. First, ICE performs a
systematical and exhaustive test procedure to find a connection from
all possible paths between two peers; however, this procedure
introduces a long delay or excessive message exchanges for setting

up a connection. Second, ICE may fail in finding a direct connection



that exists between the two communicating peers.

In order to shorten the connectivity check delay, reduce the
number of message exchanges, and increase the overall direction
rates, we propose a Context Aware NAT (CAN) traversal scheme for
finding a connection between two communicating peers behind
NATs. The main idea of CAN is that user agents (UAs) exchange the
NAT information, such as NAT types, Hairpin Capability and
Connection Tracking and Binding feature, that can help UAs to
eliminate unnecessary connectivity checks, shorten the delay of
connectivity checks, and increase Direct Connection Rate (DCR). We
have implemented CAN and compared the performance of CAN and
ICE. The experimental results:show that CAN outperforms ICE in
terms of latencies and message exchanges for connectivity checks,

and direct connection rate.

Furthermore, CAN is compatible with standard NAT traversal
mechanisms, such as TURN and STUN, and can work with other

mechanisms for increasing DCR.

Keywords : NAT, NAT Traversal, ICE, UDP
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2.1. Network Address Translation (NAT)

ERNEREFMEL NAT ERWEFRE , THIRAHE L
NAT FREBREHEIMU D AKGRIBE LS EE R NAT Traversal B
TEEMLERE -

Figure 2-1 B—fER NAT TIERIEREE , —& NAT BEE
MEMN ERNE , —EEAEBAER —EE NI - EEZ NAT IR AED
MNP P EIREF IR T —ERENAE, LB/ AERRE SMBA
B, SEINBAEE RO A E LB NAT, T NAT mES
BRIRIE TN RETWAMA -

g0 Figure 2-1 FAi7or , PRAER NAT ERSN A SHE —EREL
Mapping Table WERIZERE | FAIRCERBERAEAMINT Z BRI EZET
ol NAT ETEIRA - 40 Figure 2-1 Ry 192.168.0.7:5100 EEAES
HERSEROINPARRE AU R EKA 140.113.215.188:12345 -

Figure 2-1 RELHATRDIINBIT E1EEBRE , BURERFE 5h
B9zt , PUE 89 140.113.21.88:747 &6l , SULAIIIRIHRE 2K
BHZEARNTABNRE  FEHIENENMHMIES
140.113.215.188:12345 , ™ NAT E#EWEIEENHENFEESRE
Mapping Table #&BRithfFEEiRA; 192.168.0.7:12345 , W5 bt BIER]
BN 2P -



Src 192.168.0.7:5100
Dst 140.113.21.88:747

Src 140.113.215.188:12345

™ Dst 140.113.21.88:747

Src 140.113.215.188:13579
Dst 140.113.23.89:27

Src 192.168.0.5:1278
Dst 140.113.23.89:27

/[140.113:215.188 |

| 192.168.0.1 |

-
-
Y

L)

' N
Mapping Table
Internal IP/Port Local NAT Port
192.168.0.7 5100 12345
192.168.0.5 1278 13579
L v

Figure. 2-1 NAT ~ ["EJFLEEITT\E{;L[F#[[

I ER—E NAT NEEEFRRE, SERER LNEWTESRERS
KMBHARMALAR , A4 Mapping Table 77K MEFR
ERNESACUESA—1% - EREEER TCP VERMEE , SXMED
REEMTBEEEAXR , A8 TCP MAEARRH XA REBEZA -

2.1.1. NAT FttE R %5

—iAET , NAT FIEENFFZHUE S ZE2 NAT Traversal BIAL
INEAE |, FRUERN/NEBEIRE NAT FREEN LS ME S EE] NAT
Traversal DAKGESLEESF M -

\

TNETREE FRIAS A NAT WERSZENEY, KrEEeTE
2] UDP Hole Punching #9455 : NAT Mapping and Filtering Rule »



Hairpin ~ ConnTrack Binding -

2.1.1.1. Mapping and Filtering

& Mapping Rule: & internal node @YMNEEEE , NAT @I x
#::€ public mapping 89174 ° 072 % Independent Mapping
1 Dependent Mapping Wit& -

2R Figure 2-2 , 2% —ERER node A (fizilt % 192.168.0.7:5100)
MR #ABNMA—4%K, —@E%@ node B (MIit5
140.113.21.88:747) - —{@%&[@ node C (fiiiltA 140.113.23.89:27) , 1B
= NAT £ Fr B 3% B Public Mapping #B =2
140.113.215.188:12345 - 5@ R EE A IR 24 IP/Port EE Public
Mapping t1#iEERTT R IE "Independent Mapping ., MEBETE
R NAT 8% "Cone :-NAT S ¢

o

=]
— 0]
Src 192.168.0.7:5100 |5 o [ Sret40.113215. 188112345 =~
Dst 140.113.21.88:747 gl PR — Dst 140.113.21.88:747 o
Q) © & 140.113.21.88:747
Src 192.168.0.7:5100 | T | Src140.113.215.188:12345 @
- -~ S " Lt
Newe A Dst140.1132389:27 o Nt g Dst 140.113.23.89:27 S
192.168.0.7:5100 T 140 1’103‘1;3%9_27
's \

Mapping Table

Internal IP/Port Local NAT Port
192.168.0.7 5100 12345

192.168.0.7 5100 12345

\

Figure. 2-2 Independent Mapping - i

£ 5 Figure 2-3 , 2% —EASS node A (fizilt %4 192.168.0.7:5100)
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MW e L, B A—1% , —(E3%@ node B (fiIil7%
140.113.21.88:747) - — &% @ node C (firilt% 140.113.23.89:27), m
£ NAT L PFTEC % 89 Public Mapping th £ — 1% , — @ 2
140.113.215.188:12345 » — @2 140.113.215.188:13679 - iSi&E & AN
I R0 IP/Port BElE , BAI SRS BRI E AR MER Public
Mapping AEIMTT4HRTEIE "Dependent Mapping., MEBEERFHHN
NAT t1#7% " Symmetric NAT .-

N

# Node B
140.113.21.88:747

Src 140.113.215.188:13579 @
Dst140.113.23.89:27 = <3
Node C

140.113.23.89:27

Src 192.168.0.7:5100
Q) Dst 140.113.21.88.747
Src 192.168.0.7:5100
Dst 140.113.23.89:27

Node A
192.168.0.7:5100

Src 140.113.215.188:12345
Dst 140.113.21.88:747

A

y
| 192.168.0.1 |
; | 140.113.215.188 |

-
.
e

.
-
.

' "
Mapping Table
Internal IP/Port Local NAT Port
192.168.0.7 5100 12345

192.168.0.7 5100 13579

Figure. 2-3 Dependent Mapping = ¥

¢ Filtering Rule: E5MERAAEE I E15)2Z NAT ERE—{E Public
Mapping B & , NAT 891174 - ol 2% Independent
Filtering ~ Address Dependent #1 Address and Port
Dependent =7& -

25 Figure 2-4 , 2R In% node A [@SMNERImRE node B E&¥E—
Ext e BIERE NAT E#&#17 7 —f{& Public Mapping , EFEREH
S EBImEG %138 7358 Public Mapping #oIgHi G EEUET R
IERIB9#% A EBIREE node A FRUZE , LU Figure 2-4 %%l , node 3 i
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B1E %7 140.113.215.188:12345 W HIEF AR NAT A58 MW
node A #IWZ - SREFRMMES "Independent Filtering J -

Src 140.113.215.188:12345 Q@
Dst 140.113.21.88:747 . Node B
140.113.21.88:747

_ Src 140.113.23.89:27 @
= Dst140.113.215.188:12335 S
Node C

140.113.23.89:27

Src 192.168.0.7:5100

) Dst 140.113.21.88.747 | -
J . Src140.113.23.89:27

e A Dst 192.168.0.7:5100
192.168.0.7:5100

PRy
. -

‘| 192.168.0.1 |
| 140.113.215.188 |

Mapping Table
Internal IP/Port Local NAT Port
192.168.0.7 5100 12345
192.168.0.7 5100 12345
o w,

Figure. 2-4:Independent Filtering - Hi[p

£ 5 Figure 2-5, EAEIRES node A @IMNEPIHRS node B #&#E—
&+t e HIERZE NAT E£#17 71 Public Mapping , =25 node
BHY IP PREFEMTIEIEZEME Public Mapping TILUBEFIEY node A PR
BRI USR] -

- 12 -



Src 192.168.0.7:5100
Dst 140.113.21.88:747

; _ Src 140.113.21.88:747
' "~ Dst 192.168.0.7:5100
Node A
192.168.0.7:5100

Src 140.113.215.188:12345
Dst 140.113.21.88:747 o Q)
. Src 140.113.21.88:747
~ Dst 140.113.215.188:12345

Node B
Src 140.113.21.88:745 _ 140.113.21.88:747

140.113.21.88:74
Dst14011321518812345 0-113.21.88:745

NAT

140.113.215.188

192.168.0.1

1 - "y D
Mapping Table ! 12345
Internal IP/Port Local NAT Port Node C
140.113.23.89:27
192.168.0.7 5100 12345

192.168.0.7 5100 12345

.

Figure. 2-5 Address Dependent Filtering ~REE

L Figure 2-5 &%l , node B ¢ —1@ socket , 140.113.21.88:745
BT EER 140.113.215.188:12345 L Sm oI UBERRIASE NAT
EB®MmM node A BrEICE L B2 node C = F
140.113.215.188:12345 B EMR NAT & FK , MEZES node A
PREEULE - STE W IMNERInRS TP Address FTBREIER Filtering FFHERELE
%% " Address Dependent Filtering J

£ R Figure 2-6 , EREiIRE node A [SMNElIHES node B BEHE—
Ex e BIER)ZE NAT £#17 7 —1{& Public Mapping , ERXR A node
A FREEMNNE P ERM IP/Port FREEMNEEZEIEE Public
Mapping TIRUERE node A FRIEFIUZR - DL Figure 2-6 %&#l , node
B # % — f@ socket , 140.113.21.88:745 % ¥ ¥ & X %I
140.113.215.188:12345 Bz =EZ#w NAT #& F , M node C EF|
140.113.215.188:12345 W EIEH® NAT 2 MR, MEES node A
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FriEW 3l , R8 node C B9 140.113.21.88:747 i={E Socket FAEH
B4 EW NAT IBFEIRME node A FEENE - STESWINIHES
IP/Port Fi BR #l £ B Filtering " M # F & " Address and Port

Dependent Filterings -

Src 192.168.0.7:5100
Dst 140.113.21.88:747

) __ Src 140.113.21.88:745
" Dst 192.168.0.7:5100

Node A
192.168.0.7:5100

Src 140.113.215.188:12345
Dst 140.113.21.88:747
_ Src140.113.21.88:745
" Dst 140.113.215.188:12345

Node B

140.113.21.88:747
140.113.21.88:745

-
-
e

)
Y

| 192.168.0.1 |
| 120.113.215 188 |

T i D
o . ) 12345 %
- ™\
Mapping Table Node C
140.113.23.89:27
Internal IP/Port Local NAT Port
192.168.0.7 5100 12345
192.168.0.7 5100 12345
\ v

Figure. 2-6 Address and Port Filtering = [

sl E , FAPILUR SRS ARAE 45 5

Fp 2-1 NAT 153 Kk

Independent Address Dependent | Address and Port Dependent
Filtering Filtering Filtering

Ind dent Add Restricted
! epen. . Full Cone (Address) Restricte Port Restricted Cone
Mapping Cone
Dependent ,
, Symmetric
Mapping

PUN |, Bat#lUiE NAT Type #agi—H:
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& Full Cone NAT: Public Mapping A& BE 9Nl b B9 o 2 M BR
EWE TWHE RS IUERBEZEIT SR Public
Mapping MR ERImEEULE -

& Restricted Cone NAT: Public Mapping A& FE = 9N 30 i &4 7Y
WEMIRERE  BRERAANSN RS LEXTEEN P o]
DIFEHEZEH BRI Public Mapping MiEAZIHEAUE -

€ Port Restricted Cone NAT: Public Mapping & BEZ SN0 n
PR MR E REANEIR DA ZZEBHN IP/Port
Z oI DIFEREZESI AR Public Mapping MRS IREGULE! -

¢ Symmetric NAT: Public Mapping & BE= 93l i R #Y 0L & M IR
ZWE  WHRARNI B ALEESBN IP/Port A OJIFERE
ZEBZIE Public Mapping MEA SR inmRULE] -

2.1.1.2. Hairpin

= ERNEHAERAEZHR—EL LM NAT FRARNEE , NAT 2
AE7A Hairpin EIRFEUEHENEZRDESHHRIERD—E NAT E
PR MRBETENERZE I LUEREE - # FREL Figure 2-7 2K
#RHE Hairpin A94F14E

Figure 2-7 /—Z%EH NAT HEZREE , node A ERERINE
NAT (NAT A) EER 7 —1& Public Mapping , 140.113.215.188:5689 ,
IEREZUER—&INE NAT JE FAY node B #iEHEWHZER [ iEE
Public Mapping , Z2H 8% NAT #SWHIEFIH node A UgZEI,
HMEERTHRZESA Hairpin UM - BLFigure 2-7 Bl , B2 NAT
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A B7A Hairpin 895 , #8 node A #1 node B EOJLUERHENMR ,
&H) node A 1 node B ZREMRAESEZE Relay RETEA -

D

Node C
140.113.22.67:456

140.113.215.188

Node B
192.168.0.9:1234

Node A
192.168.0.7:5100

Figure. .2-7 Hairpin % Hi[p

2.1.1.3. ConnTrack Binding

ConnTrack Binding B—E%r353RRIRARE , 518 [11] - ConnTrack
Binding BIEMBERMENREEZE—(EER Cone A NAT B84ET
Mapping tEZrIR% , 5Rl2#1T UDP Hole Punching EIBH 1M
2, FEeRsEHMMMmE NAT Traversal k8 , B ConnTrack
Binding 2% UDP Hole Punching ki , B 8EZEBMWE=EM
DI 4 , UFRIZ™ ConnTrack Binding MTRZEA -

=2 , ConnTrack Binding i@ NAT X —{E Public Mapping £
WA T —ERMAIMANIFE , BF NAT SHEUILRMAOAIUE—E Block
MENE, TREZSEZHE LM NAT SERM—EHH Public
Mapping MABZEARZART Public Mapping © B Figure 2-7 RE1EAIF5%
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R -

£ & Figure 2-7 , node A FJF Socket A (192.168.0.7:1234)
node B EHRIWHE NAT EEZIL 7 —1{& Public Mapping , BHES
51000 , LERFEB—EINRM node C £ 7 IIE Public Mapping , 1 H
BB EZRIERE Public Mapping , BiSLEE NAT %& Restricted Cone
NAT PRI EIEHR NAT EE , BEE node A BRI Socket A #H
HERINROREAEET Mapping BHZAIRY 51000 &AL 102440
R NAT BEEEERFRMMNERER ConnTrack Binding BI4F4 , MBE
ZEAEERMM NAT K#7% Port Restricted Cone NAT (& ZE
Restricted Cone NAT -

Q) 1. Open public mapping
/_\ Node C
140.113.22.78:747

2. Send packet to Mapping

Node B
140.113.22.56:58

-/
3. Mapping Change

Socket A -- 192.168.0.7:1234

Figure. 2-8 ConnTrack Binding = !
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2.2. NAT Traversal Method

HRIERS NAT Traversal FUIMRNEBEENS , FBYLREKXTS HER
LU =248 (8] .

1. Application-layer approaches: REXENEAHIZTL , FOJiER] NAT
Traversal BB ®Y - Fl40 TURN [5] * ICE [6] E2BRIHEER
Vabre

2. NAT Box approaches: E#¥i10 NAT devices EITIEX - Fild
3BT AR 7 2B BRI 2 9MEE NAT devices B 1% - Al
40 UPnP IGD [9], [13] -

3. Mid-layer approaches: E#EZ #IRAE MW Network =&
Transport Layer Protocol B9ZR#%-, LEEI T EIRVER A , ABTEIR
EEDIEIR - Alan-IP 4+4 110] -

Ml =B HERBEPIERE AR ES —EHENTIA, M
AEWXFTRENTTAZEBRE—EEE, FLUE T RARR XA E NS
—ERUPNEBEENTTA

2.2.1. STUN and TURN

STUN [3] # TURN [5] #=2 IETF i2H2kH RFC 2% |, HEIBR 7
STUN B&MEZI , TURN BrRIEHEABESEREAREXNESR - —10
E—BRIM STUN A—IE0LUERIEE— NAT LEFIRE Public
Mapping, MmEAZEXILUFIAL Public Mapping Bt& Hole Punching
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ZAY NAT Traversal , T TURN BI&— Relay m9#:ls , 255188 Z
TURN FREIT Relay FOZ2ERE(Application LayenE R |, FrlHEEE
EEE TCP =t UDP, RBXR#MmXFTiEEI TURN EZFH UDP &

=
BwEE -

Figure 2-9 2—fEF%/ STUN RYZR%E , STUN Server REZHEHAM
@ IP Interface , W HEEMME Port Number (3478 and 3479) , Fill
STUN Server lEzZ&RABEIUE Socket , iR Figure 2-9 B —#k -
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288 Figure 2-9, i1 NAT JE'FH Private Node oI 17 E—1E
Socket W HM@ STUN Server 2#E Binding Request , M STUN Server
ERWRIEEN—REIEzeSME—LEE , WHRKH AR IP/Port
WA Binding Response Z 4 [a]f&45 1t Private Node , #ll5 Private
Node ##UZZlILL Response ZHEEBOILIEHEI ZPHMEECH Public
Mapping ° A% STUN[3] ¥R Symmetric NAT PRSI Public
Mapping i A5EA , B4 Symmetric NAT R 7% B Wm0 -AEMm

Public Mapping BFFA[E -

IP1:3478 IP1:3472 IP2:3478
= T

1. Binding

STUN Server

Response

Figure. 2-9 STUN e B!

=2 STUN mINBEN AELERE0RI Public Mapping , BEER 7 —
BEZEEZINETENLEBRMNAREIRIES Public Network 2
Private Network , =& Private Network EoJERIH BRI NAT 89
FASM , AR STUN RESATIZ%E STUN EUIEABE -
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® o & 1

TURN Client NAT TURN Server Remote Peer
————— Allocate Req— — — —#=
l«— — — —Allocate Resp- — — — —
Send Indi (Peer A)—— ]
: DATA .
i -t DATA
--—Datallndi
— —Set Active Deétination Req —m
-_— Set Active Destination Resp— —
DATA > DATA ~
- DATA
- DATA

Figure. 2-10 TURN i =i A fif

MEPL Fig 2-10 ki TURN, AUHHIZ0 - —B3%a TURN Client
@ TURN Server % Allocate Request-Z>k—{@& Relay Resource ,
£ Server Fo]ZEE Ll Allocate Response BIBERNA TR Server Fi
FRIRY Relay Port , Mz#% TURN:Client FrE8%8# Remote Peer #}
EREREXZE@E Relay Port ; M TURN Client MR EZEE K4
Remote Peer BRI ERH Remote Peer B IP/Port B1EE Send
Indication =& Message E$%£%| Server, Server B ELEX , BB
ERIZ4 TURN Client, Server &1 Data Indication 3={E Message i

REREREEPEZELS TURN Client -

—B TURN Client I Set Active Destination #1&E—1{& Remote
Peer HiE 2% , EREALFHEH Message 815 , Mol B EEWFE
ZER, 90 Figure 2-10 — % -

FREE—3 , MRBE—EIREE 7 —f@ Client PIFRIAY Relay
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Port MNEBEETIEZLE Relay Port, Relay Server EFFEHEEE , &
ZFE%B Relay Server M BRI EEZEQW—E Client FIAEE , BT

L, Relay Server B9 Filtering BE41& 2 Port and Address Dependent Filtering °

2.2.2. Interactive Connectivity Establishment

(ICE)

ICE [6] 2 IETF FrflERY NAT Traversal F9#%4lg, ICE 4557 STUN
A TURN 2H# 7T —@E%H SIP (Session Initiation Protocol) SEZEr 2Rl
NAT WA X , FAEAFERM o DUNPAE AR EMEEREHE L -

ICE WEERBMERRYE RE=EAIE NAT E MY Private Node
B L ZEmMIE IP address , —1E4& Private Node &X&#/) Local
Address , 5—1ERI% NAT _LH Server Reflexive address , &M L
AA TURN =SB ZIR—1E TURNRelay Address , i@ & A =&
IP/Port , ICE E&HE%W—IE IP/Port %—1& Candidate -
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TURN RelayR
= Address

TURN Server

R TURN Relay 55
Address =

TURN Server

Stun Server
1.L<->L
2.L<>8
3.L<->R
4.5<>L Server Reflexive
5.8<->8§ SAddres ‘
6.5<>R
7.R<->L
8.R<->8
9.R<->R

3 x 3 Local
Nne A Palnng Noe B

Figure. 2-11 ICE Candidates = Hi[p

£ 88 Figure 2-11 , & -Node ' A #1 Node B #EBAEHKW=1&
IP/Port, MEBEMRR ZEBET—H=—NkYH AHETETNEES
tTRMEEBNEEMKE , M ICEBHENRBTETERIR , DEE
o] HRYBETE -

E

BE—MREIE, PAWNEREEERS "BEHEY, &1 - AR
node A Al node B BIZFEBEEERMWNIKEENKHE , FILEE node
A B IREEE , L-to-S, HEWMRZ node B Y S-to-L , FTLL , IREFE
B HNRTEHNREIEEELSREEERCHBAORE -

EHTARAY ICE % ¢ —EDER cl LR IR IS ER/NIREL - Ti2
Figure 2-11 Y 1-3 BIK 6-9 B/NREEE , HEAIEN RO DI U288 ICE WY
X e
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Figure 2-12 & ICE W@ AmE, ICE AH SIP 19 Invite A
200 OK ZRIEWFIER A Candidate &Eifl , EE€H M5 Candidate
Z#EEEETT Pairing HENE , BTN REBRPAAREETT Connectivity
Check , REFZEE—IROIHAOBKEEZE RTP ERl -

& %Q &P

NATY

Caller SIP Proxy Callee
.+ ————————— Registration - -——---—- - —————— - Il?egistration ————————— -
1. Invite (Candidates) » 1. Inv|ite (Candidates)———»
2. Pairing Q
+——3 200 OK (Candidates) - 3. 200 OK (Candidates)
Q4. Pairing

< 5. Connectivity [Check

<: 6. RTP Data

Figure. 2-12 ICE ?*,F;Liﬁﬁgqgﬂ

AV

2.2.3. CDCS

CDCS[7] (Case-based method for call setup) , IRERFEERT
FEDLGERIWE NAT BEiAKEITEE Hole Punching RUFIS , #KER
BLE NAT BEfflRERESBEAENEBASETSEREN S NRER
NAT Traversal , B2U75AE NAT BEfNRE EBEARZE , WEEH
BN E—ERRE Server , WHE Server ETEHEMNEIE , FRLAME
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RIS R ZAWES T AREZER NAT Traversal B2 Server RiEBEIZEE
1TiEZAME Client , SR ZERIMEN ¥ Server B9 LTE -

CDCS[7] EZEFBMA NIE=5D :

1. Client WEBCZ2H NAT Type I H[@ Server 5Efft , Server &
REFELLEER -

2. B Caller ZmE(E Callee BARRHE, FE X HHNEH Server E
TCEE%4E Callee -

3. 2 Server #1318 Caller A Callee BEZ BB E , FZKIE
WA NAT Type W1ER , BERIEK Caller 3¢ Callee &1
H—LEBEARZER, NAT Traversal -

£ CDCS wAgnEih ARmXEABEDL , BRBREE JUSH

Reference [7] »

2.3. Bis

LY =

AL L, AR NAT (IERSHE, WHRKEKIR Filtering

1 Mapping BRIKFETSH MIEIEER | HME2R
Independent Address Dependent | Address and Port Dependent
Filtering Filtering Filtering
Ind dent Add Restricted
! epen. o Full Cone (Address) Restricte Port Restricted Cone
Mapping Cone
Dependent ,
, Symmetric
Mapping
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T ARG 7 E NAT Traversal BREEMNMASEMY , — @5
EBARER Hairpin 14, 5—ERIBHEIRLHERSLRKNE M
ConnTrack Binding %t , LEZ ConnTrack Binding IR EUK

A
Al

m

7£3#1T Hole Punching F& ConnTrack Binding WEZBEE AR
NHERHZ— -

ICE Bk CDCS MBI EATE—HA it , I H 15 ER
EARNBIREARR R LN AENNER , THIEMENAEZ
& - NIESE—ERGFIARWXNITAUMIEZIA 7 ICE MUK
CDCS RIMBLEARRS -
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% = & Context Aware NAT Traversal
Scheme (CAN)

3.1. EXBHERR

MAESE _=ENPTIREIRY , ICE RUBERRILAK CDCS HIRIE :

Es)

m [CE

& BE5: 5£EpY NAT Traversal Solution ~ IETF FrlE
ROIEAE

& HhE: ERAEEBENLE « BEREG SRR EER
m CDCS:
& BE: FFBE "NAT =5, EBh#ETT NAT Traversal

& RE: FBXDOE NAT Bl - BREHEHIZ4 Server
BT Server WEIE - FEFRA Server HIZRHE (Hl
40 SIP Proxy Server)

AR ICE WAEZR , NrmXARERIMNEFN NAT ERED
ICE E7E&NE , LHERSHEERDCR) MUABEEEFAGERE ; A
CDCS ARIZEER , N XIREWIAWEMAMAE rEZH NAT &
AAREMCHEER B R, LEHAZR NAT B34 Server ERIE | MEH
ENELRBEWHRBIEN , WItEAEW CDCS —ARERIME ¢
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Server HWEIE -

HMAREARRWR SRR LIRS , 2 —EAEERIES, oJUKER
EREDNRBENNAEERENRLE, THEHRELERRN NAT EFE
t, JUARSBENEMREREN=RRT ICE AR EMEERNME
2, IR R EER

PUNAKR#®FLL SIP based VoIP &AIZRERAREEZFRIS] , 2
R AR X TR HATAAR A LIEAR SIP, U URGEMNGEE
TEREFNREEHEEE D R ER -

3.2. EARHE

AEWRXPRETNWEHEZER ICE B9 E K5 @ (Multiple
Addresses)” &, FRLUEFE G 4R ICE , FERABBERMEINIAFT
e, PRLL, UM EERB MG EE ICE A/ENBE ZEFHAMNLER
AR -

0 _E—/N\EAPRER , "R R SRV 7T AR E R IR A8 P R A 1T AR 1Y Y {2 i
RZETT NAT BRI, MEMInRBRIBEEL NAT ErlFENTEET
e, MARBEAERY NAT BE/llA FIIEIA .

¢ =Z257E Public Domain

€ NAT Type : HEAITE NAT &N, Bt NAT Type A1d - BIUE

YA, Full Cone * Restricted Cone * Port Restricted Cone * Symmetric °

€ Hairpin Support : B2 NAT E N, Rl NAT 26EBEXIE

Hairpin EIBEHH4 -
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€ ConnTrack Binding Existence : &=afIE NAT KN, Bt NAT 2
EE7A ConnTrack Binding EIE4HM4 -

Rimam X iR BT AR N ERIRDRRPTER

1. W& NAT Eill . EFEFEEREARMNEE BT
F—ME#%5 NAT Check RUEABETUE NAT EFMAILIE,
BREFIIEEMMUSEETRIERNORIEEA -

2. R NAT Eifl : EEAEZERENE @K ETERNE
iz, BEFHEEEGZILUE Control Signal H#AMIEZETT
EiRpmRs , H1E SIP - LA SIP BB+ , EHAZZAA SIP
Signal PRI Invite HECAY NAT BEFH ARSI, M=
FRImRAFIA 200 OK BRI NAT Bfflm#AaftEAE , dit—
RETEA 7 5TEH NAT Eifl -

3. ETEMAE: —WZEIAER, AR SIR ERVTAZM ICE
AERE , FILL ICE Y Candidates RIZRIRTTE _EXAYSE D8R
MR E—HET F B, FRAESTEEA Figure. 2-11
PRRARRLIRES I - UERT , B ERIE Context Aware NAT
Traversal Algorithm 2ORTE H ARG RV SR — RS -

4, EREURER . URRBOSIMURESE , BEERETREIUMNA
I, ERELRMHETLLETERNNGE - B2, BREIK
B, IBEZREE 7 BISMR -

LUN Figure 3-1 , BEEMNARRXHEREHERABEIA SIP Based
VoIP BBIF) , BREHIT NAT Check BWEEMIHBEMIEFER ,
ZETT Call Setup FTEBRE)WRE , FZEVHFHFENRA NAT &fl °
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1.NAT | .
Check [~ sw-t&m( NAT

Info.
+ NAT type
2. Call Setup Hairpin
ConnTrack

2.1 Call initiation

+ Get
2.2 Connectivity <"/

Check
v

2.3 Chunk Setup

Figure. 3-1 CAN B A B

HMHEHA Figure 3-2 ZRERAFE(ESCEAIHN MR - Caller 1 Callee
€75%M Invite A 200 OK R NAT Bl , E€H5EE 7HELILR NAT
Eiflz#® , EAA Context Aware NAT Traversal Algorithm 2KREFR
ZETAENEE , ENEMIIZREIUABILEEREZE RTP &Y -

Caller NA|T X STUN Server SIP Proxy STUN Server NAII' Y Ca
<NAT Check cc}llect NAT Info. / \INAT Check collect NAT Info. :>
- — = ————— -Registration--4------ - —————— - — -Registration |- - ——-—-- >

1. Invite (NAT X info. -

2. 200 OK (NAT Y info e—21 200 OK (NAT Y info.)

Figure. 3-2 CAN FIF R (SIP Based VoIP £%f1)

MG L, adIAER MG RE ICE NRAESZ £ E NAT
ErMAWELREZIR NAT Bl REEL R ERERETAR, It-AMBa]
PR s B AR L, BB ol DI ARAIG R RO IR A -
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<: 3. JAN Connectivity Check :>
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3.3. Context Aware NAT Traversal

Algorithm

UM AEABRZF AR, XRH XM EA NAT BEflACRER
ZRAFRBEERM -

KERMXEFNAE NAT BEFAEMZIHANBERUNERE EES
Context Aware NAT Traversal Algorithm (CANA) = LN EMLL Figure 3-3
RERAR CANA HIEXRRIE -

Both under
NAT

Case 1

N0~ Public Domain)

Both Under NATSs

Case 4

no-»<_ Same NAT info. no —» (Different NAT)

1e’5 }fs

Case 2 Case 3
(Same NAT) (Same NAT Info.)

LR R R L L

Figure. 3-3 CANA giirzim%gqal

Bt CANA BHERABHESBZETERNIRIMESEETE NAT K
T, IREE NAT E FHWEBEZBR Figure 3-3 FEHAW Case , &
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RIEE Case 1 1B , B Public Domain BYECE BT °

BABNE S InxBARIRA NAT Public Mapping IP (Server Reflexive
Address) IR &E |, "RAREHZAREER—E NAT EF , IEREZER Case 2
RIS ; Z MRBABE S NEBRIKR NAT BEifl, IRENHEHEZER
Case 3, ELIBEZERIE—E NAT E MBI , &RIER Case 4, &
URABH NAT & FIER -

el £, CANA REREFRERESE R, RNUEERT , WK
SHREMNARMAUARBNERSG R |, FUILUBR/VIRIT ICE PREAIGE
WESIERIE , IR ol DI EME M EENBEERE—HEENMAZHE
EHEMUNERE , £RAN ICE PEM LoEBEMN—ERRSEEEE M
B, WEECES_SPENMAE 7, EEAFHIEEL -

Z Mg ElE/ N, 2 RlEFA AN E Case ROEIEHA -

3.3.1. CASE 1 (Public Domain)

Casel HJ1E%& Public Domain B1E% , TEIEER N B OIRER mitE
BENE—ERMEETE Public Domain ; 55 _f&%&—&7E Public Domain ,
—&7E Private Domain ° A48 , A& , F£E1E Case | FUIERN MEHE
FAZIER Local Addresses RURIEL , T Case 1 BIET F =B %E L 2RAVRAIR
BEREA—F -

i3

#HIRA ICE WIBERZT, IbfE Case AZHETNIE Case HUAIE |
BEEE T —EEEARE , MUIELIRE T TURN Server WEIR |
AEMART T TURN Server B2 AEEAEIM , FTL CANA £ Case
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1 WEBEAET RGBS , AR LR TURN Server &
& - |® FRL Figure 3-4 ZRERAREEERIZ -
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‘Y(Public Domain)

Both in
§ Public

yes

Figure. 3-4 CANA Casel ifﬁ%,‘é}qgﬂ

E Case 1 —FagtANNR  EETERNESEEHMINE
Public Domain , IR Z/EBEZ _LAIRKAE —ERT , RZWFEEZ
R R SE @R

EE—EBER TEAZELENESEZME Public Domain , FTLAER
#FABECH Local Address =¥ B Local Address #E1TEARBVAIE ,
REGEHIMETRFEIS I E R EZEIER , UEBENFER -

EE_BERT , —FUR NAT &N, —ZAIR Public Domain , f
R NAT [E AU E B CRY Server Reflexive Address AU Public
Domain B Local Address #ETEAR ML - FILL , BREXHESR , AEAS
BAZAE NAT EF , IRZMFEIEZA Local Address ZME F5HY
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Local Address #E1TELRAG , K 2BIEE , BI2M Local Address =¥ 89

Server Reflexive #E1T##E4R °

3.3.2. CASE 2 (Same NAT)

Case2 WIBERAEHFEER—E NAT ETFWIER , IR NEA
miEoEEtt , BB AMEEAUREER—E NAT KT, BEHFEIURNA
Private IP EEHEFIEIZIE S , B8 Figure3-5 LB - F_EREHHA
HURBE—ME NAT ET , BEESFEEAER Private 1P AT EIGY
73, B0 Figure 3-5 RUAE -

Node A Node B Node A Node B
192.168.0.7:5100 192.168.0.9:1234 192.168.0.7:5100 192.168.7.9:1234

Figure. 3-5 [fl~ NAT K™ Ssgirisri

£ Figure 3-5 B MEBRBIERAZHREEHAERT , B% Node A
o] DR Private IP EHIIE148 Node B, FTAE H IR EEITELRAVG
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MM Local Address ZRIETTEARME —E LA ; EE2AEMEE Node A
M Node B ZR2MRETERAIRE , FIA Local Address RIRA—EB XM , A
BFCENA Private IP REBERE T, BILER T, RIFWIBERA NATA B
S #& Hairpin ABETJARIA Server Reflexive Address ZREMEEZE , GRIAIRE
BRBEFA Relay A TUREMESRZINER - Fil , F Case2 BIERZ
N CANA SERIE 12 FRAVEEE - & F U Figure 3-6 LUK Figure 3-7 2R
HR CANA £ Case2 FRISTEEREE

( Same NAT)
' L-to-L

_________ Multi-level | |
uppo NAT
Hairpin o

Via Relay

Figure. 3-6 CANA Case2 i,’h?ﬁqgﬂl

B—RatE Case2 WA N , ZBEFA Local Address ¥ 75

B Local Address #TEZRE , ERIFEMINEZHIEE , FRIMNGEE
HEITE TN RMETE - £ Local Address #f Local Address fAZERE
ERMRRT T, EEHERRSETURNA Hairpin (RFMHRERS—ERT
WEZE - PTIEHETRINEW NAT 26 Hairpin, ERAENEXR
SEoIURA Local Address ZRFI¥ETIHY Server Reflexive Address 2REZEME
y RZ, ERAZENG  BREEMNA Relay A UREE S ZEAER
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AL , FRAE A Via-Relay B TUARB LA EEST Relay AYERIE -

EX Via-Relay RRAR ¥ ZHH Relay BEZHN, m—ERRZR 1
EEORT BEHES WEE, FABRES _EAMA, EEARE
CANA FE#TT Via-Relay 5 , BB HESTE Relay RIS, TREARS M
= ImraEl B Relay Address HGETTEAR , SREALERTE Relay
MEEEZE , FIREZEEFE Relay WA, BT FMEZFERR
TERERETT ZRENRMA Relay MaEAMH Relay , M CANA RIERETHEHIZH
Callee 2RfEEA Relay °

ML Figure 3-7 ZREFWAARE Relay BWEMRE - B NAT B
Symmetric NAT S&2EEBB ConnTrack Binding MR , €H @R A
5E Relay WANAGEREE - M CANA EFEABZEES Caller, &2
%5 Caller BIE , ABER A Local Address-FIFA NAIE B Relay Address
#HITER k2, BIEZFA Relay Address RANEI F5HY Relay Address #E1TE

(Via Relay)

R-to-R ‘ L-to-R R-to-S

Figure. 3-7 CANA Via-Relay i,?ﬁ%j@ﬁgﬁl
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3.3.3. CASE 3 (Same NAT Info)

IREBIRIEPALE NAT BEAEME Interface FEEZIAER ISP, ALt
NAT EZAZE Public [P, M Case3 @4 L BORIEIEMIITA NAT FriE(s
HARAVIED , BAEREFERAUMRILE NAT E NMBRES Server Reflexive
[P WARERAERIFER— NAT EF, MEFEA Case 4 RIBEREZ
BEARANERESLE , BIEA T Case3 HNESE -

£ CASE3 BRI FRIRESDW NAT BEMl—ER—1%, BRERERK
BOEEEHNRE—E NAT E N, MAZSEMRER— NAT E T,
R7BRZERISRENELIE  REEEEF Server Reflexive Address
¥ Server Reflexive Address SIA—FRHAVAIBIEER , MAZE Case 2 —
%, AT @EBIE Harping ZEZREESE R -

S

PL Figure 3-8 @B+ , & Node A-# Node B #HEBMHER NAT &
l, MRLUFEIFA Case 2 WEE, B LB LB AR ERKE ;
MR EEFA Case2 FEEHKE Relay WER , BEHEEHFEDIERE

B, B LEEZ NAT A2 Symmetric NAT °
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(a) Different NAT

NAT A

S :
Node A Node B
192.168.0.7:5100 192.168.0.9:1234

Node A Node B
192.168.7.7:5100 192.168.0.9:1234

Figure. 3-8 CANA Case 3 F’q%ﬁ:ﬁﬁi‘%ﬁﬂ%fﬂﬂi?”ﬁjﬁi NAT =y

B T2REL Figure 3-9 %RERAR CANA TEE{E Case 3 BOARIE - Il
Bl Case 3 Al Case 2 WME—ERIERE Case 2 HEHETEEXE
Hairpin 2@ RESEZAE L ¥ S KB, M7&E Case 3 miEEA
il - Via-Relay 2% Figure 3-7, FELEABEML -
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L-to-L L-to-S

- @q PR

Figure. 3-9 CANA Case 3 i,ﬂh%gqgﬂ

meEPl F, HE Case 3 Wik A —BE%IARL , ER LLEEMNE
EEE S EMGERD, A8 T EEEE A DI B ESTSE MR
PIfEA Case 3 WESE -

3.3.4. CASE 4 (Different NAT)

Case 4 WK AEFHESEARN NAT BN, EILEE T KED
oI LUERREE |, PRLIEEE Case mAIZAIA) Case 2 #1 Case 3 &1
A #H Relay A—1x , £ Case 4 W1EN FEEIKE Relay RIBEE
Bf Case4 PEBEAFNEEREEEEMAM "Waitings RIS,

EHFEIER T ERRIE ConnTrack Binding BIREREM ol UBEFEM B

,ICE AR R EEHEIMEREERY -

PURBL Figure 3-10 2R:%AE CANA 7EZE{E Case 4 WREE - &
T, RAEBETEERW Relay B - B Symmetric NAT BC £
Symmetric NAT ~ PR/CB (Port Restricted Cone with ConnTrack Binding)
Bc¥t PR/CB -~ PR/CB Ec¥f Symmetric BIART , TS LA M EL R BERI A
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5c® Relay 2REIIELR -

BENRSHLERF Relay AT, EFEREIF Relay WARAMRA
Symmetric EC¥f Port Restricted Cone HIARL , TEUEARIT T EEZEBAIR
Symmetric A — 751 H Relay Address ZR# 5 — A 8 Server

Reflexive Address #1748 815 -

SHENRIFLMFEZE Relay WK R 1E , EE# A Direct
Connection (DC) Mikn , Bis L2 TEEEERK - S2EAENE
TUAFEE Symmetric Bo¥S Full Cone * Symmetric BC¥S Restricted Cone 32

Cone ¥ Cone MUK , B2 O] DUERM EE -

'y (Different NAT)

l:’ @ yes

u s

u
P

DC || L-toR ‘ R-to-S

1. (SY, SY)
2. (SY, PR/CB)
3. (PR/CB, SY)
. (PR/CB, PR/CB

4

R-to-R
[

Figure. 3-10 CANA Case 4 giiﬁgqﬁl

BETRIEMU Figure 3-11 #EEHA CANA 7 Case 4 2 E
ERVERE -

- 41 -



SHEEARE Relay 2% , BEREH MREAENE —RIVEEEK
EEZMAM "Waiting, HHNEEEER FTESE-_RBERSEZ/ME
"Waiting ; BBl

1.

KB 7% Port Restricted Cone W H7AE ConnTrack Binding
(PR/CB) B9 NAT , M#¥ 5% Restricted Cone I HZA ConnTrack
Binding (AR/CB) BY NAT : FEUGiIRML b , #ARARBH PRICB &
#5IE ConnTrack Binding FU4EHE , BERREER Port HIXEM
P EEAE , RLUAIEIH B A MBI 758 Restricted Cone Y
NAT B , BT DUEFZER EE -

KE7% Port Restricted Cone (PR), M¥ A AEA ConnTrack
Binding (CB) BY NAT : #EULAIR T , BEZEBUR CB E MY
I B 7 B ORI R S 61 ARG R ST AR e BB CB BY NAT #5|H
CB BYRE -

KEH Symmetric (SY) M¥ 5% Restricted Cone W B A
ConnTrack Binding (AR/CB) Y NAT : AR T |, BZERMUR
AR/CB & MRImES o8& AR , bR oI LUR 45| CB
M, MR SY JE N AYIm R 3% AR R 35 & 3 R o

NAT Mapping , B2 ReE Port, [P MDRAWE | FILAIEHE

ZW AR EE -
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NAT Info.
Combination

'

!

;

:

| Case 1:
| (PR/CB,

Case 2:
(PR,

Case 3:
(SY,

Default

| AR/CB) cB) || AR/CB)
I I
Y

Waiting

Figure. 3-11 CANA Case 4 DC i,’ﬁ%g[ﬁl

PUR ML Figure 3-12 RABEJ/RSE ICE T , ConnTrack Binding
PSRRI -
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1. send packets

2. send packets

NATY
Port Restricted Cone  Port Restricte
ConnTrack Cone :

Fail !
192.168.0.23 192.168.0.23

Figure. 3-12 ConnTrack Binding #£ ICE & Hole Punching RIfERE

£ Figure 3-12 o, caller # callee BAER#5E candidate Z#& 2
ARABEERZAIGA IP/Port BT, BER NAT Y &L VAIETE
NAT X EZ NAT X 8 ConnTrack Binding MIfTAR#SIHEK , FAIE
NAT X BZEHARTEOKEESESIN—E Public Mapping &t
B2 NAT Y W25 % NAT X #3E{E Public Mapping B EHEM
Hole Punching B9E1{F , EREEMNFIC AR -

BEZ , BMOIUELE NAT X BRI E , RioJBUBES NAT X
E4% ConnTrack Binding 9174 , #ILLEEolDUERIZREE , 40 Figure
3-13 FA7R -

1. send packets

2. send packets

NATY
Port Restricted Cone

NAT X
Port Restricted Cone
ConnTrack

aller Successful !

192.168.0.23 192.168.0.23
Figure. 3-13 Waiting &%ﬁjﬂﬁéﬂiﬁ ConnTrack Binding
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4.1. BN

REMRA T RARAKM S &0 ) PRFEM—E "DLINK-ICE, E
fEEZEEIK - DLINK-ICE S4B /EERN UA M ICE IN8E , EAEEIH
Ziagt SIPUA 7 ICE ZRBREMERRE , WHFMATE CAN BB

ml>

DLINK-ICE WEMIRIZMERZINRIVE , 1 MER2
B {EEZ4: Ubuntu 8:04
m  SIP Protocol := OSIP2-3.1.0 Al EXOSIP2-3.1.0
m RTP Protocol: ORTP=0:13.1
®m TUNR Module: PJNATH-0.8.0

FMEMA OSIP2 A EXOSIP2 E=E#EFIARY SIP UA #Y SIP FERY
R, WHFHAH ORTP XETEHEMEMAELZE - B, DLINK-ICE B
TURN #RAEBERE , PFLIFMEL PINATH B9 TURN #E#HRRIERITHY
TURN If8E -

2, FfMLL Figure 4-1 REGZERAAZEME ICE AEAERUREB

SIPUA %17 ICE MR ZAIE kM ICE R4E (tm28 +aY ICE
Lib ) TSR ENENE , 2@ DJLURFMSIA ICE #EAPRHAII)
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E-BPHNALEN SIP UA ER2ETHRIIEENRESET I8
"addCandiToSDP ; WENF , IEBFISEZEERISBUE ICE W 3 &
Candidate W H #FIIEEMEIRM SDP MIEIRR4 SIP Protocol &%%
aREET - BIREFEEREFAR ICE RAPHUNE Candidate 19T

BE -
ICE Lib SIPUA TURN SIP UA ICE Lib
Server
———d2ice_init dlice_init——»
——0k or Failed——» l4——0k or Failed

addCandiToSDP

SIP Invite——

——SIP Invite——»
getCandiFromSDP
I
addCandiToSDP
4 200 ok
200 ok ‘
getCandiFromSDP
ACK * ACK. CheckConnect()}—»
RTP listen -
—CheckConnect()
RTP >< RTP :>

Figure. 4-1 DLINK-ICE im%@%ﬂ

EREERRES  UREBTPAERN SIPUA , EXFEREKNAR
SIP Invite Z%& , BSERIED " getCandiFromSDP 4 EBEIE , #& SIP B2 FH
BA345A 0 R Candidate ERMUNERER , WHE S HEEES) " addCandiToSDP 4
FIRENF , BECABR Candidate BRI HEXARETT -

SRS NZE T EES CRIA Candidate Bl ZE , BEEMA ICE
RAEFH " CheckConnect s VENE , RETERAGE , EAF TR ZEBES
Ao B E PR EEREZERTNEM -
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UESR , —@ ICE WEEBHRERE , TR ERE CAN 240
WEM EEHEREAWN ICE M&S

4,2. B LEWTTE

N

CAN BREZXMAZLIMNS NAT ZRNER , DURRIGE SR
REEE - £ NAT EFVRIE S ERKMERA STUN PREIEREEARE
i, WEEBEEATLUSAIE NAT 025, mBEE M S M ®Eal
PUBEEBERIL Hairpin #9774 , 182 ConnTrack Binding SI1877 %804
RAEMBEAEREEERA , FTUE 421 /e EEFm , HARaE
FEIEEAIThRE

FH A& RS DLINK-ICE fE#STUN EEXR STUN Lib 2REE
HE , WHMNLE ConnTrack Binding BIfT4ER , MEREMNEATM
T84 "NAT Checka B4 -

AR ERBELOEMAIN , fEE 422 NEMBGFARE , EXE
FERRBRLZ CANA EEX -

4.2.1. ConnTrack Binding &

ML Figure 4-2 2RERAAZEEME ConnTrack Binding BORIERIE -

E—® , @ STUN Server H#HERILE Socket FHIZE —E#ETTH
B Public Mapping FEI{F , LLEIFIREEEE NAT ALY — &
Mapping %% Mappingl °

#E , —1X[@ STUN Server FIZE—1E Socket 253% Request , AEIREE
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— , BERM Request HEEK STUN Server (eS8 —1@& 1P A Port EIE
5 Response © 2t , @RI NAT B ConnTrack Binding FIITRHIEE , ABEE
BEIRBEEEE Mapping XEMRKT , GRINEMZRE ConnTrack

Binding EET4 °

& , LB —R Mapping , HMHES Mapping? , #15R Mapping?
A Mappingl A8 , EEEAKMEE ConnTrack Binding R4 HTE
I -

STUN Server

1P2:3478 @

3. Respo
4.

IP1:3478

equest

1. Ask Mapj Ask Mapping

Figure. 4-2 ConnTrack Binding JZ¢#AH
&% , HMLL Figure 4-3 RERBAZEE(E NAT Check BEARZRERM -

- 48 -



= SIP UA BZEEBE T NAT Fifl , JLRIA T getNATInfo |
EMERTUENY NAT Check ##H , NAT Check #HAHMEZ XA STUN Lib
MINBEEER NAT WERFMEEBEXFF Hairpin WEH , &

, = NAT
Check = #HZEE 3 NAT B Rl A Restricted Cone (& % Port

Restricted Cone , B EZ#ERIE) ConnTrack Binding FISFIEER -

B8 , NAT Check ZiGPFIBM NAT E:EE4S SIP UA
STUN

Server STUN Lib NAT Check

Module SIP UA

i f-d——getNATIypc(]——‘—gCtNAT]nfﬂ{‘\'__
STUN : Collect i

Messagesn i VT IWE&
Q:L> Test Hairpin |
i support | NAT Type .

-+ 2. Hairpin Support ?

STUN C onnTrack -1] sConnTrackBind()—

: Messa§ea [:: Bind I. NAT Type

2. Hairpin Support ?
Test Yes/No 3. ConnTrack Bind |
"[ existence ? -

Figure. 4-3 NAT Check %E%‘%

4.2.2. CANA B

CANA WEMEEZ SR CANA ESEANEEM , WHBHW

CheckConnect # % T CAN_CheckConnect -

BREESE A RESEE ==
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4.3. Implementation Library 7T#A

SE—/ERENAE, BEHNES ICE B8 - 20O TAE , F—
HARRAR ICE i , ®5 _#OiE N4 CAN FURE
B, AT ARAR ICE R -BERE, RMEEEEMN ICE At

ROEREE|R SIP Protocol , EMTILIRIE Candidate BB HEZS
SALURESH -

[CE Lib Application Application
Collect Addresses
o etSrx [P )——»
——pet T unlP()————»
Exchan ge_ |
™ Addresses

Make Pairs

——MakePairs()———»

Test Connection Path
«—checkConnect()—»

Figure. 4-4 Original ICE =i

g0 Figure 4-4 P~ , EEAMEEETHRAES ICE Library 0, HER
B={EThEEME -

BEMEIWE Candidate tTFL2E A Collect Addresses , HH#Y
getSrxIP A UNE NAT _E Public Mapping , M eetTunlP B 2UE TURN
Relay fiill , 2L Candidate BWEREXHEBNWRE , ERAENOJLUIE
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EHRNIHRRBELEERN , JLZE SIP 1

AETERHBEEMES R
oI IZEHMt A -

BT Candidate 218 , BOJLARIA MakePairs FASEE , IWH
ETHE , UEREIRESEFVEL -

R E LR EIIHA checkConnect 2
B R, L Figure 4-5 AR CAN RIRTRIZ -

ICE Lib Application
Gather NAT Information

~———getNATInfo()———»

Application

Collect Addresses

a—oetSrx[P()——»

——getTunlP()——»

Exchange
Addresses

Make Pairs
«—MakePairs()————»

Test Connection Path
-—CANTS_checkConnect()—»

Figure. 4-5 CAN [zt i
SR AVEIR

Figure 4-4 & RMARES , Figure 4-5 Z7UE NAT &
EE , AR CAN MUHHEIEZAT NAT WERN , FRAE—RGERRE
BEEEWE NAT WE, WHERE Cnadidate EIEL B E—Gf
R NAT &xf -

BIE0Y CAN_checkConnect 2R

MESBETERUENRE,
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BEEERYRIE -

Pt BEEMZENES IR ICE INEERINE |, oJEFRAEZENR
FEEAW—E NAT Traversal BIKTE -

Wwey ivE

4.4. BoHsss

L, PR 7 2@ CAN WEMAR , THIRNENER
HAEEN A —F -

EBALERXELARZOLAR CAN ZE NAT Traversal A%
o, Mol IEBNAEPHORARETER , AT EEFNA
getNATInfo BRIVAIEFEER NAT Bl -
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CAN £ ICE rOZERIZL, FPIRIAE 17 & NAT RETAIGLE

A 27
E AR AE

B - MmEMAIREREE , 80 ~NE Figure 5-1 -

140.113121.0/24

Caller Callee

Figure. 5-1 iﬂﬂ%ﬂiﬁ%ﬁlqﬁl
Caller #1 Callee fiIFE#23t 17 & NAT &~ , W B ol LABBRS 1R 25
B NAT EN , m#E 17 & NAT B9 Public fu & # # %/
140.113.21.0/24 =43~ -
HEERE , FEE Caller B EFR4 Callee WHEFEEITEESH
2%, Caller 71 Callee BEEKIINEE LEZIBINE —KREMNERE
Z , Ml RTP BB EBEZ -

ERIRIEN 17 & NAT, #8518 2 & Full Cone * 4 & Restricted
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Cone * 6 & Port Restricted Cone * 5 & Symmetric * FF N EAFRAES L B 1{E
NAT MR R EEBRYE T -

##% 5-1 Full Cone NAT 7j[l#

Full Cone
Brand ConnTrack Hairpin
D-Link No Yes
SMC No Yes

#Af 5-2 Restricted Cone NAT Fj[#

Restricted Cone

Brand ConnTrack Hairpin
Linksys Yes No
Corega No No

PCI No No
SMS No Yes

?d[f, 5-3 Port/Restricted Cone NAT %%

Port Restricted Cone

Brand ConnTrack | Hairpin
BelKin No No
Draytek No Yes
Edimax Yes No

Lemel No No

Linux Yes No
PCI (W) No No
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?WF?, 5-4 Symmetric NAT 7%[j%

Symmetric
Brand ConnTrack | Hairpin
Abocom No No
Asus No No
Netgear No No
Zyxel No No
Freebsd No No

B L ERE T, BB =58 NAT BEAE ConnTrack Binding H
B4, —8% Restricted Cone * Mi& % Port Restricted Cone ° BAHIIEE
B Hairpin 8945 , ME% Full Cone © —&7%% Restricted Cone * —& 7% Port

Restricted Cone °

5.2. ERFEIRE

EXABEREFEZAHIEER=E 6 —EREER , —ERTEER
B, —EREFRIRNEE , AEDEOT

1. Caller 73] NAT1 [EF
2. Callee 123 NAT1 EF

3. Caller @ Cellee 38355580 , WHEFRKR—=SH ICE RUENF ,
MmENRFEHR Caller A Callee RUFARAAFCER M2RFA LOG 12
£, MECSEEL,ERBENRBIT AR N -

4, EM—KAIEE 2%, Callee &322 NAT2 ™ Caller — 154
B NAT] - WEBET—RITE 3 - Wit , —EHZF Caller P23
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NAT17 , Z 85 —imRl5 -

5. &

Callee Sep—8wry NAT tJJ# , Caller B E)#82 N —&
NAT , —EZ# Callee 2 Z] NAT 17 7 = 5ol Z{EREURRZE -

METU PR, BHEER 17 X 17 AR , FilgA 289 1A
AL AR

5.2.1. Direct Connection Rate HEXR

BEXYEIE , AHEA 17 X 17 - 17, 58 212 @R, ZFA

LIREE 17 B2ERE 17 8% UER—E NAT B, #BIE ERIEZ
—EGMINEMEER , BEURBLEREE -

#4455 1678 NAT type i /4

Full ConelRestricted Cone|Port Restricted Cone|Symmetric
Full Cone 1 2 3 4
Restricted Cone 5 6 7 8
Port Restricted Cone 9 10 11 12
Symmetric 13 14 15 16

MEFRAE 5-5 Fior , FAMARE Caller A Callee B9 NAT B BIRVEC

¥ BB RYAE 16 BT , FI8 5-5 WEHEEA Caller 9 NAT &7l
=55 Callee B9 NAT ZUfAl -

HMiEE 16 BikRZEEARN Case UKELEERPIFERE 5-6 KK
7~ c FHZR4E 5-6 oJ%0, Case7 - Cases - Casel( - Casell ~ Casel2 - Casel4 *
Casels ~ Casel6 BB KHILEE -
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Ff% 5-6 1678 NAT type i (j 4 F 1t =fj]

Full Cone|Restricted Cone|Port Restricted Cone|Symmetric
2 12 1
Full Cone 8 0
0.74% 2.94% 4.41% 3.68%
8 12 24 20
Restricted Cone
2.94% 4.41% 8.82% 7.35%
12 24
Port Restricted Cone 30 30
4.41% 8.82% 11.03% 11.03%
: 10 20 30 20
Symmetric
3.68% 7.35% 11.03% 7.35%

BENRILAPAFTRRE 5-7 KRR CAN H3E 16 &ikin PRUBEER -

#4% 5-7 1675 NAT type i/~ CAN Jfiifisk

Full ConelRestricted Cone|Port Restricted Cone|Symmetric
Full Cone 100.00% | .100.00% 100.00% 100.00%
Restricted Cone | 100.00% } ' 100.00% 100.00% 100.00%
Port Restricted Cone| 100.00% | 100.00% 93.33% 0.00%
Symmetric 100.00% | ++:100.00% 0.00% 0.00%

ERBMLIER 5-8 KR ICE 7635 16 BN FHERE -

#4% 5-8 1678 NAT type it &+ ICE i

Full Cone|Restricted Cone|Port Restricted Cone|Symmetric
Full Cone 100.00%|  100.00% 100.00% 100.00%
Restricted Cone | 100.00%|  100.00% 75.00% 75.00%
Port Restricted Cone| 100.00% 100.00% 66.67% 0.00%
Symmetric 100.00%|  100.00% 0.00% 0.00%

e:tE 5-7 LIRFERE 5-8 oJUREBERNE , CAN 1 ICE WZERE®E
<, Case7 ~ Case8 LUK Casell ° TEIE=1& Case WIIE ~ , OILLEEIR CAN
2B ICE W -MmiEEZMREER, ConnTrack Binding FIERBTE CAN &

- 57 -



BORY B ICE BEERAFEEHE -

FEUERENEERMS, 69.85% BBEEER ICE 89 62.86%° CAN YL
190 1&B%IN Case B ICE B 171 1@ -

BRELERE 59 MRE 5-10 RERNZHHWEERD ©

# 4% 5-9 ICE i patan

D-Link]SMC|Linksys|Corega|PCI|SMS]Belkin| Draytek] Edimax|Lemel|Linux] PCI(W)|Abocom}Asus|Netgear]Zyxel] Freebsd

D-Link * * * x| % * * * * * * * * * * *

SMC *

Linksys| *

Coregal *

PCI *

SMS *

Belkin *

Draytek| *

Edimax| *

Lemel *

Linux *

pci(w)| %

Abocom| *

Asus *

Netgear] *

Zyxel *

Freebsd] *
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Fobs 5-10 CAN [kl
D-Link| SMC|]Linksys|Corega| PCI}SMS|Belkin] Draytek| Edimax]Lemel] Linux | PCI(W)JAbocom|AsusfNetgear] Zyxel|Freebsd
D-Link * * * *x | * * * * * * * * * * * *

SMC *
Linksys| *
Corega| *
PCI *
SMS *
Belkin *
Draytek| *
Edimax| *
Lemel | *
Linux | *
PCI(W)| *
Abocom| *
Asus *
Netgear] *
Zyxel *
Freebsd| *

5.2.2. Delay Time SEZEMRFRE

EEREEELDE , 8
&ER , &A1& 5-5 |, RMEADHT -

i3

A 17 X 17, 5t8 289 &k , FfIR

PAFRME 5-11 M RAE5-12 =8 ICE BY Caller A Callee #ETTEARA
ARVIE B E(EABTD) -
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#4f 5-11 ICE Caller jrsff ]

Full Cone|Restricted Cone|Port Restricted Cone|Symmetric
Full Cone 4.10s 4.28s 4.26s 4.23s
Restricted Cone | 4.266s 4.19s 4.32s 4.34s
Port Restricted Cone| 4.24s 4.29s 4.33s 4.08s
Symmetric 4.18s 4.28s 4.31s 4.07s

Fig 5-12 ICE Callee R ]

Full Cone|Restricted Cone|Port Restricted Cone|Symmetric
Full Cone 4.33s 4.46s 4.45s 4.50s
Restricted Cone 4.50s 4.50s 4.50s 4.45s
Port Restricted Cone| 4.50s 4.50s 4.50s 4.30s
Symmetric 4.50s 4.49s 4.49s 4.08s

AL EICE ' Caller 2518, 4.24s WEERRE , m Callee X
=t Callee €18 0.2s £H:, A&XE 444s - SR B ICE FRES
0, Callee B4R EHFH A —IH -

PIZRTE 5-13 1 3|48 '5-14 F|_R CAN BV Caller 1 Callee BYIE 2 ¥
&

Eadlil 5-13 CAN Caller R ]

Full Cone|Restricted Cone|Port Restricted Cone|Symmetric
Full Cone 0.01s 0.03s 0.01s 0.2s
Restricted Cone 0.04s 0.01s 0.01s 0.2s
Port Restricted Cone| 0.03s 0.01s 0.01s 0.01s
Symmetric 0.01s 0.01s 0.01s 0.01s
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#4f 5-14 CAN Callee Jriefifi]

Full ConelRestricted Cone|Port Restricted Cone|Symmetric
Full Cone 0.32s 0.35s 0.33s 0.47s
Restricted Cone 0.36s 0.34s 0.33s 0.48s
Port Restricted Cone| 0.35s 0.34s 0.34s 0.34s
Symmetric 0.33s 0.34s 0.33s 0.34s

@bl , CAN 7= Caller 19 0.03s WIEERRE , M Callee
X &th Callee 1E1& 0.3s £/ , K&2 0.355 -

EE=—2FRS , B 7H#R ConnTrack Binding BIEEE , PTLLRIF
7T Waiting .191H, IEERBH F B LB N CAN 7 Caller A Callee
BEA 1.67s A 2.00s HIEE - gAFHE 5-15 DUK F& 5-16 K5

FA7R -
A4 5-15 Waiting #ijlaB<pv Caller [y
Full Restricted | Port Restricted |Symmetr
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