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Institute of Network Engineering
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ABSTRACT

In medicine, the patterns.of multi-channel broadband biomedical signals (e.g. EEG) are
clearly defined. When we want.to transmit such biomedical signals in Wireless Personal Area
Network (WPAN), we have to« ensure- data order, correctness and integrity. For
resource-constrained devices, we need a low cost transmission. In addition, we need a
transport layer protocol to handle multiple sessions on one device. In this thesis, we present
WPAN-ATP, a reliable transport protocol for WPAN. It has the following characteristics: (1)
streaming and ordering transmission: data packet ordering by sequence numbers; (2) packet
loss-resilient: SACKs and data retransmission mechanism to ensure data integrity; (3)
bandwidth-efficient: rate-based flow control for traffic overloaded avoidance and high utility
of bandwidth; (4) low cost transmission: simplify computation and reduce unnecessary data
transmission. Finally, we implement WPAN-ATP on wireless motes, SunSPOT, and then run
some data transmission experiments in the real environment and analyze behaviors of the

protocol.
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1.1 K imit

EETRGPEARFE > AEAB A FE B R (Wireless Personal Area Network) # i@
%?ﬁﬁfﬁiﬂﬂﬁwwr”%ﬁmﬁ%ﬁﬁ$°§§J’%*?ﬁﬁ%ﬁiﬂﬂﬁ
R R L TR e N '@ﬁ%}@ﬁv‘ PR A N gRRMELAE - H T
FARFEE o T B4 WA PR R GERE s PR EE

EARBP A RBERERY BT LA KRR I (star topology) 2 H e
(single-hop) i@ ¥ & Jxdpd @ € 5 — B A =k (base station) § # #&jx#cB R A P AR @ %
HFAL A MR PIEE R AR TR E G AR BET A BN ST R T
€ B ETS B b oeag A (session) o d A 3Bl & (MAC layer)# /% 4 48 - £ 8 1

A R R RO AT e R SRR S L K R

SUE R EREM s R A2 VbR R LA E R GARE R TILER X
TEER AT EAR R AR NS

AT T Fen g R A% RN 40 TCP @ MR B IRE Y § 7 4 B[1]
P i p TCP h@ith Lt AT R0t A e > RN AP g Ro AP F R

P ERPA HRPRERLT jLe‘v’ﬂMg?]f;io

12 g

F%F i WPAN ¥ 3% 5 913 0 4 S2 3 5end o 2 gk o TR ¢ 4 K (middle
layer) 4 & B #y & 2 & > f F -l PRl A TE R B B TR A
B o FRITHCE 2 P na S KE - e A HE RN P SRR G e
WAl RS e BTl o Wi L0 AR SRR Y AR gl E R 2 AT R
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@ng?]/é] b o AT ER gi@@?]éa » $ Eaf % 2> WPAN 2. 7 dLeng ;‘ﬁ@ﬁﬁl °

3 %+ ATP (Ad-hoc Transport Protocol) sk 3224 -3 d1 - Bag * 3 ik 5 &
A E A F B it (Low Rate WPAN » LR-WPAN) z. # 1ﬁf§$%f% %_ WPAN-ATP (A
Reliable Transport Protocol for WPAN)» # <2 A2 T & R B A % 38 R ;L@;#i%]f; T_ o

WPAN-ATP £ & ™ 34 1 (1) 8 ;‘ﬁ(streaming)frﬂ'ﬁﬁ(ordering)ﬁm’@ﬁi&] TABY R
®ite F 4 FRDT ARG H o F Ao (data packet) 7 3¢ A 5L(sequence number)
T AR e B ELREE R o (2)3 ¢ i £ w 4R (packet loss resilient) : pt #4 * korE
TRy T T = BT o d T T B v % SACK (Selective ACK) 2 Frigixsh e
Jelendte BEL, BEaidpt TP T & fad £ B8] o 2 % SACK 2 P e i
U He Ty enid X = fio # ' M ACKS 1B g B0 (3) 3 » i * 4 7 (bandwidth-efficient) ¢
Ak 5 e £ 74 (rate-based flow control) » 43 4 18 3% &4 cid 3% 28 3B {odi a3 dyedT
B EE A e @ik 5 (transmission rate) s Brenf BE A B iE SR E A DBl R iE R o
PR S A g L REE R T IR A e R T 0 T L ki R - (4)
= A (low cost)f—fﬂi%] NS =k ok VRS 2 FEE L @;ﬁisa AR MR iR
Alfe SACK eniB i » 38 (7 L IR > MR 3 LB NGE o

Bié o - WPAN-ATP # i &g SRUERILE SunSPOT o 38 i J2ME % & ¢l
* i $ 4= 28 (Generic Connection Framework » GCF) » 1m0 = if Ji& % 4258 & * WPAN-ATP -

BEF AT EREC WFROERE BT RS AT BRI AE S -

13 %+ 1%

BT kavwhe A sedo ¥ F 0 fom AP HRD ATP iR A £ 45

4::1

A B 2 7 (Sun Microsystems) B 2 crg s B 5 8 SunSPOT » % = £ 5 23k~ chE gk

S WPAN-ATP ek p24 ~ @ ¥ 38 - FAL @2 243 c ~ SACK frg 4] « A
@ xR e e R BT TR FEHEP ¥ BF i SunSPOT  enE gk I
JER B By~ 17 WPAN-ATP eni7 5 o % 7 #4477 z’v’ﬂﬁ)}%u EAKRV (FAHTY G w0
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2.1 ATP: Ad-hoc Transport Protocol
ATP[2] #_4- % & 5 4% & % B (wireless ad-hoc network)gl{giﬁv@ﬁ%“;i’ LY EE
TCP # if * >t & MR RRL PRI 4L o 12T 2@ ATP a2k 242 4 ¢
(1) » & & = (Layer Coordination)
ATP % TEZR BT kg i SBAFTARZ S L4 o 2% 6 §2heh
FF L E] ¢ (@)1 dpaE 5w 4k (rate feedback) - € i# 3% if I erde 48 5 (D)1 dRaE 5
w &f tade 2 1P| (congestion detection) ~ ¥ % 3f [# (congestion avoidance) ~ % #7
(congestion control) ; (c)#: i5 4 >z #(path failure notification) -
(2) F3Tik Fenid ﬂie?] (Rate Based Transmissions)

F kg iE ﬁi,%] » ¥ 1 3 window-based & ﬁ eFa Bl () %F 4 18 éi%l # & (burstiness)

..

(b)) 12432 3 1295 ACKs 22 & congestion window ~ ) eni# iz ig Joimd] > 3% fad|des
¥7#1(congestion control)f= . 3.2 (reliability) » o yt #b > &% B 4o pF > G 3X 23404558
Fow b TAsdniE 0 e B 5 Fast Start - P shc L TCP ¢ Slow Start # it H
RAFF @ % F i R 4R o

@) R F-T AL B
¥R o) BEE s b ey [ & gh(intermediate nodes)#k 2t B (delay) 7 S5
fo o Bleipt AT - BREF v RN B BERRSAFBEEF o BT
MEE TR Bl Bjuel R F % @ v 43t ¢ (feedback) @i 4447 R R -
Bl @i SACKs w4RiE4 - BB e ik - Tl 4 hite > @ s
HUFANNEI T REFH LG o £ B B AEF DY BEHe

(4) #£% ¥+ (Congestion Control)f-ii £ 4324 (Flow Control)
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AL
PO & gLt Y B 4o T o

{Qt =ax* Qt + (1 - (X) * Qsample
Tt = O(*Tt+(1_a)* sample

#d Q5 iF7ut & (queuing delay)shdp #c4s #+ T ¥5(exponential moving average -

EMA) > T; & & i% 2 3% (transmission delay) < #ic#5 # L 35 > Qsample T Tsample # B #7502

X
e
B

- g2 uE D=Qi+Tyr 4 D+ F 4t e + chrate feedback » #-

L

B4 ~ #F# rate feedback # - D °

Bl B D indy 8 8 1 49 Dayg= S *Dag+ (1- 8)*D » & 1 #i Dayg ¥ R thit 5 fr

Bt ARNEPE S 0 P F RO F R E R R RE  2 B RDP R E

Bl e

3% =3 15 _rate feedback 3@ il B8 N2 RS R &7 B EF F SR L o &
= = B H5Y CIncrease(# 3 ) ~ Decrease(*# ) ~ Maintain( a3 )

Increase : % S<R-¢*So» @ B S=S+(R-S)/k

Decrease : 4 S>R- # % S=R

Maintain : *+ #|z2_¢tefm o AR S

2.2 SunSPOT

SunSPOT 2 % %_ Sun Small Programmable Object Technology - i&®_& & 2 & (Sun
Microsystems) B 3 e SR RIS R 0+ 6 3 Java m #E 4% % (virtual machine) #c 48 & J2ME
(Java 2 Micro Edition) sk 8t ¢ B o2 T i B 4 5 SunSPOT erdic i 48 {o e e A2 58 B 3% »

‘m& ¥ 115 SUnSPOT e =b[3]fcdp B <~ 2 [4]

¥ & 5 =384 ¢ 2# ~eSPOT Main Board ~ eDEMO Board - eSPOT Main Board

#_SunSPOT =2 44 > * & 3 180 MHz 32 bit ARM920T core 2 % > ;= ff %8 &= 512KB

RAM {-4MB Flash-:%& 3 & 4 ¢ I % i (power management circuit)$t & & #+]>CC2420

4



# & 2.4GHz |IEEE 802.15.4 radio » USB /i & ¥ v = if fvH & % ¥ 4% - eDEMO Board
# 7 eSPOT Main Board 2. + » &g Rz ac o t o 3 ~ B LEDE ~ % BHRB » 22 ]
B~ kR ~Zabhd R Bl R R i fosge mﬁ%l Mi%] » e i (Input/Output pins)#
ebdEH s Ay o GARBIESBEE

SunSPOT } iz $ # TinyOS 7Rk enit & k3t » @ .3 $pa—- B €3 2ME m#
#® : Squawk o v §_ - g Pk si(soft real time system) o i * compact bytecode
instruction set » ¢t 35 4 & ¥ 12 "% < J2ME class 4% ~ -] o & f§ it 2B » fz(garbage
collection) - & * #2587 * Java %@ » A7 %o 18 % class ¥ & %2 suite (5 £ &

i USB i# % (deploy) ¥] SunSPOT *+ » # ¢ suite &_class g & -

SPOT Application

Radiostream Radiogram

lowpan
IEEE 802.15.4 MAC

IEEE 802.15.4 PHY

Bl 1:SunSPOT st € a dp

SunSPOT i i+ 2 3 dp (network protocol stack)4cm® 1 #t7r » =& k& @& * |EEE
802.15.4 it - 4 5 lowpan > Bed 1% 5 AODV > @#j & A B @ # s
Radiostream # &+ F 1@ jn @ﬁia?] - Radiostream ¥ - B ixfj & ﬁv@ﬂi%]f; % it * ACK 7%

e F o i% i 3 ##% $#1(congestion control)f=ii & #14 (flow control) # 41 -

T3 R AEVE S > SUnSPOT & # J2ME i * i B4= 28 (Generic Connection
Framework » GCF)[5] = GCF # # * ch ¥ &4 &= CLDC (Connected Limited Device
Configuration) 2+ » % /i & I} & (interface hierarchy) 78 45 > = & /i & & ¥ # " (extends) -
FEXRTARYET MER AN HF LI/ ER T pbeb s GCF R * 5i- FhTLES
(Uniform Resource Locator » URL) % B gz I % & i & > &|4e @ % SPOT & ¢ * radiostream

B Ecig e ¥ — B SPOT &g s » URL 5 radiostream://MAC_ADDRESS:PORT” -



% 3F& WPAN-ATP: 5B A RHB%R
B @R

31 Hits
EAB A FREERS 5§ L5 KRR 3 (star topology) » £ =k (base station) & £ =
BPEh T Z RN BIFIMELREERE R o d Y PR E T S A E S
je i (single-hop) f@% H X pr i i g DV éi%](reliable transmission) > % ;i-45
#(bit errors)~ & d % »z(route failure)~#% % (congestion) s i* 3¢ + ¢ v o iy 5 - & 12 * |EEE
802.15.4 radio ei<iE 5 & A B A F 2 RE(LR-WPAN)® > MAC & ¢ W RI4535 5 Bad £
PP R RREE e AT ok d BT IRV A é’\ﬂﬁ@ﬁiﬁmﬁﬁlﬁﬂf
(channel busy) & #_k =t = gt o #f3f + Btd MAC K 5 CSMA/CA i > A xb b B 7 1Y
LIt 1) ERE
FEE RIS BEE 2 B B (multicsession) et > & - B AG L poen
;’“‘1‘—’@@?] v Rm EMAC R 2 2 FsF - BERE 2 A > R & if_ﬁi;ﬂi;f]f@; B
BUASEE BRRATRLA A He £O 2 QR o
TRIARBA FPRRY ¥ LPEE FEMAF M BN - KRB rE
SRR MR ARt 0 FR 07 QR m@ﬁ%] °

FE L it~ ATP ek 3 g4 1 2 TCP i 88 12 ;2 [6][7] » WPAN-ATP 4 12

‘_.

TR
(1) 57 F »efoldi s @ * 4700 TCP eni M F = o % - BT p 2 hd ST
AR ARARIRF R S E R R s MR - A2dnfr B R TCP #az * % ¥ (three way
handshake) » B % c &) A3t Ejcsd ¢ #dodoid F 2k B b SYNJACK i % i i

e



(2) ¢ * WPAN ¥ chffdine 5 5 RplEE @A TR TR E{foTE s B

JRLERE G Cllentiﬁ" MR B R A Server—g"I PR RN S ¥ X Rl

iz fodkicd & p ik ik % (state machine)fr 4] -

(3) % 7 wF|# Jn(streaming) T fx i 7 AL B (ordering) s @ iE xR € B E B F AL

21

pE SRR o He AR gF 2 M BAR

53

R 5i(sequence number) s j£_0 B 4y & = e Loz idndt e B ELEF|FTAER -

Moo ke £ w4 (packet loss resilient) # 41 o fjxag 3 742

e 153 2% wit ACK» @ H.5 Jf— B v i¥ SACK (Selective ACK) ; i i =449

¥5 SACK # ¥t maf fedlihdte REL > F 7 d4te @4 > fad € BB -

LT,

IR AR - KBE L 5 BT ] TRENCEEFR R GER - 8 % SACK gp

S sy il i o B RABCEAT T B L AR (T A T O

EHE R TR SR R e

(5) 57 Wa hiFn 8B Bk SR A BT o KR s

2

(rate-based flow control)4$#] o 4z R * F#23¢ «v & pF ¥ (application response

latency){r queue & & (%57 jhAf et @ #cg) o T - BiE R 5 (suggest rate) >

U SACK » i @iz B v e e* 2w RFFF P Y 1255 i K -

d Rl R F B iE SACK » 4 w3 e el ind £ o R R et e

4 PR PG E SACK MR o B & F o BiE phip £ @ gy B (TX

latency) > P& B F Bé@ii';#@@?]éii‘f &R cyed2i# B2 radio @@?]m_‘i;g %

#:34cF] SACK {5 - 1344 @ ﬁia?]bi B fodk joag gud R F ok 2 @ @ F (transmission

rate) -

(6) AA*vid Feam Ry A7 NET G o ¥ B H L P 0o AFTH BEE P oy

¢ %1 SYNJACK #dcdnid 2R By § ¢ Liz‘ﬁ’ﬁ?@ﬁg?]@ B4R PE o T

'1% g RB|ACK jz‘fé"- ‘z$§1§ “l‘: ‘5 IQ ”‘%"3{"[} l\:&/z‘ gh 1% 1_@ g:r_’%F'B '&F'k f” F‘ ‘} L@%}
o Rpd R enBiEdE S o L FoRFRAER -

~



(7)WPAN ¢ # Bk ¥ 3 23-8 004 52 a 2 RMET > TR RDS T L& GuF
Hrrs s Ren@ge 0§ CEE  RREFIRE RS HA gk 4 502G
“ﬁﬁ’ﬁﬁﬁ&Fwwwﬁéﬁa$mmo@%%a’ FHEg - BTG TR
Heow o0 A T3] SACK > & i Rl 38k 4 4 »x(route failure) » p|i& » DETECT
Al o ptpE s Bk FHRLBE > st R EIFRIE e PRB FcIla i aor B
AP ACK > RIRAE & % T4 B3 o Py - B Fitdte » & 2R
TlEad 2 s> PliE ~ IDLE R A5 o gt P o i3 0k 3% SACK » oo w B0l 5 £k

PIFHAE o R T

3.2 &g uat

WPAN-ATP % if # 2t & 5 4 Btz 7 L@ i € B OSI gt d
i %] & (transport layer) st € 0w £ & 147F gl Pk (streaming) o8 & (ordering) < i ﬁ%]
3¢ i 4 w4R a4 (packet loss resilient) ~ 5 sz & * #f % (bandwidth efficient) ~ = A&
(low cost) @ﬁ%] o & W3t e B BLfe B 484 s SACK fr & @ 4] ~ 230 F o £ 3041
(rate based flow control) ~ & ﬁ%l PR R AR R E D] R

WPAN-ATP 7 = 7% i % (state machine) § # = <08 iF @ @ S f& % (Connection
State Machine) § 7 i# & ¥ 12 » & % % & 8 (Tx State Machine) § # 742 @ % > J2 1o 8
(Rx State Machine) § # 741z -

FoBARFF P OLEEY L LA R SR BP R o TR
BB ZIPEY RIT o BT @A e P B (data transmission){e 4 4% 2 (data
reception) o« FHL @i 5 = BHFC - & F @ (Normal Tx) ~ i £ £ @ (ReTx loss) ~ 230 &
@(ReTxall) » &4 B cnif g B P @ F(Txrate) s ¢ Lo TR
At Y P A RTAEA R (R EAHdE 0 F % & RxQueue
PR EREY SRR 24cR 346 2 FRBECTRERAMAR F Tod 2

- TERARIARR -



Application ‘ j
Transport Y

Layer | Accept Tx Pkt |
WPAN-ATP

ReTxQueue
“-H---- L
| Send Tx Pkt
Network ) ]
Layer | Ij
B2 T BE LR
Application \
[}
Transport
Layer RxQueue =
WPAN-ATP i
| Outof OrderinaQ
Check Sequence [ order T Uraeringliueus
L
Accept Rx Pkt
[
Network Layer [

Bl 3: FRERILR




953 a0 418 A A 5 TR 48 (DATA) ~ SACK 3t # ~ 3 4 41 ¢ (INFO) » 3t
& F N Ao@ 4 A7 o % — B byte £k JR#(source port) - % = i byte £_p 3 (destination
port) - ¥ = i byte £4+¢ A - R HE AKX T 1 kLT o FAldte 9 SeqNum
=i3cdte AL o & 0 3] 65535 - SACK 3t ¢ «hRate 1§ 13 dcdi ey e ki 5 >
SLen 1 = &_SACK Blocks & & > T block i #ic > 3.6 § FFimefip? o 3 Lde @
7 SYNJACK ~ SYN ~ FIN ~ ACK * i & erdsdoqohbd B 5§ @ﬁiﬁ—’rﬁ_%‘rv‘ %1 > PRB 4r

PRBIACK # % it 7 4 ek i 1 3] o

DATA packet
SPort DPort Flag SeqNum data
1 byte 1 byte 1 byte 2 bytes m bytes
SACK packet
SPort DPort Flag Rate SLen SACK Blocks
1 byte 1 byte 1 byte 1 byte 1 byte 4n bytes
INFO packet (SYN|ACK, PRBJACK) Flag field
SPort DPort Flag Rate
s|Flp|alz
1 byte 1 byte 1 byte 1 byte : ]'Ii g ﬁ C
K
INFO packet (SYN, FIN, PRB, ACK) o s o
SPort DPort Flag
1 byte 1 byte 1 byte

B 4. 3@ 30

3.3 &g ® (Connection Management)
o® 5 AT o AR E e RUE B H14E 00 TCP[6][7] 0 F By H 2 S
CLOSED e B 5 A2 4k B frbl B R o 33 ¥ SR A 5 Z FEEL D ARSRIF B v 2 2 1

BEMPRREK-
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passive OPEN .actwe OPEH
(Server cannection) (Client connection)

CLOSE

no response
timeout

Tx SYNJACK
SYN RECV with init rate Rx SYNJACK

CLOSE or
0 response

Bx SYN or .
wait ACK timeout R ACK Rx SYNJACK ~ timeout

Tx ACK;
set init Tx rate Rx :r(:K

no response
timeout

no response
timeout

no response
timeout

B 5: sk B (Connection State Diagram)

AzhsPrELé § CLOSED ~ LISTEN » SYN_RECV » SYN_SENT = f % f » fv TCP

- ¥t = 3 2 ¥ (three way handshake) s 3t 4, 2 3 4o B 6 #777 - B =43 53| & 5 Client »
B8 Fad A BB A S Server > AR E FRAL Koo poh s BT € A
o FEREE R SYNACK 5 ik o 515 B AURRIBERRE » WRHe st d

X oz 2 AR EERY FEAALH AL gLEMI L > IR

(timeout) 4 *x# -
4 ESTABLISHED - CLOSE_WAIT1 ~ CLOSE_WAIT2 = B f& » 542
AP AET o R B AR A B R KM P i~ CLOSE_WAITL s}

L B ERERICERG TR MBI  FH AMPRA S A ¢RI FIN &

11



CLOSE WAIT2 ki » £ F B B e r B* A MPRARLE - 2~ MPRFE -
B REE e 5 FIN_SENT -~ FIN_WAIT ~ CLOSING ~ TIME_WAIT ~ FIN_SENT2 »
fo TCP — il S B b 17 > 2 4 23k 4eW] 7 977 - ife? B2 L4te 4 > ¢

L ERTA L3t o E Pl B 428~ CLOSED & -

Client Server
Connection SYN
request
SYN|ACK Initial rate
‘____/__)_(————__' suggestion

Set initial Tx rate
ACK

ESTABLISHED \_\———p

ESTABLISHED

B 6: Az4oFF £ 4 n (INIT message flow)

Client Server
Close & FIN
Tx/Rx finished _\_\_\\*
FIN
"___’______,_—- Close
ACK
Time wait CLOSED
CLOSED

Bl 7: B B FsE L i (CLOSE message flow)

34 F# @iz (Data Transmission)

Br ARR R AWE TR BHA §RTAR RS TR SR BEE T

[

e BiE o frg 2 g A ACK hif e 47 v 7(queue) ® - F =t fcF| SACK p¥
§ HEED R e Tlendt e fiqueue P AR FE A e A o Pl BEHEG LW

12



# 1% o SACK fr € @84 & 3.6 7 Fmip o

Rx SACK
check pkt loss and

update Tx mode;
adjust Tx rate every DETECT period

application
send DATA

set Tx mode : normal,

put data pkt in queue

Rx PRE|ACK

set TX mode : reTx all;
adjust Tx rate

application send DATA

put data pkt in queue

TX_SEND

SACK wait timeout or
route failure

stop Tx DATA

Rx SACK
check pkt loss and
update Tx mode;
adjust Tx rate

Rx FIN or
no response timeout
connection signal App
CLOSE to close

cannection
CLOSE

signal App
to close

every SEND period

Tx ! reTx DATA
by rate

avery SEND period \ [ 7 e
“““““““““““““““ check pkt loss;

Tx/reTx DATA adjust Tx rate
ate L
by rate SACK wait timeout

connection CLOSE

ar
Rx FIN e
R —— — set Tx mode :
signal App Rx FIN all queues  no response reTxall
to close X are empty timeout

B 8: %}k i B (Tx State Diagram)

4o® 8 #7or o BiX 7 5 d %Xk 5 4% (Tx State Machine)iz 4] - & B * 4258 % - < &
fGEFALpE > Bk d TXRXUINIT &~ TX_SEND » - S ffmT™ » @i s iv p b

Y

T E

IS

95 FHBE S LM o F BiEA G o3 SACK I % 14 F (timeout) -

=

Y

& F_f P TR d £ 2x(route failure) » @i% 3 fid TX_SEND i& » TX_DETECT o J* p# >
Bk TR % & RE 4R R 2P (detect period) @ i% — B EERI4 ¢ PRB - FERIFH B L B
FHE BRI L BiEiem 10 277 o B PlE)TE v b PRBJACK & SACK » w 3
TX_SEND ;i » S T4 @i A kARG - BKEPFRF > RIRITLSRAP ¥ &
~ 8k e s TXRX_FIN -

13



Sender Receiver

————datalsea:0} |

datalseq:1}

datalseq:2} SACK

% period

data{seq:4}

SACK{rate,(0,4)} | Rate suggestion

Rate adjust :___}_{:

Sender Receiver

— 8

wait ACK PRB
fimeout

4__—__—_F’_FEE”»_(IACI'(_______. Rate suggestion

stop DETECT
start SEND
set Tx rate data

T sioplDLE

start RECV

B 10 : Ra4Rp Lo

% ig & e AR S & e F) SACK ehpFig o gt vh o F 3%k i & TX_DETECT w
3] TX_SEND p# » € 1345 PRBIACK ¥ siuz ki 5 k3 B B3 5 o Bxg F o -
i 37 F FEmEmp o

FABERN T L L ¥ @iE(Normal Tx) ~ i 4 £ @ (ReTx loss) ~ »#8 € & (ReTx
all) o ¢ > 230E B d e & Bk i d TX_DETECT w 3] TX_SEND ep
o PRt B IR A AT —’@%‘rf?ﬁ%v’ 78 B Gk & 27 & TX_DETECT # &) &
SR G plea S & A

14



PREYARSERMPESR > F B kE s TX SEND & TX_DETECT - fj:& »

TX_FIN_WAIT g o gt pr > 7 L2 % 258 cnidi2 & K> 5 queue ® B 5 3fe > &

FRFEEE > Erlquete 2 2F 5 5 0k o FEISEMAY 8 B RTRE D FHR

€ B#e 0T B 5l pr(timeout) ] 2 0 i~ Bk iE TXRXCFIN ©

3.5 F#if (Data Reception)

R CIIE S § 1R BT B DAL TR T SRR
it e B 5L oipdp 4 ¢ B 5i(expected sequence number)e F 4t e B ELESCIEH e B EL -
Bz T A4t # o) F (payload) i 2% A RxQueue ¥ % F % f2N W B B4 B AT
e REZ G BT R e BERA D i ARAED e B2 o &7
A EAF e 0 BRI P 0 F R A He BN G

Expected SeqNum = (RxQueue ¥ # f& — i 3 7 SegNum + 1) mod 65536

Rx DATA

check seq # no data timeout or
and engueue route failure

rate suggestion;
Tx PRBIACK

Rx DATA

check seq #
and engueue

Tx PRBIAGK

Rx DATA

SACKperod 7 / N\ T\ T
avery peri check seq #

and enqueue

rate suggestion;
Tx SACK

cannection
CLOSE

connection CLOSE
or
no PRB timeout

connection

all gueues are empty

cLose Nl T e
or signal App to close SIQ'"3| App to close
Rx FIN g PP timeout
___________ connection e ————
signal App CLOSE signal App
to close to close

B 11: #&q7 fx B (Rx State Diagram)

15



@l 11977 o Bje i L 0 ok A8 (RX State Machine)#= 4] o & e e 5 % -
B FRH e B YO B A_TXRXUINIT 2 » RX_RECV » - SR T » ffcds ity
BT AE F o Fefig# IR SACK i3 (SACK period)i% - i SACK 4 @izt » M % ¢ 45
& ACK thite A8 TAERJCE e Agl A PRl R S o B 95
AW ER - BRI P FAHE SOk EY RX_RECV & » RX_IDLE -
JUpE s G2k @i¥ SACK v st Akdew b @i¥ sl o 2P| PRB > wi¥ PRBJACK » # ¢ ¢
FERE S ERIFRHE o RIGE S v 5| RX_RECV » {87 T4 42411 2 SACK f
H e bab s fTamn Lindo® 10 T e

FRPIFIN 274~ L8 Pl F8{k & & RX_RECV & RX_IDLE » #i¢
~ RX_FIN_WAIT j i o g% > i3 1 SACK {541 > % % queue ¥ chfilif v 2 & 15 » i
~ b e iE TXRX FIN o 2 & if — BopF Y queue shE B v A% M > Pe R & > 2 %

o % f TXRX_FIN o

3.6 SACK fr¥ B8 4]
4+ i 4 w4p (packet lossTesilient)s; + #r#f SACK fr & 4% 4]chfe & - Fjc=h T
# SACK wdF & fes|hdt s A gl B R FRASLIF 2 410 B2 FF 84
Fate i 4 £ @ (reTx loss) Bzt o
e Tl 4 ) R L BRI bR f el § T i A4t A

B st E § 0 & AR DI R Ry MAC B &2 SR

SPort DPort Flag Rate SLen SACK Blocks

1 byte 1 byte 1 byte 1 byte 1 byte 4n bytes

Bl 12:SACK #f# #&5¢

SACK #t#¢ #3:8 .® 12 » 4% TCP Selective ACK [8] 7% 3+ » SACK Blocks % 3

16



& ACK it e B3 # — B SACK block #* 4 — gt i it & & 5012 (left seq, right seq)
# 7t » leftseq &.3% block ¥ £ 7|& % & it & B 5L > right seq £_3% block ¥ £ 7] & {3 e
e BELF A5 AL * 2bytes £ 7 ¢ B 5L 72 — B SACK block & & % 4 bytes o
SACK #+& ¥ ¢1Slen # = 8_SACK block i #ic - 434500 @7 1 24703 4 446 B2 > 1
A _Slen ~ =+ 1ehfiim > 27 3fe AELA @S > 75 I SACKEH P 5 44 o

34 WP B EFP R TR BE R FE TR E B ®iE T SACK
* 1k & SACK Blocks » i 3= $dczd & Je Bl enF AL 44 & f&_queue # #] f FIT e EAd A
ACK chifi4te @ » 4 ¥ i 00 SACK k2 15 1 # d1ehdté - & 7 it £ A&t SACK
TP PR R E o 20 D AEFREE F R TR BEF LR E Dot e B E(last out
seq) » = = # & SACK Blocks p# % 4% {4 — 1 block earightseq > T8 {5 - B ACK it
¢ B %.(last ACK seq) -

# 4 £ @ (reTx loss)pF » iBi% queue ® 3@ A5t last ACK seq 1w snFfldts o
2INE B(reTxall)pF » @ i% queue ® #F¢ FHuie lastoutseq 12 av chisfldte o §3%€ @
shite @ 2IME D > A F _quele Fo3 o @EHSGNw PR ¥ @i (normal TX) o £ @ik

A F B s BERRIUHT > FE DG §RFVEATDT R -

3.7 A3 Feann B4 (Rate Based Flow Control)

B oo & TR SR R A o BT R 4250 w i uf & (application
response latency)fr queue & A& - €iE ki 5 (suggest rate) I i% i SACK % % @iz =d -
BiEBRET kil ﬁe?]hf@(Tx latency of lower layers)f- % i SACK a3k ¢ & k3 &

# 3% 1F 5 (transmission rate) o 12 T A B F P Hejrd o 83X 2 ahds (F o

L L
Bl R a0 2 drd 19T o il ARARALFEEC(INIT) » 42 40:% 3 (initial rate)

Foud B ARV T F AR T RO IR Ak K @ RxQueue shF £ o F T

3._;

17



Hede 4l = 3K 235 6 SYNJACK ¥ 28 i %38 o

T.pp . application response latency — [Ji * 425\ v i af ¥%]
Tappa : €xponential moving average of 7.,,  [7.p, cip 4} #2 -T 35]
ER,,, - equivalent rate of 7,,,4 [ 7ppa ¥ & 5]
Ry, - data packet receive rate [T Ad3t e & 1cid 5]
R;:suggestrate [kt 5]
Ry v initial rate [A2 4018 5]
Ly : length of RxQueue (amount of pkts)
[RxQueue eh& & > %7 %3t #icE ]

Srg - total size of RxQueue  [RxQueue 7% & ]

[INIT]

1 Assign the value of Sggto default Ry, : default Ry,;; <— Sk

2 If application set R, , R < Rups

3 else R, < default A,

4  Get the projected latency 7,4 from K as the initial value of EMA

[ ESTABLISH ]
Every application response:
5 Compute EMA: Tppu < aZopps + (1-a)T s~ Il a=7/8=0.875

Every SACK :

6 Get the equivalent rate £R,,, from 7,4

7 case Lgro~> LBSro : /I B=12=05
8 Rate Down : R < min( 6 Fyy, ER,p)) /I 6=1/2=05
9 case Lyo< 7Spo : Il y=1/4=0.25
10 Normal : Rs < ER,,,

11 case ySpo = Lrpo = BSro

12 still Rate Down : R < min(maintain Ks , ER,,,)

13 stil Normal : Ry < ER,,,

o1 Blesgm 441202 (REA2F - pseudo code)

fiz 2 [F B(ESTABLISH) » & =t fig * A2 F B~ TR 2 v st & » 3305 H dp i
# & - #=2(exponential moving average » EMA) - ig42 fw i 2t ¥ (response latency)4p 178

18



s ¥ A2V~ 1 TR B 4o 31T =03f B RxQueue chpF R o St BiciE B PR B Y A2V R T

e
o

# Ig SACK ¥ #p i 5 3£ 2k (rate suggestion) » ¥ 4 5 & ¥ #-5% (Normal) et 5 34 ¥4
#°5% (Rate Down) » FE3k 5 I B0 0 3 2 dri 1496-13 Fcm 13 #1F o
THHY O ERE SRR AN BB RE S TS B AN Y B R i
FAFHN A RXQueue thE BAZE R L F B en 12 Pt s i F0E S T4 Bt

BHDLU2 @ F LNt 2pg R ERD 0 FA queue K P o BT SRR F

¢

FHPE queue shE R iEL > L Mg S o ETlqueue shE R A AR L Ee- L4
Bt il FRHSY o B S RSy s B 5 ROCE B2

# 5 o RxQueue sk B[R PR RADLAR > v IR YRS

JEL:l -— I'I'Iil'l[ i) J[L:ﬁ'.\- ! -‘E’Rﬁ.’_ﬁrﬂl

Lro < 7 Ska ¥YSro = Lrg = BSry
R~ ER., D i o )

I = min(maintain Ke , ER;,)

Lo » BSrg

Ky = min{ § K., ER!{)‘G}

B 13: i# 3 2% 2% (Rate Suggestion); i B8]

* By

BEH B R ok 2 90T o Al AARAFEEC(INIT) > i@ 3% =53% 41 SYN pFip

19



2@ %]iﬁ ¥ (Tx latency) - 42 3] SYNJACK (& » Briz ki 5o i@ %]ﬁi B RiE P i)

SO ERER

T, transmission latency of lower layer [T & z’v’ﬂ@ﬁ%]bi ]
T4 : exponential moving average of 7,  [7}chdp #c#h & T 35]
ER,;: equivalent rate of 73 [Tyq ¥ R e ]

Rr.: data packet transmission rate  [F 14t @%@ 5]

R, :suggestrate  [Ziki 5]

Ry :initial rate [A24p:E &

R, : base rate in flow control [/ & #5741 7 2 ¢ ek B id 5]

R, : margin rate in flow control ~ [Jx & 45742 2 ¢ g f & 5]

[INIT]

1 Assign the Tx latency of SYN 7,to 77,4 as the initial value of EMA @ 74 <— Ty
2 Get the equivalent rate Ry, from: 734

3 Get A, from SYNJACK

4 Rre< min(Rp; , R

[ ESTABLISH |
Every Tx :
5 Compute EMA: 7T}y < aZypt (1-a)Ty /Il a=7/8=0.875

When receive SACK :

6 Get R, from SACK

7  Get the equivalent rate £R,; from 734
8 Ry, < min(Ks, ERy)

9 R, < ORn Il 6= 1/16 = 0.0625
10 case Rp. > Ry+R,

11 Decrease : R, < K,

12 case R, <RK,-K,

13 Increase : Ry, < Ry + K(R,~Rr) /I K=1/2=05

14 case Rpy=Rp = Ry = Ryt Ry

15 No Change : maintain /X,

20 BEE GG E (REAEN B 0 pseudo code)

20



it = fF B (ESTABLISH) » & = FA @i pripl £ 7 & ch@ e & > 30 B 4 diel
#: 1 35(EMA) « 33AZ il iy 1 1B (Tx latency)dp e U0 B 475 4244 2 22 507 f B e
FlFERAte ¢ EM L L PRI o R PR B LT L AT R 2
radio @ﬁi%]fﬁii)i °

¥ e SACK pF > poiikid S fri e Benitpid 57 ) F S ARE S RFE
T HER I AR 5 = BHGYCEB W5  (Increase) ~ "% i 5% (Decrease) ~ 7 % #-5% (No
Change) - fie & 4 2> ¥ 11§ 8 %77 = B Bi% i@ 59 A 50 ¢
Decrease ("% M H#-3%) @ § Ry > Ryt Ry » A Ry = Ry
Increase (# % H-3%) 0 ¥ Ry < Rpy—Ry > B E Ry = R+ K(Ry—-Rry)
No Change (# #45%) ! § Rpy—Ry = Rry = Rp+ Ry > 3 B

dodo 2 ¢ i 10-11 (76 0 % @EERES A 0 B S B R o0 i RS

(Decrease) » 17 # 8¢ & L 3repiBiz ¢ K ded2-13 7 917 0 B BaEag g HaE g SR
F RS e FF R (Increase) » HiAr MR F BEE XA A F2 (L 2

14-15 i7) » 5 # %H#-;*(No Change) > BaF Rk 5 o Hd » B s & 5 1/16 & X 5 »

@ r B R P ot R R Y B R

%0 TR EA Y it Rardl 0 TR QR CRY Y s ¥ (AT
# % o 4344035 4 # 3| FH @ DETECT jk i foF A8 4ceh IDLE jk f » hid ik
Gy T o B R EE ) PRBORAFRIRERAIT o BEE S IRR I 0 e f ik
FIPRB %84 (718 FE 3%k AR/ > 22k & 17 6-15 7 123Kk 5156 PRBJACK £ &
BiFsh; BFH)cD] PRBIACK 14 » 2 7 @@ F L 47> 324 27 147 ed 1

7 en Tx latency €_PRB &8 1% 4 42 o

21



4.1 % SunSPOT 1} 4§ i* WPAN-ATP
4o 14 #77 > WPAN-ATP 22 4 & SunSPOT i 1= 3% 4 (network protocol stack)

1 lowpan & 2.+ > {o SunSPOT 3% i Radiostream . fe — & -

SPOT Application
WPAN-ATP
lowpan
IEEE 802.15.4 MAC
IEEE 802.15.4 PHY

B 14 “WPAN-ATP % SunSPOT i fe - & e fp

FHF TSR ReeFE S S RAM TR E R
(1) ¥ = e 1712 33 5% Ak % (Connection State Machine) ~ i# %}k 15 4% (Tx State Machine)

F ik ik 18 (Rx State Machine) 5 A # 4c F SACK fe € @84 ~/n 441> 2 - @ 15

# 4
ey

5 WPAN-ATP % it7 L. B > ff 3P 4o @ FR @ g5 > TXQueue % 15 £
#L4t ¢ > OutputHandlet § #i& 7 FAl4t e chidiEfoE @ > ReTxQueue ¥ i © i 11 i
A ACK chFflat e o Tl » L AT e A8 > 7 bl fi 7 b ke

o Tl £ NEHe REKRAARS > 7 B &SRB hite 487 & OrderingQueue
B Rl

PEERRE P LAt e 2 0§ (payload) ¥ s 2 RxQueue ¥ E F It A250

B3 g fodF Rl Ep 4 Tx Timer #74] » SACK i¥ # ¢ SACK Timer 374 > - pF % F

P R 02 2 i P (timeout)id «od Wait Timer § #

22



Send

Receive

Application
A
SendSACK |
Llideb Bl PackDataPkt o RxQueue <—|
v : b OrderingQueue
WaitTi t RateSuggestion
TxQueue ﬂ;,:g}g?u SeqChecker | Outof
order
A
R | CheckPRBACK
. _.--1 RateAdjust
_________ Tx State :‘: CheckDATA CheckACK
isSENE?' _| CheckSACK A
; Y
|sTDxE5;I!:th Outputtiandler | o perx| ReTxQueus %hhii'm -\ /» CheckPRB
SendPRB Y # processincomingData
SendPKt ; SendACK
=~ SendPRBACK
Send Receive
B <15 - WPAN-ATP. F %7 %, B
(2) B BB ER T 2
=78 & (H = pkts) W (H = 0 ms)
TxQueue 32 SEND-PERIOD (i% i i¥ #p) 1
ReTxQueue 128 SACK_PERIOD (SACK i #) 250
RxQueue 32 DETECT_PERIOD (35 ] 3¥ #F) 250
OrderingQueue 128 EEERF (H = ms)
SACK_WAIT_TIME 2000
% 30 FIFY R Th Sk

(3) B 16 Z_SunSPOT radio #t# -+ & Bl radio 3¢ & & 5 128 bytes’ IEEE 802.15.4 MAC

frame & ~ £ & % 127 bytes > lowpan 3} ¢ &~ & & 5 102 bytes » WPAN-ATP 7 i 44

B
e

ik * £ B 5 79bytes B ¢ > 3o &

=

L

23
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El m 13 ES data | m |
1 23 23 5 74 (bvtas)
H1 :IEEE 802.15.4 PHY header
HZ2 : IEEE 802.154 MAC header and FCS
H3 : MAC payload offset and lowpan header
H4 . WPAN-ATP data packet header

B 16 : SunSPOT radio packet

(8]

(4) 1345+ & eh3t e #2358 0 B 12 ¥ &1 SACK Blocks # % %k e block B #cz &+ {8 3

Floor(74/4) =18 - £ & 5 4 x 18 =72 bytes -

1 WPANATPConnectionlmpl server_con, client_con;

2  WPANATPConnectionID server_cid, client_cid;

3  DataOutputStream dos;

4  DatalnputStream dis;

5

6 /l server

7  server_con = (WPANATRConnectionimpl) Connector.open("wpanatp://:" + PORT);

8  server_cid = server_con.accept();

9 dis = server_con.openDataRxStream(server_cid);

10 try{

11 dis.read();

12 } catch(NoRouteException e) {

13 } catch(ShutdownException e) { }

14

15 [/ client

16 client_con = (WPANATPConnectionimpl) Connector.open("wpanatp://" +
Dest_Address +":" + SERVER_PORT);

17 client_cid = client_con.request();

18 dos = client_con.openDataTxStream(client_cid);

19 try{

20 dos.write(data);

21 } catch(NoRouteException €) {

22} catch(ShutdownException e) { }

4 4: % * WPAN-ATP ik * 4258 § b1
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(5) WPAN-ATP ehi # % 8 5 J2ME > @‘f = J2ME Generic Connection Framework (GCF) -
AL ARV U BRI * cn 2 R F WPAN-ATPodr 40% 7740 % 13 (79757 >
i# * Connector % B fxid 4 o

(6) 4% 4 #t5+ > Server Connection i & ¥ v accept() 404 % (Fid 4 (B 5 7 passive
OPEN) » # & * DatalnputStream 4%z 3 #2 ; Client Connection i% i& =¥ v request()
b3 # & i (W) 5 «hactive OPEN) » ¥ i¢ * DataOutputStream & 1% 7L -

(7) = B iz * @ ID (£ 4 ¢ 9 WPANATPConnectionID) % gz » 4 ID 5%
& ik (source address) ~ % & (source port) ~ B e pi (destination address) ~ B e
¥ (destination port) ~ i 4 %] i (Server/Client) & 7 3t o

(8) & * 475\ ¥ 1 iz ®] WPAN-ATP % 41 enE i » ik & gt d 4 »x(route failure):t F:d s
M B i ao(close signal)iz#f en®E i+ e dok 04 Aror o Fad A 2TpE o R RN T T

NoRouteException ; i & & & 7 F= -1 € *z 3] ShutdownException -

4.2 WPAN-ATP 7 % 4 4%
% SunSPOT + # i WPAN-ATP & > - F &7 7 %k AR B 27 5 o« LB L L7
= Aot F e £ £ 4 (rate-based flow'control) ~ 3 # i 4 w 4k (packet loss resilient) -

L

q&'

TR ¢ 0 @ % SUNSPOT i {7 B af %% > fridp#d - BRIPIEKE fr-

F_&

BRSNS e TE - ARG A KB A D P TR TR AR

—ff- 4 ‘}4]-/% l,(&u% o

TOF-FeRRERF AR IO ERA
Bk E TR E R S T4bytes 0 ¥ % WPAN-ATP Fll4te o
BERRYFNNBEFIFIEF T BT RY AN KET B3 v Rt o

B 7% 11 SRR 25ms > Ejew RuEEK 5 8mse
B F5% 12 BEPFRFRERE 26mMs o w RaE&K 5 25ms o

25



B 7% 1-3: BEpPFFFIEXRE 25ms > Efaw B &% 5 50ms o

BLE

3
[N
g}

1. Ba¥ =g /8 ey ot & (delay/latency)f- queue & & 2. % i 22 B 7% o

2. Flzhdem R4t 4250 v i at ¥ (application response latency)f- RxQueue 3
£ B kA-waE 3k & (suggest rate) o

3. BE 4o 45 lowpan @ ﬁi%lm ¥ (lowpan Tx latency) fr 4% qz 34 & 3% @&
(receiver suggest rate) k 33 £* i@ i% ;¢ & (transmission rate) e

4. Wi e iE o 0 by (throughput) B % -

BBl P

1. 12 @ 17 ¢ &1 application response latency (unit: ms) (EMA) [left axis] = o] -
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