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RELEASE: Generating Exploits using

Loop-Aware Concolic Execution

Student: Bing-Han Li Advisor: Dr. Shiuhpyng Shieh

Institute of Network Engineering
National Chiao Tung University

ABSTRACT

Automatically finding vulnerabilities and even generating exploits are eagerly needed
by software testing engineers today: And for security issue, many testing software are
usually lake of source code and symbol table information. Concolic execution is a
novel technique, which takes advantage of the rapid executing speed of concrete ex-
ecution and the wide testing ‘coverage of symbolic execution, to find and understand
software bugs, including vulnerabilities, with only-analyzing machine code. However,
a serious limitation of concolic execution inherited from symbolic execution is its
poor analysis result with loops, a common programming construct. Namely, when the
number of iterations depends on the inputs, the analysis cannot determine possible
execution paths of the program. In this paper, we propose a new concolic execution
technique, loop-aware concolic execution, for testing software and producing more
precise analysis on loop-related variables with fewer execution steps. To demonstrate
our technique, we developed a concolic analyzer, called RELEASE, and apply it to

discover buffer-overflow vulnerabilities and generate exploits of software.
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1. INTRODUCTION

Automatically finding vulnerabilities and even generating exploits are eagerly
needed by software testing engineers today. And for security issue, many testing
software are usually lake of source code and symbol table information. Therefore, a
technique to analyze executable program in just binary form is essential. Traditionally,
software testing techniques can be classified into two categories, one is black-box
testing, which does not utilize information inside the testing target and only concern
about the relationship between input and output. The other is white-box testing, which
looks deeper into the target and cares about the behavior inside. Extended and blended
in recent researches, the two concepts gave birth-to two advanced testing mechanisms

called concrete execution and symbolic execution.

Concrete execution runs-the target program with one set of specific inputs and
detect whether the outputs satisfy the predefined requirement to find out the corres-
pondence between inputs and outputs. Fuzz testing.[1] (also known as fuzzing) is a
technique of black-box testing using several times of concrete executions. Input for-
mat must be known by fuzz testing tool, and a valid input is picked for each execution.
After each run, some strategies are taken by different fuzz testing tools. One is ran-
dom type, the next valid input is randomly chosen; another is regional type, the next
input is changed slightly from present one; and the other is feedback type, the next
input is chosen by observing the previous outputs. There are several fuzz testing tools
have been implemented, like MetaFuzz[2] and Peach[3]. Their speed of each run is
very fast. But the most devastating problem of these tools is their poor test coverage.

Without inner information of programs, fuzz testing tools can only explore the space



of input set one by one. This strategy is very inefficient when the input space is large

or even infinite.

Symbolic execution [4] is a very useful technique of white-box analysis. The basic
idea is to symbolize each input variable of the program. After each statement is ex-
ecuted, variables in that statement will be symbolized also. Namely, those variables
whose values depend on inputs will be formulated with input symbols their values
would be constrained by branching conditions. This approach can be used to predict
inputs according to specific path constraints. It is also important for considering path
traversal. Although the testing coverage could be fully tracked, the effort to do sym-
bolic execution is too large because the program does not execute directly on native

machine. The testing scale of symbalic execution is limited.

Concolic execution is a new noun-which was first presented in [5] and stands for
cooperative concrete execution and symbolic execution. This novel technique takes
advantage of the rapid executing speed of concrete execution and the wide testing
coverage of symbolic execution: By representing inputs as symbolic variables and
performing operations on values dependent on these symbolizations, mixing concrete
and symbolic execution generates a set of specific inputs for single concrete execution.
A set of execution path constraints (also called branch constraints) will be generated
by each concrete execution. By inversing one of constraints in the set for each execu-
tion, concolic execution can be systematic and heuristic to explore all the paths in the

testing program.

A serious limitation of concolic execution which inherited from symbolic execu-
tion is that it deals poorly with loops, a common programming construct. The testing
situation is extremely stable when the number of iterations in a loop is constant. But it
becomes problematic while the number of iterations depends on the inputs, since in

2



principle loops should be executed any possible number of times to try to explore all
possible paths of a program. In other words, in concolic and symbolic execution, the
values of symbolic variables reflect only data dependencies on the inputs. Untraceable

control dependencies such as loops could cause poor analysis result.

In this paper, we propose a new concolic execution technique, loop-aware con-
colic execution, for testing software and producing more precise analysis on
loop-related variables with fewer execution steps. In loop-aware concolic execution,
because the path constraints will be recorded, the data flow can be traced precisely no
matter it was truncated by control flow or not. Based on the information of data and
control flow, a backtrack method is used to connect the relationship between

loop-related variables and input.

For applying it to detect-buffer-overflow vulnerabilities and generate related ex-
ploits of a program, we have built RELEASE; a prove-of-concept of this technique,

using concolic analysis in x86-platforms with ELF binary format.
In summary, this paper makes the following contributions:

® \We introduce loop-aware concolic execution, a new concolic execution approach
with more information of loops, to enhance execution speed by eliminating un-

necessary testing.

® \We apply loop-aware concolic execution to an important security challenge, said

buffer overflow vulnerabilities.

® \We do not require high-level source code of the testing program; this restric-
tion-relaxed approach is important to analyze any kind of applications, include

important security applications.



® \We evaluate our implementation, showing that it is effective and efficient at dis-

covering vulnerabilities and generating exploits.

The rest of paper is organized as follows: Section 2 surveys related work. Section
3 motivates our loop-aware concolic execution with an example and then gives a de-
tailed system overview. Section 4 shows the implementation of our approach and de-
scribes the main algorithm used to analyze loop dependencies. Section 5 gives our

evaluation of our approach. The paper ends with a conclusion at Section 6.



2. RELATED WORK

This section discusses different approaches for doing software testing, and com-

pares them with our approach.

Fuzz testing. Fuzzing is a black-box software testing technique that consists in feed-
ing a program with random input data. A bunch of tools [2, 3] systematically generate
testing inputs for maximum reach whole the input space. The most problem of fuzz
testing tools is holding scarce inner information because they only concern about the
pairs of inputs and outputs. A new type of fuzz testing technique called white-box
fuzzing [6, 7] introduces symbolic execution to look inside the black-box, and it can

be categorized as concolic execution which-will be discussed later.

Static analysis. Static analysis technigue is an important part of security analysis be-
cause they provide results without having to-actually run a program, thus avoiding
risks connected with the execution of malicious programs. Moreover, it can precisely
predict the behavior of code statements.in run.time. Unfortunately, there are a number
of challenges that have to be overcome by static analysis tools [8], like indirect calls.
Also in [9], an approach combines symbolic execution and taint analysis is proposed
to detect program vulnerabilities, that cannot resolve all indirect transfers of control,

which is plenty used in executables.

Dynamic taint analysis. Taint-based approaches [10, 11] try to analyze the data de-
pendences by tracking data flow from inputs or specific variables. These approaches
are efficient but lack of control flow analysis, thus some analysis evasion mechanisms
[11] are proposed to evade tainting track. Even worse, some of these mechanisms are
commonly used in normal programming, like unlinear function atoi() and if-condition,
they could cut the data flow if there is no control flow analysis.

5



Concolic execution. Concolic execution technique is a novel program analyzing and
testing technique. Unlike above approaches, it traces both data flow and control flow
of a program and can more precisely know data dependences than dynamic taint
analysis. For programs with source code, there are several excellent research results [5,
12-16] which have been proposed. Especially in EXE[15], a useful tool called STP is
implemented as path constraint solver. Similarly, DART[12] and its successor
CUTE[5] also propose a mechanism to generate test cases from symbolic inputs, but
they have troubles at pointer aliasing stated in [15]. Thus, our approach selects to use
STP as concolic execution constraint solver. For programs without source code, it is
more difficult to analysis because lot concepts of high-level language are loss after
compiling to native machine code. It.conducts that only few existing concolic execu-
tion approaches to analyze binary executables: One idea presented in [6] is only pro-
posed and not implemented and evaluated. Another system, called Catchconv[17], is a
powerful tool to analyze for integer conversion errors, but also struggles on loop.
Third approach proposed in [18] is:more closely related to ours, but our approach not

need to know input grammar of testing programs.

Table 1 shows the comparison of our approach and other two loop-related works,

which also focus on loop, and their inputs are binary executables.



our approach

Static Detection

Loop-Extended

RELEASE [6] [8]
Analysis method concolic symbolic concolic
L oop modelin execution 3 times )
p 9 loop counter _ trip count
(Imprecisely)

Modeling

. polynomial linearity linearity
capability

Input grammar not require not require require

Table 1: Comparison of our approach and other two loop-related works.




3. OVERVIEW

In this section, we first motivate our approach with an example showing the li-
mitation of previous concolic execution, then give an overview of concolic execution,

finally point out the core techniques of our loop-aware concolic execution.

3.1 Motivation

Using concolic testing to observe the behavior of a program is a powerful tech-
nique because it combines the strengths of static and dynamic analysis. Static analysis
techniques [9] analyze the executable without actually running it. The program code
is analyzed by inferring over all the possible behaviors that may appear at run time,
this action can show the whale control flow of the program. In contrast, dynamic
analysis techniques, while unable to examine all the possibilities in one execution, can
provide more accurate information about the data flow because the appropriate va-
riables values in any particular execution states are known at run time, thus avoiding
the imprecise analysis like aliasing problem [19]. However, concolic execution tech-
nique has a significant limitation in programs that contain loops. A specific example

is illustrated to show the power of concolic execution and its limitation.



1 int username_check(char * name) {
inti=0,len=0;
char buf[100];
while (name[i] = “\0") {
i++; len++;
}
if (len<5) {
printf(“error: length is not enough.\n”);
exit(-1);

© 00 N O O A WO DN

[uny
o

}
for (i=0;i<len;i++)
buf[i] = namei];
buf[i] = \0’;
return check_duplication(buf);

¥

el i e
g W N R

Figure 1: An example function to illustrate the limitation of normal concolic execu-
tion.

Consider the function username_check, shown in Figure 1, which processes a
name of a new user who wants to-register.. This function first gets the length of name
by iteration on lines 4-6, and then checks the length limitation on lines 7-10. It will
return an error message and exit right away when the length is too short. Finally, the

context of name is copied to a buffer for next step checking.

There is an obvious vulnerability in this code to buffer overflow, but suppose we
are using normal concolic execution technique to check for such weaknesses. For in-
stance, a random input said string “in” is first generated, and then the program ex-
ecuted and exited on line 9. To explore another path to reach rest of the function,
normal concolic execution tool notices that it should generate an input that can pass
the check on line 7. However, a normal concolic execution tool does not have enough

information to find out the relation between the variable len and the input name be-

9



cause len is not directly dependent on any bit of name. At this point, based on the
faith of concolic execution, the tool will change the content of input name according
line 4, and need to change input and re-execute four times to pass through line 7. In
worst case, concolic execution is fall back to fuzz testing to generating random inputs

for passing the checks with indirectly or unknown dependence on inputs.

To avoid analysis evasion and enhance the efficiency of analysis speed, we
propose a new type of concolic execution, loop-aware concolic execution, to capture

the dependences between loops and variables related with program inputs.

Throughout the paper we will use the running example given in Figure 1. Note
that the example is in a C-like language for the sake of clarity and simplicity, while
our analysis operates on binary cade. In-particular, we assume that our analysis will
be operating on dynamically-linked-x86 executable objects, formatted according to
the Executable and Linking Format (ELF). We also assume that the analyzed execut-
able follows a “standard compilation model”: the executable has procedures, a global
data region, a heap and a runtime stack;.globalvariables are located at a fixed memo-
ry location; local variables of a procedure are stored at a fixed location in the frame
stack of that procedure; the program follows the cdecl calling convention, and is not

self-modifying.

10



3.2 Concolic Execution Overview

The process of concolic execution system could be divided into four steps: static
analysis, initial input generation, concolic execution, path constraints solving. The

following paragraphs give detail descriptions.

Step 1: Static analysis on binary executable. Concolic execution system does static
analysis of the binary program and constructs control flow. The existence of this step
depends on the analysis method. Our approach takes this one to remove some analysis

overheads during runtime.

Step 2: Initial input generation. Concolic execution system needs to decide the pro-
gram input for the first execution. It may randomly choose one or use external infor-
mation like input grammar [18].Our approach chooses the initial input statically. For
next execution, the new input-will base on the execution result of previous one to ex-

plore new execution path.

Step 3a: Concrete execution. The result of each operation will be simulated. Namely,
every instruction are “virtually” executed ar, in-other words, real executed in a virtual
environment. The first concrete execution help the system explore one execution path
of the testing program. After that, concrete execution is performed to explore the
branches of the path. In this step, concolic execution system is running symbolic ex-

ecution simultaneously.

Step 3b: Symbolic execution. During concrete execution, the symbolic execution is
also performed to symbolize input-related variables and gather path constraints. The
initial symbols are program inputs. Because the data flow will be precisely tracked in
the runtime, every variable (i.e., register, memory) which values are related to pro-

gram inputs will be also symbolized. By taking this action, a path constraint can be

11



recorded whenever there is a conditional branch which one of the comparing variables

is symbolized.

Step 3c: Behavior observation. After each instruction executed, concolic execution
system could observe the program executing behavior and analyze it. An executing
behavior could be memory access, external device control (i.e., hard disk, network
card, etc.), or even crashed exception throwing. Some applications profile the specific

behavior of a program, like calculate clocks, to help optimize the performance.

Step 4: Solve path constraints for next execution input. After each execution in
Step 3, concolic execution system will collect a set of path constraints. One set of path
constraints is corresponding to one particular execution path. To explore a new execu-
tion path, a path traversal action.that inverts-one constraint in pervious set is taken.
After that, new inputs will be-generated by solving these new set of constraints, and a

new execution starts to Step 3.

By concolic execution, all the execution-paths in program would be explored.
But a challenge is present when encounters-loop: concolic execution needs to “unroll”
loop (namely, execute loop block several times) for each input. This action is not effi-
cient, and even worse, may cause the whole analysis process to retreat to only gener-

ate random inputs as a fallback plan.

12
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Figure 2: The different between traditional approach and ours. The left figure is a loop
unrolling method using by traditional approach. The right one is a loop modeling me-
thod using by ours.

3.3 Technique Overview

We propose a new concolic execution technique, loop-aware concolic execution,
which enhances analysis speed by modeling the effects of loops. The effects include
register value changing and memory access. Figure 2 illustrates the most difference
between previous concolic execution and our loop-aware concolic execution tech-
nique. As previous concolic execution, it needs to execute n times to explore n states
when it encounters a loop. In the worst case, n could be infinite (or, as large as input
space). That makes previous technique not efficient to analyze loop construct in a

program.

To enhance the analysis speed, our loop-aware concolic execution technique fo-
cuses on a specific loop construct which has only one break condition and no inner
branch. These two limitations are used to simplify the modeling process. Later we

will discuss how to modify the process from single break condition to apply multiple

13



ones and deal with inner branches. The following three techniques are the core parts

to model the effects of loops:

Dynamically locate specific loop. Before modeling loops, we need to find out the
locations of them and make sure their properties are fit in our rules. Because the target
program is in x86 executable format and may have indirect jump, this task cannot be
complete in static analysis. To fully identify the loop blocks, this task should be also
performed in runtime. During the execution time, the executed blocks will be pre-

cisely recorded and the re-executed block can be easily recognized.

Loop counter recognition. The definition of a loop counter is “a variable which val-
ue may change and must compare with other values in every iteration.” By verifying
the break condition, we summarize that there-are two types of comparison: variable
compares with concrete value-or variable compares with variable. For the former one,
it is very easy to identify which parameter should be the-loop counter. But for the lat-
ter one, it is difficult to tell which one should-be the representative. In this case, our
approach takes both of these two parameters asloop counters. The loop counters are
symbolized as new symbols. The variables which is used in loop and related to loop

counters will be also symbolized in the modeling technique.

Loop block re-sorting. For a loop block execution, the loop-executed process is not
always stop in the end of block because the loop break condition may present in any
place of whole loop sequence. The sequential symbolic execution is not suitable for
the situation that the break condition is not in the end of loop block. In other words,
the traditional way cannot model a loop with break conditions inside. To handle this
problem, a loop block re-sorting technique is proposed. The basic idea of it is extends

code before break condition and adjusts the loop block as a completely

14



none-break-condition one. This technique helps symbolic execution can be applied in

general case.

Loop Behavior Modeling. After getting the loop execution range, the next step is to
model the effects of loops. By observing the behavior of program execution, the oper-
ations can be divided into three categories, called register value changing, memory
access, and control flow director. For the first category, register value changing, it can
be modeled as the second category by taking registers as additional memories. In the
second one, memory access, it is composed of two actions: read and write. For apply-
ing to detect buffer overflow vulnerabilities, our approach checks the memory write
destination address can access the target address (i.e., return address) or not. In order
to achieve this goal, a secondary symbolic-execution for modeling loop is applied. By
using this technique, the loop=related-variables can be precisely described their rela-

tionships of each other and the connection with loop counters.
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4. IMPLEMENTATION

We implemented RELEASE for testing x86 ELF format binary executables.
Figure 3 illustrates RELEASE’s system architecture. At the highest level, RELEASE
consists of a static analyzer and a dynamic analyzer which bases on a dynamic binary
instrumentation (DBI) platform. In the following section, we will discuss each part of

RELEASE deeper, followed by a detailed algorithm description.

4.1 Static analyzer

Static analyzer is the main part to extract information from binary program. By
moving workload from dynamic.analyzer to static-analyzer, it can effectively mitigate
plenty analysis overhead during the run-time. Qur static analyzer is composed of a
disassembler, a control flow-eonstructor, and a static' loop locator. The information in

binary program is revealed step by step by running each of them.

Disassembler. RELEASE uses a disassembler to translate machine code to assembly
code, then passes assembly code to control flow constructor for next step. To get other
useful information of binary program is also very important, such as virtual address
base, sections, and procedure linkage table (PLT). The virtual address base helps our
system to handle the memory address relationship between real addressing and virtual
one. The sections information let RELEASE know how to deploy each of them. By
getting PLT, it makes our dynamic binary instrumentation subsystem can map the
outer library function calls correctly. In our implementation, we choose to use two
linux open source tools to achieve this goal: one is a disassembler called GNU ob-
jdump, and another one is an executable information revealer called GNU readelf,

both of their versions are v2.18.93.20081009.
16



x86 binary

Executable
static ) Control Flow Static Loop
| Disassembler > >
analyzer Constructor Locator
dynamic Dynamic Loop Loop-Aware > Test Input
analyzer Locator Concolic Execution | Generator

Dynamic Binary Instrumentation (DBI) Framework

Figure 3: Illustrate of system architecture of RELEASE.

Control flow constructor. After analyzing each instruction, control flow constructor
converts assembly code to its own data structure, and groups them as a “basic block,”
which contains a sequence of.instructions and has single entry and single exit. RE-
LEASE first divides basic blocks by using-a-linear scan method to search control-flow
changing instructions like call, (un)conditional jump, and return. Then RELEASE
does a different process than other frameworks, such as Valgrind[20], QEMU[21],
and PIN[22]. Basic block is cut again by target addresses of direct call or jump and
broken down to “atom block”. The main idea different between other approaches is
that RELEASE deals with direct control-flow changing instructions while static anal-
ysis rather than in run-time, thus make it fit in with our principle: “By moving work-
load from dynamic analyzer to static analyzer, it can effectively mitigate plenty anal-
ysis overhead during the run-time.” To clarify and unify the definition, the phase “ba-

sic block” is used as “atom block™ in the rest of paper.
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Figure 4: DBI framework architecture
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Static loop locator. By using control flow information, the “directly” loop location
can be easily to identify. That means, by takingadvantage of x86 instruction formats,
the operand of direct conditional jumprmust be a relative offset. A relative offset is
generally specified as a label in assembly code, but at the machine code level, it is
encoded as a signed, 8-bit or 32-bit'immediate value, which is added to the instruction

pointer.

4.2 Dynamic Binary Instrumentation

Our dynamic binary instrumentation (DBI) framework has three components: a
dispatcher, an emulator, and a just-in-time (JIT) compiler. The relationships between
them are shown in Figure 4. The instruction cache inherits from control flow con-
structor described in Section 4.1. The dispatcher selects a target basic block to JIT
compiler for execution. JIT complier fetches each instruction in the selected basic
block and emulates their behaviors. In the emulation unit, an emulated memory sys-
tem is implemented for storing the emulation results. By using this DBI framework,

both instructions of normal program and user instrumentation can execute correctly.
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4.3 Dynamic analyzer

Based on concolic execution, loop-aware concolic execution does concrete and
symbolic execution simultaneously. As a new approach applied on concolic execution,
a serial of methods is proposed to analyze program behavior. The names of these me-
thods are dynamically loop finding (DLF), loop counter recognition (LCR), loop
block re-sorting (LBR), and loop behavior modeling (LBM). Their functionalities are
described in Section 3.3. The following paragraphs illustrate their implementations in

RELEASE system.

Dynamic loop locator. Dynamic loop locator is the implementation of DLF. While
RELEASE system running, the executed flag of executing basic block will be marked.
Dynamic loop locator will check the executed flag of new fetched basic bock is

marked or not to identify the control-flow is a loop or not.

Loop-aware concolic execution. By modeling the loop-behavior, we apply our anal-
ysis method, LCR, LBR, and‘LBM, to discover buffer overflow vulnerabilities. RE-
LEASE system uses a recurrence relation solver, called PURRS[23], on LBM to solve
the modeling problem. This solver has the capability to calculate polynomial recur-

rence relation. For instance, a polynomial recurrence relation equation is like:
x(n) =x(n—=1)+n*+3n+2

And the solved equation is:

x(n):%n‘°’+2n2 +%n+x(0),forn >=0

Test input generator. To solve the path constraints gathered in concolic execution,
RELEASE system uses a path constraint solver, called STP. The result answer is gen-

erated as the next execution input.
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5. EVALUATION

We performed a series of experiments with RELEASE to evaluate the effective-
ness of loop-aware concolic execution based on our proposed techniques. By applying
it to discover buffer overflow vulnerabilities, RELEASE will generate the corres-
ponding exploits to show the correctness of our scheme. All experiments were run on
a Ubuntu 8.10 system, equipped with a 2.5 GHz AMD Athlon 64 X2 Dual processor
and 3.25 GB RAM. All executables were obtained using the gcc 4.3.2 compiler using

its standard configuration.

5.1 Evaluate static analysis

Our approach analyzes a program in two phases: static and dynamic. In static
phase, we evaluated the time.consuming for different program size. As Figure 5, the

result shows the analysis timge is in a direct ratio with file size.

30 S
analysis time

”5 (sec)

20
15

10

File size
0 (MB)
0 2 4 6 8 10

Figure 5: Evaluated result of static analysis time consuming.
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5.2 Evaluate dynamic analysis

In dynamic phase, we evaluated the time consuming for different number of
loops. Furthermore, we discuss in two different situations: loops are input-related or
not. A loop called input-related is that one of instructions in the loop block is related
with input. Figure 6 is an evaluated program with one loop and the loop is not in-
put-related. Figure 7 is another evaluated program with two sequential loops and not
input-related. The other evaluated programs which amount of loops is from three to
ten are in the same format. Figure 8 shows an evaluated program with three loops and
the loops are input-related. Figure 9 is an evaluated program with inner loop and the
loop is not input-related, and Figure 10 is another program with inner loop and the
loop is input-related. Figure 11 illustrates when-loops are not input-related, the analy-
sis time of RELEASE is a little high-than a normal concolic execution. But when
loops are input-related, RELEASE keeps a O(n) relation in analysis time, and a nor-

mal concolic execution raises to O(n?). Figure 12-shows the comparison result.

1 int main(int argc, char *argv[]) {

int i,
char buf[1024];

2

3

4

5

6 for (i=0;i<argc; i++)
7 buf[i] = 1024,
8

9

return O;

10}

Figure 6: An evaluated program with one loop and the loop is input-related.
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1 int main(int argc, char *argv[]) {

inti, j=1024;
char buf[1024];

for (I=0;1<j;i++)
buf[i] = 1024,

© 00 N O O & WODN

for(i=0;1<j; i++)
10 buffi] = 1024;
11

12 returnO;

13}

Figure 7: An evaluated program with two Sequential loops and the loops are not

input-related.

1 int main(intargc, char *argv[]) {

inti;
char buf[1024];

for (i=0; i <argc; i++)
buf[i] = 1024;

© 00 N O O b WODN

for (i=0; i <argc; i++)
buf[i] = 1024;

el =
N B O

for (i=0; i <argc; i++)
buf[i] = 1024,

el
o w

return O;

16}

Figure 8: An evaluated program with three loops and the loop is input-related.

22



1 int main(int argc, char *argv[]) {

inti, j;
char buf[1024];

for (i=0; i< 1024; i++)
for(j = 0; j < 1024; j++)
buf[i+j] = 1024;

© 00 N O O A WO DN

10 returnO;
11}

Figure 9: An evaluated program with inner loop and the loop is not input-related.

1 int main(int argc, char *argv[]) {

inti, j;
char buf[1024];

for (i = 0; i<argc; i++)
for(j = 0; j < arge; j++)
buf[i+j] = 1024;

© 00 N O Ol A WO DN

10 returnO;
11}

Figure 10: An evaluated program with inner loop and the loop is input-related.

23



140

dynamic
170 analysis time
(sec)
100
80
—+—RELEASE
60 .
-=-normal concolic
40
20
0 ———————§ 3 - ra—
1 2 3 4 5 6 7 8 9 10 # of loops
Figure 11: Evaluated result of dynamic analysis time consuming.
(Sequential loops and not input-related)
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Figure 12: Evaluated result of dynamic analysis time consuming.

(Sequential loops and input-related)
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Figure 13: Evaluated result of dynamic analysis time consuming.

(Inner loops and not input-related)
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Figure 14: Evaluated result of dynamic analysis time consuming.

(Inner loops and input-related)
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6. CONCLUSION

We propose loop-aware concolic execution, a new concolic execution approach
with more information of loops, to enhance execution speed by eliminating unneces-
sary testing. Our approach applies on binary executables in x86 platforms with ELF
binary format and does not need source code; this restriction-relaxed approach is im-
portant to analyze any kind of applications, include important security applications.
We apply loop-aware concolic execution to an important security challenge, said buf-
fer overflow vulnerabilities. Besides generating exploits, our approach can also point
out which part of code is vulnerable; it helps software developers patch their pro-
grams quickly. These results makes: loop-aware.concolic execution is much better

than other normal concolic execution.
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