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Abstact

Radio Frequency ldentification (RFID) is a sensor network technology to
automate identification. RFID systems‘had beenapplied to many fields and have been
considered as a key infrastructure-for ‘the ubiquitous society in the future. However,
due to the inherent drawbacks, RFID causes various security threats like privacy
problems, tag wiretapping, tracking or cloning, etc. To address these issues, lots of
solutions had been proposed. The Blocker Tag is one of these.

Blocker tag is a solution for privacy protection. It uses a kind of algorithm which
is similar to using jamming signal. However, if this method is used in malicious way,
the inventory process of the RFID reader might be stopped, and people in department
store may carry some merchandise out without accounting. Find out a way to detect
the Blocker Tag could be an important issue on RFID.

To resolve this problem, we proposed a scheme “SLN-algorithm” to detect the
existence of Blocker tags. In our experiments, the results have demonstrated that our
detection mechanism is more effective than the mechanism proposed in [1] on
detecting Blocker Tag.
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CMD: Select
Action: Retum to ready
Reply: Mone. Mote 1

CMD: Query
Action: New round
Reply: Mote 3

CMD: All other
Action: Remain in ready
Reply: Mone

CMD: Select
Action: Retum to ready
Reply: Mone. MNote 1

CMD: Query
Action: New round
Reply: Note 3

CMD: All other
Action: Retum to arbitrate
Reply: Mone.

CMD: None within time T,
Action: Retum fo arbitrate
Reply: Nons.

CMD: QueryAdiust, QueryRep [slot=0]
Reply: Mew RN1E

CMD: ACK [valid RM16]
Reply: See Table 6.14

CMD: None within time T
Action: Retumn to arbitrate

Acknowledged
Reply: Mone.

CMD: Req_RN [valid RN16] &
{access password == 0}
Reply: handle

CMD: Select
Action: Return to ready
Reply: None. Mote 1
CMD: Query
Action: New round
Reply: Notes 2, 3
CMD: QueryRep, QueryAdjust
Action: Return to ready
Reply: Mone. Mote 2
CMD: All other
Action: Retumn fo arbitrate
Reply: Mone.

Open

Secured

CMD: Kiil [valid handle & valid nonzero kill pasewerd & {Recom =
Reply: handle when done. Mote 4

Power-up & killed

B 5:

[Py

BN

CMD: Access [valid handle & valid access passwaord]
y Reply: handle when done

1

PN

b g

L A

e

Q%%W%@ﬁ@ﬁ
v AR T;rrv’l 1Bk AL 27 32 1

BhT

F B Inventory )

HNEW BOUND
CMD: Guery [mismatched
inventoried or SL flags]
Reply: Mone

HEW ROUND
CMD: Query [slot = 0 & matching
{inventoried & SL) flags]
Reply: None

CMD: GueryRep, GQueryAdjust [slot <= 0]
Reply: None

CMD: Guery [slot = 0 & matching
finventoried & SL) fiags]
Reply: New RN16

CMD: QueryAdjust [slot = 0]
Reply: Mew RN16

CMD: ACK [valid RN18]
Reply: See Tahle 6.14

CMD: Reg_RN [invalid RN1E]
Reply: Mone

. CMD: Req_RN [valid RN1E] & {access password = 0}
Reply: handle

CMD: ACK [valid handle]
Reply: See Table £.14
CMD: Reg RN, Read, Wiite, Lock, BlockWhite/Erase/Permalock
Reply: See state-transition tables

CMD: Kill [valid handle & kil pasaword = \

Reply: Error code

CMD: ¥ill [valid handle & valid nonzemo kill password & {Recom <= 0}]
Reply: handle when done. Mote 4

CMD: Kill, Accass [invalid handle
Reply: None

0]

CMD: ACK [valid handls]

Reply: See Takble £.14

CMD: Rag RN, Read, Writs, Lock, BlockWrits/Erase/Parmalock
Reply: See state-transition tables

CMD: Kill [valid handle & kill password = 0]

Reply: Error code

CMD: K5l [valid handle & valid nonzena kill pagsword & {Eecom ==
Reply: handle when done. Mote 4

CMD: Access [valid handle & valid access password)

Reply: handle when done

CMD: Kill, Accese [invalid handle]

Reply: Mone

0y

wi

CMD: Al

Reply: Mone

T ek i W

w Gen2 $RAFF o0 b ani R X2 b SRR AR G - D
Bom o A AR HFE RFID k% oGen2 #Hfehicfati&d v PG R

’

(bank) %= » 4=~ (B 6[4])
® The Reserved memory (Bank 00

F= ACCESS password °
® The EPC memory (Bank 01) »

A

4

B
g

10

)

-

-
)

@ % >34 0 32-bit KILL

code » PC(Protocol control )f= CRC-16



TR B E o
® The TID memory (Bank 10)# %z 32-bit TID - TID sdcid it £ ¥ Tag i
KR - M gim% ?*p*#’i °
)é

L =X L=l ) =1 ) ¥ 2
® The User memory (Bank 11)& 7 @& % & enfil » gt opds ¥ 00 5 i %
AL p e AR
MSB LSB
00, Word 0 of Block 0 OF,
MSB LSB
Bank 11 USER - MSB LSB
10, TID [15:0] 1F, .
Bank 10 TID oo, TID [31:16] OFy, 220, Optional XPC_W2 [15:0] 22F,
210, Optional XPC_W1 [15:0] 21F,
Bank 01 EPC -
Bank 00 RESERVED MSB LSB EPC _[1 5:0]
20 EPC [N:N-15 2F
30, Access Passwd [15:0] 3F, 10h Stcred[T°C [15_:!)] 1Fh
20, Access Passwd [31:16] Fr— Ouh StoredCRC [16:0] DFh
10, Kill Passwd [15:0] 1F, " - n
00, Kill Passwd [31:16] OF,,

W 6 Rt iaigps
2.2.2.1 4 E 3% ALOHA

B B Aot i L A 0 TR G G B S e B e 4 el R -
A2 H S ORAFFOETHLARBa A4 R A2 R PG
fRA- e g 4 iR o R R Gantizeoll ision algori thm) jeAt die ) 5k %
AL Gen2 8 4 54 B2 USRS 0 LY 3 slotted ALOMA
w52 (4o B 7)o ALOHA /75 2 gl * Pefeen= ;% @ o7 cnfh e » pr
(timeslots)#H » F =1 BREFH AT E e FmHm BFRHRE B
B R4 > A E L #FR (collision) ~ H - (single)fr & (empty) -
BF R ARACT L
O B Eip M ¥ B S
& LI INEGE 2L ERE-B Eﬁ?ﬁ;ﬁﬂfﬁfgﬁli@)\ L% E B
EANE E% Ao

® - iRURGR - R GG RIS BRNE A 2 AR D
L i&?ﬁ—ﬁpﬁﬁﬁﬂmﬁﬂo

0 HIEEWHE- FLPFRFHOERITBETH -

o ﬁﬁ@ﬁp#%§%¥°*@ﬁffmﬁﬁﬁﬁiﬁﬁﬁﬁ,
ERFTEFE2E -

&

3

TS (;‘}

ot
e
T,
Y
=i
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>
2l

[
IEI....
[I"

timeslot

2" '
: Collision |:| : single(Ack) Null
Bl 7 4 B ;% ALOHA 3 4% %

Fli rRevg 2 22 v d oo 2700 ARFID Gen 24% 8¢ > 4o » 7 F - BiF
PEFe MR 2 o AR ERER T E NQuery 4 BTy kst X
B3 r"’?’ PR - BREQ R R Greadyk ETEE T AL ZRARE
EF- B RT TE B 4] - 2% RLTe ﬁE'JﬁﬂE%Fé“’}%ZQ?:\ Bk iE)
%%&4’éﬁﬁ%ﬁﬂmﬁ+ﬁﬁmﬁﬁ’§%$§ﬁﬁQ@u%+%@ﬁw
Bk KE PR S 4 K adldhirR e Bk H R EQE 0 A A
H A QiE Az 5 0 QiF £ (el 8[4]) -

Q = round(Qy))
Query(Q)

Q=max(0. Q- C) &0 Q,=min(15, Q+ C)

B 8:Qwki
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2.2.3EPCglobal % > #

B Gen2 R Y o 70 A MR R ORI o T 2
R TS Tl =

% — 4548 £ 83 RFID Gen2 4% # - Gen2 &% % % 7 KILL password = KILL
A 23§ TEKILL & 4 iz o 150 ¢ #3982 B o7 ) hKILL password
R4 A £ e KILL password iTAgss > % = ¢ & fapF o 46 ¢ 18~ KILL &
BOR#aFET - ARG 2 BB dmEmdps ARG g AL
10 ¥l ids 1 o

¥ - A a4 Gen2 s R o Gen2 -8 ¥ % 7 ACCESS password
o B4y 4 2 R0 454 A 85 ACCESS fr LOCK » ACCESS 47 4 7 12 b £ i »
secured # f& » § 7 secured ik hpFiE o EPEF R FEFTHRE 0 Rl LB E
ACCESS password d 5 #rzinz 1501 B 2o ' UE £ pPs gty ¥ 3% pe KILL
dpd - ABEIRR RRAIILOCKA 4 {7 NS 7 I Bk o

2.2.3.1KILL Tag

KILL & 4 2At3k3 KRB0 REID - 84aX 6 2 avic 4 o § RFID 445 =
3| KILL & 4 ehpx iz - 154k ¢ ¥3f B~ B 7 3 en KILL password #2 RFID 4 4 & ¥
e KILL password( % 755 yo@ 9[4 7977 )ie sy o ¥4 = ® 1 & pF > RFID
¢ &~ KILL Ak £ (Gen2 = B FL 2 fig' = fa Rk ) > 2 s e F o ZorT &
izindy o FRAET §RAIH R AT RS BHTH -

wKILL &4 % 2340 B A B pRa 4 0 RapF R T ARG 2k
PR 327 gREBRIIT R R BB R - B R AR S
2160 AP SR dEE KILL AJZ > R & B0 ST SN 5o 27 21D
R R e Y L AR ST £ S
2o e Bahghe 4 ohP B 0 08 KILL ASZE 3t - 87 7 AR 41 *
P I Sl F CR T A U R [P A
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Bank 11 USER

Bank 10 TID

Bank 01 EPC

Bank 00 RESERVED MSB LSB
30, Access Passwd [15:0] 3F,
20, Access Passwd [31:16] 2F,
10, Kill Passwd [15:0] 1F,
00, Kill Passwd [31:16] OF,

Bl 9y Rapaishlpy

2.2.3.2 ACCESS Password

b Gen2 %2 fle e litipey - £ Y 32 Rz BAkd ke
Password » % Reserved memory(4c F®I®l 9 - * * =& 7 ACCESS password
foi Bdg £ 2 447 - 4p 4 & Bl 5 ACCESS {r LOCK» ACCESS 45 4 7 4 & 4 R4 i& »
secured - f& 3 § & secured ;i eFEE o Reader F & A B-F AR Far LB B
ACCESS password o & ;o & o 4 B L £ e il o

SRR PR R R R AR TR TP iE 5 3 2 B 42 0 eh Password
-%i’ﬂl—g‘ t % 73 o Password " 4F 5 i R EE XOR v SRR 0 AR inaB 1 L 4T R
P EFEE R R e AR B A T AL B 0 7 e B et R
) R M‘i BT R G g s S R B A RS PR T 7 4
< 5 ﬁ NE R 32 a5 R RS OV AR o

bt mGenz R % 2B > 3y EREET MU R
A 'F»ﬁrf 7o  £4f Inventory F§ it (7 Féﬁ’»ﬁgﬁaﬁggw FF ehfm SBT3
Gen2 &3 chpr A H1E 2 F o & o Pl S o foo AR T >
FYOEA-RBE2EF TN R A AR - i3
B A o

Yi'c

S
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Chapter 3 4p &= %

AR RN LB ARG M- BT IS e 27 ARG Y s
r5l* #5203 1 4 % RSA Blocker tag enf8i2 1 % g * > %53 Blocker tag
Tz L A E LA PEF S F L 5 d B4~ hBlocker tag I 1 k { 5

M soft blocker tag> i % 4ofe B & & € * Blocker tag rranti blocker tag
e

3.1 RSA Blocker tag

Fed s re#F (DDos) # - fa il a2 ¢ @ sierne 5 2 > ofd > F 1 A&
RFIDsAir protocol P » 4 f i = Blocker tag o i&fd = /2 ehf* & d RSAF ik
50 Fd soBF BB SR i U % Blocker tag® nfE ok R FALH B
=% (collision) e+ 24 » & blocker tageE < » &RFID Class 1 Gen 18 4%
PRz 0 o 1 o EIIEE TR SRR s w 5Ueg 0 @ RFID Class 1 Gen
2EA LR Y B A PR ALRENRRR o FE 2 B - 3% 5L o Blocker Tag
T L BAeT B 10087 K| & ¢ g en /i EBlocker tageii®isg o

c= g

B 10 : Blocker Tag 7+ & B

3.1.1 The Blocker Tag: Selective Blocking of RFID Tags for

Consumer Privacy

(6]t Bk~ # &5 > Blocker Tagk 7 4rim fds 35 F# < (Inventory) # 2
P +RFIDF B~ E 2 T4 » Bk > RFID Class 1 Gen 1 * gHik w8 % -
FI* A &HIDEA et R B (oB 11) 3 354 33 R #9105 tagsenIDw &
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WAL 0 4k HE IR R A P2 Penk B Ed - Bltagh§ £ v dH B R A 5
D3 > % -

BB E A s (T B REET L E @A R hditag D e g -
Btag @ B2 A2 QEE N A0l LW B DRG0 FIFRE - LR
CEES IR Bt S R RS LR S

® ®
000 001 010 011 100 101 110 111

1 Hpk i 59

Blocker tagr’v’ﬂﬁ’_d\‘ I R B eh(de® BB 12) > v h »#75 9RFID-tag
— K FVELRE o AT ﬁtag{* > 1ds# (full blocker) & & 2 # shfe g
(universal blocker) ° L}}ﬁm@ g% (tree-walking algorithm) g4+ »
FEHRERHEL I e & PR F N tag Tt S 8B3 F K7 - Bz~
& > blocker tagflh “v# R #ffrliz~ @(Blocker tag™ it § & = M2 i
FEER) AR EBERF L CCEREERRLF N R REFFEELF
Bz >t e

ek FEEG LR - R {E Ta £ 4 47 = F tree-walking
TR ETEREE T 4 T’§%¢ﬂﬁgﬁ*%¢a%%&bﬁﬁow%%iiii
siblocker tagredg#r3 @ B > T BEF g - B3 i‘# ’Lriﬂ“ﬁ#’uf,% [
BB e d) ki soo B0 gk BAp e oAk xf,] dip R ERET AT LREY oA
L Tl%blocker tagBls E Y 3B 2§ > gkt ‘Uﬂﬁl:é_‘“ BB id
g1 o A doikblocker tagit*t ER T RiMljfEF ST 0 F A N L
Fragm g § o
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(O [ ] - Blocker Tag work

B 12 : Blocker Tag #+#| bk % 5 2

3.1.2 Soft blocking:=flexible blocker.tags on the cheap

B [T]2 H P e cha ® » 22300 & 27 =B 3 > T ¥ gBlocker
tag - HCPLEni - B B IEE 25 0 7 Lk Blocker tagh
oo ARG A A SBB e L o ARPID tagsth oyt o o i dhe B SR
BOEPRA D L2 T AN n BRI L G M AT tags © Eblocker tagit
FIES o

T B o - B F P AR & dBlocker tagidlT & &
#4# o Soft Blocker tag? i 594t eqp e 3 # "2 3 & 2 FE 353" hBlocker
tag - #c 1 Blocker tags €& 4k SREID tagshl Mfrdnss » 4 13- B F
REFREES S &

WP /I APT U Etags 5 Z A7 Fesg s o~ %] 5 blocker ~private
fepublic e 4r% $ — ®Blocker tag & & cnF kL4 ¢ » v ¢ @ w & public tag
SUEL 0 12 privates i BE o Apublice i E BP0 B (8T 14 FliEtagenlD
%L o e B_fprivatec & gL o fr i iE § ook ~ P& LR S T s
Blocker tagii o £ 4437 4 A5 88 N DS w e 45 (4o B 13) 0 & AL pefide &
trtag T AAAL AL private tag > 7 B G A FBFH 0 A B @
public Fl @ 2 d — enf BB ¥ B o

- B #cBlocker tagw ™ R IEdE P HEIDGmF & o A 3 BTG aft e 8
- BHENEI EEAPEF A T R FRIAR ARG L Aok
Lieie * Blocker tage B & el ™ > P au Sg R T R (7 RNIR] ke BiE
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FHRT 3 AT AR RGP GERERGL 2 B LR
RFID&HE & 52t o

Bt RE Y o F AP EE HtagE FA KOG 0 €4 ME & P 5
2R EHE o MEFGEAPTT S EHEBlocker tagin® 5 o b A e
T degt = e BRI SR L tag TA 0 < % & B #EBlocker tagini
SRR - AR S mfﬁ’:"f e AR ARl B e
TR T U AL b aniEies oo L E g B A F R ek R T ARFID
thtagd ¢ pFiE c UK AP ERE A TR ECER I RAL S E Y ok B
BFIEEH os 2 2 BRAGg 38R+ T e Fa2Blocker tag
P ik g kg kel T

mofmy W

I

()
0]
@, )
0] o] [ 11xx
(] () (] )
0] [1] 0] [1] 0] [1] 0] [1]
® e e ® ® ® ® O

of1] [of1] ([o]f1] [of1] f[of1] [of1]| [of1] [ofi1

L[]
— o= o ol | = —
o oo o
S =|[= S 21 =
o oo — —||||— —

(O [ ] - Blocker Tag work

B 13 : #icl* Blocker Tag 4+ bk iF 5 2

3.1.3RFID privacy protect using blocker tag with anti-blocker

tag scheme

WA Tk I ah v 0 #Blocker Tag# B anfie » F0d % aGen 117 5 &
HBF > B xR F SRFIDEHE L CRFID Class 1 Gen 2 ° % fe e 25 ¥
P Rand AWERT o Gen 11 % 0 RHFEE > Gen 2@ * 7 &~ B GVALOHAIR &2 &
M D e AGen 24 % T i3 Blocker Tageh™ 2 v 2 #Blocker Tag#
SR R ST o
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I. Anti-blocker tag in RFID Class 1 Gen 1 :

145 2 & 1Dk B > Blocker tagé€ i 51D  Blocker tagf|* k pFw
B0 o7 17 b it 2wt ;i Wt < % 7l gt Blocker tag 0 7]
B AP G ATE TR JRS A BARGEE o Bt AR T o AT R E S iR
BEAr A LA R DR GE A § W A PR B e R S g R -
tag® fLi% &N IDAF Aey & & 3 Blocker tag™ i o (4@ 14[1]) 2 P A2
RN

Bl 14 @ 7 AR5 s

& ficttBlocker tag e diP b — B E R tag 2 £ E 5 ¥ iho AP T LEE
A 17T TR S P B 0 i el AT B F'”f;:o AT L AR
Jis teBlocker tag °
2. Anti-blocker tag in+RFID"*Class 1-Gen 2 :

“RFID Class 1 Gen 237 | B A% 0 £V ALOHA ey & 72 1% 5 A
Mz eI RS NA 4 - P e Bd RPN T A R R
H_F g 4] » 4 2Lends (T o Blocker tag fGen 2enTE 8 T iE 2 3 jE o §)
15[1] > 8228 & &-IDi& » pF A ) 35 B B e 2 % o> @ £ Blocker tag
Bt g PR G b B U PID I § R AT 2 R R
ﬁﬁﬁ%ﬁ%§%EF—ﬁé&w’ﬁﬁ{ﬁ&mzmﬁﬁT&NMermg

P2 55 RER
R -NPE

A
AT 0
.| | B
e
| B
D | tj- N
el 1 1 1 |
| |
F
S " | |
H

B 15 : Blocker tag it = #widi
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B e 22 5053k &RFID Class 1 Gen 2+ » %5 F gifi j7 & 02 &
Gen 2¢hpFiz » % iy i€ * A S IDF w]*15 P& & o 2w i1 s Adhblocker
tag > %ﬁd Wx gt o ek A& ¢ 3 wBlocker tag > § F (% B HEFR 1 b
FA AP PIEY AR BEEF DN F BRG] PRI

— 2 Blocker tagw e’ U H-§ Eox A QE > F AN AQEY FEH- B
B P HRV T UERI DO M B R E N T AT PR o 3f
i R %Ei‘u%'\ PATRER DML R doie teik 4 8 BBlocker tagsr

HoaFEm o AP RARNALFES kB R I EL LT R - Bt o
RFID Class 1 Gen 2f¢ * A B ;CALOHA/R B2 2 3% GEszm B2 2 g * &
sinID2 B T htag o APV dEd ER ALY P A - B LA &
[De Bk AP v Ui ¥ ZH/ L3 EBHE- BASID RisAPR* [0
FAPATER DA S REANPREEIED P e o Aok A PR B
BowBentag? APEE T - Bw g o BT LU % 0% F Blocker tagiy

BT BRZ(S AP A BRR L B A R AR i S (4o @ 16[1]) -
[ Fg = JBlocker rate?ifﬂ ’ sfx &< Fltaghc® 5 - - & tagrhiic

it % % Blocker tageizh o

Collision Rate
tag=500.step=0.01,blocking rate=0.3

1.2

1
0.8
0.6

0.4

Collision Rate

1 2 3 4 5 6 7 8 9 10111213 14 15 16
Round

Bl 16 : P8 iR &

& - B bt ACK ol g ok & B tag § (FA/Q V] o &7 Query
Adjust” 0= %7 - QFEZA & A/Q et 50,3 3] 0.5 0 B+ e A/Q vt b E_
12 &7 RT3 PR e 4 5 4o% Blocker tag fc @] & #2:0 RN16 % o
- BELP D Blocker tag - g v & ACK %> % > F]15 blocker tag i
17OACK”T x F s s gi‘aéc A/Q &t B o 4e% Blocker tag & 0 R A/Q vt B

FEALE R BB R PR A& (Rl LTI #et vt BT R 0.4

T
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Detection Rate
Threshold=0.3~0.9

12 12
: 1
@ o
© 0.8 r 08 03
r 0 B wmp 4
S 05
o
2 06 06 _ 0%
0.4 04 =07
e 0.8
0.2 ‘ 02 =mpg
] 0

006018 0.3 0.420540660.78 0.9
0 012024036048 0.6 0.720.64

Blocking Rate

Bl 17 : ACK fr Query g vt &

- i# Blocker tag iblocking rate * % ¥ 3 % % " &P & 4% Blocker
tag ¥k o HRl4o} T 24 1 e thed blocking rate # i > B Ak iRl
% ; % & _blocking rate +* fa® 82X & £ PV R chip T o B pE R
Blocker tag - # % chi &4 G B X BEEA M J&—iﬁzkfé“%!a » 100%:7 blocking
rate #-§ @k o i ghgk g e Lo

e £4r% blockingirate 3¢ 100Ma7E » o4 Bk i chpv iz — L - B
% LB N 0 o+ shblocking rate gifﬁ'i L5 chml > AP v Wi - B
TP 3 P SR e R 5
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Chapter 4 & ¥u2 ﬁ

e - BATOM P Blocker Tag shiw B2 o A% & -1k B WP (P8
Aleinde s A4 ] hsmpme Bk o PR A BRB ks &
Fhom ALY R hf L e P i DEX > FRTE LR FH TP 3R
FoRFALL2EAE AARRF CPREAFHZ BG5S L& 4214
de PR B BT R u‘_ﬁf FEE? W A e b BT 0 4,22 ROFFE 0 BB E
2 Farngiin &5 Tl% gl B o> P Blocker Tag ehf7 5 » At
FREE P o A A i Blocker Tag s B 02 © 4.2.3 3B FAE 0 gk

Tx Az 15 i&kﬁi i é?"’EﬁB"g;‘;T?B"*%ﬁQ" 3O

4.1 % Suprper Bk

& 1%;“

Bk SehTR B AR 0 A EPCglobal Gen 2 % 1 > fP-F 5 d = Bl
B2 A (tags) R E R Bifefes SRERIL T E R h o LW R At
wE N s g P s ANl a J—LE*;;I\’PETJP;: +§§B~‘3§m£ﬁ i osﬁﬁ—“’#
Pl 50 AP e 2@ R R AP R TR g BT SRR
PR P e BT AR i AR e £ A R e T 8 £ IR R

Fazw ot v E PR TR B ARE S Aok TR S g AL A2 S R
Blocker Tag retei% B"%@F\ ’

Bt B RS E T A g% Y g sxen Al Blocker Tag i 0 B F & 1

B en ‘\’J%‘r{@x‘%i Fla #8507 2 g A % mf’”& l_“ #5

PG FAET R G L MO A BT AR BT B2 G kR R R A B
B e gl 5N gl o e Gk R SRR 8 B A ‘?"‘
1% 23 s RIS 41

=)

Fwo o

B -
F] % AP R Se o~ — i g 0henF et EPCglobal Gen2 #2 chée £ 242 o

2 oas

#l4e @ slot counter e B ~RNG ei@ (v % % » ¥ ¥ 2 IR Hd iF > 4 e

AR OEFIE Gen 2 48 F o T AT L L FFIH S 4 ARRTHF 2 & AT
L& e

1. #75 R 87 1213575 slot counter % RESERVED =g #8 4 » » £ ¥ &5 =
e 3| Query & &_QueryAdjust & 4 i 7 o fvh & B 6 7 115 3 EPC
Whiaped 2 F 0 %15 slot counter £ - B 16 =~ crdic > #7020 i¢ B 77 3% )
EPC ;c'r,a%g - BeF =P o
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2.3V € FF o A 4e Query ™ % QueryAdjust P £ A2 > @ — #5400 Gen 2
Query fr QueryAdjust & £ A= 5 4o @) 18 #757 » nz%#ib Za s o I s A il
7~ Tag ¥ M7 o erde 4ok o (T HRE T 5 > 2 ¢ Query command
ok R & 22bits @ QueryAdjust shiz~ & B & 9bits® *#%m< F & R D
PhAfeg P o A - B EF L& 44 tag 0 slot counter
AT 7 & /< RNG(Random Number Generator)® 22 - & ¥ S 4I* {4ty die
Ry ¢ etz .

Command DR M TRext Sel Session | Target Q CRC-5
# of bits 4 1 2 1 2 2 1 5
description 1000 0: DR=8 00: M=1 0: No pilot tone  |00: All 00: S0 0:A 0-15
1: DR=64/3 |01: M=2 1: Use pilot tone |[01: All 01: 81 1:B
10: M=4 10: ~SL 10: 52
11: M=8 11: SL 11: 83
B 18 : Query & 4 =
TR kR (4]
.
Command Session UpDn
# of bits 4 2 3
description 1001 00: SO 110: Q=Q + 1
01: S1 000: No change to Q
10: S2 011: @=Q -1
RS

F 19 “QueryAdjust & 4 1=
T kR 0 (4]

’%ﬁ‘ ﬁi;\mQueryﬁv» A2 zv’ﬂ‘lﬁl?‘]@l\’ﬁéﬁ-g théét [
g fic® o fLz 5 SN SIN $#ci@ n ik - AR R Au L 041

m

m 20 4 21 “7 - ¥ SIN® 5° 0 hpiz - Tag 4o 135 5 B3 41 e Query
f4 o1 mBAR & Gen 2 4 Inventory iR AZE i¥ b > i F & #-RNG #7 &
3 1 % chs i 5 slot counter § ¢ - b PF B HR G Dl AL 0 B
s

f Eﬂ‘} |#* 5 4 SINK 527 17 epFig » Tag 1< 3] Query ¢ 4 16 > 2 € & * RNG #7

4 Ak ens#cs 3) slot counter § F o @ EEGs A B P - w & Query
NG 24 F &5 #ice A+ > QueryAdjust éhé £ 4228 + > & UpDn =i
s =B AR e 3 4e SIN S ¥ty = > B S ¥l chr i fr Query & 4 - R oo

Tm

rL\
¢ =
ot
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Command DR M TRext Sel Session |Target| @ | SLN |CRc-5
# of bits 4 1 2 1 2 2 1 4 1 5
description 1000 0: DR=8 00: M=1 0: No pilot tone | 00: All 00: S0 0:A 0-15 |0:RNG
1: DR=64/3 |01: M=2 1: Use pilot tone |01: All 01: 51 1. B 1:MEM
10: M= 10:~sL  [10: 82
11: M=8 11:8L  [11:83
B 20 : #7 Query & 4 =
Command Session UpDn SLN
# of bits 4 2 3 1
description 1001 00: S0 1M0:Q=Q+1 0: ryG
01: S1 000: Nochangeto @ |1 MEM
10: 82 011: @=Q-1
11: 53

B 21 : #7 QueryAdjust & 4 :i=

tGen 2 R ¥ R b 4 g s e H AR e Al X7 ¢ $F Gen 2 1R F
FuEFE ARG EI RS THIE 22° 0 B0 Gen 21E A L ik
SRR L R ERY T g 51@41“?—#&% E BT 59 BimA o b
3 4 B~ @ Query ™ % QueryAdjust shE R Aws L 22 i afe 9 B
% PR b iR AT 0 e gE R A 4 f2 e SIN S i~ 0 B-H Query v
QueryAdjust & 3 4e— fuiic. d RA 22 (mafe 9t iy 1l 23 mAde 10
o B gl G oAZE Gen 2R AR SR 4 4 IR R ko< B A F A
W B NATH e Rl AR AR T4 Gen 2 R8¢ £ 2 ¥ U A Gen 2
HERE TR FEIT -

Command Code Length (bits)
QueryRep 00 4
ACK 01 18
Query 1000 22
QueryAdjust 1001 9
Select 1010 > 44
Reserved for future use 1011 -
NAK 11000000 8
Reg_RN 11000001 40
Read 11000010 > 57
Write 11000011 > 58
Kill 11000100 59
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F#E @ Access »
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£ 7 = Inventory F# e 1715 > & Access 3 bﬁxq‘uv riig 7 RFID % i i
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Chapter5 A 4722 9 2 % %

B F A AP RA P REN AL H A A A F AT sy iR
e b 1 &AL F KRB - # % Python %% EPCglobal Class 1 Generatlon 2
standard ek H 5.2 & A 5 kR iFTE N E LA E, &Y £ R
G 2 oD 3 B AT AR e B BIRE 2 ki FHRE N
% Ff8 e Blocker Tag Blzd > & 8 B | & ¢ o W p| 2 W plag R A 47
P i o

51 RARER

rh T Y iR B 404 10 % Python rﬂﬁ;;\;% S REBWEERS
Fle kB Z R iE %‘E"\ siclass 1w %1 Lk Sk 0 @ Python #% i
THE AR B EFT OR L AT S IR E S BT
Lo ”ﬁuﬂiﬁ?@&%{y@*<baﬁ:%?Fmﬁﬁ’kTT’i%%
PR B L ekt 2 d o Python # o A dE e e AR E T
FHBGFLU L R FERABM AT @ % 0 Python T4 Bk o

(rv

% 1 F%ER
CPU Intel Core 2 CPU 4400 @ 2. 00GHz
RAM 2.00 GB
0S Windows XP professional SP3
Programming language Python 2. 6.1
IDE Eclipse SDK Version:3.4.0
ERCETR B R T 0 AP E I RRER R TR BB Rk S
FHESE LAY 4 2B A i

* ¥ Tag thic® (n_tag) W ¥ EFLFPFBR L 3 & 32k (tags)
oo R 50 7] 400 = mmo 150 fe 100 chHeiE & L F 5 T4 ¢ HHF
e g 500 100 M B R R AR Ik el o TR R Rk APt
ﬁﬁﬂ”’&ﬁﬁ*%ﬁ%%°
2. 2 ¥ Tag enic ¥ (Blocker tag) : s % #cir | Blocker Tag ’i—éég’*%@l‘\ T
tinfeR o WO RE A EF S B AR PR AR
3. re% 5 (blocking rate) : ¢t % #icdk i¥ Blocker Tag shredfs s > g @d 0 7
e fic SEHenP it REZSaPER LT > IAEg Pl o

»
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4.SLN %-#(SLN number) @ p* % #cdfk (¥ £_F #4i7 SLN-algorithm > F#FH ¥ 7
0fc 1> phengit kit 1 opriz > o s3/mf 945 2 Blocker Tag > 1 Blsz

FEFOLEET 2 XPIEHEI (5= FH)M 2 KB (5 - F)g Lo

5.2 s~ it

B ﬁ AXEB o ik EPCglobal Class 1 Generation 2 standars 3.4 @
T & Gen 2 R4 = IR B (AeB] 26) > A PRFEF 2 Tag R[5
class -’ ﬁ, ¢ f*']?"a Tag ¢+ fa 4 4 » & wE - 1§ Tag(A2; B~ &
NORMAL_TAG)4r7 Fed%42 0 Blocker Tag(#%.5% B~ £ BLOCKER_TAG) » #X {5 41 # 3 3¢
iT5 Gen 2 eIk fL‘J %iﬂmclass A o

BB AEEL AP FEREITFIR DB AR AR
ZEE R R %@Z-—fv;*ﬁm LE @ B BB e R R e Y LR AT e
Ry ple 3 o s §RGF BB DBl e p DAk i RiF (Feh
ﬁﬁi’ﬂéﬁk'£%¢w%ﬁ et FW@¢4ﬁ%m””*'ﬁﬁﬁ
B E R e R B AR R AL 0 1 otk o R R T AR TR R

FEL > ¥ P e A 1R40GE B (E o

N

N

"Bﬂ

import normal tag,blocker tag, reader, sys

def run(Q,step,n tag,p,t,3L):

ch reader=""
ch tag=""
time=0
global EPC
EFPC=0
t_list=[]
for i in rangein_tagj:
t_list.append(normal tag.NORMAL TAG(5L))
b_list=[]
b_list.appendiblocker tag.BLOCKER TAG(p)]

r=reader.READER (2, step, t,3L)
while time <50000:
time+=1

ch reader=""
r.recvich tag)
r.event (]

ch tag=""

for tag in b_list:
tag.recv(ch reader)
tag.event ()
ch tag=tag.sendich tag)

inv=1

for tag in t_list:
tag.recv(ch reader)
tag.event ()
ch tag=tag.sendich_tag)
if tag.invented == 0:

inw=0

if inwv == 1:

ch reader="done"

if ch_reader=="done'":

hreak

ch reader=r.send(ch_reader) return [r.query,r.inventoried]

Bl 26 : BB cha st

521 #&

RFID Tag # Gen 2 #&2 ¢ A 4] % 7 = fk i (4-B 3) :Ready ~ Arbitrate ~
Replay ~ Acknowledged -~ Open ~ Secured 4= Killed > #]15 RFID Inventory
PR s 2 R ¢ 70w T ARG T A PRI S Y T HT

BT &% 2 %77 0 H_ A Tag class § ¢ #fadZehadn st L4 0 Send f- Recv
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¥
éﬁﬁ’waﬁﬁw»{r%%amﬁw ‘
RFID ¢ 12 % .?fuﬁﬁszi: s AR 0 AP R MFIE Y B H
T &4 377 > At Reader class § ¢ #TrJdZihan st L4 > 2 Send fr
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