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Its Applications in Information Hiding

Student: Chun-Pei Chang Advisor: Prof. Wen-Hgiasai, Ph. D.
Institute of Multimedia Engineering, College of Cpuater Science

National Chiao Tung University

ABSTRACT

A new type of art image is created in this studynely, tetromino-based mosaic
image. Methods for automatic creation of imagethis type and data hiding in them
are proposed. For the creation of,tetremino-basedam images, we find all the
possible combinations of tetrominoes by a tree aration algorithm. A tetromino
database is constructed with different colors atbinino combinations for image
creation. We also propase a border enhancemergss @ar improving visual effects of
tetromino edges. For data hiding in.tetromino-bagemdaic images, we utilize two
types of features of mosaic images, tetromino_coatimn and color, to embed data.
We can hide data by using distinct combinationgedfominoes. An edge fitting
method is used to enhance edge effecadpysting combinations of tetrominoes using
the information obtained by edge detection. In toldj the colors of tetrominoes are
also used to hide data by shifting color valuestetfominoes slightly. For
watermarking in tetromino-based mosaic images, vopgse a removable lossless
watermarking method by replacing the colors acemydbd a mapping between two
color palettes. Based on this invertible waternragknethod, an image steganographic
method is also proposed by replacing the coloth@fvatermark area according to the
proposed mapping between the two color paletteqefixental results show the

feasibility of the proposed methods and systems.
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Chapter 1
Introduction

1.1 Motivation and Background

1.1.1 Motivation of Study

With the progress of computer networks, interpess@ommunication is more
and more popular than before.,Exchanges of difiiesl have become convenient and
fast through the Internet.‘For example; many pebple the experience of sharing
their photographs of traveling with families angéfids on instant messaging services
such as MSN Messenger and Skype:. However, thiglipengs many drawbacks in
communication security=For example, hackers onrternet can easily duplicate or
tamper with the contents ofdigital files, causingny legal problems of privacy and
copyright. In addition, important information, suels bank account passwords or
intelligence data, is extremely secret and shoelgdotected carefully. This demand
has generated wide interests in enhancing the isedawvolved in digital file
transmission. Therefore, the study of covert compation and copyright protection
becomes an important issue.

Different from the traditional information hiding@¢hniques, this study tries to
combine approaches to information hiding and aggencreation. Using art images as
camouflages of secret data brings some benefithieBoe who intends to steal the
data may consider that these art images are oti§fi@productions and ignore them

easily. In addition, a synthesis of informationihgltechniques and art image creation



can also be applied to enhance copyright protectiah authentication for the art
image which we create. These properties assurappabaches to information hiding
in art images are safer than traditional ones.

Due to geometric characters, Tetris and tetrominebgch will be introduced in
detail in the following section, are chosen as mi@teto create mosaic images for use
as the art image mentioned above. Tetrominoes earséd to fill a plane in certain
arrangement without overlapping. This property nsaketrominoes become good
components of a new type of mosaic image, calt@mino-based mosaic image
this study. It is desired to propose a method featton of tetromino-based mosaic
images and design new information hiding technicfoesovert communication and
copyright protection applications by taking advaets of the characteristics of this

new type of mosaic image.

1.1.2 Introduction to Tetris and Tetrominoes

Tetris is a popular computer. game invented by ssRusmathematician, named
Alexey Pajitnov, in 1985. He derived the game’s aafmom the Greek numerical
prefix "tetra-" and tennis, his favorite sport. tfee" means that all of the game's
pieces, calledetrominoes contain four segments. A tetromino is a geomethape
composed of four squares, connected orthogondiigrdl are five basic tetrominoes
(shown in Figure 1.1), and nineteen oriented teimoes obtained by rotating and

reflecting the basic tetrominoes.

[]

o Em

Figure 1.1 Five basic tetrominoes.
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The game rule of Tetris is as follows: An initisdrge board, a rectangular grid
with all empty cells, is given. A random sequent&trominoes is generated, and the
player is allowed to rotate and horizontally moke falling piece before it lands on
filled cells. If an entire row of the game boardfiled with tetrominoes, all cells of
this row are cleared and the game score is inadegiselually. A player loses when a
new piece is blocked by filled cells and cannoteerthe game board anymore.
Breukelaar et al. [1] showed that the problem ofidiag whether a given Tetris
configuration can be cleared using a given sequehpgces is NP-hard.

In this study, we will not only use tetrominoesraaterials for creating a novel
type of mosaic image which is callegtromino-based mosaic imagethis study, but
also develop information hiding techniques in tetio-based mosaic images for

covert communication, copyright protection, and g@ateganography applications.

1.1.3 Introduction to Mesaic Images

Mosaic is the art of surface.decorations.compogeatlmerous small pieces of
colored glass, stone, or other materials. It isidse cultural or religious significance
in Greek and Roman times over 2000 years ago, suddili widely used today in
many ways, such as decorations of house integoramercials and church windows,
etc.

Creating different kinds of mosaic images by conmguts a new research topic
in recent years. A traditional mosaic image is mi@d by arranging a large number of
small images, calletlle images in a certain way so that each tile image presants
small piece of thesource imagenamedtarget image The overall effect is that the
mosaic imageseems like the source image when seen from andistalhis effect

utilizes a property of the human visual system #mabbserver standing far away will



only see the average color of a region even thanghregion is actually full of

different colors. As a result, the key point of ri@simage creation is to make the
average colors of tiles to be as similar to thokehe target images as possible.
Battiato et al. [2] gave the mathematical probleefirdtion of mosaic creation and

optimization issue as follows:

Given a rectangular regiorf lin the plane R a tile dataset and a set of
constraints, find N sites;@;, y) in 1> and place N tiles, one at each ,P
such that all tiles are disjoint, the area they eovws maximized and the

constraints are verified as much as possible.

In the 1970’s, American artist Close [3] began p@dg gridded paintings by
using some characteristics of the human visualesystSome of his paintings are
shown in Figure 1.2. Harmon [4feated the first result of mosaic images throdngh t
computer and designed an automatic human-face-mémwoy system for mosaic
creation in 1973. A resulting image of his methedevealed in Figure 1.3 (a). Dali [5]
imitated Harmon’'s achievement to paint a famoustrarof Abraham Lincoln,
named‘Lincoln in Dalivision” as seen in Figure 1.3 (b). He painted this mastesp
by putting many small images together which inclagecture of his wife.

In this research, we are not only inspired by Cfoaad Dali’s painting$o raise
the idea of establishing a scheme for a new typmagaic image creation, but also

paid attention to its applications in informatiadihg.

1.2 Overview of Proposed Methods

In this thesis study, we concentrate our atteriofull-color images. First of all,

a typical scheme for creation of tetromino-basedsaiwm images and the related



process are given. Then two data hiding technicaes applications of covert
communication and watermarking are proposed bagedthe above-mentioned
scheme. Furthermore, a removable lossless visuaérmvarking technique for
tetromino-based mosaic images is proposed. Finallg, propose an image
steganographic scheme for tetromino-based mosagambased on the use of the

watermarking technique.

OEE- WY e O
Figure 1.2 Close’s piﬁht?pgs;cazj'Keﬂhﬁjlﬂaﬁiare197é. (b) “Self-Portrait,” 1977.
L ¥
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(b)
Figure 1.3 (a) “Lincoln Portrait” by Harmon. (b) ificoln in Dalivision” by Dali.

1.2.1 Definitions of Terms



Before describing the proposed methods, some tlefisi of terms are given to
facilitate the understanding of the remainder & thesis.

1. Source imageA source image is an image chosen to produce saico
image.

2. Tile image Atile image is a small image, similar to a snsgécific block
of the source image.

3. Target imageA target image is a sub-image of the source intdgained
by dividing the source image into tiles. For eaatyét image, there is a
corresponding tile image for substitution in thesaio creation process.

4. Mosaic image A mosaic image is obtained by arranging a langelmer
of tile images in_a certain way, yielding an efféke the source image
when seen from a distance.

5. Cover image:A cover image «isra medium to be embedded with a
watermark for copyright ‘protection or some inforimat for covert
communication.

6. Stego-imageA stego-image.is produced by embedding a watderoar
some information into a cover image.

7. Creation processA creation process generates a mosaic image from
source image.

8. Embedding proces®n embedding process is a process to embed mlata i
an image.

9. Extraction processAn extraction process is a process to extraca dat
from an image.

10.Recovered imagea recovered image is an image that is produced by
removing an embedded visible watermark from a stegme.

11.Lossless recovery procesA lossless recovery process is a process to

6



remove the embedded visible watermark from a steg@e and obtain
exactly the original cover image without distortion

12.Image steganographyimage steganography is the scheme to embed
secret information into images for covert commutigca such that the

secret transmitted in the communication is imperbép

1.2.2 Brief Description of Proposed Method for

Creation of Tetromino-based Mosaic Images

The proposed creation process of tetromino-baseshimamages is depicted in
Figure 1.4. According to the*flowchart, first ofi;alve construct a mosaic database
with tetromino combinations and colors. Then wadiva given image into many tile
images to find the best matching combination anldrsoof tetrominoes from the
mosaic database for each tile image. The tetroras®d: mosaic image for the given
image is generated by composing all tile imagea @ertain arrangement. Moreover,
some related processes of such mesaic creatioprappsed to improve the visual
effects of the generated tetromino-based mosaigeméhe detailed creation process

will be described in Chapter 3.

1.2.3 Brief Description of Proposed Method for Data
Hiding in Tetromino-based Mosaic Images by

Distinct Combinations of Tetrominoes

Based on the scheme of above-mentioned tetromiseebanosaic image

creation, we propose a data hiding technique ior@ho-based mosaic images by



using distinct combinations of tetrominoes. Theadanbedding process of such data
hiding is illustrated in Figure 1.5. At the begingj we transform given data which
will be hidden into a bit sequence. The given daight be a watermark, a piece of
secret message, or any digital data which you wanttransmit by covert
communication. A user key is used to strengthen gibeurity of data hiding by
disarranging the bit sequence of the given dataoi®k an edge fitting process is
performed by edge detection thresholding beforeddta embedding process. Finally,
a tetromino-based mosaic image with embedded datzreated by the data
embedding process using distinct combinationstadt@noes. The detailed algorithm

of the embedding method will be described in Sacli.2.

Source
image Construct tetromino
database

Construct color
database

Divide image into tile
images in fixed size

v

Find the best matching
combination and color
from database

Mosaic
image

Figure 1.4 Creation process of tetromino-based inas@ges.

Mosaic
database

A

The data extraction process is an inverse versiaheoabove-mentioned data
embedding process. After the tetromino shape detegbrocess, the extraction
process is performed to obtain the embedded datadmgnizing the combinations of
tetrominoes. Then the user key is utilized to recdle given data in its original order.

The description of the extraction process will leeatibed in detail in Section 4.3.3.
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1.2.4 Brief Description of Proposed Method for Data
Hiding in Tetromino-based Mosaic Images by

Small Tetromino Color Shiftings

A tetromino is composed by four squares with theesaolor. However, human
visual system cannot be aware of small changeslofss According to this property,
colors of each tetromino can be shifted in smalloants to embed data. The
embedding process of data hiding is illustratedrigure 1.5. At first a tetromino
shape detection process is performed on an inpronteo-based mosaic image. Then,
the data embedding process by:small color shiftingsach tetromino is performed
and a user key is used to disarrange the given &atasafety. Finally, a
tetromino-based mosaic image with -embedded dategeiserated through an

imperceptible data embedding process.

Source
image
Data embedding process | Transform into a
-—0 —> . S ) Given data
by distinct combinations bit seauence

User key
v
Tetromino-based mosaics P Edge enhancement by
creation process b edge detection
y
Mosaic
image

Figure 1.5 Embedding process of data hiding byrdistombinations of tetrominoes.



The data extraction process is a reversed proceduthe data embedding
process. After the execution of a tetromino shagedalion process, the extraction
process by tetromino color detection is performealtain the embedded data. The
detailed algorithm of the data embedding and etitragrocesses will be stated in

Section 5.2.2 and 5.2.3, respectively.

1.2.5 Brief Description of Proposed Method for
Removable Lossless Visible Watermarking in

Tetromino-based Mosaie.Images

Tetromino-based mosaic images.are composed byetinsiblors which integrally
are similar to a palette.in concept. As.a resu##,can employ this characteristic to
apply some palette-likeswatermarking-technigqueetnomino-based mosaic images.
The proposed process of removable lossless watkimgan tetromino-based mosaic
images is illustrated in Figure 1.7: In the fir&qe, two palettes callexburce palette
and ®cret paletteare created by counting the colors of the souncage and the
secret image respectively. Second, a corresportdibig of these two palettes for
watermarking is constructed by the use of a meastuiEeuclidean distance. At last,
the colors of the source image in the watermarkesh are replaced with the
corresponding colors in the table to form a watekaa stego-image. The watermark
removing process is an inverse process of the matdr embedding process. The

detailed algorithm will be described in Chapter 6.
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Mosaic
image

Tetrominoes shape
detection process

v

Data embedding process

Transform into a

A

-n-o —>
by small color shiftings

bit seauence

Given data

User key +

Tetromino-based mosaic
image creation process

Mosaic
image

Figure 1.6 Embedding process of data hiding by koaddr shiftings

Secret Secret
. o Count the color palette ~
image » . Pl palette
of secret image
N L
Source
image |
\_//_

Count the color palette
of source image

v

Count the occurrence
of colors

Source
palette

v

Sort color palette by

occurrence of colors

corresponding table

Construct the

of two palettes

A 4

A 4

Use the table to replace
the colors of source image
in watermarked area

Watermarked

Stego-image

User key

Figure 1.7 Removable lossless watermarking procestromino-based mosaic images.

11



1.2.6 Brief Description of Proposed Method for
Image Steganography by Watermarking in

Tetromino-based Mosaic Images

The proposed method for image steganography igaetiiby the concept of the
removable watermarking technique. A watermarkeameino-based mosaic image is
created as a cover image to embed a secret imagieelyyalette-like watermarking
technique. In other words, the watermarked aresésl to embed a secret imdge

image steganography. The detailed algorithm wiltlbscribed in Chapter 7.

1.3 Contributions

Some major contributions of this study are listedailows.

1. A method to find all ‘arrangements of tetrominoesfiloa plane and
construct a tetromino database for mosaic creation.

2. A method to create”a new type of mosaic images osep of
tetrominoes is proposed.

3. A method to recognize the tetromino combinationgetiomino-based
mosaic images is proposed.

4. A method for data hiding in tetromino-based mosaiages by distinct
combinations of tetrominoes is proposed.

5. A method for data hiding in tetromino-based mosaages by small
tetromino color shiftings is proposed.

6. A method to enhance the visual effects of edges bgrder enhancement

and an edge fitting process is proposed for temorbased mosaic

12



images.

7. A method for removable lossless watermarking temai for
tetromino-based mosaic images is proposed.

8. A method for image steganography by watermarkintgiromino-based

mosaic images is proposed.

1.4 Thesis Organization

The remainder of this thesis is organized as falo Chapter 2, we review the
related works of this study. In Chapter 3, the psma method for creation of
tetromino-based mosaic images'is describe@hapters 4, the data hiding method by
distinct combinations of tetrominoesrin:tetromires®d mosaic images is presented.
The edge fitting method by edge detection, threshglts also described. Then, the
proposed data hiding :method by small tetromino reaoiftings is described in
Chapter 5. We presentrthe proposed removable #sssiatermarking method for
tetromino-based mosaic images.in Chapter 6: In t&haf the proposed method for
image steganography by watermarking in tetromingedamosaic images will be
presented. Conclusions of our works and discussaonfsiture works are included in

Chapter 8.
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Chapter 2
Review of Related Works

2.1 Previous Studies on Mosaic Images

Mosaic imageis a common type of decorations composed of nuasesmnall tiles
arranged in a certain way. Tile mosaics appeardgr@ek and Roman times over 2000 years
ago. Two examples are shown in Figure 2.1. Theystilewidely used today. Creation of

. . 2BEBEEE
maosalc Images IS a new researq_h.._t_@plc |h_|;ecems.§_/ea}

(a) (b)

Figure 2.1 Ancient mosaic images. (a) Detail frdve mosaic floor signed Gnosis in the “House of the

Abduction of Helen” at Pella, Greek, late 4th cemtBC, Pella, Archaeological Museum.

(b) Roman mosaic of Ulysses at Carthage, Bardo Mus&unisia.

Haeberli [6] used Voronoi diagrans place the Voronoi sites at random and fill
each tile with a color which is sampled from theaga. However, Haeberli's method
does not attempt to follow the edge features of ithage and the tiles all have

different shapes. Hausner [7] proposed a methodreate tile mosaic images by
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utilizing centroidal Voronoi diagrams. In Hausnem®&thod, the method proposed by
Hoff [8] was extended to draw a Voronoi diagramaghtly, and Lloyd’s algorithm
[9] was utilized to produce centroidal Voronoi diags by moving each seed to the
centroid of its Voronoi region.

Extending the original idea of Haeberli's methodbashi et al. [10] optimized
Voronoi diagrams by using the sites and edgeseMironoi diagrams to reduce the
error between the original image and the resuiimage. Faustino and Figueiredo [11]
presented a technique similar to Dobashi’'s methidte main difference is that
Faustino and Figueiredo created tiles whose simegadapted to the edge features of
the image. This method is achieved by using a c®lar Voronoi diagram with a
density function that emphasizes edge featuresBlBsi and Gallo [12] created
another type of mosaic images by emphasizing baweslhy placing tiles along edge
directions. Elber and Wolberg [13] proposed an aded approach to rendering
traditional mosaic images by recovering free-foeatéire curves from the image and
laying rows of tiles along'edge curves. Figuresh@ws some examples of the results
of the above-mentioned methods.

Photomosaics created by Silvers and Hawley [14 dsfferent kind of mosaic
where a collection of small images is arranged neaangular grid. When viewing
the mosaic composed by small images from a distdheesmall images combine to
yield an impressive integrated painting. Kim andld@ei [15] introduced a new kind
of mosaic, called jigsaw image mosaic (JIM), aswshan Figure 2.3, where image
tiles of arbitrary shape are used to compose tia fiicture. Gi et al. [16] proposed a
technique of generating and arranging fragmentagepof colored tiles to simulate

colored paper mosaic as shown in Figure 2.4.
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(b) By Hausner. (c) By

Dobashi et al. (d) By Faustino and FigueiredoBgDi Blasi and Gallo. (f) By Elber and

Wolberg.
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Figure 2.4 Colored paper mosaic created by Gi.et al

2.2 Previous Studies on Information
Hiding Techniques

Many information hiding techniques have been prego® embed data into
given media for various purposes, such as coveminmanication or copyright

protection. Most information hiding techniques maiges utilize the weaknesses of
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the human visual system, for example, by chandmegléast significant bits of the
pixels of a cover image to embed information [IIfje information embedded in an
image can be used to protect the copyright of thegie, verify the authenticity of the
image, convey a secret message, and so on.

Information hiding in images is a popular reseatopic in recent years.
Researches on this topic can be classified inteethapproaches, namely, the
spatial-domain approach, the frequency-domain amproand the combination of
them [18]. Ni, et al. [19] presented a novel rel®@esdata hiding algorithm in the
spatial domain by utilizing the zero or the minimyuint of the histogram and
slightly modifying the pixel values to embed datheng and Tsai [20] proposed a
DCT-based method for embedding an invisible watekrbg adjusting the magnitude
relation of certain DCT coefficientipairs in theedquency domain. No matter what
domains they belong.to, 'most of these researchesbased on pixel-wise or
block-wise operations.«“Generally .speaking, infororathiding in the frequency
domain is more robust than that.in the spatial dojfaut produces more distortion

sometimes

2.3 Previous Studies on Information
Hiding in Art Images

Lin and Tsai [21] proposed two methods to hide nimfation in image mosaics.
One is to manipulate the four borders of tile insag€he other is to modify the
histogram of tile images. Hung et al. [22] proposs#d methods to hide information
in art images. One is to embed data in the tile aicognage by modifying the
orientations, sizes, and textures of tile mosaiages. The other is to embed data in

the stained glass image by cracking glasses slightle resulting images created by
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Lin and Tsai [21] are shown in Figure 2.5. Two ireagenerated by Hung et al. [22]

are shown in Figure 2.6.

@ A e )
Figure 2.5 Image mosaics cr-éa,téd by Lin 'qﬁtl T.s;b] [@;)_.IA moé_aic image of Lena. (b) A mosaic
By L i L &0 '._ 3
image of Albert Einstein. = — ) -
L | i el
-| " i- -_-.._- , _-'J
1 E |_ L=
2 a2 ) :
FL
(@) (b)

Figure 2.6 Art images created by Hung et al. [2)] A tile mosaic image. (b) A stained glass image.

Hsu and Tsai [23] proposed three methods to hifdenmation in art images. One
is to embed data in digital puzzle images by madgythe orientations, sizes, and

angles of the puzzle image. Another is to embed datthe pointillistic image by

19



varying the RGB values of each color dot of thenpithistic image. The other is to
embed data in the circular-dotted image by modgythe drawing order of the

circular dots of the circular-dotted image. Somaregles of the art images created by

Hsu and Tsai [23] are shown in Figure 2.7.

(a) : 0 - (©
Figure 2.7 Art images created by, Hsu land' Tsai [B8].A digital puzzle image. (b) A digital pointstic

image. (c) A digital cif&ular—dotted imége. o

Wang and Tsai [24] proposed the creétions of thypesof art images and their
applications for information hiding. First, infort@n is hidden in irregular
hexagonal-tiled images by adjusting the locatiohshe two specific vertices and
modifying the inner colors of hexagons. For tileedapping mosaic images, the
information hiding work was implemented by changthg overlapping degrees of
adjacent tile images. Last, an information hidingtmod in variable-sized mosaic
images was proposed by changing the sizes of th@howt creating holes and
overlapping areas in the resulting stego-image. &sexamples of the art images
created by Wang and Tsai [24] are shown in Figue 2

In this study, different from traditional methodsimformation hiding in images,
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the combinations of mosaic image creation and mé&tion hiding techniques will be
proposed. We will focus on tetromino-based mosaiages, a novel type of mosaic
image. A method for automatic creation of tetroriased mosaic images and two
data hiding methods for such images are proposadhdirmore, we propose a
technique of removable lossless visible watermarkim tetromino-based mosaic
image. Using this watermarking technique, an imatgganography method for

tetromino-based mosaic images is also proposdusarstudy.

2.4 Previous Studies.on Image
Steganography

Steganography, which“means “covered writing” in €kreis the science of
communicating a message by. embedding-it.into’ diéga bf certain forms. This
technique differs from cryptography in that comnoation is evident but the content
of the communication is camouflaged. Unlike datdirig and digital watermarking,
the main goal of steganography is to create compheperceptibility. Many different
file formats can be used as cover media for datendyj but digital image are the most
popular file type because they are used everywbretbe Internet.

Least significant bit (LSB) insertion is the mostramon approach to embedding
information in a cover image [17]. In this approatiie least significant bit of each
byte inside an image is changed to hide at ledwst af the secret message. Lee and
Chen [25] proposed an image steganographic modstdoan variable-sized LSB
insertion to maximize the embedding capacity whiaintaining image fidelity.

Currie and Irvine [26] suggested a modified LSBemi®n technique for use in JPEG
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images by using the compression properties ofrdguency domain. Fridrich and Du
[27] presented ateganographic technique for palette images bynhpidiessage bits
into the parity bits of colors which are close tee@nother.

Marvel et al. [28] presented a new type of digitahge steganography, called
spread spectrum image steganogragByplS). The SSIS system proposed by them
combines spread spectrum communication, error @bntoding, and image
processing to hide information in images. Fridraoid Goljan [29] presented a new
steganographic method for digital images in radtamats. Message bits are
embedded in the cover image by adding a weak magel with a specified but
arbitrary probabilistic distribution. A steganoghaptechnique for embedding secret
messages into a gray-valued cover image was prdpbgeWu and Tsai [30].
Information is embeddedinto a cover image by m@ptathe difference values of the
two-pixel blocks of the cover image with similaresnin which bits of embedded data

are included.
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Figure 2.8 Art images created by Wang and Tsai. [@)]An irregular hexagonal-tiled images. (b) A

tile-overlapping mosaic images. (c) A variable-dizeosaic images.
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Figure 2.8 Art images created by Wang and Tsai.[@)]An irregular hexagonal-tiled images. (b) A

tile-overlapping mosaic images. (c) A variable-dizeosaic images (continued).
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Chapter 3
Creation of Tetromino-based Mosaic
Images

3.1 Idea of Proposed Method

Lin and Tsai [21] proposed a method to create amgemmosaic by arranging a
large number of small tile images with each. tileage resembling a similar-sized
block of a given image. The image:mosaic. compodedllahe tile images looks
integrally like the source image when seen_fronistadce. The idea of the proposed
art image creation method in this study was inspiog:Lin and Tsai's method to
create a new type of *mosaic images, calletomino-based mosaic images
mentioned previously. The' idea of tetromino-basedsait image creation was
developed by two main concepts. The first is argrdation of art and computer
technology. Users can create their own images whook more artistically with
special visual effects for decorations. The seammtept is that a mosaic image can
be used as a fine medium for covert communica#ksma result, the proposed method
also deals with the problem of copyright protection

In geometry, tetrominoes can be repeated to fillame and combined closely to
one another to form a square lock. This is theaeaghy tetrominoes are also good
units for mosaic image creation as proposed in shisly However, tiling a plane
with tetrominoes is more difficult than traditionahosaic creation because

tetrominoes have more complicated shapes. Constgusow to combine different
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kinds of tetrominoes to create a variety of didtimosaic image is a critical issue. In
addition, using tetrominoes as components to gémenasaic images can provide a
new style of visual effects for viewers. The tetmooabased mosaic image creation

and other related processes are stated in theviolijpsections.

3.2 Review of Traditional Image Mosaic
Creation Process

3.2.1 Mosaic Image Creation Process

Two issues, mosaic database constructionrand sityifaeasure selection, play
important roles in mosaic image creation. The formehe first step of the mosaic
creation process to generate tiles images. Tileg@maare not only the basic
components of mosaic4mages hut-also the key coemsrdetermining how mosaic
images look like. The latter issue is the desigmaajood measure for use in the
process of choosing the best matching. tile' imager fa mosaic database. In Lin and
Tsai’s study [21], mosaic images were created aagrto the following procedures.
First, a mosaic database was constructed by sajeatiset of tile images and then
extracting from their relevant features which depen what types of tile images are
used as the input to the construction process.,Nleximage mosaic creation process
starts with a source image as an input. The prodesdes the source image into
many small target images based on a given sizén#asity measure is then used to
search the best matching tile images of the givea Bom the mosaic database.
Finally, after putting the best-matching tile imaggether, a mosaic image is

generated. A step-by-step process is describethor#ghm 3.1.
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Algorithm 3.1. Traditional mosaic creation process.

Input: a source imagk a tile image databa$2B, and a given tile siz8.

Output: a mosaic imagg.

Steps:

Step 1. Divide | into blocks of target images based on the giveaSi

Step 2. Extract features from each target image.

Step 3. For each target image, search the best matchmgntihge from tile image
databas®B according to a similarity measure.

Step 4. Compose all tile images to generate a mosaic irflage

The architecture of traditional mosaic ‘creationsieown in Figure 3.1. The

experimental result is show in Figure:3.2:

Mosaic Database Constructionf Mosaic Creation Process

Original
Images image

Divide image into target image

U7

Extract color features from v
original tile images Extract features of each til¢
image
: v

Generate new tile images

Search best matching till
from color feature

image from DB

: v
Add tile images to database| Compose all tiles to create
mosaic image

Similarity A4
measure Mosaic
computation image

Figure 3.1 The system architecture of an image ro@saation system.
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Figure 3.2 An expeFirhpn_tal result of ima}ge'n}(‘)si.mation by Lin and Tsai [21].

i |
o ik

3.2.2 Tile Image Mosaic Database Construction

For mosaic image creation, we have to construcatabdse to accelerate the
computation of searching the best matching tilegenaNe accomplish tile image

database construction using the following algorithm
Algorithm 3.2. Tile image database construction.

Input: a set of original tile image® ={ly, I, ..., In}.
Output: a set of new tile imageBl, = {T1, T», .., Tn} and a set of feature vectovs=

{V1, V2, .., Vii}, for use as the tile image database.
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Steps:

Step 1 Calculate the average color of each original til@gel; in each of the RGB
channels.

Step 2 Represent the average colors as a one-dimensiturdagectoV; with three
elements R G, and Bfor ;.

Step 3 Generate a new tile imadeby resizing and cropping each original image
to a predefined tile size.

Step 4 Add all T; and associated; to DB.

3.2.3 Similarity Measure Computation

In Algorithm 3.1, computation of:the similarity'n®ae between a target image
and a tile image isnentioned. An input ‘source image.is first dividetbiblocks of
small target images and the feature wvector of daepet image is obtained by
calculating three average color values of the targage in the RGB channels. The
vector extracted from a target image is taken aspat to the similarity measure
computation with another input being the featuretmeextracted from a tile image in
the mosaic database. Atile image from the mosatialdhse is considered to be similar
to the target image if the resulting value of timailsrity measure, say a Euclidean
distance between the two feature vectors, is thedlest among all the tile images in
the database. The detailed algorithm of similangasure computation is described as

follows.

Algorithm 3.3. Similarity measure computation.
Input : a target imagé&, and a tile image from the databadeB.

Output: a similarity measure valu2 betweenl andL.
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Steps:

Step 1. Divide T andL into N parts, wheré\ is a predefined number.

Step 2. Extract color features from each part ©fto form a vectonVs with Ax3
elements.

Step 3. Extract color features from each partlofto form a vectoV, with Nx3
elements.

Step 4. Calculate the Euclidean distance between the cedmtors Vr and V.

according to the following similarity measure:

D = /|V: A

3.3 Proposed.Tetrominoe-based Mosaic
Image Creation Process

3.3.1 Scheme of Creation"Process

In this section, based on ‘above-mentioned traditionosaic image creation
process we show how to create a tetromino-based@imosage as an algorithm as

follows.

Algorithm 3.4. Creation process of tetromino-based mosaic images

Input: a source imagg a given sizes of one square in a tetromino, and a tile image
databas®B.

Output: a tetromino-based mosaic imadge

Steps:

Step 1Construct a tetromino databaB® by generating numerous tile images with

different tetromino combinations and colors.
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Step 2Divide the source imageinto many target images with the given sze
Step 3For each target image perform the following operations.
3.1 Calculate the distance betwe€rand each tile image in the tetromino
databas®B by Algorithm 3.3.
3.2 Choose the tile imagk, in DB with the smallest distance as the best
matching tile image fof.
3.3 Perform a border enhancement process to enhancéstin effect of
each tetromino if.
Step 4For each target imageg in I, replace it with the best matching tile image to

create a tetromino-based mosaic imHges output.

In the above steps, a.best matehing tile. imagechvis the most similar to the
corresponding target image, is found by the sintylaneasure computation as stated
in Algorithm 3.3. The eonstruction of the tetromidatabasédB mentioned in the

above algorithm is described in the next-section.

3.3.2 Tetromino Database Construction

The tetromino database is used to find the besthimg tile image for each
target image, as described in the previous algurith is desired to control the
number of colors and combinations of the tetromsnoe the database. Before the
beginning of tetromino database construction, weehim design an algorithm to
enumerate all the possible tetromino combinationa fixed-sized region. Nineteen
types of tetrominoes, as shown in Figure 3.3, aeduas inputs for the tetromino
database construction algorithm. In this study,fiked-sized region is a plane of 4x4

grids as shown in Figure 3.4 (a). For example, feigu4 (b) shows one of tetromino
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combinations in a 4x4 grid. The detail of the entatieg process of tetromino
combinations is described in Algorithm 3.4 belowheTtetromino database is

constructed by Algorithm 3.5 below.

A Y -

Figure 3.4 Some illustrations of inputs in Algorith3.5. (a) A plane of 4x4 grids. (b) A tetromino

combination in a plane of 4x4 grids.

Algorithm 3.5. Process for enumerating tetromino combinations.
Input: 19 types of tetrominods and a plan® of 4x4 grids.

Output: a set of all possible tetromino combinatidis {Ty, Ty, .., To} in P.
Steps:

Step 1Create a four-level treRR with a rootr.
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Step 21n first level, for each tetromino typein E, perform the following operations.
2.1 For each position which can be used to pldc@erform the following
operations.
2.1.1 Generate a child nodg of rootr.
2.1.2 If the filled tetromino crosses the boundaryPpfdeleteC; and go
back to 2.1.
2.1.3 Record the tetromino typ¢and the position ok in Cy
Step 3For each node of levél , where 221 =4, perform the following operations.
3.1 For each nod® in leveli — 1, perform the following operations.
3.1.1 Choose one type frole and denote it bY.
3.1.2 For each_position which can _be used to placeperform the
following operations.
3.1.2.1 Generate a child nodé of nodeD.
3.1.2.2 .f the filled.tetrominoY crosses the boundary Bf delete
the child nodeC, and go back to Step 3.1.2.
3.1.2.3 If the filled. tetromino Y overlaps with any existing
tetromino, delete child nodg, and go back to Step 3.1.2.
3.1.2.4 If the filled tetromino combinatiotY already exists in the
tree, delete child nodé and go back to Step 3.1.2.
3.1.2.5 Record the tetromino type and the positiorY af Cy.
Step 4. Through a tree traversal, search all paths fromealNes in level 4 to the
root.
Step 5. For each patl®; in the tree, form a tetromino combinatidnby extracting

data from each node 6.

Algorithm 3.6. Tetromino database construction
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Input: 19 types of tetrominoes, and a fixed numief colors.

Output: a tetromino databag2B with all possible tile images

Steps:

Step 1. Generate a set of all possible tetromino combinafio= {Ty, T, .., T} ina
plane of 4x4 grids by Algorithm 3.5.

Step 2. Generate a set & distinct colors,C = {Cy, C,, .., Cy\}, in the RGB color
space uniformly.

Step 3. Create all possible tile images by generating adisible combinations df;

in TandC; in C.

3.3.3 Visual Effect.improvement by Border

Enhancement

Through the above=proposed algorithms, a basierntetro-based mosaic image
is created. However, a problem.occurs in our aveagirocess. If two tetrominoes
which are close to one another have thessame dasicolor, the edge between these
two tetrominoes may be hard for the viewers to gacxe. It is desire to enhance the
boundary of tetrominoes in tetromino-based moseatatmn. Furthermore, we also
hope to make each piece of tetrominoes look maoeetdimensional. As a result, two
visual effects, lightening and shading borders,caeated as a post-processing step in
this study after the tetromino-based mosaic imagaton process, which we call

border enhancement. An algorithm for this purpessdeiscribed as follows.

Algorithm 3.7. Border enhancement.
Input: a planeY of 4x4 grids with a tetromino combinatién

Output: Y with lightening and shading effed®s

33



Steps:
Step 1. For each tetrominoesin P, transform the color of the tetromino from the
RGB model to the HSL model
Step 2. For each tetrominoesin P, check its edge type according to the follow
steps.
2.1 Ifitis atop or left edge im, then lighten the edge by increasing the L
channel value of the color at the borders.
2.2 If it is a bottom or right edge ity then shade the edge by decreasing

the L channel value of the color at the borders.

3.4 Experimental Results

Some tetromino-based mosaic images generated byprbgosed creation
process (Algorithm 3.4) are shown in this sectiah.the tetromino-based mosaic
images in our experimental results were createthbyuse of a tetromino database
with 125 kinds of colors and 117 types of tetrom@uonbinations constructed in this
study. Figures 3.6, 3.7 and 3.8 show the resultsusihg different border
enhancements. Figures 3.9, 3.10 and 3.11 show saperimental results of using
different kinds of original images obtained frone throposed mosaic image creation

process.

3.5 Discussions and Summary

In this chapter, we reviewed a traditional mosanage creation process and
proposed accordingly an idea of creating a novet tyf mosaic image composed by

tetrominoes. Then, a creation process of tetrorbemed mosaic images is proposed.
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In addition, an algorithm has been proposed to g@@en tetromino database with
different colors and tiling styles. Finally, we alproposed a border enhancement
process for improving edge effects in tetrominodohsmosaic images. Some
experimental results are presented to show thetsfief the proposed algorithms.
Colors and tetromino combination are the most ingydr characteristics in
tetromino-based mosaic image creation. With theseféatures, we will propose two

data hiding methods in the two following chapters.

Figure 3.5 An original image.
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(b)

Figure 3.6 Some of experimental results of the psed tetromino-based mosaic creation. (a) A

tetromino-based mosaic image without border effectsated from Figure 3.5. (b) A

partial image of the red region in (a).
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Figure 3.7 Some of experimental results of the psed tetromino-based mosaic creation. (a) A

tetromino-based mosaic image with dark border tffeceated from Figure 3.5. (b) A

partial image of the red region in (a).

37



J_ L
lI=
=l
=
Bi=iliz =t =
L |
e N e
oo |
|7-§| | ‘— =
i
- Ji =
=
o] ‘]
sl
LaE J LL ll_
]
= gl
i
el
sl
L
F— :
- 7
,ﬂ J
="
=i =
_E:E;
(a)
- =
'_I
i ']
|
= L
(b)

Figure 3.8 Some of experimental results of the psed tetromino-based mosaic creation. (a) A
tetromino-based mosaic image with lightening anddsig border effects created from

Figure 3.5. (b) A partial image of the red regior(a).
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(b)

Figure 3.9 Some of experimental results of the psed tetromino-based mosaic creation. (a) An

image of Eiffel Tower. (b) A tetromino-based mosanage created from (a)
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Figure 3.10 Some of experimental results of theppsed tetromino-based mosaic creation. (a) An

self-portrait of van Gogh. (b) A tetromino-basedsaic image created from (a).
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(b)

Figure 3.11 Some of experimental results of theppsed tetromino-based mosaic creation. (a) An

image of Jolin, a singer. (b) A tetromino-based amm#mage created from (a).
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Chapter 4

Data Hiding in Tetromino-based
Mosaic Images by Distinct
Combinations of Tetrominoes

4.1 Idea of Proposed Method

As mentioned in Chapter:3, we create a new typaasaic images in this study,
named tetromino-based mosaic images. This typeosain image is generated by the
use of distinct tetromino combinations. Combinasiaf tetrominoes can be encoded
to hide data. However,«using this way to hide datgyy damage the tetromino-based
mosaic images which we create. Therefore, we p®pwsise edge fitting to maintain
visual qualities of tetromino-based mesaic imagesdcrificing a portion of capacity
of data hiding. In this chapter, we will describe proposed data hiding method using
distinct combinations of tetrominoes and an edgnd technique based on edge

detection.

4.2 Proposed Data Hiding Method by
Distinct Combinations of
Tetrominoes

4.2.1 Scheme of Propose Method
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The main concept of the proposed method for datadpiusing tetromino-based
mosaic images is to encode tetromino combinatiamgg tetromino-based mosaic
image creation. The creation can be regarded asgdevel hierarchical operation.
The lower level of the operation is to fill fourtieminoes into a block of 4x4 grids
for tile image generation. And the upper levelasput all tile images together to
create a tetromino-based mosaic image. As a ragelltan use the lower level of this
two-level hierarchical image creation to hide dathrough the tetromino database
construction described in Chapter 3, 117 kindsedfomino combinations can be
found by an enumerating process, as mentioned queii In theory, we can only
embed six bits in a block of 4x4 grids by fundamaéhinary encoding because the
largest power of 2 smaller than'117 fs Po increase the capacity of our data hiding
technique, a transformation process between abihgit system and a decimal digit
one are proposed. At first, the given data arestcamed into a binary digit sequence.
Subsequently, we transform the binary number sempugto a decimal digit sequence.
Then, we encode 100 tetromino combinations foryeiteo digits of the decimal digit
sequence for data hiding. Because the capacitjeofrtaximum integer data type in
C/C++ is 64 binary bits long, which equals 20 deddirdigits, we can embed
64x(2/20)=6.4 bits in a block of 4x4 grids by the abauentioned process. The detail

of the process is described as algorithm below.

Algorithm 4.1. Data transformation from binary to decimal.

Input : message data and a secret kely.

Output: a randomized decimal digit sequer®&¢o be used in the data hiding process
Steps:

Step 1TransformD into a binary digit sequen&={S,, S, ..., S}

Step 2Create an integer sAtof integers in a form d¢he maximum integer data type.
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Step 3For every 20-bit segmerg of S transformS into a decimal numbe#; and
store it inAin order.
Step 4 Extract each decimal digit of evefyin A to form a decimal digit arra$.

Step 5UseK to randomizes; to get a randomized decimal digit sequegce

4.2.2 Data Hiding Process

In this section, we combine a tetromino-based ncosa&ge creation and a data
embedding technique to carry out the function dadading. Algorithm 4.2 shows

the details of our method.

Algorithm 4.2. Data hiding in a tetromino-based mesaic image.
Input: a source imagg a tetromino databadeB, a secret messade, and a secret
keyK.
Output: a stego-tetromino-based mesaic-imége
Steps:
Step 1Divide | into a set of 44 blocks,B = {B1, By, .., B}
Step 2Use the secret kely to transformM into a randomized decimal digit sequence
S by Algorithm 4.1.
Step 3Divide S into several substringss{, S, .., S}, each having a length of two
digits.
Step 4For eachB; in B and eaclg in S perform the following operations.
4.1.TransformS to a decimal numbet.
4.2.Choose a tile image from DB according tal.
4.3.Perform a border enhancement process (Algorithihdh & to generaté.’.

Step 5For each blockg; in I, replace it with correspondinly generated in the last
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step to create a stego-tetromino-based mosaic ilhageoutput.

4.2.3 Data Extraction Process

Before a data extraction process, we have to figowe the tetromino
combination of each>4 block in a stego-tetromino-based mosaic imageaBse a
stego-image isreated by a two-level hierarchical mosaic creapoocess, we also
propose a scheme for recognizing two-level tetramimombinations in
stego-tetromino-based mosaic images. In the logwes lof recognition, we label each
4x4 grid with an index to identify its edge typefiedt. Fourteen edge types and their
relative indexes are shown in kigure 4.1 for teirancombination recognition. In the
upper level of recognitionj.we representiindexesdgfe types as a 4x4 integer array
in each block of 4x4 grids. Each array entry resad index according to the edge
type of the corresponding position in.a block ofi4yrids. For instance, Figure 4.2(a)
shows a combination of tetrominoes. A correspondidge type array is show in
Figure 4.2(b). The detailed algorithm of tetromzmmbination recognition is stated
in Algorithm 4.3. Using this algorithm, we proposedata extraction process, as

described in Algorithm 4.4, for a stego-tetromiressbd mosaic images.

Algorithm 4.3. Tetromino combination recognition.

Input : a blockB of 4x4 grids, a corresponding tafl®f edge types and indexes (like
Figure 4.1), and a tetromino datab&d®

Output: a numbem to recognize one of tetromino combinations frioB.

Steps:

Step 1Create an arra to record the edge typesBf

Step 2For each grids in B, perform the following operations.
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2.1.Creation a one-dimensional arRy
2.2.For each edgeof G, perform the following steps.
2.2.1.1f the pixel valueP, of e is equal to the pixel value. of the center
of G, recordfalsein R.
2.2.2.1f Peis equal tdP,, recordtrue in R.
2.3.UseR to search the edge type®ffrom T and obtain an indeR.
2.4.Record in the corresponding position Af
Step 3SearchA from DB to acquire the corresponding numbefor recognizing the

combination of tetrominoes.

B B =
E 5§
€ L g
N
| |
L

Figure 4.1 Fourteen edge types in a grid of 4xdggri
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(a) (b)
Figure 4.2 Some illustrations of tetromino combimatrecognition. (a) A tetromino

combination of 4x4 grids. (b) A corresponding etigee array of (a).
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Algorithm 4.4. Data extraction from a tetromino-based mosaic image

Input : a stego-tetromino-based mosaic imggetetromino databa2B, and a secret
keyK.

Output: a secret messagk

Steps:

Step 1Create a decimal digit sequerRe {R;, Ry, .., Rq}.

Step 2Divide | into several blocks of 4x4 gridB8,= {By, By, .., Bn}.

Step 3For each blociB; in B, perform the following operations.
3.1.0btain a numben by recognizing the tetromino combinatiBnfrom DB

by Algorithm 4.3

3.2.Transformm to two decimal digit$.
3.3.Recordb inR.

Step 4UseK to generate a'random number sequenged use to recoverR into a
decimal digit sequend® in its-original order.

Step 5TransformR’ into ‘a binary ‘digit sequence to form a secret ags$! as

output.

4.2.4 Experimental Results

Figure 3.4 shows some experimental results of apgpyre proposed data hiding
method in a tetromino-based mosaic image. FiguB@Mis a tetromino-based mosaic
image with a secret message embedded with the gedpdata embedding process -
Algorithm 4.2. Figure 4.3(b) is the secret messabe&h is extracted from 3.4(a) by

the proposed data extraction process — Algorithdn 4.
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Figure 4.3 An experimental result. (a) A stegoetgtino-based mosaic image with embedded data. (b)

The message extracted from (a).
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4.3 Proposed Edge Fitting Method by
Adjusting Combinations of
Tetrominoes Using Information
Obtained by Edge Detection

4.3.1 Scheme of Creation Process

Using tetromino combinations as codes of the pregpata hiding method may
cause a main disadvantage. Because of utilizinghdiscombinations of tetrominoes
to hide data, we can not find the best matchimgitiiage for each target image during
tetromino-based mosaic" Image creation. This faat cause some noise in
tetromino-based mosaic images. Figure 4.4 showsngarison between an image
created by a mosaic creation process in Chapteid3aa image created by our data
hiding method in Section"4.2. The'blue and gregiores show the differences caused
by noise. To solve this problem, an-edge fittinghod by adjusting combinations of
tetrominoes using the information obtained by edgéection is proposed in this
section. To improve the visual quality of stegodetino-based mosaic images, we
sacrifice a part of data capacity of our data lgdechnique to enhance edge effects.
For each block of 4x4 grids, we perform an edgeea&n operation which was
proposed by Canny [31] to obtain edge values amdctibns at the beginning.
According this edge information, an edge fittingthoal is proposed to enhance edge

effects. Two detailed algorithms of edge fittingthwal are described in Section 4.3.2.

4.3.2 Detailed Algorithms of Edge Fitting Method
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A modified version of the Canny edge detection apen used in our edge
fitting method is described in Algorithm 4.5. Tharwrombinational algorithm of edge

fitting and data hiding is described in Algorithn®4

Algorithm 4.5. Canny edge detection.

Input : a block of 4x4 gridsB.

Output: a set of four average edge values{ E;, E,, E., E,}, of B for the four types
of edge directions, respectively

Steps:

Step 1.SmoothB to generate a smooth bloBg by a 5x5 Gaussian filter matrMg

which is shown in Figure 8.6 according to the fafilog formula:

B=1

s Be e

Step 2For each pixeP; in B, perform the following steps.
2.1.Use two 3x3 Sobel masks (Figure 4.6) to computefitbe derivatives in
the horizontal andwertical directionsgfto obtain two edge gradien®;
andGy, respectively.
2.2.Compute the edge gradie@tand the directio® according to the following

formula:

G=,G’+G;

G
g =tan(—).
(G)

X

2.3.Classify the edge directiof into four directionsaccording the following
steps.
2.3.1.If #is a west and east direction, denote it by a bate directiorh.

2.3.2.1f #is a north and south direction, denote it by diz@rdirectionv.
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2.3.3.f 0 is a north east and south west direction, denbtdyi a
north-east-and-south-west diagonal direcgon
2.3.4.1f 9 is a north west and south east direction, denotglso by a
north-west-and-south-east diagonal direction
Step 3Add up all edge gradients, with directionh, and then divide the sum by the
number ofG;, to obtain an average vals.
Step 4Add up all edge gradients, with directionv, and then divide the sum by the
number ofG, to obtain an average val&g.
Step 5Add up all each edge gradierds with directionv, and then divide the sum by
the number o6, to obtain an average valig
Step 6 Add up all edge gradients,, with directionv, and then divide the sum by the
number ofG,, to obtain an-average valtsg.

Step 7AssembleE;, E,, Es,andE, to formE.

Algorithm 4.6. Combining edge fitting and data hiding.

Input: a source imagk a tetromino databa$2B, a secret messa@ a secret ke,
and an edge threshold.

Output: a stego-tetromino-based mosaic im#geith enhanced-edge visual effects

Steps:

Step 1Use the secret kely to transformM into a randomized decimal digit sequence
S by Algorithm 4.1.

Step 2Divide | into a set of 44 blocks,B = {B, By, .., Bq}.

Step 3Divide S into several substringss{, S, .., S}, each having a length of two
digits.

Step 4For each bloclg; in B and eaclg in S perform the following steps.
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4.1.Perform the Canny edge detection Bnby Algorithm 4.5 to obtain four
edge valueg of the four directions.
4.2.Choose the maximum value Bfand denote it b¥,.
4.3.CheckEn, according to the follow steps.
4.3.1.1f E.<T,, perform the following data hiding steps Bn
4.3.1.1Transform§ into a decimal numbet.
4.3.1.2Choose a tile image from DB according tal.
4.3.2.1f En=T,, perform the following edge fitting steps Bn
4.3.2.1Check the direction d&;, and denote it bR
4.3.2.2Choose a tile image from Figure 4.7 according ®.
4.3.3.ReplaceB; with, L At g
4.3.4.Perform ggf't.)o'r(.j_er enﬁnc?meht pr:o'_gess (Algorithm) 8r6 L to

generatd . s -

Step 5For each blockBi in 1, ire_pLacé it with corr'esponding' to create a

stego-tetromino-ﬁé__séd mosaic imagas ou_tp'gt."

Figure 4.4 A comparison between two tetromino-basedaic images. The blue and green regions
show the differences caused by noise. (a) An aalgmage. (b) An image created from
(a) by a mosaic creation in Chapter 3. (c) An imagmated from (a) by our data hiding

method in Section 4.2.

52



==
=Gl
hil= =
A= =3 -
L 5 ) P
o [ISEIEEIERE
= il [
EENER
4 e
il E
L’_l L
L
il
= AL
Sl
=gl
| — ’J |
e
L]
b e
= B
TH I
N, |
="
= i
=
(b)

Figure 4.4A comparison between two tetromino-based mosaigé&waThe blue and green regions
show the differences caused by noise. (a) An aalgmage. (b) An image created from
(a) by a mosaic creation in Chapter 3. (c) An imagmted from (a) by our data hiding
method in Section 4.2 (continued).
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Figure 4.4A comparison between two 's-‘. 0-based mosaig@maTlhe blue and green regions
show the differences caused by noise. (a) An arlgmage. (b) An image created from (a)
by a mosaic creation in Chapter 3. (c) An imagater@ from (a) by our data hiding

method in Section 4.2 (continued).
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Figure 4.5 A Gaussian filter matrix.
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Figure 4.6 3x3 Sobel masks

@) (b) (©)
Figure 4.7 Some illustrations_ of tile images fdfetent edge directions. (a) Vertical direction) (b

Horizontal direction. (c) Two diagonal directions.

4.3.3 Experimental Results

Some experimental results generated by the propesgg fitting method
(Algorithm 4.6) are shown in this section. Figure8(a) and 4.8(b) show a source
image and the result of embedding data procesdedrdfaom the source image
without applying an edge fitting method. Figure (4)8shows an improved result

created by using the edge fitting method.

4.4 Discussions and Summary

In this chapter, we have proposed a data hidingnigae by using distinct
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combinations of tetrominoes. Then, a process fortraeking data from

stego-tetromino-based mosaic images is proposeatidition, an edge fitting method
has been proposed to enhance edge effectsljiogting combinations of tetrominoes
using the information obtained by edge detectiocom& experimental results were

presented to show the effects of the proposed itigus.
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Figure 4.8 Some experimental results. The greeiomeghow the noise improvement achieved by an

edge fitting method. (a) A stego-tetromino-basedamimage created from 4.4(a) with
embedded data. (b) A stego-tetromino-based moseige created from 4.4(a) with embedded

data by the proposed edge fitting method.
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Figure 4.8 Some experimental results. The gredomseghow the noise improvement achieved by an

edge fitting method. (a) A stego-tetromino-basedamimage created from 4.4(a) with

embedded data. (b) A stego-tetromino-based moseige created from 4.4(a) with embedded

data by the proposed edge fitting method (contihued
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Chapter 5

Data Hiding in Tetromino-based
Mosaic Images by Small Tetromino
Color Shiftings

5.1 Idea of Proposed Method

Color is an important factor in the human visuatseyn. In general, human eyes
are perceptive to luminances of colors but insemsito chrominances of colors.
Figure 5.1 shows a comparison of four colors whith different from one another. It
seems to have no difference among the four colbishnare mutually shifted slightly
in the RGB color model. Therefore, we can utilizis icharacteristic to hide data in a
tetromino-based mosaic image, as-done in the pegposethod of hiding data in
tetromino-based mosaic images. For each tetromfna tetromino-based mosaic
image, we perform a small color shifting to hidgaday adjusting the colors of
neighboring grids in a tetromino. In addition, theginal tetromino-based mosaic
image can be losslessly recovered from a stegoemdych is created by this data

hiding method.

5.2 Proposed Data Hiding by Small
Tetromino Color Shiftings
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5.2.1 Scheme of Propose Method

In this section, the proposed data hiding methodshall tetromino color
shiftings is described. We choose one grid frorateoimino and name givot grid at
first. An illustration of pivot grids of the nineta tetromino types is shown is Figure
5.2. A color of the tetromino is stored in the pigoid for the use in data extraction
with a lossless recovery of the original image frima stego-image. Next, the other
three grids of the tetromino are used to embed lohatzhanging slightly the colors of
these grids. Proven by our experiments, it is fbsgio increase or decrease each
color channel value of a tetromino grid pixel byeoor two without incurring
perceptual difference. This means that we can endiod color shift values which
range from-2 to 2 in each color channel for data hiding. Beeafull-color images
which are used as our.inputs have three channeteifRGB color model, totally®5
types of color shiftings ean be encoded for eadh afrthe tetromino. Also, according
to the definition of a tetromino, it is composed folir grids which are connected
orthogonally. Except the pivot grid; three gridsndae used to embed data in a
tetromino. And there are four tetrominoes in a kldks a result, %*“variations can
be encoded for hiding data in a block. That isay sach block can embed at least 83
bits because the largest value of a power of 2 lsmaian 8% is 23 Then, a
stego-image generated from a tetromino-based massge is created by the
above-mentioned data hiding process. A data extragrrocess of the proposed data

hiding method is also described later in this chapt

5.2.2 Data Hiding Process

In this section, we describe the proposed datan@idechnique using a
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tetromino-based mosaic image as an input. Eachr cblannel of a tetromino in this
mosaic image is utilizetb embed data by increasing or decreasing the saitiehe
color channels slightly. Table 5.1 shows a codelge for encoding secret message

bits by color shiftings for use in data hidilggorithm 5.1 shows the details of our

method.
o b
Figure 5.1 A comparison of fogP close coIolLs inlack. (1) Cofq[ values of RGB channel = (255, 0,
0). (2) Color values 01‘ RE _ql-‘:.'(_zl%-,, 2, (Qf—-Color values of RGB channel =
(253, 0, 2). (4) Cdtf valu

of R trharmel *méz)n

Figure 5.2 An illustration of nineteen tetroming@&g and their pivot grids. The black spot of each

tetromino depicts its pivot grid.

Algorithm 5.1. Data hiding by small tetromino color shifting.
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Input: a tetromino-based mosaic imalgea secret messad, a tetromino database
DB, and a secret k&¥.
Output: a stego-tetromino-based mosaic imége
Steps:
Step 1Divide | into several blocks of 4x4 gridB8,= {By, By, ...,Bn}.
Step 2.TransformM into a quinary digit sequen€@ = {Qq, Q2, ..., Qn} and useK to
randomizeq.
Step 3For each blociB; in B, perform the following steps.
3.1.0btain a numbem by recognizing the tetromino combinati@hfrom DB
by Algorithm 4.3.
3.2.According to m, obtain the positions. = {P;, P,, P3; P4} of four
tetrominoesT = {Ty, T3, T3, T4} from DB.
3.3.For each tetromin@j in T and its-positiorP; in P, perform the following
steps.
3.3.1.Find a pivot gridG according td®;.
3.3.2.For each gridy of the other three grids im, perform the following
operations.
3.3.2.10Dbtain a coloiCy of the center pixel od.
3.3.2.2 Create an arral to store the border information gf
3.3.2.3 For each border pixdl of g, obtain a coloCy of b and checlCy
according to the follow steps.
A If Cyis not equal t&y, recordtrue in E.
B If Cyis equal taCy, recordfalsein E.
3.3.2.4For each color channel of Cy and eachQ; in Q, perform the
following operations.

A. Acquire a shifting parameterfrom Table 5.1 according Q.
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B. Usec andd to obtainc’ by the following formula to embed;:
c'=c+d.
C. For each pixek in g, replace its color channghlue c by ¢/,
except wherx is a border pixel and the corresponding value in
E istrue.

3.4.Perform the above steps to obtain a stego-tetroi@sed mosaic imadé

In Step 3.3.2.4.C of Algorithm 5.1 above, we presahe color values of the
pixelsin the region of the border enhancement which teeen described in Chapter
3. This is because we hope to maintain the vistfects created by the border

enhancement and it does not'cause any effect gordipesed data hiding method.

Table 5.1 A coding table'between a message @igind a shifting parametdr

Message digit Shifting parameted
0 -2
1 -1
2 0
3 1
4 2

5.2.3 Data Extraction Process

The proposed data extraction process is an inwasgon of the data hiding

process. Besides extracting data, the processredsores the original cover image
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from the stego-image in the mean time. We so talllossless data recovery process,
as mentioned previously, where “data” mean bothmniessage data and the cover
image data. In this section, we describe this m®cehich utilizes a color stored in a
pivot grid of each tetromino in a stego-image thieee its lossless recovery function.

The detail of the process is described as algoritblow.

Algorithm 5.2. Lossless data recovery process.
Input : a stego-tetromino-based mosaic imggetetromino databa$2B, and a secret
keyK.
Output: a secret messad®, and a losslessly recovered cover tetromino-baseshic
imagel'.
Steps:
Step 1Create aremptyquinary digit sequenad® initially.
Step 2Divide | into several blocks of 4x4 gridB,={Bs, B, ..., Bn}.
Step 3For each blockB;#in B, generate a tetromino-based mosaic imkdey the
following steps.
3.1.0btain a numbem by recognizing the tetromino combinati@hfrom DB
by Algorithm 4.3.
3.2.According to m, obtain the position®® = {P;, P, P3; P4} of four
tetrominoesT = {Ty, Ty, T3, T4} from DB.
3.3.For each tetromind; in T and its positiorP; in P, perform the following
operations.
3.3.1.Find a pivot gridG according td?;, and obtain a coldCg of G.
3.3.2.For each gridy of the other three grids ifi, perform the following
operations.

3.3.2.1.0btain a coloCy in g.
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3.3.2.2.Create an arral¢ to store the border information gf
3.3.2.3.For each border pixdd of g, obtain the coloCy of b and check

Cy according to the follow steps.

A. If Gy is not equal t&y, recordtruein E.

B. If Cy is equal taCq, recordfalsein E.

3.3.2.4.For each color channel valueof Cy, perform the following
operations.

A. Obtain the corresponding color channel valueGgf and
denote it byc'.

B. Usec andc’ to obtaind by the following formula:

d=c-c'.

C. Acquire aquinary digit); from Table 5.1 according @ and
storeQ; in Q in order.

D. For each pixekin g, replace itsxcolor channeluec by c’,
except whernx'is a border pixel and the corresponding value
in E istrue.

3.4.UseK to generate a random number sequenraed use to recoverQ into
a quinary digit sequend@' in its original order.
3.5.TransformQ' into a binary digit sequence to form a secret agsM as

output.

5.3 Experimental Results

Figure 5.3 and 5.4 show some experimental restiipplying the proposed data

hiding method in a tetromino-based mosaic imagguress 5.3(b) and 5.4(b) are two
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tetromino-based mosaic images with watermarks eddsedy the proposed data
embedding process (Algorithm 5.1). Figures 5.3(u) &.4(d) are two watermarks
extracted from Figures 5.3(b) and 5.4(b), respebtivwith correct keys by the
proposed data extraction process (Algorithm 5.®)uies 5.3(e) and 5.4(e) show the
two watermarks extracted from Figures 5.3(b) amt{, respectively, with wrong

keys.

5.4 Discussions and Summary

In this chapter, a data hiding method based oreasing or decreasing values of
color channels slightly has been propoesed: Usiegpfoperties of tetromino-based
mosaic images, we enlarge the capacity of datadidy adjustinghe colors of each
tetromino. Due to its imperceptible .characterisiimd high data payload for data
hiding, this method beecomes. a fine ‘way for covennmunication or copyright
protection of tetromino-based mosaic images. Thérssless data recovery process
which combines the functions of data extraction bss$less cover image recovery
has been described. By this process, we can exdedet from a stego-image and
recover the original tetromino-based mosaic imagiout any distortion. Some
experimental results were generated by the propadgdrithms to prove the

feasibility of the proposed method.
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Figure 5.3 An experimental result. (a) A tetromlmsed mosaic image. (b) A stego-tetromino-based
mosaic image created from (a) with the watermarkwshin (c) embedded. (c) The
watermark. (d) A watermark extracted from (b) watkorrect key. (e) A watermark extracted

from (b) with a wrong key.
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Figure 5.3 An experimental result. (a) A tetromivased mosaic image. (b) A stego-tetromino-based

mosaic image created from (a) with the watermarkwsh in (c) embedded. (c) The
watermark. (d) A watermark extracted from (b) vatkorrect key. (e) A watermark extracted

from (b) with a wrong key (continued).
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Figure 5.4 Another experimental result. (a) A tetmwo-based mosaic image. (b) A
stego-tetromino-based mosaic image created fromvith)the watermark shown in (c)
embedded. (c) The watermark. (d) A watermark etgchérom (b) with a correct key. (e)

A watermark extracted from (b) with a wrong key.
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(a) A tethoo-based mosaic

image. (b) A
stego-tetromino-based mosaic image created fromvith)the watermark shown in (c)

embedded. (c) The watermark. (d) A watermark etgchérom (b) with a correct key. (e)
A watermark extracted from (b) with a wrong keyr{ioued).
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Chapter 6

Removable Lossless Visible
Watermarking in Tetromino-based
Mosaic Images

6.1 Idea of Proposed Method

In order to protect copyrights of images, many tdigivatermarking techniques
have been designed to"embed @a pre-defined waterinéok an image. Digital
watermarking techniques are classified into two mmigipes, visible and invisible
watermarking, by theirwisual characteristics. Biéint from invisible watermarking
techniques, visible watermarking techniques. areduse convey ownership
information directly and deter further..copyrightoldtions. As a result, visible
watermarking is a suitable way to protect copymsgbitart images.

Removablevisible watermarking methods not only are useceitabed visible
watermarks for copyright protection but also alldegal users to remove the
watermarks and restore the original contents. Hewewmost removable visible
watermarking techniques alessy that is, the recovered contents are changed with
some distortions. Researches of removable lossisgde watermarking are hardly
mentioned in the literature. Chen and Tsai [32)pps®ed a removable lossless visible
watermarking method by replacing the colors acemydbd a mapping between two
color palettes in palette images. The detail oir thewposed method will be reviewed

in Section 6.2.
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Having a fixed numbeof colors is a common feature between palette image
and tetromino-based mosaic images. Based on theepbof Chen and Tsai’'s method
[32], we will describe the proposed removable lesslvisible watermarking method

in tetromino-based mosaic images in this chapter.

6.2 Review of A Removable Lossless
Visible Watermarking Technique for
Palette images

Chen and Tsai [32] proposed, a remavable losslesisleiwatermarking method
in palette images. A palette is a limited colorl@ction which is stored in a palette
image, such as a Graphics Interchange Format. (@&ge. GIF images are chosen as
the input palette images in their method. Every (&ikge.contains at most 256 colors
which are stored in an=8-bit color. paletie.~Eaclorcin the palette is assigned a
number, called amdex Every pixel in the GIF image is assigned an indarmber
referring to a color in the color palette. Furtherey GIF images are compressed to
reduce the file size without degrading the visusldy.

Before describing their method, some definitiongesms are given to help the
understanding of the remainder of this section.

1. Watermark areaan area in a cover image where a watermark isdddd.

2. Nonwatermark areaan area outside the watermark area.

3. Black embedded pixelpixels of the cover image in the watermark area,

denoted a,.
4. White embedded pixelpixels of the cover image in the non-watermark

area, denoted dg.
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Each visible watermark used in this method is agslto be a binary image. In
order to enable the embedded watermark area tortomie obvious, Chen and Tsai
[32] replaced the colors df with other visually different colors. This replasent
was achieved by finding the farthest color amorgghlette colors of the cover image
to replace with. First, the cover image was dividetb a watermark area and a
non-watermark one. Black embedded pixglsvere replaced with other colors and
white embedded pixels$, were kept unchanged. Then,raw color paletteis
constructed by identifying the colors &f and counting the occurrences of these
colors. The colors df, were denoted & = {Cop, Cy, ...,Cosst and the occurrences of
Cwere denoted a® = {Op, Oy;..:,0255. The raw color palette was sorted by be
of O in a descending order itogeneratesated color palette £ An adjusted
Euclidean distanceby considering the concept of weighting, calledwvaighted
Euclidean distancewas«proposed. .The traditional Euclidean distapesveen two
colors C1 and C2 is defined in"Formula 6.1, andwke&hted one of colo€; in the

color palette is defined in Formula 6:2 below:

H(C,,C,) = (R -R,)? +(G,~G,)* +(B, - B,)?; (6.1)
>0, xu(C,,C,)
:u(C|) = n=0 255 . (62)

2.0,

n=0

Second, they found the farthest color from theesbdolor palette by using the
weighted Euclidean distance (Formula 6.2) to chdbeecolor which has the largest
weighted Euclidean distance. The farthest color desoted byC;, which was the
most different color from the colors &f. Then, aearranged color palett®, was set
up by placingCs in the first element. The second elemenPois filled by choosing a

color C, which is closest t&€; and adding it td®;.. The remainder oP; is filled by
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performing the previous step until the whole palet accomplished. Finally, a
one-to-one mapping between two paleesndP; is constructed. If a coldC,, was
labeled by indexn in Ps, then this color is mapped to a coldy’ which was labeled
by indexm in P.. All black embedded pixels in the cover image eeplaced to
generated a watermarked image by the above-medtimpacement. Furthermore, a
lossless recovery of the watermarked image wagdegiwhich is an inverse process
of the proposed watermark embedding process.

Algorithm 6.1 shows a generating and mapping padstwo color palettes.
The details of the visible watermark embedding esscin palette images and the
lossless recovery process of watermarked paletgesiare described in Algorithms
6.2 and 6.3, respectively. An‘experimental restiapplying this method is shown in

Figure 6.1.

Algorithm 6.1. One-to-one mapping process of two color palettes.

Input: a raw color palett®,, a set of color€ = {Cy, Cy, ...,.Cy} of P,, and a set of
occurrence® = {0, Oy, .2.,0,} of C.

Output: a sorted color palette; and a rearranged color pale@e

Steps:

Step 1Sort P, by the occurrence® in a descending order to obtain a sorted color
palettePs.

Step 2Create a rearranged color pald®tewhich has the same sizeR

Step 3Calculate weighted Euclidean distand&g of every color inPs by Formula
6.1.

Step 4UseD,, to choose a coldC; which has the largest value Df, to be the first
color of P;.

Step 5Calculate Euclidean distanc&s betweenC; and the other colors iRs by
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Formula 6.2.
Step 6Use D to constructP; by rearrangindg?s from the closest color of; to the

farthest color ofz;.

Algorithm 6.2. Visible watermark embedding process in palette gsag
Input: a cover palette image a raw palettd®, of I, a binary watermarkV, and a
secret keK.
Output: a watermarked palette imabge
Steps:
Step 1For each pixep in I, perfarm the following steps.
1.1.1f pis in the watermark areapagdnto a setof black embedded pixgJs
1.2.1f pis in the non-watermark area, golthto a set of white embedded pixels
.
Step 2Obtain a set of color = {Cq, Cy, ...,Cass} from Pa.
Step 3For every pixel inly,“count the occurrence® = {Og, O4, ...,Os5 of the
colorsC = {Cy, Cy, ...,Cass}, respectively.
Step 4UseP,, C, andO to generate a sorted color pald®eand a rearranged color
paletteP, by Algorithm 6.1
Step 5For each pixekin I, embedV into | by the following steps.
5.1.0Obtain a color G of x.
5.2.Search G in Psto obtain a color indem of Cp,.
5.3.0btain a coloC, from P; by the indexm.
5.4.Replace G of x with Cy,".
Step 6 Randomly pair every two pixels &f together usind to form |Iy|/2 pairs of

pixels,A.
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Step 7For each paia in A, swap the two colors i to generate a watermarked

palette image'.

Algorithm 6.3. Lossless recovery process of watermarked paletigesh
Input: a watermarked palette imagjea raw palettd, of |, and a binary watermark
W.
Output: a recovered palette imate
Steps:
Step 1For each pixep in I, perform the following steps.
1.1.1f pis in the watermark-area, addntora set of black embedded pixkJs
1.2.1f pis in the non-watermarkrarea; golthto a set of white embedded pixels
lw-
Step 20btain colorsC ={Cy, Ci, -...,Css} from P..
Step 3For every pixel inly, count the occurrence® = {Op, Oy, ...,055 Of the
colorsC = {Cy, Cy, ...,Coss},. respectively.
Step 4UseP,, C, andO to generate a sorted color pald®eand a rearranged color
paletteP, by Algorithm 6.1
Step 5Randomly pair every two pixels &f together usind to form |Iy|/2 pairs of
pixels,A.
Step 6For each paia in A, swap the two colors @
Step 7For each pixek in I, removeW from | to generate a recovered palette image
| by the following steps.
7.1.0btain a color gof x.
7.2.Search Gin P, to obtain a color indem of C,.

7.3.0Dbtain a coloC,’ from Ps by the index.

75



7.4.Replace Gof x with Cy,".

(©) (d)
Figure 6.1 An experimental result of Chen and $saiéthod [32]. (a) A binary watermark image. (b)

A color palette image. (c) A watermarked image t@daby embedding the visible
watermark (a) into (b). (d) A lossless recovereédm created by removing the visible

watermark (a) from (c).
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6.3 Proposed Method for Removable
Lossless Visible Watermarking in
Tetromino-based Mosaic images

6.3.1 Visible Watermark Embedding Process

In this section, we describe the proposed visitdgewnark embedding method
for tetromino-based mosaic images, which is base€len and Tsai’s study [32].
Different from their method, the embedded watermarkidden in tetromino-based
mosaic images. That is tossay, we do not needdwige the watermark during the
proposed process of lossless recovery of the @iigmage which is used to embed
watermark. First, a raw '‘palette Is constructed kmunting the colors of a
tetromino-based mosaic image: By-using-the rawtieala process of generation of
two color palettes, which ‘are denotedRasand P;;; and a mapping process between
them are performed for watermarking.: Then, for eaetromino in the white
embedded pixels,, a binary watermark is hidden by the data hidingcpss using
small tetromino color shiftings. At last, we repaihe colors of the black embedded
pixelsl, by using the one-to-one mappingRyfandP;. The detailed algorithm of the

proposed watermark embedding method is describémllaws.

Algorithm 6.4. Visible watermark embedding in tetromino-based rosaages.
Input : a tetromino-based mosaic imdgea binary watermark/, and a secret key.
Output: a watermarked tetromino-based mosaic inlage

Steps:

Step 1For each tetrominbin I, perform the following steps.
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1.1.1f tis in the watermark area, add all pixelg into a set of black embedded
pixelsly,.
1.2.1f t is in the non-watermark area, add all pixelst imto a set of white
embedded pixelk,.
Step 2Create a raw color paleti, by counting color€ = {Cy, Cy, ...,C} from |
and denote the number of color elementBodisn.
Step 3For every pixel id,, count the occurrenc&®= {Oy, Oy, ...,0n} of colorsC =
{Co, Cy, ...,Cp}, respectively.
Step 4UseP,, C, andO to generate a sorted color pald®eand a rearranged color
paletteP, by Algorithm 6.1
Step 5For each tetromino ik, hideW in I, by the data hiding process using small
tetromino color shiftings (Algorithm 5.1).
Step 6For each pixep in.lp, embedNinto | by the following steps.
6.1.0btain a color« of p.
6.2.Search G in Ps to obtain @ color indewm of Cy,.
6.3.0btain a coloC, from P; by:-the indexm.
6.4.Replace G of p with Cy,".
Step 7Randomly pair every two pixels &f together usind to form |Iy|/2 pairs of
pixelsA.
Step 8For each pail in A, swap the two colors od to generate a watermarked

imagel".

6.3.2 Lossless Recovery Process of Original Images

by Removing Visible Watermark

In this section, we describe the proposed losstssvery process of the original
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images by removing visible watermarks. First, aabjnwatermark is extracted from
the watermarked tetromino-based mosaic image bijotstess data recovery process,
which has been described in Section 5.2.3. Thergwapalette is constructed by
counting the colors of the watermarked image. Bpgithe raw palette, a generation
of two color palettesPs andP;, are performed. At last, we replace the colorshef
black embedded pixel to recover the original tetromino-based mosaicgenay
using the mapping betwe&q andP,. The detailed algorithm of the proposed lossless

recovery process is described as follows.

Algorithm 6.5. Lossless recovery of tetromino-based mosaic imagees.
Input: a watermarked tetromino<based mosaic. image
Output: a recovered tetromino-based:mesaic image
Steps:
Step 1Extract a binary-watermar/ from | by the lossless data recovery process
(Algorithm 5.2)
Step 2For each tetrominbin{, perform the following steps.
2.1.1f tis in the watermark area, add all pixelg into a set of black embedded
pixelslp.
2.2.1f t is in the non-watermark area, add all pixelst imto a set of white
embedded pixelk,.
Step 3Create a raw color paletl® by counting the color€ = {Cy, Cy, ...,C;} from |
and denote the number of color elementBodisn.
Step 4For every pixel i, count the occurrenc&= {0y, Oy, ...,0n} of colorsC =
{Co, Cy4, ...,Cy}, respectively.
Step 5UseP,, C, andO to generate a sorted color pald®eand a rearranged color

paletteP, by Algorithm 6.1
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Step 6 Randomly pair every two pixels &f together using to form |lI,|/2 pairs of
pixels,A.
Step 7For each paia in A, swap the two colors @t
Step 8For each pixek in Iy, removeW from | to generate a recovered palette image
I by the following steps.
8.1.0Obtain a color Gof x.
8.2.Search @in P, to obtain a color inder of C,.
8.3.0btain a coloC,’ from Ps by the index.

8.4.Replace Gof x with Cy,".

6.4 Experimental Results

Figures 6.3 and 6.4 show some experimental restlepplying the proposed
removable visible watermarking method for a tetmoAbased mosaic image. Figure
6.2 shows a binary watermark used in the experisaéhgures 6.3(b) and 6.4(b) are
two watermarked tetromino-based mosaic images kg plhoposed watermark
embedding process (Algorithm 6.4). Figures 6.3(a)l &.4(c) are two recovered
images extracted from Figures 6.3(b) and 6.4(Ispeetively, with correct keys by the
proposed lossless recovery process (Algorithm &:igures 6.3(d) and 6.4(d) show
the two recovered images extracted from Figurethpand 6.4(b), respectively, with
wrong keys. As seen in these experimental resthits,embedded watermark area
looks visually different from the pixels adjacentthem. In addition, the watermark

can be removed losslessly with the right key
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Figure 6.2 A binary watermark image of size 256x256
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Figure 6.3 An experimental result. (a) A tetromivessed mosaic image. (b) A watermarked image
created from (a) with the watermark shown in Figbu2 embedded. (c) A recovered image

created with a right key. (d) A recovered imageatad with a wrong key.
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Figure 6.3 An experimental result. (a) A tetromivessed mosaic image. (b) A watermarked image
created from (a) with the watermark shown in Figb2 embedded. (c) A recovered image

created with a right key. (d) A recovered imagetzd with a wrong key (continued).
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Figure 6.3 An experimental result. (a) A tetromivessed mosaic image. (b) A watermarked image
created from (a) with the watermark shown in Figb2 embedded. (c) A recovered image

created with a right key. (d) A recovered imagetzd with a wrong key (continued).
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Figure 6.3 An experimental result. (a) A tetromivessed mosaic image. (b) A watermarked image
created from (a) with the watermark shown in Figb2 embedded. (c) A recovered image

created with a right key. (d) A recovered imagetzd with a wrong key (continued).

84



===
=l o 2 S A R L
e S S R == S
5 5 | e A
e [ [ e e e el L | (LS B
o = == At 2|
ot o A e e ==1 =1
EENEEE S e EEinE,
NSRS Ny | e LU S
el S = EE TS S| =
I =alnliR = — || SR
rE EE e =l = B
e R S| e S L
el Tt R = e S
ISR
" M A
=il
il

=

@)

Figure 6.4 An experimental result. (a) A tetromimmsed mosaic image. (b) A watermarked image
created from (a) with the watermark shown in Figér2 embedded. (c) A recovered

image created with a right key. (d) A recoveredgmareated with a wrong key.
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Figure 6.4 An experimental result. (a) A tetromivmsed mosaic image. (b) A watermarked image
created from (a) with the watermark shown in Figér2 embedded. (c) A recovered

image created with a right key. (d) A recovered gmacreated with a wrong key
(continued).
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Figure 6.4 An experimental result. (a) A tetromimmsed mosaic image. (b) A watermarked image
created from (a) with the watermark shown in Figér2 embedded. (c) A recovered

image created with a right key. (d) A recovered gmacreated with a wrong key
(continued).
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(d)

Figure 6.4 An experimental result. (a) A tetromimmsed mosaic image. (b) A watermarked image
created from (a) with the watermark shown in Figér2 embedded. (c) A recovered
image created with a right key. (d) A recovered gmacreated with a wrong key

(continued).

6.5 Discussions and Summary
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In this chapter, a removable lossless visible vmaéeking method based on Chen
and Tsai’'s method [32] has been proposed. Usingptbperties of tetromino-based
mosaic images, we can embed a binary watermarlaiotaver image by replacing the
colors according to a mapping between two coloeted. In the mean time, the
binary watermark is also embedded in the waterntankege for the use in the later
recovery process. As a result, it can be used & d¢bpyright protection of
tetromino-based mosaic images. Then, a processssleks recovery of the original
tetromino-based mosaic images which are used t@@miatermarks is performed by
an inverse process of the watermarking method. &igbd users can remove the
embedded watermark losslessly from the watermaikegdie without any additional
information. Some experimental results were gerdrhy the proposed watermarking

algorithms to prove the feasibility of the proposedthod.
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Chapter 7

Image Steganography in
Tetromino-based Mosaic Images by
Watermarking

7.1 ldea of Proposed Method

Steganographys a science of communicating secret data betweeders and
receivers. By the senders; the|secret data aredetatdénto the files of certain forms,
calledcover mediato createstego-mediaas camouflages. Then, the stego-media are
transmitted through public channels, such as therdet. The receiver acquires the
stego-media from the channels‘and extracts thetsdata from the stego-media. The
advantage of steganography over..cryptography ig tha behavior of the
communication is evident but the content of the mmmication is camouflaged.
Invaders who intend to steal the secret may condit®t these stego-media are
ordinary files and ignore them easily.

As the name suggesimage steganographyeans that images are used both as
the secret data and as the cover media, to pedtrganography. In this chapter, we
will describe the proposed image steganographichodetby a watermarking

technique based on the method which has been dedan Chapter 6.
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7.2 Proposed Method for Image
Steganography in Tetromino-based
Mosaic Images by Watermarking

7.2.1 Image Embedding Process

In this section, we describe the proposed imageeddihg process for image
steganography by watermarking. At the beginningadapted weighted Euclidean
distance derived from Formula 6.2 is proposed. aditronal Euclidean distance
between two color€; andC, and'the adaptedione for a col®rin a color palette are

defined in Formulas (7.1) and (7.2) ,respectivieélow:

H(C,.C,) = (R=R)?+(G,=G,)’ #(B,~B,)*; (7.1)

30, KU(C..Cy)
u(C)="8_ . (7.2)
pyer

n=0

By these two formulas, a process for generatiotwofcolor palettesPs andP,
and a one-to-one mapping between them are desdmbAtjorithm 7.1. Next, we
embed a secret image into the watermark area blcieg the colors of the
watermark area according to the mapping betwesndP,. The detailed algorithm
of the proposed image embedding process by watkimggis described in Algorithm

7.2

Algorithm 7.1. Process for generation of two color palettes.
Input: a cover palett®., a secret palette;, a set of color€ = {Cy, Cy, ...,.Ci} Of P,

a set of occurrence® = {Op, O, ...,On} of C, a set of colorC’ = {Cy/,
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C/, ....Ci} of P, and a set of occurrenc@s {O¢', O/, ...,0,'} of C'.

Output: a sorted color palette; and a rearranged color pale@e

Steps:

Step 1Sort P; by the occurrence®’ in a descending order to obtain a sorted color

palettePs.

Step 2Create a rearranged color pald®tewhich has the same sizeR

Step 3Use the color<C of P, and the occurrenced of C to calculate weighted
Euclidean distance3,, of all colors inPs by Formula 7.1.

Step 4UseD,, to choose a coldt;, which has the largest value Bf;, to be the first
color of P;.

Step 5Calculate Euclidean distancé&s betweenC; and the other colors iRs by
Formula 6.2.

Step 6Use D to constructP; by rearranging the colors iR in the order from the

closest color o€to the farthest: color d;.

In Step 3 of Algorithm 7.1 above;.different fromgakithm 6.1, the adapted
weighted Euclidean distancés, of all the colors of the sorted palette are coragut
using the color€ of the cover palett®. and the occurrencé3 of C. The reason for
doing this is that we want to hide the secret imaghe watermark area by replacing
its colors in such a way to make the watermark brela more obvious. The detail of

the proposed image embedding process is descnb&Edaorithm 7.2.

Algorithm 7.2. Image embedding process for image steganography.
Input: a tetromino-based mosaic imagea binary watermarkV, a secret imag§,
and a secret key.

Output: a watermarked stego-tetromino-based mosaic irfage

92



Steps:
Step 1For each pixep in I, perform the following steps.
1.1.1f pisin the watermark area, addnto a set of black embedded pixkJs
1.2.1f pis in the non-watermark area, golthto a set of white embedded pixels
.
Step 2Create a cover color palet® by counting the color€ = {Co, Cy, ....Ch}
from | and denote the number of color element8.aism.
Step 3Create a secret color paleReby counting the color€’ = {Cy, C{, ....C}
from Sand denote the number of color elementB;afsn.
Step 4For every pixel i, count the occurrenc&= {0y, Oy, ...,0n} of colorsC =
{Co, Cy4, ...,Cy}, respectively.
Step 5For every pixel inS count-the occurrencéd= {Oy', O/, ...,0,} of colors C’
={C, Cy, ...,.C/}, respectively.
Step 6Use P, P, C, C; O andO’~to generate a 'sorted color paleRg and a
rearranged color paleti by Algorithm 7.1
Step 7Obtain a widthw and a heighlt-from-the secret image
Step 8Divide Iy, into two areas, and name them a secret lgr@ad a non-secret area
I» which have sizes afixh and|l,| — wxh, respectively.
Step 9. For each pixep in Isand each pixed in S, embedSinto | by the following
steps.
9.1.0btain a colo€, of p and a color gof g.
9.2.Search gin Ps to obtain a color indexof C,,.
9.3.0Dbtain a colo€,' from P, by the index.
9.4.Replace the color,@f p with Cy'".
Step 10.Randomly pair every two pixels &f together using to form|lp|/2 pairs of

pixelsA.
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Step 11.For each paia in A, swap the two colors a to generate a watermarked
imagel’.
Step 12.For each tetromino in,, hide W, w, h, andPs in |, by the data hiding

process using small tetromino color shiftings diésct by Algorithm 5.1.

7.2.2 Image Extraction Process

The proposed image extraction process is an invpreeess of the image
embedding process. The detail of the proposed ireagaction process is described

as follows.

Algorithm 7.3. Image extraetion process for image:steganography.
Input : a watermarked stego-tetromino-based mosaic irmage
Output: a secret imag8.
Steps:
Step 1Extract a binary waterma®/, a widthw, a heighth, and a sorted paleti,
from | by the lossless data recavery process describédgioyithm 5.2.
Step 2For each tetrominbin I, perform the following steps.
2.1.1f tis in the watermark area, add all pixeld into a set of black embedded
pixelsly,.
2.2.If tis in the non-watermark area, add all pixelst imto a set of white
embedded pixelk,.
Step 3Create a cover paleti by counting the color€ = {Co, Cy, ...,C} in I and
denote the number of color element$pasn.
Step 4For every pixel id,, count the occurrenc&®= {Oy, Oy, ...,0n} of colorsC =

{Co, Cy, ...,Cp}, respectively.
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Step 5UseP,, C, C, O andQ’ to generate a rearranged color palBftby Algorithm
7.1
Step 6 Randomly pair every two pixels &f together using to form |lI,|/2 pairs of
pixels,A.
Step 7For each paia in A, swap the two colors @t
Step 8Divide Iy, into two areas, and name them a secret lgr@ad a non-secret area
I» which have sizes afixh and|ly| — wxh, respectively.
Step 9For each pixep in Iy, extract each pixef of S from | to generate the secret
imageS by the following steps.
9.1.0ODbtain a color gof p.
9.2.Search Gin P; to obtaina color indexofC,.
9.3.0Dbtain a coloCy"fromPs by the index.

9.4.Assign the color ofj to Cy".

7.3 Experimental. Results

Figure 7.1 shows a binary watermark and two segragjes which were used in
the experiments we conducted to implement the pmepomethod described
previously. Figures 7.2 and 7.3 show some expetiaheresults of applying
Algorithms 7.2 and 7.3. Figures 7.2(b) and 7.3(be @wo watermarked
stego-tetromino-based mosaic images yielded bypttoposed image embedding
process (Algorithm 7.2). Figures 7.2(c) and 7.3 two secret images extracted
from Figures 7.2(b) and 7.3(b), respectively, wabrrect keys by the proposed
lossless recovery process (Algorithm 7.3). FigufeXd) and 7.3(d) show the two

secret images extracted from Figures 7.2(b) an@);.B2spectively, with wrong keys.
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As seen in these experimental results, secret isnege be embedded imperceptibly
in the watermark areas, and hidden data can baatett correctly, by the proposed

method.

7.4 Discussions and Summary

In this chapter, an image steganographic methocdoam the proposed
watermarking method has been proposed. Using tbpepies of tetromino-based
mosaic images, we can hide a secret image intover @amage by replacing the colors
of the watermark area according to a mapping betvwee color palettes. In the mean
time, the binary watermark and a color palettesdse embedded in the watermarked
image for the use of the later imagerextractiorc@ss: As a result, it can be used for
the covert communication via tetromino-based mosaiages. Then, an image
extraction process of the secret images Is perfdrimean inverse process of the
image embedding method. Users can embed some' s@ages in tetromino-based
mosaic images by watermarking. Some experimengalltsewere generated by the

proposed image steganographic method to proveidhdity of the proposed method.
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Figure 7.1 Input images for the proposed methgdA(binary watermark. (b) A secret image. (c) A

secret image.
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Figure 7.3 Another experimental result. (a) A tetioo-based mosaic image. (b) A watermarked
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The secret image extracted with a right key. (d@ $lcret image extracted with a wrong
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Figure 7.3 Another experimental result. (a) A tetioo-based mosaic image. (b) A watermarked
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key (continued).
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Chapter 8
Conclusions and Suggestions for
Future Works

8.1 Conclusions

In this study, we have proposed methods for arggmaeation and data hiding in
them. Users can easily generate art images and cersberet data in them
simultaneously. The embedded datascan bea seesstage, a watermark, or a secret
image. We can apply these methods for-variousnmition hiding applications, such
as covert communication, copyright protection, etc.

A novel type of mosaic image which is-calledromino-based mosaic imagge
created in this study. In addition, some informatibiding techniques are also
developed for covert communication, watermarkingd amage steganography
applications.

In the creation process of tetromino-based mosaages, we found out all the
possible combinations of tetrominoes by the progdsee enumerating algorithm.
Then, a tetromino database was constructed witterdift colors and tetromino
combinations for the creation of tetromino-basedsam images. Finally, we also
proposed a border enhancement process for improwrsgal effects in
tetromino-based mosaic images.

For data hiding in tetromino-based mosaic images,utilized two features of

the mosaic images to embed data. One is the cotrdnsaof tetrominoes, and
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another is the color values of tetrominoes. We haeposed a data hiding technique
by using distinct combinations of tetrominoes. Topiove the visual quality of
stego-tetromino-based mosaic images, an edgegdfittiethod was used to enhance
edge effects bpdjusting combinations of tetrominoes using thenmifation obtained
by edge detection. In addition, the feature ofdbkrs of tetrominoes was also used
to hide data by increasing or decreasing coloreshf tetrominoes slightly. Using a
lossless data recovery process which combinesuhetibns of data extraction and
lossless cover image recovery, we can extractfdata stego-images and recover the
original tetromino-based mosaic image without aisyodtion.

For watermarking in tetromino-based mosaic images, have proposed a
removable lossless watermarking method by replativg colors according to a
mapping between two color palettes. Based on tivueriible watermarking method,
we have proposed an.image steganographic methaepbgcing the colors of the
watermark area according to the proposed mappitvgeles two color palettes.

According to our research, we can claim that if¢hie an image feature of an art
image which can be modified and detected, a coorefipg data hiding technique can
be developed. And the three applications of infdromahiding, copyright protection,

covert communication, and image authentication,bmachieved.

8.2 Suggestions for Future Works

In this study, we have proposed a method for tleatmn of tetromino-based
mosaic images, as well as two data hiding techsidoe tetromino-based mosaic
images. Furthermore, a removable lossless watemgannethod and an image
steganographic method by watermarking have also pesposed. However, there are

still some interesting topics which are worth fentistudy. They are listed as follows.
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For tetromino-based mosaic image creation:

1.

Creating combinations of tetrominoes with differsites and tiling styles
to make the tetromino-based mosaic images haveusvisual effects.
Enhancing the performance of creation of tetronbased mosaic images.
Applying tetromino-based mosaic images on characi@r geometric
totems.

Producing mosaic images with other shapes basedraputer graphics.
Enhancing the performance of the tree enumeratgagithm for finding all

possible tetromino combinations by applyingskarch algorithm.

For data hiding in tetromino-based mosaic images:

1.

Combining two propesed data hiding methods andyappthem on mosaic
images to enlarge the embedding capacity:

Using more tetromino features such as positiomot@no border, etc. for
embedding more data intotetromino-based mosaigesa

Extending the proposed 'methods to survive somelattauch as scaling,

rotation, JPEG compression; ete.

For watermarking and image steganography in tettorbased mosaic images:

1.

2.

Enhancing the robustness of the proposed waterntarkethod.

Creating different types of watermark effects itrdmino-based mosaic
images.

Enlarging the data capacity of the proposed imaggasographic method

by utilizing other features of tetromino-based mosaages.
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