IR T R
PRERAL AREFSI P EPT w

oL o 2

12 1SO27001 3 A#=R R EFTRE 2R
- HE- TG EY S

Evaluating Information Security Management Based on
ISO 27001 for Type | Telecom Service Providers

Bor o4 kg

—_— N

ERE R K



:ﬁt

EFRE >R
]

H

1 1SO 27001 5 A#3T=m & 1
- NE-FREE

Evaluating Information Securlty Management Based on
1SO 27001 for Type | Telecom Service Providers

it ""A‘

-:mk- ok

Moyod ke Student: Hung-Chang Hsu

I ERE HER Advisor: Dr. Chiun-Sin Lin

RERALAREITE T o

A Thesis
Submitted to The Master Program of Management Science
College of Management
National Chiao Tung University
in partial Fulfillment of the Requirements
for the Degree of
Master

in
Management Science
June 2009

Hsinchu, Taiwan, Republic of China

PoE N R4 o~ E R



IlBON%lpgggé ;#%ﬂ$£§ﬁl
SR TGRS 0

GENERE Lk pERE R BL

SRR ¥ F. ¥ I BN S-S SR X

P

FHE R F R LE o HEBA A BT EREF o Ra p FAFRDT AL 2R
{g, 'li @’;‘11}4 ~ ijgl "ﬁ]ﬁ —*’Ke‘ :,\.ES;;—E‘- Jg"*: g*’\lyb s _p: 1]:;}%. T%g—r’\ 1995
E‘g’iﬁ:”. BS 7799 ¥ =% }_? %ﬂ—% 'j&*:}ijﬁ‘ﬁéﬁ’%‘;ﬁ_’_a gp S EFAE

# 72 % %i(Information Securlty Management System » ISMS) » @ (SikBrF ¥ L 5 P n1SO
27001 > Fostd iz § 100%NF 3% 2 > A B R BH LR F KR G L
WHFRBIFTREI AN @ E BEAE 2R ETE - Bh a0 o

AF7 3 12180 27001 11 ~ | £ 55 ~ 39 41 P ¥R 133 M 48 & A#H
EEL) *ﬁ,#m’r—#z\ CMERTPHEI R RN N LT ‘/"ﬁ;%:,;}_g;gv_
IR F%;&ﬁ%ﬁmﬁz},b,ﬁﬁ?% FRLOFRNGr N TR EDTAL > P2
7 0 1SO 27001 7w ik > B % f 6 0 1SO 27001 414 hE B P > F G LA 7
FrFRx 2R aT R EF 4S5 2EY LR P -ERAERAS IR
(Important-Performance Analysis » IPA)sLP % & 5 4 $3¢ 133 58 43y 5 o5 7 FEE

B %8 0 109 1S0 27001 shigl45 %5 o % 6 £ RS £ AR 5] 90% -
MARGALNTRY 2FREG 2Bk E > B Al R T TR > AR
ﬁ?{r*ia’sﬁﬂu i) rﬁ%f“']“* v AT BE R AL TE 2, e TER
X2 S UFRE2FRSZ B v FH o K AREEEG >4 g e E0
W%m’%ﬁ£¥*e$,#ﬂﬂﬂ>ﬂmlﬁm%,Mﬁﬂ58ﬁﬁewﬁﬂ%ﬁﬁé
EEEY Bl

Bi4tF 1 1SO 27001~ T3 % > ~ISMS~ § 2 %



Evaluating Information Security Management Based on
ISO 27001 for Type | Telecom Service Providers

Student: Hung-Chang Hsu Advisor: Dr. Chiun-Sin Lin

The Master Program of Management Science
College of Management
National Chiao Tung University

Abstract

Rapid growth on science and technology increases life convenience and efficiency,
however the emerging information security issues become serious threat to personnel,
organizations and countries. BSI released BS 7799, the Information Security Management
Standard, on 1995 for building up the comprehensive ISMS, today’s ISO 27001 is evolved
from BS 7799. There is no 100% guaranteed information security, follow the international
standard is the best way to minimize the damage caused by information security issues.

An 1SO 27001 based evaluation form is created to appraisal information security
management situation in telecom industry via physical interview and verification. The
telecom industry oriented information security management suggestion, ISO 27001 Core
Edition, is developed as reference for those who intend to deploy ISMS. IPA
(Important-Performance Analysis) is used to illustrate the strategy of performing 133 controls
by service providers.

The research result indicates telecom service providers reach 90% of conformance level
against ISO 27001 controls, and have good performance on “Asset management” and
“Compliance” control sections, but need to improve on “Security policy” and “Organization
of information security” control sections. The proposed ISO 27001 Core Edition includes 58
important controls which can be the information security management suggestion for telecom
industry.

Keyword: 1SO 27001, Information Security, ISMS, Telecom Industry
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