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ABSTRACT

The more prosperous. dévelopment 6f the Internet, the higher frequency
both the Government“and enterprises use it to provide services. The
electronization ofsdifferent kinds of data in various applications has
brought much convenience. However,the easy' access of the Internet were
accompanied with many risks, such as information leakage, system intrusion,
etc.

Most of the campusnetworks use firewall*to prevent hackers as the first
line of defense. Since the approaches used by hackers have become more
sophisticated and diversified with the great development of the Internet.
Using firewall as the only defensive tool is not enough. Therefore, this
study proposed a solid IPS and ABBA System, which utilized the network
system administrator to detect suspicious intrusion effectively among
abounding alerts, and furthermore blocked it by firewall.

In this study, we collected the data of invasion from the computers
in computer classrooms in an elementary school. Then we employed the ABBA
System to carry out statistical analysis. The result we obtained from the
ABBA System did benefit the system administrators realize the present
status of network anomalies and allowed them to take necessary
actions , which contributed to achieve the goal of upgrading the safety of
campus .

keywords : Network Security, Intrusion Detection, Abnormal Behavior
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& 0 5 BASE» 7 i@ e DEpfiggorsy Topak e F |~ T RS s s
T REER ) FofF % 950 e BASE 7 s 2 Snoftei s B 1 4 6

BASE s B §_fL >t X g ACID (Analysis Console for Intrusion Database)
Web % & g 32Azstm & » =R ACID choE g At B - AR 55 Tt

@55 TR e
NP AN ER TR E R 5 TRRIP, ~ TP IP & iTH

4 hE L 2 g
QIE i
pITHOE iR > HEL L E o

@B & A
RHETa LR gUS THER, - TEER, 2 TiTAm, -
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)
® gwbwk TAD NHE
e = € X @ [0 w60 168 16Rbeebace s gl

vy -| |- Pa
i BRI W WD Pt e BTN 1 GriLos hinting @b vt FAD- Mosta Wi e Mo (R LIHE 8 01K | 1,

unigue listing
unigue listing Source IP D
unigue listing  Soures P Destination IP
any protocal TER upP IEMP
any pretocol TCP upP
any pretocol TCP upP
any pretocal TCP uoP
any pretecel TCP uopP Uss Archive Databiate
Source Dastination

Graph Alert Data
Graph Alert Detecton Time

Mast recent 15 Unique Alerts
Mast frequent § Unique Alerts

SensorsiTotal: 2/ 3 Traffic Profile by Protacol
Unique Alerts: 49 TCR [T0%)
g e —————————————————
Total Humber of Alerts: 169607
UDP {< 1%)

® Src 1P addrs: 185

* Diest. P agdrs: 2752 NP (<

® Uriique IP ks 7163 I"'“ (1LY

& Source Ports: 168016

Portscan Traffic (28%)
* o TCP({15015) UOP (1)
® DestPoets: 532
= o
-

- e [ Flo® 0

B4 BASE 2 & &

XD WHE NO0 BN FR@ Fekck TAD NHED
0 - QX o P63 0 168 d0basban gy phaeev=l o |G-
L AR e DI Fontox e SHRE 4 Gral wn chindng e Pondos: FAG - Moot Wiki e Mol SERWG & QEHTIOE | ] UILGESTMEIRE ) 10110 01T e

asic Analysis and Security Engine (BASE) 1

Heme | Search | User P

| Legout

[Back]
Meta Criteria
Sensor: { any Sensar } ~ Mlert Group: { ary Alert Group |~
. { sagreature } w| = )

ISR (Classification:| { ary Classihcabor |~ Prioritys| _ = -
[Alert Time: [t} e[ (month} e[ Jlyeordw|  §§ || ][ a0DTME

1P Criterla |

Payload Criteria k

Sort order: & none | O tmestarnp (ascend)| O tmestamp (descend) | O signature | O source 7] O gest 1P

Alort Group Maintenance | Cache & Status | User Preferances | Logout | Administration

) (by Kevin Johnson and the BASE Project Team

(WL i)

B 5 BASE #0x
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3 Basie Analyss and Seenrity Engine (BASE) - Graph Alert Dute - Moills Firefox
XD WD SN0 BRQ BEE wbeck IAD NHEG

“ - o A ) M0 168 16beenbace_gaph_osin e - - v

] BTERIERE e WSO Fotox e SEMIE M Grail vu chintng @ Fvtox FAQ - Moshe Wiki @ bosil 49 EBW % a LUETTTPS

BASE Gt Thos o Mok o4 Alards

Alert Group Maintenance | Cache & Status | User Preferences | Logout | Administration

BASE 1.4.1 (lara) (by Kevin Johnson and the BASE Project Team
Built on ACID by Roman Danyliw | -

x o F [ Sl
£ L I

B 6 BASE si:t £ £ M)
E%B%Eéﬁﬁ ﬁ%?gﬁﬁﬁu?ﬁﬁyF%Fg*m?ﬂ’@%¥f
kAR 'EP\mg’é?ﬂh“ﬁ\,X?ﬂ’i¢ ’Jﬁ”‘ CHamu LYo s s
W\K? ‘Kﬁﬂﬁim§mﬁﬁ EiMm FAE A oo Fp s AFTE Y 0
1 PHP %3+ ABBA J e > it I 3;&&)5%‘;“7—*‘ A "+_;’L; F AP Poid en(E Ao p W
e B2 AT R R o - I ;:-: — _ .

- % “ 1 EB5
- e - o, St

2.4 GuardianHAbiiye Response for Snort

Guardian 2 & £.% & Snort » % ¥5 Snort #rA& 2 h& kg & L }7x Ve
Hp>mER p e E T 24250 [30] %8 Guardian ¥ 2 TR AT VB AR
FEdgsrs R p s [P muendt e o Guardian .4 Perl #7§ = chfgst » H 47
X g L ds e 32 ipchains~ iptables~ ipfwadm~FreeBSD using IPFW~ipfilter »
Checkpoint Firewall ~ PixFirewall % - Snort £ Guardian sn2 & » ¥ W R &
FHEMS R AN AL ABERBEF TS [P BT o

Guardian (K TAHL & 5 & B > 4 ST ¢

1. guardian. ignort

LESREGEV FoA sy lP ZRRPEFHATEDIP ¥ UEL
g M pF P guardian B Vs ETHAF 3 e o Blde DNS A8 > getways ~ R A
i’ﬁﬁﬁﬂﬁ*vﬁﬁﬁﬁgﬁmiﬁﬂh

2. guardian. target



R EL R 41 R EDI [Py & 5348 [Po F Snort 4 Bl F] e
3¢ > &0 Snort ePRPIIER o P57 Snort hE L > @ Hp P LAY h
[P p= > B guardianfj!tg rEed Ul o HAF KRR TP A i endt e o

Guardian ¥ /4 ik Jx e B 3L H 7 Ko K T4 [P hps o § HE P F L] -
FIoW Rtk s TP hdtg 0 R B R RPN VT e 2 B AR Ap Y & B
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=% MMAY

H%éﬁ:r:rra:rr{ﬁ,’gmz;gonﬁ% FEY N B nd T s s B0 g
OE R BT LN R B § wém?ﬁo%W7},H%é%,m%%
7 4 e Snort ks $FH W N Bk Kiende ’E’J;k F - R o Tt A
ABALE B3I EY ALRErZAER PN E TELSF 32845
Snort » & ]k SLenZE 4~ RIS SN & RPlanEiz 33 WRI A B RN TS ik
LT N e Bt 0 3.4 S RIH AT T Snort ERFH A EH AR
fa— T ji‘ngf_’fgo

3.1 »&FE L LT

- B I(?i % eagh 4 e b i SR o ,2%‘;’,$Ii§— f[}i‘:ﬁ‘-}i{_&,ﬁ\?{,? o R
A B e i o GEEF T o 2t g 0 A gﬁ’?—lzé-f—?‘g‘r‘a o m M§
FRRE 2ERTI B ek d B SERE R FTER o I E A
FEAK €I A R PR AR e (7 e hek B P oRR
PWFEFARARTEOTLRE 2 PR RS Sy E‘ﬁé_é‘_ Efm Al
oo T E il B RSO E A B OITE RN B R ORIRE 0 g T
Fens S 0 R LA AR g A (2001) BB R E RS
S E L A E R e R (s L AR B T [2]

3.1.1 Faoi

ﬁ%ﬂ*—%ﬁﬁﬁl;‘ ﬁmiﬁﬁﬁ & 773K § end i o
bl4c P i fenp Labme o LE G 30F IDS MRk s ki K pos

[P ensfed & o SiFiot f3F ,5’%’;”‘ M s RS o T A Y R B F
EBens N
1. finger ~whoisdp 4 @ & unix p & ihdp 4 » 7 B8 ki ¥ —‘ﬁm;ﬁ*\ﬁ—' o
2. traceroute : Linux % %% traceroute ° Windows /% %t 5 tracert - -
BT R E > T UM AR B ST ed B[P
B F g e L
3. Frxb@ic#8 ¢ 4 Teleport Pro ~ HTTrack % - l’f‘:&«ﬁ%ﬁijﬁiﬂ%—f& i 5 xb 47
Wl _'rﬁﬁ;ﬁ—v’ PR FPSHT o LB R LA
WE B R &n 247G DFR 0 F I G AT E TR
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3.1.2 pifFp

FEAFRRELLLS NP RS TR B IR Port o JFHHFT 0 Rud i
% ik o Portscan £.2% & » &pFd * iRl 7 5 0 1% Portscan ¥ 144y d e b
e B2 H AT B ErePRI% Port - Portscan 3 T 7S fA i“ :

I R Ber @ - A [Py P @Rl G O EAE R

2. HpH- ﬁ&%;egmport:ﬁfafi .+ ehPorts ¥ 12 %ﬂfw 1 9TIE B TPR S o

3.1.3 33 2bs#
ﬁ%ﬂ‘&?li%ﬁ?ﬂ’%ﬂi%%ﬁWﬁﬁ%ﬁﬁiﬁ%wmﬁ,%
?uﬂ?9%ﬁﬁ%ﬁ?ﬁﬁ%@F%%ﬁ§ﬁlﬁwwﬁ@ﬁfmﬂ3ﬁi%’

#7127 & i Telnet PRAx > 1 # f B pRBeRL b endte 0 R AV
MR A% A 48 AR B AR LR R AR g Ly —ﬁwﬁ§o

3.1.4 P~i8i * 4&

3.2 Snort R ¥ F 5 R N

Snort » i1 ip] % s E Marty Tosech >+ 1988 # #74£]: 41 % 1 Open Source( &
TRAeFE) » R RIEHE o A - R L p AR HFV P FBaw R ki Bk
Se[l]o A B3 4 Libpcap shd i A > T 28 F L St 8T 5 - Snort
%%@m%&{f%@%&ﬁ%%@m%&’ijﬁﬁﬁﬁﬁéa&ﬁﬁémga

TR A A (Rule-based) szt $4+e p F i 7y > $ 8 £ RA hife 2
iﬂ&?%%Fé’@%ﬁﬂg%’ﬁﬁﬁﬁﬁﬂioﬁmtAFH%Kﬁﬁ%i

B »~ Syslog 4p Tehp 3&~ &4 - Snort * kit RPlang o ARy hgF G E
Mo FR T A E e r BTSN K Ko ¥ Snort B oECE I edFE a4 o0 w
A 6 o 4o Vs (firewal )b p & BB enfite > ki » W R 2 B E

et i (6] o
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3.2.1 Snort &u:d T 5"

Snort & » & pIAp R chA & 5 v AR
1. ¢ ZEH (Sniffer mode)
ERRR L e B anp o DRI RIS P F R FRDL o
2. # @ es4;Y (Packet Logger mode)
Mot BT ehdt e sl AT o
3. R~ Rk st (Network Intrusion Detection System mode °
NIDS)
AYTERY G PNF ek BERY * or g & P (Rules)
RPN B FRBAP R eds (T o
4. Inline mode
K s (Iptables) k#5823t ¢ m 243538 libpcap » 4% @ 3| 7 & Snort
HPE I gt e o e P R ®eeds Tk 2 27 Iptables F 3 3@ & H 0%

,—

fr e

3.2.2 Snort =¥ {77 #

Snort £ & i 7 % fpde T Bl

e
N ork — . Detection Alert/
Sniffer |Preprocessor . :
B one ——— Engine Logging
—_—

Packets \
/{ulesels

Log Files/Database

B 7 Snort i & ¥
FH kR (2]
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Snort A & d w BINA e ! 3te 5P~ f3255 B (Packet Capture and Packet
Decoder) ~ # &dZ % (Preprocessor) ~ i B3 & (Detection Engine) % izé57 &
7+ % % (Logging and Alerting System) > 4 ift4c™
1. 3¢ #5~21245 B (Packet Capture and Packet Decoder) :

AR s SRR Bt o XN M4 38 BB (T fRAE K i A 44T o
Snort 41 * Libpcap S #c R fgB~4t+# [14] > & 4B TCP/IP 2 2cn7 Ik & = it e
BEfRT o x TR B B E AHRp e o

Decode [EEES0211 Flt.
DecodeEapol
DecodeEapol Key
DecodeEAP

Decode TRFIt

Decode FODOIT
\))/ Decode ARP

Decode SHpFPLt
Decode PPPpkt

Decode UDP

—{ Decode ICMP}

Decode EthFl

Decode Vian
F)kecndeldLRalﬂPHc‘:{ \
codel4 L CiscolPPk
Decode NullPkt Decode[POPtions
DecodePflog Decode RawPlki

\

DecodelPV6
Diecode IPX

DecodeTC POptions

B8 Snort f2m3fe 2 ¥
'7\/}%:-[]
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DO

W 2 % (Preprocessor) :
Snort et SR B R § A BIEF o U F AP B S B AT ferrmE 1R
MRkerr L ¥ - BT JWEHE R ORGVE FARE N I 0 I RS
i BrrenT feddpic > @ s g2 W wF Snort R5EF ER] o
@ﬁﬂ%%ﬁﬁﬁﬁﬁé’ﬁﬁiﬁ@£¢° TESLE N M AR T
TCP Stream ~ %G cndgd& & o fo pre i 2875 A8 3] chsc ¥ > 4o 5 0B 5F >
TEERAZEL L - v’%.v‘zaﬁ@g@%ﬂ‘f 2 (8 0 € RFTHLE TIPS E e
PRI H o S LD R IEL H 2 i A2 4T B

Detection Engine

Packets \X\ | /A:/

HHTP Encoding Plug-in

( Port Scanning Plug-in ]

19 Snort 7t e
TR 7]

3. ¥ pl51 & (Detection Engine)

WORIS B AR G A A ST B A R o Snort 5 1 SR Xt B
e o FHRG P LR E o AL RFTTRR T LA D (TR FRJIL 0 F AT
HAFEF 5 BT AEE o LA T B

- Detection Logging/
—> Engine Alert
If Yes, send to
Logging/Alerting
Packets

match?

B 10 Snort #t¢ j#z8 7% H B
FH KR L[]
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4. =& & ks (Logging and Alerting System)

Snort e 43 W RID > {7 5 e P A 2 TR EL 2 % g 8 5B TCPDUMP
et Lo T Syslog # &L 2 4 > nidl iR AR c B L7 i
FAfRERATHREY o

Web ServerfFrontend

1

/" 8yslog .
. Files ~

i

Alerts/
—_— Logging )

Log Files Web Server/
l 1 Database

/' SNMP )

\‘ Traps |
/ Win Popup)

\ Message
N

Packets Frontend

Bl 11 Snort s= &2 §7 7 1§l
?ﬁ%ﬁ-”]

3.2.3 Snort H W7 fz >

Snort » & p]k Siieipldte h N G T s R 5HE A B RR R 0 A4
e TR F odek g T Vﬁ*ﬁ*mﬂ,ﬁ R A S 7R S
BB T e d FET T G 0T el
1. #% %™ g (Protocol Match)

Snort 4+%F+ IP ~ TCP ~ UDP ~ ICMP % %38 7 & 47 > H i T4 17 fle » #dt e
Fe R T A 47 e % S TAP RN A B (TR B o blde D TCP 4@ +hikie (flag)
Ao T RN E o - TCP e S5 - B2 F Bikie > e d* KEP &R
et i > TCP eni= <4 F (FIN) ~S (SYN) ~R(RESET) ~P (PUSH) ~A (ACK) -~
U (URGENT) ° 4o™ &5 % - RPlend & > B ¥ flags 5 & 8 TCP iz i~ (742

e

T TR e

alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"SCAN SYN
FIN";flags:SF, 12;reference:arachnids, 198;
classtype:attempted-recon;sid:624; rev:2;)
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2. % 8 ™ pe (Signature Match)
FBT ﬁiaﬁf A_Snort BR] ks L & HT Rl o F R RAFIHRF BT
?mif; I{‘?}W’J}%"—ﬂ’:}%g’*ﬁd mif; —3’-3;}3‘/{”{0 13#7)\1,\%‘/?%/, neE 3@1’%

T AT 15‘—1"—3—3 57 fie o blders T R LR

alert tcp $HOME NET any —-> $EXTERNAL NET $HTTP_PORTS
(msg:"WEB-CLIENT readme. eml download attempt";
flow:from client, established; uricontent:"/readme. eml"; nocase;

classtype:attempted-user; sid:1284;

reference:url, www. cert. org/advisories/CA-2001-26. html; rev:9;)

IERP Y TR BT EERDF P 5 T /readme.eml ; o ¥ ¢t > Snort » &

3 Fragment Reassembly # sc > # 12 4 s &

% i éJ(fragmentatlon) R IERENEL EFRR] T e 0 A H AL HT R TR -
3. =% TR

2w B2 A0 gl R N 1R LHT R ¢
FTHNEREF T o a2t M E DT B o Blde - BB TR E R U ki

% 5 2 s R (TR U e T LR A

alert tcp $EXTERNAL_NET any —> $HTTP_SERVERS $HTTP_PORTS

(msg:” WEB-IIS TSAPI .. .ida " attempt” ; wuricontent:” .ida?” ;
nocase;dsize:>251;

flow:to_server, established;reference:arachnids, 552;classtype:web-a
pplicationattack;

reference:bugtraq, 1065;reference:cve, CAN-2000-0071;si1d:1243; ev:6;)

Ho Stz “dsize” ;T*’«‘?L f?‘ﬂ‘ e mp fUEE TR ek Ras b
F}i‘\’“251’3’”’;‘r%§/? N R E N FoE R
TR

P PT 2 e s R F 4 A BEATOE R o F 0 B R
GAS SR R S RS BRI > B R TR
5. AT
HEHEETENRPE AT BRIk A 4 F7enE 2 o Glde o X
IP &1 ~smp 227 100 & CGL ¥ & 78fgeffse— = CGL4Fp¥ i+ - [2][6]
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3.2.4 Snort =3P

Snort » B iRl & SLi & F 0 TP kP|¥rep b v i o~ BF 5 0 £k
F R Hc s A B Rk 5L (Signature-Based IDS) o 1% ¢ & = 45 en4Lp|
B Ryt e p 3 o k(PP TR IR LI AL TR AP BERPE
3| Snort # »~ & W P2 %704 % o Snort cid PRI B B st ent 5V kg B b
TR FEBRA B LEp e g Ko

Snort el £ BHE - FHEP R hhtEF T RERIT RZERESB
i H R E'Jﬁf‘u? B oo Snort AP & 4 A S FRA o HLPIEE (rule header)

2 HLPiE 78 (rule options) o #LRAIEEA & & 2 7 P[end iF s i 2> Rk
BEZ P oenizhten [P 2 i % e Port R o RREMA S § 0 EL L2 e
WhP FHE > Td - B BiEEEED F[28] o HBHdeT

alert tcp any any -> 192.168.1.0/24 111 (content:” |00 01 86 a5|" ; msg:” mountd access™ ;)

| #A#8 (rule header) | #.8):% 18 (rule options)
W12 Snort R # b
ALk R 28]

4.8 (rule header)
Snort =4 Pl @p T/ ESE AP 3 @ ds (T (action) ~ i OER T
(Protocol) ~ %% [P % Port~ F e IP 2 Port % ¢ iie EFM o A H4oT ¢
@ % it(action) :
2 & F 23 Snort FF G ite (2 A RREE P A% B0k i o Snort ¥
* eds (T4e T ol
® alert A2 &EZu 4T
log ieéx3te
pass £ v& & o
activate & 4 ¥4 ¥ fade ¥ - iF 0P RJL -
® dynamic & #FE I ¥ - iERPARI T A kB o
@&:ii 212 % (Protocol )
Snort P m X ¥ end 3k 2 & 455 TCP ~ UDP ~ ICMP 4= [P -
@IP 2 Port :
Snort # * Tany ;@B F k&7m TiE- imnh ) » 2 70 E iy TIP ko 4
F192.168.1.3 ) o 4r% & £ 7 T b i plie * TCIDR  #i55% » 7192.168.1.0/24 |
47 4%.192.168.1.1 71 192.168. 1. 255 iz fx ® e o @ % 11 P& M2 e
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fgess 1P 40 1192.168.1.0/24 > % 7 22 192.168. 1. 1 ¥] 192. 168. 1. 255 ixf i
B o

Port # rertds 462 34 & 7% > 4o® Tany | &7 E & port » 4p L4 Lehport >
4o telnet #7123 ~http 080« & &2 1 | &7 #F % shport £ 7 > 40T B

log udp say aay —> 1¥2.168.1.0/24 1:1024 log uwdp

traffic coming from any port and dectination portks maging from 1o 1024

log tep say aay —> 102.168.1.0/24 :8000

by tep traffic from any port godng to ports lees than or aqual to GOG0

log top =my : 1024 -> 1982,168.1.0/24 500:

g tep traffic from privileged ports lecs than or equal te 1024 going to perie
grambawr than or agualis BO0

M 13 Port §17 &7 4 o1
T kR - [28]

&®:its iiv (Direetion) :
> g a2 D KR IR Eaport AP 0 IP chport % b i 4o

alert tcp 192.168.1.168 80 -> 192.168.1.0/24 any

q Rk HE B 4
| RIRIP Port ! i BeylP Port

B 14 Snort #t¢ Jn B

PO RE T3 A KRR E P iy o

H.R:E % (rule options)

HPIEF e Snort » EHRIIEFR o iRs > AR Fd - B YBE
Wi e s o RPEFF r BAL > AT

@general

IR L ERR AR B T 0 m B BRI e
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& payload

L TR P R g o
@non-payload

RO R R R

& post-detection
BHE P FHB SR G0 TR A DR T STRPeDE B R
HPIETE LR T FIR T 4

71 AREAMET

A~} M4t F

general msg ~ reference ~ gid ~ sid ~ rev ~ classtype ~ priority »
metadata

payload content ~ nocase ~ rawbytes ~ depth ~ offset ~ distance ~

within ~ httplclient.body ~ http_cookie ~ http_header ~
http.method - http uri s fast_pattern ~ uricontent -
urilen i~ isdataat - pcre’: bype_test - byte_jump -~

ftpbounce ~ asnl ~ cvs

non-payload

fragoffet~ttl~tos-~id-ipopts-fraghits-dsize~flags-
flow~ f lowbits>seagraek ~window~ itype~icode~icmp_id »

1cmp_Seq ¥rpc ~ 1p_proto wsameip ~ Stream_size

post-detction

logto *~ session.~ Tesp - react - tag - activates -~
activated_by ~ count

TR kiR  [28]
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3.3 BHF 75 ¥k

EHETE R FAERYFLOINE 0 RE R '\Aj}ﬂ;ﬁ""f” & B
Moot Snort TR ENEFALY e ERE HENEF AL EeREn
‘ﬁb’%'%ﬁﬁ,‘a“;ﬁﬂ’p o e (2003) A4 ppasii2 B ¥ dpi ey (9]
B RVESEARDST LR EAI AV R KT Ry - Fla gl
YR 5 ec® or B QRlen®h? o 75y i - BiE &z
Pp o BEETEHMDLFT VAN BFFE c AR N Ba e RiFLAHT o

1. 17 5 FHPFR & A7

Fé%&%ﬂﬁﬁﬁﬁﬁiﬁﬁﬁi%ﬁ%@ﬁ&ﬁﬁi%%%*w%@o
ol - BATFIYRERABIM > AL F 2P X MALEE | R
B o B 7 5 ey M iskdeT

User Behavior:{WORK;8:00;8:30;30min}

B RO ITREABNEL A T F o a0 - B A
FOLH| T 3R b rTE G R L 4 o ATTLAN T (T L B HDEE o B R KT
RN R XVt S

Fobs 7L Rl TR R T RLEREER > £ 6T
e e AR ITE T 3P ade DoS o ,T*nj o H R o SRR BEE LS
AZEIEY 0 R ALEF S RAE e
2. 7 5 P B i
Fiﬁﬁiﬁﬁﬁﬁiﬁﬁﬁ”j%iiﬁﬁﬁ&’?””gﬁbﬁﬁﬁﬁ
- A2E T 0 T}ﬂ;—%{ FRERPNEFOST e bl - BAEF TS e o A
e R L A e e T
User Behavior:{RUN ; a week; 4 times}
wi*@ﬁ\W:@;E“Mum<&?§$9&ﬁﬁ$’47ﬁ&i,2m
NS SES Sl AT "ﬁv::z » PR "ﬁéﬁﬁ BT U AT
User Behavior:{RUN ; a week; 4/5}
3. (7 A HHER A 45
TRFHER A iR A > Fli el e sFErir o a2t - 2 o (3
PEHAATY 0 € F - BASE R ,T.%%L— B4 & e den® 2 i o BB k3R
TEARFREIF @B FE > FAET - BRE Fend FHET > ¥ 7 4L
BRRELIETBGERER > I 27t (TEPEFLE o 3 BT ¢
User Behavior:{[home;07:40], [bus;08:00], [office;08:40]}
User Behavior:{[home;07:30], [car;07:35], [office;08:30]}
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B bl VoA R - R R (TR R L Felk - F 2
AL ARL et LRI & L S BN

ApgEd KR IP & p R IP (R % F) 5l ch¥ 2 F 2R i
&b’kﬁ%ﬁ(%?i)ﬁﬁéoéﬁw(%“ﬁ>““%*iﬁ£@
B enet festyh o SRV g S [P ARSI R BT A o~ DL
H xé;o;ﬁdEl“ﬁ*P&P\miﬁ’f:m“‘"’*\lf’aﬁ'l)"l e [PehEEEL o
"t.'lfﬁ#

3.4 Snort Log # 7 7 3Vt ik

SRS BRSSP Y > X P FE AP/ F ~ B OR]E S
A ER TS > RO EEHER LTS UREREF G Bl
BREFORR FAELEX > 503 (2000) PERRELASZ FHFD L —
MR EFEEHRERAML GTIm2 Y 2RI FE R~ Rk 5 (Snort)
%i%mﬁ&%ubﬁﬁpfﬁ%%’ﬂéﬁéﬁﬂﬂﬁbﬁﬁﬁﬁﬁyﬂ%@
Rl R 3R P PR ERERTERRNOBES L (R 2L E DS
é>’ﬁ”@ﬁﬁ%mﬁﬁﬁmﬁaﬁw* @’u*mmwg% L% 2 o

HA45= N4 BA LT B

(1) PRt -

1. v b ™ FTpE R e e ok o B o iedist £ R B e il S SR nER) o

2. % p et et e

3. kR IPrcFiniE G A { PR L R Al M is 4 T
EE AT R

4. F—- B RR IPesc BT E A7 Fenp L4 0
(2) ZRFEL 47

1. ICMP Ping ¥ Trace Route iBl:&: 4%t k& [P i& = ICMP Ping ¥ Trace
Route RIzE ("848 $£ 50 B > SxpiE 3 =) -

2. Xn [P B i3t o

3. Kik [P+ % & 47

PR AT PR B o

(3) 5o F 2afsTH pif2 #ita 47

1. sz ehg ii_,ﬁ*év\ipio

2. EF R ABELS 1T (BRERTA B L AEIES
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