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ABSTRACT

With the swift advance in information technology and internet, digital multimdedia
devices have quickly emerged. The integration of informational home appliance and
networking has becoming a new topic. In the meanwhile, due to the stronger market
demand, the conventional development model of information products failed to fulfill
the market requirements. Thus internet and commnunication product market has lead

to the trend of rapid integration.

The rapid integration of information products reduces their development circle;
meanwhile, time to test the products is also cut down. Therefor, there are an
evalutaion tool, which can analyse the behavior model of the network equipments,
conclude an integral efficiency, even find out the troubles of the of system, also is an

important issue.

So far it’'s hard to find such a tool, and that is why developing a software which

can monitor the network core behavior is going to be of great urgent.

First, this kind of tool program should provide functions as below to reach the
basic needs of network behavior analysis: (1) it must support of analysis the key
function of networking protocol stack to fint out the time delay of packet transmitting
and receiving(2)lt must support of monitor kernel event function because the

networking behavior will be change for following factors: Lost link, IP address



changed ...etc (3)It must support packet sniffer function. So that people can decode
ethernet packet to know the behavior of networking protocol stack.(4) It must support

the capability for rapid analysis system behavior and system performance.

The subject of the thesis is to design a networking analysis tool,which called NBA
(Networking Behavior Analysys Tool) to integrated above functions in order to
measure the delay time of different network layers. By using this tool, we can find out
the time delay of packet transmitting and receiving and the overall performance of

network protocol stack.

At last, the thesis intends to test the process capibility of the software to make
sure the kernel code changes won't result in negative efficiency, and influence the

reliability and validity of the test result.
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Linux %% % e B Ui 12 #-iv ¥ k sit » % Kkernel-space £ user
space > i@ K B # = 4 & 4_user-space #£:" & % E 75 2~ 7] kernel-space #n
A1) o A & R e T4 % u4tiF 73 Kernel-space c4% ;% B iRt o
@ % 2. > kernel-space e#2:% & § $i g 'L > @ user-space fARFC R G K
el e A A 2 BB A @ LRI T AR R
g F R ik 5

IOCTL » £.% R F " 4255 % foBpd 42 AW chdnfic BT 2557 104
SBEE T AL - AT ALINUKRE T > HEE SE s B R R i

BB btk R e 4D M T AL 4o

static int myioctl (struct inode *inode, struct file *file, unsigned int cmd,
ulong-arg)

switch (cmd)

case 1:
printk ("Triger command 1."); /* Command value =1 */

}

static struct file_operations my_fops =

owner: THIS_MODULE, ioctl : myioctl,
b

static devfs_handle_t devfs_handle;

static int __init my_init(void)

{

int ret;

ret = register_chrdev(“my _ioctl”, &my_fops);
return O;

Table 2-1 +% < 54238 @ * |OCTL # &)
R U R SR AR Y Y A R AR T R hioct] dg R eI ehds 1T 0 2 15
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int main (int argc, char *argv[])
int fd;

fd = open(*/dev/debug"”, O_RDONLY);
ioctl(fd, 1, num);

close(fd);

return O;

Table 2-2 i * ¥ #2531 % 10CTL # &
IPROC #h %k c i % X F BT AN fempd AW ¥ -2 2 5 &
Be* TR EBEET AL 0 AR DR A2 G0

#include <linux/proc_fs.h>
static struct proc_dir_entry *proc_ func = NULL;

static int read_func_state (char* page, char **start, off _t offset, int
count;int *eof, void *data)

intlen =0;

printk (“This is linux kernelAn”);
return len;

}
static int __init my_init(void)

proc_ func = create_proc_entry("mydebug", 0644,NULL);
if (proc_func)

proc_func->read_proc = my_read;

¥
¥
Table 2-3 1% gp# 425% i& * /PROC # b
# cat /proc/mydebug
# This is linux kernel.
#
#

Table 2-4 & * —*F]’ #2534 e#e? [PROC #

IOCTL ¢ /PROC ##% % st > AR KRBT B P cnF R o 2yt
AT S0 B AN RN AL o 4R SR B T e
WAL 1 FAES Y AR RAA T S ST - B X3 R
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MMAP (Memory MAP)zz 1% 88 p #4484 » E_Linux + - f&2L% 5 A& i o>
A& F5:8 Tshared file ) ki L enFR BE - Adet § ¢ %453 mapping ¥
pe stz & (process address space) F¥ > mmap system call € 2= * 4p ¥+
B VMA[4] %8 A Y k3> = &% mmap system call #-4%% mapping
It T ¢ A2 HES VMA % E - VMA (Virtal Memory Area) 3 & & %
73K Linux a $9 5 px g o p s R 0 M jEpaging kA B A ok o VMA T R
Linux 12 process e & X # I m R i-h 2 B > 5 7 AT RM T RAQET *
PR R * 4258 - @ 4 shared file mapping #] process address space &

systemcall 3 'mmap()’ -
SRR TR R ER Y 420 T 42 P B et (device memory)

i REART E Y - BN E A R A T LE Y - B g

(EC

void main (void)

{
int RxCount = 0, TxCount.= 0, mfd = -1;
size tsize = BUFFERSIZE; /*2MB */
char * mptr;

mfd = open(*/dev/bridge”, O_RDWR | O_SYNC);

mptr = mmap(0, size, PROT_READ | PROT_WRITE, MAP_FILE |
MAP_SHARED, mfd, 0);

memcpy (&RxCount,mptr,2);
memcpy (& TxCount,mptr+2,2);

Table 2-5 l%*'ﬁﬁi\%? MMAP%M



struct file_operations my_fops = {

.mmap = my_mmap,

I3

static int my_mmap(struct file * filp, struct vm_area_struct * vma)

{

int ret = remap_pfn_range(vma, vma->vm_start,

virt_to_phys((void*)((ulong) buffer_area)) >> PAGE_SHIFT,
vma->vm end-vma->vm start, PAGE SHARED);

Table 2-6 ;& MMAP & #c T # %4 T~

% MMAP S 5 (g % %2508 & o8 e e i ph S APL 2 0o B g
Pl

PRt A2 b LR EHAE R AR TR Y 0 MMAP dp R G s 1T o

#include <sys/mman.h>
void * mmap (void *addr, size_t len, int prot, int flags, int fd, off_t offset);
int munmap(void *start, size t1ength);

Table 2-7 MMAP 3 %/ 7|

addr £ #c4% =% Linux Kernel & ekl % R =4k > * 22 3% Linux Kernel
JETR AR e bt B 4o pt A % o — Ji;’i'%"i‘?»?;’ﬁ £ 0 o Sk @#ﬁ o pk Bt
Tl R F ATk o

len %#cd 1 gcpe b+ 5 0 Byte diis i £ B o

port %-dichy it * A 38 ROEPR R B GG R R MMAP $ i deT B4
D R R

PROT EXEC - A F 28487 #t34 i7

PROT_READ - 4 T 2t v it B o

PROT WRITE - A F 2547 448 »

PROT_NONE - 4 F e d8 % 7 4k 7 B~ o

flag %8 %4 i 4% 3 H BT 0 MMAP # 40T & 46 2o fl ph 54 = 30
MAP_FIXED - % 4| mmap( ) &&= addr 7% %> 4o% it BT %

-6-
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MAP_SHARED — % 45 % % '/ MAP_SHARED (¥ pt i pf > ] i¢ * & f2 5% $4p
bz R AR e M- 1 Uk P ST h M RN B o -
A A

=\
[

2

EL o©

-\

MAP_PRIVATE -§ ip L5 "4 MAP_PRIVATE iwp* SPE o A2 5N R R
HE GHEL - BRIA P A e i
#3 6 L BT AERER G

2
1

H
1

=L)X

E5

b
3 -

fd -dfcdp T ek Pt St ey ko
offset % #ic— 4£3K 5 0 & 7 KAHER B 4oph 84 o

B AR R Wi R mapping I & &Gl 2 & (Process address
space ) F¥ > mmap system call i{ ¢ i = A= 4p v VMA F £ o

[root@localhost ~]# ps —-aux|grep prog

Warning: bad syntax, perhaps a bogus '-'? See fusr/share/doc/procps-3.2.7/FAQ
root 3%z6 0.0 ©.0 18872 840 pts/0 51+ 17:51 0:00 ./prog
root 4014 0.0 0.0 $208 664 pts/3 5+ 17:52 0:00 grep prog
[root@localhost ~]# cat fproc/3956&/maps

08048000-08058000 r—xp 00000000 0B8:02 T097957 Jhome/rober/prog/prog
0805B000-08059000 rw-p 0O00OLfOO0 0OB:02 T097957 Jhome/rober/prog/prog
08055000-080b2000 rw-p 00000000 0OO0:00 O

09444000-09465000 rw-p 00000000 0O0:00 O [heap]

461a7000-4612a000 rw-p 00000000 0O0:00 O

451d7000-461da000 r—-xp 00000000 0OB:02 T45B837 flib/1ibdl-2.7.30
451daf00-461db000 r—--p 00002000 0O8B:02 T45B937 f1lib/1ibdl-2.7.30
451db000-461dc000 rw-p 00003000 0B:02 T45B937 f1lib/1ibdl-2.7.30
451de000-461f3000 r-xp 00000000 0OB:02 T45B939 flib/libpthread-2.7.80
451Ff3000-461f4000 r--p 00014000 08:02 T45B939 flib/libpthread-2.7.80
451Ff4000-461Ff5000 rw-p 00015000 OB:02 T45B939 flib/libpthread-2.7.80
4p1Ff5000-461f7000 rw-p 00000000 O0:00 O

bedel000-bede2000 ---p 00000000 O0:00 O

bede2000-b7562000 rw-p 00000000 0O0:00 O

bT7562000-b7763000 rw-=2 11800000 00:0f 15607 fdev/bridge

]
L]
]

bT763000-b7764000 ---p 00000000 0O0:

Figure 2-1 gLz i¢ * 25" N hm e Rl F A i
% MMAP G f7fed - Baga 5 Rt oed § > Fl5 i * a5
TR B AENTRE R A 2 R
IOCTL & /PROC %k & 3E > N il pE  PARTHEE» 23 =R
RS SV ER TNV FIES BNy U Rt

BATi o 2 MMAP § 1 0% Tk h 2 ehg £ o

~

=
g
e

~
z

bl
=g
o

Netlink Socket 2t & < # #4]> Netlink £_Linux (% 4 5L} - fadF 3 enig * dﬂz
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TREE T ot i 4] o dgiut BSD ¢ &0 AF_RUTE » P % &7 Linux

A5

Kernel @ * netlink =h#= [ %A - ¢ 3% Routing > Firewall - Netfilter - IPSec ... %
* 0 3%y &% netlink k{rit * #425% 3 > o Netlink £~ f& & kernel space £
user space 2. [ & (7 g ;ﬂ:iigﬁg];m,‘f 43 en N, ﬁ & & % R o socket
API ITVF'-? g * netlink #% B e5 < #ae o Kernel BIZ & @ * & ™ ahp % API
% i * netlink -

1> IOCTL 22 /PROC & % netlink & & cnif ko™

(1)¥ r2 4 i Broadcast packet % % Ir chig * 4§ {742

(2)Kernel ¥ r2i¢ * netlink 7 L3 A= ¥f3% > @ IOCTL 12 2 /[PROC ¥ ¢ d #
FEAR ALY o

@) * 2 g » * # & Z & A include/linux/netlink.h ¥ 3 4c - B 370 netlink
BEEARETT o PN ot 2 ﬁ};'\i&-? vz i i socket API i * 3%

netlink % &7 3] & {7 7L A4k
2.2 Libpcap #te B B-S#E

libpcap &_ unix/linux/Solaris/BSD/Mac OS X/HP-UX T & T eidf e # B 50
R -libpcap #_d Lawrence Berkeley National Laboratory (LBNL) #78 % @ = e3¢
ERP SR PR G A S BRERTSEM S LT L AH - 4
TCPDUMP - Ethereal ~ Wireshark[5] ~ Sniffer[6] ...% % - 2 & & %] % Libpcap ¥
RG-S Linu/Unix T & Ta0F BH FERY s T2 TR L

AN WAER R b SR o RERE D Linux ¥ & step Ethernet 4 ¢ iTdg#
Y 0 £ 5 e £ 411 fo Protocol Analyzer > T 7 4 IEEE 802.3/802.11 4t &
NE R R Fﬂfnf;LayerZ I Layer7 £ & e T o

Libpcap 0.9.8 p misx &3 =7 20 % & APl Svfic > % izt APl ST v =

XA ¢ e RPL BT R s TR o



2.3 PTHREAD 3% 7 ¥

moLinux P2 kAt > RFHRY KfFL 518 F TP 4L o P v h
Linux 5 & § ¢ > B ¥ AL % o (T 3 5 ¢ & POSIX 1003.1c # {7 &
e Pthreads #4 7 #4258 & - POSIX 1003.1c # 7 545 % § d |EEE T % & SuBjls
Z g0 1995 & #iT Ha & i g BARS R ¢ end gt A% pthread F 8 B
Bf o 4o @ pthread_create * % )i 3703y 7 &% > pthread_exit * ki@ 7% - H

S B A B p Ao

#include <pthread.h>

int pthread_create (pthread_t *restrict thread, const pthread_attr_t *restrict
attr, void *(*start_routine)(void*), void *restrict arg);

Table 2-8 pthread _create & & 3|

2N

. Linux k3@ » faE = 3pandy 7 % P& S et pthread_create API -
pthread_create %+ 7 = B %dce % — B %#c s thread > thread %-#c i pthread_t
A w4 i g R o § = 3 = pthread create =¥ ¢ 2 12 > *thread #-¢ S - BrE
- R T ID#E o dofept BARKE Z NULL > 4 SnBciE v prx 2 ¢ v i
Hi7 D % - B S8 i *attr> v %P8 3 pthread # & 1% 4 - pthread %4/

ll‘i—gr—f .

Typedef struct __pthread_attr_s {
int __ detastate;
int __schepolicy;
struct __sched_param __schedparam;
int __inheritsched;
int__scope;
size_t__quardsize;
int __ stackaddr_set;
void *__stackaddr;
size_t*__ stacksize;
}pthread_attr t;

Table 2-9 # 7 &% (/g 1+

o L R 2}»@:“’&{&; ~ NULL £ 77 & * pthread =3 {7 2 1447 4o

B AR EEFRT s ek F ;%ﬁﬁ} Mk T oS R



#include <pthread.h>

int pthread_attr_init (pthread_attr_t * attr);
pthread_attr_init S #ck T EHEH { » 2 Sficen i 40T

Table 2-10 pthread_attr_init & #c

LR R 2 e R R G AR S AR Rl o B

mgia IR 2

#include <pthread.h>

void * PacketProcess(void)

{
¥

int main (void)

{

/* Put your packet process handler in here */

int ret;

pthread t thread_sniffer,;

ret = pthread_create(&thread_sniffer, NULL, (void *)&PacketProcess,
NULL);

Table 2-11 pthread i * & i

Bois o FRNFB Al ERE S & JR i 2 T pthread S0 #c -

-10 -
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Prow gt o ()R E 2l foid] - B8 Netlink & BB il Ay 3nfop oh
£ & F 0 4ol + o Register ~ Unregister ~ [P address changed ~ routing table
changed ~ MAC address changed... % % (3)4t# %1 £ -

31 Rl eiad A4

I F ARG AR REL B h- BARMA Y > ¢ 450 § A% 2 [Linux

=

T2 FORF B g L 0 F DR e

I

P e hA & p AR AR Linux RREAR UL Y F R LR DS R L
*EEEE o 0% ko Trace 4 @ JTE P g SEI N P Sofic o FON[ IR 4 L o
T A ARREA e Sficd oot r - B S 3R e o SR Linux
Kernel 7%t Packet # i@ s speded @ $10 chdnfic s © % kiesk§ Packet i5iE

T2 S BePF en k SLPE T o 4P B fige pldeT

/* linux\net\core\dev.c */
int (*dev_queue_xmit_Func_Start)(struct sk_buff *skb)=0;
EXPORT_SYMBOL (dev_queue_xmit_Func_Start);
int dev_queue_xmit(struct sk_buff *skb)
{
struct net_device *dev = skb->dev;
struct Qdisc *q;
int rc = -ENOMEM,;

if (dev_queue_ xmit_Func_Start)
dev_queue_xmit_Func_Start (skb);

Table 3-1 4§18 30 +5 T 38 fp 05 44 RS2
A IFEFRIEING 0 e #0081 sk buff SRR seen 2 gt
B gt gt & Ao 1 RJIE saﬁi‘a%cg? * TAG 13 ;4 3] sk_buff 4@ - %
dpdidte P drhinpe a5 e 7 2 SF 4t e 1 - B Sequence number > 12

= i{ ¥2 Ethereal T /& o
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wﬁ,ﬁ SR AT R ARG RN RS T AR Ft I ¢ g

€ 7| Linux Kernel éhfk A *24] (AMB) > i@ * 1+ ¥ 72 i i 5 < % ehp 2% o
j\gﬁ r‘] ;Ili "J 7 H‘:'mEI p:uw—s 7o "' AAH-B \'—'l\_}*é’]m’% i /é ‘4\1_13( EECE'L s 1)
EIRRR Y VLR E e S5 ap e

3.2 R F i i)

PSR ARG ARHRT LD G- BN 0 s BT FrRL AL
=S J‘r’}f%'lf fo e 4 Hfd s ;{;‘L_ﬁ«'gftjc

P A R DR AR R

Tl - Bl R A EASEE AR &
BT T B L RRR et A5 o B P N R R R il i
F1 0 A B Rkt E > T A Linux e Slicid i e T R iR A o
LA R4 BE 0 v 4 Linux Kernel $t3 8 /gt 4 {48 o 0T 5007

Kernel Patch # ¥2 Kernel Patch {& ik 4588 & a4 -

static int rtnetlink_event(struct notifier block
*this, ulong event, void *ptr)
{

struct net_device *dev = ptr;

switch (event) {

case NETDEV_UNREGISTER:
rtmsg_ifinfo(RTM_DELLINK, dev, ~0U);
break;

case NETDEV_REGISTER:
rtmsg_ifinfo(RTM_NEWLINK, dev, ~0U);
break;

case NETDEV_UP:

case NETDEV_DOWN:
rtmsg_ifinfo(RTM_NEWLINK, dev, IFF_UP|

IFF_RUNNING);

break;

case NETDEV_CHANGE:

case NETDEV_GOING_DOWN:
break;

default:
rtmsg_ifinfo(RTM_NEWLINK, dev, 0);
break;

}
return NOTIFY_DONE;

Table 3-2 Linux Kernel Patch =»
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static int rtnetlink_event(struct notifier_block *this, ulong event, void *ptr)
{

struct net_device *dev = ptr;

switch (event) {

case NETDEV_UNREGISTER:
rtmsg_ifinfo(RTM_DELLINK, dev, ~0U);
win_rtmsg_ifinfo(event, RTM_SYSTEM_EVENT, dev, ~0U);
break;

case NETDEV_REGISTER:
rtmsg_ifinfo(RTM_NEWLINK, dev, ~0U);
win_rtmsg_ifinfo(event, RTM_SYSTEM_EVENT, dev, ~0U);
break;

case NETDEV_UP:

case NETDEV_DOWN:
rtmsg_ifinfo(RTM_NEWLINK, dev, IFF_UP|IFF_RUNNING);
win_rtmsg_ifinfo(event, RTM_DRIVER_EVENT, dev, ~0U);
break;

case NETDEV_CHANGENAME:
rtmsg_ifinfo(RTM_NEWLINK, dev, 0);
win_rtmsg_ifinfo(event, RTM_SYSTEM_EVENT, dev, ~0U);
break;

Table 3-3 Linux Kernel Patch 1

PR ¥ LinuX Rdesbeneady o 1B BN R R R et 2 { it
BoORGWEF LR A% 2 0 BN Ik R E T BET 2w
KA FIETT ef o L RS B AR A e € o

A RIAER Y A ELEE R IR s R E 2 0 F] 5 P w e Linux
Kernel 8275524 48 - chf 2 L w|cn 3 R AT Rk eogry  BE¢
A2 RTM_NEWLINK #F © deif 4eig # 4230 o 97 00 £7 02 &7 3% Linux

Kernel ;5 e m A ™ 7 25| FIE 0 & 2 g 4 BT o
334t¢ B E

Libpcap £_unix/linux/Solariss/BSD/Mac OS X/HP-UX & & & cndf & # B 53¢
BB e boxf o B il v 5 A A KGR A o Libpeap ki
FPRAG AT B A FFNRNEE > F L EaEits f@ﬁs?lgféijﬁi B e

4

£
TR AL B E s XD B e 3T E R ANE R T R JR g
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By hR AR B F R gL o 1B gnkie S jE At MMAP -+
e ring buffer P s3] * H A2 7 GRIE 0 @ A F & GBI EH B L F
T » &k if 3% Ethernet Packet Buffer j&_kernel space 1! user space & || % % b |

p

b TR EddeT o - a7 o R+ 6 ¥ & Descriptor ¥ ¥ Y
FoRdp e R DR R EFERERE Y BREAEST LT AL
R R R A R Y  F R RY R AR BEES TE
ErirAlARs 2 Zpd DMA M-+ 1 chit e #ag Descriptor “t4p o ijs fR 48 =
ef@az 2 oAk T NURTAREGE L OcREERFRY > B2 —'Fk,;fi
FF e T LS MMAP - s R ST R Y AR S R o
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¥z F Linux 5o

{Q
.
Y

rAF RN EH P Linux Froo Rl s 23 i Bia £ (Linux kernel
network protocol stack tracing tool) e7z& 2+ 2 *i& HAE A1 B kA

PARELA 5 0 L0 R R S SR AR -

FEFEAOEEAE  RPRASERD A SEF P EREEEL > LR
B R A AL ffi?;mra LT o LA v HCRE d R e
SR R ARG L R PR ANEE N - ER S e OTIL L o

ﬂﬁ’%W%Eﬁ%@$%ﬁwﬁ%ﬁiﬁﬁa%&9ﬁ’{ﬁﬁéﬁit
Pire A1 B3 ELREFV A MEREE DT > BELELHF AT
EARPERER DE a4 o JLLINUX RS AR 2 R 7 5 Ok RGE KL B - f2

ﬁgmﬂ’uﬁyﬁﬁw%ﬁ% FA G A F G B B MRk ALy

Integrated Profiler

Kletnel Function .
s Event Monitor
Monitor

DHCP
Database

1
|
DHCP Client :
( Dhelient ) |
__________________________________________________ +
I h 4
Application -+ T Gen Event
N Toduls IModule
Transport —+
Network -+
Link
______________________________________________________________________ Software | ______
y Hardware
Disk Memory —— Data

4= — — — (Control

[ Custom Design

Figure 4-1 & %uzg T

-15 -



W

MY LRF2AA (DESH0 5 A MR AR 25

Integrated Analyzer ~ Log Database -~ Integrated Profiler ~ Instrument Module (2) ‘=

¢ $%i» 5 Open Source code > # 3% 3 DHCP Protocol » Libpcap (3) 2 ¢ 7 <3R4

B RASTEE k Suirdeg kA > @ 457 TCP/IP Stack ~ Device Driver o f§ 8 35Lp?

L

l/ _"

It

i\4

Ry
Integrated Profiler

o H ¢ 7 5 (1)Packet Sniffer» i@ * libpcap & B % # B~i& 4y Linux & $eeb

fepaite o xH Sniffer T3 »~ RAW.DAT 4 %42 - (2)Event Monitor > i i

Netlink 2t 4 2 $# 4] % ¥ = Kernel # = Router Event ¥7 5% 4 & Event -

(3)Kernel Function Monitor » # 4 7 Polling Instrument Module p 7 Log Buffer »
FHRFH PSR R KLOG.DAT ¢ -

DHCP Client

Fedora Linux[7]# * dhchient ke g2 efe /o + + IP {8 o — S k3 > &
& 7 P Fx NetworkManager £ NetworkManagerDispatcher iz i PRF3 > Linux 7}“
gé@ngW%@w@m@ﬁﬁ{ﬁ%ﬁwﬁﬁwﬁﬁaai$@%mmP
% B~ 18 IP Address -

42 € 425 g 2§ DHCP state machine i fi #c 8 ¥ » 5 g
ek ik f;? Tk SLpERY B O~k 3L P3R4 % ¢ Nvar/dhclient.log o

Kernel Patch

F ¥ Linux ¥io ¢ ehE B ik Sficia Patch o & Trace IP 44 # 1 Linux %

AT D R YL B o 35 1B 48 ~ Probe S #cT) Linux Kernel ¢ ki 3 e e £

v 0B p o
Libpcap

Integrated Profiler # & Packet Sniffer = §_% pt SnficE k T B+ + it e
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i AUE[B]dvm e 5 ¢ o AT - B RAH A 0 017 Naive approach -

¥ 4 47 (Kernel patching)-i% i ¥ Linux 1% ¢ & & e Patch» & Trace

& i Linux §7% o il % BT 89 27 BT o
7e4(Logging) » #-Trace EA2¥ “T& 4 g & T 330k Sz RBp -

A 47 (Analysis) » 7% sz latgp > @ 0 Log 73k kit & 47 o

Kernel Patch Logging Analysis
(Insert Timestamp) s (Buffer log (Read log file from
in memory) memory)

Figure 4-2 Naive approach
Amw =N ATaRe B ERT APk A R T
B AR [3]ena v g ¢ AAE R sock ~ sk_buff TG HEATH A B R LD
# = probe_flag 22 probe_seq k#Fi& » Linux eniEitite ftate TAG e iF o
probe_flag * skdp idfe Sk p gD & LA JTB AT > probe_seq * k¥
et - BRI T PP RMAR T AP AREOF AL G o H 5]

% 5000000 Byte - % = #F p 383 p’f)%"-lpkl W2FR o A WE E A R
3018 - p 3E4R 2 Packet Sniffer enFALEE S € 5 < FTE o Rdnp S
b AT

[1214127586][593195] netif rx_start: seq[1]
[1214127586][593207] ip_rcv_start: seq[1] id[0]
[1214127586][593215] icmp_rcv_start: seq[1] id[0]
[1214127586][593249] netif _rx_start: seq[2]
[1214127586][593256] ip_rcv_start: seq[2] id[3975]
[1214127586][593264] icmp_rcv_start: seq[2] id[3975]
[1214127587][592198] netif rx start: seq[3]

Table 4-1 p 3&4h % # &
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B A pRESRN L L [P] [Hep] [30#k & 4] [5 55] [1dentification]

Bl SCEB]ah e Y o R A RABTREB > PR Ry
Fla oML LR T TR ALk e RET 2
R P SRR RLT de T g ko h T PRI G ¢ (timeval) o 3 43T i

WL RTH o

struct_ RX_DB_
{
unsigned char signature; /* OXAA for RX*/
unsigned char header[14];
unsigned char sip[4];
unsigned char dip[4];
int len;
int ident;
struct timeval netif _rx_Func_Start;
struct timeval net_rx_action_Func_Start;

Table 4-2 A7 p 354 3

header 4 == * X 73 *x Ethernet 3+ & ek gg I8 > >sip £2 dip # =R * &k 5% IP
2 8P hkiR IP aryr p e IP 2k o Len 4 7w 4@ chE B o ident Hf = p] E_*
k2% IP & Eg ¢ o ldentification (B > H&RHF =R * ki G4te T EELBER
P S0 BepF en k SLPE T o 4 B 4 Ethernet £ EF 2] p 3&L 5N P 0 & P en Bt
R 453t ¢ & Multicast 3¢ > H Identification = 5 % > § $FRFZL bt
He BPFFTREP 457 DIFR: TR ORI - Bk > - LA ARP 32
#H Identification # Ak 5 F > L ok 7 Layer2 #e chE IR LY 0
TS S ittt BB FREY H I Rz TR0 o Multicast 3te »
¢ B HR PR AL 15 4F Layer 2 #1¢ chd B3N £ sip &2 dipo T M4t R
BREEY SR I L3 e ek o
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struct_RX DB struct _TX DB_
unsigned char signature; //OxAA unsigned char signatore; //0xBB
unsigned char header[14]; / /L2 header 4 unsigned char header[14]; / /L2 header
unsigned char sip[4]; //Source IP unsigned char sip[4]; //Sovrce IP
unsigned char dip[4]; / /Destnation IP vrsteredehmr dip[4]; / /Destination IP
it len; //Packet size mt len; //Packet size
int ident; //L3 Identificatior] field mnt ident; //|L3 Identification field
struct timeval netif_ =t Func] Start] // Timegamp struct timevjl dev_queue_xmit Func_Start;
No.. | Time Soure | Desticpson | Foochl | Into
1 0.000000  192.148.1. 64 74.425.19.103 ICMA ECho (ping) request
2 0. 1862?9 74.129.19.143 1921168 1. 64 ICMA Echo (ping) reply
» 18,1, b4 95,18, T Echo
4 X 186352 3 Echo (ping) reply
# Frame 3 (74 bytes on wire, 74|bytes ca :ureﬁ)
= Ethernet II, src: Buffalo_Sc:gb:3c (00]1d:73:5c:eb:3c), Dst: AcctenTe_38:11:d3 (00:12:cf:3
# Destination: AcctonTe_38:11}d3 (00:1}:cf:38:11:d3)
@ source: Buffalo_Sc:eb:3c (0P:1d:73:5¢:eb:3c)
Type: IP (0x0800) y
= Internet Protocol, Src: 192.14$8.1.64 (192.168.1.64), Dst: 74.125.19.103 (74.125.19.103)
version: 4

Header length: 20 bytes
® Differentiated Services Fie]d: 0x00 (DSCP Ox00: Default; ECN: Ox00)
Total Length: 60
Identification: Ox83ac (33788)

Figure 4-3 @3 B Jo P st s &2 IP 3@ P 4R 4

4.3.2 Kernel function monitor

A2 E* MMAP e 8 pidgA([8] [9] #- Instrument Module p ep 5%
BRI F AR G ERERMA T o R F AR5 B BTl

A e P AR R e R o aiBind R A AP B AE A
7 1% IOCTL 2 /PROC % 4 Stk BB B p chF > R Zza fa (7
AR SR B AR 2 R AT 0 B & R T TR AL e R
R IR F A PR S FEE T - B RS 2
Gt 8 g U 5 OPU TR - 7 I H A Rk R G
3|k SLenEaR sty o

# 7 MMAP it + B X7 r2beid TR PR R e 3 L
B B N TARE S S IR § R FIRB T Bl R R

;

Pl ST 0§ R BB N AEAT USSR
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4.3.3 Event monitor
Event Monitor & * Linux * 0 Netlink % & #2Hw i E 2 af 4 > plfg st
Fe A E e o 3 A Ae T Ao
NETDEV_REGISTER - 8.2 % % o #4373 2 Linux & 5@ o
NETDEV_UNREGISTER - #5258 % & f£_Linux % 5L¥ 4243 "$ 0
NETDEV_UP- X Bty B o f ks
NETDEV DOWN - & BB % B & 44 F 5 o
NETDEV_CHANGEMTU - £ B L% h o o MTU ] 4ec® 7 o
NETDEV_CHANGEADR - % i 5 % B @ «0 MAC Address #zz s 7 o
IPCHANGE - % BB %% 6 chIP mhbitsc 1 o
DEFAULT GATEWAY CHANGE - gk R g AR e 2% 7 o
ROUTING TABLE CHANGE - #&d 2 Filalec g 1 o

v Linux Kernel 2.6.30 “% 3.0 & ﬁ/fj.%é EAETHASFER A E 2
NETDEV_UNREGISTER -~ "NETDEV_REGISTER -~ NETDEV_UP -
NETDEV_DOWN ~ NETDEV_CHANGE - NETDEV_GOING_DOWN ~ DEFAULT
GATEWAY CHANGE ~ ROUTING TABLE CHANGE -~ IP CHANGE % - &3~
H4e 1 P MTU &2 MAC gk :x 8 ehrb i o

TS B ATH A ehE i o R R T2 FEL ;‘Llﬁ)’j‘%‘u’ﬁt"‘v? Linux & £ & &3t 43
4 # ke ¥ 0 RTM_NEWLINK 3 4 7] & # —*Ffﬁii“ o FIpL N & AR —*Ffﬁii“ ® o F]
- A G e MTU 22 MAC address 3% 40 &k & 2871350 B E

"ﬁf

E
no

‘ﬂ“‘r

4.3.4 Packet Sniffer

AH A EA & rt R AR B B0 Linux (FE k ALeanie it o BN
¥ 1% g Libpcap dndfc B k= A o 02k AELEEE R R g 0 1 R PP hAT R

1§ Instrument Module s Kernel p :&& % & > * 1i3g ikj% Layer2 I Layer7 >
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£ 3] Kernel & & hz R -

Tt R 7 B IR K s AHE A EE T A - gy > T
BB~ W AN ADB TR A B LR B s RBEE R o g
H A7 PRkt o e PR X TIR R TR

4.3.5 DHCP Protocol

Dynamic Host Configuration Protocol (DHCP) #_— i % & Jis * A7.5% - A e B2 5K
BFORBAIP k0B i i P e ek anp (o DHCP & 1993 # 10 * =
S P T 1A RFC2131L ¢ 53 o

- HokE o Linux 1T R ALE Rdp Rt e AR KA R A R
AP fut o pU AT L A Rk S enfete/sysconfig/networking/devices B 4%

}'%'TK‘,}‘;;}SIIJ ° _ﬂ%:}_ E’q’qpx ?ér"f i

# Intel Corporation 82566 MC Gigabit Network Connection
DEVICE=¢eth0

BOOTPROTO=dhcp

HWADDR=00:1C:25:93:35:39

ONBOOT=yes

TYPE=Ethernet

Table 4-3 B /i & 3K T &

do b Ao s R AR T ethO R A6 v IP B8 385 @ % DHCP
Protocol = F]pt » Linux & st € A B 815 B kel % » ¥ ¥ 4 BOOTPROTO #
i E kA IPB{E a3 ;8§ & % DHCP Protocol :B .3 #_= 7 Z_IP-:& &_Linux
AR AR E T R o 218 > 4% k5 B fx NetworkManager ¢
NetworkManagerDispatcher i& = i PR7% > 357 B PRIFAEZS € FF T 45 ura 97
BILRRE G oo § BT RTARPE > AN ¢ BRI IP B E ad 1 o Bk
oo % Wireless B v 22 AP £ BiipF > pt Az 8 ¢ B B ST Ren™ - B S
B > i et v DHCP Protocol & :i& {7 IP i=ht enB~{F & % o

#_DHCP Protocol en% & 2. # > 4 i soig j&_DHCP PR EEE IP T 4
Bref? > DHCP * =4 ¢ 215 4 fa4te (DHCP DISCOVERY » DHCP
OFFER » DHCP REQUEST » DHCP ACK)
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Client Server

%

OFFER

EQUEST

ACK

v v
Figure 4-4 DHCP Client i& i ;% £2 ]

T BREEATEE PR ¢ BT IP B8 cnd BBk Sk KRRy
TE > AEHY THES x)t DHCP Client adssB k E & B Finiz o # ¢ &
DHCP Jp 4 #B ik fi s g pF > -3 2R e i SpF P B~ DHCP p 34 @ -
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51 BERE D £

AR AL AH ¢ Linux $roo R L T4 151 E (Linux kernel network
protocol stack analyzer)=zk 2+ 2 f;.t c B AEAEL I EPRIFMAEZ PR

ﬁ’iﬁﬂﬁg%ﬁﬁ%ﬁﬁﬁﬁmo

Boan o ¥R R R % APl i RO B TURJE AR S (processes) uf 12

1 E s % (kernel event) > IR — B Fena T3 LA SR B O R4t

A
(e
i
SH
e
ok
P
o
v
f:‘;
fas
(15}
;\‘\
ok
NS
P\
oo
i
g
(&N
P
g
=g

AN EF R - B R R AR UL R ch P e 7
B A HPEREEE FGEE o 3 BT 0 kD kS chEgsE 0 PR

T S Y SN SR R R SHDESE SR W X R

o B-§ Pk e o

Integrated Analyzser

<

Database \—:>
Integator :
Log W
DHCP Event Puodle e
Database Database

Figure 5-1 /& ¥u7F 45 ]

pHEAEd Java FEHEBRD S 0 ¢ 72 F (1)Packet Viewer s iz &~ B3 Y
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Ethereal it 4R % 6 » ot 1 & 7 1 j&_Packet Sniffer FALE ¢ f2 0442
;¢ pw e L3 UDP/TCP/ICMP/IGMP/ARP/DHCP/IEEE 802.11 % Protocol -
(2)Kernel Viewer » y* 1 & % 10 % kB o7 & a‘ﬂz B3 e Sl 2
g pERE o (3)Analysis Module > ¢t 1 & % kit e oSk PDE & T o §

Bz ARG
5.3 x SLEp

5.3.1 Packet Viewer

Packet Viewer £_ip ¢ iz Ethereal shgic# - H 3 & p «ha»vF o #ry &) Linux
ﬁ%&ﬁﬁ%%ﬁé’ééjﬁﬁﬁﬁ&‘ﬁﬁﬁﬁ BOERE A AFE T R o ke
LR FRRAFAG () BNk n i BB (e DRIRE P ity
(3)3f ¢ st 5 & 54 TCP/UDP/ARP/IGMP/ICMP/IEEE 802.11 % #. 5% o (4)4+
RN RY > HF L ch AR S 3 & 4 4% 5 40 ARP Protocol ~ DHCP
Protocol ~ IEEE 802.11 % % =

Packet Viewer #7277 cnF 3> T 04T 23]
(D kg £F 5 8 P82 -

(Qiate B te BFenpr L7 PRS0 2D KR
PRREL &7 S B2 RF g B o

v‘ﬁ'

B erye T sy o ¥ A Uk

()% f347 1 4te ) B 15 0 F B4Tie— PR IP Protocol chge s (7 4 0 de
¥ &1 j&a% 1) DHCP Discovery #f ¢ 3|42 3] DHCP ACK #f¢ 2 fF #7713
PERF G 50 o xR e & Fds Wireless 4+ b a0 FUBC;Y Rk BL % Wireless Station
22 Station 2. FF et (7 5 o

5.3.2 Kernel Viewer

Kernel Viewer # 12 % % % 31 Linux Kernel shfe iy o £ i > e & e
TF RBA G EE B M S IP h e s et MAC ik e s R G+ h

xp _léi’ﬁé%“f * Routing Table 2% » Default Gateway it & & o
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FHWEB RGBT - Kemel p T 40T kehp RES D R ¥ A TR
PR T S oo 2 H A g & hP At - Linux Kernel 7 IP Stack 1% /it >
R FT UG G I QE R T R o A R F

AT R AR
5.3.3 Analysis Module

Pl T * ok kit Handover 75 ¢ B & o6 fAuf BPFER T 24 [10]-

New ,ﬂ-‘?

Okl A

(] " i
L2H Deig:ijm L G711 &RTS
Probe Request
— (D) — O Link down event
Frobine Probe Request %
QRng | [\\
< Probe Request
s
12H e (3] et Frobe Response
Authentication Authentication Requgst >
o () > Authentication Response
Association Agxociation Request »
- (§) - == Association Res
. Link up eveni
L3H _Df 6'3; ff'_‘?f_‘_(_'} DHCP Discovery | )
le DHCF Offer
DHCP DHCP Reguest
Lam < , .
— l;?:l _....-__..1 DHCP &CK
DAD _ RN
e (8) e Gratuitous ARP >
1P Configuration V
N~ (@) O ChangeHandler

Figure 5-2 Handover 7 4% [
(1) L2H Detection Method and Delay

L2H Detection Delay = Link Down - First G.711 Retries
(2) Probing and Probe Delay
Probing Delay = Last Probe Response — Link Down

(3) Authentication Delay
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Authentication = Authentication Response — last Probe Response
(4) Association Delay

Association = Association Response — Authentication Response
(5) L3H Detection Method and Delay

L3H = DHCP Discovery — Association Response
(6) DHCP Delay

DHCP = DHCP ACK - DHCP Discovery
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¥ F LINUX P e RREBE ST E2 BT

6.1 BEFEREF K

TG A L ERER EATR Y IR
& %yt Linux kernel 2.6.30.1
% {7 £ i+ : Fedora Core 8

i1 & GNUGCC4.1.2 ~ Java JDK 1.6.0.13

6.2 Linux Kernel Patch

he i AT 2 [LinuX e BEERL T3 p 2 %iﬁ%ﬁm%g%»i
o2 R 0T |avh 2 [3] ¢ 0 i ok - Linux Kernel 2.6.30.1 & Patch - 6.2

Instrument Module & z_3 ;¢

Instrument Module #% &<~ % % 6 H55k 44 Probe S #iciazk % o F A28 » 4

2
FH S T EE ()N (2 k £ 7% 474K Probe e ik o

t) Config TX Probe Function
r) Config R¥ Probe Function

=s) Startc
p) Stop
g) Generate log file
o) Quit

B T e T e s

a) [¥]inet sendmsg Func Init n}) [X]tcp_send ack Func Start +
) :X:lcmp_reply_Fanc_Inlt o) :X:tcp_send_synack_Fanc_Start +
c) [Elicmp_send_Func_Init p)} [X]ltcp_retransmit_skb_Func_Start +
d) [X]ltcp write_xmit Func Init q) [X]ltcp transmit_ skb Func Startc +
e} [X]ltcp connect_ Func Init r) [X]licmp send Func Start +
f) [¥]tcp send ack Func TInit 5) [¥X]icmp reply Func Start +
g) [¥]tcp send synack Func Init t) [¥X]ip gueue xmit Func Start +
h) [¥]tcp retransmit_ skb Func Init u) [X]ip append page Func Start +
i) [¥]inet_ sendmsg_ Func Start v) [X]ip_append data Func Start +
j) [¥]ltcp_sendmsg Func Start W) [X]ip_output_ Func Start +
k) [X]tcp _push one Func Start x) [X]ip finish output_ Func Start +
1) [¥]ltcp write xmit_ Func_ Start ¥) [X]lip_finish outputl2 Func Start +
m} [X]tcp connect_ Fanc Start z) [X]dev_gueue_xmit_Func_ Start +

B T o

Figure 6-1 S #ck =4 &
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6.3 TCP #t & ** Linux Kernel # 2_ & & 47

A& TCP 446 3t b o ¢ 915 chbr o Sl % o [11] -

HEEW R HAEEER
netif _rx tcp_connect_init
v v
netif _rx_action tcp_send_ack
v v
netif receive_skb tcp_transmit_skb
v v
ip_rcv ip_queue_xmit
v v
ip_rcv_finish ip_finish_output
v v
Ip_local_deliver ip_finish_output2
v v
ip_local_deliver_finish dev_queue_xmit
v
tcp_v4_rcv
v
tcp_v4_do_rcv
v
tcp_rcv_established
v
tcp_rcvmsg

Figure 6-2 TCP 3¢ & »¢ Linux b &8 i s 12
BATER RTS8 KR SRF AL § e netif_rx S5t e i ae
» netif_rx &3¢ {8 o netif_rx & 3% ¢ 43 sk_buff ehip B SR - 4ok T B ATR
MR B st TALS R F CPU i § 4= 44 ¢ 7523 CPU 4 e » 177
2@ & g5 softirg(NET_RX_SOFTIRQ) 4 i 4% o % Al pt 44 ¢

F&F netif_rx_action ¢ ket e 5 2% ke diE » 3t e o netif_rx_action & #c
M B E_¢ »F ¢ process_backlog & ¥ Hiﬂ ~iEF P et @ 2 m process_backlog
¢ * netif_receive_skb & mJ® » B chit e

oot F el iprev Bk adZ IP 349 > ip_rev A & eh1 (T AH P 2
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A AR S 0§ ip_rcv_finishAget e pr > T L T2 B A UG RS T o
# ¥ ip_rcv_finish ¢ £ 23 * ip_route_input % ks d ed® o 14 2|d7dt e £ & B (T
i (ip_forward) ¥l 2 s 1 B B IR 2 R E 0 ke AP

3% Bl ¢ i& o~ 3] ip_loca_deliver &3 e o

3+ & %A ip_loca_deliver S #icph 0 & 1 (F AN A FHTs Mt e
(ip_defrag) e iF » IP 4 & ch & B § F 39T 3 hF oo 2 {8 § & 2
ip_local deliver finish - %A  ip_local deliver finish & #c 42 & % § v ¢
p_ _ _ P_ _ _

ip_prot->handler & ity 1 %33 * tcp_vé_rev GdJL -

TCP 4t ¢ 4%z & ¥ tep_va_rev ¢ ¥ TCP 4f ¢ @ » 2 {5 i § »f ¢
tcp_v4_do_rcv - % # 4 SYN & 1 > socket ¥+ & e sock ik fx ® =
TCPF_SYN_SENT: 3+ ¢ # fc | ack & 5] TCP & P> ¢ 245 TCPF_SYN_SENT
ki 0 AP R %778 B 3% ack & o % gt o 44 socket ik A ee o iiE s
T TCP_ESTABLISHED o ji 34 & 42 jclicdhends it > o 1+ @ T ehffgf b 15— B

F] tcp_recvmsg e 5 ok o

B e R ES o d A T ff g IF 5 tcp_connect_init -
tcp_send_ack ~ tcp_transmit.skb -~ ~ip_queue_xmit ~ ip_finish_output -~

ip_finish_output2 -~ dev_queue_xmit o 4-F 257 %4 [10] -
6.4 Kernel function monitor &g i*

rh2 Fr MMAP B8 p: 54454 > #- Instrument Module p e p 2% %
PRAFT) T F AR Y PR BRI IR A T R T F AR N A BRI e
B AR PR PR o R S R PO RN PR BT faph b

b o g bl 4o o

buffer = (unsigned char *)(((ulong)buffer_ptr+PAGE_SIZE-1) & PAGE_MASK);

for (virt_addr=(ulong) buffer; virt_addr < (ulong) buffer+BUFFERSIZE;
virt_addr+=PAGE_SIZE)
SetPageReserved(virt_to_page(virt_addr));

Table 6-1 MMAP 17 & b 42 3% -1
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=

Foez ot B FAAREITE 20 MMAP dpfh st fnde i o i

A2 R4 B mmap Gk

struct file_operations my_fops =
{mmap = my_mmap, };
static int my_mmap(struct file * filp, struct vm_area_struct * vma)
{
int ret = remap_pfn_range(vma, vma->vm_start,
virt_to_phys((void*)((ulong) buffer)) >> PAGE_SHIFT,
vma->vm_end-vma->vm_start, PAGE_SHARED);

Table 6-2 MMAP %« & 642 5% -2
Boisd iy AN 7 MMAP APl sf v & 5Bt X 3 B« 3 4R
Table 25 & * % 42:% & * MMAP i -

A ¥ oo B % - Bh g 7 k¥ Linux Kernel p ehp 2R TR 7

S

B EFEPN > @ Polling o N4 AP p e BE T EE S L9
BB E Y AR Rt R B g R e > TRTRE
FH L o PLo NI ARED 2MBR L g iR 0 B¢ IMB s 0 i
% oo ¥ebAMB F B EEER o I A - 3 BEtiessk 178 Byte k3 0 IMB
A S BT 11 ik 5890 X ek H ¢ o — & Bi¥ o4k~ ] 4 250 Byte - 1IMB
dRe R E Ty P49 b T2 0 B - BRI BE S §

ihr AN G- BAk s DiRATGR BIT 2hii- BAA o LAFRER

A s oy =
Fr-Bogoe

Struct Struct Struct

_RX_DB_| RX DB | ... |_RX DB
0[] B
Kernel Space User Space

____________________

N i iRead
ME o1 MMAP! VMAof =77 1 N over E>
RAM|| IMB for TX , Log Mover |

Figure 6-3 ¥« p 354 > /A28
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65 1 EPHMEFLEERP

File Edit
RAW.DAT @ i
= TE— ]
[ Aprogi155650.a0 0@ &
660 53 (Olher), Oher) Len 21] |
! 125153.136] TCP |ident C1D0 SPorl 55468 (Other), D =
KLOG.DAT G| W18 | TCP ok 4F0 5ot ) Db Do
DHCL| ENT LOG 15:56:34.463281 tcp_connect_Func_Init 4]
15:56:34.463284 top_connect_Func, Stait
15:56.34.463291 tcp_transmit_skb_Func_Start il
15:56:34 463296 ip_queus_mit_Func_Star

INTERFACE.LOG

15:56:34, JﬂS’DQm aulpul Func_Start
55

49311 5ip_f nrzsh UU[DU[Z Fum Slall
v_queue_xmit_ Func_Start

ROUTELOG Deleteduuam_
GUI
Figure 6-4 1 i p 35452 Ul 1 & & & R 42 B
AmTERF T PR ALED B8 EF B % REP 40T
ol Hh 3 1 3 il
KLOG.DAT Binary- | | Instrument Module 1 i p 2%
RAW.DAT Binary “ | & #B® 1 (Fpzk
DHCLIENT.LOG Text DHCPClient 1 i¥p 3%
INTERFACE.LOG Text Treps e+ UP/IDOWN/IP -yt * eha 159 34
ROUTE.LOG Text & ¥ Routing Table * &1 1T p 3%

KLOG.DAT

Table 6-3 o

e P G T

A 1 E ¢ g (s 0 p § ek Instrument Module #7 2 2 cha1 (P 3&F
3| KLOG.DAT # %425 - 1 iF¥p 384 0 - ig =5 5 » KLOG.DAT -

RAW.DAT

3 BB

4t Linux Kernel &

3 B EpF > ¢ 51 Libpcap Snfic i o R-ig
R it 22T k> #5 ~» RAWDAT % o
DHCLIENT.LOG

A2 € % 12 22 DHCP Protocol e 5% 3k & 452 Linux 1P 2~ {7 e 42 4%
%M F %R Table 6-9 -

INTERFACE.LOG
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A2 @ % Netlink & & £ %8 4 5 + 7 UP-DOWN £ IP Address =8~ 18 &2
BB o pEPN FAoT AT

15:56:39.531042 [NETWORK] wlan0 State: Link UP
15:56:39.548802 [NETWORK] Deleted wlan0 inet 60.60.1.66
15:56:42.101918 [NETWORK] Assign wlan0 inet 60.60.1.67

Table 6-4 INTERFACE.LOG } 7 #= &
ROUTE.LOG

*# < @ * Netlink % % 4= Linux Kenrel = Routing #- % 14 4 4 Routing

Event - # % N F 40T #157 ¢

15:56:39.533904 [ROUTING] Deleted 60.60.1.0/24 dev wlan0 src 60.60.1.66
15:56:39.533989 [ROUTING] Deleted default via 60.60.1.254 dev
15:56:39.548802 [NETWORK] Deleted wlan0 inet 60.60.1.66
15:56:43.107429 [ROUTING] default via 60.60.1.254 dev wlan0

Table 6-5 ROUTE.LOG p % # b
gtk g F L FERT "Generate log file ; # i pF > 23> 1 LR ¢
A3 Bk 51484 % (KLOG.TXT 2 RAW.TXT) - 2% < 1 & ¢ # KLOG.DAT
2 RAW.DAT sfiik p 3 E385 J L& T4 ks ™ o 05 B

% hp F e T T

00001

Source IP: 60.60.1.66

Source MAC: 00:1F:E1:65:FE:24

Dest IP: 192.168.0.1

Dest MAC: 00:12:CF:38:12:3A

TYPE: 0800

Packet Len: 80

Identification: 394

15:04:34.600935 inet_sendmsg_Func_Init
15:04:34.600936 inet_sendmsg_Func_Start

Table 6-6 KLOGTXT p % # &

00001 5 7 = #cim-kE > = § B4z d]- & Instrument Module sis4kpF » b {#
¢ p # 4 ‘1’ o Soure IP ~ Dest IP £ Identification » & & % IP £ g5 ¢ kiR IP
=y ~ B enIP =422 Identification # = - Source MAC ~ Dest MAC £ TYPE
Ethernet :7# #f 3 3 - Packet Len %z Ethernet #+¢ & & - H&ART M & pRdte &
GRS P SR L - S A
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00001 15:05:13.752677 [TCP] SIP: 60.60.1.254 DIP: 60.60.1.65 Ident: DD9F
00002 15:05:13.752689 [WIFI] Association Request SA: 96:3c:3c:01:fe:3c
00003 15:05:13.753036 [TCP] SIP: 60.60.1.254 DIP: 60.60.1.65 Ident: DDAOQ
00004 15:05:13.753039 [WIFI] Association Request SA: de:3c:3c:01:fe:3c

Table 6-7 RAW.TXT p 7 § &
00001 % 7 f=#cim -k & % efed— = Libpcap APl 12 B~ {7 — 4 e 4t & pF
B E A LT - BRI ERTA O RGBT R e Pren it
PRV o HE 18 ehF 3 5 Ethernet #+¢ ehp F 245 % e 3| - 4 TCP & UDP #t¢ p >

¢ f247 &) SIP(% ik i=4t) ~ DIP(P eiznk) ~ Ident(IP # £¢ < Identification # i)
S-Port(k i e Fe 32 55) ~ D-Port(p enie i 550) o 2 FF > 4o 1 33pip0 T T Y
fRAT ik BLeRE 0 A1 BB g HHate pOF RGE - b eRfEdT o B o R A o
¢ &% 1 & 3 TCP/IP/ICMP/IGMP/IEEE 802.11 % 4f ¢ #.5% » T 2 jv jg kg ié *
R R K A D Y B oenkbik3a o 4o TIME ~FTP-Data~ FTP~DHCP~TFTP ~
SNMP % -

6.6 DHCP Protocol

*# < 7 132z DHCP Client” if4e #5020 3 T & 45700 23R e (T 4% o 4 & enf
2 ¥_7% DHCP Protocol state machine j; iz rc g pF » #-F E R L8 K g »
DHCP p &5 ¢ o #2355 & b4e™ “75n o

void AddMsgToLog (char *p)
{
struct timeval tv1;
char buf[255];
char buf2[255];
int fd=-1;
gettimeofday(&tvl,NULL);
ts_print(&tvl,buf);
sprintf (buf2,"%s [%s] %s\n",buf,devName,p);
fd = open ("/var/dhclient.log”,0_WRONLY|O_APPEND, 0644);
if (fd ==-1)
fd = open ("/var/dhclient.log",0_WRONLY|O_CREAT|O_TRUNC, 0644);
write (fd,buf2,strlen(buf2));
close(fd);

Table 6-8 #7H P 7542 5% 48 # b1
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*+ dhclient.cpp /& 4=#5 ¢ =0 dhcpack ~ dhepoffer ~ dhcpnak ~ send_discover -
send_request & S » )b AddMsgTolog e » % RHBE-F E 4 4 R F1 8 » B

a"é—é Ipq I? °

08:16:44.038266 [wlan0] DHCPDISCOVER on wlan0 to 255.255.255.255 port
67 interval 4

[wlan0] DHCPOFFER from 30.30.1.254

[wlan0] DHCPREQUEST on wlan0 to 255.255.255.255 port 67

[wlan0] DHCPACK from 30.30.1.254
Table 6-9 DHCP =

08:16:46.065273
08:16:46.065426
08:16:46.089100

TP &R

6.7 Linux 5w i o 471 £ # 5

g

fa&d JavafR RN F T ERA X RFIT TP iEkEA &

 AZ 3

(3w

Mo Time Source Destination Protocol

TUT [UDTUSTTU 796677 3030765 3U30TE6 TCWP[IOEnT UBZA TYpeT UTECHU RSP], GO
102 | 00:08:11.797504 30.30.1.66 30.30.1.65 ICMP_ |Ident: 4279 Type: 8 (ECHO REQ), Code:
103 | 00:08:11.797554 30.30.1.65 30.30.1.66 ICMP  |ldent: 0B2B Type: 0 (ECHO RSF), Code:
104 | 00:08:12.796018 30.30.1.66 30.30.1.65 ICMP  |ldent: 4289 Type: 8 (ECHO REQ), Code:
105 | 00:08:12.796069 30.30.1.65 30.230.1.66 ICMP  |ldent: 0B2C Type: 0 (ECHO RSP), Code:
106 |00:08:13.796038 30.30.1.66 30.30.1.65 ICMP  |ldent: 428C Type: 8 (ECHO REQ), Code:
107 | 00:08:13.796100 30.30.1.65 30.30.1.66 ICMP  |ldent: 0B2D Type: 0 (ECHO RSP), Code:
‘1|FIF! 0f-0814 7TARNAT qlﬂ 30 1 AA 3030 165 ICMFP__[ident 479F Tvoe & (FCHO REQ) Code

00:08:12.796057 icmp_reply_Func_Start
00:08:12.604783 ip_gueue_xmit_Func_Start
00:08:12.796059 ip_append_data_Func_Start
00:08:12.604370 ip_output_Func_Start

MEE

1]

Mo Time Event
1 00:07:57.000277 DHCPCLIENT |DHCPDISCOVER onwlan0 to 255.255.255 255 port 67 interval 8
2 00:07:57.017012 DHCPCLIENT |DHCPOFFER from 30.30.1.254
3 00:07:57.017084 DHCPCLIENT |DHCPREQUEST on wlan0 to 255.255.255.255 port 67
4 00:07:57 040536 DHCPCLIENT |DHCPACK from 30.30.1.254
1] Il | [»

Figure 6-5 Analysis Ul & @

GUI & £ & 5 = < ;i % - i 5 Packet Viewer # sy o 1 & p e p >t
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Mo Time Source Destination Frotocol
97 |00:06:28.567798 30.30.1.65 30.30.1.254 ARP  |Type: RSP 5-MAC: 00:22:68:A1:76:84 Target 00-12-CF-38-11-D3 -
98 |00:08:09.795811 30.30.1.66 30.30.1.65 ICMP  lldent: 4272 Type: 8 (ECHO REQ), Code: 0
99 |00:08:09.795868 30.30.1.65 30.30.1.66 ICMP  [Ident 0B29 Type: 0 (ECHO RSP), Code: 0
100 |00:08:10.796610 30.30.1.66 30.30.1.65 ICMP  [Ident: 4275 Type: 8 (ECHO REQ), Code: 0
101 |00:08:10.796677 30.30.1.65 30.30.1.66 ICMP  [Ident: 0B2A Type: 0 (ECHO RSP), Code: 0
102 |00:08:11.797504 30.30.1.66 30.30.1.65 ICMP  [Ident: 4279 Type: 8 (ECHO REQ), Code: 0
103 |00:08:11.797554 30.30.1.65 30.30.1.66 ICMP  |Ident: 0B2B Type: 0 (ECHO RSP), Code: 0
104 |00:08:12.796018 30.30.1.66 30.30.1.65 ICMP  [ldent 4289 Type: 8 (ECHO REQ), Code: 0
105 |00:08:12.796069 30.30.1.65 30.30.1.66 ICMP  [Ident: 0B2C Type: 0 (ECHO RSP), Code: 0
106 |00:08:13.796038 30.30.1.66 30.30.1.65 ICMP  [Ident: 428C Type: 8 (ECHO REQ), Code: 0
1|UT 00:08:13.796100 30.30.1.65 30.30.1.66 ICMP__[Ident; 0B2D Type: 0 (ECHO RSP), Code: 0 o
1 I 3

Figure 6-6 Packet Viewer

¥ = %> & Kernel Viewer o H 3 54 50 % k&1 #75 i& » 3] Linux Kernel (H€ &

09:45:49 014079 netif_r_Func_Start

09:45:49 014084 netif_receive_skb_Func_Start
09:45:49 014096 ip_rov_Func_Start

09:45:49 014107 ip_rcv_finish_Func_3Start

09:45:49 014113 ip_local_deliver_Func_5Start
09:45:49 014118 ip_local_deliver_finish_Func_5Start
09:45:49 014120 udp_rcv_Func_Start

09:45:49 014127 udp_queue_rcv_skb_Func_Start
09:45:49.014202 udp_recvmsg_Func_Start

Figure 6-7 Kernel Viewer
% = > 5 Kernel Event Viewer = # 3.3 it * * % T B E £ 1 Linux 58+

=N
L=

Time Event
1 09:47:02.307366 METWORK  |wlan0 State: Link DOWN
2 09:47:14.311999 ROUTING Deleted 60.60.1.0/24 devwlan0 src 60.60.1.64
3 09:47:14.312080 ROUTING Deleted default via 60.60.1.254 devwland
4 | 094714325777 NETWORK Deleted wian0 inet 60.60.1.64
5 09:47:14.326616 ROUTING Deleted broadcast 60.60.1.255 devwlan0 src 60.60.1.64
G 09:47:14 326662 ROUTING Deleted broadcast 60.60.1.0 devwlan0 src 60.60.1.64
7 09:47:14.326699 ROUTING Deleted local 60.60.1.64 devwlan0 src 60.60.1.64
3 09:47:14 327447 NETWORK Deleted wlan0 inet fed0::222 68 fea1. 7684
9 09:47:14.328256 ROUTING Deleted fe80::/64 devwland

10 | 09:47:14.328286 ROUTING Deleted fO0::/3 devwlan0

11 | 09:47:43.134751 METWORK  |wlan0 State: Link UP

12 | 094743141312 ROUTING f00::/8 devwlanl

13 | 09:47:43.141360 ROUTING fed0: /64 devwlanl

14 | 09:47.43.169129 ROUTING 02 16/128 via ff02:16 dev wland

15 | 09:47.44.097883 ROUTING ff02:1:ff65:fe24128 via ff02::1.f65:fe24 devwlanl
16 | 09:47:44.686404 NETWORK Assign wlan inet fe80:222:68fffeal: 7684

17 | 09:47:45.097730 ROUTING 022128 via f02::2 devwlanl

(] I

Figure 6-8 Kernel Event Viewer

-35-



5% AREL AT

AEBANLLIPH I E R g AR ®%RER Y A1 E k¥ VOIP
Handover iF(7 2 247§ 5 o »eac A en@ B B en b3 F Rl A 1 2 enJ? o
v o @ 4% VOIP Handover 7 & ks 47 P e B &30 #-PC § = &~ & VOIP
A 5k e *&f 3 %’ﬁt“?ﬁéﬁa 7 f# Fedora Linux =1 Handover 7 5 » § # ¥ &

AP IR B % 0 w54 BT 2 4eig Handover skt s e o

AP R P A YRR Linux $3 e 3t Patch w0 27 Patch (4 b B &R o
fo oo B enid & 5 Patch i o Linux Kernel # ic 534t 4 sisic A4 %+ enfi o
LREE LA BN F- N> E @ perf kot BliE ¥ - iz * FTP
/g I R el

Iperf jplE2n > » 4 B 3R 3 72 4 > & PC2 2 PC1 12 5Mbps & 1000Mbps
g B o BiF UDP 3¢ 45680 F)48 > 30 f/4aiBis > L4k A5 W PC 1 2

P 3545(KLOG.TXT & RAW.TXT) ¥ eh5 414 & % &2 PC1 Iperf Client #2 PC2
Iperf Server 34 7 % & P& #7821 1% 1% 3 Heqp £+ o 3% PC2 e Iperf Server 3 & pF
ENRRESEF P N BEEREH S F o FERA RIE TR A
L ARGE AT o i m BRI (T2 F 0 S o

(1)#-PC1 &2 PC2 & =4 #H =_IP > PCI : 192.168.100.4 - PC2 : 192.168.100.5

(B Fe R 3% Figure 7-1 M eraic PI3E 4 STk B e B W) o

(2)*+ PC2 fx

‘%"‘“

> Iperf Server » @& * 35 £ 4o7F
Iperf —s —u —w 2048k —i -1
(3)*% PC1 gx# Iperf Client » i& * 35 4 4=

Iperf —c 192.168.100.5 —u —w 2048k —b [5120k ..204800k] -t 5 —i 1

-36 -



FTPRZEIR > 2 & ap|3d > 2 5 K PC2 32 PCL 12 FTP ™ ;‘1 5MB 1 1000MB
fh g e 5 Rl R A e 2 @ 5o £ 1 iRl3# Ethernet /i & ¢t > B Jf
FrAEMBERE A G 0 AR T > RIP R A B AL E R FEH 5 (Instrument
Module p & # (> +4F & £ B~ %) > 22 B £z Instrument Module %2 p 5% > > 113 B
£z Instrument Module 2 7 B fp 358 (2 ip RBFRIZE - 07 2P 8% ¥ %

BRSPS R AR ok BB W e e

IBM R61

1.8GHz, 1G DDR
Fedora Linux 8

Intel E1000 ethernet
Atheros 2425 802.11 b/g

A

PC1:192.168.100.4 Figure 7-1 % B it if)38 5 IR B e B ) PC2:192.168.100.5

711 pRE%

Patched Linux kernel -
Original
Speed i
pee Profiler+SNIFFER Profiler only None Linux kernel
(Mps)
Loss Rate (%) Loss Rate (%) Loss Rate (%) Loss Rate (%)
5 0 0 0 0
50 0 0 0 0
100 0.32 0.13 0.086 0.086
200 44 0.91 0.83 0.34
400 82 68 18 0.37
500 93 89 64 0.45
1000 99 99 99 0.55

Table 7-1 Iperf s g roat plid & %
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Wire FTP Test

) ) Original Linux
Linux kernel with patch
kernel

Profiler ST | N N
- rotiier on one one
File SNIFFER o

Size
(MB) | Time  Speed Time Speed Time Speed Time Speed
) (MB) (S) (MB) S (MB) S (MB)

5 0.23 23 0.21 24 0.21 24 0.18 29
10 0.41 26 0.39 26 0.39 26 0.38 27
50 2.02 25 1.98 26 1.96 26 2.1 26
100 4.01 25 3.93 26 3.92 26 3.89 26
200 8.6 24 8.5 24 8.4 24 8.4 24
400 19.1 21 17.6 23 17.1 23 16.3 25
500 22.7 23 20.5 25 20.4 25 20.3 25
1000 39.4 26 36.7 28 36.5 28 36.4 28
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File
Size
(MB)

10
50

100

Profiler
SNIFFER
Time | Speed
(S) (MB)
3.4 1.5
6.81 15
345 15
70.9 1.4

Linux kernel with patch

Wireless FTP Test

Profiler only
Time Speed

(S) (MB)
341 15
6.86 15
39.4 1.5
69.5 1.4

Table 7-2 FTPp| 2% & &
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Time

()
3.45
6.86
35.3

69.2

None

Speed
(MB)

1.5
1.5
1.4

1.4

Original Linux

kernel
None
Time Speed
(S) (MB)
3.45 15
6.85 15
35.3 1.4
69.0 1.4
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FEFTP geferait RS 5 B GFREPF o £ > RJdZr%ic F A 7 7 %%
ﬁﬁ%’&TﬁlmMBuwﬁﬁA,mﬁv,ﬁgﬁ g% 0 2 & 100MB 7|
500MB z. #REATH g MG FTP P IQ%J $H R @ﬁ%} 400MB
bk Lo pF o HiBiEg R T 3 21Mbps 0 £ A & Patch i< Linux Kernel
fpvt o AT AMB -

£ Perf § % % o 7T 00 g ) oy @ R < Y 50Mbps 4 £ B 4
’ﬁ MIHE S IR F D o FME o TS BIHNFERAL BN N
FR{BOHELRCE > (7T UEE{FNE PFE 2 R THOH

oo s oA g N JE HE KRG 0 & )t — = Linux Kernel P is 0 i 2 2 R-FOR B 3
»wﬁfﬂ’wtg B G PE R I R 2 o U T3 B2 i o
Fl o ¥ FIRFIN LG -G r @i 3 o R R R

%ﬁiﬁyﬁ“

HRBERS R I h 1B REE @%]1?};*. S0Mps 1 Tkl o T3 €
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-
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S TR 833 ek YAES THILEKL  FEMBILHERE o H§
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7.2 VOIP Handover 7 5 4 #7

W &P A% A1 2 ko VOIP v Handover {7 % s 45 o

P et L% VOIP s Handover 7 5 » 14 7 f2 3] & i Handover {7 &

ERCR =
A A it o AL E k2 E 4 Handover L8 2 pEe 6 ﬁ;ﬁ_iﬁ@ﬂi‘ﬁ?

[10]  4p B e B o 47+ ¥ 10 54 [12] o A Be i * P33R & B TR B 78 WAr

T BT

( 0
AP1: 60.60.1.0/ oy AP2:3030.10/
255.255.255.0 4 255.255.255.0
(SMC1114W-G)

=

PC1:60.60.1.65 PC2:60.60.1.64

Figure 7-2 VOIP Handover % stZk 5t fie &
A& epIIES 2 L 0 K PCL #5547 VOIP 7 2&(skype) X PC2 » *tid 25 60 #) {8

VIR e

Power down AP1 > jt p¥+ 12 g% 7| Fedora Linux ¢ Handover 2 AP2 > i i%:f 4

1 ERPE 647 R rEf e EpERF > * k4 47 Fedora Linux =7 Handover 7 5 °
PRI A S E e

(1) 3% %4 PCl g2 PC2» x & H 2 APL iFii 4 o o' P& PCL &2 PC2 % ¢ £ 71
#p b g 2 60.60.1.0/24 ¢ IP gt o

(2) ** PC1~PC2-PC3 } Bfch1 E o
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# Association Delay % 3 - Association Delay #7352 ;840
Association Delay = Association Response - Authentication Response

b

Ao e o JAVA UL g0 Packet Sniffer 45 3 Association Response 2

Authentication Response iz 4 3t¢ » E #-H 3¢ ABEFFfpRrTe -

17486|09:47:10.808927 00:1F:E1.:65:FE.24 WIFI Acknowledgment RA00: 1 e1.65fe 24
17487 |09:47:10.809716 | 00:12:CF:38:11:D3 | 00:1F.E1.65:FE:24 WiFI Assoc Response

17488 |09:47:10.810032 00:12:CF:38:11:D3 WIFI Acknowledgment RA00:12:cf.38:11:d3
17489|09:47:10.811867 30.30.1.64 60.249.81.12 TCR Ident. 4B0S 3-Port. 1107 (Other), D-Port:

Figure 7-3 Associ;tion Fggsponse éf & &g%; %

17483|09:47:10.807605 | 00:12.CF:38:11:D3 | 00:1F.E1.65FE24 WIFI Authentication (Open System}-2

17484 |09:47:10.807897 00:12:CF.38:11:.D3 WIFI Acknowledgment RAD0:12:cf.38:11:d3

17485|09:47:10.808637 | 00:1F:E1.65FE:24 | 00:12:CF.38:11:.D3 WIFI Assoc Request SA 00:1fe1:65:fe:24 DA 00:1

Figure 7-4 Authentication Response #t¢ &7 & &

PC1
L2H Detection Method Delay 32.360017s
Probing and Probe Delay 6.798874s
Authentication Delay 1.799973s
Association Delay 0.002111s
L3H Detection Method Delay 3.888115s
DHCP Delay 0.038293s

DAD Delay N/A

Table 7-3 VOIP Handover {7 5 4 45 27 jp| &

PC2

27.628691s

6.787582s

1.683394s

0.00206s

3.87256s

0.035146s

N/A

¥ F % Linux PC 72 5 i# & GARP > #7272 3+ & DAD £ [P Configuration Delay >

Fo g% 1 N/A 4 57 o e $ e i% & Windows PC + #_¢ 4 41 GARP > #712 Fedora

Linux a8 iBj e g chz /F o
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