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ABSTRACT 

 

 

 

In recent year,  internet is very popular , and there are many e-publishers (like e-book, 

e-news, e-magazine, e-learning.......etc.) setting up in internet in the world.  

However, following by the internet blooming, the problem of copy right is indeed 

challenged directly or indirectly by illegal download and illegal free share which disintegrate 

the profit, benefit, and the business growing for the e-publishers .  

Now! Digital Right Management, DRM can help those e-publishers solve these 

situations. Basically, Digital Right Management, DRM  is used to control the using of 

special e-service (like e-music, e-book, software, e-file...etc.) by various information 

technology which could provide e-publishers to prevent  illegal download or illegal free 

share from internet, and which could also provide e-publishers to limit consumers' behavior.  

The purpose of Digital Right Management, DRM is focusing on protecting the valuable of 

e-asset for business and the high profit in the consumer market.    

However, the processing of  Digital Right may be not easy and  take too long time to 

attract new customers in the low-price consumer market. In our thesis, we provide a model to 

solve this problem.We figure out a new architecture, SAML-based DRM with a similar 

concept of  Single Sign On, which can help users log-in by an anonymous code.  

In final, we will introduce and analyse the development in the future of this technology, which 

will be based on the concept of SAML-based DRM . 
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3 Windows Media DRM  

http://www.microsoft.com/windows/windowsmedia/howto/articles/drmarchitecture.aspx 

 

1. (Packaging) 

Windows Media 

(  Windows Media )

URL Windows 

Media Audio (  .wma) Windows Media Video (

.wmv)   

2. (Distribution) 

CD Windows Media DRM

 

3. (Establishing a License Server) 

Windows Media

http://www.microsoft.com/windows/windowsmedia/howto/articles/drmarchitecture.aspx
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4. DRM (Request & Receive Media) 

DRM  

5. (Request & Download License) 

Windows Media 

 

6. (Playing Media) 

Windows Media DRM

PC

 

2.2.2  

Windows Media Digital Rights Management (DRM) 

 

Windows Media Rights Manager  Windows Media DRM 
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2.2.3  

Windows Media Right Manager (Windows Media Rights Manager
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(Windows Media Rights Manager

) PC
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( Android iPod)

Windows Media Player

Android iPod

 

 

 

2.3 (Identity-based DRM) 

(Device-based DRM 

system) (Smart Card)

 

2.3.1  

Conrado et al’s[9] 2003 DRM
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Authentication Systems and Single Sign-On (SSO) EuroCAMP, 7-9 November 2005, Porto, 
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2.5.1  

SAML OASIS Security Services Technical Committee [12] XML

(Security Domain) (Identity Provider)

(Service Provider) XML  
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1. 2002 11 OASIS SAML 1.0  
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3. 2005 SAML 2.0 OASIS  
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2. 

  

SAML SAML  
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1. (Authentication Assertion)  
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(Profile)

SAML Authority
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2.5.2 SAML  

 SAML

 

1.   

  

  

2.   

 

2.5.3  

SAML [13]  

1. Single sign-on (SSO) 

Web User Source Web Site Destination 

Web Site use case diagram 7  

 

8 SAML  

 Eve Maler, SAML basics A technical introduction to the Security Assertion 

Markup Language , XML Technology Center, Sun Microsystems, Inc. 

 

2. Authorization service 

User Policy Enforcement Point(PEP, ) PEP Policy 
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Decision Point(PDP, ) User  

 

9 SAML  

 Eve Maler, SAML basics A technical introduction to the Security Assertion 

Markup Language , XML Technology Center, Sun Microsystems, Inc.  

 

3. Back office transaction  

Buyer Seller1 Seller1 Seller1 Seller Buyer

Seller 

 

10 SAML  

 Eve Maler, SAML basics A technical introduction to the Security Assertion 

Markup Language , XML Technology Center, Sun Microsystems, Inc.  
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2. (Service Provider)  
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7.  

8.  

9.  
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 Tom Scavo, Security Assertion Markup Language A Brief Introduction to SAML, 

NCSA, 

2.5.5 SAML  

SAML ( 12) SAML

 

1. (Web Server 1) (Web Server 2)

 

2. (artifact)

 

3. SAML (assertion)

SAML  

4.   

 

12 SAML  

 SAML http://www.csie.fju.edu.tw/~ie955148/indexXML.html 

 

http://www.csie.fju.edu.tw/~ie955148/indexXML.html
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3.  Identity Provider  

4.  Assertion  

5. Assertion  License Service  

6. Content Service  Identity Provider 
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XML XML

SAML-based DRM  

DRM

License SAML-based DRM DRM

(License Provider) SAML

(Authentication Assertion Attribute Assertion Authorization Decision Assertion)

SOAP  

3.5.1 (SAML Assertion) 

(issuer)R (Subject)S (Time)T

(Condition)C (Assertion)A  

(Authentication Assertion) 

(Subject 9679531) (Time 2010-07-03~2011-07-03)T

(Method password)M  

<saml:Assertion 

  MajorVersion=“1” MinorVersion=“0” 

  AssertionID=“128.9.167.32.12345678” 

  Issuer=“NCTU SELab“ 

  IssueInstant=“2010-07-03T10:02:00Z”> 

  <saml:Conditions 

    NotBefore=“2010-07-03T12:00:00Z” 

    NotAfter=“2011-07-03T12:00:00Z” /> 

  <saml:AuthenticationStatement 

    AuthenticationMethod=“password” 

    AuthenticationInstant=“2001-12-03T10:02:00Z”> 

    <saml:Subject> 

      <saml:NameIdentifier 

        SecurityDomain=“estore.nctu.edu.tw” 

        Name=“9679531” /> 

    </saml:Subject> 

  </saml:AuthenticationStatement> 

 </saml:Assertion> 
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<saml:AuthenticationStatement>…</saml:AuthenticationStatement>

 

SAML

(Attribute Assertion)

(9679531)  

<saml:Assertion …> 

  <saml:Conditions …/> 

  <saml:AttributeStatement> 

    <saml:Subject> 

      <saml:NameIdentifier 

        SecurityDomain=“estore.nctu.edu.tw” 

        Name= “9679531” /> 

    </saml:Subject> 

    <saml:Attribute 

      AttributeName=“Role” 

      AttributeNamespace=“http://nctu.edu.tw”> 

      <saml:AttributeValue> 

    Admin  

      </saml:AttributeValue> 

    </saml:Attribute> 

  </saml:AttributeStatement> 

</saml:Assertion> 

<saml:Attribute>…</saml:Attribute>  

SAML (Authorization Decision Assertion)

 

<saml:Assertion …> 

  <saml:Conditions …/> 

  <saml:AuthorizationStatement 

    Decision=“Permit” 

    Resource=“http://estore.nctu.edu.tw/UserCart.aspx”> 

   <saml:Actions Namespace ="nctu.edu.tw" > 

      <saml:Action>Execute</saml:Action> 

   </saml:Actions> 
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   <saml:Subject> 

      <saml:NameIdentifier 

        SecurityDomain=“nctu.edu.tw” 

        Name=“9679531” /> 

    </saml:Subject> 

  </saml:AuthorizationStatement> 

</saml:Assertion> 

(Subject)9679531 (Authentication Assertion)

(Permit) (Resource) http://estore.nctu.edu.tw/UserCart.aspx (Execute)

 

3.5.2  

XML (Assertion)

 

 
19 SAML-based DRM  

 Eve Maler, SAML basics A technical introduction to the Security Assertion 

Markup Language , XML Technology Center, Sun Microsystems, Inc. 

 

1. Consumer (Subject) CarMonstor(Service 

http://estore.nctu.edu.tw/UserCart.aspx
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Provider )  

2. Consumer CarMonstor Consumer  

3. (authorities) (Assertion)

Authentication authority Authentication Assertion Attribute authority

Attribute assertion Policy decision point PDP Authorization 

decision assertion  

4. 

(Policy store) PDP

9679531  

3.5.3  

(Assertion)

http request /response (Assertion)

 
20 SAML-based DRM  
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1. Consumer Subject HTTP Request(

Authentication Assertion request Attribute Assertion request Authorization Decision 

Assertion request 3 ) 

(1) Subject Consumer

Subject Consumer ) Request  

<samlp:Request 

 MajorVersion=“1” MinorVersion=“0” 

  RequestID=“128.14.234.20.12345678” > 

  <samlp:AuthenticationQuery> 

    <saml:Subject> 

      <saml:NameIdentifier 

        SecurityDomain=“nctu.edu.tw” 

        Name=“9679531” /> 

    </saml:Subject> 

  </samlp:AuthenticationQuery> 

</samlp:Request> 

(2) Subject Consumer

Subject Consumer ) Request  

<samlp:Request … > 

  <samlp:AttributeQuery 

    CompletenessSpecifier=“Partial”> 

    <saml:Subject> 

      <saml:NameIdentifier 

        SecurityDomain=“smithco.com” 

        Name=“9679531” /> 

    </saml:Subject> 

    <saml:AttributeDesignator 

      AttributeName=“Role” 

      AttributeNamespace=“http://nctu.edu.tw”> 

    </saml:AttributeDesignator> 

  </samlp:AttributeQuery> 

</samlp:Request> 

(3) Subject Consumer

Subject Consumer )

Request  

<samlp:Request …> 
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  <samlp:AuthorizationQuery 

    Resource=“http://estore.nctu.edu.tw/UserCart.aspx”> 

    <saml:Subject> 

      <saml:NameIdentifier 

        SecurityDomain=“nctu.edu.tw” 

        Name=“9679531” /> 

    </saml:Subject> 

    <saml:Actions Namespace=“http://…”> 

      <saml:Action>Read</saml:Action>         

    </saml:Actions> 

    <saml:Evidence> 

      <saml:Assertion> 

        …some assertion… 

      </saml:Assertion> 

    </saml:Evidence> 

  </samlp:AuthorizationQuery> 

</samlp:Request> 

2. Request Response  

<samlp:Response 

 MajorVersion=“1” MinorVersion=“0” 

  RequestID=“128.14.234.20.90123456” 

  InResponseTo=“128.14.234.20.12345678” 

  StatusCode=“Success”> 

  <saml:Assertion 

    MajorVersion=“1” MinorVersion=“0” 

    AssertionID=“128.9.167.32.12345678” 

    Issuer=“NCTU SELab"> 

    <saml:Conditions 

      NotBefore=“2010-07-03T10:00:00Z” 

      NotAfter=“2010-07-03T10:05:00Z” /> 

    <saml:AuthenticationStatement …> 

    </saml:AuthenticationStatement> 

  </saml:Assertion> 

</samlp:Request> 

3.5.4  

SOAP Web Server XML
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HTTP XML

 

SOAP 3.5.3 Request Response

Request Response  

SOAP Binding Authentication Request   

POST /SamlService HTTP/1.1 Host: estore.nctu.edu.tw  

Content-Type: text/xml 

Content-Length: nnn 

SOAPAction: http://www.oasis-open.org/committees/security 

<SOAP-ENV:Envelope 

xmlns:SOAP-ENV=”http://schemas.xmlsoap.org/soap/envelope/”> 

<SOAP-ENV:Body> 

<samlp:Request xmlns:samlp:=”…” xmlns:saml=”…” xmlns:ds=”…”> 

<ds:Signature> … </ds:Signature> 

<samlp:AuthenticationQuery> 

 

</samlp:AuthenticationQuery> 

</samlp:Request> 

</SOAP-ENV:Body> 

</SOAP-ENV:Envelope> 

SOAP Binding Authentication Response   

HTTP/1.1 200 OK Content-Type: text/xml 

Content-Length: nnnn 

<SOAP-ENV:Envelope 

xmlns:SOAP-ENV=“http://schemas.xmlsoap.org/soap/envelope/”> 

<SOAP-ENV:Body> 

<samlp:Response xmlns:samlp=”…” xmlns:saml=”…” xmlns:ds=”…”> 

<Status> 

<StatusCodevalue=”samlp:Success”/> 

</Status> 

<ds:Signature> … </ds:Signature> 

<saml:Assertion> 

<saml:AuthenticationStatement> 

... 

</saml:AuthenticationStatement> 

</saml:Assertion> 

</samlp:Response> 

http://zh.wikipedia.org/zh-tw/XML
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</SOAP-Env:Body> 

</SOAP-ENV:Envelope> 
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