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ABSTRACT

In recent year, internet is very popular;;and there are many e-publishers (like e-book,
e-news, e-magazine, e-learning.......etc.)-setting up in.internet in the world.

However, following by the internet blooming, the problem of copy right is indeed
challenged directly or indirectly by illegal download and illegal free share which disintegrate
the profit, benefit, and the business growing for the e-publishers .

Now! Digital Right Management;-DRM can-help those e-publishers solve these
situations. Basically, Digital Right Management, DRM is used to control the using of
special e-service (like e-music, e-book, software, e-file...etc.) by various information
technology which could provide e-publishers to prevent illegal download or illegal free
share from internet, and which could also provide e-publishers to limit consumers' behavior.
The purpose of Digital Right Management, DRM is focusing on protecting the valuable of
e-asset for business and the high profit in the consumer market.

However, the processing of Digital Right may be not easy and take too long time to
attract new customers in the low-price consumer market. In our thesis, we provide a model to
solve this problem.We figure out a new architecture, SAML-based DRM with a similar
concept of  Single Sign On, which can help users log-in by an anonymous code.

In final, we will introduce and analyse the development in the future of this technology, which
will be based on the concept of SAML-based DRM .
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2. #»#%(Distribution)
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4. BB 5 B3 HE RN B
T A IR R BB AE o B AT TR B R KRR I AR Z IS A
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PP E A R (Bl - BRFEBTREZNMAT EF) EABITH
FREREBEREREEFS MAFARRRELIHFELENE - SN
Bl oo hm % T BPBE | N E# FRGIRMOER > FIETRE B L BER
WA P PR RIE S

13‘?

10



223 {ERANNELEEAER S HIFE

Windows Media Right Manager 3&38 7 " k X 4% %% , (Windows Media Rights Manager
ERAREAR "B AR B AR R RS TR EE)R T
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AH@BRnE AITERTREABEARNE  FAFEEZRTR -
2. ZREMAE
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3. WAMEAEIRE
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ZOoBHEEBREERARMRTEREE T AR E LM N 50 4 00 EF R
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2.3.2 fTARAE

EFMREABMREER AL L BUANZ AR GHEIE S > BN ZFRERE
B F T RFEOHER OB R EAR BT EE - SR AR K ER
BB JERGREETR A ST X LCEDBMRERAS LS

G RAEXBMRMEIL A% BARMNEFARERERAEE2HAE  12HA
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Bl E LB AN > LAMBHEEEEFT RTHEFREIS  XHEFRE
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2.4 E g5 N\ (Single Sign On, SSO)

f ¥R W eAR MR A% 0w EIP(EA D) ~ ERP(& ¥ B IRAEF
&) CRM(%Z 2 MHEETFE)  KMEREZFE) - PLM(Z S A BRER A K)F
REEAL B FHEERMARY - OB MBH AL EE RRTEE S5 wREMEE
RAEEBEESERE 2% LA ERMER > BIGH —@RREFH HERAEMT > 2
BelE % MRS 0 AR EMRIE AR X FARLEN BT RE(ET
# username/password) - E#AFE R E R LR EIERLRE - B THILS 24005 H5RE
Fi8 > b Z A T SingleSignOn g E R » A AR FL B —RERER  FTAHS
FRZEEEBNELCEREORSEARM AT EHRETFHRES TH > o b7 5
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1. IS MERERE  8HTPILAEERS 2% HMRABIT—REWHRE -

2. HAMER L RIAE R F BN H TR -

3. HGMER I ABALZRENEESELAAKERAENABREN  ABERLALTE
39 e W K (R B ~ WP RS BqE A B M PR) B F] » 9T — R EBAF AR A 5 B
Fif A 48 o e A TR o

4. Hhatk -

241 A%

B RN E Ao B 6[11]47F © KB E4 AW 0 Rk (Authentication domian)
B JE A BR A% B (Secondary domain) 5 FiE gk B EE AN 0 JE A RS R B AE AR AR R A

% -
1. EFEFERE R W G W HERE T -
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2. PR RAERSR PR RIS IRG A P 3t Sy R G AT REIAER -

HAEREA

1 APmRBERDEBERABRERTHE—EERAERX -

2. AP ERAREXGAERAPHRATLRBEMRE S SR P WA E R
Bl RIERAAZXGZRAPIRAIRERETEIHMEN ©

3. REBMEAA P ImERS WERE o

4. REBBFAERAPMBEFWE > ASKEAE > L ABHMEEER RS A
Pyt Br el R E R T R ey R AR K -

Authentication Domain Secondary domain

1. Access application Application

/resource

2. Refer |—

\ for authn.
3. Ask for " A —
credentials SSO 4, Transfer to application
\ Application //
T
Application
| /resource
SSO Session
(Ticket Granting Transfer
Ticket) /Service ticket Secondary domain

B6: EBAATER

% k4% © David Orrell, Eduserv Athens
Authentication Systems and Single Sign-On (SSO) > EuroCAMP, 7-9 November 2005, Porto,
Portugal

2.5 SAML

Fo B 2L B A (SSO) 8y & K - SAML(Security Assertion Markup Language) #% 3% 3t 2k
BRILEIAE  CAFRAE I HEBEFOHBRGERAEE N W RELE S £LEE
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&L > ER AR AT AR ER T RS HTMOME - ot A F B
E B RARE > ERE R AT - R PR BIEGE S LA EMREERLE

o HEI E SN R SRR

2.5.1 M

SAML % &5 OASIS Security Services Technical Committee 42 #[12] » —#& &% 4 XML
2T &% A Bk (Security Domain)z F - Bp & 4y 42 4% & (Identity Provider)#e iR % 42
it 2 (Service Provider) 2 fi] » X %303 #3248 B 2e9) XML #43L -

SAML pR A&7 F 4o F -

1. 20025114 > OASIS®H %k # £ SAML 1.0%2 4% -

2. 20034 » SAMLL1.14 &OASIS#y4Z & -

3. 20054 » SAML 2.0 % OASIS# 12 & <

HBRA
1. REER % F R EZ 2 A(single sign-on) ¢
2. BBHEAKL—WEHRRBRN G TRERL 2B LR RPH—FESH
KIER # S o912 fEFo 34 o
SAML #.§. % & T SAML ¢4 utt > .4 :
1. =5~ (Assertions)
T HEXMLE 25 & 0% B B B3 -
2. 13 (Protocols)
ERFESTHFRADEIHRA -
3. #r(Bindings)
€ & SAMLh 35 S A% 2 4 30 & #1383 3k (% © Hitp ~ SOAP) &y B 4 -
4. B & X (Profiles)
FEHSAMLIHE ~ RE R B F4ofTraamb X EFERAEE -

16



Profiles

Bindings

Protocols

Assertions

B 7 SAML. % pg sttt B

1E SBT3 M F A 1B £ 82 (Subject) & sr (Assertion) B X Ak ki XL — AT
(T A& — 3B

—EA) ERERTHE —ETERN G F 5 BEGFRR  A—
fANE4E > HE B TeyE FEHAAAT AR RIS - BB T T EREBT o hiE
LML 0 I

1. x 8 prdh4T 89 Bes (Authentication Assertion) » BA & BAfE A £ & B TR AE

2. X385t (Attribute Assertion) » & BA X #8698t > ko B B AIRAE R P
3. ¥4# % R (Authorization Decision Assertion) » & & fu3F £ g2 BT €

rx-)
=]

4T 4R — 8 X BE ey Be B AZ(Profile) » BeBM T ey S T AR B R E) &) 4k
Z o~ & W SAML ## & (Authority) 5848 » & v 5ess o0 b & trBsa il fR 3 > 2R
T W B MM RARE 0 mItAER R EoR Al B R=R 2 R 2 (Policy Decision Point - PDP )
9B o SAML 2R & T &P 3%

(Client) 3 KA ey 5 = BAE B X BRGWE -
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252 SAML R atAey R

EEEBEAGERT » SAML $H# £ RAAT 7 RERF 482 & A R @ ey
A

1 RIFpeyess A EARBEAAHMREET AN F L HEaFL
RAEBRA Q@R ERARERZAN  BEMOERL2MKH  BEBRAKREE

RAEL ZGHE > BITRAKE -
FE G EEAERREZXEERRMERGREEANARATELESN -

2. WbV A RRF A2 W RA R & AR 0 USRI A A RTS
EREBREEBEHAERFERARBRZA T EITRS ©

253 £ RAEHE

SAML 7 & i = #81% A 53e[18] > BAAR R Ll by B Aa
1. Single sign-on (SSO)

Web UserZa % 2| Source Web Siteia 473235 18 :® » A 4835 B s 47 Bk Destination
Web Site b 5 4% 3 84 & 3> Huse case diagram 4w B 7 77 5~

Authentlcate ﬁ %
Source
Web Site
ﬁh‘i‘ﬁﬁh“ Use Secured
Web User Resource \ %

Destination
Web Site

B8 : SAML B E: A AL A 5 E
Hik R R ¢ Eve Maler, SAML basics A technical introduction to the Security Assertion
Markup Language , XML Technology Center, Sun Microsystems, Inc.

2. Authorization service
User 7z B Policy Enforcement Point(PEP, 5 =% & #& 25 ) &9 & J& » PEP#: 3 i Policy
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Decision Point(PDP, 5 =5 3= 5 k)2 22 User &y 1& F 42

f’t

Palicy Decision Point

% Access Resource %

User Policy Enforcement Point

B9 : SAML % # R 512 A 1535 B

FoR kR ¢ Eve Maler, SAML basics A technical introduction to the Security Assertion
Markup Language , XML Technology Center, Sun Microsystems, Inc.

3. Back office transaction
BuyerSeller1as g & Sellerl# 15> Sellerlg2Seller & & 48124 » Buyer=] & 4%
% % Seller

/

Authenticate, :
Seller1
Qualify sler

Autharity
Known to
Both
\ Transact
Buyer Busmess %

Seller

10 : SAML %3 % 5% A H 3L E

FoR kR ¢ Eve Maler, SAML basics A technical introduction to the Security Assertion
Markup Language , XML Technology Center, Sun Microsystems, Inc.

2.54 SAML %

SAML ¥4 » KA LGS A -
1. &3t (Identity Provider) © & 4 &5 ~ 3B A B MM R I HB RN
AR F% ©
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2. FRFs#eAt&(Service Provider) : 3§ & &~ R IRBERFS ©

3. f& A #(Client) : @AM H B RIREMA L@ F MR ERELRES 0o
HEEERAEWLT

18 A & & MR Fs d ik B KR F -

FRF AL E O B A R E T IREREH BT W BRE -
15 # 2 F s R 4 AT S I BRE o
FrEmERELE D BER TR SR ER

15 A &M 5o 0B B RS R E -

RAREHE G REREEEZRE T -

H BB AL H R RIS TR o

AR5 A 4 o ik A T8 @ ERE o

9. ERAEBREBAGREEREER -

10. PRA5 FAE H R AEAE A TR ZARAF

© N o g &~ w D P

Identity Provider
Authentication
Acthority
4 .
- SSO | Attribute
C 3 . Service Authority
L
I *
£ 7 6
N ¥
Assertion .
T I Consumer Attribute
T Service Requester
- 10 !
9
‘ 2 Tl Resouce
1
T

Service Provider

B 11 : SAML %4 E
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Fok R R : Tom Scavo, Security Assertion Markup Language A Brief Introduction to SAML,
NCSA,

255 SAML f1& H £ &g 4

33 KL —18 SAML fe 46 A L ey £ 6354 BB 12) » 3R89 SAML 224 T oy B 25

%

N

1. f& A k4836 (Web Server 1) » 3t 35 K48 3 2] B 424935 (Web Server 2)%
fREEIR -

2. RiRssAE A B ARk (artifact) 0 B EM G S E B AR 0 E A HE R SARRE
BAR4EE R BRI E R -

3. BARMEH R RIRA AR A %A 35 T SAMLER 3% = 5 (assertion) - R R 4835 AR
AR5 B AR 4935 R AESAMLER 3% & 5%

4. BARE¥ G E R FRE IR TR

Example of SAML usage (browser / artifact)

Web
(1) Request to use server 2 Server 1
i!l‘ _ (2) Server sends "artifact’ back, ﬁ
W redirects user to server 2 iﬂ,.l

User

- B wes
(b o O 02
erver

12 : SAML #91& A £ 1)
Fik R B ¢ SAML - http://www.csie.fju.edu.tw/~ie955148/indexXML.html
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=~ SAML-based DRM

BRAER TR BMTHMNB BT ARG EA M
1.

N\

B B RBERIER S
18 A & 2 LB DRM 4% 3 04 /v 58 B4 9 2555 0 J8 38 47 3 3% 4 45 AR 55 (License
Server)# B AL RFER T 0 BUF S EME A M
2. WMEHH
—fB4E A & 7 — o $p  &(Content)3g £ — 18 & A 94 A 448 (License) 5 &
A% AR BB & (Content) ~ TASAAE A H M E > koAl ZAEMT—ALET >
BhobJB E H iR 4R 32 4 45 AR 35 (License Server)BuiF ¥4 0 b fE A E AT A — 1A
REABBAL N BT 0 0 SR ML B ILIR AR ) IR 55 AT BATIRAE 04T A -
3. BHEERSH
DRM & 3% 3 & A RARE L F NI S B EGBM N B RR BN BHER E
S BB ARFEDT TR AMBEEF IR - T FRAEIRINELEER
VES Tian k3
BB > RIATEBER > AT FREREMERTHMIRAEEIE A L5 BAEBEARRL
BORH(E 13 LA iTunes Z47]) > ot A T3 A AT ~Eak ~ TR KRB FHESF
HIBERBRERHJTHOEEEMm LT 2 RARMEBEEZEGFHEF IR - E—EFR
RETHE AERELABEBFEARLLTIRENEZ DM @ERERE - HTE
AL EERIREEE AR T HERM ARG o ARFREEES T REX T T
ERAE ITunes X PR E R G &M RO MP3 & > N EZFEAIRMEETIE ALK A A
CEFOREARS L& —FBREE ERAHELERGFLAHERRHEEROGEE

BIZHENRE
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| —

|8 htto://wwrune.com = ,_,‘[0yx'|-°‘uqy

WHE) RAY) BHAEQR) IAD HAH | vech YN
© | e (RS B S0B... o WITEAT RWIIHE @ PENETUIMILST  Backey Comer Domno ...  Cathy 88K - Window... *J Goog

g#al right management... | 4 htto://www.ktune.co... X l v E) - e e SR RRM(S) - TRQ)-

3. Activation

Credit Card Information

Card Holder's Name: F.F. HSU 9

Billing Information (Must match Credit card’s Billing Info)

v

B 13 : iTunes M RA B8 B 42
% & B http://lwww.itune.com

AERRE —EEANERIREEEARBELZARBRANNEREER S THMEK
R R AR B FEAE A o

145 28 A1

1% [15] (#3834 : EasyCard) R e & F A A A 4T AN AE L
WE - Bl SRS 2L RR TN HERERENFEBAET 2R L 4%
B THREARRAN B EEM A NEHEHE PEA - ARATE HEH

TaefERk - Her X PHERT RTERKEFTRITESER - R~ ME 4T
FABLFHERBE  SRFAGRAEELR  FASBRENTHRAE  EAET
BdF o BELEFEBABNRER X H2RE BRAMEBK TR Pk X
HERH AR —F c BTRRR S °

23


http://www.itune.com/
http://zh.wikipedia.org/zh-tw/%E8%8B%B1%E8%AA%9E
http://zh.wikipedia.org/zh-tw/%E6%82%A0%E9%81%8A%E5%8D%A1%E5%85%AC%E5%8F%B8
http://zh.wikipedia.org/zh-tw/%E5%A4%A7%E5%8F%B0%E5%8C%97%E5%9C%B0%E5%8D%80
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http://zh.wikipedia.org/zh-tw/%E5%AE%9C%E8%98%AD%E7%B8%A3
http://zh.wikipedia.org/zh-tw/%E9%80%A3%E6%B1%9F%E7%B8%A3_(%E4%B8%AD%E8%8F%AF%E6%B0%91%E5%9C%8B)
http://zh.wikipedia.org/zh-tw/%E8%87%BA%E7%81%A3
http://zh.wikipedia.org/zh-tw/%E8%87%BA%E7%81%A3
http://zh.wikipedia.org/zh-tw/%E4%B8%AD%E5%8F%B0%E7%81%A3
http://zh.wikipedia.org/w/index.php?title=%E5%9C%8B%E9%81%93%E5%AE%A2%E9%81%8B&action=edit&redlink=1
http://zh.wikipedia.org/zh-tw/%E9%9B%BB%E5%AD%90%E6%94%B6%E8%B2%BB%E7%B3%BB%E7%B5%B1
http://zh.wikipedia.org/zh-tw/%E9%9B%BB%E5%AD%90%E6%94%B6%E8%B2%BB%E7%B3%BB%E7%B5%B1

N
]

BARR BER SNEE

Bl14 : faas a7

% kA& R :http://www.easycard.com.tw/ » 45 %K /> F)

AARAARIEBFHHE 8%
1. B4
HEHELEBELE TR AEEZREBEABRLEN  REZIAMNBE LA
BATR S HRBFTLBARKR  REZAEMEAFC(BEFERTC ~ EA
BEEREEN RELERGRAAEGE K )EATEER THEER -
2. WMHEHE
RECHREER  PTRRERRY > AHEHLTE - ERMEIERE £
REihofh » —F1ER S F -
3. WANIAHECGAERS)BLERARRER
BHEFHRTHELZA B ARBILNAAETHARBEFRAAEHOH
B eRB-EE) -

A MR B R B A R NBRR RS T LB M EgRER
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3.2 SAML-based DRM 381k & 32

B115 % 1% 4 DRM ey AR X [14] 2 5 Bidko T

(=7 - License
Fgts {[_ / ' f &) N/ server
holders, S 18 Ny
content Y e e Sl — 4 S 3
providers {% .Z = _)
———
> p? - .
DRM protect process -
S Online
Media | 7 : nline
CEEBE S

Encryption

Optional watermark
Usage rules

Portable

device (CD,
distribution mp3 player etc.)
media

14 * 15 %DRMIE 1F 4 X
1. #4324 (Rights holders,content providers) st % #4379 5 v 5B 37 .44 0 £ 48
_E#4% X #(Online distribution servers)#:{%
2. 4 %4 (End users) iy sp EA M E AR B R PRARE G BMMNE -
3. A BEH A > @3 T 4 £ 2 o (Licesnse server) & K4k A A o
4. HEZHEBUERM  BHEAAIREOBMAE

—Protected
media file

BB I AN (SSO M 692 B (L I BRsEmAz ~ H/MER ~ ZHEHE ~ R
EMHE) SHAFTALEFREBEAMRSGGTRABAIREETE L AES > HTH
AR EEAGANSBRER ST LB A BLARAERET
SAML-based DRM &y 4448 » 3 iy 15 2 R B 25 B A (SSO) ey & > AFF R F /£ User #2
License server Fi > Au b —18 & 1532343 Ak 25 (Identity Provider, IDP) » 4 & % 72 & IDP 3%
Rz kMgt > #1A IDP AT EZ BN > & IDP 4 & & 84T &ty B (O
AR T RN EORIFAES) HILERFN S RERRE I SHESL
TG RS T IRAERA RS FIRS LM EHA AR BN - LEAE
M 4o [ 16
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ee, [@@— ,D\A\@J\% e

content >
> @%\ |censeSeNeL \[dentity PrOVIdec ‘ L./:?\/
SN

providers
\

DRM protect process “ = B )z\_—““
f 4 S Online
’ Medla LW distribution
e X — /
S servers
Optional watermark =
Encryption

Usage rules

Portable

- Protected &2 Physical device (CD.
media file ’L\\: G distribution mp3 player etc.)
" > media

16 : SAML-based DRME /%44 &,
1. ¥4/ 2324 (Rights holders,content providers) st i 04 13 25 v B 47 114 0 £ 4%
_E#54% X #%(Online distribution servers) %4 -
2. # E#(Endusers)é &g LA EMB R T RIREIBMNE -
3. HEEABKE QL ORBAME > RTDERLAE -
4. HEHBEBAE R > LHBZAREGBIA T -

3.3 SAML-based DRM % &,

SAML-based DRM #44% &, 6,4 T
1. #iemsE .

#8421 iCash ~ 1425k # % & Online Game B5 -k X, » bt A3l & /£ 847
GoREHRFUEREM T AH B RAMER —AkEEN IDP —RBpT)e.

J&E M OASIS Security Services Technical Committee 32 4 2 SAML #.%: > &3
B3/ DRM % % £ % 8 o) B3 BT SR 3E R AR A 424 BT AR -

—EAE R A T BT S AN ERE RS ERMICEN AR R EE
R BRI I o (Right Issuer) Buig 42 4 (11 s B pe il B 32 4 4 > BB E 3
RAEPR R > & A& B — B T 58 3 B sE BB AR

DRM 2 4B A £ ER Hitmaiim g b REHONR, LBNE TR
LM B 0 AR F B AR B AT — R Ly License B3R IL M ERE > M
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FEARBA N R R M A %518 SAML B e A g4 (4L T AR E —E#
R P9 78 SR %4 4 License BR3E By 4F (4o [ 17 Aiow) » SRS fAALRARM B &Y o
2. BARERESLERPEITRS):

DARSRERH B B ARIREE B AR B sk R &
:‘E" °

B 17 AR RAREGRBE > KA ET 5 AM P (Client) ~ & R B AR S
(Identity Provider) & B jr # B 32 2 (AR R B RE T > BB EIL A &% 0 &

R 2 P AL AR5 8 Service Provider. s 2 @,4- 7 Content Server & License Server) o

DRM System
Identity Provider (License Server & Content Server)
6.1
Attribute
| Authority 6:2 fl
Ident_it\; Content Server
Service | License Server
Authentication
Authority N Resource
* T—
4 3
+
\ 5 6.3 8 7 2 1

USER
Agent / Player

B 17 : SAML-based DRM%2 4%

AEMOEFBwE 18 LR T ¢
1. & A3 Content Server & K354 %4%3#% 65 Content -
2. Content Server £ K& F 3% 4T & 303 o
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3. {& A E ldentity Provider & -

4, %75 Assertion &) & EEL1E A %

5. {& A 3% 4% % A Assertiongy 303 B kR4 45 License Service

6. Content Service i ldentity Provider #471# A % & 7 5a 3 i 9142 F Ci@ 185
& e

7. {# F 3% B =km Content Server &K % Content -
8. Content Service # C.Ex 2 F oy Content =4 44& A 3%

License Content Identity
Player .
server Server Service

1.4 M #% & Content Service &

’ £ 1 % £ 8 & Content
mSAMLﬁSSP (SelfSerwce .............. ;"t“mn
portal )# 5 » TRLEX4 2. Content Service £ £ # M ik
License transaction # % i
\f 3.4 MBEIDP £ A
: 4.8 A& Assertion & ¥ eI ¥
LR
5.5 M %3 P4 Assertionsy 2
1 #1 #2985 License Service

6.1~6.2. Content Service &
IDP i 47 # M X% T

6.3. € X EEHAET

7.5 M % #& X @& Content Service

Gi £ & #Content

B BE“l:l.ntentS.e.I:VIoeli.é.&Qﬂ"""."".

F ) Content &) f§ & & M8 5

18 : SAML-based DRM 7% & [

5424 k%

BRI R P B IRAE EIE A %A KA T e SAML-based DRM 2244 &9 T 47
METHAM mARY —EEBREFRGEIEMANBAREY A % > & SAML-based
DRM A B ERKEM AR AFWHEMIRMEEELILLELH5F  SMREEHEL2 4T Y

¥ HE ) AR % (License Server)ss 84k 35 SAML #9355 2 LAl R B SAML-based DRM
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BT G RERARETA LR HDEL N XML X > 3t 43 st XML ST 47 47
F o AT ERA B B R SRR B SAML-based DRM %R 44 -

ARG B Y1134 DRM A 4L > BITHEBMBERBAEIHEALTHY
License :2 3 148 - B /2 SAML-based DRM % # T » #4145 & & DRM % %4 b & 5
Wy TR E G 4y B s 45 Bk % (License Provider) » #9456 #) A SAML 33,3689 & 5~

(Authentication Assertion ~ Attribute Assertion ~ Authorization Decision Assertion) £ /7 #11%

PEERIE BN % 1B SOAP ML PR %38 4 4 AT /B8

3.5.1 = ;~(SAML Assertion)

2L — B AE 4 (issuer)R & % X 18 £ 82 (Subject)S 4 ¥ 18 8% £ 25 (Time) T & #8444+
(Condition)C T =T LA % % % #4715 A &9 & 5= (Assertion)A A 17

HAHF) F B3 & o~ (Authentication Assertion) %o 3 {3 pr #E 2 32 4 %40 F A8 X B2 S48
F % (Subject> A5 F % 9679531)4E ¥ 48 & & Bk (Time» A& 1) ¥ & 2010-07-03~2011-07-03) T

@ X A8 G s O A(Method » R4 & password)M i@ @ 5x3s » L w4 F -

<saml:Assertion
MajorVersion=*1" MinorVersion=0"’
AssertionID="128.9.167.32.12345678”
Issuer=“NCTU SELab*
Issuelnstant="2010-07-03T10:02:00Z"">
<saml:Conditions
NotBefore=2010-07-03T12:00:00Z”
NotAfter=2011-07-03T12:00:00Z” />
<saml:AuthenticationStatement
AuthenticationMethod="password”
AuthenticationInstant="2001-12-03T10:02:00Z">
<saml:Subject>
<saml:Nameldentifier
SecurityDomain="estore.nctu.edu.tw”
Name=“9679531" />
</saml:Subject>
</saml:AuthenticationStatement>
</saml:Assertion>
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H + » <saml:AuthenticationStatement>...</saml:AuthenticationStatement>Bp & % 1 B

o
R

o

N
!

B ENEBRMERA LR L EHEREME RMTHA SAML AR e) EHE M
(Attribute Assertion)iE 2§ S B AR R L HMIRM ETIL A e B oY bR > &AL %E

L ho P AT PRME G IR A S E 5] X BE(967953 ) A AL R ALTIEE e T F -

<saml:Assertion ...>
<saml:Conditions .../>
<saml:AttributeStatement>
<saml:Subject>
<saml:Nameldentifier
SecurityDomain="estore.nctu.edu.tw”
Name= “9679531” />
</saml:Subject>
<saml:Attribute
AttributeName="Role”
AttributeNamespace=""http://nctu.edu.tw’>
<saml:AttributeValue>
Admin
</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>

<saml:Attribute>...</saml:Attribute>Bp £ & M & 5= o
TERRERAELBBEMERESL  RLBOARTERRERA L BT OHMR > &M
#5 3% 1B SAML #8689 3038 32 R = o1 (Authorization Decision Assertion) » 2 %o #43 IR # %

Bi4 ETEXRIEAEZRTAMERLBMEANE > RS T T !

<saml:Assertion ...>
<saml:Conditions .../>
<saml:AuthorizationStatement
Decision="Permit”
Resource="http://estore.nctu.edu.tw/UserCart.aspx’>
<saml:Actions Namespace ="nctu.edu.tw" >
<saml:Action>Execute</saml:Action>
</saml:Actions>
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<saml:Subject>
<saml:Nameldentifier
SecurityDomain="nctu.edu.tw”
Name=“9679531" />
</saml:Subject>
</saml:AuthorizationStatement>
</saml:Assertion>

Fo~ P o 45 i £ 4% (Subject)9679531 7z 3@ i & 7y Bx 3& (Authentication Assertion)4g > =T
(Permit)4t#} & & (Resource) http://estore.nctu.edu.tw/UserCart.aspx » # 47 347 (Execute) &y

ik -

352 RN

BRI T — 228 XML U8 3 69 & 5 (Assertion) 44 » 8 F R & AMIF A F
3000 BB EAE AR

Y Prbdu er 5,
Credentials :: » Authentication Attribute Policy decision :
collector ., |  authority | authority point e

e RS EREE L ,.—.;.—.—.::,‘-L’

o e e

Authorization

Authentication Attrlbute 2
assertion assertion deC|S|_on
assertion

SAML
| Application : - > Polic
request IR enforcen%ent
| CarMonsteritt 353 point
e §ubject )

Reliable ParteS &% FETZ1E 75 (service provider/relying party)
B 19 : SAML-based DRM £ 427! 5

FHRIR © Eve Maler, SAML basics A technical introduction to the Security Assertion
Markup Language , XML Technology Center, Sun Microsystems, Inc.

1. 218 4 % 8 E 1 » 34 # Consumer X £ (Subject) 78 & ¥+ CarMonstor(Service
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Provider )i T X B 1E4% i & KB4
££. Consumer x %2 iy CarMonstor#z & & K 1% » %

% 4 & % R Consumer & 4T & 47 5
% /5 (authorities) & 4 & 5~ (Assertion) »

“it
FRORB=ZBARFINE R ARE=FER
[5) &9 & 57~ s Authentication authority # 4 Authentication Assertion» Attribute authority

#& %4 Attribute assertion > Policy decision point s #% & PDP B] # 4 Authorization
decision assertion o

BEETHERTELAS I  LFgHEMIIIFNE
RE

554k TR A B T — 1B
2 % (Policy store) » 45 3% » PDPA THE XM A AHE T £ > 4%

9679531 B A & » R E IR BAE LA EH -

353 BHMRMWT

7] e e

LA & 30 B s A B3R eY w T (Assertion) F TEARE £ R 2 1% » B2 R4
B & 4y 23R

Y aE R
FIIR 25 L H AT PR T 2 S B s AW > RAIVER AW LRZER
&4 http request /response ' 1 & Rk 4% &y & s~ (Assertion) & 48 i &

S0 ko FHE

Asserting Parties

Issuer > Producer ~ Authorities

/f \\N

Request

Response
AttributeQuery Assertion

AttributeStatement

—

BOR R R

Relying Parties :

Consumer » Subject

B 20 : SAML-based DRM
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1. Consumer =k Subject i% & 3 {3 Jr # % 32 4 % & & HTTP Request(#k 1 #2 4t 7
Authentication Assertion request~ Attribute Assertion request~ Authorization Decision
Assertion request % 34& & 34))

(1) 3% 5056 iR % a3 3 ESubjectkConsumer 2 5 A48 BRAE A% T o R

#3324 35 fASubject . Consumersy & #7383 & 31) » Request B 4o F -

<samlp:Request
Major\Version="1" MinorVersion="0"
RequestID="128.14.234.20.12345678” >
<samlp:AuthenticationQuery>
<saml:Subject>
<saml:Nameldentifier
SecurityDomain="nctu.edu.tw”
Name=°9679531" />
</saml:Subject>
</samlp:AuthenticationQuery>
</samlp:Request>
(2) 3% & iR 4e) IR % 7k 2R i3 /ESubjectskConsumer £ = A 4B B L 2 4P W R

A 3% #2413 fASubject s Consumer#y /& £ % 1) > Request i £t F -

<samlp:Request ... >
<samlp:AttributeQuery
CompletenessSpecifier="Partial”>
<saml:Subject>
<saml:Nameldentifier
SecurityDomain="smithco.com”
Name=“9679531" />
</saml:Subject>
<saml:AttributeDesignator
AttributeName="“Role”
AttributeNamespace="http://nctu.edu.tw’>
</saml:AttributeDesignator>
</samlp:AttributeQuery>
</samlp:Request>
(3) %GR AR KAk R ASubjectkConsumer 2 E A 8 M BRAZ ST o R

A FH R AL 2 {8 Subject s Consumer$+ # X B TR L T A MR AR B ) >
Requesth x40 F
<samlp:Request ...>
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<samlp:AuthorizationQuery
Resource="http://estore.nctu.edu.tw/UserCart.aspx’>
<saml:Subject>
<saml:Nameldentifier
SecurityDomain="nctu.edu.tw”
Name=“9679531” />
</saml:Subject>
<saml:Actions Namespace="http://...”>
<saml:Action>Read</saml:Action>
</saml:Actions>
<saml:Evidence>
<saml:Assertion>
...some assertion...
</saml:Assertion>
</saml:Evidence>
</samlp:AuthorizationQuery>
</samlp:Request>
2. B & HiEAe) ik % =& stRequest » Response s e T ¢

<samlp:Response
MajorVersion="“1" Minor Version="0"
RequestID="128.14.234.20.90123456”
InResponseTo="“128.14.234.20.12345678”
StatusCode="‘Success”>
<saml:Assertion
MajorVersion="“1" MinorVersion="“0"
AssertionD="128.9.167.32.12345678”
Issuer="“NCTU SELab">
<saml:Conditions
NotBefore=2010-07-03T10:00:00Z”
NotAfter=2010-07-03T10:05:00Z” />
<saml: AuthenticationStatement ...>
</saml:AuthenticationStatement>
</saml:Assertion>
</samlp:Request>

35.4 LR

SOAP Z & T b B4 AR %% (Web Server) fe4¢ XML TH B d 1R EHF > £F
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M ERACE D EAAEARAREARLZK XM E®HTTP @M< > A XML & K,
GARRBRBOLH BN - R XET ~ FERE R -
& AE A T SOAP & X 4%\ 3.5.3 & % 2 Request & Response o F 7 4 %]

% Request & Response & :@B4RE 14 649 B & -

SOAP Binding Authentication Request :

POST /SamlService HTTP/1.1 Host: estore.nctu.edu.tw
Content-Type: text/xml

Content-Length: nnn

SOAPAction: http://www.oasis-open.org/committees/security
<SOAP-ENV:Envelope
xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/”>
<SOAP-ENV:Body>

<samlp:Request xmlns:samlp:="...” xmlns:saml="...” xmlns:ds="...”>
<ds:Signature> ... </ds:Signature>

<samlp:AuthenticationQuery>

</samlp:AuthenticationQuery>

</samlp:Request>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

SOAP Binding Authentication‘Response-

HTTP/1.1 200 OK Content-Type: text/xml

Content-Length: nnnn

<SOAP-ENV:Envelope
xmlIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/”>
<SOAP-ENV:Body>

<samlp:Response xmlns:samlp="...” xmlns:saml="...” xmlns:ds="...”>
<Status>

<StatusCodevalue="samlp:Success”/>

</Status>

<ds:Signature> ... </ds:Signature>

<saml:Assertion>

<saml:AuthenticationStatement>

</saml:AuthenticationStatement>
</saml:Assertion>
</samlp:Response>
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</SOAP-Env:Body>
</SOAP-ENV:Envelope>
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W AREFERR
REGHE N ARBEEGEIAE - BAEXD)ETLAATEZRE -

4.1 % %h3EIE

AAGRB LR BIVEERBEATIEAF - 45 5 o 54 Ak % (Service
Provider) ~ # 4 P9 %47 AR % (Content Provider) By DRM % % 7F) — 2R M % E o
AT %Yk SAML-based DRM % % 649 78 B2 38 35 ©
CPU : Intel Core Duo 1.66 Ghz
&4 - 3072 MB
Y ¥ % % - Windows XP
RAE B MBI 40 F e A Windows e 43k BRSNS A A ST S @RI
A9 A Microsoft &4 asp.net /738 E » 36 fE A Oracle &) & W & 4 S bl A7 B 9 5 B A
FA & 69 3T B 9104 B B3 o $ORR 48 BRASF o TF
4835 R % Microsoft 11S 51
F @ AR E ¢ 42 Simple SAML 7 ¢
B NERARSE  JAFE— B EAEL DRM % 4
&k & : Oracle 9i

B2 235 #4#k Visual Studio 2008, VB.net

42 R - g

BT A —SEHMEEH AN BFARR)NOTEIREFDARE T4
WM EERRGREREEREHM
BAREBREE EAFELE—REAN 2% Z RERELEA Identity Server)



Welcom to the NCTU Virtual Store.

Please Click Continue to process Logen

Continue I

B2l: EsiEesAnEd

BB EE L% R ldentity Server BA v AT H M ERE

‘& Identity Provider Login | |

Welcome to the NCTU Identity Center.

User name: ka

Password: [esessees
_Login :

Bl22: G BfAREAANET®

BHBEHRER  BAEBRASR > AEETERERZACHEBHBMNE
ol 85 25 3 B R (9] 0 88 2 19635 25) R 37 E R 2 $4m  R (A ¥ & T E @ e B
M%) 0 3T BHA R FIAREE SR R g B A ARG E T8
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88' '| *J portocol - Google f&= | ‘€ Service Provider x | | J

NCTU SE-Lab DRM System
Welcome Il K.F. Hsu

You are logged in as kf. You have 19535 points.

You can logout here

Here are the contents you bought before. You can play them anytime.
Hi, Your Cart have nothing, if you have interest in our content you can purchase it any

Here are the contents we have now. You can buy them just select it and click "Purchase" wt

Purchase |

Multi Media Center

Select ID Name Cost (NTD$%) Available days
[T Select em01 Traveling 3 c
[T Select em02 Life weekly 20080302 3 999
[7 Select em03 Information Security Risk Management 0 999
[7 Select em04 Information Security capacity rating 0 999
[T select m02 musicOl 30 oG
" Selectm03 music02 10 40
7 Select eb01 Little Banker 0 &0
7 select eb02 Forrest Gump 5 3
[T select eb03 Twilight - dawn 0 c
[ Select eb04 Norwegian Wood 5 S

12

Bl23: HfrTRAGMERALEL®

HEAERAMEE i A BN (RE RALE AR 5 RekdEfkk) £ ERY

Fuichas
??;#%‘FM % E

R
Purchase |
Multi Media Center
___Select 1D Name

Select em01 Traveling 3

B22: BEBMNEE

RSB BRI (dulk 3 2E) 0 S BB N RRAL T B E B H

You are logged in as kf. [You have 19632 points. ]

You can logout here. Logout l

Here are the contents you bought before. You can play them anytime.

5

CUst Mediaivane
K.F. Hsu 2010/8/3 23:07:59 3 Traveling

Cost (NTD$) Available days

Unara ara tha ~antante A lmva mAanr VA ~an hains tham aieb calact b anAd ~lhicle "Noirclhaeca®

4]

B24: ERECHENBMNETE

A 2T P (2010/8/3) > I B A TREBF BRI E T35 HEETHRBE
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CPlay | e

Here are the contents you bought before. You can play them anytime.

K.F. Hsu 2010/8/3 23:07:59 3 Traveling

.~

Hlmavm =mem bam mmmbmmbs im bmm

B 25 : {& A & 2hiEPlay 47 4 Y X 4% K

A3 BB RT-HHER S

JEBET JE F A & B & FEHAT
AL E TR

I B

SATESEUE) HEENE—RBEE

&

BANEFRBE QRERAHFLZE -REAN 2%€ZREAH LB Identity

Server)

Welcom to the NCTU Virtual Store.

Please Click Continue to process Logen

B26: EEHEEAE®
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BT EERAEE Identity Server A 0 AT H M ERE

/& Identity Provider Login | |

1896

Welcome to the NCTU Identity Center.

User name: ka

Password: [esesssss

B27: g AR EEALTS®
BAEBRBEL  HEFTEEAABHBES T TR HELEAERE
TIHRE > BLAME S ARG EFREED o RTREEL  HELA
F—REA » Bp /A9t DRM % %8 4738 35 5145 1)

88' '| 23 portocol - Google {82 | /& service Provider x | | J

NCTU SE-Lab DRM System
Welcome Il K.F. Hsu

You are logged in as kf. You have 19635 points.

You can logout here

Here are the contents you bought before. You can play them anytime.
Hi, Your Cart have nothing, if you have interest in our content you can purchase it any

Here are the contents we have now. You can buy them just select it and click "Purchase" wt

Purchase |

Multi Media Center

Select ID Name Cost (NTD$%) Available days
7 Select em01 Traveling 3 c

7 select em02 Life weekly 20080302 3 299

[T select em03 Information Security Risk Management 0 999 |
7 select em04 Information Security capacity rating 0 999

M Select m02 music01 30 999 |
M Select m03 music02 10 40

" Select eb01 Little Banker 0 &0 |
" Select eb02 Forrest Gump 5 3

[T Select eb03 Twilight - dawn 0 5 |
[T Select eb04 Norwegian Wood 5 5

12 |

B28: MR EHALEREEIE S
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HEAERBBENLCE T ##bi%%ﬁ%'l:- 3

|
Multi Media Center
(M iselect en01 United Evening News20091001 10 999

B29: BEMMNEE
248 Biorpk 22 (A m F A 10 ) -

You are logged in as kf.

You can logout here._

Here are the contents you bought before. You can play them anytime.

ETHHEEERINERBGHEH

| You have 19607 points. |

K.F. Hsu 2013/4/23 23:22:15 10

United Evening News20091001 Play
IK.F. Hsu 2010/8/3 23:07:59 3 Traveling Play
K.F. Hsu 2013/4/23 23 17 53 15 Economlc Dally New520091001 Play

YOI OLL %ﬁirﬁ

Here are the contents you bought before. You can play them anytime.

K.F. Hsu 2013/4/23 23:22:15 10 United Evening News20091001 Play
IK.F. Hsu 2010/8/3 23:07:59 3 Traveling

K.F. Hsu 2013/4/23 23:17:53 15 Economic Daily News20091001 Play
Here are the contents we have now. You can buy them ]ust select it and click "Purchase" when you have fr

[ Select m01 music03
12

BI31 : {# A & BhiEPlay 4T $ 4 P9 454
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ARG XHABRE —F > BIMFEFTEANYDRM A4 BRA £ N2 BAERHY
T3y LA @eg e BAE —FNL T DRM ey K224 > BRI > N4
TEAALETRAMEAGELEAKRS - HdBEAR > KRIFARE —EEA £/
2EAE R HH A6y DRM %4 -

BE ARMPEATEETLRGRRA EHFARELBAKSFERN DRM 24 L >
HAr442 8 7 SAML-based DRM %2 4% > 37 % 4K 15 853 3T i — 18 SAML-based DRM
B BER -

M5 EAEH R BATRAMEG 15638 DRM 2 &3 A @ R B EL T3 (2o R4
NEBERER S EEA BATey DRM 2248 H B m 2 - B EMREK 0 LBLKEA
BATHRBLETFTHHRE B EEITHRBENEN  wBRBE2HALNE
TR HEHFLAETEHOBERFERELF > B TR M EMIbZ AT H B
ITAAR B BN A BTARRE RGOSR T HERANAN > BHEEFL
BT AR R R REELBARANEE  RAXAB@AREN LIS AEE Y
T—EBAMEEF I EREREEAMKS S DRM %2 4 > #1& DRM 2 &% N2 ET
AR ABEMHRLIEN  EMEWER -

BRERANKRFGRAEEANLTER S BRARSE 24 REF O RBELARE N
HACTE A RFS % So ZARISAEBP T > A% 4 SAML 9 R B &% SAML & — MR & -
RERAEGERIR A QPG R E L2 R BTSRRI BRI 4 SAML
BRBLE T 0 £ RAREBR E > B4 4R B Advanced SAML-based DRM #% #t%2
# o B 32 5w 0 5 d SAML A R EBIRARENEN  ZRETRE—FH

W > APAEL LR DRM A % (ke B 32 # DRM System A & DRM System B)4 & » #t
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o T AR VISA £ —4 > A EHBBE ¥ 89 VISA F -

Identity Provider
Attribute
Authority
Identity
Service
: 6.1
Y Authentication
Authority
6.2
DRM System A DRM Systems B
(License Server & Content Server) (License Server & Content Server)
¢ S C S
DRM License Server J— wr License Server - ontent Server
4 3 Farms Resource Resource
f / [ [ [ 1 [ K [ [ T T
| [ ] [ ] [ [ [ [
" T T 3173
14 13 10 9 8 7 2 1

USER

Agent / Player

B 32 : Advanced SAML-based DRM %2 #%
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