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ABSTRACT

With the convenience and fast speed on the Inteaxehanges of multimedia
become more and more frequent nowadays. PNG inaagassed in a wide variety of
applications. In this study, we propose severalhoes.for data hiding applications
via PNG images, ineluding copyright protection,“re¢csharing, and covert
communication. For copyright protection, we-propasklock-based method for file
authentication, which can authenticate the intggand fidelity of PNG images by
adjusting pixel values to meet some constraintharthree color channels (red, green,
and blue) and the alpha channel. For secret shaki@gropose a method by solving
three simultaneous equations to generatghares fromn —1 cover images, and
embedding the shares in the alpha channels ofdloe tnages. We can recover the
secret by collecting all the shares. For covert momication, we propose two data
hiding methods which are based on the proposedeatitiation method and the
proposed secret sharing method. We also applybertethods to yield a combined
data hiding and authentication method to autheteticelden data. Good experimental

results show the feasibility of the proposed meshod
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Chapter 1

| ntroduction

1.1 Motivation of Sudy

With the fast growth of the Internet, exchangesnoitimedia become more and
more frequent nowadays. Because people can geinmeditn very easilghrough the
Internet, duplicating and tampering with digitalages without authorization becomes
a serious problem today.

Many kinds of image:formats arejused on the IntefdNG (portable network
graphics) image is one of the commonly-used formhatsaddition to the three
channels of colors, namely, red(R), green (G), lalnd (B), the PNG format includes
an extra channel namedralpha channel. The alphmmehis a kind of controller which
can be used to adjust the weight.of RGB channelspiople can see.

Data hiding techniques can be used to hide dadagimen image. Here the image
may be regarded as a kind of camouflage coveriagsétret data. Additionally, the
PNG image is a commonly-used multimedia format fan Ihternet, but data hiding
applications involving the PNG image is rarely sekens desirable to develop new
data hiding techniques for the PNG image in thiglgt After we hide secret in a
cover image, except the owner, other people witl kmmw the data is hidden in the
cover image. And they will not try to extract ip@arently. So the data will be under a
better protection by the data hiding technique.

Copyright protection is always a hot topic in thmplcations of data hiding. Lots

of copyright and security protection techniquesehbgen proposed. One of them is to



hide authentication signals in cover imagéath less distortion. It is desired also in
this study to embed authentication signals in PNi@ges to authenticate the fidelity
and integrity of the images to achieve the purmdseecurity protection.

Secret sharing is a third data hiding applicationywhich we convert a secret
message into several shares by a certain datédigin techniqueand each share is
kept by a participant. Since these shares are edtehy certain secret sharing
operations, each share may be created to contaneamingless content. When a
person who is not one of the participants is offevae of these meaningless shares,
he/she might suspect the existence of secret messaghe share. Therefore, it is
desirable also to develop secret sharing techniguts steganographic effects for

PNG images in this study.

1.2 Overview of Proposed M ethods

1.2.1 Definitionsof Terms

Before describing the proposed.method, some deinstof the terms used in
this study are given first as follows.

1. Secret: a secret is a piece of information that is imaottand should be
preserved properly and not revealed to unauthopeegle.

2. Sego-image: a stego-image is one in which some digital infation is
embedded.

3. Cover image: A cover image is an image which is used for gesharing
and steganography.

4. Protected image: a protected image is an image in which authetibica
signals have been embedded.

5. Image authentication: image authentication is a process for verifythg

2



integrity and fidelity of a suspicious image.

6. Shareimage: a share image is one of the secret sharing gestila secret
image.

7. Embedding process. an embedding process is a process to embedrdata i
an image.

8. Extraction process. an extraction process is a process to extrackenidiata

in the stego-image.

1.2.2 Brief Descriptions of Proposed Methods

A. Proposed | mage Authentication M ethod and Data
Hiding M ethed by Adjusting.Selected Values on

Spatial Domain for PNG I mages

In this study, we propese a method to verify:trdelity and integrity of PNG
images by adding a kind of authentication signal® iPNG images. We apply a
division operation to each image block. In ordeexecute this operation, we have to
have a sum, a divisor, and a remainder in eaclklabthe beginning.

At first, we divide the cover image into non-overfa3 blocks. Then we pick up
several values from eachx3 block and sum them up. Next, we use a user key to
generate a series of numbers namg@iso, and one block will correspond to the
numberNgivisor 8S a divisor. We then divide the sum by the divisoget a remainder.
After this, we adjust, by adding or subtractings fireviously-selected values in each
block in order to change the remainder to be ZEne. above-mentioned operation for

each block then is taken as a kind of authentinasignal. And the image after



embedding authentication signals in this way beanprotected image.

After we get a protected image as just describedcan authenticate the image
to ensure its fidelity. For this, we can extract temainder in each block of a given
image, and then check whether the remainder is@enot. If not, the image will be
decided to have been tampered with.

In addition, based on the authentication schemeals@ propose a data hiding
method, in which we count the number of odd numlaes that of even number of
the previously-selected values in each block. Adicgy to the data which are to be
hidden, we adjust the numbers of odd numbers andn emumbers of
previously-selected values in each block to achibeegoal of hiding data.

When the user gets a‘stego-image, he/she may exthrachidden data by
counting the numbers of odd-numbers and even nunmbkrmpreviously-selected

values in each image block:

B. Proposed Secret SharingMethod for PNG I mages

A method by secret sharing and steganography tggbsifor sharing secret
images is proposed in this study. The techniquehafing secret is based on solving
simultaneous equations withunknown numbers.

More specifically, we generateshares fromm — 1 images, and the" image is
named theesidual image. In these three equations, the number of unkncaviables
depends on the number of images which the usectedleWe propose to hide the
solutions of then — 1 unknown variables in the alpha channels of tlectedn — 1
images, respectively. And the solution of tifeunknown variable, the residual value,
is hidden in the previously-mentioned residual imagdditionally, in the residual

image, we will hide the residual values in the gg@en, and blue channels. The share



images then are distributed to the participantcéstody by them.
On the other hand, after collecting all the shaimgges from the participants,

we can extract the hidden data and recover thetsiecage.

C. Proposed Information HidingM ethod for PNG

| mages

A method using a data hiding technique for coventnmunication via PNG
images is proposed in this study. We use againabmve-mentioned simultaneous
eqguations to hide secret information.

More specifically, we divide the cover image. intdeast four parts. Each part is
taken to be a cover image or the residual imagieint from the last method, we
also hide the residual values in the alpha chamiia.residual values are much larger
than the previously-mentioned solutionsmf-.1 unknown variables. So when we
hide the residual values in the alpha channelatpba value will be lower. And the
situation of each alpha values differ from eacheotvery extremely will become a
kind of noise appearing in the cover image. In otdesolve the problem, we propose
to divide the residual value into two parts andehidem in two different places to
make the alpha values higher. In this way, we agantlie stego-image with a better
quality.

When a user gets a stego-image, he/she can egtimtidden data by solving

the three equations.

1.3 Contributions

The contributions made in this study are summarnazete following.

1. An authentication method for verification of thedgrity and fidelity of

5



PNG images by adjusting some selected values inRth&, B, and A
(alpha) channels is proposed.

2. A data hiding method with capability of authenticatof hidden data is
proposed..

3. A new secret sharing method with steganographectffis proposed for
protecting secret images systematically and segurel

4. A data hiding method based on some properties ®RNG format is

proposed for covert communication.

1.4 Thesis Organization

In the remainder of this‘thesis, a review of ralateorks about techniques of
image data hiding, file authentication, informatisimaring, and the PNG standard is
given in Chapter 2. In Chapter 3, the proposed atefor image authentication by
adjusting some selected values| of+the red, grednblre channels is described. In
Chapter 4, the proposed method for image sharingdbying three equations is
described. In Chapter 5, the propesed-method fta Haling is described. Finally,

conclusions and some suggestions for future warksrnade in Chapter 6.



Chapter 2
Review of Related Works and
Sandards

2.1 Introduction

More and more data hiding techniques have beenlajsdd Because of the
differences between distinct document formatsediifit data hiding techniques have
been developed to hide data in documents of diftei@mats. So in this chapter we
will make a review of data hiding techniques aslwaslsome related techniques for
image authentication and secret sharing, which lexem developed in recent years.
In addition, because the_data hiding techniquestlagd applications proposed in this
study are implemented.on 'the PNG format, we wgbainake a review of the PNG

image standard subsequently.

2.2 Previousof Sudieson File
Authentication'Techniquesvia
Digital Images

Many authentication methods have been proposed [i-the past. Wang and
Tsai [1] proposed a method to verify the fidelitpdaintegrity of PDF files by
embedding authentication signals in them. Weng Tsail [2] proposed two methods
for authentication of grayscale documents. Oneheht can authenticate grayscale
document images by a semi-fragile watermarking riegle against print-and-scan
attacks. The other method can authenticate graysiadument images by using edge
direction histograms with circular interpretatioHuang and Tsai [3] proposed a

scheme for authentication by embedding visible wmaseks and authentication
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signals into grayscale images. Chiu and Tsai [4]ppsed a method for image

authentication in color images without the useighatures.

2.3 Previous of Sudies on Secret
Sharing Techniques

Secret sharing is one of the data hiding techniqters use in covert
communication. Many secret sharing techniques lheesn proposed [7-10]. When a
pre-defined group of shares is collected, the $etata distributed in them can be
recovered. Shamir [7] proposed first the conceptsetret sharing in hisk(
n)-threshold method. In this method, a secret igddiy inton shares which are given
to n participants for custody. At leasishares must be collected to recover the secret.
However, ifk — 1 or fewer shares arercollected, the secret cdrencecovered. On the
contrary, if less than — K shares are stolen, the secret can still be reedv@&akley
[8] transformed the secret sharing problem intoceangetric one by considering the
secret as a point of the intersectiomdiyperplanes in an-dimensional space where
n > 2. Lin and Tsai [9] proposed an effective schefoe secret multimedia
information sharing with steganogrphic effects. yhweatedn shares frorn -1
cover images by using simple logic operations. Addally, the operation can

recover the secret fromshares very quickly.

2.4 Previous of Sudieson Information
Hiding Techniques via Digital
| mages

A lot of approaches to hiding data into images haeen proposed [11-17]. Lee

and Tsai [11] proposed a new method for data hidingrayscale images based on a



human vision model with distortion-minimizing cagdles. Lai and Tsai [12]

proposed a method to hide data in PNG imagé®y piled a PNG image on a
gray-level one and hid secret data in its LSBs. Anaalculation was made to
determine how many bits in each byte of the gragllénmage can be used for hiding
for the sake of reducing the resulting distortibh, et al. proposed [13] a novel
reversible data hiding algorithm, which can recothex original image without any

distortion from the marked image after the hiddatachave been extracted.

2.5 Review of PNG Sandard

In this study, all the proposed information hidiraythentication, and image
sharing techniques employ PNG images as carrieianfed hiding information. We
give a brief review of the'PNG; standard in thistisec In Section 2.5.1, the usages of
PNG images will be described. And in Section 2.5@ne properties of PNG images

will be described.

2.5.1 Usages of PNG Images

In this section, we will describe the usages of PMaages. PNG is the
abbreviation of Portable Network Graphics. The Pifnat was created to replace
and improve upon the GIF (Graphics Interchange Borflormat at the beginning. It
is a bitmapped image format that employs the LZ\&hipel-Ziv-Welch) lossless data
compression technique. As the name suggests, itagigned for transferring images
on the Internet, not for professional graphics. Axdept the RGB color space, the
PNG format does not support other color space$, ascCMYK.

PNGs have some advantages over GIFs: the alphaah#me gamma correction
option, and the two-dimensional interlacing progres display capability. Though

GIFs also have alpha channels, they only suppepttaathannels with single-level
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transparency. In other words, the GIF image cag balfully transparent or opaque.
Instead, PNGs that have alpha channels are ofblarie@nsparency.

As we mentioned previously, the PNG was designedrémsferring images on
the Internet. If a user downloads a GIF image aRiN& image through the Internet
simultaneously, he/she will get the complete PN@geearlier than the GIF image.

In the next section, we will describe the properté PNG images.

2.5.2 Properties of PNG Images

Each PNG image consists of several ‘chunks’ subiathn In other words, with
the exception of the first 8 bytes in each fileRlG image comprises nothing but
chunks. In the PNG format, “two categories of chuakes included. One is named
critical chunk which is a group; of chunks that a decoder musilide to interpret in
order to read and render a PNG file. This groupsistsi of 4 chunks which are IHDR,
IDAT, IEND, and PLTE: After theintroduction to thecritical chunks, we will
introduce the other group of chunks, naraad!lary chunk.

In general, a PNG image is at least.composed Wwitettypes of chunks: IHDR,
IDAT, and IEND. The IHDR is the image header chutiie IDAT is the image data
chunk; the IEND is the end-of-image chunk. An IHDRiIst be the first chunk in a
PNG image, and it contains all of the detail abiet type of image: its width and
height, bit depth, color type, compression, filtand interlacing methods. It can
record whether the image is a truecolor, graysaaealette image and how many
dimensions in pixels. An IDAT contains the actuatalof an image, which are the
output stream of the compression algorithm. It llsvaed to have multiple IDAT
chunks; if so, they all appear consecutively withimtermediate chunks. Each IDAT
contains at most two gigabytes of compressed datdEND is the simplest chunk. It

points out the end of a PNG image, and it contamdata. The previously-mentioned
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three chunks can make up a PNG image, with or witha alpha channel. But if it is
an image with a palette, it should contain anotlgpe of chunk, PLTE, the palette
chunk. A PLTE has 256 palette entries and eacly enta 24-bits color in the RGB
color space.

As we mentioned previously, the IHDR consists @& tolor information of the
image which is named ColorType. If the ColorTypauag 0, the image type is
gray-level; if the ColorType equals 2, the imagpetys truecolor without an alpha
channel; if the ColorType equals 3, the image tigp@edexed-color, with a palette; if
the ColorType equals 4, the image type is graytevéh an alpha channel; if
ColorType equals 6, the image type is truecolohait alpha channel.

Theancillary chunks are also defined in the‘international StandareyTére not
always necessary for constructing a PNG Iimage.€fber, these chunks may be
ignored by decoders. There are 14 ancillary chuakd,we can classify them into 5
types according to their actions. The first typealmut«‘transparency information”
which includes tRNS chunk; the* second type is abiocator space information”
which includes cHRM, gAMA iICCP;:sBIT, and sRGB adks; the third type is about
“textual information” which includes iTXt, tEXt, @azTXt chunks; the forth type is
about “miscellaneous information” which includes ®B, hIST, pHYs chunks, and

the last type is about “time information” which gmhcludes the tIME chunk.
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Chapter 3

Authentication of PNG I mages by
Adjusting Selected Pixel Valuesin
Spatial Domain and ItsApplication
to Data Hiding

3.1 Introduction

With more convenience and faster speed on thenetteexchanges of images
are more frequent in recent years. Especiallyr #fietype of PNG image was created
for data transferring on the Internetpits.use® #scome common. Development of
the data hiding techniques for PNG images becoreesssary and very important.

In this chapter, we describe the proposed methochafithentication of PNG
images and its application to data hiding. In Sec8.1.1, several related definitions
will be given. In Section 3.1:2, the rough ideatltd proposed authentication method
for PNG images will be described. The process dbemding authentication signals
and the extraction process will be given in Secoh In additional, the proposed
data hiding technique which is based on the abosetioned authentication method
is described in Section 3.3. Finally, some expenigeresults are shown in Section

3.4, and some discussions and summaries are giv&eciion 3.5.

3.1.1 Problem Definition

Although copyright protection becomes a hot topicently, most of the existing
techniques for this purpose were developed onlyséone very common file formats

which have been used for a long time, such as BM& MEG. Due to the
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characteristics of the alpha channel, the PNG besarpopular format in the Internet
recently. However proposed data hiding method®f& images so far are very rare.
Most of the authentication methods embed authdiditaignals as a kind of
secret data in cover images. The authenticationalsgand the secret data usually
cannot be hidden at the same place. In other wdrdg want to hide secret data and
authentication signals in the same cover imaged#ta hiding capacity of the cover
image must be bigger than the sum of the capaéiguthentication signals and the
capacity of secret data. In this study, we willgose a method which can combine

the authentication signals and the secret data.

3.1.2 Proposed Ideas

In this section, we briefly describe the proposesthud. At first, we divide the
cover image into non-overlapping3blocks; and we select randomly a fixed number
of values from the data.of the four channels (geden, blue, and alpha) of each block.
In each block, we add the selected pixel valuegouget a sum. Also, we select a
random number for use as a divisor: Soyin eacbkble have a sum and a divisor.
Then, we divide the sum by the divisor to get aammaler. Afterward, we adjust, by
adding or subtracting, the previously-selected Ipratues in each block to change the
remainder to be 0. In this way, the final contehthe block is regarded as a kind of
authentication signal for use in image authentcati

In addition, we propose a data hiding method whishbased on the
above-mentioned authentication method. In the previdiscussion, we mentioned
that we pick up several values in a block. We besé selected pixel values to hide
data. First, we count the number of odd numbersthatl of even numbers in the
selected pixel values in each block. And accordmtipe data which are to be hidden,

we adjust these numbers of odd numbers and evemarsntio achieve the goal of
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hiding data. More details are described in theofeilhg sections.
3.2 Proposed | mage Authentication And
Data Hiding M ethods

In this section, the processes for the proposegénaaithentication method will
be described. In Section 3.2.1, the process of ddibg authentication signals will be
described. In Section 3.2.2, the process of imagjeeatication will be given. And in
Section 3.3, the proposed data hiding scheme whitlased on the proposed image

authentication method will be described.

3.2.1 Authentication Signal. Embedding Process

In order to protect ‘the copyright-of-a PNG images propose an image
authentication method to achieve the goal. The Rdi@at includes four channels
which are red, green,.blue, and alpha channelshédnproposed method, first we
divide the cover image into non-overlapping3dlocks: Also, because conceptually
we may regard each of thefour.channels of @ PN&@rblock as ax3 gray-level
image, we combine the four channels to fornxé §ray-level image with 36 pixels,
as shown in Fig. 3.1.

Next, we choose two keys to generate two seriedistinct random numbers,
denoted ad\, and Ngy, respectively, for each block. The serlsincludes distinct
numbers in the range of 0 to 35, representing thsetipns of the pixels in thex6
gray-level image mentioned above as shown in Figute Also, each number in the

seriesNy is regarded as a divisor limited to be within thege from 3 to 18.
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Fig. 3.1 Combination of fo'u.r channels of an imadpeck into a larger 86
graydevel imége and the assigned positions of the 26Igi (a
Red charnel (b) Green channel (c).Blue channel Algha
channel .. '_ s -

Then, for each 83 .i'fnage block, We- é.e:léci ran(;k:)mly 18 pixel valuesoading
to N, from the correspondiﬁg}ﬁ-grayjlevel imagé aﬁd add them up to get a suth, an
we divide it by a divisor selected -randomlgl accogdio Ny to get a remainder. Then
we apply a value adjustment process to adjust eélected pixel values to make the
corresponding remainder to become 0. In this wagycan get a protected image with
authentication signals embedded in the final adgighage block values.

The details of such authentication signal creasind embedding is described

as an algorithm below.

Algorithm 3.1. Authentication signal creation and embedding fBNG image.
Input: a cover imagé in PNG format, two secret kepsandd, and a random number

generatof.

15



Output: a protected imagl with authentication signals.
Seps.
1. Dividel into non-overlappingx3 blocks.
2. Use the two keygy andh, as seeds fdrto generate two series of distinct
random numberd\, andNg, where the range &, is limited to be between
0 and 35, and that & is limited to be between 3 and 18.
3. For each 83 image blockB, perform the following steps.

3.1. Compose a%¥6 gray-level imag®’ with 36 pixels using the gray-level
image planes of the three color channels and thteaathannel oB (as
illustrated by Fig. 3.1).

3.2. Pick up in order 18 values froid, ‘and regard them to represent the

positions of 18 randomly selected pixelBaf

3.3. Add up the gray values of the pixelsBiflocated at the 18 positions to

get a sunk

3.4. Divide Shya divisom selected in order from, to get a remaindet

3.5. Apply the following value adjustment process torajgthe values of

the 18 selected pixels 8.
a. Whenr = d/2:

I. if the values of the selected pixels are not alladdgo 255,
then increase the values of those selected piXets@vwvalues
are not equal to 255, each time by one, until &aeamputed
remainder becomes equal wj or

i. if the values of the selected pixels are all eqaa55, then
decrease the values of those selected pixels,t@aetby one,
until the re-computed remainderbecomes equal to 0.

b. Whenr <d/2 andr # O:
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I. if the values of the selected pixels are not allaé¢qo O, then
decrease the values of those selected pixels wiadges are
not equal to 0, each time by one, until the re-cat@eg
remainder becomes equal to O; or

i. if the values of the selected pixels are all eqoaD, then
increase the values of those selected pixels, #aehby one,
until the re-computed remaindebecomes equal &

c. Whenr =0:
do nothing.
4. Take the resulting image as the desire protectegyéty with the adjusted

pixel values irB’ being regarded as authentication signals.

In Step 3.5 above, we increase or decrease in tndet8 selected pixel values
of B', each time by one.Sometimes, the selected p&dakvin each block can not be
increased or decreased, because 'we can not defré&ade negative and we can not
increase 255 to be larger, either. Therefore, ef first round of value increasing or
decreasing can not make the re-computed remairder be 0, we will start the

second or more rounds untilbecomes so.

3.2.2 Image Authentication Process

In this section we will authenticate protected iesdo see whether they are
tampered with or not. We apply the same steps, f8tep 1 to Step 3.4, in Algorithm
3.1. That is, we select randomly 18 pixel valuegoating to N, from the
corresponding %6 gray-level image and add them up; and in eactkble pick up
the same divisor as we mentioned in the precedisgugsion from the seridyy.

Then we divide the sum by a divisor to get a remhain. After these steps, we extract
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the authentication signals to authenticate the @nad r is equal to 0, the
corresponding block is decided to be correct, ihatot being tampered with. Butrif
is not equal to 0, we decide that the block mightindified, and mark it so in the
image authentication report.

The detailed algorithm for image authenticatiordéscribed in Algorithm 3.2

below.

Algorithm 3.2. Authentication of PNG images.
Input: a protected imagk, in PNG format, two secret keysandd, and a random
number generatdr
Output: An authentication repoR for I,.
Seps.
1. Divide |, into non-overlapping &3 blocks.
2. Use the two keysy andh, as'seeds fdrto generate two series of distinct
random numberd\l, andNq, where the range &, is limited to be between
0 and 35, and that dfyis limited to be between 3 and 18.
3. For each 83 image block, perform the following steps.
3.1. Compose a%¥6 gray-level imag®’ with 36 pixels using the gray-level
image planes of the three color channels and fgteaathannel 0B (as
illustrated by Fig. 3.1).
3.2. Pick up in order 18 values froi, and regard them to represent the
positions of 18 randomly selected pixelBaf
3.3. Add up the gray values of the pixelsBfflocated at the 18 positions to
get a suns
3.4. Divide Shy a divisord selected in order fromy to get a remaindet

3.1 Consider the following cases to authentidgte
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a. Whenr =0:

decide that image blod& has been modified and mark it sdPn
b. Whenr £ 0:

decide that image blod& has not been modified.

4. Take the final authentication rep@ts output.

3.3 Proposed I mage Hiding Technique
Based on Proposed Authentication
Method

In this section, we will introduce a data hidingthas which is based on the
previously-mentioned authentication method.” In ®ect3.3.1, the secret data
embedding process will“be givens We will describe tlata extraction process in
Section 3.3.2.

As mentioned previouslyywe.can apply the twosmethods to yieldambined
image authentication method and' data hiding metitbd. combination process will

be described in Section 3.4.

3.3.1 Data Hiding Process

In this study, we propose a data hiding method whg based on the
above-mentioned authentication method. And thellddtalgorithm will be given.

Because this data hiding method is based the almevgioned authentication
method, the steps are almost the same as thoskyofitAm 3.1. In this method, we
use a key to generate randomly a series of distinctbers, denoted &. The use of
N, is the same as that in the proposed authenticatiethod, representing the
positions of a 86 gray-level image. We count the number of the gy values and

that of even gray values located at the pixelbetd selected positions in each block.
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As to the secret data, we have to transfer evetg bf/them into binary. We hide
secret data, each time by one bit, in each blocidpysting the numbers of odd gray
values and even gray values, and then we cangiega-image.

The detailed algorithm of secret data embeddimgscribed in Algorithm 3.3

below.

Algorithm 3.3. Secret data embedding process for PNG images.
Input: a cover imageC, a secret key, a random number generatprand a secret
messag®.
Output: a stego-imag8&.
Seps.
1. Divide C into non-overlapping>3 blocks.
2. Use the key as a seed fdrto generate a series of distinct random numbers,
Np, where the range &, is limited to be between 0 and 35.
3. TransformD into'a binary strind".
4. For each 83 image blockB, perform the following steps.
4.1. Compose ax® gray-level imag®’ with 36 pixels using the gray-level
image planes of the three color channels and fiteathannel oB (as
illustrated in Fig. 3.1).
4.2. Pick up in order 18 values froNp and regard them to represent the
positions of 18 randomly selected pixelBaf
4.3. Count the number of odd gray valu@sand that of even gray values,
E, of the pixels oB' located at the 18 positions
4.4. Apply the following steps to hid&, once a bit.
a. WhenO=E:

i. when the next bit i’ to be hidden is O:

20



decrease the values of those selected pixels walses are
odd, each time by one, un@ <E;

ii. when the next bit i’ to be hidden is 1:
do nothing.

b. whenO<E:

I. when the next bit i’ to be hidden is O:
do nothing;

ii. when the next bit i’ to be hidden is 1:
increase the values of those selected pixels whahkes are
even, each time by one, ur@l> E.

5. Take the resulting image as the desire stego-infageth secret data

embedded.

3.3.2 Data Extraction Process

To extract the secret data, we will'do severalstepfollows. Because we hide
secret data in PNG images by.a block-based mettedhould also divide the image
into blocks to extract the data. At first, we dmidhe protected image into
non-overlapping 3x3 blocks. Then we use a usertegenerate a series of random
numbers, denoted &, which represents the positions of 18 selected|pialues in
the block. We count the number of odd gray valDeand that of even gray valugs
and compare them. @ > E, we decide that the hidden bit in this block i8.‘@n the
other hand, ifO < E, we decide that the hidden bit in this block is”“@fter
performing these steps, we can extract the seatatsdiccessfully.

The detailed algorithm of the proposed secret dataaction process is

described in Algorithm 3.4 as follows.
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Algorithm 3.4. Secret data extraction process for PNG images.

Input: a stego-imag&, a secret keg, and a random number generédtor

Output: a secret message

Seps.

1.

2.

Divide C into non-overlappingx3 blocks.

Use the keyg as seed fof to generate two series of distinct random

numbersN,, where the range o, is limited to be between 0 and 35.

For each 83 image blockB, perform the following steps.

3.1. Compose a6 gray-level imag®’ with 36 pixels using the gray-level
image planes of the three color channels and fiteaathannel oB (as
shown in Fig. 3:1).

3.2. Pick up in order;18 values frold, and regard them to represent the
positions of the 36 pixels &'

3.3. Count theesnumber of odd gray valuesand that of even gray valugs
of the pixels located at these 18 positions

3.4. Apply the following steps.to-extract data, oncdta b
a. whenO=E:

extract a bit of the secret dddeto be 1,
b. whenO<E:
extract a bit of the secret dddeto be 1.

Combine the extracted bits of the secret @atagether in order &3'.

Transform every 8 bits oD’ into a decimal numbeD"” expressed as an

ASCII code, and then transfor@” into characters as the desired secret

message.
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3.4 Combination of Proposed
Authentication Method and Data
Hiding M ethod

As mentioned previously, we propose a method whambines the
previously-proposed authentication method and dtng method. The overall
effect is a method for data hiding with the capabdf authenticating the hidden data.
We call it acombined method for data hiding and authentication. In this combined
method, we hide data first, and then adjust thecsed pixel values to hide
authentication signals. Different from the abovepgmsed simple authentication
method, this combined algorithm adjusts the vaines different way. The detailed

algorithm of the method s given-below.

Algorithm 3.5. Combined method of‘data hiding and authentictio®NG images.
Input: an imageC, two secret keyg andh, a secret messade, and a random
number generatdr
Output: a stego-imag8& with authentication signals and secret data emdxkdd
Seps.
1. Divide C into non-overlappingx3 blocks.
2. Use the two keygy andh, as seeds fdrto generate two series of distinct
random numberd\, andNg, where the range &, is limited to be between
0 and 35, and that & is limited to be between 3 and 18.
3. TransformD into a bit sequendg’.
4. For each 83 image blockB, perform the following steps.
3.1. Compose a6 gray-level imag®’ with 36 pixels using the gray-level

image planes of the three color channels and fiteathannel oB (as
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3.2.

3.3.

3.4.

3.5.

shown in Fig. 3.1).
Pick up in order 18 values froi, and regard them to represent the
positions of the 36 pixels &'.
Count the number of odd gray valu@sand that of even gray valugs
of the pixels located at the 18 positions
(Data hiding) Apply Step 4.4 in Algorithm 3.3 to hide the dataD’,
once a bit.
(Authentication signal embedding) Perform the following steps to
embed authentication signals.
3.1.1 Add up the gray values of the pixels Bf located at the 18
positions'to get a sud
3.1.2 Divide S by ardivisord selected in order fronlNg to get a
remainderr.
3.1.3 Apply the following value adjustment process to raje the
values of the 18 selected pixelsRif
a. If the'hiddenbitoD’is “1,” that is, ifO > E:
l. whenr > d/2,d -r is odd, and the values of selected

pixels are not all equal to 255:

I. pick up an even number, and increase it by one;

ii. increase the values of those selected pixels whose
values are not equal to 255, each time by 2, thwil
re-computed remainderhecomesl,

Il. whenr > d/2, d-r is odd, and the values of the selected

pixels are all equal to 255:

i. pick up an even number, and decrease it by one;

ii. decrease the values of those selected pixels, each
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time by 2, until the re-computed remainder
becomes 0;
lll. whenr > d/2, d-r is even, and the values of selected

pixels are not all equal to 255:

I. increase the values of those selected pixels whose
values are not equal to 255, each time by 2, thwil
re-computed remainderhecomesl;

IV.whenr = d/2, d-r is even, and the values of selected

pixels are all equal to 255:

i. decrease the values of those selected pixels, each
time by 2, until the re-computed remainder
becomes 0;

V. whenr <d/2,r # 0, andr is odd:

i. pick.up'an even number, and decrease it by one;

ii. decrease the values of those selected pixels whose
values . are not equal to 0, each time by 2, unél th
re-computed remainderbecomes O;

VI. whenr <d/2,r # 0, andr is even:

i. decrease the values of those selected pixels whose
values are not equal to 0, each time by 2, unél th
re-computed remainderbecomes 0.

b. If the hidden bit irD"is “0”, that is, ifO < E:
l. whenr >d/2 andd - r is odd:
i. pick up an odd number, and increase it by one;
il. increase the values of those selected pixels whose

values are not equal to 255, each time by 2, thwil
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re-computed remainderhecomesl,
Il. whenr = d/2 andd-r is even:

I. increase the values of those selected pixels whose
values are not equal to 255, each time by 2, thril
re-computed remainderbecomed;

lll. whenr <d/2,r # 0, r is odd, and the values of selected

pixels are not all equal to O:

i. pick up an odd number, and decrease it by one;

ii. decrease the values of those selected pixels whose
values are not equal to 0, each time by 2, unél th
re-computed remainderbecomes 0;

IV. whenr <df2,r # O,r is 0dd, and the values of selected

pixels are all equal to O:

i. pick.upran odd number; and increase it by one;

il. . increase the values of the selected pixels, eaoh ti
by 2, until.the re-computed remainddrecomeg;

V. whenr <d/2,r # 0,r is even, and the values of selected

pixels are not all equal to O:

i. decrease the values of those selected pixels whose
values are not equal to 0, each time by 2, unél th
re-computed remainderbecomes O;

VI. whenr <d/2,r #0,r is even, and the values of selected

pixels are all equal to O:

i. increase the values of the selected pixels, eaoh {i
by 2, until the re-computed remainddvecomesl.

c. Whenr =0,
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do nothing.

5. Take the resulting image as the desire stego-image.

After these steps, both authentication signalsraegsage data are embedded in
each block. We can authenticate the protected iraageell as extract the hidden data
in the same image using Algorithms 3.2 and 3.4héf authentication report of this
image indicates that some blocks have been tampeited then the hidden data in

this block are also incredible.

3.5 Experimental Results

Some experimental results of applying the propasethod are shown here.
Figures 3.2(a) and 3.2(b) show two color images buith size 258256. And the
stego-images resulting from embedding authentioaignals into them are shown in
Figures 3.2(c) and 3.2(d), respectively.

Four images tampered with are shown in FiguresaB.d86d 3.3(b), and the
authentication results are shown in Figures 3.8 3.3(d). If the area is not
tampered with, it will be white in the result; othese, red.

A protected image and an image tampered with iratpba channel are shown
in Figures 3.4(a) and 3.4(b), respectively. Thehantication result is shown in
Figures 3.4(c). The secret message and extractietbrinidata are shown in Figures

3.5(a) and (b).
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() (d)

Fig. 3.2 Input color PNG images, output stego-insagéh authentication signals
and secret data, and the differences. (a) Coloerconage “Lena.” (b)
Color cover image “Jet.” (c) and (d) Stego-imagdgeraembedding

authentication signals, respectively.
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(c) (d)
Fig. 3.3 Some tampered images and authenticatguitse (a) and (b) Tampered images.

(c) and (d) Authentication results, respectively.
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(©)
Fig. 3.4 Experimental results of the proposed nktlfa) The original image. (b)
Image be tampered with in alpha channel, but wergantell where is
different. (c) The result of authentication.
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«} GUlauthen s |

file hame: jets12 prg

secret message: | love you, you love me!
uset key 1: [ s
user key 2 128

embedding secret

saving successfully!

()
2 Gllextraction | 0 |3
select file: tamper png
user key 1: [ 33
user key 2: | 128

Y E ’ authentication and extraction!

Ok

| love you, you love me!

(b)
Fig. 3.5 Experimental results of the proposed detiing method. (a) The secret
message and two user keys. (b) The extracted hidiakanwith two correct

user keys.

3.6 Discussionsand Summary

In this chapter, we have presented a novel autaidn method and a data

hiding method. In the authentication method, wevalla user to use two keys to
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generate two series of random numbers. Each bldtlget a random number from

the second series, which is used as a divisor. dleup the values of 18 pixel values
selected randomly using the first random numbeeseand then divide the sum by
the divisor to get a remainder. We adjust the sete@ixel values to make the
remainder to be 0, with the resulting content @ fthock as a kind of authentication
signal.

In the proposed data hiding method, first we cdbatnumber of odd numbers
and that of even numbers in the selected pixelegln each block, and then adjust
the two numbers so obtained to hide data.

We also apply the two methods to yield a combineda dhiding and
authentication method. We can authenticate theémath hidden data to see whether
is tampered with or not. And we-can also decidetigrethe hidden data in the image
is correct or not.

However, in the proposed method of data hiding,dai hiding capacity may
not be large enough. In‘the future work, we maydgivthe selected 18 values into
three groups, with each group: containing 6 valiids.can do the same operation in
these three groups in each block to hide secret, datis enlarging the data hiding

capacity of the method.
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Chapter 4

Secret Sharing of Multimedia

| nfor mation with Steganographic
Effect via PNG I mages by Solving
Simultaneous Equations

4.1 Introduction

With the growth of the Internet, exchanges of filese become more frequent.
People sometimes may get filesieasily without aughtion. For this reason, we have
to find some ways to solve this problem:informatgharing is a good solution. In a
method using this technique, ‘a given secret mesisagwided into several shares,
and the shares are distributed to the secret shparticipants for custody. In this way,
nobody can recover the 'secret, without collectimghal shares.

In this section, we describe briefly the idea oé throposed secret sharing
method. We generateshares from a secret image and hide themnmRdG images
in which the firstn — 1 ones are user-selected andrfi@ne is artificially created, as
illustrated in Fig. 4.1. The proposed method isedasn a novel scheme of solving
three linear equations with a number of unknownaldes, sayn. The formulation of
the three equations is described in Section 4.1hM the solutions to the firat— 1
unknown variables into the alpha channels of the- 1 user-selected images,
respectively. And we hide into th&' image, named theesidual image, the solutions
to then™ variable of the equations, callessidual values. Then images, called shares,
are finally distributed to the participants for tagy by them. We extract the hidden

data and recover the secret by collecting allntisbares. The details will be described
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later in Section 4.3.

n- 1 shares

A 256 x 256 secret color image .

A residual imager(" share)

Fig. 4.1 Concept of proposed secret sharing process

In the remainder of this chapter, a detailed atbari describing the proposed
secret sharing method will.‘be given in Section dhere an algorithm of the
proposed corresponding" secretrecovery process alslb be described. Some
experimental results will be shown in Section 4aBd some discussions and a

summary will be given in Section 4.4.

4.2 Proposed Secret Sharing Method

In this section, we describe the proposed secretrirgh method with
steganographic effects in detail. The processeshafe creation and secret recovery

will be described in Sections 4.2.1 and 4.2.2,@e8pely, as algorithms.

4.2.1 Proposed Secret Sharing Process

The proposed secret sharing technique essenti@iljed a secret imags into
several parts to generate shares by solving thqaatiens usingy — 1 user-selected
cover images in PNG format, as mentioned previoUsig equations are described as

follows:
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Rsec=01 X Ry + 02 X Ro + ...+ 0lp-1 X Ry-1 + Reeg
Gsec=01 X Gy + a2 X Gy + ...+ 0p-1 X Gp-q + Gres 4.1)

Bsec=01 X By + 02 X By + ...+ Op-1 X Bp-1 + Bres

where R, G, and B represent the red, green, and blue channel vadfiesach
corresponding pixel of the involved images. Spealfy, Rseo Gseo aNdBsec represent
the red, green, and blue channel values, respbgtofea pixel in the secret image
R« Gk, andBy represent the red, green, and blue channel vataspectively, of a
pixel in thek™ cover image wherk = 1, 2, ...n - 1. Additionallyay, 0..., 01 and
Rres Gres @andByesare unknown variables in the three equations.

For the purpose of making the recovered secretenh@gsless, we also propose
a mapping technique which.transforms the solutie & mapped value by applying a
simple process. The twa detailed algorithms fohseamlue mapping and the proposed

secret sharing based data hiding process are besas follows.

Algorithm 4.1. The process of value mapping.

Input: a sequenc® of binary values (bits) of the length ok @herek is a known
integer.

Output: a sequency’ of decimal values.

Seps.

1. Divide every 6 bits oV into agroup of k segmentsfy, f>..., fi.

2. Transform f; through fx into decimal numbers (digitsy;, do, ..., d,
respectively.
3. Compute
np=dpx3+1 (4.2)

wherep =1, 2...,k
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4. Take the sequence of, n,..., ng as the desired output.

Algorithm 4.2. The process of secret sharing
Input: n — 1 cover imaged, throughl,-;, in PNG format which are selected by the
users, a secret ima@ig, a secret kei(, and a random number generdtor
Output: n — 1 shares|,’ throughl,-1, in the forms of PNG images and a residual
PNG imagd,'.
Seps.
1. Combine the red, green, and blue channel valued! gdixels inlsecin a
raster-scan order and transform the result int®-ait binary stringD.
2. TransformD into a mapped value” by Algorithm 4.1.
3. For each pixeP located at the same positiond jrthroughl,, ., perform the
following steps.
3.1. Set in order the mapped valuéss, of the three color channels (red,
green, and blue), "as the constant vallRs, Gseoc and Bseo

respectively, of the left-hand sides of Egs. (4.1).

3.2. Apply the following steps to find the solutionstteen — 1 unknown
variablesa; througha,-; and the residual valué$eg Gres andByesin

Egs. (4.1).

3.2.1. Limit each ofay, a»..., anda,-; to be one of 12 pre-selected
values inH = {0.0, 0.1, 0.2, 0.3, ..., 0.9, and 1.0} and
generate all possible combinations of the 1 variablesa;
througha,-s.

3.2.2. For each possible combinatio@; of a; through oy,
perform the following steps.

() Compute the residual valueRes Gres and Bies
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according to Egs. (4.1) in the following way:

Rres= Rsec— (01 X Ry + a2 X Ry + ...+ 0lp-1 X Ry1);

Gres= Gsec— (01 X G1 + 02 X Gy + ...+ 01 X Gp-g); (4.3)
Bres= Bsec— (011 X By + a2 X By + ...+ 01 X Bpog).

(i) Compute the suriVlies= Res+ Gres + Bres

3.2.3. Find the combinatiol€,,: among all possible ones for which
all the residual valueRy Gres andByes computed above are
non-negative and the suvsis the minimum.

3.24. Take then - 1 variables and the residual values
corresponding: t@,pr, denoted asl;’ througho,-1" andRes),
GresnandB,e<, respectively,.as the desired solutions torthe
=1 unknown variablesy; through a,-; and the residual
valuesRes Gres andBiesin Egs. (4.1).

3.3. Map a;y' throughess~te-new-valuesy” throughan-1"”, respectively,

according to the following rule:

a,” = (10 — (10x ay')) + 245 (4.4)

wherei=1, 2, ...n— 1.

3.4. Hide a;" throughan,-1" into the alpha channels of the corresponding
n — 1 cover imaged; throughl,-;, respectively, to obtaim — 1
stego-images;’ throughl,-1', respectively.

3.5. Assign respectively the residual valu&d, Gred, andByed, to the
red, green, and blue channel values of the pixtierresidual image
In' corresponding t@.

4. UseK as a seed fdrto randomize the positions of the pixel valueshia ted,
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green, and blue channels of the residual imgge

5. Take then resulting images;’ throughl,’ as the desired shares.

In Step 3.3 above, we map the original solutionsifothrougha,-;" to a;”
througha,-,”, respectively, by;” = (10 — (10x a;)) + 245 before embedding them
into the alpha channel. Because the solutoonshrougha,,-;" are limited to be within
the range oH = {0.0, 0.1, 0.2, 0.3, ..., 0.9, 1.0}, the valuesogf througha,-," will
be limited to be within the range Bf ={255, 254, ...., 245}, with 0.0 mapped to 255,
0.1 mapped to 254, ..., and 1.0 mapped t0 245. Tadsorebehind this mapping is that
we want to avoid embeddirsgall values into the alpha channel because small alpha
channel values will cause the resulting PNG imagbecome white-noised which is

not desired from the viewpointof steganography.

4.2.2 Proposed Secret M ultimedia Recover Process

In the proposed secret recavery process, we cdleat shares to recover the
secret by using Egs. (4.1). We first extract thelan solutions in the — 1 shares and
the residual image, and then bring them back ims. E4.1) to get the values B,
Gseo andBsecfor each pixel of the secret image. Afterward,c@@ recover the secret

image. The detailed algorithm is described in ti®ing.

Algorithm 4.3. The process of recovery of secret image.
Input: n— 1 shared;’ throughl,-;" in PNG format, a residual ima¢i¢, a secret kel
and a random number generdtor
Output: a secret imagke(!
Seps.
1. UseK as a seed fdrto recover the randomized positions of the pixélea

38



in the red, green, and blue channels,of
2. For each pixeP’ located at the same positiond jhithroughl,—;" andly/,
perform the following steps.
2.1. Extract the alpha valueg from I’ wherei = 1, 2...,n— 1 and apply
the following rule to get the hidden solutions toe tunknown

variables; throughop-1:

a; = (10— (A - 245)) / 10. (4.5)

2.2. Extract residual value®es Gres andByeg in the three color channels
(red, green, and blue) frohy.
2.3. Use the follow formulas to compute thepped secret dataRseo Gseo
andBseg
Rsec= 01 X Ry 0> X Ro+ ... +0p=1 X Ry-1 + Reeg
Gsec= 01 X Gy +0X Gy + ... + 021 X Gy-1 + Greg (4.6)
Bsee= 01X B1 + 02X By + ... +05-1 X Brg + Bres
whereRy, G, andBy (k= 1, 2, ...;n— 1) represent the red, green, and
blue channel values &f, respectively.
2.4. From Rsee Gseo and Bseo Use the following formulas to compute
correspondingnon-mapped valuesRse¢, Gsee, aNdBse(:
Rse¢ = (Rsec— 1) / 3;
Gsec = (Gsec— 1) / 3; 4.7)
Bsed = (Bsec— 1) / 3.
2.5. Combine the values ¢%¢¢, Gsee andBse¢ In order, and transform the
result into a 6-bit binary strinD.
3. Combine the’s of all pixels in order into a sequenibé

4. Apply the following steps t®":
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4.1. divide every 8 bits oD’ into agroup of segmentsfy, fo..., f;
4.2. transform the sequencefethroughf,into a sequence of decimal
numbersgd; throughd,, respectively.
5. Take in order every three numbers in the sequédnak..., d, to represent
the red, green, and blue channels values of a pixbe secret imagigel
and repeat this until ati are processed.

6. Take the resulting imade.¢ as the desired secret image.

In Step 4.1 above, if the number of bits in the ¢meup of segments is smaller
than eight, we will append several bits of O toahiginal bits until the number of bits

in the last segment becomes ‘eight.

4.3 Experimental Results

Some experimental results of applying the propasethod are shown here.
First, Figures 4.2 and 4.3 show the two user iate$ for the proposed secret sharing
process and the proposed secret recovery process. tNe secret image is shown in
Figures 4.4(a), and the — 1 shares are shown in Figures 4.4(b) through W.4(f
Figures 4.4(g) shows the resulting residual imadete that, the size of the secret
image is 256« 256, and those of the shares are 512, all in PNG format.

The experimental results of applying the proposedret image recovery
method with correct shares are shown in Figures Hdures 4.5(a) through 4.5(f)
shows the correct shares, and the correct of applihe proposed secret sharing
algorithm with correct shares as input is showRigures 4.5(g).

The experimental results of applying the proposedret image recovery
method with incorrect shares are shown in Figurés Bigures 4.6(b), 4.6(d), and

4.6(e) show incorrect shares, and Figures 4.6(68ff)4and 4.6(g) show correct shares.
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Figures 4.6(a) shows the incorrect result of apgythe secret recovery algorithm

with incorrect shares as input. The result is noisy

4.4 Discussionsand Summary

In this chapter, we have presented a new type @kssharing method. In this
method, we proposed a scheme to share secretshiygssimultaneous equations.
Each equation has unknown variables, and we hide the solutions &ntlkariables
in different cover images. Additionally, we allowuaer to seleat — 1 PNG images as
shares, and generate thie share after applying the three equations. We eaaver
the secret by collecting all the shares, and btfveghidden solutions to these shares
back to achieve the goal.

The secret sharing“method is designed to be usdeNG images, and the

generated shares have good steganographic effects.
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Select the secrect image: IE
Select the cover image1:
Select the cover image2:
Select the cover image3:
Select the cover imaged:
Select the cover images:

User key:
277

Secret image ‘Cover image 1 Cover image2
Cover image3 LCwer' ged LCwer' ges LP id 'image|

Fig. 4.2

Select the residual image:
Select the first share:
Select the second share:
Select the third share:

Select the fourth share:

Select the fifth share:

User key:

27T

I T = a

The Uiser inteffaCe for proposed secrairsanetod.

i - i

\.Secretima'ge Lshare1 Lsharez Lshareﬁ Lshareal L.shareﬁ LResiduaIimage |

Fig. 4.3 The user interface for proposed secretvey method.
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(b) (©)

Fig. 4.4 The secret image and its shares afteryeqgpthe proposed method. (a) The
secret image with size 256256; (b)-(f) the cover images which were selected

by users keeping the—- 1 shares; (g) the residual image.
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(@) - (e)

() (9)

Fig. 4.4 The secret image and its shares afteryeqgpthe proposed method. (a) The
secret image with size 258 256; (b)-(f) the cover images which were

selected by users keeping the 1 shares; (g) the residual image (continued).
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(@) (b)

() (d)

Fig. 4.5. The results of applying proposed secretge recovery method with correct
shares, (a)-(e) the correct shares; (f) the corresidual image; (g) the

recovered secret.
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(¢))

Fig. 4.5. The results of applying proposed searetge recovery method with correct
shares, (a) an incorrect share; (b)-(e) the cosafeates; (f) the correct residual

image; (g) the recovered secret which is noisytjoord).
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(b) (c)

Fig. 4.6. The results of applying proposed secaretge recovery method with incorrect
shares, (b), (d), and (e) the wrong shares; (g)afid (g) the correct shares; (a)

the result recovery of secret sharing.
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() (9)

Fig. 4.6. The results of applying proposed searetge recovery method with incorrect
shares, (b), (d), and (e) the wrong shares; (5)affd (g) the correct shares; (a)

the result recovery of secret sharing (continued).
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Chapter 5
Data Hiding in PNG Images for
Covert Communication

5.1 Introduction

Because of the convenience of the Internet, theasisrof secrets on the Internet
are safe no more. To solve the problem, we candedeet data in a given multimedia
file, and regard the stego-file as a kind of carfagd covering the secret data.
Therefore, if users want to get the hidden seat,dhe/she have to apply certain data
extraction techniques, and that can make secratdate secure.

In this chapter, we 'will describe the proposed dathng technique in PNG
images. The related definitions will be given ircten 5.1.1, and in Section 5.1.2, the
proposed data hiding method will-be described rbughhe detailed data hiding
method and the data extraction.method will be giretsection 5.2.1 and Section
5.2.2, respectively. Some experimental:results walibwn in Section 5.3, and a

summary and some discussions will be given in 8ed&i4.

5.2 Problem Definition

Although the PNG format has been developed forsyats applications on data
hiding are still rare. PNG images are commonly-usedtimedia on the Internet,
because its characteristic of having the alpha mélacan make web page creation

easier. Therefore, it is desired to develop a Oalimg technique in PNG format.

5.2.1 Proposed Idea

In this section, we will briefly describe the prgead data hiding method. We use
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again the previously-mentioned three equations, Eqgs), to hide secret information.

More specifically, we divide the cover image intoleast six parts, and regard
each part as a cover image or residual image. dherdmage division process in
concept is shown in Figure 5.1. We have to allotehdivided parts to the residual

values for hiding because Eqgs. (4.1) have thrderdiiit residual values.

Combined image

Fig. 5.1 lllustration of process of image division.

Different from the proposed secret sharing metheel hide the solution to the
n™ unknown variable, the residual value, in the alphannel instead of in the red,
green, and blue channels. Residual values arelysaigjer than the solutions of time
— 1 unknown variables in value magnitude. If we hide the alpha channel instead,
it will be displayed very differently from otherxals, and the result will become a

kind of noise appearing in the stego-image. Theeefave divide the larger residual
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value into two parts and hide them in differentcel® That can make the stego-image
have a better quality. The value division processhiown in Figure 5.2. More details

are described in the following sections.

0|1 100|111

o Original residual value ¢,
5 \

o 00,1001 |11

Residual value after adjusting

0|1

Corresponding alpha value

Fig. 5.2 Process-of-value division.

5.3 Proposed Data Hiding M ethod

In this section, the processes of data hiding atd extraction will be described

in detail in Section 5.2.1 and Section 5.2.2, regpely.

5.3.1 Proposed Embedding Process

In this section, we describe the proposed datangidiethod which is based on
the proposed secret sharing method described itathechapter. We divide a cover
image inton parts and regard each part as an independent itoageply Eqgs. (4.1).

The detailed algorithms of value division and dathng are given below.
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Algorithm 5.1. Process of residual value division.
Input: a residual valueg and an alpha value.

Output: a adjusted residual valMeand a adjusted alpha valae
Seps.
1. Transforma andV into 8-bits binary strings, denotedasay..., as, andv,,
Ve..., Vg, respectively, and perform following steps.
a. If V=64, then
i~ ifvy=0andv,=1,
setaz = 0 andas = 1;
setv; = 0 andvz = 0; or
i ~ if vy = liandv, = 0,
setag = 1 anday = 0;
setvs = 0 andv; =.0;.0r
il ~ if vy =1 and; =1,
setaz = 0 anda, = O;
setv; = 0 andv; = O;
b. else,
setag = 1;a4 = 1.
2. Transform the two binary stringa;, a;..., ag andvy, V»..., Vg, into decimal
numbersa’ andV'.

3. Take the resultsy’ andV', as the output.

Algorithm 5.2. Process of data hiding based on secret sharing.
Input: a secret messad®, a cover image in PNG format, a secret kdy, and a

random number generatbr
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Output: a stego-imagé”.

Seps.

1.

Divide | into n parts,p; throughp,, with n > 6 conceptually.

Transform all characters D into an 8-bit binary strin® .

TransformD ‘into a mapped valub " by Algorithm 4.1.

For each pixel located at the same positions itspathroughpn.3, perform

the following steps.

4.1 Set in order the mapped valués's, of the three color channels (red,
green, and blue), as the constant vaRgs Gse, andBse, respectively,
of the left-hand sides of Egs. (4.1).

4.2 Apply the following steps to find the solutions tiee n-3 unknown
variablesa, throughags and the residual valudes Gres andByesin
Egs. (4.1).

4.2.1 Limit each ofai, Os..., andan3 to be one of 12 pre-selected
values inH =4{0.0,0.1,0.2, 0.3, ..., 0.9, and 1.0} and getera
all possible combinations of time- 3 variablesy; throughay, s
4.2.2 For each possible combinati@ of a; throughan.s, perform
the following steps.
() ~ Compute the residual valueRes Gres and Bies

according to Egs. (4.1) in the following way:

Rres= Rse::_ (g xRy + 02X Ry + ...+ 03 X Ry-3);
Gres= Gse::_ (al XGr+a,xGy+ ...+ 0p3 X Gn—3); (5-1)

Bres = Bsec— (011 X By + 02 X By + ...+ 0.3 X By-g).

(”) > Compute the Sueresz Rres+ Gres+ Bres

4.2.3 Find the combinatio&,,c among all possible ones for which all
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the residual valuefRes Gres and Bs computed above are
non-negative and the suifiesis the minimum.

4.2.4 Take the n- 3 variables and the residual values corresponding
to Cop, denoted asr;’ througha,.s” and Res, Gres, and Bres,
respectively, as the desired solutions to th68 unknown
variablesa; througha,-3 and the residual valué$.s Ges and
Bresin Egs. (4.1).

Map a;' throughan-3' to new valuesx;' througha,-3' according to Egs.

(4.4), respectively.

For each residual valuBse<, Gree, andBye<, perform following steps:

a. Iif Res =264, then
bring a;" andR..¢ intorAlgorithm 5.1 to geti;"' andR<' as the new
residual value and alpha value; or

b. if Ges =64, then
bring o, andG;.< into Algorithm 5.1 to getr,’' andGes' as the new
residual value and alpha value.; or

C. if Bes =264, then
bring a3’ andB,es into Algorithm 5.1 to geti3'"' andBes' as the new
residual value and alpha value; or

d. else,

do nothing.

Map the residual valueRes', Gres', andByes' 10 Res'’, Gres'', andBes'' by

the following rules:

s = 255~ Red'

res’ = 255— Ges' (5.2)
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res’ = 295~ Bres'

8. Assigna;"’, a2, a3 anda,’ throughans”, andRees”’, Gres'' andBres'' tO
the alpha channel values of the pixel in the cpadingn partsp; through
pn, respectively, to obtain stego-partg,’ throughp,', respectively.

9. Take the resulting image as the desire stego-imé&geith secret data

embedded.

In the Step 1 above, we divide the cover imagediyguthe user kel to select
n (n = 6) positions of pixels randomly each time untié thumber of non-selected
pixels which is smaller tham

In Steps 6 and Step 7.above, we map the origisadual valueR<, Gres, and

res tORres”’, Gres'', andByes'', respectively. In Step 6, we divide the origiredidual

values into two parts to limRes', Gres', andBes" to be between 0 and 63. Then in
Step 7, we maRed’, Gres", @ndBies’ 10-Res+bres’’, anNdBies’’, respectively, byes"’
= 255- Xes' WhereX = R, G, B, to get new mapped valu¥gs''. The reason behind
this mapping is to avoid embeddiagall values into the alpha channel. In Step 6, we
lower the residual values, and then comp(te" = 255— Xes' 10 getXies'' which is
larger than its original value.s. In this way, the resulting PNG image will not

become white-noised, and that is desired from ib@point of steganography.

5.3.2 Proposed Data Extraction Process

To extract the hidden data, we proposed a dataaidn method. The detalil

algorithm will be given as follows.

Algorithm 5.3. Process of the recovery of residual values apldaavalues.

55



Input: a residual valueg and an alpha value.

Output: an original residual valu¢ and an alpha valweg .

Seps.
1. Transforma into an 8-bit binary stringy,ay...,as, and perform following
steps:
a. ifag=0anday=0,
computeV' =V + 192; or
b. ifag=0anda=1,
computeV' =V + 64; or
c. ifag=1anday=0,
computeV' =V + 128; or
d. ifag=1anda,=1,
do nothing.
2. Setaz=1 anday= 1.
3. Transforma; throughaginto a decimal numbex'.

4. TakeV' anda’ as the desired digits.

Algorithm 5.4. Process of data extraction.
Input: a stego-image’, a secret kel, and a random number generdtor
Output: a secret message
Seps.
1. Dividel’inton parts,p;’ throughp,' conceptually.
2. For each pixelP' located at the same positions in th¢ throughp,,
perform the following steps.

2.1 Extract the alpha valueg;..., 0n.3, Res Gres andByes from p;’ through
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Pr'.
2.2 Get the non-mapped residual vall®s!, Gres andByesfrom Reeg Gres
andB,sby Egs. (5.2).
2.3 Pair up the first three alpha values and non-mapesidual values to
get @1, Rees), (02, Gres) and (13, Bres).
2.4 For each pair, perform Algorithm 5.3 to get thegoral residual value
es', Gres' andBre<' and alpha valua;’, a,’, andas'.
2.5 Bring ay' througha,.s' into Eqgs. (4.5) to get the hidden solutions to the
unknown variablesy;" throughan-3".
2.6 Use EQs. (4.6) to compute thepped secret dataRseo Gseo aNdBses
Rsec= 01" X Ry +# 00" X Ry + i 003" X Ry-3 + Rees';
Gsec= 01" X G+ 0" X Gy + ... +0p-3" X Gh3 + Gres (4.6)
Bsec=01"""%X By + 02" X By+ ... +0h3 "% By3 + Bres',
whereR,, G, andBy (k = 1;2; ...,n=8) represent the red, green, and blue
channel values @i/, respectively.
2.7 From Rseo Gseo and Bsgg-use EQs. (4.7) to compute corresponding
non-mapped valuesRse, Gsee, andBsed:
Rsec = (Rsec— 1) /' 3;
Gse¢ = (Gsec— 1) / 3; (4.7)
Bse¢ = (Bsec— 1) / 3.
2.8 Combine the values dRse¢, Gsec andBsec in order, and transform the
result into a 6-bit binary strinD.
Combine théD’s of all pixels in order into a sequenioé
Apply the following steps t®":
4.1 divide every 8 bits oD’ into agroup of segmentsfy, f>..., f,

4.2 transform the sequence &fthroughfy,into a sequence of decimal

57



numbers, d; through d,, which is expressed as an ASCII code
respectively.
5. Transform alld; throughd,, into a sequence of charact€xs

6. TakeC as the desired secret data.

In Step 1 above, the way we divide the cover imaghe same as in Algorithm
5.2. In Step 4.1 above, if the number of bits ie kastgroup of segments is smaller
than eight, we will append several bits of 0 todhiginal bits until the number of bits

in the last segment becomes eight.

5.4 Experimental:Results

In this section, we will show seme experimentabhessof applying the proposed
data hiding method. The 'user interfaces for thepgsed data hiding and data
extraction methods will.be shown in"Figures 5.3 8 The experimental results are
shown in Figures 5.5 and 5.6. The two original cameages are shown in Figures
5.5(a) and 5.6(a). The stego-images-are:showngur€s 5.5(b) and 5.6(b). Note that,
the size of cover images which are shown in Fig@r&sand Figures 5.6 are 5%2
512, all in PNG format. Figure 5.7 shows the sefitet and the extracted file is

shown in Figure. 5.8.
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Select the hiding data:

Select the cover image1:

User key:
1738

Open the selected files!

Select the cover image1:

User key:
1738

Extract the data

The Data Extraction is done!
The file is named output.txt,saved at disk C!

Cover image1 |

Fig. 5.4 The user interface for data extraction.
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(b)

Fig. 5.5 An experimental result of proposed metl{ajiThe original cover image. (b)

The stego-image.
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(b)

Fig. 5.6 Another experimental result of proposedhoeé. (a) The original cover

image. (b) The stego-image.
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1.1, Hotivation of Study

With the fast growth of the Internet, exchanges of multimedia

become more and more frequent nowadays. Because people can get
multimedia very easily through the Internet, duplicating and
tampering with digital images without authorization becomes a
serious problem today.

Many kinds of image formats are used on the Internet. PHG

(portable network graphics) image is one of the commonly-used
formats. In addition to the three channels of colors, namely,

red (R), green (G), and blue (B), the PHG format includes an

extra channel named alpha channel. The alpha channel is a kind

of controller which can be used to adjust the weight of RGB
channels that people can see.

Data hiding techniques can be used to hide data in a given image.
Here the image may be regarded as a kind of camouflage covering

the secret data. Additionally, the PNG image is a commonly-used
multimedia format on the Internet, but data hiding applications
involuing the PNG image is rarely seen. It is desirable to develop
new data hiding techniques for the PNG image in this study.

After we hide secret in a cover image, except the owner, other
people will not know the data is hidden in the cover image. And

they will not try to extract it, apparently. So the data will

be under a better protection by the data hiding technique.

Copyright protection is always a hot topic in the applications

of data hiding. Lots of copyright and security protection techniques
have been proposed. One of them is to hide authentication signals
in cover images with less distortion. It is desired also in this
study to embed authentication signals in PNG images to authenticate
the fidelity and integrity of the images to achieve the purpose of
security protection.

Secret sharing is a third data hiding application, in which we convert
a secret message into several shares by a certain data distribution
technique, and each share is kept by a participant. Since these shares
are created by certain secret sharing operations, each share may be
created to contain a meaningless content. When a person who is not
one of the participants is offered one of these meaningless shares,
he/she might suspect the existence of secret messages in the share.
Therefore, it is desirable also to develop secret sharing techniques
with steganographic effects for PNG images in this study.

Fig. 5.7 The secret file.

ERE REE 0 BRI ABEH
e Motivation of Study

With the fast growth of the Internet, exchanges of multimedia

become more and more frequent nowadays. Because people can get
multimedia very easily through the Internet, duplicating and
tampering with digital images without authorization becomes a
serious problem today.

Many kinds of image formats are used on the Internet. PHG

(portable network graphics) image is one of the commonly-used
formats. In addition to the three channels of colors, namely,

red (R}, green (G), and blue {B), the PNG format includes an

extra channel named alpha channel. The alpha channel is a kind

of controller which can be used to adjust the weight of RGB
channels that people can see.

Data hiding techniques can be used to hide data in a given image.
Here the image may be regarded as a kind of camouflage covering

the secret data. Additionally, the PMG image is a commonly-used
multimedia format on the Internet, but data hiding applications
invelving the PHG image is rarely seen. It is desirable to develop
new data hiding techniques for the PHG image in this study.

After we hide secret in a cover image, except the owner, other
people will not know the data is hidden in the cover image. and

they will not try to extract it, apparently. So the data will

be under a better protection by the data hiding technique.

Copyright protection is always a hot topic in the applications

of data hiding. Lots of copyright and security protection techniques
have been proposed. One of them is to hide authentication signals
in cover images with less distortion. It is desired also in this
study to embed authentication signals in PNG images to authenticate
the fidelity and integrity of the images to achieve the purpose of
security protection.

Secret sharing is a third data hiding application, in which we convert
a secret message into several shares by a certain data distribution
technique, and each share is kept by a participant. Since these shares
are created by certain secret sharing operations, each share may be
created to contain a meaningless content. When a person who is not
one of the participants is offered one of these meaningless shares,
he/she might suspect the existence of secret messages in the share.
Therefore, it is desirable also to develop secret sharing techniques
with steganographic effects for PNG images in this study.

Fig. 5.8 The extracted secret file.
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5.5 Discussionsand Summary

In this chapter, we have proposed a data hidindhodgetwvhich is based on the
proposed secret sharing method described in Chdpt®e divide a cover image into
n parts and regard each of them as an independegeirto apply the data hiding
method. In this method, we hide all the solutionsthe alpha channels. But the
solution of then™ unknown variable, the residual value, always diffem each other
hidden data, which may make the resulting PNG imageome white-noised. We
therefore also proposed a value division methabtee such a problem.

We can hide three bits in a pixel by the proposat dhiding method, and the
data hiding capacity is so dependent on how mamig pee divide the cover image
into. The less the divided parts-arerin the conege, the larger capacity we can get.

How to enlarge the data hiding capacity can beetof the future works.
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Chapter 6
Conclusions and Suggestions for
Future Works

6.1 Conclusions

In this study, we have proposed several methodsldta hiding purposes, such
as file authentication, covert communication, aedrst sharing using PNG images as
cover data.

For file authentication, we have proposed a bloagdal method which can hide
authentication signals in the spatial domain. Wedeéi a PNG cover image intox33
blocks with three color channels (red, green, ale)band an alpha channel. We
regard each block in the four channels of the PM&ge as a 8 3 gray-level image,
and we combine the four channels.to form>»a@ gray-level image with 36 pixels. In
each 6x 6 block, we select several pixel values and adthem to get a sum, and we
divide the sum by a divisor, which is.generatechhyser key, to get a remainder. We
adjust the selected pixel value to make the re-ctetpremainder becomes 0. That is
a kind of authentication signals.

For secret sharing, we have proposed a methodcHratshare the secret of
multimedia by solving simultaneous equations. Weegaten shares fronm — 1 cover
images, and we allow the user to selectrthel cover images. In this study, we hide
the solutions to th@ — 1 unknown variables in the alpha channels of uslereted
cover images. After solving each equation, a redidalue will be generated. We hide
the residual value, the solution to th® unknown variables, in the three color
channels (red, green, blue) of a residual image.

For covert communication, we have proposed two ousthwhich are based on
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the proposed authentication method and the propsseit sharing method. In the
first data hiding method which is based on the pseg authentication method, we
count the number of odd numbers and that of the ewnbers of the selected pixel
values in each 8 6 block. We adjust the numbers of odd numberseseth numbers
to hide data. We also apply the two methods todyalcombined data hiding and
authentication method. We can authenticate the émath hidden data to see whether
it is tampered with or not. And we can also decidesther the hidden data in the
image is correct or not. In the second data hidieghod which is based on the secret
sharing method, we divide a cover image intparts and regard them as a cover
image or a residual image to apply the proposedhotetBecause of the difference of
the solution hidden, it may. make the resulting. imaghite-noised. To solve this
problem, we divide each larger selution into twatpaand hide them in different
places. The approach can make the stego-imagesteg® better quality.

The experimental results_show the feasibility amdcfically of the proposed

methods for file authentication, cevert communmatiand secret sharing.

6.2 Suggestionsfor Future Works

Several suggestions for future research worksistexllas follows:

1. It is interesting to hide user information when grabed the authentication
signals in a cover image.

2. In the first data hiding method which is based los dauthentication method,
we can divide the 18 selected values into moreggdo enlarge the data
hiding capacity.

3. For the authentication method, it is interestinglitode the cover image into
n x n blocks wheren > 3.

4. In the secret sharing method, it is interestingite the residual image into
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others shares by some reversible data hiding method

. In the second data hiding method, the more padsdatided in the cover
image, the less data hiding capacity can be usadieodata. Therefore, it is
interesting to find an approach that can have ndata hiding capacity and
better quality.

. It is interesting to the hide features of a cowmage when embedding
authentication signals, so that we can recover dinver image if it is

tampered with.

66



References

[1]

[2]

[3]

[4]

[5]

[6]

[7]

C. T. Wang and W. H. Tsai, “Data hiding in PDifes and applications by
Imperceivable modifications of PDF object parametelProceedings of 2008
Conference on Computer Vision, llan, Taiwan, Aug. 2008.

L. Y. Weng and W. H. Tsai, “Integrity autherditon of grayscale document
images surviving print-and-scan attackBrbceedings of 2005 Conference on
Computer Vision, Graphics and Image Processing, Taipei, Taiwan, June 2005.

P. M. Huang and W. H. Tsai, “Copyright protecti and authentication of
grayscale images by removable visible watermarkamgl invisible signal
embedding techniques: a new approadhrdceedings of 2003 Conference on
Computer Vision, Graphics and Image Processing, Kinmen, Taiwanpp. 276-283,
2003.

Y. C. Chiu and W. H. Tsal, “Copyright proteatiddy watermarking for Color
Images against Rotation. and..Scaling, Attacks UsimgkP Detection and
Synchronization in Discrete Fourier Transform DamjaProceedings of Third
Workshop on Digital Archives Technologies, Taipei, Taiwan, pp. 207-213, Aug.
2004.

. S. Lee and W. H. Tsai "Security protectiori software programs by
information sharing and authentication techniqugsagiinvisible ASCII control
codes,"International Journal of Network Security, vol. 10, no. 1, pp. 1-10, Jan.
2010.

C. C. Lin and W. H. Tsai “Secret image sharimigh steganography and
authentication,”Journal of Systems & Software, vol. 73, no. 3, pp. 405-414,
Nov.-Dec. 2004.

A. Shamir, “How to share a secretCommunications of Association for

67



Computing Machinery, vol. 22, no. 11, pp. 612- 613, Nov. 1979.

[8] G. R. Blakley, “Safeguarding cryptographic kgyRBroceedings of the National
Computer Conference, New York, U. S. A., pp. 313-317, 1979.

[9] C. C. Lin and W. H. Tsai, “Secret multimediafdmmation sharing with data
hiding capacity by simple logic operationsProceedings of 5th World
Multiconference on Systemics, Cybernetics, and Informatics, Vol. I: Information
Systems Development, Orlando, Florida, U. S. A., pp. 50-55, July 2004.

[10] Cramer, et al., “On codes, matroids, and secuultiparty computation from
linear secret-sharing schemeEEEE Transactions on Information Theory, vol.
54, no. 6, pp. 2644-2657, June 2008.

[11] I. S. Lee and W. H. Tsai, "Data hiding .in gsagle images by dynamic
programming based'on a human visual mod®itern Recognition, vol. 42, no.
7, pp. 1604-1611, July:2009.

[12] C. H. Lai and W.=H. Tsai, “Data hiding by skaty up two PNG images,”
Technical Report, Department of Computer Science, National Chiao Tung
University, Hsinchu, Taiwan, June 2007.

[13] Ni, et al., “Reversible data hidinglEEE Transactions on Circuits and Systems
for Video Technology, vol. 16, no. 3, pp. 354-362, Mar. 2006

[14] T. Y. Liu and W. H. Tsai “Robust watermarkimg slides of presentations by
blank space coloring: a new approach,” accepted tanégppear inLNCS
Transactions on Data Hiding and Multimedia Security, 2009.

[15] T. Y. Liu and W. H. Tsai "A new steganographitethod for data hiding in
Microsoft Word documents by a change tracking tesne" |EEE Transactions
on Information Forensics and Security, vol. 2, no. 1, pp. 24-30, Mar. 2007.

[16]1. S. Lee and W. H. Tsai "Data hiding in biparimages with
distortion-minimizing capabilities by optimal bloglattern coding and dynamic

68



programming techniqueslEICE Transactions on Information and Systems, vol.
E90-D, no. 8, pp. 1142-1150., July 2007.
[17] J. Jiang and A. Armstrong “Data hiding apptoder efficient image indexing,”

|EE Electronics Letters, vol. 38, no. 23, pp.1424-1425, Nov. 2002.

69



