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ABSTRACT

Currently, the technologies of hardware and software about the Internet and information
processing are developed in avery high pace. Applying these new technologies into the area
of information retrieval is very successful. Because of the importance of information
retrieval via the network, there are lots of prior studies dedicated in these related topics, and
they have already got plenty of successful outcomes, but most of those researches always
assume that the platforms by means_of those technologies have good quality networks and
high computing power CPU. For:those poor. quality networks, low computing power CPU,
and resource-constrained mobile devices, obviously, most of the previous research outcomes

usually can’'t be easily adopted.

The objective of this dissertation isto study such resource-constrained mobile computing
circumstances for information retrieval and related applications, and to propose a feasible
framework to solve such situation. In this dissertation, we take care al situations that a
mobile user may run into, and then propose a framework for the mobile devices with
low-computing-power and poor-quality-networks to retrieval the information he is interested
in from the network. In our design, a mobile user can retrieve the information from the
network or the Internet via higher networked mobile device. The mobile devices may
include mobile phones, PDA, or mini-notebook PCs. Because the interface and operating
model of those mobile devices are very diverse, to uniform the user interface among these
devices, we utilize e-mail protocol and mobile agent technologies for the user to retrieve the

information from the network or the I nternet.

Because the e-mail is one of the most popular applications for all networked devices, and
the e-mail protocol and e-mail client operation are common and uniform in those networked
devices, the information retrieval operating interface will be unified. That is, the user may

utilize the unified interface of our proposed framework to design, operate, and execute some



mobile agents in the server-side, and those mobile agents will retrieve the information for the
user in avery good computing environment. The user doesn’t need to worry about what kind

of the mobile device he/she will use in the whole information retrieval process.
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Chapter 1

| ntroduction

This chapter gives an introduction about the trend and the vision of the mobile computing
environment, the idea and efforts in our researches will also be presented here. At the first,
we point out the developing trend of the information retrieval technologies and mobile
computing technologies nowadays, and then focus the encountered problems for the mobile
users who are interested in retrieving the information on the network via their mobile devices.
To solve the mentioned problems, we propose a novel and feasible solution. A brief
introduction of our approach will be given in section 1.2. In section 1.3, we aso list the
current challenges in the related topics, and these issues will be solved in the following
chapters of this dissertation. The final®sectionof this chapter is a description about the

organization of this dissertation.

1.1 Problem basics

The number of documents on the Internet is very tremendous nowadays, and the
document numbers are also growing in a very fast speed. Thus, the Internet has become a
very important information source for every information retriever or even every computer
users. However, not only the volume of documents on the Internet is very huge, but also the
formats of those documents are very diverse. Furthermore, because of lacking the proving
process by editors, most of the documents on the Internet do not have a well structure, and
those documents always lack a specified compact and precise description.  Consequently, the
technologies dealing with efficiently retrieving the information from the great amount diverse
unstructured documents on the Internet are very urgent for the people who want to get more

comprehensive and precise results from it.

For approximately 4000 years ago, people had already known to organize the information
for later retrieval and usage, but today, facing to those almost countless documents, we need
some useful and efficient technologies to help us. Information retrieval (IR) deals with the

representation, storage, organization of, and access to information items.  The representation
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and organization of the information items should provide the user with easy access to the
information in which he isinterested. In the computer centric view, the IR Problem consists
mainly of building up efficient indexes, processing user queries with high performance, and
developing ranking algorithms which improve the quality of the answer set.[1] Traditionaly,
libraries are the major information sources which the IR researches focused on. The digitized
documents of digital libraries management system have well defined structure and semantics.
Thus, it is easy and efficient for an IR client to get the user’s interested information from such
well structured information sources. However, the documents of the libraries are not the only
information source for the people to gather. As mentioned earlier, the information sources
from the Internet or private local area network are more and more important nowadays. Thus,
the related issues accompanied with retrieving the documents from the Internet have to be

envisaged and be solved.

Currently, given the ever-increasing scale and diversity of information and applications
on the Internet, improving the technol ogy. of information retrieval on the Internet is an urgent
research objective. The documents'retrieved.from the Internet are either semi-structured or
unstructured in format and its sources are extremely heterogeneous.  In consequence, the task
of efficiently gathering and extracting information from documents can be both difficult and
tedious. Given this variety of sources and formats,-many choose to use mediator/wrapper
architecture [11], but applying these IR technalogies also means that the information retrieval
and gathering works need a high speed CPU and a good quality network environment.

Some reports predicate that there will be more than 2 billion mobile users all over the
world between 2007 and 2010. That is, there is one mobile phone for every three living
persons on the earth. Now, many people are familiar to use various kinds of portable
terminal devices, such as PDAs or smart phones, to access the information on the Internet at
any place in any time to assist their daily businesses. Some people also utilize some sort of
agent technologies of desktop devices to help themselves taking cares of their daily affairs.
Moreover, personal mobile agents can help them to search, to filter, to analyze, and to trandate
the large volume information of the Internet. In most cases, utilize portable devices to
connect to the information source has to make use of wireless network. As the previous

search [44] estimates, the trend of Internet connecting technologiesis shown in Figure 1.1.
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Figure 1.1: The ratio of the Internet among cable, wireless, and wireline.

As Figure 1.1 shows, in the near future, the wireless technologies for connecting to the
Internet and private local area networks will be developed in a very great pace, and its
percentage is large among all three main network technologies. Some reports even estimate
that wireless connection will replace @l the wired connection in near future. As well as the
development of wireless networking technologies; people will also familiar with connecting to

the Internet by multiple devices. :Figure 1.2 showsthetrend of Internet users. [44]

3rd Generation Internet
Multiple Device

2nd Generation Internet

Today PC Centric

1st Generation Internet
PC Driven

Time

L J

Figure 1.2: The trend of Internet users.

Today, most people mainly connect to the Internet by PC, and retrieve the information on
the Internet to his mobile device via the application of the PC (such as the services from
AvantGo). It is a PC centric Internet connection model. However, according to the fast
development of wireless technologies, it is foreseeable that more and more mobile devices will
be equipped the high power CPU and stable network connection. There will be more and
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more users are willing to utilize their mobile devices directly connecting to the Internet.  And
the services and applications on the mobile devices will be more and more fantastic and
powerful. Needless to say, the software agent technologies and frameworks also can be
easily applied into the mobile computing environment, but before the coming of the 3rd
Generation Internet which is shown in Figure 1.2, there are some considerations have to be
considered for providing more powerful applications on the mobile devices. The software

agent technology is one of the savers.

In the viewpoint of our research, there are two major developing trends of software agent
technologies. The one is the researches about the enhancement of the autonomy and
intelligence, and the other is the enhancement of the mobility and accordance of the agents.
The highly autonomous and highly intelligent agents can accept the delegation ordered by the
user to execute his specified works intelligently and autonomously. The former kind of agent
technology is focused on the intelligence and autonomous for process and analysis of collected
information from the network. In such_case,sthe agents always stay on the same machine or
host, and retrieve the information aia the network:. The processed information is aways
returned to the user, and let him to.make the decisions, but in many agent frameworks, to those
more intelligent agent systems, they even-can autonomously make some decisions for their
delegates if they have the user’s appropriate authorization.

The model of traditional static agent for doing the user’s delegated works is depicted in
Figure 1.3. Asshown in Figure 1.3, the user or client may execute a buyer’s program on the
buyer’s computer. Through the slower Internet communication (compared to the inner 1/0
speed of computer), the program always directly retrieve the great volume of information and
documents from supplier’s programs or services on the remote supplier’s computer for further
analysis and making decisions. If the retrieved documents are large enough, the process will

consume lots of times.
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Buver’s Computer Supplier’s Computer

supplier
Program

Slow Internet
Communication

Buyer's
Program

Figure 1.3: The model of traditional static agent for doing some user’s delegated works.

The technologies of mobile agents are mainly devoted to solve the previous mentioned
situation. Consider the picture shown in Figure 1.4. It isthe same situation with Figure 1.3,
but this time, the user delegates a mobile software agent, and sends it directly to the remote
supplier’s computer. In such case, all the works, includes retrieving, anayzing, and
processing of documents, will be completed in mobile software agent on the remote supplier’s
computer. The data through the Internet communication are only the results and the mobile
software agent itself. Lots of timesfor transferring.the unneeded and temporary documents
will be saved ‘

’ Mobile
E -2 Software +-
rogra Agent

Figure 1.4: The model of mobile agent for doing the same works in Figure 1.3.

Applying the mobile agent technologies to the IR problem has many advantages.
Consider the situation, if a user has to fetch al of the employee data from the remote database
server, and then analyze and mining these data to find the some interested statistic trend.
Using the traditional model has to fetch all the data items across the network into local
machine. If the employee datais huge and is distributed across severa database servers, the
data fetching works will take very long time, and will waste lots of memory spaces of the local
machine to store them. Of course, in the whole fetch process, the network connection has to
be kept in a very high speed and good quality condition. If the database servers are
distributed across many buildings or even several different cities, it will cost lots of money for

temporary documents transmission.
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In such case, the quantity of dataitemsis much larger than the size of processing program
agent itself. Thus, we can transfer the agent into each database server respectively, and then
execute the agent's program code to analyze the data in the remote data server.  Consequently,
it can save lots of network transmitting time and refine the utilization of local machine's
memory space. This is the key benefit of mobile agent technologies. Utilizing the mobile
agent technologies, al the remote-accessed data items will be acted as local-accessed data.
Thus, not only the processing time will be reduced dramatically, but the cost for data
transmitting will also be reduced too. Furthermore, the network connection is no more
needed at most of the time during the data processing. Currently, the mobile agent
technology is feasible for desktop computing environment, and it is more and more popular for

many information retrieval projects.

Most of the mobile devices are the resource-constrained devices. It isnot easy for such
limited devices to execute too complex works. The battery duration aso limits the execution
time for any software on the mobile devices. . Accordingly, the features of mobile agent
technology are very suitable for the mabile devices to do some useful and long-term
information retrieval projects. However, applying:the mobile agent technologies to mobile
devices a so has some considerations.

The traditional mobile agent System is always-an on-line system. That is, no matter
what the processing node is at local or at remote, they have to keep the network connection
available, especially for the host in the server-side. In the on-line mobile agent system, the
host always has to be available on the network and wait the client's request. For the desktop
PC and server, this is an acceptable solution, but for a mobile computing environment,
considering the networking cost and networking stability, it is not easy to fulfill such
requirements. As mentioned earlier, it is important to propose a feasible design to conquer
the issues produced in mobile computing environment for retrieval information on the Internet.

For the technologies of mobile agent system, first of all, the key point we have to
emphasize is that the off-line mobile agent model is very important than the on-line one in the
mobile computing environment.  The on-line mobile agent always stays at a device with well
networking and high computing power. It is easy and fast for such on-line mobile agent to
migrate itself from one host to another. The off-line mobile agent is different. It always
stays on the mobile device with unstable networking and low computing power. The cost of

wireless networking for mobile devices is also more expensive than the desktop's service.
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The target of our approach is to design a complete framework. The solution has to minimize
the utilization of expensive wireless networking for mobile devices, but keeps the flexibility of
mobile agents. The framework not only provides on-line mobile agents on the host with well
networking environment, but also provides off-line mobile agents on the mobile devices with
poor networking environment and low-computing power. The user can utilize his mobile
device (mobile phones, PDAS, or even pocket PCs and notebook PCs) to launch some mobile
agents, and let those agents assist him to retrieve his interested information from the private
database or the Internet by any e-mail client applications. For the purpose of information
retrieval, those mobile agents will migrate from one host to another. It aso can migrate itself

to another mobile device as well.
1.2 Objectivesand our contributions

According to the explanation in section 1.1, the objective of this dissertation isto propose
a feasible solution for the user to comprehensively access the information on the Internet or
the local area network by the resource-constrained mobile devices. Since the email is almost
the most popular service for any network conhected. devices, it will provide a unified operating
interface to the user for accessing:the Internet:  In this.dissertation, we propose a framework
named Email-based Mobile Agent Runtime Environment (e-MARE). Utilizing the
instructions provided by e-MARE “framework; ‘the user can easily operate the mobile
information retrieval agent embedded in the main server to retrieve the interested information
from the Internet or private databases via his mobile devices. Not just the embedded mobile
agent of the server, the user can design his own mobile agent at their mobile device, and then
launch that agent to the remote host for his own purpose.

The main contribution of this dissertation is the proposed email-based mobile agent and
information retrieval application operating framework. We implement a prototype system
named eeMARE. Through the framework, no matter what the device is, and no matter where
the user is, the user can use the unified user interface to design, launch, and operate the mobile
agent to achieve his own purpose. Because of the off-line and asynchronous characteristics
of e-mail protocol, the mobile agent has more time to retrieve and analyze the documents
fetched from the network and the Internet. The system may prepare some results with good
quality as an e-mail, and then send it to user's mailbox. Under this framework, the user can
do anything just as if he is using the desktop PC with good networking environment, even

though he is just using a mobile device with poor networking environment and poor
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computing power.

Finally, to demonstrate the feasible of e MARE, we provide many examples and useful

applicationsin later chapters of this dissertation.

1.3 Thechallengesin our research

Although we use the simple e-mail protocol as the interface between mobile users and
servers, due to the original difficulties of information retrieval for complex and versatile
documents on the Internet, there are still some difficulties have to be considered in our

proposed framework. The challenges for design and implementation of our framework are

briefly shown asfollows:

Most of the documents of the information source on the Internet are
semi-structured or even unstructured, they are hard to parse and analyze

completely by application program.

Different information  source has!different protocol for getting the
documents. It needs some mature wrapper technologies to solve the

diversity among several information sources.

Each mobile device™has its distinet-user interface and applications.  For
client side, the proposed framework has to adapt al the client devices,
let all devices can easily operate the mobile agent with our proposed
framework.  For server side, the result e-mail has to adapt itself to
fulfill the different requirements and environment of that specified

mobile device.

For completely operating the local and remote mobile agent, the system
also has to provide a complete instruction set or the programming
language solutions for user. How to install, or compile and execute
these commands and programming languages are also a great challenge
of our design framework.

Furthermore, for some mobile devices (such as mobile phones) with
limited input interface, it is hard to input too many characters in a short

time.

The security issues are always the most important consideration for the
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users and system developers. In our research, we applying the
id/password mechanism to avoid some malicious users. Due to the
advanced security issues are the future works of our approach, we just

exclude these topics in the dissertation.
1.4 Organization of thisdissertation

This dissertation is organized as follows. Chapter 1 gives a fundamental introduction
including introductions, objectives, contributions, and challenges. Chapter 2 gives some
discussions about the proposed problems and motivations more detail. Chapter 3 surveys the
background and previous works related with the topic. In Chapter 3, we also survey the
present and future technologies related to our research more detail. Chapter 4 mainly
introduces some theories of mobile agent technologies, and their applications on the
information retrieval. In Chapter 5, we propose the system design and discuss the issues
derived from the design. We will evaluate some real-world examples in Chapter 6. Some
more complex and useful applications which are_applying the eeMARE framework are
extensively introduced in Chapter 7. Finally, the concluding remarks are given in the
Chapter 8.
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Chapter 2
Problem Description

This chapter describes the related issues and technologies of our research. At the firgt,
we review many obstacles about utilizing the mobile devices to retrieve the information on the
Internet. Then, some related technologies, including agent technologies, mobile agent
technologies and information retrieval technologies, for improving the whole process of
information retrieval are briefly introduced in the following sections.  Finally, we classify the
type of information retrieval models, and state the advantages for applying the e-mail protocol

and related technol ogies to those mobile devices information retrieval approaches.

2.1 Information retrieval on the resource-constraint mobile
devices

Information Retrieval (IR) is‘one of the most impertant applications of computer science
nowadays. The traditional IR is“mainly focused:on the well structured digital library
database and management system. However, today, the Internet provides the user a cheaper
and easier way to access various data sources, and the advances in al kinds of digital
communication provided greater access to networks. Moreover, the Internet also provides
anyone an easier way to publish their own documents to the web as one of the data item of the
information source. Therefore, the information on the Internet becomes a very important but
unstructured and not easy manageable information source for information retriever. That is,

the user is now facing the astronomical unstructured documents on the Internet.

There are many search engines on the Internet which indexing lots of documents, and
providing the users to query their interested information, but there is no search engine can
cover al documents on the Internet. Even the most popular search engine, Google
(http://www.google.com), has been pointed out that its estimated coverage is about 45%-55%
until year 2002 [53]. Hence, many researches develop meta-search technologies, trying to
cover more and more Internet documents. The basic concept of meta-search technologies is

shown in Figure 2.1.
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Figure 2.1: The basic concept of meta-search technologies.
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As Figure 2.1 shows, a good organized meta-Search system integrates several information
sources to provide a unified user interface. letting the users or applications to access those
information sources in a unified and integrated manner. The users or the application
developers don't need to worry about'the-format of querying string a all. However, the
diversities and differences of the terminal which.is used by the client user or application are
not considered in these approaches.

For more and more greatly increasing mobile device users, to provide a unified user
interface for them to access those versatile information sources is urgent. Figure 2.2 shows
the basic idea of such idea. As shown in Figures 2.2, one of the main objectives of our
research is to contribute such a unified user interface mobile information retrieval framework.

The detail of such framework will be explained in the following chapters of this dissertation.
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Figure 2.2: The unified user interface for the mobile device users.

Beside the consideration of the.great number of documents on the Internet, how to
efficiently fetch the useful information from the astronemical documents is the most important
issue for many Internet users and'information investigators. There are lots of former
researches were dedicated on related topics,-and-they ‘@so have got lots of successes. There
are also lots of products with these technol ogies and serves millions of users. However, most
of the traditional approaches mentioned above assume that the client user is sitting at the front
of a desktop PC, and the PC is also equipped some sort of well networking connection.  All
the information retrieval works need a powerful computing environment to achieve the
information retrieving requirements. For more and more mobile users using mobile device
with limited computing power, those traditional methods will fail. The major difference
between the desktop PC and the mobile device are the limitation of battery power, computing
ability, network speed and quality, and other computing resources. These differences will

dominate the technologies it will use for retrieving information from the Internet.

Different to the desktop platform, most of mobile devices are equipped with low-speed
CPU, fewer memory, smaller display size, and low-speed and unstable network connection.
Most of the traditional information retrieval technologies are not suitable for such limited
mobile devices. Table 2.1 compares many popular mobile devices with notebook and
desktop PC.
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Table 2.1: The comparison between mobile devices and PC.

Devices CPU/OS Memory/Networking Display Resolution
SonyEricsson T68
A 800KB RAM
GPRS 101x80
N/A IrDA 256 colors
BlueTooth
ARM9 CPU 4MB
104 MHz MM C supported 176x208
GPRS 4096 colors
Symbian OS 6.1 [rDA
series 60 BlueTooth
Motorola ~ 16 MB SDRAM
DragonBall VZ ~8MB Flash ROM
33MHz Memory, Stick supported 160x160
K L DA 16 gray colors
PAMOS41 |  Seriat MODEM
64MB SDRAM
Intel PXA255"¢ '32MB Flash ROM
300MHz SD/MMC supported 240x320
CF Type /11 supported 35" TFTLCD
Microsoft IrDA 65536 colors
Pocket PC 2003 GPRS
|EEE 802.11b
Acer TraveMate . 256MB (2GB) SDRAM
C300 Tablet PC '”tdlp%thuzm M 40GB Hard Disk
' ' CD-ROM/DVD-ROM 1024x768
Microsoft [rDA 14.1” TFT LCD
) 10/100/1000 Ethernet 16.7 million colors
Windows XP
Tablet Edition |EEE 802.11b
56K MODEM
IBM ThinkCentre M | | i pentium 4 256MB SDRAM
2.8 GHz 80GB Hard Disk 1024x768
DVD-ROM 15" TFT LCD
Microsoft 10/100 Ethernet 16.7 million colors
Windows XP |EEE 802.11b '
Professiona 56K MODEM

2-4




Therefore, to reduce the gap between these two kind of devices, it may have two possible
solutions for a mobile device to retrieve the information on the Internet, 1) downsizing the
scale of these technologies and executing them on the resource-constraint devices, or 2)
executing those on the server-end, and leaving the mobile devices as the simple front end for
theuser. Inour survey and research, later choice is a better solution to adapt the most mobile

devices for information retrieval .

2.2 Sylesof information gathering

For the daily information gathering works of Internet users, we divide those works into
two major styles: On-line Information Gathering and Off-line Information Gathering. We
call an information gathering style On-line if the user is utilizing the WWW browser or any
other WWW surfing applications to browse and fetch the documents on the Internet
continuously. In general, the users of this type are dways contiguously initiate some query
commands or operations to some sort of jnformation sources, such as search engines, on the
web, sitting on the chair in front of. computer, and-waiting the results be displayed on the
screen.  Because the user is aways waiting the results after he has issued his requests, the
results have to be returned as soon as possible.  To'return the query results to the users faster,
it means, there is no enough time Tor the information-retrieval application (in this case, it is
some sort of web browser or web surfing application) to provide the complete results which
have been completely analyzed from the fetched documents on the Internet.  In the meantime,
the technologies for the time-restricted information retrieval processes are always utilize the
simple keyword-based technology to reduce the response time for information retrieval, or the

information provider has to completely analyze the documents in advance.

On the other hand, we call an information gathering styles Off-line if the user doesn’t care
the response time from the Internet or network after he has issued his queries. That is, in
most cases, the most important consideration of those users is the completeness and
correctness of the result sets. They would rather spend more time to wait the complete
results from the information retrieval application. Thus, the information processing
application has more time to parse and analyze the fetched documents, and to rank the display
order for the user according to the specified preferences and other important arguments of the
user. Compare the style to On-line Information Gathering, the user aways can get more
comprehensive and more precise results from the Internet, but the cost which the user has to
pay is more time to wait.
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In the traditional information retrieval working environments, spending more time to wait
the results from the Internet is always not acceptable for most Internet users. However, in the
unstable network with low-speed CPU mobile computing environment, such time waiting
situation is common and acceptable for most mobile users.  Furthermore, most of the mobile
devices can not efficiently execute full function Internet browser to directly surf the web
documents on the mobile devices for the user, it is hard to utilize On-line Information
Gathering Syle on the mobile computing environment. Consequently, utilizing the e-mail
based solution, Off-line Information Gathering Syle, on the information retrieval from the
Internet for mobile computing environment is acceptable and feasible.

2.3 Classification of information retrieval models

As mentioned in the section 2.2, to retrieve the information from the Internet in mobile
computing environment needs a doable and convenient method. It has to let the mobile user
getting the satisfied information by his mobile.device under acceptable operating environment.
To further explain the feasible e-mail ‘based solution for mobile computing environment, we
first illustrate the current major models for getting information from the Internet.  We divide
the current information retrieval- model from the Internet by retrieving style into three
categories as follows:

B \Web-based Information Retrieval Model, WIRM

Web-based Information Retrieval Model, which is shown in Figure 2.3,
isatraditional model for the user to retrieve the documents on the Internet.
It always also means the On-line Information Gathering Syle which has
been explained in section 2.2. Generally, the user in this model aways
executes a full functioned Internet WWW browser or information retrieval
application to fetch the information and to operate the databases in real time.
It always requires high computing power platform and aways on-line
networking connection. In many cases, the client machine should be a
powerful desktop PC or notebook PC and to be able to run such complex
and powerful applications. Also, the client application always provides
the good-looking and fantastic user interface for the user to issue his query
to the specified information source, and the user aways staysin front of the

PC during the whole retrieving process. Because the user always keeps
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concerning the whole progress of information retrieval, the response time

from the information sources should be very critical.

Information sources

The user is running some kind of on the Internet

web browsing application

Figure 2.3: The model of Traditional Web-based Information Retrieval Service.

Although most information sources of the Internet provide some kind of
good-looking user interface for the user to fetch their documents, there till

are few Internet search engines (such as Google, http://www.google.com)

provide the concise but straightforward. user interface for mobile devices
(such as cellular phones or PDA) WARP-browser or simplified mini-browser.
However, athough the ‘user interface’is simple, those information sources
still need to equip some sort. of WAP-HTML gateway technology. Thus,
when the user browses Google's web pages via mobile device, Google will
first transform the original HTML format into WAP format. The mobile
user then may use built-in or plug-in WAP browser to browse the Google's
web pages. The WAP-HTML gateway technology is partly solving the
information retrieval issues of mobile devices, but due to the trandation
technology between WAP and HTML is not mature (especially for Chinese
web pages), and it can't optimize the results in a very short time, moreover,
the mobile phone's wireless networking is very expensive, this is not a good

solution for mobile devices to retrieve the information from the Internet.
B E-Paper Syle Information Retrieval Model, EPSIRM

The E-Paper Style Information Retrieval Service, which is shown in
Figure 2.4, is amore flexible method for a user to fetch information from the
Internet. A user can subscribe some kinds of E-Paper on the E-Paper
provider web site in advance by their subscription interface which is
provided by those famous information sources. After the user has been
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subscribed and verified, the E-Paper provider web site will actively send
some e-mail with the content of E-Paper specified by the user in advance to
the user's mailbox periodically. All the contents of E-Paper from the web
Site are actively sent into user's mailbox, the user is not required to take care
of any other chores except subscription. Of course, in most cases, there is

no any customization mechanism for the user to adjust the contents of those

e-papers.

to the user's mailbox regularly.

The serverwill push the subscribed infonmaticn |

Information sources

The user reads the information on the Internet

from her mailbox regularly.

Figure 2.4: The model of E-Paper Style Information Retrieval Service.

As mentioned earlier, this method is not required an aways on-line
networking connection. = In addition, lots of -hetworked mobile devices can
read the e-mail directly. “Thus, it is afeasible solution for most information
retriever of traditional client platfarm, but one of the defects of the method is
that the types of contents of E-Paper are limited, and in most cases, it has no
way to customize the content to fulfill the user's persona requirements.
Moreover, the web site always assumes the client's machine is desktop PC or
notebook PC, so it lacks some acceptable technologies to adapt the contents
into different applications and platforms. Again, the most important defeat
of EPSIRS is lacking of interaction mechanism between the user and the
information providers. In most current E-Paper providers, there is no way
for a user to operate any specified E-paper, and to further customize the
contents of those E-Papers. Consequently, EPSIRM is not suitable for a
mobile user who wants to actively and comprehensively retrieve the

information on the Internet.
B E-Mail based Information Retrieval Model, EMIRM

Using e-mail as the tool of information retrieval is not a new idea.
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There were lots of researches and products using the e-mail protocol as the
front end for other services (includes WWW, FTP, NNTP, Gopher, etc.) on
the Internet at the era of poor infrastructure of network. Today, the quality
of Internet networking for desktop computing environment is fast and stable.
The role of e-mail for information retrieval and other Internet services is
replaced by multimedia-enabled web browser. However, for a mobile user
with limited resources mobile device, most of the mobile devices have not
enough computing power to execute the complex multimedia-enabled web
browser and information analyzing works. The primary basic problem

about limitation of resources for information retrieval isrising again.

In such a case, the best solution is letting the mobile device be treated as
the front end client for the whole information retrieval process, and letting a
powerful server as the back end server to fetch and analyze the documents
from the Internet. The role of mobile device can be treated as the front end
of information retrieval and only to.provide a unified operating interface for
the user to program, operate, and launch hisremote applications, programs,
or even mobile agents, and then wait the results returned from the programs
or agents in the back end'server:” Dueto most of the mobile devices has not
the ability to execute the powerful web browsing, information retrieving
applications, and the information analyzing applications, the interactions
between the front end and back end are al through the e-mail protocol.
That is, if the user wants to retrieve some information from the Internet, he
may have to compose an operational e-mail (which is a mail in a proper
format for operating the remote applications or information retrieval process)
to specified the interested information, and send it to the specified e-mail
server. Then, the e-mail server will launch the information retrieval process
for the user, and prepare the results into an e-mail. Few minutes later, the
results will be sent back to the user’s mailbox. The user may browse the
retrieved results from the Internet by opening the e-mail client application
again. The mechanism of EMIRM is depicted in the Figure 2.5.
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Retrieving the documents
from the information sources
on the Internet

The user read the information i%
by her mabile devices through Information sources
the e-mail server on the Internet

Figure 2.5: E-mail based information retrieval model.

As Figure 2.5 shows, the user will not directly access the information from the
information sources on the Internet.  On the contrary, the user directly access to the e-mail
server. The works for actualy retrieving ‘and,anayzing the documents are all done by
e-mail server. The major advantage of thismedel isthe efforts of the mobile devices will be
dramatically reduced. All the ‘chores can be finished on the powerful and high speed
desktop PC or workstation with broadband networking-connection.

In summary, the listed three models are suitable for each different hardware and software
environment respectively. For the high speed computing environment with broadband
networking, the first one is the most popular information retrieval model, but if the user has
no time to sit at the front of desktop computer, or the user wants to get regular news and
stuffs from some information providers, the second model is the best candidate for him.
However, if the user is on the road and grasps some kind of resource-constraint mobile
devicein his hand, to fetch documents or information from the Internet in such mobile device,

the third model is the only suitable solution.

2.4 Basic concept of e-mail based information retrieval

At the client side point of view of e-mail based information retrieval model, when the
user wants to do something on the Internet or private database in remote location, he may use
any front end device (Desktop PC, notebook PC, PDA, or mobile phone) to launch the e-mail
client application, and then writing the commands provided by proposed framework or

mechanism as the e-mail subject and body, sending this operational e-mail to a specified
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e-mail account on the back end server which is registered in advance, and finally, waiting the
reply from the back end server. Few minutes later, he may execute the e-mail client
application again to check and see his mailbox. In most cases, he will get a response from
the back end server, and the contents of the e-mail always are the executed results of his

delegated remote application or mobile agent in the remote server.

At the server side point of view of the e-mail based model, the back end server always
checks the registered e-mail account to see any incoming messages. When a message has
received, it first parses the subject of the e-mail to determine the type of the e-mail and to
verify the id and related information according to the information of this e-mail. If the
e-mail is with some simple operating commands (such as ‘&&SS;’ to show the status of the
server), the server will operate these commands right now, and will pack the results into an
e-mail, and then replies the e-mail to the user's e-mail account as soon as possible.  In other
case, if the user's operation sheets are complex, the server will reply a status report e-mail to
the user, and then packs these operations.as aprogram for executing. Meanwhile, the server
will send the current progressive statistics.to.the user every 10 minutes (the default value, it

can be changed by the user).

The key mechanism of this model.is'the role of the e-mail server. It is responsible for
accepting the user’s request, and will act as a coordinator to manage the information retrieval
application or mobile agents on the server. " ‘All of the interactions between the user and the
programs on the server should be through the e-mail protocol. Every result e-mail will also
be rearranged in a specific manageable format, which can be further operated by user to fetch

more information from the Internet by specifying the identification number in the e-mail.

Using e-mail protocol as the gateway between the front end device of information

retrieval and other Internet services has many advantages which are shown as follows:

B Real Cross-Platform: No mater what the devices the user will use,
includes desktop PC, notebook PC, PDA, or even mobile phone, most
of these devices with networking ability are al equipped the e-mail
client application. So, the e-mail based IR mechanism provides the
real cross-platform service.

B User Simplicity: Due to the simplicity of e-mail protocol, there is no
any extra works has to be done for the mobile device of the users. Al

he needs is to look up some information retrieval commands, and
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composes those commands into a proper operational e-mail. The other

operations are all the same as the normal e-mail application.

Compatibility and Flexibility: The e-mail protocol is a very simple but
complete protocol. The contents of e-mail can be represented in
standard ASCII encoding. Every program can easily read and process
the subject and contents of any standard e-mail messages. Thus, the
mobile device with limited resources can also easily process the
contents of e-mail too. Nevertheless, for the more powerful platform,
such as desktop PC or notebook PC, of course they can process more

complex data by attaching those datafiles into the operational e-mail.

No client application installation: Because of the e-mail is the common
application for many networked devices, most of these mobile devices
don't need to install any related program for adapting this model. This
is very convenient for system developer to propose their new services.
All the new services are-only/to be instaled into server. There is no
need to modify any-application at client side. The cost of deployment
will be greatly reduced.

No user training: Almost every-mobile device users have enough
knowledge and abilities to make use of e-mail application to process
their own messages.  So, this e-mail based model can save lots of extra

training works.

Low cost, and low and short bandwidth required: Because the e-mail
based model doesn't need to educate the user, and it also doesn't need to
install any program into client side, the cost and time will be greatly
reduced. Moreover, because the e-mail protocol basicaly is some kind
of off-line network protocol, it needs the network connections only
while the client application is being transferred the e-mail. Thus, the
networking cost will be dramatically reduced too. For a mobile
network (such as GSM/WAP/GPRS connection services) with high
charged networking service, thisisagreat deal.

User-Oriented and autonomous information retrieval process. Another
important characteristic of this e-mail based model is that the model isa
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user-oriented and autonomous information retrieval process. Under
the architecture, al the complex retrieval operations have to be
programmed in advance. After the system have received and parsed
this e-mail, it will launch a static agent to monitor and schedule the
user's mobile agent to do its works, and the static agent also will report
the executing status to the user periodicaly. All the works will be
automatically run at the server or across each needed hosts. The user
also can write the event handler in their commands sheets of the e-mail
to guide the static agent treating every possible occurred event during
hisworks. Finaly, after all the works have been done, the static agent
will send a complete and well quality result to user's mailbox. That is,
if the user's commands sheet is a good design for information retrieval,
the boring progress for information retrieval can be discarded. All his
works have to be done are just to wait the returned results form his own

mobile agent.

Server scheduling- optimization: Beside, because all of the user's
information is handled at the Server side, the system can optimize the
system's performance according to-the system's states.  Many
technologies such as cache mechanisms, scheduling mechanisms can be

applied in the system to boost the system’s performance.

2.5 Classification of e-mail based information retrieval

According to the description of the previous sections, we conclude that the e-mail based
information retrieval model is the best candidate for the resource-constraint mobile devices.
To utilize the e-mail by mobile devices to fetch the documents and to retrieve the information

from the Internet or private local area network, according to the complexity of the model, we

also divide them into three categories which are shown as follows:

Data-Driven System: All information retrieval functions are embedded
in the main server. The user can only specify the interested data field,
and then expects the corresponding results of those data fields returned
from the remote server. In this type of e-mail based information

retrieval system, the user has no flexibility to determine the control flow
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of the information retrieval process. That is, the user only can specify
some simple query commands with simple arguments to get the
information from the server. There is no any control statements and
other further advanced statements can be specified by the user.
Although such the system can provide the user having the ability to
install their own program into the server to achieve their own
information gathering purpose, in the client side, he only can just call
the program with some simple arguments. He can't specify the
repeated execution times for some specified statements or programs,
and he aso can't determine the control flow according to the return

value of any program or application.

Control-Driven System: This type of e-mail-based information retrieval
system is more flexible than data-driven system. It is supporting some
kind of information retrieval, script language. The user can utilize such
script language to write some,simple batch programs for retrieving
information from the Internet. * ‘M oreover, the user can also operate the
remote mobile agents by writing programs with this kind of language.
This type of e-mail based information retrieval system at least provides
basic flow control statements, such as decision statements and loop
statements, letting the user has more ability to control the execution
flow of process of information retrieval. Furthermore, the well-formed
results can also be treated as the reference for the next operational
e-mail. The user can manage all of the functions and applications built
in the system by writing a program in their operational e-mail.  In most
cases, this type of information retrieval is enough for mobile user to

comprehensively fetch their interested information from the Internet.

Full Interactive System: In most cases, the Control-Driven System is
enough for most mobile users. However, sometimes, if the system has
not provide the user’s desired application, and there is no appropriate
desktop PC for the user to install or deploy his own application, in such
cases, the system also needs to provide the user the ability to install
their own application into the remote server by his ssmple mobile device.
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Thisisthe main purpose of the invention of the Full Interactive System.
This type of e-mail based information retrieval system supports all the
ability of programming language. Actualy, it just extracts the
program from the operationa e-mail, and dispatches the extracted
program into the operation system. After the execution of the program
has been finished, the results will be wrapped into an e-mail, and then
be sent back to the user’s mailbox. In this style, the user can write any
customized mobile agent with this kind of programming language. For
convenience of users, the programming language can be the traditional
language such as C, JAVA, Perl, and any acceptable shell language etc.
In practice, the interpreter style language, such as Perl and some shell

language, is easier to implement.

Different type of e-mail based information retrieval system has different characteristic
and its applicable domain. The Data-DrivenSystem is simple, and it is just for the user who
only wants to query his simple interest jinformation from the private database or some
specified information sources on:-the'Internet.. 'Getting the item price of product of our
company, getting the timetable of the school; or quoting'the stock value from stock market are
all the application examples which’can be implemented by Data-Driven information retrieval

system.

For more complex applications, such as surfing the Internet, or retrieving the information
across many search engines, the Control-Driven information retrieval system is more viable
than Data-Driven System since it provides more flexibility for the user to control the results
from the server. In practice, the system will provide the control statements such as for/next,
if/then, while/wend letting the user to control the execution flow for his information retrieval
process. Furthermore, the system will also rearrange and reformat the results in a
well-formed format, letting the user can directly utilize the results to retrieve the information

from the Internet more intensive.

Sometimes, the simple control flow can’'t fulfill al the requirements of the user. To
support full function programming language is also important. The major advantage for an
e-mail based information retrieval system isthe great flexibility. 1n such system, the user can
not only operate the remote application to obtain his interested information, but also write his

own application by mobile device. Although the application is written on the mobile device,
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the execution place is the remote server.  Since the programming language can do everything

that the computer can do, the user can do everything by his mobile device as well.

2.6 Applying mobile agent runtime mechanism to our
design

To further maximize the ability of the e-mail based information retrieval system, applying
the mobile agent technologies into the system is one of the most important approaches. A
mobile agent is an autonomous software program which can be migrated from one host to
another host during the execution time.  Since the mobile agent technologies can provide the
programmer to write a program which can easily execute itself on any available host, this
mechanism can achieve maximum flexibility in any stable and unstable network environment.
However, applying the mobile agent technologies into mobile computing environment is very
different in typical desktop environment. It still has some considerations which have to care
about. Some of these main considerations are shown as follows:

1. The host always has to provide a running mobile agent runtime environment

to accept the migrating request from the‘other mobile agent in remote host.
2. The network of hosts dways hasto-beavailable.

3. If the migrating request from mobile @gent has received, the host has to

response as soon as possible.

4. The mechanism recommends more network bandwidth for processing the
migration of mobile agents and other related works. Sure thing, the

networking cost is more expensive.

5. Both the client and server side have to install specified runtime environment.
Then they will have the ability to launch, migrate, and operate the mobile
agents. Because the client side applications aways need more computing
power, lots of mobile devices can't fulfill these requirements.

The mentioned considerations let the mobile agent technologies can’t be easily adapted to
mobile computing environment. That is, applying mobile technologies into mobile
computing environment needs many modifications. To defeat the shortcoming mentioned
above, we propose an Email-based Mobile Agent Runtime Environment called eeMARE.

The e-MARE provides the users the ability to utilize the unified interface for many different
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kinds of devices to control, design, and launch their mobile agents. All of the mobile agents,
built-in applications, or custom applications are executed in the remote server. Based on
e-mail protocol, the obviously advantages are the convenience, simplicity, and uniformly for

the operations of theuser. The main advantages are shown as follows:

1. Convenience: The user can easily operate the mobile agent on any networked
devices, because the e-mail application is aimost the standard application of

networked devices.

2. Simplicity: All of the design, manage, operate, and launch operation can be
completed in e-mail as the commands or script language in standard ASCI|
encoding. Also the executing results or system's states are al returned via

the e-mail protocol.

3. Uniformly: Because the e-mail protocol is the most popular protocol for most
networked devices, whether the device is mobile phone, PDA, desktop PC, or
even workstation, the operation of e-mail @pplication issimilar. That is, the

interface for operating the:'mobile agentsis almost the same for most devices.

Beside, different to the traditional mabile agent system, there is no extra application has
to be instaled into client's devices: “This-obeys.the thin-client requirements for Internet
application. In eMARE, all works will bedone in any standard e-mail application. For
most low-end mobile phone or PDA, this is the best and only mechanism to operate mobile

agent for information retrieval or processing data from the Internet.
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Chapter 3
Background and Related Works

The purpose of this chapter is to briefly introduce all of the background technologies
which are related with our research. Many related works and some rea products of the
market will also be presented and described in this chapter. The mentioned technologies
include GSM cellular phones, the Internet solutions for mobile phones (WAP, GPRS, 3G
i-Mode..., etc.), the PDA and desktop PC, MEXE, information retrieval, and mobile agents.
The related works and real products include AGORA services, Info-On-Demand, AvantGo,
ISMS, semi-automatic wrapper generator, ..., etc. Some references about mobile agent

runtime environment technologies will also be described in this chapter.

3.1 Background and ter minologies

This section will survey and explain many-related internetworking devices, terminologies,
technologies of the market, and then describe the possibility for operating mobile agent by
mobile devices. Some important technologies and researches will be explained more detail

in the following chapters.

3.1.1 Mobilecellular phone

According to the survey of the International Telecommunication Union (ITU) in 2003,
the penetration ratio of mobile phonein Taiwan is 106.15%, which isthe 1% al over the world.
Needless to say, the applications of mobile phones are more and more popular and fantasy.
Now, connecting the mobile phone into the Internet, and utilizing the great amount
information and applications on the Internet is the great ambition for most mobile phone
service providers. The research [44] estimates the following statistics about the mobile

phone users all over the world:
® 540 million roaming cells were made in February 2000
® 750 million cells were predicted in June, July and Augusts 2000

® Datawill account for between 20 and 50 percent of all global wireless traffic by
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2004
® 8 hillion short messages were sent in May 2000
® 10 billion short messages were sent in December 2000
® One hillion short messages were sent per month in Europe alone in 2001

® GSM (Global System for Mobile Communication) grew at 80 percent in 1999:
PC grew at 22 percent

® More GSM terminals will be connected to the Internet than PCs by 2005
® \Wireless devices will access 30 percent of al Internet traffic by 2005

According to the previous listed information, it can conclude that utilizing mobile devices
to surf the Internet is more and more important and popular activities on the Internet.  If there
is an easy and cheap way for mobile users with mobile phones to interact to the Internet, the
mobile user's vision will be dramatically expanded. However, before the 3G era coming, use
the small screen size, very limited computing power; .short battery duration, and the expensive
and low bandwidth network mobile phones ta connect to the Internet and retrieve the
information from it is very difficult. ~All the solutions-on the desktop are no more applicable
on the mobile phones. For instance, in PC, if-we want to search something on the Internet,
we only have to connect to the network, and.then'install any WWW browser. Consequently,
we may view any documents and information available on the Internet via the browser.
However, the same works can't be easily applied into mobile phones. It is impossible for
most mobile cellular phones to install any full function WWW browser, and the very limited
size display is not suitable for reading the common WWW pages on the Internet.

Furthermore, most current mobile phones of the market have no any ability to expand
their function. So we only have to use the built-in components of the mobile phones to
operate the remote mobile agents and applications. The well known built-in messaging
functions are SMS (Short Message Service))EMS (Enhanced Message Service) /IMMS
(Multimedia Message Service), WAP (Wireless Application Protocol), or E-MAIL.  We have
to choose one of the messaging functions as the media for operating to the mobile agents on
the remote hosts. We will describe the related technologies of WAP, SMSEMSMMS, in
later of this section.

First of all, the type of technologies for the networking connection between GSM mobile
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phones and the Internet are shown as follows:

Wireless MODEM: Wireless MODEM is a traditional and the most
common equipment for GSM mobile phone to connect to the Internet.
Actualy, the function of wireless MODEM is almost the same as the
wired MODEM of the traditional wired home network. Nowadays,
amost current modern mobile phones are equipped the wireless
MODEM. As long as the GSM mobile phone service provider
provides the data transmission service, the mobile users can treat the
wireless MODEM of the mobile phones just as the normal PC MODEM.
That is, when the mobile phone has connected to the computer by
transmission cable, IrDA, or even BlueTooth, the operating system of
computer will recognize the wireless MODEM as a normal general
MODEM. The user may setup the MODEM and dia up to the Internet
Service Provider. Just as anorma_wired MODEM does. Thus, if the
user has enabled the data transmission functionality to his GSM service
provider, he can connect his computer via his mobile phone as well as
the wired network “connection:  Of course, those mobile phones with
embedded WML (Wireless Markup -Language) browser can direct
connect to WAP sites on:the Internet, but the bad news is that the
network speed now in Taiwan is only 9600 bps, it is very limit for most
Internet application services. Moreover, the connection cost is very

expensive in Taiwan too.

GPRS (General Packet Radio Service): Work on GPRS started in 1994,
and a standardization of the GPRS had been frozen by ETSI (European
Telecommunications Standard Institute) in 1999. It is a packet-based
data bearer service for GSM networks, which provides both standards
with a way to handle higher-data speeds. It will make mobile data
faster, cheaper and user-friendlier than wireless MODEM solution. By
introducing packet switching and Internet Protocol (IP) to mobile
networks, GPRS gives mobile user faster data speeds, and particularly
suits bursting the Internet and intranet traffic. Connection setup is

almost instantaneous, and users can have always-on connectivity to the

3-3



mobile Internet, enjoying high-speed delivery of e-mails with large file
attachment, Web surfing, and access to corporate LANs. This
technology is treated as the temporary phase before the arriving of 3G
mobile phones. In the past, there were more than 6.4 million GPRS
users worldwide by end 2002, and it was approximately 150 GPRS
networks operational in 58 countries. Also, there were more than 50
million GRPS termina devices delivered worldwide.[52] These

numbers are all increasing in avery great pace currently.

B 3G (3 generation of mobile phone): The third generation mobile
phone infrastructure is the prospect of the mobile users for transmitting
information from the Internet in a very high speed. In 3G al voice,
video, and data transmissions are all wrapped together. 3G discards
traditional GSM's technologies, and uses Packet IP technique as the
kernel technology. It willylet the users always stay on the Internet
network, and can ownthe very.high speed networking bit rate. At the
beginning, the providers promise 3G mobile phones, at least, have
2Mb-bandwidth available. ~Thus, most' applications can be done by
mobile phone itself. = However, the -real available applications are
determined by the ability of 3G mobile phone.

Although there are some limitations for the mobile phone to connect to the Internet, it
isn't means that the mobile phone has no chance to connect to the Internet. One of the
feasible solutions for mobile phone to connect the Internet is to prepare a server for trangating
the HTML pages into some kind of documents for easy reading of the documents. That is,
the documents on the Internet have to be filtered out some unwanted information (such as
advertises, logo, unimportant hyper links, and java applets) and to remove those complex
structures (such as table, Dynamic HTML, Cascading Style Sheets, and any script languages)

by at least a specified server. Then, the filtered documents have some choices to receive.

No matter the users use what kind of networking technologies for connecting to the
Internet, there are four possible types for a mobile phone to operate the e-mail. They are

shown as follows;

B Using the mobile phone's built-in e-mail application. This is the

most convenient way for user to operate the e-mail. Some modern
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mobile phones (such as SonyEricsson T65, T68, T230, Nokia 3650, and
OKWAP 166 etc.) have provided the built-in e-mail application for
users to connect to the Internet, and send/receive the e-mail from the
mail server of the Internet. All the works the user need to do are to
compose the appropriate arguments in their mobile phones, and then he
can read the messages which are just fetched from the Internet on the
mobile phone. Because the e-mail applications are the built-in
function of the mobile phone, the performance and convenience are
much better than other solutions. Moreover, because the process of
reading and writing messages are connectionless, the cost for
networking will be reduced greatly. Except for the ability for
read/write the standard ASCII, some mobile phones provide the ability
for user to send the attachment too.

Using the GSM service provider.'s STK (Subscriber 1dentity Module
Application Tool Kit). The,STK"is a technology for programming
some applications in SIM card of GSM mobile phones. It uses the
limited available free space of SIM to install the application for
providing the interface between the users and the service providers.
Most providers utilize the ' GSM"mobile phone's STK technique to
provide the users to read/write the e-mail by his older model mobile
phones. Almost every GSM mobile phones support the STK technique.
Combine the STK and SMS, most of the application for exchanging
messages and send/receive e-mail can be implemented easily. The
major advantage of this solution is that amost all GSM mobile phones
are supporting STK and SMS.

Using the WAP browser via the WAP protocol for GSM network.
If a mobile phone is WAP-enabled, it also stands for this mobile phone
is equipped a WAP browser. If a mobile phone is equipped a WAP
browser, it means the mobile phone can direct browse any WML sitevia
wireless MODEM or GPRS MODEM. In this case, we can design a
WML site to access any mailbox for users, thus, the user can indirect

access his mailbox through the WML site.  Different to the former two
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methods, the major different is the location of processing the mailbox.
The former two methods, the place to process the user's mailbox is in
mobile phone, but this method is at the WML server site.  The
advantage of this method is that the powerful server may provide
versatile services with the e-mail service. There are lots of extra
functionalities can be added into the e-mail services. We don't need to
worry about the poor computing power of the mobile phones.
However, the disadvantage is that for accessing the WAP services, the
users have to keep the connection of the network. The connection cost
is very expensive for a very long time connection via traditional
wireless MODEM. Moreover, if the connection quality is poor, to
write an e-mail is a very difficult thing to be done. GPRS technology
solves part of the mentioned problems,

B The ultimate solution: .using, the built-in WWW browser, or
installing a WWW browser,in _high-end cellular operating system.
When the mobile computing technologies are growing mature enough,
the method will be the best-and killer 'solution for the mobile device.
Actualy, many high-end and smart mobile phones on the market, such
as Nokia 6600, SonyEricsson RP800/P900, have already built-in some
sort of web browser. The user also may install his WWW browser in
some high-end operating environment of high-end mobile cellular
phones. However, the connection speed and the CPU speed of mobile
devices are the most important consideration of this solution. The
battery duration is aso an important consideration in some long-term
data processing application. For example, the Internet browser of
Pocket PC 2002/2003 is equipped many functionalities. It is very
similar to the Internet Explorer of Microsoft Windows on the desktop
PC, but the CPU speed is not enough for executing some complex and
fantastic functions. It is very slow for user to obtain his desired

information.

As mentioned above, it is obviously that aimost every mobile phone has the ability to

connect to the Internet and operate e-mails of his mailbox no matter whether it supports WAR,
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GPRS, or not. Thus, if the remote application and mobile agent can be designed, operated,
and processed via e-mail by any mobile device, it will expand the ability for mobile phones to

retrieve information on the Internet.

3.1.2WAP WirelessApplication Protocol

The transfer rate of wireless network is much slower than traditional wired network, so it
needs a feasible transmission protocol to adapt such environment. WAP is one of the best
candidates. The WAP which was founded in 1997 by Ericsson, Motorola, Nokia, and
Unwired Planet, is the leading standard protocol for information services on mobile phones
and other wireless terminals. It is based on Internet standards an open, wireless application
software protocol. The main objective of WAP is to provide an interaction between the
traditional GSM mobile phones and the Internet. The system developer design WML site on
the Internet, and the client user uses the micro WAP browser to browse the WML site of the
Internet through the wireless MODEM or GPRS MODEM. As mentioned above, the
application of WAP is not only on thesmobile phone,:it can also be applied at PDA and desktop
PC. Through WAP gateway, the devices can fetch.the WML sites on the Internet.  The main
advantage of WAP protocol is that most of the works of applications are implemented at the
server. Because the server is much powerful than mabile devices, lots of complex works can
be worked very well. The application can be ‘designed more versatile and complex.
Actually, aWAP browser can be treated as the display of the application, the core of works can
al be done by the back end server. It is very easy for the developer to develop the WML

sites on the Internet.

At the beginning of the development of WAP, the speed of networking for GSM mobile
phones are only 9.6Kb.  Although the speed is enough for many simpler applications, it is not
enough for many complicate applications, especially for multimedia applications. Today,
GPRS is the more popular and more acceptable for data transmission of GSM mobile phones.
If GSM service provider supports GRPS technology, some modern mobile phone can at least
speed up more than 100K b.

General speaking, if we want to use and operate mobile agents on the remote host, utilize
WAP with GPRS is a fair well solution, but for a heterogeneous mobile agent environment,

thisisnot agood choice. The reasons are shown as follows:

B Itisnot area cross platform solution. Although most mobile phones
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support WAP for Internet connection, but it is not the standard for other
platform (such as PDA, desktop PC, and even workstation). For those
platforms, they have to install at least one specified WAP browser to
browse WML-based site.  Furthermore, the WML-based site is
designated for mobile phones. It can't take the advantages of the other
platforms. Thus, to take advantage of the characteristics of each
platform, the mobile users have to know more than two user interfaces
and operations of the applications. It will loose the advantage of cross
platform.

The cost of network connection is very expensive. The most problem
for mobile users to access the information on the Internet is the
expensive fee for GSM's wireless networking. This is aso the big
problem of WAP protocol. In the traditional typical browsing process,
the network connection has to: keep aways online between the client

and server, even the user is just.reading.or writing the e-mail.

The server is not easy to optimize the jobs. To save the connection
time and money, al the user's requests by WAP browser have to be
responded as soon as possible. So*there is no chance to perform

maximum optimization for the following requests.

Furthermore, the difference between WML and HTML islarge. There
is no convenient and efficient way for the web developer to adapt the
present HTML-based web pages into WML-based pages. There are
lots of things have to be done for such HTML-WML transforming
process. Sometimes, many developers prefer to design a new WML
page instead of transforming.

Consider to the above disadvantages of WAP protocol across multiple heterogeneous

platforms, we can conclude that the pure WAP protocol is not a good solution for the mobile

user to browse the information on the Internet by the versatile mobile devices.

3.1.3SMSEMSMMS of GSM

phones provide the ability for sending and receiving the SMS.

SMS is one of the most important services of GSM mobile phones. All GSM mobile
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length of SMSis about 160 characters. The length is enough to carry some simple messages,
but it is not enough for more complicate applications. The contents of SMS can only be
written in ASCIl standard. EMS and MMS protocol conquer these shortcomings. These
two standards are not only extending the ability of text, but also provide the ability for
transmission of voice, and images. Of course, the allowance message size of these two

standardsis also expanded.

Because MMS allows the user to transmit not only the text messages, but also the voice,
image, and even video clips, furthermore, there are more and more camera phones available on
the market. There are more than 130 commercial MMS launches in 53 countries worldwide
in May 2003. The MMS subscriptions already estimated to exceed 3 million in EMEA
region. Nokia even forecasts in 2003 more than 50% of all handset sales will be
MM S-enabled. [44]

However, although the SMSYEMSMMS is a standard application for all GSM mobile
phones, but for other platforms, it is not.a'standard.application. Moreover, the size of SMSis
too small to carrier al of the results after theinformation retrieval in asingle messages. The

cost for sending and receiving the SMS/EMSIMMS is also too expensive in Taiwan.

In our viewpoint, the SMS/EMS/IMMS-is only suitable for assisting the information
retrieval works. Even though we don't.consider the transmission speed and the allowance
message size of SMS technology, pure SMS-based information retrieval solution is not an
economic way for information retrieval because of the high charge fee for SMS services in
Taiwan, but notifying the mobile user to read the information in his mailbox is a feasible and
well application for SMS technology. Our prototype system, eeMARE, aso implements this

functionality.

3.1.4i-Mode

i-Mode is developed NTT DoCoMo of Japan in 1999, which is designated to replace
WAP. Different to WAP's WML language, i-Mode uses the cHTML (compactHTML, which
is much similar the HTML) as the documents format of i-Mode website. Because the
CHTML is much like the HTML, it is easy to transfer the living HTML website into i-Mode
website. Of course, the ability of cHTML is much bigger than WML. In some places,
i-Mode is much popular than WAP.  Although the i-Mode web site is very easy to implement,

the number of mobile phone models which is supporting i-Mode is few. Thus, the
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technology is not suitable for our research in general cases. In Japan, The users of
mobile-based Internet services exceed 60 million before Feb. 2003, and the i-mode users are
more than 34 million. However, until now, the i-Mode is not the popular services all over the
world. In Taiwan, until October 2002, there were only 22,000 users select i-Mode as his
GSM services. Today, there are only five models i-Mode cellular phones in Taiwan.  Thus,

it is not suitable for our approach in Taiwan.
3.1.5PDA and PC

Whether the ability of mobile phone is more and more powerful, the limited display size
and inconvenient input interface are always the big problems for most mobile users. PDA is
the good choice for mobile user to keep both small and powerful characteristics. Lots of
modern PDA has the ability to access the wireless networks. Also, the e-mail is always the
standard application for most modern PDA. It is also a good platform for utilizing e-mail to

operate the mobile agents on the remote host no matter what the OS of the PDA is.

Desktop PC is a powerful and the best platform for operating the mobile agent. There
are lots of applications can operate mobile-agents for users. Although the desktop PC has
enough computing power to do anything about information retrieval and operating mobile
agents, to keep the uniform accessing interface to the mobile agent, and take the compatibility
among all types of terminals, we choose the esmail application to operate mobile agents.
Thus, it is not required for the user to install any extra application in any terminals through the

whole information retrieval process.

As the description of the above sections, we understand that there are many solutions
providing the user to connect to the Internet among several types of platforms. It means that
no matter what the devices that the user uses, he can connect to the server on the Internet via
their mobile devices. Thus, if there is a server which is on the Internet and providing the
services compatible with the existing protocol of those mobile devices, the user can easily
utilize these services as well. However, most of the mobile devices, especially mobile
phones, are resources limited, and the networking connection of mobile phones is very
unstable, slow, and expensive, to execute any customize executable application on those
mobile phones is difficult or even impossible. Fortunately, the e-mail protocol is both
common and popular for most mobile devices, and its interface is very similar among every
platforms. Thus, utilizing the e-mail as the front-end of information retrieval on the Internet

iSvery appropriate.
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3.1.6 M obile Execution Environment (M EXE)

MEXE is an exciting new specification from the 3GPP (3 Generation Partnership
Project). The MEXE specification details a flexible and secure application environment for
3G (and 2G+) mobile devices[38] The aim of the standardization of MEXE is mainly to
provide a standardized application execution environment for mobile device in general,
including the devices between small, light and sophisticated devices. The core of the
execution environment is based on the ability to communicate the MEXE mobile device's
supported capabilities with a MEXE service provider. This allows the applications to be
developed independently.  Currently, MEXE consists of three Classmarks, and they are based
on WAP environment, Personal Java Environment, and 2ME CLDC environment respectively.
MEXE technology is possible one of the most important research topics of future 3G mobile
phone infrastructure, but for the current hardware supports of mobile phones, to construct the

MEXE environment is avery hard mission.
3.1.7 Information retrieval

Information Retrieval on the Internet [1][53] is:one of the most important applications for
the information exploded era. There are many researches [15][18][19][25] are focused on
how to efficiently extract the useful infermation from immense Internet. In addition, the
study on meta-search is to combine the results from several different information sources
[22][23]. Reference [45] aso has been proposed an integrated information retrieval system
for user to intensively retrieve information on the Internet with unified user interface. A
good information retrieval tool let the user getting large amount, more accurate, and more
comprehensive information from the Internet. The chalenges of information retrieval
problem are not only facing great amount of information, but also facing the versatile data
structure and document formats of the information sources. The documents on the Internet
are semi-structured or even unstructured. Due to lacking of editors proof, many researches
have pointed out that the quality of the documents on the Internet is also a big problem.

So far, the documents fetched from the Internet most are encoded in HTML (Hyper Text
Markup Language) standard. The HTML is a format-oriented language. That is, HTML
only cares about the output style of the data, not the meaning of the data. The layout and
style of the webpage is the main focus of HTML. For the application of information retrieval,

the appearance of the webpage is not important. Actually, too many flourishes will let the
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web page hard to be analyzed. The thing that the applications really care is the contents and
structures of the documents of web site. For example, if the application is processing an
article from a news web site, the focus of processing is 'who is the author', ‘what is the subject
of the articl€', 'how to abstract the key point of the article', and 'what is the intent of the author
want to say', etc. Adversely, the font color and font size of the title, where is the title should
be positioned, are not the considerations for the information retrieval application.
Unfortunately, this is not the specialty of HTML. However, there are lots of researches are

dedicated inthisarea. They also have got some good results.

Except for the unstructured stuff of information sources, the multiplicity of those
information sources is also the big problem for information retrieval. Different information
source has its own protocol for retrieving its data. For the convenience of the user or
application to browse the data from the versatile information sources, to design a uniform
interface of meta-search system is very important. Of course, in this area, there are also lots
of researches devoted. Currently, the major: researches of the unified interface for searching
the Internet are treated by Mediator/Wrapper .architecture. They provide a unified user
interface for user to enter the -query commands.  -The mediator will parse the query
commands and dispatch the appropriate wrapper.to specified information source. After the
wrapper has activated by the mediator, it'will"access that specified information source by the
well-formed commands. To filter and transform the versatile format into a unified internal
format of the returned results from the specified information source is aso the responsibility
of wrapper. Utilizing the Mediator/Wrapper technology, it will improve the access between
versatile formats of the information sources on the Internet. If we want to access a new
information source with different document format, the only works that system developer has
to do is just to construct a new wrapper. The main architecture of the information retrieval
system doesn’t need to change at all.

As mentioned in Chapter 2, there are more and more people using their mobile handheld
devices to connect to the Internet, and fetching their interested information. Thus, the
information retrieval via mobile handheld devices is very important. For a mobile user, to
provide the ability to retrieve the information on the Internet and to unify the interface for
versatile information retrieval devices are both important things have to be concerned.
However, most traditional information retrieval systems are based on the desktop PC with
good quality of networking and high computing power. Obviously, they are hard to directly
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apply these current information retrieval technologies into the mobile devices with poor
quality of networking and limited computing power. That is, it is hard for mobile phones or
PDA to browse the WWW site on the Internet.  Furthermore, because the network always has
to be kept on-line during the browsing process, the networking fee is the big burden for the
mobile user. These problems can be solved by the connectionless protocol, e-mail protocol.

In our viewpoint, most networked devices provide the solutions for send/receive of e-mail.
Most of the processes for e-mail are all processed in a standalone machine. In other words,
when the user is composing or browsing the e-mail, it doesn’'t need to connect the network
between the mobile device and the server. The cost that users have to pay is only the time
period during the sending and receiving the messages. Because most of the time of the
mobile devices during the retrieval process is at the off-line states, the server has more time to
analyze the documents requested by the user. Altogether, the user may get the higher quality
results by his mobile devices.

3.1.8 Mobile agents

An agent is a computer system that is situated in some environment, and that is capable of
autonomous action in this environment in order to meet its design objectives [34]. And, a
Mobile Agent, step further, is not bound to the system where it begins execution. It has the
unique ability to transport itself from one system‘in a network to another. The ability to
travel allows a mobile agent to move to a system that contains an object with which the agent
wants to interact and then to take advantage of being in the same host or network as the object

[6].

Again, the environment of most current mobile agent system is an active and
full-connected networking running mechanism.  All mobile agents have to be launched to a
main host, and autonomously execute the delegated jobs for their master.  If the mobile agent
finds that there are lots of documents are at the remote host, it will automatically request other
remote agent for help or even migrate itself to that host to save the network usage, but the
premise is that all hosts have appropriate mobile agent runtime environment to accept the
reguest from other remote host.

The computing power of mobile devices is very limited, and to input characters to the
mobile devices (especially to the mobile phones) is a very time-consuming works.  Although

the user can write some complex mobile agent programs on the e-mail of the mobile devices,
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we encourage the user to write the whole complex programs on the server in advance, and

write the simple commands to operate the remote mobile agent on the server.

Thus, our prototype system, eMARE, can be treated as some kind of application gateway
or mediator between e-mail to mobile agent. The user can issue the commands via e-mail by
a mobile device to operate the remote mobile agent in the server. The mobile agent is
delegated by the user to fetch and analyze the information on the Internet. It may migrate

itself to other server when it found there are many data avail able on the other server.
3.2 Related works

At the beginning of the development of Internet, it is a very common idea to utilize
e-mail protocol to provide many services of the Internet [35][36][37][38]. One of the major
reasons is that the e-mail was the most popular application on the Internet those days. As
mentioned above, if a device which is available for internetworking, the e-mail application is
of course the basic and recommended application. The e-mail isin essence a cross platform
application. An e-mail message can be processed at any handheld terminal, mobile device,
host and client's PC. Thus, we can easily send the receive messages by the e-mail protocol
anywhere at anytime. There is:aso lots of Internet services can be delivered by e-mail
protocol in some systems.  To deliver the web-pages. of the WWW server is one of the most
important applications of e-mail except the-deivery of e-mail itself. The following two
applications are the introduction of the two important approaches in the earlier age on the

[ nternet.

3.2.1AGORA

In 1994, AGORA server was developed by Arthur Secret of the World Wide Web
Consortium. It isan e-mail browser framework for the WWW. The service provides e-mail
only access to information resources stored on the World-Wide Web. The servers enable
e-mail only users to simulate the experience of browsing the Web by sending e-mail requests
for either text or HTML versions of documents stored on World Wide Web sites [36]. Under
this mechanism, the user can just to write some simple instructions or commands in the body
of email. Thereis no need to set the subject of eemail. The user then sends the e-mail to
the host which is providing the AGORA service. Few minutes or hours later, the AGORA
server will send the requested web pages to the mailbox of the user. Consider to some e-mail

client can't interpret the extra format of HTML, the server always remove al of the unwanted
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HTML tags and script languages of the web pagesin advance. It also collects all of the links

of the web page, and rearranges them in to an easy-to-access format.

That is, if we want to browse the web site http://www.yahoo.com by AGORA service, the

only thing we have to do is to compose an e-mail without subject, but the body of that mail has
to be entered following text:

GET http://www.yahoo.com

After we have sent the above e-mail to www4mail @access.bellanet.org, severa minutes

later, the filtered contents of http://www.yahoo.com will be in our mailbox. Of course, if we

are familiar with the URL encoding for any search engine on the Internet, looking for some
keywords on the Internet through the specified search engine by e-mail application is also an
easy way. The following text of the e-mail body is the example:

GET http://www.google.com.tw/search?g=chrysler+neon&ie=UTF-8& hl=zh-TW&Ir=

The mgjor advantage of AGORA service isthe easy deployment for user. The user only
has to prepare an e-mail read/receive environment. ~ The requirements of client for hardware
and software can be reduced dramatically. . For.a user; he can freely browse the information
of the Internet via e-mail client application. Moreover, if he familiars the encoding method
of any specified search engine on the Internet, to retrieve information from the Internet via

e-mail is not a hard works neither.

The major disadvantage of AGORA service is lacking of interaction mechanism between
the Web sitesand the user.  The instructions set of AGORA istoo simple to operate the whole
process of the Internet browsing. All URLs have to be entered by user, and the requested
results can only reflect one-time search. If the user has to analyze much data from many
information sources, it is a very boring works, and will waste very long time. Furthermore,

to input many characters for mobile usersis avery time-consuming job.
3.2.2 Info-On-Demand

Info-On-Demand [35] is a commercial software product. It is, in general, an e-mail
agent, which it can update and provides ERP-information across platforms to users PDA,
notebook, desktop PC, or even mobile phones viaWAP. It provides a WWW interface on the
Internet for user to set and register his simple batch programs. To set and register these
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works have to be finished by desktop PC networked to the Internet in advance. After all the
setting is finished, the user now can send an e-mail with specified encoded subject and
well-formed mail body to the specified e-mail account. The system of the server will parse
the subject and contents of the e-mail, and then fetch user-specified data field from the
database according to the requests of the user's commands. When the data requested by the
user has completely fetched, the system will wrap the result into an e-mail, and send it to the
user's mailbox as soon as possible.  The architecture of Info-On-Demand [35] is shown in

Figure 3.1.

FDA,
PC

Corporate Sites Email request

Customers
Suppliers

Automatic

Authorization Email reply

Info-On-Demand
1
@ LaN ]|

Figure 3.1: The architecture of Info-On-Demand.

As Figure 3.1 shows, Info-On-Demand provides a 24-hour customized e-mail agent for
users to fetch the data in the remote databases. When the user's e-mail was arrived, only few
minutes later, the result e-mail will be sent back right away. It is a great solution for the
mobile user to obtain his information from his private database in his company anywhere at
anytime. However, until now, the system can only be applied in the database management
system. They can't retrieve the information of the Internet at all. Furthermore, the client
side's instruction set is too simple to execute the complicate works. Most of the works have
to be coded in the server side's environment in advance. The flexibility of the system is
limited.

A simple example for the contents of e-mail of Info-On-Demand is shown in Figure 3.2.
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Figure 3.2: The dialq_'(ii;“fbr‘ a suﬁ;Lle q:t‘j“é‘ry“”e.-‘mail of Info-On-Demand.
Of course, as mentioned abo"ve allﬂ“"b'"f' the Hbuilt:in functions and user-defined batch
programs have to be settled and reglstered in advanqe The setting and register example of

Info-On-Demand is shown in Figure 3 3T
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Figure 3.3: The settingjand re‘g‘i‘sté‘r dia:Ibg of Info-On-Demand.

As Figure 3.3 shows, the rolé of batch ‘jpf‘ogram ‘?is to set the actions for information
retrieval.  The information sources for the USErto ‘retriéve are al built in the internal database.
Thus, the batch program can only to specify the-data ‘field name for fetching. The name of
batch program is specified in the subjed of the e-mail, and the contents of e-mail can be
treated as the arguments of the batch program. Consequently, the fetched results will be

wrapped into an e-mail which is shown in Figure 3.4.
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Figure 3.4: The fetched results from:;the Info-On-Demand system.

According to the mechanism mentioned above, the user can get the information of the
databases which is located at his company in anywhere by any mobile devices (includes
mobile phone, PDA, notebook, or even desktop PC and workstation) without any other extra
application except simple e-mail application. Because the operation for the user is very
simple and intuition, it is ideal for those people who always needs the rea-time data at
anyplace. However, so far, the Info-On-Demand has no solution for the information retrieval

onthelnternet. Thus, itisnot ageneral solution for advanced information retriever.

Let’s consider another aspect of the problem.  Although the notebook PC and pocket PC
is much smaller than the desktop devices, it is aways a burden for many people. Many
people always hope that the handheld terminal is small and powerful. However, in most
cases, the small size always means the resource-limited, or the very expensive price. Isthere
exists a solution for low-end handheld terminals to access the Internet? iSMS is a typical

approach which is dedicated on thisidea.
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3.23iSMS

ISMS [40] is an integration platform for short message service and IP networks. Thisis
a mechanism for combination between the Internet and GSM network of mobile phone.
Utilizing iISMS, the user may direct access this mobile phone by composing and sending SMS
to the phone number of iISMS server.  Some built-in program of the server will be activated
for the user's requests, and then send the results back to the user's mobile phone through SMS
protocol. Moreover, the user can also make a schedule in advance. Let the iISMS server
actively push some periodic information to the user through SMS periodically.  All the works
of iISMS do not require any modification to the mobile telephone system architecture, because
the SMS is the basic service for al the GSM mobile phone networks.  All cellular phones of
GSM will provide SMS as well. Moreover, the other mobile phone standards like DAMPS
(Digital Advanced Mobile Phone Service), CDMA (Code-Division Multiple Access) are all
providing SMS too.

One of the mgjor advantages ofsusing SMS:to be the transmission protocol between
mobile phone network and IP network s that the ‘mobile phones can be considered an
"always-on" device that facilitates instant information exchange. No dialup operation is
required to access SMS. Furthermore; StM-itself provides the storage for short messages,
and the SMS will not occupy the voice, data, and fax services of GSM. The Figure 3.5
shows the basic architecture of iSMS [40].

iI5MS gateway

— AT-command
[ .

GSM network

Short message
driver

(COM port)

B TCP

isMS
e server

Figure 3.5: The basic architecture of iSMS.

3-20



As shown is Figure 3.5, the iISM S gateway basically requires a mobile phone with SMS
service and a computer with the ability for TCP networking. The mobile phone is as the
interface between the GSM network and iISMS server, and the iSMS server is response for
accessing the TCP/IP network. In this way, the user of GSM network may easily access all
the Internet services of TCP/IP network through the iSM S gateway.

The major advantage of iISMSis the utilization of current SMS technology. The SMSis
a very basic service of GMS system. All of the GSM mobile phones are equipped the
functionality for sending and receiving the messages of SMS. That is, all of the GSM mobile
phones can be the terminals of iISMS. The maor disadvantage is that the size of SMSisvery
small, and the transmitting cost for SMS is very expensive. In Taiwan, it costs NT$ 2-3
dollars per SMS message. For larger amount information retrieval, the SM S-based solution

is not suitable.

Furthermore, although the SMSis intuitional service for mobile phones, it is not the basic
service of PDA and desktop computer. «*To unify,to interaction between people and devices,
the e-mail is the better solution than SMS; much less the e-mail can be implemented by SMS

in mobile phones.
3.2.4 AvantGo

AvantGo is an acceptable solutionfar the resource-limited mobile device to obtain the
information and documents on the Internet. Actuadly, it provides thousands of specially
formatted brand-name web-sites (“channels’) on user’s PDA or smartphone. These contents
of channels include news, weather, sports, stock quotes, maps, movie listings, and more. If a
user wants to obtain the information from these channels, first, he has to sign in as a member
of AvantGo, and then create his own custom channels to download family sites, local news,
niche sites, church and club sites, workout schedules, etc. The great feature of AvantGo is
that no wireless connection is necessary. However, this service needs a desktop PC to sync
with the user’s mobile device. That is, the mobile device of the user has to sync to the user’s
desktop PC for downloading the subscribed channels in advance. Meanwhile, al the
information on the subscribed channels will be downloaded at once.

Obvioudy, the service from AvantGo is an indirect way for the user to obtain the
information on the Internet. It lacks an interaction between the user and the information

sources. Furthermore, the process for transferring information needs a desktop PC, the
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information retrieval model is not suitable for our approach.
3.2.5 Unified interfacein integrated information retrieval

To efficiently and comprehensively retrieve the information on the versatile information
sources of the Internet, the meta-search engine technology is one of the most important
research trends. For ease to interact with the meta-search engine for the users, and for ease to
adapt the new information sources for the system developers, the media with wrapper
architecture is the most popular technologies. Figure 3.6 shows one of the typical workflow

of meta-search services by wrapper technol ogies.

User Input — Query String
Select Title, Descript, URL Littp://search altavista. com/cgi-bin/
Where key="xml” |::> query?q=222xml%22&
date="04/25/2001" Translate=ond&date=2001_04_25

Simple

AltaVista AltaVista Search Engine
Wrapper

VdI00D

o i

Title |Descript| URL
XXX XXX XXX

1

Usetul Information

© Result Page

Integrated Information
Retrieval System

Figure 3.6: The typical workflow of meta-search services approach in ref [18].

As Figure 3.6 shows, an integrated information retrieval system accepts some kind of
high level information retrieval commands. In this example, the user inputs some kind of
SQL-like querying string. It will parses these commands and dispatch some well-format
gueries to each specified search engine or information source according to the contents of
user’s high level commands. The main works for tranglating the high-level commands to
search engine's queries are done by wrapper. Of course, the wrapper is aso response for
accepting and trandating the results returned from those search engines. In such approach,
the wrapper plays a very important role as the interface between the retrieval system and
information sources.

However, there are different retrieving method and commands encoding between
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different search engines and information sources. Almost each connection with one specified
search engine or information source needs one different specified instruction sets. For an
integrated information retrieval application developer, to find out the retrieving rules and write
some codes by hand to adapt their system to a specified search engines is a time-consuming
work. By the way, to adapt a new information source easily and quickly, the wrapper
generator technology is important. Paper [18] has proposed such a semi-automatic wrapper

generating solution.

Paper [18] presents a design for an automatic XML-based framework with which to
generate wrappers rapidly. Wrappers created with this framework support a unified interface
for a meta-search information retrieval system based on the Internet Search Service using the
CORBA standard. Greatly advantaged by the compatibility of CORBA and XML, a user can
quickly and easily develop information-gathering applications, such as a meta-search engine
or any other information source retrieval method. The two main things our design provides
are a method of wrapper generation that isifast; simple, and efficient, and a wrapper generator
that is CORBA and XML compliant.and that.supports.a unified interface. Figure 3.7 shows a
simple example of paper [18]. ‘ "% -

Edit Phase Wrapper Generation Phase Runtime Phase

i -\@ Client
IDL File Stub Application
ICORB A

<

Query
Template

.

Schema
Component
Repository

< |

Intformation Source
Pattern

Figure 3.7: The role of a semi-automatic wrapper generator.
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Through the wrapper generator shown in Figure 3.7, a user may enter a more complicate
query string for querying some interested information from many information sources on the
Internet. The system will parse the query string and dispatch the appropriate works to
analyze and collect the requested information through an appropriate wrapper. After the
requested information was fetched and analyzed, the information will wrap them as the
appropriate format, and send them back to the specified user.

Utilizing the wrapper-generator technology, the system developer of integrated
information retrieval application now may not worry about the versatile information sources
on the network. However, the versatile of terminals that the users used is also a big trouble.
Thus, we need a solution to conquer the differences among all of the terminals and mobile

devices. The popular e-mail protocol isthe best candidate.
3.2.6 M obile agent runtime environment in mobile computing

Reference [45][47] are trying to propose the solutions providing the mobile agent to run
at mobile devices, but they al need:the mobile devices to run some kind of mobile agent
runtime environments. That is, on'the client side; installing an agent runtime environment for
sending and receiving mobile agents isa very-heavyweight approach. In Reference [45], the
client side applications become capable for. sending, receiving, and interacting with mobile
agents by using well-defined Java Beans.software components. These components are
included in the application, allowing it to become agent-enabled. The authors of Reference
[45] develop a component middleware which is included in the client applications. To
implement this approach, the client side has to support a well-structured Java runtime
environment.  Unfortunately, most of the terminals and mobile devices are till not

supporting the Java runtime environment. The situation of Reference [47] is the same.
3.2.7 Current commercial productsfor remoteinformation accessing

Many commercia products (such like Sybase iAnywhere, Oracle 9i Lite ..., etc.) provide
the abilities for mobile devices to access their own database on the specified platforms and
environments (PocketPC, Palm OS, EPOC, etc), but these products are hard to perfectly
implement in the rigid environment of mobile computing, and moreover, they do not provide

the ability for user to access the information on the Internet.
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Chapter 4
Mobile Agent and Integrated | nformation Retrieval

As mentioned earlier, there are many researches applying agent technologies, and mobile
agent technologies to improve the performance for information retrieval. Moreover, there are
also many researches trying to apply some meta-search mechanisms to enhance the covering
ratio for the user to do the information retrieval works. These related technologies are

described in this chapter in detail.

4.1 Mobile agent concepts and their advantages on mobile

computing environment

There are so many researches dedicated ‘on. agent technologies [3][5][6][26][27][29]
[30][31][32][33][34] and mobile agent technologies:[7][8]. In those researches, they
proposed many different mobile agent environments-and implementations, some of those
researches are successfully applied to‘'many areas of computer science and networking systems.
Some of them also present modified programming languages or new designed programming
languages for mobile agents. This chapter will describe the basic concepts of mobile agents
for mobile computing environment, and will discuss the considerations about applying mobile

agent technol ogies to mobile computing environments.

Mobile agent technology is not anew idea. The concept of mobile agents is developed

fromintelligent agent. The definition of intelligent agent is adapted from [34]:

An agent is a computer system that is situated in some environment, and
that is capable of autonomous action in this environment in order to meet its

design objectives.

Moreover, reference [6] further points out that the intelligent agent is capable of flexible
autonomous action in order to meet its design objectives, where flexibility means three things
[34]:

B reactivity: intelligent agents are able to perceive their environment, and respond in a
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timely fashion to changes that occur in it in order to satisfy their design objectives.

B pro-activeness: intelligent agents are able to exhibit goal-directed behavior by taking

the initiative in order to satisfy their design objectives.

B social ability: intelligent agents are capable of interacting with other agents (and
possibly humans) in order to satisfy their design objectives.

To satisfy the above three characteristics, the platform which performs the intelligent
agents should be a powerful environment. Such environment at least has to provide the
ability for executing the autonomous codes of agents, and a continuous and stable network
connection or interacting mechanism for the agent to interact with their environment. Of
course, for the mobile devices which are circumvented some hardware constraint (CPU cycles,
narrow or expensive bandwidth, small memory, and limited user interface) [48] are hard to
satisfy the above requirements. However, the mobile agent technology can partly improve
the situation.

A mobile agent is not bound to,the system where it begins execution. The mobile agent
is free to travel among the hosts in the network. + A farmal definition in [6] is shown as the

follows:

A mobile agent is not bound to the system where it begins execution. It
has the unique ability to transport'itself from one system in a network to
another. The ability to travel allows a mobile agent to move to a system that
contains an object with which the agent wants to interact and then to take

advantage of being in the same host or network as the object.

That is, the mobile agent is indeed a software program. In most cases, its size is far
smaller than the normal application of Windows. It can be executed in different host.
Furthermore, in most cases, there is at least one mobile agent manager can dispatch, activate,
suspend, stop, migrate those agents. Of course, the mobile agents can migrate, or even
destroy themselves too. In a good implementation of mobile agent environments, the agents
can be suspended or migrated at any time and any place. That is, a mobile agent may be
suspended by manager or itself. In this time, the system will preserve al the states of the
execution so far. Meanwhile, the system will pack the codes and execution states, then
transfer them to the target host.  After the codes and states have arrived, the mobile agent will

be resumed to execute at the break point of last execution. The mobile agent is aware of the
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migration between hosts, and will continue running the same project across some different

hosts. The concept of mobile agent is shown in the Figure 4.1.

—————————

A ]
\‘ | @

The Internet

Host A Host B

Figure 4.1: The basic concept of the migration of mobile agent.

As shown in the Figure 4.1, the contents of a mobile agent (MA) are not only includes the
codes, but also includes the states of exeeution thistime. MA may migrate itself from Host A
toHost B. In most cases, MA may aware of occurrence of the migration, and will resume the
execution from the last break pointfor-migration:: Thethings that have to known are the Host
A and Host B can be the different host, connected by the Internet or local area network. Of
course, the host should al have an‘appropriate mobile agent execution environment. In an
ideal situation, the mobile agent can migrate itself to another hosts at any point during the

execution time. Itisdepicted in Figure 4.2.

Host A Part A of MAP

hﬁgration at any point

Host B Part B of MAP

MAP: Mobile Agent Program

Figure 4.2: The ideal mechanism for mobile agent migration.

As Figure 4.2 shows, a mobile agent program (MAP) which isrun at Host A may migrate
itself to Host B at any point during the execution time. That is, there is no extra effort for
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MAP while it is at migrating process. The part B of MAP will soon be executed after the
migrating process. All the execution state and related data of MAP will also be migrated
from Host A to Host B.  Figure 4.2 shows a very ideal situation. It isvery hard to achieve.

Another acceptable and common migration mechanism is shown at Figure 4.3.

Issue an event for migration

Host A Part A of MAP

Migration event 1s occurred!

Host B Part B of MAP

MAP: Mobile Agent Program

Figure 4.3: The popular event-based.migration mechanism.

Figure 4.3 shows a very popular event-based migration mechanism for mobile agent. In
this mechanism, if the MAP wishes to migrate itself from Host A to Host B, it has to throw a
migration event. After the system is aware of the .occurrence for migrating request from
MAP, it prepares all the works about migrating process, and then transfers the whole MAP and
its process state from Host A to Host B. At the Host B, the migrated MAP will be executed
from the start entry point of the program. Because the MAP is an event-based program, now
the mobile agent runtime environment is aware of the occurrence of migrated event. Thus,
the control flow of the program will soon be redirected the codes which is response for
migrated process, and this process can take care all the chores about the migration. This
mechanism is popular. Many Java-based approaches are used this mechanism to migrate

their mobile agent.

The third mobile migration mechanism is e-mail based migration mechanism. It is
shown in Figure 4.4.
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Figure 4.4: E-mail based migration mechanism.

AsFigure 4.4 shows, if amobile agent which is executed at Host A wantsto migrate itself
to Host B, it has to prepare an operational e-mail to the system due to the Host B is lacking a
daemon which can accept the incoming, migrating request. After the system of Host B has
received the operational e-mail, itswill parse the Contents of this operational e-mail, and
extracted the mobile agent codes .and its status. to: execute at Host B. Because the
environment of Host B is different-to Host A, the mobile agent will soon aware the occurrence
of migration. Therefore, the mobile agent will adjust the control flow to part B of MAP,
Thisiswhy the system will execute somepart A of MAP which is depicted in Figure 4.4.

Applying the migrating mechanism which is shown in Figure 4.4, the mobile agent
runtime environment of Host A and Host B are not required to be a specified running daemon.
All the works can be done by e-mail protocol. In fact, the message redirection mechanism of
sendmail can be applied to this mechanism. That is, each host which wants to provide the
mobile agent runtime environment is just enabling the sendmail daemon. It is very easy to
install for the lots of UNIX-based servers. Thus, this kind of mobile agent environment is

very easy to deploy for the system developer. Our approach is applying such mechanism.

Because of the great ability of migration for mobile agents, the major advantage for
applying mobile agent is to dramatically save the usage of network bandwidth. For example,
suppose a company has a CTS (Customer Transaction Server) to store the each transaction of
customers, an IDS (Internal Database Server) for storing the interna information of the
company. The objective is that we need another DMC (Data Mining Computer) to
comprehensively analyze recent databases both CTS and IDS.  In most cases, the DMC will
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fetch the data in CTS and IDS through the networks to the local storage of DMC, and then
analyze these data locally. Thisis an accepted situation when all these computers are in the
same LAN (Local Area Network), but when these servers are dispersed on the WAN (Wide
Area Network) or even on the Internet, especially when the network bandwidth is not enough
to carry the great amount data, the mobile agent mechanism will be a good solution for the

situation.

In the case mentioned above, the system implementer can install the mobile agent
environment for each server. Thus the mobile agent can be migrated across these servers as
user'sgoa. In such situation, we may design a mobile agent for data mining and dispatch it
to either CTSor IDS. Then the mobile agent may retrieve and analyze the information of the
CTSof IDSlocaly. Furthermore, for improving the efficiency of data mining, the user may
dispatch more than one mobile agent across the network to do the same works, and finally
combine the returned results of the mobile agents.

How to enable the ability for providing ‘the mobile agent to remotely execute at a
computer? Based on the consideration of,security, mest computers do not provide the ability
for supporting the remote execution of programs” Thus, we have to instal a specified
environment as a gateway for executing of mobile agents. The possible solutions are shown

as follows:

B Running a daemon under operating system: In the solution, the system
developer runs a daemon program under any operating system. It acts
as a mobile agent executing server for accepting the client's requests.
The client can send a piece of program or runnable program image to
the server; the server then will compile and run the program pieces.
The daemon will collect the results to client by the redirect
characteristics of standard input/output for most modern operation
systems. This is an idea solution for mobile agent runtime
environment. The main disadvantage of this solution is the serious
security problem. To directly run an un-verified external program is
very dangerous for a server. It is more dangerous for those servers
which were directly supported by the operating system. Any malicious
program may let the server run into a big disaster. Thus, many

researches design a whole new safe script language, or apply the present
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safety programming language, such like Java, to implement their mobile
agent runtime environment framework. Fortunately, the Java runtime
environment applies some security mechanism to prevent the latent

security problems.

E-mail based mobile agent runtime environment: The other major
solution is much the same asthe first method. The only different is the
daemon of this method will not directly receive the request from the
client. Instead, it will check the specified mail account. If the
daemon has found a specified subject of e-mail with some kind of
format and identification, it will parse and filter e-mail to extract the
piece of program for executing. Again, the executing results will be
collected by the redirect characteristics of standard input/output for
most modern operation systems. These results will be packed as an
e-mail, and sent back to,the:client's mailbox. This is an off-line
solution for mobile.agent Jjnechanism. The mobile agent runtime
environment of thissolution is divided into two parts. The first part of
the environment is-a passive program which can be activated by the
incoming message. *- The'other part -is the mobile agent execution
environment which is managed by the first part. That is, the first part
of the solution will take care of that operational e-mail, and dispatch
those extracted results to the second part.  All the results of the second
part will be pack into an operation e-mail and they will be sent to the
initiated system.

The first solution of mobile agent environment is running a daemon as a gateway. The

gateway will retrieve the mobile agent program from the client's direct requests.

retrieved mobile agent program will be dispatched to the operating system for execution.

execute mobile agents in this way has at least two defects.

of the resources of the computer will be allocated to the program too.

security management mechanism, after the agent program is executed by the operation system
of the computer, in general, the program will get all the trusts of the operation system. Most

for the possibility of attacks from a malicious program.

The second defect is that if the mobile agent is programmed by some kind of normal
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traditional procedural programming language, it is hard to suspend the execution of the mobile
agent, migrate it to the other host, and resume the execution from the previous break point. If
we want the agent can be resumed for execution from the suspended point, it will come with
lots of works have to take care.  All these derived works have to be done by the mobile agent
itself. There are very heavy extraworks for the system devel opers.

For mobile devices, the e-mail based resolution is much prefer. Most of mobile devices
have no enough computing power and stable network connection to execute a complex
application for information retrieval and other advanced applications. Thus, the better
solution is to execute most part of works to a desktop server. The role of mobile devicesisto
be the front-end of the information retrieval process. The basic idea had been shown in
Figure 2.5. However, there are more and more mobile devices supporting Java runtime

environment. Thus, the Java based mobile agent solution is more popular nowadays.

There are lots of researches dedicated to solve this problem [6][7][8][34]. Utilizing the
characteristics of high compatibility and- high”mobility of Java language, the IBM Aglet
Project provides an event-oriented execution environment, let the agent program code can be
migrated to another host, and trigger a dispatch event,-and let the migrated agent aware the
migration and can resume to exeCute the program from this point. The implementation of
Aglet will be described at section 4.4

4.2 Migration for e-mail based mobile agent across mobile devices

To be a good mobile agent runtime system for mobile computing environment, the

system should at least have the following characteristics:
B Easy deployment both at server and client side.

B Providing the complete execution environment for mobile agent, not

limited by the operation system of mobile devices.

B Providing a safely executing environment for mobile agent, including
on the mobile devices and servers. Thus, the systems and the mobile

agents will be protected safely.
B Providing a high-performance executing environment.
At the server side, many platforms today can satisfy the above requirements in hardware

consideration. About the software, especialy considering the operation system, the modern
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multi-user and multi-tasking operating system is much prefer. In this dissertation, we choose
the Microsoft Windows 2000 server and RedHat Linux as the test bed. To fulfill the easy
deployment requirement, we choose the e-mail protocol as the interface between the users and
the mobile agents.  In such case, no matter what the mobile agent is, and no matter where the
mobile agent at, if a mobile agent wants to migrate itself to another host, it may just wrap itself
into an operational e-mail, and sends it to its target e-mail account. That is, except a suitable
operating system and suitable hardware, an e-mail server or daemon is required. In our
dissertation, we choose the Sendmail™
models for the e-mail based migrating mechanisms: (1) distributed model, and (2) centralized

model. Thefirst model is depicted at Figure 4.5.

H !

i Operational e—ma>
|
Host B of e-MARE
Host A of e-MARE ostBofe-
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Oal e-mail
= MA

Operational e-m
Opegational e-mai
J—L f; Z——————\
Host C of e-MARE

as the implementing tools. There are two possible

perational e-mail

Host D of e-MARE

Figure 4.5: The distributed model of e-mail based mobile agent migrating mechanism.

As shown in Figure 4.5, it is a distributed model of e-mail based mobile agent migrating
mechanism. In this model, every hosts (in this example, host A to host D) are al installed
e-MARE ManagerAgent. The MA which is initiated by the user via a mobile device is sent
to Host A. If the MA decide to migrated itself to host B, it may just wrap itself into an
operational e-mail, and then sent itself to Host B via e-mail protocol. The Manager Agent of
host B will now take care of the other chores. Of course, the same way will be applied into
host C and host D.  Thus, the MA will travel from host A to host D, and finally back to host A
by the same way.

However, by default, every e-mail will be directly replied back to the real sender. Thus,
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the ManagerAgent has to identify the desired destination of the operational e-mail. In our
implementation, we design an argument called ‘ X-Target’ to achieve the migration purpose.
That is, every operational e-mail which wants to migrate itself to different host has to specify
the ‘X-Target’ argument in the codes of the embedded program, and then send itself to the
other host which isinstalled an eMARE environment. Thus, after the specified works have
been done, the Manager Agent will issue the results or anther programs to the specified e-mail

accounts of theremote host. A simple PHP example is shown as the follows:

#!/usr/bin/php -q
<?php
$to = 'emare@mail 2.twvs.tnc.edu.tw’;
$subject = "& & SDB;";
$message = “mail body, may be some programs”;
$email = 'minhuang@mail .twvs.tnc.edu.tw';
mail ($to,
$subject,
$message,
"From:$email\r\nReply-to:$email\r\n's
"X-EMARE:e-MARE v1.0a\r\n* .
" X-Target:minhuang@mail twvs.tne.edu.tw'');

The centralized model is depicted in“Figure 4.6. - It is different to the first distributed
model. The centralized model assumes that only one host is installed both the e-mail service
and e MARE ManagerAgent. Thus, all‘hests, include host B to host C, have to contact the
host A if it wants to migrate itself to other hosts.
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Figure 4.6: The centralized madel of e-mail.based mobile agent migrating mechanism.

As shown in Figure 4.6, the user sends an operational e-mail to the host A, the
Manager Agent of host A will parse the operational e-mail from the user. If the mobile agent
which is executed in host A determines to migrate itself to host B, because the host B is not the
server of eMARE, it should follow the requirements of the MARE (Mobile Agent Runtime
Environment) of host B. That is, the mobile agents in host A must follow the programming
criteria of MARE of host B, and connect to host B by the API provide the MARE in host B.
In the situation which is shown in Figure 4.6, the type of MARE among host B, C, and D may
be different, if the mobile agent B wants to migrate itself to host C with different MARE
system, it can just send itself to host A via eeMARE, let the host A as the gateway for host B
and host C. The same mechanism can be applied host D too.

Conversely, at the client side, many platforms of mobile devices are resource-constraint.
That is, they always can not fulfill the above requirements. Fortunately, in our dissertation,

we conquer this situation by according to the following criteria:

B The role of mobile device is only to be a dummy terminal of the
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framework.
B All works are executed at back end server.
B All of the needed information are stored at database of the Internet.

B The database of the information is accessible from the Internet by HTTP
protocol.

B To smply the input of terminal, al returned information are all

specified in aseria number for identification.

B All the requests of the user can be specified by commands or
identification number, the identification are corresponded to the

information of the database.

Due to the resource limitation of mobile devices, one of the most important issues for
mobile devices to retrieve information from the network and the Internet is to reduce the
efforts as least as possible.  Of course; we assume the mobile devices used in our approach
are all network enabled. Currently, mostrof the networked mobile devices allow the mobile
users to send and receive the e-mail on the Internet. “Thus, the e-mail protocol is the best

candidate for the mobile device to connect to-the-tnternet.

Today, however, most of the e-mail applications of mobile device are very simple. They
can only recognize the standard text format of e-mail, the extra functions such as HTML
syntax, attachment processing, script language implementation, etc. are not supported. In
such the case, the system can not directly execute the program which is embedded in the
operational e-mail.

4.3 Theidea of hybrid mobile agent runtime environment

We classify the mobile agent runtime environment into two categories, the on-line mobile
agent runtime environment and the off-line one. The traditional mobile agent system is
always an on-line system. That is, no matter what the processing node is at local or at remote,
they always have to keep the services available. Both of the client and server have to activate
a specified service or daemon for sending to or receiving from the agents. This is an

acceptable solution for a desktop PC and server; but not suitable for a mobile device platform.

On the mobile devices, the mobile agent runtime environment can be treated as the
off-line and passive architecture. In the on-line runtime environment, the mobile agent stays
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on an environment with well-work networks and high computing power. In such case,
migrating mobile agent from one host to another is easy and fast. On the contrary, the mobile
agent on the off-line runtime environment stays on the mobile device with unstable networks
and low computing power. In the cases, the network connection is usualy disabled.
Consequently, the mobile agent can not be executed on such mobile devices. They are
always stored in the mailbox of those mobile devices, and waiting the user to manually

activate them by sending them to some activating server.

The off-line mobile agent architecture can minimize the utilization of expensive wireless
networking for low-end mobile devices, but keeps the flexibility of mobile agents, while the
on-line mobile agent architecture can maximize the efficiency of the system’s performance.
Getting the advantages of both types of mobile agent runtime environments is to combine
these two architectures into a framework. The proposed framework is a hybrid architecture
of both type mobile agent runtime environment for mobile users and shown as Figure 4.7.

MARE: Mobile Agent Runtime Environment, MA: Mobile Agent

. Mobile Agent On-Line
Off-Line ;
MARE Execution ::> MARE
Server MA Host A

Mailbox of
Mobile Device

(Y-

| Internet or LAN |

Cperational e4ma i ﬂ ﬁ
e-mail
Server Gpe ai-:nnal le-mail On'Line
MARE a
Host B
The architecture of off-line MARE

Traditional on-line MARE architecture

Figure 4.7: The hybrid architecture between on-line and off-line MARE.

The left side of Figure 4.7 is the typical off-line mobile agent runtime architecture, and
the right side is the traditional on-line mobile agent runtime architecture. As shown in the
figure, the mailbox of mobile device is a pool for storing the mobile agents, and it can be
treated as a typical off-line mobile agent runtime environment. Each mobile agent embedded
in an operational e-mail that is stored in the mailbox of mobile deviceis not aive until the user
pressed the send button of the e-mail application. After the user sent that operational e-mail,

this e-mail will be sent to the e-mail server of eeMARE framework. Then, the e-mail server
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will activate a manager program to parse the operational e-mail, to extract the mobile agent,
and to dispatch it to mobile agent execution server for executing. The mobile agent in the
mobile agent execution server also can be dispatched to the available host of some kinds of
on-line mobile agent runtime environment. Of course, the mobile agent can start itsitinerary
among the available hosts of the on-line mobile agent runtime environment to extensively
retrieve the user desired information on the Internet.  Finally, the results collected by mobile

agent can be returned to the user’s mailbox by packing these results into an operational e-mail.

From the mobile agent point of view, a mobile agent in Figure 4.7, initially, is stored in
the mobile user’s mailbox of her mobile device. It is embedded with an operational e-mail.
The user may edit this operational e-mail and sent it to the main service account of the system.
By the way, the mobile agent is sent to the server atogether. After the parsing phase of the
operational e-mail, the mobile agent will be executed in the mobile agent execution server
independently, thus, the mobile agent can migrate itself to any on-line mobile agent runtime
environment available on the network. _The user’s interested information can be returned by
the running mobile agent to compose an opexational & mail and to send to the e-mail server of

the system.

The key to combine these twa different architectures is the mobile agent execution server.
It is the main gateway between the‘on-line and off-line architectures. It is a full function
execution platform that can run any mobile agent program or application on it. Thus, the
user of mobile device has the full ability to execute the appropriate mobile agent program to
activate the facility for mobile agent’s itinerary, or to directly execute the information
processing application for retrieving the useful information from the network or the Internet.
To reduce the user’s efforts, the system can also be preinstalled some useful programs for later

use.
4.4 A unified interface for integrating information retrieval

As mentioned above, to intensively explore the information on the Internet, to provide a
unified interface for integrating information retrieval is urgent. In this section, we will
outline the approach of unified interface and a flexible architecture for querying various
information sources on the Internet and the WWW using both a popular object model and a
data model. We have proposed an Integrated Information Retrieval (IIR) service based on
the Common Object Service Specification COSS for Common Object Request Broker
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Architecture (CORBA) and apply the Document Type Definition DTD of eXtensible Markup
Language XML to define the metadata of information sources for sharing the ontology
between mediator and wrappers. The objective of using the IIR design is not only to provide
programmers with a uniform interface for coding a software application that can query a
variety of information sources on the Internet, but also to create a flexible and extensible
environment that easily allows system developers to add new or updated wrappers to the

system.
To provide this mechanism, it can achieve the following objectives:

1. To propose a uniform interface for information retrieval and gathering in an approved
standard of distributed object-oriented environment. This offers a programming
interface to retrieve what applications are wanted, and uses agent technology to

implement the infrastructure of IIR.

2. Each type of information source has its own query language, schema and attribute.
With this approach, it is necessary to support an extensible environment that will

allow integrating various information sources.in the future.

3. The Document Type Definition.(DTD)" announced by the World Wide Web
Consortium (W3C) is a popular description language of scheme. We apply the DTD
of eXtensible Markup Language (XML) to define the schema of information sources,

and to provide the interface in the IR for managing metadata.

4. Due to the unity of interface, a service provider can easily implement a wrapper for
their speed up the system development.

5. Both the object model of CORBA and data model of XML are the approved standards

and are widely accepted by the industry and so will be by users and programmers.

6. We adopt Structure Query Language (SQL) in the IIR for transparently querying
information from various sources on the WWW and the Internet.  1IR can seamlessly
combine references to the Web with references to the relational database. Anyone

familiar with SQL can create programs using | IR easily.

A flexible architecture and framework can improve access transparency, sSystem
scalability and extensibility. We dedicate our IIR design to such participants as data
providers and information inquirers who can dynamically join the system flexibility, no matter

what types of information are concerned. Any information source can at any time be joined
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dynamically into the system. An IIR client can obtain the information about information
sources by inquiring their metadata. A service provider can also replace, access, and
maintain the metadata of information sources and provide an adaptable environment.
M etadata management and the extensibility and scalability of system critically enforce the [IR.
In addition, the approach also allows that the system should be capable of retaining the
autonomy of ajointed local query system, that is, that the IIR and local query systems should

co-exist.

IR architecture is ssmple and complete. From the client’s perspective, the requirements
are a uniform access interface as well as unified data model for representing the results of
gueries. With IR, clients use a standard query interface to acquire information based on a
CORBA object model.

Figure 4.8 depicts IIR architecture. It comprises InformatiionRetriever, MetaData,
Wrapper and Collector. InformationRetriever acts as a mediator for dispatching query
requests to the wrappers of information source and collects the results. A client program
sends a query request to the information-sources:by first obtaining the InformationRetriever
object from a Factory object. Due to the access transparency, the operations for querying all
information sources using IR are the same.—_A client queries information sources by mean of
invoking InfomartionRetriver. ThénformationRetriever activates corresponding wrapper(s)
according to the query string involved in the parameter of query operation. It is obvious that
clients accessing information sources are completely transparent by invoking an
InformationRetriever object.
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MetaData is the management of metailata. Its purpose is to minimize the degree of
complexity fro federating heterogeneous 1nformat|on sources.  With 1IR, it has three
following functions. First, a cllent can query‘the MetaData construct a world-view and
formulate the query string when it is unfarnlllar with the schema and the semantics of accessed
information sources. Second, the metadaté |é the ontology with respect to information
sources. The InformationRetriever and the Wrapper shares the metadata in querying
information sources and in translating the content of the query. InformationRetriever will
refer to the metadata in judging the query string and determining the related wrapper when it
receives a query request. MetaData provides the ability of access transparency for the IIR.
Finaly, IR is needed to enable management of the metadata when the source dimension
changes, that is, for example, for adding or deleting awrapper of information source. Neither
the query operations in client nor the objects in IIR are necessary to be changed. The
InformationRetriever refers the metadata and judges the meaning of the query operation.
Obvioudy, the IIR have extensibility and scalability. There is a need to have some
supporting methods for the management of metadatain I1R.

The Wrapper is responsible for trandating the query request into the request format
associated with the information sources and the results from the local system data

representation to the IR system. If the results are from multiple similar sources, they are
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filtered. The wrapper activates the Filter object according to the kind of sources. The result
is packed into a standard format, for example, XML, and put into the Collector object.
Finally, the Collector collects the results and trandlates it into export view.  For the client, IR

supports a unified invocation approach for querying source and obtaining results.

Owing to the benefits and the integration of various information sources that maybe
configured on the WWW or the Internet, the approach adopts the SQL as the query language
rather than invent a new one. In this way, the query language of IIR provides programmers

with theillusion that the information sources are stored and organized in arelational database.

As we know, a schema describes the structure of a relational database, i.e. the tables,
fields, and the relationships between them. Generally, a Web-based documents or a
Web-based processing system involves a table, even if it has multiple backend physical
database because it has a single interface to query inner data via the Common Gateway
Interface (CGI) program. For example, search engine and biographical query system. Such
the systems, we can suppose the whole;system contains only a single table. The table name
is defined as the service name. Somie querying examples of this approach are shown in Table
4.1.

Table 4.1. Some querying examplesofintegrating information retrieval approach

Querying string Purpose
SELECT * FROM Yahoo WHERE | Show the information about the “CORBA” from
Keyword="CORBA”; Yahoo.

SELECT URL FROM Altavista | Show the URL about the “MP3” from Altavista
WHERE Keyword = "MP3” and | wheretagis*“text”.
Tag = “text”;

SELECT Title and URL FROM Yahoo | Show the Title and URL for the “Programming
and Altavista WHERE Keyword = | Language” and “ Object-oriented” fro Yahoo and
“Programming Language” and | Altavista
Keyword = *“Object-oriented”;

The example shows that the query operating is invoked in two search engines— Yahoo

and Altavista IR will accept the request and dispatch it to the wrappers associated with
Yahoo and AltaVista, respectively. When obtained, the results from two wrappers are
merged.

In addition, combining the second and third examples creates a problem in which a
condition might conform to the rule of one search engine but not the other. For example, a
user can query a certain keyword placed in the “ Anchor” tag from the Altavista search engine,
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but may not be able to do so with Yahoo.

To facilitate the ability of our e MARE framework, we will apply the IIR service in the
back-end server of eMARE. Thus, the eeMARE framework will integrate both the front-end

and back-end for the integrated information retrieval works.
4.5 Agentstechnologiesfor information retrieval by applications

About in the last fifteen years, there are so many researches [4][9][10][11][12][13][14]
[15][16][17][19][20][21][22][23][25][26][28][39][42] dedicated in Information Retrieval.
Some of those researches [5][26][27][29][39][42] utilize the agent and mobile agent
technologies to retrieve the information on the Internet or over the network. Whether the
stationary agents, mobile agents, or multi-agents, the user may delegate the agents to
autonomously retrieve the information over the network. The only differences is that the
mobile agent can migrate itself across many hosts. In many cases, the mobile agent's
performance is better than stationary agents., . Moreover, the mobile agents are not bound to
the stable network connection.

Utilizing stationary agent ta:retrieve information. over the network, the agent should
access the remote information through the stable network connection. Meanwhile, the
system environment for the stationary agent to execute should have enough computing power.
For most mobile devices, especially for ‘the mobile phones, it is an impossible mission for
executing the mobile agents on the devices. The solution for mobile devices to execute the
mobile agents is to send these mobile agents to remote servers. The role of mobile devices,
especially the devices with limited computing power, is as the interface of the mobile agents.
That is, the user may design, manage, and operate the mobile agents by the mobile devices.
The mobile agents will really run at the remote sites instead of at the mobile device. Because
most of the works can be done at the server, the traditional approaches for information

retrieval on the Internet all can be applied in our framework.

Utilizing the agent as the information retriever is important. However, most of search
engines and multi-search engines are developed only for WWW users, not for application
programs that need to exploit data from the web. They aso have no a uniform interface
while accommodating new and powerful search engines in future, so that most multi-search
engines are less the extensibility. We have proposed a uniform interface - Internet Search
Service (ISS) [19] that follows the COSS of OMG’'s CORBA [24] to solve the problem
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described above. And, an experimental 1SS-based multi-search engine termed Octopus has
been built. With that Octopus can accommodate new search engines easily and support
application programs to exploit data from the Internet. Most returned results from search
engines could be not useful for users even if these results are ranked higher index. Search
engines with the function of personalized search are strongly necessary for experts. Some
well-known search engines have supported this function, such as SavvySearch, MyYahoo etc.

The main reason of personalized search isto offer most suitable query results to user.

In this section, we will outline the design and implementation for supporting personalized
search in the Octopus. In Octopus, an absolutely irrelevant filtering approach used to support
the personalized search. Moreover, in order to balance system load and user requirement, the
filtering mechanism is divided into three levels — URL, Description/Context, and Content
respectively. In addition, the feedback mechanism is in cooperation with the filtering
mechanism to achieve the functionality of personalized search in a search engine.

This kind of search service is favorable for \WWWW user, not for application programs.
Therefore, this function is independent-of |the 1SS.- To support such service is only to
redesign the architecture of Octopus: ™ The original "advantages of ISS should be reserved in
providing other functionality. ‘All the interfaces' will be not modified. The major
contribution of the research is providing an approach to support the personalized search

service based on the 1SS without change its interface of the Octopus.

The ISS is designed by following the style of CORBA’'s COSS. Its mgor god is
providing a uniform interface for most search engines. The details of ISS Octopus's scenario

pleaserefer to[19]. In the section, we describe the personalized support on the Octopus.

In keeping the advantage of the ISS, a personal information-filtering agent is added into
the Octopus instead of modifying architecture or interface of 1SS when adding personal
functionality. Figure 4.9 shows the preliminary design of the Octopus with personalized
search. The major difference between this architecture with original Octopus version is
adding a persona information-filtering agent that used to filter users favor. Such design
philosophy is in order to reduce the search overhead when similar query is requested
repeatedly.

The feedback mechanism is in cooperation with the filtering mechanism to achieve the

functionality of personalized search. The latter used to find out adequate results, while the
former let the user to respond what his/her favor is. In this approach, two mechanisms are
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adapted implicit feedback approach and absolutely irrelevant filtering approach respectively.

Using implicit feedback approach instead of explicit one is in order to go with the
filtering mechanism properly. The absolutely irrelevant filtering approach is based on the
custom of user in searching information from large amount of URLs and descriptions. In
generally, users will first visit those deemed more suitable of URLs and skip the others that
symbolize irrelevant. The visited web page may represent the page is interested by user in
some extent. To analyze those fully irrelevant URLS or descriptions may find out more
relevant to what don’t he/she want than relevant approach and act as the filtering basis. This
isthe spirit of absolutely irrelevant filtering approach.

WWWY
User Interface

Y

Personal
Information
Filtering Agent
WWW Environment t

Environment Search
Service Agent

Search Search — Search
Engine 1 Engine 2 Engine n

CORBA ‘ Internet

Figure 4.9: The preliminary architecture of supporting personalized search.
We can utilize classical Boolean model of Information Retrieval [1] to explain the
concept. If K, isthe set of relevant termsand K ; isthe set of non-relevant terms.  Then

K =K; UK, will be al of terms that are included in returned results or documents. And

K-K ; Will be more relevant terms.  So that we use absolutely irrelevant filtering approach

to filter the non-relevant terms will get more relevant terms.
In the design, the personal information-filtering agent analyzes the factor of these
non-relevant URLsS or web pages and stores it into knowledge base for future searching

requests. The knowledge base keeps persona filtering information. When the Search
Engine Agent replies the user request, then the Information-Filtering Agent will filter the result
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in accordance with the personal filtering information.

The filtering mechanism is the corpus in supporting personalized search. In order to
balance system load and user requirement, the filtering mechanism is divided into three

levels— URL, Description/Context, and Content respectively.

1. URL: Thisisasimplest filtering level. This level filters the URLSs of result that are
selected and non-visited by user, into personal database. Those non-visited URLS
imply absolutely irrelevant and act as filtering base for future searching request.
Because thislevel issimplest, it has slightest overhead.

2. Description/Context: Almost all returned results of search engines consist of URL and
description. Inthelevel, filtering mechanism analyzes vocabulary in description that
excludes non-stop term1 of all the non-visited web sites and applies the index model
[1] to create an index for each term. When the index of certain term exceeds the
pre-determined cutoff threshold, the filtering mechanism will keep it into the list of
filtering terms and stores the analyzed results into filtering base. When a user issues
a search request with this-iltering level, the Information Filtering Agent will utilize

the filtering base to filter the query result and to-discard those irrelevant results.

3. Contents: The same technology:as second level is applied to this level with the
exception of analyzed target ‘is the full ‘content of web site. Because the size of
analysis is the largest in three levels, the overhead is aso largest. All of filtering
level is based on the implicit feedback mechanism that feed back the selected web

sitesimplicitly. The detailed description isin next subsection.

Figure 4.10 shows the detail architecture in supporting the functionality of personalized
search in Octopus. Based on ISS, some components are added into the system to support this
function, such as User Profile, Filtering Database, Feedback mechanism, and Result

processing mechanismetc.  Follows describe the system scenario.

The system first checks user identifier through User Profile.  Once the user passes the
check, the system will generate a query page for user to post the query string and wait for
query request. Then, Result Filter will look for the query result from Result Cache. If
missing the expected information, then Query Page Generator will submit this request to
|SS's mediator for searching new information and get the result through the Result Aggregator.
The Result Filter thereat filters the results based on the information of personal profile and
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filtering database and passes the filtered results to user. Once the user receives the results,
Feedback Mechanismis activated to monitor the user’s feedback. When a user wants to visit
the web page through Result Display page, the visiting process will physicaly link to server’s
CGI program that can log the visited history and redirect the visited URL to the web site.
The recorded information just represents that the URLs are related. So that the situation to
filter those irrelevant information are the user complete a review session after visit those
related web pages and press the “Next Page” or “Back” bottom.
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Figure 4.10: Personal'information filtering agent.

In this approach, we have described the policy of supporting personalized search based
on ISS. We aso have implemented these functions into Octopus. In order to keep
advantages of ISS, a personal information-filtering agent is added into the Octopus instead of
modifying architecture or interface of ISS. In Octopus, an absolutely irrelevant feedback
approach used to support the personalized search. Many advantages of using the ISS to build
a multi-search engine have been raised in [19]. There are other advantages that are
discovered in the design. First, a persona information-filtering agent is added into the
Octopus instead of modifying architecture of interface of ISS when adding personal
functionality. We believe this design is more suitable to exploit useful data in the other
application. Second, because the interface of ISS is based on the distributed object-oriented
technique and the modules of personalized search are implemented as replaceable components.
It is ease to replace these components when a new and more suitable algorithm is proposed.

Third, each user with specific domain has individual profile in Octopus. It might avoid the
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Octopus return unsuitable results to users. Finally, because the filtering mechanism is

divided into three levels, it can balance the load and the user requirement.
4.6 Automatic wrapper generator for integrated IR

The approach presents a design for an automatic XML-based framework with which to
generate wrappers rapidly. Wrappers created with this framework support a unified interface
for a meta-search information retrieval system based on the Internet Search Service using the
CORBA standard. Greatly advantaged by the compatibility of CORBA and XML, a user can
quickly and easily develop information-gathering applications, such as a meta-search engine
or any other information source retrieval method. The two main things our design provides
are a method of wrapper generation that is fast, ssimple, and efficient, and a wrapper generator
that is CORBA and XML compliant and that supports a unified interface.

The effort has mainly gone into designing wrappers to trandlate the returns into a specific
representation for queries from the mediator, - .Ln fact, for the retrieval application developer
faced with multiple information sources, it is important for the available retrieval applications
to have a uniform programming interface.” ‘It is for that we propose our integrated
information retrieval methodology. with a unified interface, as shown in [18]. The flexible
architecture here has a unified programming interface and an information retrieval application
for querying a variety of sources. We usean IR (Integrated Information Retrieval) service
based on COSS (Common Object Service Specification) of CORBA (Common Object Request
Broker Architecture). The metadata of the sources is defined by DTD (Document Type
Definition) of XML (eXtensible Markup Language). With this system, an information
retrieval developer can easily design applications or agents to collect desired information viaa

high-level uniform programming interface.

The proposed architecture is ideal for the information retrieval task. However, because
of the multiple sources, a supportive framework is necessary. In addition, the framework
must ensure that information retrieval application developers can generate wrappers that are
simple and fast and that are both XML and CORBA compliant. Being XML-compliant
enables data exchange between different information sources, and being CORBA-compliant
enables communication between heterogeneous systems. With practice, employing this
framework in an SQL-like high-level query scheme, the user or the client program (e.g., an

information retrieval application) can perform the extraction from a variety of sources.
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Most of the current wrapper development methods have difficulty with designing query
and extraction rules because a good knowledge of web documents and of the syntax of rulesis
required. Wrapper implementers find designing such rules difficult and tedious. In many
systems on the Internet, the returned information is designed for user, not for a program. In
addition, a wrapper is an important software component between the information retrieval
system and the information source. A well-defined wrapper with a uniform communication
interface improves the performance of a heterogeneous information retrieval system, but
writing this kind of wrapper increases the workload of the wrapper programmer. The
solution in this approach to that problem is an automatic generating framework for an
XML -based wrapper with a CORBA-based unified interface.  With this framework, the XML
data model is used to express the metadata of information sources, and the output file of the
results is also in XML format. CORBA is an open system model that supports
communication between the software components within distributed environments and is used
to define the uniform interface for the meta-search system proposed in [18][19]. With this
framework, an information retrieval application can use the CORBA standard to communicate
with a variety of wrappers and acquire the results based on a standardized object model. In
addition, because XML is now apopular standard for representing and exchanging data, the

wrapper programmer has no need to learn.a new.extraction language to generate wrappers.

A wrapper is a software component that ‘.embraces an information source. Its main
objective is to be the interface between the client program and information source. Because
of the heterogeneous information sources, it is best to support a wrapper with a uniform
interface. A typical uniform interface wrapper has three tasks. First, it receives user
requests from a mediator and then trandates them into a query string format (typically into
URL form for web information sources) or into a query command (typical in the RDBMS
system) acceptable to the information source. Second, it retrieves Internet or the Intranet
documents from which it extracts desired information according to extraction rules provided
by the user. Last, it stores the desired information in a specific form and provides an

interface to allow auser or client to retrieve datain ahigh-level and structured way.

The typical architecture of awrapper supporting for [18] is shown in Figure 4.11. It has
seven components: (1) Query String Trandator, (2) Parameter Encapsulator, (3) Document
Parser, (4) Information Extractor, (5) Result Packer, (6) Network Transmission Interface, and

(7) Server Skeleton Interface. Each component is a stand-alone Java class, and can be
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developed and replaced independently. All the data passing through these components are
created as an XML DOM objects. Consequently, the wrapper uses standard DOM API to
develop the application. Because XML is a structured and meaningful data format, each
component easily understands the content of received data and treats it appropriately in an
explicit and precise way. Our automatic framework for wrapper generation uses the
advantages of XML.
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Figure 4.11: Basic architecture-of XML-based wrapper.

We now discuss the architecture of .the XML-based wrapper shown in Figure 4.11 in
more detail. On the right of the figure is Network Transmission Interface, which is the
gateway between the wrapper and the information source. Its task is to provide an interface
such that the wrapper can send the appropriate query string to the individual information
source and then retrieve the results through the interface. On the left is Server Skeleton
Interface, which is the interface mapped to the stub of the client program based on CORBA
standard. It follows that the interface defined by IDL is such that the wrapper receives
through the Server Skeleton the SQL-like request (e.g., SELECT URL FORM ALTAVISTA
WHERE KEYWORD=wrapper) from the Client Stub of the client application. The Query
String Tranglator has the task of parsing the user request, extracting such parameters as URL,
ALTAVISTA, KEY WORD=wrapper and packing them into a DOM object. It then passes the
object to Parameter Encapsulator, the main task of which is to encapsulate the parameters into
an appropriate query string and send that to a specified search engine or information source.
For example, the base query string for AltaVista (http://www.altavista.com) is in the form of
http://www.altavista.com/cgi/query?g=DT..., and al the parameters (eg.,
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KEYWORD=wrapper) are appended to that string in the appropriate way. The query string
with parameters is sent by Network Transmission Interface to the specified search engine (e.g.,
AltaVista). Next, Network Transmission Interface retrieves the results and passes the data to

Document Parser.

Document Parser then parses the content into an XML parse tree.  Information Extractor
extracts the desired fields according to user-defined extraction rules. Obviously, four major
fields (URL, TITLE, DESCRIPTION, and RELATED PAGE) are given in the returned
AltaVista document, and Information Extractor consequently extracts from it any URL that
contains the keyword, ‘wrapper’. Finally, Results Packer packs into standard format all the
information needed by the user into the Client Stub that is generated by CORBA IDL

compiler.

To support the uniform interface of the integrating information retrieval environment
proposed in [18], the generated wrappers have to be reconciled with [IR (Integrated
Information Retrieval) interfaces. There arésfive IIR interfaces. InformationRetriever,

Wrapper, MetaData, Collector, and Iterator;. | Thefirst of theseis explained as follows:

Interface InformationRetriever

MetaData Get_meta(in QuerySourceType gsType);
Wrapper prepare(in ParameterList pl, in‘QuerySourceName.gsName,
in-Queryl anguageType gl Type);

The interface of InformationRetriever has two methods, Get_meta() and prepare(). The
purpose of Get_meta() is to obtain a object reference of MetaData object. The purpose of
prepare() is to prepare a query request with appropriate parameters for a specified information
source and then to obtain a object reference of Wrapper object to start the query process.

The Wrapper interface is explained as follows:

Interface Wrapper

Collector Query() raises(QueryProcessingError, Querylnvalid);
}

The interface of Wrapper allows a mediator to start the retrieval process by invoking the
Query() method of the Wrapper interface. InformationRetriever then dispatches an
appropriate wrapper to handle a specified information source according to the information
obtained from Get_meta(). The interface of MetaDatais explained as follows:
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Interface MetaData
{
Boolean QL_Available(in QuerySourceType gsType);
Boolean Registry(in QuerySourceM eta metadata);
Boolean Unregistry(in QuerySourceName gsName);
Boolean Replace(in QuerySourceName gsName, in QuerySourceName metadata);
QuerySourceMeta get(in QueryL anguageType gl_type);

The interface of MetaData provides data retrieval robustness while retrieving any
information source. By the appropriate assignment of each field of MetaData, the client can
obtain the format of a query request and the schema of the result.  For the detail of MetaData,
please refer to [15].

The last two interfaces, Collector and Iterator, are responsible for collecting information

from sources. They are explained as follows:

Interface Collector
{
MetaData GetMeta(in QueryL anguageType qsType);
Readonly attribute long Result_size;
Result retrieve_element_at(in long where);
Iterator create iterator();

}

Interface Iterator

Result next();
Boolean reset();
Boolean more();

As may now be seen, a client program has two methods of retrieving desired data. The
first is random retrieval, which uses Result_size() and retrieve_element_at(). The second is
sequential retrieval, using create iterator(). This last creates an Iterator object, which
provides a simple interface for data retrieval. For detailed information about the unified

interface integrating information environment, please refer to section 4.4.

To generate a wrapper for a specified search engine or information source correctly, the
wrapper implementer must provide adeguate information to the wrapper generator in the
following forms: Query Template file, Pattern file, and Scheme file. The role of each in our
wrapper generation framework is shown in Figure 4.12. Within the framework, wrapper
generation has three phases: (1) Query Trandation, (2) Documents Retrieval, and (3) Results

Trandation.
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Figure 4.12: An noverview of the Wrapper generator.

In Figure 4.12, we consider the developed ihfermation retrieval application. The
application communicates to the Wrapper aceorging to the interface defined by IDL files. In
the Query Trandation phase, theuvvrap“pe‘r trenelates the user’s high-level SQL-like queries
from the application via the CORBA standard info an acceptable format for the specified
search engine or information source, for both of which the wrapper generator must also know
the query command patterns. The wrapper implementer in the QUERY TEMPLATE file must

provide the query format.

In the Document Retrieval phase, using the QUERYTEMPLATE file, the wrapper
attempts document retrieval from a specified information source by the appropriate query
string or command. If the information provided by user is correct and the network
connection is good enough, the desired documents is quickly retrieved into local data storage.
Most returned documents from information sources are either semi-structured or unstructured.
One of the responsibilities of the wrapper generation in this phase is to parse documents,
extract desired information, and then store it into XML DOM objects. The wrapper
implementer must provide in advance a PATTERN file that regulates the handling of the
specified data fields for the document parsing process. In addition, for proper management

of the data in the specified fields, detailed information about the data type and variable name
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of the user-interested fields has to be provided in the SCHEMA part of the PATTERN file.
The QUERYTEMPLATE, PATTERN, and SCHEMA files are all written in XML syntax.

Following the Document Retrieval phase, the user-interested information is stored in the
data structure of a wrapper in the form of XML DOM objects. In the Result Translation
phase, obtaining the information from these objects via the CORBA standard is fast and ssimple
for the client program. One of the responsibilities of the wrapper in this phase is to prepare
the results extracted from DOM objects in appropriate format and send them back to the client

program via CORBA.

The interface between the wrapper and the client program is also an important part of the
framework. A concise and standard interface is needed here, so we adopt IDL (Interface
Definition Language) of the CORBA standard to define it. The CORBA standard is
language-independent, so that the wrapper generated within the framework can be
communicated to the client program whatever the language or operating system. That is, a
wrapper generated within the framework’is-an XML -based and CORBA-enabled component
over the network. In this way, wrappers fully support the integrated heterogeneous

information retrieval system we propasein [18]:

As discussed earlier, most ‘informationi-sources constantly change content or even
structure. Wrapper codes are tightly. coupled with' the structure of a specified information
source. If the information source changes the document structure, the wrapper implementer
must also change the wrapper codes.  Such constant modification is both time-consuming and
tedious. Consequently, an information retrieval application developer welcomes an
automatic wrapper generation system that decreases the workload. Unlike what is proposed
in other works, the XML-based wrapper generation framework we present is automatic and
consequently answersthe need. Not only isit XML-compliant and CORBA-enabled, but the
generating procedure is ssimple and fast.  The workflow for the framework is shown in Figure
4.13.
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Information Source

There are many editing tools for XML and IDL files. The wrapper implementer must
select the appropriate tools to define. and prepare the QUERY TEMPLATE, PATTERN,
SCHEMA, and IDL files shown in.Figure 4.13. - Consider the Wrapper Generation phase
shown in this figure. First, an IDL compileriis'employed to compile a user-defined IDL file
and produce a client stub and server skeleton for the interface between the client application
and the CORBA-based generated wrapper. The information retriever uses the client stub to
develop a client program that communicates to the wrapper in an appropriate way. The
server skeleton together with the QUERY TEMPLATE, PATTERN, and SCHEMA files are
required in the wrapper generation procedure. Employing these user-defined files, the
generator selects the appropriate components stored in the Component Repository to produce
the desired wrapper. At Runtime Phase, the new wrapper can be invoked by to retrieve the
requested in the client program viathe CORBA interface defined in the IDL file formation.

The architecture of our wrapper generator is shown in Figure 4.14. Three XML-formed
files, QUERY TEMPLATE, SCHEMA, and PATTERN, arerequired. An XML parser parses
them and stores the desired information into DOM objects defined by W3C. That is,
following XML Parsing Phase, three DOM objects are produced. Then, Query Rules
Analysis phase creates the Query Transfer Rules and the Query Sring according to the DOM
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objects coming from the QUERY TEMPLATE file. The Data Extract Rules are generated at
Data Extract Rule Analysis phase according to the DOM aobjects generated from the SCHEMA
file. The Pattern Sample is produced by Pattern Analysis phase according to the DOM
object generated from PATTERN file. The Code Generator shown in Figure 4.13 then
chooses suitable components from the Component Repository in accordance with all these
information (Query Transfer Rules, Query String, Data Extract Rules, and Pattern Sample).
Finally, Binder binds Code Generator-chosen components and Server Skeleton code fragments

produced by the IDL compiler into the desired new wrapper.
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Figure 4.14: Architecture of automatic wrapper generator.

In summary, the usual method for extracting information fields of interest in the
framework is by pattern matching. Using it, a wrapper implementer quickly and easily
prepares wrapper specifications for a specified information source. This differs from
previous approaches in that a wrapper generated in our framework focuses on extracting fields
of interest from returned documents and not on analyzing their content. An implementer is
not required to understand the whole structure of a specified information source.
Consequently, time and cost in generating new wrapper are greatly reduced.

All the data structures, including imported files and the representation of objects are

XML compliant. Since XML is a widely popular standard nowadays, most developers are
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familiar with it and many software applications process data with it perfectly well.
Combining the advantages of both XML and Java, the Component Repository used in the
framework is flexible and extensible. The codes of the Component Repository are easy to be
extended and managed. Finaly, wrappers generated in this framework are all
CORBA-enabled. That is, for information retrieval application, they are aready language
independent, which merit adds to their communicative capabilities and spares the wrapper

implementer much effort.

Again, for our proposed e-MARE framework, the wrapper generating technology
proposed in this section provides the system developer a tool to construct a multi-search

e-MARE service as more as possible in an easy and convenient way.
4.7 Overview of IBM Aglets

Aglet is a javarbased internet agent approach. It is a lightweight mobile agent
technology from IBM's Tokyo Research Laboratory early 1995. With ASDK (Aglet Software
Development Kit), the user can ywrite a_ pure java, lightweight object migration, and
event-driven mobile agent named_ aglet to do something across hosts on the Internet. They
provide a set of Java classes and interfaces called Aglet/APIs that allows user to create mobile
Java agents. In the framework of Aglet, the-mohile agent can be halted suddenly and be
dispatched into another host with its state, then, it can be resume execution immediately from
the interrupt point. In other words, aglet can make an itinerary by traveling across the Internet

Aglet Server to do anything he wants.

In the definition of Aglets [49], an aglet is a mobile Java object that visits aglet-enabled
hosts in computer network. It is autonomous, since it runs in its own thread of execution

after arriving at a host, and reactive, because of its ability to respond to incoming messages.

A context is an aglet’s workplace. It is a stationary object that provides a means for
maintaining and managing running aglets in a uniform execution environment where the host
systm is secured against malicious aglets. One node in a computer network may host

multiple contexts.

A proxy is arepresentative of an aglet. It servesas ashield for the aglet that protects the
aglet from direct access to its public methods. The proxy also provides location transparency
for theaglet. Thatis, it can hidethe rea location of the aglet.

A message is an object exchanged between aglets. It allows for synchronous as well as
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asynchronous message-passing between aglets. Message-passing can be used by aglets to
collaborate and exchange information in aloosely coupled fashion.

A message manager allows for concurrency control of incoming messages.

Anitinerary isan aglet'stravel plan. It provides a convenient abstraction for non-trivial

travel patterns and routing.

An identifier is bound to each aglet. This identifier is globally unique and immutable
through the lifetime of the aglet.

Many behaviors supported in the aglet object model include creation, cloning,
dispatching, retraction, deactivation, activation, disposal of, and messaging. Most of these
behaviors can be managed by Aglet Viewer. The architecture of Aglet Viewer is shown in
Figure 4.15. [41]

NET

ATP

Figure 4.15: The architecture of Aglet Viewer.

As Figure 4.15 shows, an aglet viewer such as Tahiti server contains many aglets. The
aglet viewer will access and accept the remote requests through the network. Actually, the
aglet viewer isin sense a program running controller. It allows us to create, retract, activate,
deactivate, and dispatch aglets. The aglets are migrated across hosts by the ATP protocol.
Every hosts have to be installed an ATP server, and it will has the ability to accept the aglets.
The Aglets Infrastructureis shown in Figure 4.16. [41]
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Figure 4.16: The infrastructure of Aglets.

As Figure 4.16 shows, there are several aglets from Aglet Severs are running at distinct
servers. They are managed by themselves or by the users through Aglet Viewers. Each
aglet has the ability to retrieval and to analyze the information from the Internet. They also
have the ability to access the resource on the local hosts and the ability to communicate each

other aswell. The aglets as like asithe traditional programs, they can do everything that the
user wants they do.

The framework of eeMARE may easily integrate the Aglets host through mobile runtime
server by SMTR, POP3, FTR, TELNET, HTTP, CGlI protocol.
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Chapter 5

System Design and | mplementation

This chapter overviews the prototype system of eeMARE, and describes each design and
implementation issues in detail. Basically, the prototype system is composed by severa
servers. These servers include Linux and Microsoft Windows 2000 server operating System.
They are connected by high speed Ethernet connection, and cooperating each other. At the
last section of the chapter, the complete instruction set which provided by eeMARE server will
also be described in detail.

5.1 System overview

One of the most important objectives of our research in this dissertation is to propose a
framework for mobile user who wants to'design, operate, and execute mobile agents by mobile
device (mobile phones, PDA, desktep PC, or even workstations and servers). Moreover, the
framework should provide a unified interface for the user to access the Internet by any distinct
mobile devices. This means the framework should provide the user mobility for the mobile
users. User mobility allows a user to move and to use one or more terminals in order to
retrieval information from the Internet. Terminals can be of different types having different
capabilities, varying from the mobile device with very limited computing power, memory and
display capabilities to a powerful multimedia desktop PC. It should be possible for a user to
use severa terminals at the sametime. Conversely, several users can share the same terminal.
The characteristic of user mobility is especially useful for the mobile device users. It isan

easy way for these users to connect to the Internet and fetch the useful information from it.

In our design, the role of mobile devices is mainly to be treated as an interface between
the users and the servers.  The mobile agents are all executed at the server. We assume the
back-end servers of our proposed framework is a desktop computer with high computing
power and awell network connection, thus, the agents can achieve most users' desire, includes

information retrieval, timetabling, price haggling, online auction, etc. Of course, al the
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advanced technologies of information retrieval can be applied into such powerful computer.

To achieve real cross platform mechanism, we propose eMARE (Email-based Mobile
Agent Runtime Environment) framework in this dissertation. According to the previous
researches, we found that the e-mail protocol is the most popular application for all the
networked devices. Almost all the networked devices provide the e-mail client to access the
e-mail messages from the Internet. Thus, based on the e-mail protocol, the users can easily
manage, design, and dispatch the mobile agent on the remote server. The basic idea of

infrastructure of our proposed framework is shown in Figure 5.1.
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Figure 5.1: The basic infrastructure of our proposed e-MARE framework.
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At the first, the Coordinator Server of our proposed framework is waiting the messages
from the mail server. In most cases, the Coordinator Server of our system is also equipped a
standard e-mail service. After the e-mail with specified commands (we call such specific
e-mail ‘operational e-mail’) is received from the specified mail server, the system will parse
and analyze this operational e-mail. It will extract the specific commands or even mobile
agents from the e-mail, and prepare them to be executed on the remote server. If the
extracted commands are simple commands, they are always executed in the Coordinator
Server, and the Coordinator Server will actively collect the execution results into an e-mail,

and send it back to the requester’s mailbox.
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In some cases, the extracted commands may be the commands for controlling the remote
mobile agents. In such cases, the system will redirect these commands to appropriate agent
which is response for management of those mobile agent runtime environments. As
mentioned above, the mobile user can operate the remote mobile agent via mobile devices by

those management commands.

On the other hand, if the extracted command is a complete program codes, it means the
user have programmed his own application or mobile agent for executing at the remote server.
In such case, the framework will pack these program codes into a distinct file, and send it to
the remote execution server of the framework via File Transfer Protocol (FTP) protocol.
After the file has sent to the remote execution server, the system will start the execution of that
program, and collect the executed results via both FTP and TELNET protocol. If the
executed program is a mobile agent, it should has the ability to autonomously migrate
themselves to another hosts by themselves or by the users. To extend the power for the
execution of mobile agents, we may add. maere than one mobile agent running servers into the
framework. These servers are also the computer®with high computing power and well

networking connection.

Through our system mentioned aboeve, the possible applications can be referred in Figure
5.1. As shown in Figure 5.1, a‘'macbile user may use mobile phone, PDA, or desktop
computer to connect to his prefer e-mail ‘server by the e-mail client application of those
various terminals. Utilizing the instruction set, the user may directly query the desired
information of his private database on this private network, or the public web documents on
the Internet. Moreover, by encoding some ssimple commands, the mobile user also may
directly connect to some information providers or information sources, i.e. Course
Management, or Online Sock Quote Web Ste, which are supporting HTTP/CGI protocol on
the Internet. Applying both two mentioned techniques, the mobile user also can write a
information retrieval application to directly execute on the remote server to fulfill the user’s

information retrieval purpose.

Because the system also allows the user to attach his programs in the operational e-mail,
thus, the user may also write some programs which follow some sort of mobile agent system,
and then sent them to the remote mobile agent runtime environment for execution. Through
this mechanism, the mobile agents can do every information retrieval works. Of course,

these mobile agents can contact other information system to achieve any user’s purpose viathe
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Internet and computer network.

Although our framework provides the ability for a user to write some commands or
programs on their mobile device directly, the characteristics of most mobile devices are not
suited for input lots of text by their limited input interface. It is not convenient for user to
write a large program for the complicate works of the user.  In most situations, the user may
write and store his agent program on the desktop PC in advance. These user-defined agent
programs will be stored on the server, and can be operated by the user through his mobile
device to achieve hisinformation retrieval project. Thus, the system has to provide a mobile
agent runtime management system on the server for the execution of the user-defined mobile
agents. In our framework, we utilize a pure Java based mobile agent runtime environment,
IBM Adglet, to be the platform for user’s agents to be executed. The framework can connect
more than one Aglet server for maximize the utilization and flexibility of the system. We
also provide a gateway to be the interface between the mobile device's operational e-mail and
the Aglet server.

5.2 System wor kflow

In the design of our approach, after the system has received the operational e-mail from
the user, the itinerary of the user’s request wilt“be started right away. If the user isfirst time
to request the service of the system, he now-has to make a registration to the system. The
main purpose of registration is for both the security and user profiling concerns.  All the users
have to register to the system, this will prevent un-authorized person to access the system.
The further advantage is that every registered user will has his or her account/password pair.
In general, this pair is automatically provided by the system after the user has been completed
his registration process. The pair is the mgjor identification for using the system's services.
Moreover, the pair is not only for identification of the system, but also for the User Profiler to
record the user's personal preferences for further access. Then User Profiler will fine-tune
the display preference of results according to the user’s history accessing profile.

In our framework, if a user wants to access the information on the Internet via his mobile
devices, firstly, he may write an operational e-mail with specified encoded subject by the
mobile devices, providing his account, password, and his desired operation for mobile agent
on the remote server. After he has finished the operational e-mail, he has to send the e-mail

to his own target e-mail address specified by the system while he is registering. Typically,
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the system’s service e-mail account isidentical. From the viewpoint of the user’s request, the

basic system workflow of eeMARE is shown in Figure 5.2.
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Figure 5.2: Basic system workflow of e-MARE.

As Figure 5.2 shows, after the first registration step, the user may send an operational
e-mail to the service e-mail account by her favorite email server in second step. Inthis case,
the main system will poll the specific registered e-mail account to filter the operational e-mail
of the user from the e-mail server, and this is step 3. When the system has received the
operational e-mail from the user, it will first extract the specified commands from the e-mail.
The commands may be a smple command sheet or a complex mobile agent program. No
matter what the kind of the command is, the system will dispaich a stationary agent to
response for the execution of the user's commands. The stationary agent will monitor the
commands or the mobile agent's execution, and collect the resultsinto an e-mail. Inthis case,
we assume the user’s purpose is to retrieve the information of the Internet. Thus, thisis the
4™ step which is shown in Figure 5.2.  The 5™ step of the system is to pack the results to an
e-mail when all the related works have been done.  After the 5 step has been completed, the
resultswill be already in the user’smailbox. Thefinal step, 6™ step, is the user to execute her
e-mail client application on the mobile device for fetching her e-mail, the results returned by

her request in the last operational e-mail.

Of course, the first consideration of the workflow of this framework is the networking
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ability and usage of the mobile devices. That is, firstly, for the mobile user, the networking
connection will be needed only at the time that e-mail was being sending and receiving. The
networking connection is needless when the user is designing the mobile agent or reading the
results. This mechanism will greatly reduce the cost of networking connection for mobile
users. Secondly, the e-mail application is the most popular application for networked device.
It is an easy and fast implementation for any terminals. Moreover, since the user interface of
e-mail application is simple and similar, the e-mail based framework is very easy to practice.
Finally, the operational e-mail can treated as the normal e-mail. It can be read, replied, or
even forwarded to other's mailbox. Then, the system can achieve the characteristics of
reusability, cross-platform, and ssimplicity. Of course, all the works can be done at desktop

PC or notebook, and their user interfaces and programming formats are the same.

5.3 System architecture

To achieve the functions and abilities‘whi_ch are described in the section 5.1 and 5.2, we
design the system architecture of e-MARE framé/\“/'o‘rk‘, which isshown in Figure 5.3.
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Figure 5.3: The basic system architecture of e-MARE.

Figure 5.3 shows the basic system architecture of eeMARE framework. For the
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convenience of the user, we admit the user to choose either creating a new e-mail account (for
example emare@mail .twvs.tnc.edu.tw) called Inside Mail Service Model (short for IMSM) or
using old one as target eeMARE service account called Outside Mail Service Model (short for
OMSM). Inthe IMSM, we apply a mail redirection mechanism for the server to trigger the
service while the specified operational e-mail isincoming. The new created e-mail account
is the main interface between the mobile user and eeMARE. In genera cases, the user also
can choose the public e-mail account as the target service account. All requests will be sent
to that e-mail address via operational e-mail. In the OMSM, the user has to provide his
e-mail address and password for accessing his mailbox. And then the system will activate an
event monitor process to regularly poll and check the user’s e-mail in that external mail server.
Either IMSM or OMSM, the operational e-mail will be accessed by Operational E-mail
Accessing Agents through Mail Interface.

Through the message flow as the Figure 5.3 shown, behind the Operational E-mail
Accessing Agents is the server’s coordinator,called ManagerAgent. It is responsible for
determining the type of the operational e-mail; and dispatching these requests to appropriate
Sationary Agents. From the system’s viewpoint, the operational e-mail can be divided into
two major categories. they are for accessing the Interfet and for accessing some traditional
mobile agent runtime environment. systems respectively. If the operational e-mail is the
former, the activated stationary agent ‘will invoke the some specified Wrapping Agents to

prepare the appropriate querying commands for specified Internet services.

Conversely, if the type of operational e-mail is the latter one, the system will, in most
cases, need to extract the program which is embedded in operationa e-mail. Then the
extracted program will be dispatched to the remote host in those environments by Program
Accessing Agents. In some cases, one of Program Accessing Agents also has to compile or
prepare the extracted program. All of these works can be completed in an elaborate design
under Linux environment by FTP and Telnet protocol. Eventually, the Program Accessing
Agents will connect to the specified mobile agent runtime environment, and will dispatch the
user-defined mobile agent or application to remote host through the Mobile Agent Runtime
Environment Accessing Interface. Finaly, all of the results have to be collected by Program
Accessing Agents and be sent to one of Wrapping Agent which is responsible for returning
these results to the user viae-mail. To ease the reading for mobile user with limited screen

size, we aso apply the Result-Sicing mechanism in Wrapping Agents to handle the results.
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The Result-Sicing mechanism will be described in latter section.

As mentioned in Section 5.2, the first step to request the service of e MARE isto register
the related information by User Accessing Agents through the User Interface. In this step,
the user has to provide her personal information, such as account, password, preferred mobile
devices, habits, arguments, and other preferences. The User Accessing Agents will record the
information into User Profile Database. This will help the system to improve the precise of
the results which is prepared for the user. Furthermore, the user also can utilize the User
Accessing Agents to add/modify/remove the Built-In Mobile Agent Database for reducing the
future information retrieving works. All these works can be completed through the
Web-based interface, or even through the operational e-mail.

The major advantage of utilizing User Profile Database to record the user's information
and the user's requesting history is to improve the precise for persona information anaysis.
That is, the framework of eMARE for information retrieval is a kind of off-line information
retrieval system. Thus, when the user. wantstorgather and to analyze the information more
detail, the system have more time to prepare the information. Moreover, the system can
analyze the collected information according to the personal information from the User Profile
Database. Thus, the results aré notronly _providing complete information for the user's
requests, but also being tuned for the specified person. That is, athough the information
fetched from the Internet by mobile agents is same, the display order of the information is
different for each distinct user. The mechanism could be achieved that is due to the off-line
characteristic of the e-mail protocol. The off-line informational retrieval architecture with

personal profiler can provide the in depth analysis for the user's requests.

For example, when a user wants to write an advanced query command in some kind of

integrated meta-search service [45] as follows:
SELECET URL, TITLE, DESCRIPTION FROM YAHOO WHERE KEYWORD="SQL’

If the user isinterested in the information about SQL Server, in generd, it usualy means
that the user may more prefer the information about SQL Server on the Internet thistime. So
the collected information from the Internet about the keyword 'SQL" will be arranged by the
priority according to the user's history profile. As the previous example explained, the
information about Microsoft SQL Server will be listed before than the information about SQL
language. Again, to improve the efficient and precise of the user profile mechanism, the

relevance feedback mechanism [25][50] is also applied in our framework.
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To design and operate the mobile agent of remote host, through the mobile device is not
the best way. Actually, we suggest the user to design, operate, upload, and setup the mobile
agents by desktop PC through the WWW interface in advance. The WWW interface also
provides the function for the user to assign specified mobile agent to a specified ID. Thus,
the user may simply use the ID to operate the mobile agent on the mobile device. This
mechanism will greatly reduce the user's effort on the mobile devices. That is, through the
mechanism of user-defined mobile agents and applications, the eeMARE can offer the built-in
mobile agents and programs in Built-In Mobile Agent Database. The user also may install
and edit her own mobile agents or programs by User Accessing Agents through the User

Interface.
5.4 Design | ssues

To achieve the objectives of our framework according to the present mobile network
environments, there are some chalenges have to be conquered. They are shown as the

follows:
Security and priority

To be a good system on the network;-the security: is a very important issue. However
security issues are the most important part of a mobile agent system, they are mostly outside
the scope of our approach due to limited ‘time and resources. In this dissertation, we only
focus to explore all the possibilities of mobile devices for accessing the information outside

the GSM network, the related security issues are considered with less effort.

Nevertheless, to keep the basic security of our proposed framework, not only each user
has to be authenticated, the service of the system but also has to be protected in different

priority with different user. Our system offers the following solutions for security issue:
B Each user should be authenticated by distinct account / password pair.

B The system alows different user to have different priority for accessing

the system's services.

B To those limited users, they will not access the loca resource (such as

disk, printer, and monitor) which is protected by the system.

B Any incoming operational e-mail has to be verified by the Coordinator
Agent of the system. This mechanism will prevent the malicious codes
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from the ill-disposed user.
Devices diversity and heter ogeneousness

Different to the desktop computers, the mobile devices are very different from display
ability to operation system. If the user's device is powerful and equipped alarge and colorful
display, the user of course desires to get more fantastic contents form the Internet, but if the
user's device is a mobile device (such as mobile phone and PDA) with limited computing
power, limited display size, and expensive and unstable networking connection, the concise
contents will be prefer than the fantastic one. Plus, if the information is too long to display
on the mobile device at once, the system should have the ability to aware the situation, and
split these information into several pages automatically. After the user has read the first page
of the returned results, he can evaluate the usability of the returned results according to the
contents and quality of first page. If the usability of the results is below some threshold, he
can stop the further transmission of other pages. It will save both time and cost of
networking connection. Moreover, the 'users @so may decide which page of the remains
should be displayed next, thus the-user’s.browsing flexibility will be enhanced as much as
possible. This mechanism is called result-slicing, which will be explained in latter section.

Consider to these related issues, our systemprovides the following mechanisms:

B [f the user has not specified-the target devices at the client side, the

contents for returned results are encoded in only ASCII by default.

B [t should allow users to specify the distinctive arguments of his device.
The eeMARE system will find the best way for presentation of the

returned results according to the user’s request.

B All the built-in functions and mobile agents are encoded into some
specified distinct identifications (IDs). The user can specify the
operations and commands by ID instead of command name. It will

simplify the input of the mobile devices.

B The return results e-mail will also be encoded in some specified distinct
identification number. The user can also specify the operations and
commands with the identification for further operating to the specified
return resultse-mail.  This skill is not only reducing the efforts for user

to input the arguments of command, but also enhancing the interaction
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between the user and the information sources or providers.
Inconvenience for charactersinput

To input too many characters by mobile phones is a very time-consuming and boring
work. Composing the operational e-mail with the limited keyboard of mobile device will
waste too much time. To conquer the input obstacle issue, we apply the following

mechanisms;

B Simplify the commands. Most commands of our design are composed
of only few alphabets. Moreover, many of those commands can be
instead of identifications.

B The list of built-in functions and built-in mobile agents can be
downloaded into the user's mailbox. Each function or mobile agent
will be encoded as an ID number. Thus, the user may simply reply the
e-mail and assign the ID number.to fulfill the user's requests.

B The body of e-mail.is the bestiplaceto be the interface between the
mobile user and server.- The user may tssue a command for listing all
the services of the server in‘the operation e-mail. Then the server will
reply alist for all services of the server with a distinctive identification
number to the user. Eachiservice of that list will be combined a
number for identification. Thus the user may specify both the e-mail
identification serial number and the service number; therefore the server
will activate specified service of the server only by the numbers.

B To further simplify the input of character about Chinese and English, we
aso encoded al the Chinese and English characters into the
combination of numbers. That is, in the ideal case, al the Chinese and
English text can be enterer by numbers. For mobile phones, input
numbers is the easiest way for mobile users. It will dramatically

reduce the efforts for input.
Preloaded and device capacity

Although our system allows the user to directly write the programs via the mobile devices
by composing the operational e-mail, to write the programs via the mobile devices is a very

time-consuming work. To avoid the boring works, our system also provides the web-based

5-11



interface for user to upload his programs. By the interface of web browser connected to our
system, the user can write the programs, and install them into the system as the built-in service
of the server. When the setup operation is finished, those programs will act as the built-in
mobile agents or applications. Those programs can be activated and operated through the
mobile devices. The mechanisms of our system related these issues are shown as the

follows:

B The system provides a web-based interface on the server. The user
may write the mobile agent programs through the interface. Those
mobile agents act as the built-in functions and mobile agents for the

mobile user to access.

B To the mobile phones users, the system also provides a WAP-based
interface. It is the same as the web-based interface except the
appearance. The user may program, operate the mobile agents through
the WAP-based interface. - However, due to the display ability
limitation of mobile phones, using WAP-based interface to directly
design the mobile agent or application’is not recommended, but it isaso
afeasible way for the mabile user to remotely manage their applications

anywhere at anytime.

B The services of server can be an external program, an internal system
service and function, or a user-defined scripts or programs. That is,
because our mobile agent execution server is a UNIX-based server, al
the built-in commands and shell scripts of that server will be treated as
the callable applications for the mobile users. Furthermore, the user
aso can write his own program, and upload it to the server. The
uploaded programs are also treated as the callable programs. Of
course, this skill is convenient but with some potential security

problems.
Theinteraction between mobile devices and remote server

Using the e-mail to be the medium for information retrieval on the Internet, the major
shortage is the lost of real-time interaction between the mobile user and the information
provider or information retrieval systems. To avoid the problem and reduce the bad effects,
e-MARE utilizes the subject of e-mail as the main command list by default. The role of the
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body of e-mail has two possibilities: 1) to be the data which will be accessed during the
information retrieval process while the user is initiating the operational e-mail; 2) to be the
results of the reply e-mail initiated by the server corresponded to the requests of the user.
Parsing the subject from the e-mail is very fast, the server can reply an e-mail for
acknowledgment to the user in avery short period. We summarize the issues as follows:

B When the user wants to issue some operating commands to server, the
operating commands have to be encoded in the subject of the
operational e-mail. To avoid the server process the wrong e-mail, all
the subject of operating e-mail have to be started by '& & .

B [f there is the data has to be processed altogether, the data have to be
embedded into the body of the operational e-mail. The system will
scan the body of the e-mail to extract the required data, and tie it to the
commands or mobile agents.

B When the user's requests have been fulfilled, all the information will be
prepared on an e-mail. | Except the requested information, the e-mail
also encodes a specific identification serial number at the subject, and
attaches this message 1D tothe results e-mail for future utilization.

The user's information‘will: be attached to the e-mail as the user's wish.
Poor platform and interface of mobile devices

The mobile users are not only move around with her mobile devices. Actually, most of
the mobile users own more than one computer and mobile devices. That is, they aso use the
multiple computers in different time or different places. Moreover, some mobile devices
provide a very simple e-mail client (especialy for some mobile phones). These e-mail
clients are too simple to reply an e-mail directly. To solve situation is very urgent for mobile

users.

However, the method for solving the problem iseasy. The return message identification
serial number mechanism can also be applied here. Because each returned e-mail hasits own
serial identification number, the user may utilize any terminal to reply or process this specified
message. The eeMARE will keep the returned results e-mail in the database for a specified
time period. The stored e-mails are waiting the authenticated users to fetch any time. By

this way, the user doesn’t worry about the type of devices he will use, the results are always
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waiting for the user’s accessing.
Commands, Scripts, and Programs

By default, the user is allowed to write some kind of high-level commands on the subject
of any operational e-mail. Our system aso alows the user to write advance script languages
and full-function programming language. The advanced programs can be written on the

body of operational e-mail. We summarize the mechanism as follows:

B [f the text in the body of operational e-mail are between the marks
stared by '& & (Language type)[' and ended by & &', we call these text
operational codes. The operational codes will be treated as the scripts
or programs of the operational e-mail. Our system supports Perl, and
PHP now, we a'so alow the user to send some shell commands of Linux

to the server for execution.

B After the system has received.the operational e-mail, it will extract the
operational codes first;© Then the system will judge the language types
by the Language Type part in the start'mark. Currently, our e MARE
supports three types of language, Perl, PHP, and shell script program of

Linux.

B [ngenera situation, all the results are collected through standard /O by
the system. That is, if we don't consider the security of the
implementation, all programming languages can be adapted in our
framework.

B To maximize the flexibility of the system, e MARE aso allows the user
to specify an e-mail address or URL as the gateway between the user
and the program. In some situations, the user also can specify some
filename as the result of the program. The system may attach these
files as the attachment of the result e-mail according to the type of

mobile device of the user.

B Before the design of the user, he can use the & & PES (Programming
Environment Status) commands to get the detail environment of the
server. Again, all the services the system provided will be encoded

into distinct identification serial number. These numbers can be used
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in the user's operationa e-mail.
| mplementation of Multi-e-MARE

Due to the limitation of the network environment and the computing power of the server,
to solve a very complex problem may need more than one eeMARE server. In such case, we
propose the multi-e-MARE solution. In our design, al the eMARE frameworks can be
treated as an independent operating unit which is called eMARE server. Each eMARE
server at least is composed of three component servers. They are E-mail Server, Mobile
Agent Execution Server, and Database Server. These component servers can be settled in
either one computer or three different computers. Because al the e MARE servers are
independent, these ee MARE servers may communicate each other independently. Of course,
to migrate the application and mobile agent through these e MARESs are also feasible. These
multi-e-MARE models are shown in Figure 4.5 and 4.6.

All the design issues related to our system will be implemented in the following sections.
5.5 System implementation

5.5.1 System implementation basics

According to the objectives of ‘our framework, the requirements of software and hardware
for client sideislow. The basic requirements of client side are the Internet networking ability
and an e-mail client application. There are lots of mobile devices fulfill these basic
requirements. The detailed implementation hardware and software which we were used in

our framework are listed as follows:
B Implementing programming language: Java, Perl, and PHP.
B Present mobile agent runtime platform: IBM Aglet.

B Web and database server: Intel Pentium 111 1.13 GHz, 346MB RAM,
Microsoft Windows 2000 Server with 11S 5.0, and MySQL.

B Mail server: Intel Pentium || 450MHz, 512MB RAM, RedHat 7.3 with
Sendmail.

B Mobile agent execution server: Intel Pentium [l 733MHz, 512MB
RAM, RedHat 8.0 with Perl 5.0.

B Laptop computer: Compaq Presario 800, Intel Pentium 111 650 MHz,
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196MB RAM:; Asus S-saries, Intel Pentium 1.03 GHz, Microsoft
Windows Me, and Microsoft Windows XP Professiona Edition,
Outlook, and Outlook Express.

B GSM cdlular phone (Build-In Email Application): Ericsson T65,
SonyEricsson T230.

B GSM celular phone (WAP-based Email Application): Siemens 6618.
B High-end GSM cellular phone: Nokia 3650.

B Palm PDA: TRG Pro, PAdm OS 3.51, Eudora Email client software.

B Pocket PC PDA: Acer n10, Pocket PC 2002.

In summary, in our framework, the device of client side should be a device with the
Internet networking ability, and it also has to provide the e-mail send/receive client application.
Conversely, the device of server side can be any desktop computer which is also connecting to
the Internet with reliable and high speed networks.,  The eeMARE is mainly implemented by
Perl and PHP programming languages. | Furthermore, except the Perl and PHP, some of
built-in mobile agent and applications are encaded by Java and C which are aimed to execute

at Linux server.
5.5.2 System server deployment

The major objective of eeMARE is to provide uniform interface of the heterogeneous
mobile devices to retrieve the information form the Internet or private information sources on
the local area networks. Because the e-mail is the most popular client application of the
devices with networking ability, the user doesn’'t need to do any extra effort for their mobile
devices to surf and to access the Internet or the information sources of the private networks.
For the developers, our proposed framework, ee-MARE, will also save lots of works and costs
for deployment of the client side. Because there is no extra deployment for most networked
mobile devices, it is an easy and feasible solution for mobile devices to access the information

on the Internet or outside the low and unreliable wirel ess networks.

The proposed e-MARE framework is implemented in several programming languages
under some different platforms. Thanks to the simplicity of e-mail protocol, most of the
mobile devices provide e-mail client. However, the back-end server of e MARE has to be

installed some programs to activate the consequence processes. Firstly, we implement
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ManagerAgent by Perl language. This agent is responsible for accepting the operational
e-mail, parsing and extracting the commands of the e-mail, and dispatches the delegated works
to appropriate agents or servers. The blackboard agent is implemented in PHP homepage
language under RedHat Linux operating system with Apache and MySQL server. It provides
HTTP/CGI interface for mobile agents to access the information of the Database Server.

As mentioned earlier, user can install her services via the WWW interface of e MARE.
All of the services are registered in the database server.  To facilitate the interface, we design
a set of PHP and Perl programs under Apache of the database server. These programs
provide the user a WWW interface to add, remove, and edit all services in a single uniform
environment. The user also can upload her program to her home directory for later

executing.

The program runtime servers named Mobile Agent Execution Server are installed on a
Linux server. These servers will be accepted the requests to upload some Perl programs into
the system, executing these programs and'collecting the results.  Some built-in mobile agents
are coded by Java, they are also provided-in-one of those servers. Of course, the coordinator
server of e MARE for coordinating all businessis also a Linux server. The sendmail service
of e-mail server will be always activated far-accepting @l the incoming messages.

The server deployment of our prototype is shown in Figure 5.4.
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Figure 5.4:The server deployment of e-MARE.

In the eMARE, all of works are done at server side, thus both the computing power of
server and the services provided by the Server-are very important considerations. Different
type of commands and data has different processing procedure. The ManagerAgent
dispatches those commands and data to one of the appropriate stationary agent
(SystemJatusAgent, QueryAgent, IssueAgent, or even itself) according to the type of their

commands.

The front end of eeMARE framework is basicaly a mail server. In the beginning, it
needs to modify the mail forwarding setting to give the system with the ability of awaking the
ManagerAgent and of forking a child process to handle the user’s request. We use the
standard protocol of the Internet among the Mail Server, Coordinator Server, Database Server,
and Mobile Agent Execution Server to keep the system’s flexibility. Consequently, the
system developer may easily add the extra server to expand the capacity of the eMARE
framework.

The protocol used between the coordinator server and database server is HTTP. The
QueryAgent encodes the querying URL string according to the user’s request. The URL will
be sent to the web server of the database server and QueryAgent will retrieve the interested

information from it. In this case, the database server accepts the querying commands and

5-18



extracts the information from MySQL server. The results will be sent back to the
QueryAgent through the HTTP protocol. Based on the HTTP protocol, in the e MARE, all
the queries that users have to know is the encoding rule of URL. It is easy for system

developer to add more serversin our framework.

In order to balance the load from multi-users, the protocols between coordinator server
and mobile agent runtime environments are also the standard protocol of the Internet, such as
FTPand Telnet. FTP protocol is utilized to upload the mobile agent program to mobile agent
runtime server when the IssueAgent is delegated to issue a mobile agent program. The
I ssueAgent uses Telnet protocol to execute uploaded program remotely, and collects the results
from the standard 1/0 of that server. For some advanced mobile agent program, the result of
execution also can be stored at the user directory of the server, and then download it back to
the IssueAgent. All the results from the standard 1/0O and the files can be wrapped into an
e-mail by coordinator server, and send it to the user’s e-mail account through the e-mail

protocol of the Internet.
5.5.3 System components and services supportsin eMARE

Figure 5.5 shows the system’s components and their relationship.  The stationary agents
that include SystemSatusAgent, QueryAgent; IssueAgent, and Result-sicing Agent are all
implemented in our proposed framework: .. The Mail Server, WW\W Server, Database Server,
and the Mobile Agent Execution Server are connected by high-speed local area network.
Because the client may desire to access the Internet through eeMARE, the mobile agent
execution server have to equip the Internet access ability. Of course, it can prepare more than

one mobile agent execution serversin the framework across the Internet.
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Figure 5.5: The system components of e-MARE.

The ManagerAgent parses operational e-mail .and make a decision to dispatch the
appropriate commands and data to one‘of the three stationary agents, SystemSatusAgent,
QueryAgent, and IssueAgent respectively. There are three cases may happen in the

succeeding process as the follows:

Simple status query or setting: If the contents of operational e-mail are just some simple
queries about the system status, or the simple status setting operations, the works could be
done by ManagerAgent itself. The Manager Agent will transfer the results to Result-Sicing
Agent. The Result-Sicing Agent will wrap the query results as the contents of e-mail, and

reply them to the user directly.

Information retrieval services. If the contents of operational e-mail are the query
commands for the information retrieval provided by the system, the Manager Agent will wrap
the related query commands, and then dispatch them to QueryAgent. Applying XML-based
wrapper generator [43], the system devel oper can add some new services into the server. The
specified wrappers for access these services can be easily plugged into the system. In our
system, there is one RedHat Linux server with MySQL database system as the platform for
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executing the database queries. For some simple queries, the QueryAgent will access the
database server by appropriate commands through some specified wrapper via HTTP/CGI
protocol. All of these wrappers are treated as the components of the system. Again, the
returned results are aso transferred to Result-Sicing Agent for replying to the mobile user.
For those complex and advanced queries, the system devel oper can plug the specified wrapper

into the system.

Simple and advanced commands and script programs. If the contents of the
operational e-mail include simple commands or even a script program, the Manager Agent will
dispatch the extracted commands or scripts to IssueAgent. The IssueAgent will prepare the
commands or scripts as the distinct files, then send these files into the mobile agent execution
server by FTP protocol and Telnet protocol. Because the IssueAgent has the user accounts of
that server, and it also have the rights for executing any programs on the server, the
mechanism will works on any UNIX-based with Telnet and FTP protocol with the execution
and accessing rights. It is very flexible fer mobile user to utilize this mechanism to execute
any program on the remote UNIX=based.server. “That is, every program which can be

executed on the UNIX-based can be written and be controlled via mobile devices.

In execution server, we do not restrict the ability ‘of the remote executed program. That
is, every program issued by IssueAgent run at execution server may contact to the outside of
the server.  Many mobile agent runtime environments and multi-search information retrieving
systems available on the Internet can also be connected from these programs.  Furthermore, if
the mobile user knows how to connect these outside services, she also may program a mobile

agent, and dispatch it to those systems to achieve her purpose.

It is not the only way to design and operate the mobile agent of remote host through the
mobile device. Actually, we suggest the user to design, operate, and setup the mobile agents
at desktop PC through the WWW interface. The WWW interface also provides the ability for
the user to assign specified mobile agents to some specified ID. Thus, the user may ssimply
use the ID to operate the mobile agent on the mobile device. This method will greatly reduce
the user's effort on the mobile devices. We provide some instructions for the user to query
the ID of user-defined programs and mobile agents.
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5.5.4 Commands supported in eMARE

The eeMARE supports a complete set of commands for user to use mobile device to
conveniently operate and manage the remote mobile agent through e-mail protocol. These
commands are embraced by ‘&&’ and ‘;’, and need to be put into the subject of operational
e-mail. There are four subsets in the commands set. We briefly describe the command set

asthefollowing paragraph. The details are listed and explained in the Section 5.8.

Basic command subset: The subset of commands without any extra arguments provide
user to query the system’s status or to set some simple operations to the remote agent. The
basic commands have &&SS, &&SF, &&SAW, &&SAP, &&SASE, &&SCS, &&PESS,
& PESF, etc.

Advanced command subset: Many commands of the subset provide user to access the
information on the Internet or private database on the local area network. Actually, many
information retrieval works can be done by specifying the appropriate built-in basic and
advanced commands. These commands need extra arguments which supporting users to
operate the mobile agents and system more flexible. Next section shows some useful
examples. The commands of the subset includes &&AFW(no,id), &&AFW(no),
&&AGL(no), &&AQUERY C(no;: keyword), &&AQUERYL(no, keyword), &&ARE(no,
argl, ... ,argn), &&PASSWORD(password), &&ACS(target, time), & & ACSD(target_name,
width, height, color_depth), & & APE(no), & & APES(no), etc.

Scripting language subset: The framework also provides users to write the scripting
language for executing information retrieval works or launching other types of mobile agents.
The script language provides more flexible and complex than the advanced commands for the
user to finish her works. We choose the Perl language and Unix shell script as the script
language in this subset to quickly accessto eeMARE.

Programming language layer: To maximize the flexibility of eMARE, the environment
also supports expert programmer to encode their program executed on the remote server to
solve her problem through mobile devices. The performance and power of traditional C-like
programming language, such as PHP, is also good than the script language on solving
problems. The program can be attached to the operational e-mail and write the command
& & (language type)[/]& & to specify the language which the program will use. The eeMARE

will extract the attachment and wrap it as a program, send it to a remote server for execution.
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Finally, the results of execution will be sent back through the e-mail protocol.

In addition, considering to the difference of display on each mobile device, the system
utilizes context-aware computing technology [47] to distinct the difference of each mobile
device from device profile and user’s historical preference. The context-aware procedure
will analyze device's profile and user’s preference. So the result formation executed by
ManagerAgent can be well done for each user. Of course, the user can also specify her

preferences for displaying the results.

If the user does not specify the specific destination for receiving the reply, the default is
to send the results to the user’s origina e-mail account. The user aso can specify the
destination of results through e-mail or the user’s profile. Of course, the results can also be
sent through the mobile phone's Short Message Service (SMS) too. For example, if a user
write an operational e-mail to retrieve the information on the Internet.  After she has sent her
operational e-mail, then maybe she will quit the current Internet connection later. As
mentioned earlier, most mobile devicescan't easily connect to the Internet.  In such situation,
the best destination for receiving the results e&mail isthe SMS of her mobile phone. In our
design, the user can specify the command in the subject of operational e-mail as follows:

& &(0921222333)SS

The command means that the result e=mail should be sent to the mobile phone numbered
0921222333, and the command is ‘& &SS'. That is, the user wants the server to execute the
command ‘SS’, and then return the results to the mobile phone numbered 0921222333 by
short message service of GSM. Our framework also allow the user to specify the prefer
returning method by WWW interface.

5.5.5 Communication mechanism of eMARE

In general, the 1/O ability of mobile device is restricted. To reduce the numbers of
character is one of the most important considerations. In our framework, every data,
arguments, and mobile agent programs can be stored in the database server of eMARE. To
manage these databases, we apply the modified blackboard mechanism. The blackboard is a
database, and it is managed by a stationary agent, BBCoordinatior. That is, every mobile
user and mobile agent wants to access the database must through BBCoordinator. To
maximize the flexibility and compatibility of the accessing to the blackboard, the system

mainly provides the HTTP/CGI interface. Every program or agent under Internet can read

5-23



and write the information from the blackboard by the specified encoding URL string. For a
mobile user without HTTP protocol, she also may write an operationa e-mail to
BBCoordinator, the results will be wrapped to an e-mail and will be replied to the user’s
mailbox. The commands for accessing BBCoordinator are also built in ManagerAgent. In
our prototype system, we aso implement a WWW interface for the user to easy access the

basic information about the blackboard system.

A e-MARE blackboard system - Microsoft Internet Explorer

TEEE REE WIRW FEEW ITAD RED "
Q8- QO KRG Prssraz duE @ -2 = - JEHA 3
FEPILD) | &) hittp:fmail2.twvs.ne.edtwibb v Bz EiE

BlackBoard System of
E-Mail based Mobile Agent Runtime Environment, e-MARE

This website is maintained by Min-Huang Ho,
Dept. of Computer & Informaiton Selence, NCTU, Taiwan, R.0.C.

Online User List Show Public Messages Register

BlackBoard System Commands List

Command Description Syntax
It will register the user's informaiton when the user

0 FEZOET has been connected to the service. reglstersun=namesup=password
It will remove all information of the user when the
« unregister user has been disconnected to the service or the unregistersid=identication
alive time has been expired.
o list It will show all public messages in the database. list
It is for the user to write a message to the database.
« Write The LLEETEIE shoud include the target user, . writesid=identicationsmes=message
message contents, and the message type (private or
public).
« read It is for the user to read his private message. readsid=identicationames=message
. who This command will shows all the current registered who

users on the system.

This command will fetch the contents of the URL

fetchwebe which is specified in url, and store them into the fetchwebcsurl=URL
database, and then return a identification number!

This command will fetch the pure text contents of

fetchwebt Fh_e I_J:RLJJ\-?HF'h = Spe?@Ed n 1..11'1, and. ,Stor?,.the_m fetchwebtsurl=URL v

Figure 5.6: The first web page of BlackBoard System of e-MARE.

The first page of our proposed blackboard system is shown in Figure 5.6. In the
blackboard system, the first page will show all the available commands and their specified
syntax of the system. All listed commands of the system stands for all functions of the
BBCoordinator (bbcoordinator.php) As the Figure shows, to identify each user’s right and
available services, the first step to access the blackboard is to register the user’s information to
the system. That is. The user or the user’s mobile agent or customized program has to write

the following URL string to contact with the blackboard system:
http://blackboard_url/bbcoor dinator.php?cmd=r egister & un=username& up=secret

In general, the BBCoordinator will first check the user’s information of the e MARE
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database. If the user is already the member of eeMARE, her information will be loaded into
the User Active Profile, and waiting the further operations from the user. To identify the
ownership of the user during the accessing process, BBCoordinator will return an
identification serial number to the user. That serial number is the key for further accessing
with the system. That is, the following commands (including send, write, and unregister) to
connect to the database have to provide this serial number. We use the following instructions

(PHP code) to assure the unicity.
<?7php
$id = hexdec(substr(md5(unigid(microtime(),1)), O, 6));
>

Of course, al values will be further verified the unicity. If the system has found that the
$id has been duplicated, it will re-generate another serial identification number. On the other
hand, if the user is not the member of the e-MARE server, an error messages will be returned
to the caller (the screen of WWW browser, or even.the return value of the function of the

user’s mobile agent or applications).

Just like the blackboard or natice board'in the real life, each user can read and write the
blackboard's database during the accessing process individually. The user may choose
accessing the blackboard system either through the WWW interface of Internet browser or
through a program accessing method. If the user has registered by browser, the session
mechanism will be applied. Reversely, if the user has registered by programming interface,
the identification serial number mechanism will be activated. However, to prevent the
un-consistency occurs, the blackboard will restrict the hybrid accessing model. That is, if the
user has been registered the blackboard system by WWW interface, the user will not allow to

access the blackboard through the program until the user has been unregistered.

Moreover, we also apply the mailbox-based scheme [51] to establish the further
communication between mobile agents and mobile users. In our design, every mobile user
can create a new mailbox for her user-defined mobile agent. These mailboxes are tightly
associated with its mobile agent. MBCoordinator is responsible for managing these
mailboxes. It will accept any incoming messages and redirect these messages to appropriate
mobile agents or mobile users. Any mobile user can send a command requesting the

MBCoordinator to provide the directory of the mailbox for every mobile agent.
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5.5.6 Result-dlicing mechanism of eMARE

Due to the limitation of display size of mobile devices, it is hard to read the whole results
at once for most mobile devices. To ease reading the results from e-MARE, we also develop
a result-slicing mechanism.  That is, the user can specify the results return method. There
are two return methods: slicing method and full method. The slicing method is special for
the small display size devices. If the user chooses the slicing method, the system will buffer
al the results into the database, and give the user one page document and an identification
number. In norma case, a page has about 100 characters parts of original documents.
According to our experiments, the first 200 characters of original result document usually are
not the best desires for the user. So we provide the user the ability to specify the position of
original result document for the fist returning page. The remaining pages can be accessed by
specifying both the identification number and the page-turning direction. For alarger display
devices or little return results, the user can aso specify the full method to display all of the
results at once. The user can modify his'preference by WWW interface, which is shown in

Figure5.7. 4 2l
1= i}

3 ¢-MARE, E-mail based Mobile Agent Runtime Environment - Microsoft Internet -.. [ [T
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FEAE(D) [ @) hitpatnail2.twrs.tne.edu twiemare/ v DBz #E

Personal Information of minhuang

Fields Values Modify

User Mo, 1 -

User Mame minhuang

User Eight 5

e-mail minhuang @mail.twes.tnc.edu.tw |

Fhone Mo, 0921222768 |:|

Tag normal |:|

Password  smile l:l

MNotify 0] l:l

Page Size 100 l:l

I

& ) ik P AiERS

Figure 5.7: User’s personal information page.

As shown in Figure 5.7, the user may modify the field, Page Size, to specify the return
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result charactersin onetime. The default value is O, which means returning the whole results.
Furthermore, to ease the implements of the system, the system applies some distinct
commands for dlicing the return results. For example, if the user wants to get the whole page
in one fetching process, the commands, & & AFW(no) fulfills his requirement. Reversely, if
the user is using the small display mobile devices, the appropriate commands instead of
&&AFW(no) is &&AFWDB(no). Different to &&AFW(no) commands, the
& &AFWDB(no) will first fetch the whole page of the target WWW page, then partition them
into many pieces according to the user’s preference, and store them all into database of
blackboard. After finished fetching and storing, the system will specify an identification

number to the user for future accessing.

For example, if the user composes an operational e-mail with the command
* &&AFWDB(9) and sends it to the eeMARE system, the system will fetch and store the
contents of specified webpage, and return the following contents to the user’s mailbox as soon

as possible:

The fetching result for http://news.yam.com/general-is shown asfollows:
Accessid is 4169272
Page sizeis:100

Page 2
-5-21 209:21
| | | | TVBS | ETtoday

20.75 5836.08
05/21 09:20

05/21 09:20

Service Time:0.425701141357422

As shown in previous paragraph, the accessid is 4169272, and the current page number is
2. That is, if the user wants to view another page of the contents, all he needs is just to
compose another operational e-mail with the subject ‘& & AFWIDP(no, pagenumber)’ , for
example & & AFWIDP(4169272, 10), and the eeMARE system will soon send the following

contents to the user’s mailbox:

ID is: 4169272
Page No.: 10
05/21 09:20

05/21 09:20
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05/21 09:20
X
05/21 09:20
05/21 09:20
05/21 09:20
05/21 09:20
05/21 09:00
WHO ?
05/21 09:00
05/21 09:00
05/21 09:00
05/21 09:00
TOP
05/21 09:20
05/21 09:20
05/21 09:00

[ ]
05/21 09:00

Service Time:0.186314105987549

Of course, the fetched documents should not always be kept in the database. Actualy,
the eeMARE system will specify one TTL (Time To Live) value (default value is 20) to every
document in the database, and a background daemon will reduce these values every five
minutes and monitor the threshold of those value. If the TTL of any documents have reached
to zero, they will be wiped out from the database.

5.6 Detail workflow of eMARE

In our implementation, we construct a Redhat Linux server to be the main server of the
e-MARE framework. Lots of works of eeMARE are worked at the server. From the system
developer’s point of view, the detail workflow is shown as follows:

1. At first, we construct an e-mail account on a mail server which its platform is
RedHat Linux with sendmail service. In our prototype of eMARE, we construct

a public service account ‘emare@mail.twvs.tnc.edu.tw’ at the server named
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203.71.176.4. That is, if any client needs to access the service of e MARE, all
they need is to send an operational emal to this email address

‘emare@mail .twvs.tnc.edu.tw’.

Second, we modify the forward setting for the e-mail address. That is, after the
account is received some messages, the sendmail daemon of Linux will forward
that message to the Manager Agent (managerAgent.pl) This s the start point the
e-MARE framework, and many works which have been introduced in Figure 5.5

are implemented in this program.

The subject of the mail is the identification for the operational e-mail. If the
subject has the specified id, that stands for this e-mail is operational e-mail. Then,
the system will begin to parse the subject and the body of the operational e-mail,
and activate the appropriate stationary agent to handle the special contents
encoded in the body of e-mail. If the system can’t find any id in the subject of
e-mail, thise-mail will be treated as the normal e-mail, this message will simply be

dropped.

After the extraction phase of the system, the Manager Agent will judge the type of
the operational e-mail.~ If theextracted commands are just the simple status query
or status setting commands;. these jobs will be done by ManagerAgent itself.
That is, Manager Agent will return the requested status or modify the system status

asthe user’s desire, and reply the results to the client through the e-mail protocol.

If the purpose of the operational e-mail is to access the private database of the
private network, Manager Agent will assign QueryAgent (queryAgent.pl) to handle
the succeeding works. In the RedHat Linux database server of our proposed
prototype, we provide a website (Apache Web Server) for database querying. All
of the queries can be done through the web interface. That is, the QueryAgent
has to encode the appropriate URL string with appropriate authentication
mechanism, the web server will try to get the user’s desired information and return
them to QueryAgent. After the QueryAgent has received these results, it will
send them to ManagerAgent, and ManagerAgent will send them to the client

through the e-mail protocol.

If the operational e-mail contains a more complex script program, the works for
treating these script codes will be delegated to the IssueAgent (issueAgent.pl).
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The script program extracted from the operational e-mail will be uploaded to home
directory of runner in 203.71.176.6 (Mobile Agent Execution Server). IssueAgent
will execute the ‘sendemd.pl’ to execute that script program remotely, and collect
the output of that program. If the result of execution was produced into afile, the
system will also download that file by FTP protocol. All the return data or files
will be transmitted to the ManagerAgent. The Manager Agent will take care of

replying process for the client user.

Actualy, in Manager Agent, we design a ReplyAgent (replyAgent.pl) to take care
of all the works about the reply to the clients.

5.7 Instruction set

In our framework of e MARE, to comprehensively serve the mobile user and to allow the

user to operate and manage their mobile agents remotely through the e-mail protocol, we

design and propose a complete instruction set to_apply to the system. Before list and explain

the detail instruction set, we classify.the control commands into four layers:

1.

2.

Basic command layer: the basic and simple commands without extra functions and
arguments. This layer of the.commands is aways the commands that provide the

user to query the system’s status or to set some simple operations to the remote agent.

Advanced command layer: the more complex commands, in general speaking, most
commands of this layer are accompany with some arguments. These arguments

allow the user to operate the mobile agents and system more flexible.

Script language layer: our framework also allows the user to write the script
language for operating his information retrieval projects or his mobile agents. The
script language has most characteristics of the normal programming language. It
provides more flexibilities than the ssmple commands for the user to finish his works,
but it aso means that the process for script language is more difficult than the
commands. For quickly access to eMARE in our framework, the specification of
the script language used in the framework is a new design especially for our

framework.

Full function language layer: for a power user of the computer area, sometimes he
will wants to write some programs to solve his problem by his mobile devices. In

our proposed prototype system, we also support Perl, PHP, and shell script language.
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The instruction set of our framework is classified into four layers as mentioned above.

The detail descriptions for these instructions of first two layers are shown as follows:

Basic command layer: This kind of instructions is the basic and easy instructions.

They always have no extra argument. The major purpose of these kinds of commands is to

obtain the system status easily and quickly.

& & SS: return the brief current status of the system.

& & SF: return the whole current status of the system.

& & SDB: return the debug information of the system.

& & SAW: return the available WWW pages for retrieval. These WWW pages
can be settled in advance viaWWW interface of eeMARE server.

& & SAP: return the current available services of the system. The services
usually are the system shell commands or remote programs provided in
advance viaWWW interface of eeMARE.

& & SASE: return the current available search engines of the system. These
search engines also can be settledin advance viaWWW interface of e MARE.
&&SCS: return the supported client type and content of the system. It is
convenient for the user to specify the built-in type for displaying preferences.

& & PESS: return the brief status of theprogramming environment of the system
& & PESF: return the complete status of the programming environment of the

system.

Advanced command layer: This kind of the command is the command that with some

arguments. The user can control the remote mobile agents through these commands or

accessing to the private database and the document on the Internet.

& & AFW(no): fetch the ASCII text from the noth web page. That is, the tags
and the script language statements of the fetched document will be cut out.
Only the pure text will be kept, and returned to the user’s mailbox.

& & AFWDB(no): aimost the same as & & AFW(no), except this command will
partition the results and store them into the database. That is, the results will
be partitioned into several pages. Every page will be stored into the database
of blackboard system. The commands will return the contents of second page
and the reference id to the user’s mailbox for future referencing. The page

size is the user’'s preference, and it can be retrieved from user’'s profile
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database.

& & AFWIDP(id, pno): the command provides the user to fetch the sliced web
pages which were stored in the database in the previous fetching process.
Where the pno is the page number and the id is the identification for the
fetching process.

& &AGL(no): listing all the links of the noth web page.

&&AGLDB(no): listing al the links of the noth web page, and store those links
into database of blackboard system. After the system has finished the storing
process, it will return an id to the user’s mailbox for future querying.

& & AQUERY C(no,keyword): searching the keyword on the noth search engine
through the Internet, and return all the contents of the search pages. If the
specified search engine is a meta-search engine and providing some kind of
SQL-like querying language, the keyword can aso be SQL-like querying
language string.

& & AQUERY L (no,keyword): searching the keyword on the noth search engine
through the Internet, and return al the links of the search pages.

&&ARE(no, argl,zarg2, ,-argn): to execute the noth services provided by

the system. This command also-can specify the arguments for the demand of
the service's execution.” | The service number can be got by the command
&&SAP.  For example, if a user wants to quote the current price of her stock
on the stock market. We assume the service number for quoting stock isno. 2.
Obvioudly, the argument of this service is the stock id. In such example, the
command line can be encoded as ‘& & ARE(2, 2303)’, and this line has to be
settled as the subject of the operational e-mail.

&&AREP(argl, arg2, ..., argn ): this command provides the mobile user to
write a program in the body of the operational mail. After the system has
received the mail with this command, it will first extract the program, and
packs into an executable file, and put it into the temporary directory of the
execution sever.  For the distributed running model, the output of that program
will not be captured by system. Thus, returning the results to the user is the
responsibility of this program. Combine with the blackboard messaging
mechanism, this command let the user has the ability to write the operational

e-mail based mobile agent, and traverse across the e-Mare servers on the
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network. The code will be transported by e-mail, and the temporary data,
messages, and results can be exchanged by blackboard mechanism.

& & PASSWORD(password): this command is used to transfer the user’s
account and password to the system. The system will obtain the user’s right,
and user’s profile according to the user’s e-mail account and password. If the
user does not provide her password for verification by this command, the user’s
right will be very restricted.

& & ACS(target, time): the user can utilize this command periodically active
transferring the client’s information to the system. In most cases, the
context-aware procedure will automatically find the best way to adjust the
format of context for the client’s mobile device, but finally the user’s opinion
has the first priority that the system has to obey. So the system provides this
command to let the user specify the client’s display type. Of course, the type
is also a number settled by the system. The user can obtain these numbers by
command & & SCS tog:- I'n our design, the client’s display type can also set on
the web site through the Web browser on the Desktop PC. Beside, the
argument time is the specified response time.

& & ACSD(target_name,-width, -height,. color_depth): this command lets the
user to detailled specify: the characteristics of the client's devices. This is
required if the user want to adjust the displaying arguments for her mobile
device more accurately.

& & APE(no): this command provides the user to specify the parallelism for
program execution. If the user specifies this command, the following no
number of commands will be executed in parallel. The following commands
are al independent, the execution result will be sent to the user respectively.

& & APES(no): this command is the same as the & & APE(no), except the result
return mode. Different to the previous command, the results for different
command will be collected to one single result, and then send it to the mobile
user’s mailbox.

& & SY S(command): this command provide the user to directly execute the
system commands of the operating system of eMARE. In generd, the
commands which can be launched are dependent to the kind of operating
system which the eeMARE used. The executing results which were outputted
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to standard 1/0 will be directly transmitted to the user’s mailbox through the
e-mail protocol. In general, the commands always are applied to the cases
which the user wants to know the status of the operating system of eeMARE
server.

B &&RDON(no): activating the specified number of remote displaying site.
The system will check the specified site if it is registered or not. If the
specified site has not been registered, the system will register the site for the
mobile user, and allow the user to access the information on the Public Display
Point.

B &&RDC(id, siteno, no): fetching the document of on the web page of specified
site of Public Display Point. The id is an identification number for
verification between the mobile user and the system. It is generated while the
mobile user has registered to the system. The siteno is the number of PDP
among all the available remote display points, and the no is the number of the
URL item which is listed on the web page of specified site.

B &&RDL(id, siteno,no): aimost-the same as the & & RDC command, except the
return results of the command is the filtered links rather than the original

document itself.

There are some accounts for the specific usage for eeMARE, they are also listed as

follows:

1. emare@mail.twvs.tnc.edu.tw: The main entry of the eMARE. It is the public
account for registered and unregistered user. All the operational e-mails have to be
sent to this account. There is a Perl program called managerAgent.pl which will be

initiated when alegal operational e-mail has arrived.

2. worker1~worker2@mail.twvs.tnc.edu.tw: If the operational e-mail specifies some
works which have to be executed in parallel, the Manager Agent will dispatch those
works to workerl, worker2, and worker3 respectively. It also has two paralel
mechanism choices. The one is letting the workers reply the results to the user
directly. The other is letting the workers reply the results back to the Manager Agent,
and then, the ManagerAgent can get the opportunity to collect and analyze al the
results from the workers.  This mechanism can optimize the quality of the results for

the user’s requests.



3. magent@mail.twvs.tnc.edu.tw: In this account, al the built-in stationary agents and
mobile agents are settled. The user can get the directory of these agents by the
simple commands provided by e MARE. Then the user can just specify the number
of the lists that he wishes to execute. The only work that the user hasto do isjust to
compose a well-format operational e-mail, and provide the appropriate data for the

agent’s execution.

4. runner @mail.twvs.tnc.edu.tw: In this account, we provide the user has the ability
and flexibility to install the user-defined agents.  In our design, we provide a WWW
interface for the user to install his programs (maobile agents or applications) into the
directory of this account. These agents can be called by the user soon or later.

The screen snapshot of WWW interface will be shown in Figure 6.8 and Figure 6.9.
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Chapter 6

Experiments and Examples

In this chapter, we present many practical and useful examples for the mobile users to
access the information on the private network and the Internet via the eeMARE framework.
In e-MARE, to access the information via the mobile devices, the network connection between
mobile devices and eeMARE server has to be created while the operationa e-mail is
transmitting. The network connections can be traditional GSM/Internet networking, GPRS,
IrDA, or BlueTooth. As we can see the examples in this chapter, through eeMARE
framework, the user’s mobile devices will be leveraged into a mobile information provider
which may provide the user’s desired information anytime anywhere.

6.1 Softwar e and hardwar edetails

To demonstrate the feasibility: of - &eMARE, many experimental demonstrations are
described in this chapter.  The client platfermswhich were tested all these demonstrations are
Ericsson T65, SonyEricsson T230, Siemens 6618, and Nokia 3650 cellular phones, TRG pro
and Acer n10 PDA. Of course, the MS Outlook of MS Windows XP can aso be the
appropriate platform of these demonstrations. T65 has a simple built-in e-mail application.
Siemens 6618 provides a simple but feasible WAP browser. Nokia 3650 is a typica
advanced mobile phone which is equipped a powerful operating system (Symbian Series 60)
and comprehensive e-mail sending/receiving client. We select TRG Pro as the example of
Pam OS, and Acer n10 as the example of PocketPC. Because eeMARE is an e-mail based
framework, in general, any platform with e-mail sending/receiving application can aso be the
appropriate client. That is, for those cellular phones which are not equipped e-mail
application, they also can send and receive the e-mail by STK (SIM Tool Kit) or WAP browser,
which are provided by the GSM network provider.

In our experiments, the mail server of eeMARE is aLinux server, which is Intel Pentium
Il running at 450MHz (Compag Proliant 800). The agent execution server is the same Linux

server. The blackboard and database server is also a Linux server, which is Intel Pentium 111
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running at 700 MHz (Compaq Proliant DL380). The major e-mail service on the mail server
issendmail. The HTTP service on database server is provided by Apache, and the database
which is executed at Linux server is MySQL. To provide the HTTP/CGI facility, we
programmed some PHP files with Apache web server. The client mobile device can connect
to the mail server of eMARE through the GPRS via GSM network. These servers of
e-MARE are al connected via TPC/IP with 100Mb Ethernet.

To receive the incoming message from the mobile users, the default public service e-mail

account has been constructed in the mail server, which is emare@mail .twvs.tnc.edu.tw. That

is, the mobile user has to write an operational e-mail to this account if she wants to obtain

some services from e-MARE.
6.2 The measurementsfor composing the operational e-mail

To demonstrate how long the composing time is for a typical operational e-mail, in this
section, we show some measurements for composing an operational e-mail by several different
mobile devices. In this experiment,:we assume the user wants to obtain alist about all of the
available search engines of eeMARE 'framework. . Typicaly, the user has to compose an
operational e-mail with  subject titled = '&&SASE;’, and send it to
‘emare@mail .twvs.tnc.edu.tw’. We . test” severa . ‘devices with different services and
applications to accomplish the query purpose:- The measurements are shown as Table 6.1.

Table 6.1: The measurements for composing a simple operational e-mail.

Mobile device Name Composing Time Descriptions
(minutes:seconds)
Nokia 3650 1:44 Through the built-in e-mail application with GPRS services.
Siemens 6618 2:40 Through the built-in WAP browser with GRPS services.
SonyEricsson T65 1:50 Through the built-in e-Mail application with GPRS services.
. Through the built-in e-Mail application with 10Mb CF
Acer n10 PDA 0:28 Ethernet Network Interface Card.
TRG Pro 0:32 Through the built-in e-Mail application with IrDA connection
to notebook PC.

The input ability for PAlmOS-based PDA is the same as PocketPC OS. Thus, the
composing time is about equal to the Acer n10 PDA. It isworth to say that the measurements
are only measure the composing time for a typical operational e-mail. The listed time is not
including the actual connection time between the mobile devices and the network service

provider.

No matter what is the mobile device that the user used, the results are already in the

user’s mailbox only few seconds later. That is, in general, the user always obtains the desired
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information at the user’s next mail receiving step.
6.3 The steps of the mobile usersfor accessing eeMARE

From the user’s point of view, if a mobile user wants to query some information on the
Internet via her mobile devices, her mobile device has to allow her to connect the Internet. In
this case, we suppose her device is SonyEricsson T65 with GPRS over GSM network, and this
device has a built-in simple e-mail application for sending and receiving the e-mail on the

Internet.  The steps for the mobile user to accessto eeMARE are listed as follows:

1. The mobile user composes an operational e-mail under the ‘Message’ menu of
T65. The subject of this email has to provide the user’s password. The
simple commands can also be encoded at subject too. If the commands will be
more complex, these commands have to be embedded into the body of this
operational e-mail.

2. This email has to be sent to,the public service account of e-MARE,
emare@mail.twvs.tnc.edu.tw, by selecting the ‘send now’ menu item of ‘send
and receive’ menu.

3. Few minutes later, the mobile user may select ‘send and receive’ menu item
again. In most cases, the results or the acknowledgement message from the
e-MARE server dways are ready. inthe user’s mailbox.

The above steps are very simple and intuition. In most cases, if the user wants to
operate the remote agents or applications of the server, the first step is to write an operational
e-mail to initiate a list operation (such like & & SAP) to obtain the available services, and then
write an operational e-mail to initiate some specified services or agents by specifying the listed
service’'s number.  All mobile agents and services can be prepared in advance by the WWW
interface provided by the Web server of e MARE.

6.4 An introduction to web interface of eMARE

As the mentioned earlier, the eeMARE provides a web interface for the mobile user to
maintain her personal preferences and install user-defined applications and mobile agents into
the system. In this section, we will introduce the instructions of web interface of the
eMARE. Thefirst page of eeMARE web siteis shownin Figure 6.1.
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Name Notifv ERight email Phone# Tag Fage Size Managerment

minhuang - = = = = = [Show links],[Search Engines]
jessica - - - - = = [Show links],[Search Engines]
skynet - - - - = = [Show links],[Search Engines]
blue - - - - = = [Show links],[Search Engines]

[

[

& iimPI AR

Figure 6.1: TH:e:”.first. p‘age"e:f ©-MARE web site.
In the page which is shown inFigure 6.1, "the'r-e‘are'six main categories of functions which
the user can manipulate. They: are User Management Information Retrieval Database

Management, Search Engine Database Management Program Installation, Mobile Agent
Management, and Application Manager]mt. ”_The User Management allows the system
manager to add/modify/remove the user’s information, and allows the users to modify their
own preference. The basic preference of user at least including user’s name, right, e-mail
address, mobile phone number, tag, and the related information (i.e. information retrieval web
page links, search engine links, etc.) which is associated to the users. By default, the user can
not view anything except the user’s name of the system until she login into the system. That
is, at the first, the user who wants to access eeMARE system has to fill out her user name and

user password in the web page. The process is shown at Figure 6.2.
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Fassword: | |
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Figure 6.2: The user login page.

After the user has been Iogged mto the system, the left-top corner of the web page will
show the user’s login name, and all: of that qa*ar smtormatlon will belisted in the page too. It
is shown as Figure 6.3. Meanwhile the user may choose any category to manipulate her
desired operation about the database of eM#RE The system will display the information
which is associated to the logged user when the user ‘chooses any link on the web page. For
example, through the WebPage link, the system will display al links of the user registered
web pages. Itisshown at Figure 6.4.
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minhuang 0 5 minhuang @mail twvs.tnc.edutw 0921222768 normal 100 [Show links],[Search Engines]
jessica [Show links],[Search Engines]
skynet - - - = = = [Show links],[Search Engines]
blue [Show links],[Search Engines]
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Figure 6.3: The page‘afﬁt"e‘r théﬁs‘er logged into the system.

In Figure 6.4, the system displays all ‘r%@}igefed URL of the user named ‘minhuang’. Al
links are numbered in a serial identical number. ~ The number is the accordance for the user to
specify for fetching the web pageni tthug’hW mobile devices. If the user specifies the
‘& & SAW’ commands, the list will be transmitted:to tser's mailbox in pure ASCII text format.
Then, the user may use the ‘&&AFW(no)’ corﬁ‘r‘nand to fetch the contents of her desired web
pagein ASCII text format. The argument no is the item number which is shown in Figure 6.4.
In most situations, thisis the easiest way for the mobile user to fetch the web page though her
mobile device. The eeMARE system will filter the contents of those listed web page, cut the
unwanted images, information, advertisements, and other redundant hyper links. If the user
has enough history information on the User Profile of the eeMARE’s database, the system also

will rearrange the results according to the user’s history profile.

In theory, every kind of web pages can be putted into the database of the information
retrieval of the e MARE system. All dataitems in the database can be accessed through the
user’'s mobile devices. However, for those pages which do not frequently update the contents
are not suitable for the mobile user to access. The frequently updated web page such as
real-time news, stock quoting, or box score of play games are the best candidates. The later

section will show some examples about how to access the information from those web sites.
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Mo  URL Memo

1 hitp:/fwrww nchedu.tw R AEEE

2 hittp:fwrvr tervs.me.edu.tw T EEEE

3 hitpeffwrww yahoo.com Tahoo's Homepage

4 http:ifwvwrw kimo.com.tw SEEE

5 httpeffwrwrw . google.com.tv Google's Homepage

f hitpe/fwrwrw whitehouse.gov Whitehouse's homepage B

7 http:fter stock yahoo.comdsdimo lstEO4 html  [CEGEERIREMNSANELTIE

8 http:iftwstock vahoo.comdsisfkimo_day2357.html ZRETHES H HIRSIE

9 http:/news. yam.com/eeneral EEFEIS e

10 httpeffwwrw.whitehouse.govinews The news of Whitehouse

11 httoz/fwww twva.mc.edn twinda RPN A S ERRY 3
ij SoAl \;_g i P RRAERS

Figure 6.4: The availl‘able_ links of the user named ‘minhuang’.

As shown in Figure 6.4, the user may enter a new URL at the bottom of the available
links page, and press the ‘Add’ button. Then, the entered URL will be inserted into the
database of the system, and the new entered data item will be listed on the web pages right
now. Of course, the newest inserted data item can be utilized by mobile users via her mobile

device as soon as possible.

Entering some keywords and press the ‘search’ button to query the information on the
Internet through the Search Enginesis the easiest and the most popular activity on the desktop
computer for the information collector. In the website of eMARE, we aso provide the
interface for the user to settle her search engines. If the user has pressed the InfoRetrieve
hyperlink of the main web page, the system will display all available search engines and

information sources URL. The screen snapshot is shown in Figure 6.5.
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4 httpsffwrww.opentind .com.tw! TV Sop=L &ern =100 &2l=Sequery = Gar=) openfind
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7 httpziftwr stock yahoo .com/d sfekimo_day html Stock Quote
El httprfter stock yahoo.comd sfkimo list itenl stock Quote
Teacher's
. 7 =
10 httpriererwtwvetncedutwicourse!/ showtable t.phpftechno Timetable
11 httprfter dictionary . yahoo.comd wordf Crline Dictionary
: v
la & PR

e ]
| 1
I

Figure 6.5: The list'of available search engines on the web page.

Different the ssimple URL addréss‘of tthébPage category, the information on the
InfoRetrieve hyperlink is more complex than WebPage. To enable the querying function of
search engines through mobile device across the long-distance unstable network, the two extra
querying field, PreSr, and PostSr is very important. A typical querying URL encoding
command string for searching the keyword ‘ T65’ in the search engine, http://www.yahoo.com,

is shown as follows:
http://sear ch.yahoo.com/sear ch?p=t65& ei=UTF-8& fr =fp-tab-web-t& cop=mss& tab=

Entering the above querying string will show all related web pages which the contents
includes the keyword ‘T65 in the search engine's indexed pages. The typical results
returned from Yahoo are shown as Figure 6.6.
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Ericsson T65 GPRS. Dimensions: 105 x 49 x ... Predictive text input. The
T65 gives you one-button access to the mobile Internet. Press and ...
www_cellular.co.za/phones/encsson/2001/ericsson_t65_gprs.htm - 45k - Cached

3. Ericsson T65 - Mobile Phone Accessories &
... Ericsson T39. Ericsson T65. Ericsson T66. Ericsson T68. ... Ericsson T65 - Mobile Phone
Accessories. Accessories for Ericsson T65 Ericsson t65 mobile phone car kit. ...
www.1001ericssonaccessories.co.uk/ericsson-t65-mobile-phone-accessories- htm - 18k - Cached - More pages from this site

4. Ericsson T65 - Mobile Phone Accessories &
... Ericsson T39. Ericsson T65. Ericsson T66. Ericsson T68. ... Ericsson T65 - Mobile Phone
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Figure 6.6: The querying results of entering the keyword ‘T65’ in Yahoo.

In this example, the URL address of the éearch engine is http://search.yahoo.com/, the

PreSr of the commands is ‘search?p=’, and the PostSr is
‘& ei=UTF-8& fr=fp-tab-web-t& cop=mss&tab=". Actualy, the PreSr and the PostSr are
splitted by the keyword (i.e. ‘t65’). All of the three arguments (The URL of search engine,
PreSr, and Post3r) are the basic elements for the user to query the information through the
Internet.  Thus, if the user properly specifies those arguments for specified search engine, she
will queries her desired information through that search engine by e-MARE via her mobile
device in auniform way. In the figure which is shown in Figure 6.5, that page also provides
the filed for the user to add her new search engine. To add a new search engine is very easy,
and it just needs to fill out those three fields on that page, they are The URL of search engine,
PreSr, and PostSr. Again, after the user has pressed the * Add’ button of that page, this new
search engine interface will be putted into the database of e MARE, and it can serve the user

as soon as possible.

The same situation for the user to install the user’s customize programs is shown at
Figure 6.7.
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Figure 6.7: The'available r_émbte prbgrafns displaying page.

After the user has clicked the hyperlink, Bfogrféms, the web site will show all installed
programs which are associated with the User. | 'As the Fi gure 6.7 shows, the programs can be a
system command of the server (in our prototype, it is a Linux server), or the user defined
program. No matter what the type of the program is, the installed program should satisfy the

following requirements:

B Of coursg, it has to be properly executed in the server. The installed program can
be written by any programming language. The most important key point is that if
this command is not the built-in program of the server, the executable binary format
has to be compatible with the system of the remote Mobile Agent Execution Server.

B [t should be found by the server. That is, if the command is not the built-in
commands of the server, the appropriate path has to be included in the prefix of the
commands of the dataitem in the database. Of course, if the command needs some
arguments to execute properly, these arguments have also to be attached at the
following position of that target command. Hence, the commands with different

arguments will occupy more than one different data items. They are all
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independently executed with the others.

B [t should utilize the standard 1/O as the data input/output mechanism. Thus, the

system can collect the executing results through the standard I/O mechanism.

B If it needs some large amount data as the input, or it produces large amount data, the
files should be placed in the home directory of the user’'s account, and specify the

filename in an appropriate way by the built-in instructions of the e-MARE.

The installation process of the programs in the system can be divided into two major parts:
uploading the program into the Mobile Agent Execution Server, inserting the data item into
the database. As mentioned earlier, the target programs, applications, and mobile agents are
al installed in the Mobile Agent Execution Server. In our prototype, it is a RedHat Linux
server. Thatis, if the user wantsto install her program into the ee-MARE for later usage, first,
it should enter the command with full path specification in the New Program filed of the web
page which is shown in Figure 6.7.  After the user has clicked the ‘Add’ button, the full path
of the commands will be one of the data items of 'the available remote program database of
e-MARE. If the command is the user-defined program, the user also has to upload that
program into the appropriate directory of Mobile- Agent Execution Server. In our
implementation, by default, all programs will"be-placed in the runner’s home directory of the
Mobile Agent Execution Server. That.is, a user-account named runner of that server is
responsible for storing the user’s custom programs, and executing one of those programs
according to the user’'s desire. Our system also provides a web interface for the user to
upload her programs into runner’s home directory of Mobile Agent Execution Server. The

screen snapshot of the uploading programs web page is shown in Figure 6.8.
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Figure 6.8: Uploading the remote programs into runner’s home directory.

As shown in Figure 6.8, the authorized user can specify the local programs in the web
page, and then click ‘Upload’ button. The QuiXplorer program will upload those selected
files to appropriate directory. In our implementation, each e MARE user has her own
sub-directory under the runner’s home directory. Moreover, the each eMARE user will be
added into the QuiXplorer's administrator’s list. That is, she will own some rights to access
(including upload, download, modify, and remove) her files on her own directory. Thanks to
the help of QuiXplorer, after the user’s uploading process, the target programs will be listed in
the screen, and the screen snapshot is shown in Figure 6.9.  If the correspondent data items of
those programs are correct, these programs will be found by the server, and be executed in the

server as the user’s direction from the commands of her operational e-mail.
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Figure 6.9: The screen snapshot of listed available programs for user ‘minhuang’.

The process of maobile agenté and applijcétions installation are the same as program
installation. k. & ¥

6.5 An introduction to WAP interface df e-MARE

Some low-end mobile devices, such as mobile cellular phones, don’t provide the built-in
e-mail client for the users to directly access his e-mail on the Internet. Moreover, to enter the
complicate commands via such low-end mobile cellular phones is a hard work for many
people. Thus, to ease the works for entering the commands via such mobile phones,
e-MARE also provides afamous WAP interface. The URL address of the our proposed WAP

interface is http://www.twvs.tnc.edu.tw/~wap. It means that if the WAP browser of the user’s

mobile phone has connected to that address, the main page of the WAP interface of eeMARE
will be shown as Figure 6.10.
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Figure 6.10: The main page of the WAP interface of e-MARE.
," L F B LB 7.{:‘-.,

As shown in Figure 6.10, it is aVVAP te r]afﬁéd eMARE Go!". At the first, the user
may login to the system, and thLen éhe; !} hﬂ\?& th,e right to access the shortcut of the
commands. Of course, the shortcut of gommands camalso be modified by WWW interface,
which is shown in Figure 6.11. NErrE L
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g Command String S8 RDOM200; Open#20PDP
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10 Command String Sl AFWI1S); Em i

11 Comimand String S B ATWILED, . FEH]
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Figure 6.115=the Wiﬂterfacej_f_éf ‘e-MARE Go!".
As the Figure 6.11 shows, after t:'he"LIser‘has chosen the * Shortcuts' on his mobile phone,
the display of that phone will show the following menu, and the item lists of the menu will the
same as the items which are shown in Figure 6.11. The shortcut ‘ of eeMARE Go!’ is shown

in Figure 6.12.

Figure 6.12: The shortcut of e-MARE Go.

If the user chooses any one shortcut of that menu which is shown in Figure 6.12,
‘eeMARE Go!" will execute that shortcut and return a notifying message on the display. The
typical message is shown in Figure 6.13.
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Figure 6.13: The messages after user’s selection for executing the 5™ shortcut.

After the user has reviewed the message which is shown in Figure 6.13, it always means
there is also a copy of results which were stored in the user’s mailbox. In this situation, the
user has two choices, the oneisto read the results on the WAP environment of ‘e-MARE Go!’,
or he also can read the results by any e-mail client via any kinds of mobile devices. The
‘eeMARE Go!" aso provides the choices for the user to read the one-time fetched results. In
this example, after the user has chosen the ‘last results menu item, the results will be
displayed on the screen of mobile phones, and it is shown in Figure 6.14.

i
}

Figure 6.14: The results"égfter"USér’é selection for executing the 5" shortcut.

To more enhance the usability of ‘e MARE Go!", it also provides two menu items for the
user to enable or disable the SM S notification, the menu item is shown in Figure 6.15.

Figure 6.15: The menu item to enable or disable the SMS function.

6.6 Examples of e M ARE to accessthe information on the

| nter net

6.6.1 Examplel: Querying the available search engines of eMARE

At the first, a mobile user who wants to access the Internet through the eeMARE
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framework has to register to eeMARE in advance. In e-MARE, theid isthe registered e-mail
account. The user also has to set a nick name for this account for easily accessing the
database. The eeMARE server provides a web site for the user to browse and edit the user’s

related information, and the figure which has already been shown in Figure 6.1.

The first web page of eMARE will show all available registered users. Consider the
protection of the user, detailed information of the user will be hided until the user has logged
into the system. The registered user can login into the system, maintains her own
information, and installs the user-defined applications into the Remote Execution Server
through the web interface in Figure 6.1.

For a safety system, an appropriate authentication mechanism is very important. In our
system, we let the user set her password in advance for later operation. |f a user has not yet
registered and set her password, she will have no right to access the system. In this example,
we assume the user has already set her personal information in the database server of e MARE

framework.

Because querying for the system avetlable search engines is the built-in function of
e-MARE, there is no other previous task havetobedone. The only thing has to be done for a
registered mobile user is to compose an operationa e-mail with the specified encoded subject,

and then send it to emare@mail.twvs.itne.edu.tw: ~The subject of the composed operational

e-mail has to provide the user’s password and the appropriate commands. The subject for

guerying the available search engines is shown as the follows:
& & PWD(secret); & & SASE;

The PWD(secret) command is the way for mobile user to provide the password of the
user. If the user doesn’t provide the password for authentication, the user will have no right
to access the services of eeMARE. Because the example isvery ssimple, hence it doesn’t need
to write the body of the operational e-mail in this example. In most cases, after the use has
been sent the operational e-mail to the public service account, the results will be ready in the

user’s mailbox in avery short time. The sample results are shown as follows:

1,googl e http://www.google.com.tw/
2,yahoo,http://search.yahoo.com/
3,yam,http://wps.yam.com/

4, openfind,http://www.openfind.com.tw/
5,altavista http://www.a tavista.com/
6,savvy,http://ww.savvy.com/

7,Stock Quote, http://tw.stock.yahoo.com/
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8,yahooFinance, http://finance.yahoo.com/q

9,stockQuote, http://tw.stock.yahoo.com/

10, Teacher's Timetabl g, http://www.twvs.tnc.edu.tw/course/
11,0nline Dictionary,http://tw.dictionary.yahoo.com/

Service Time:0.182261943817139

The above search engines and information source lists can be added, removed, and
modified via WWW interface by user in advance. The WWW interface has been introduced
in Section 6.4. The eeMARE aso provides some commands for mobile user to modify the
lists via operational e-mail. Actually, not every item in the list is the whole complete search
engine's URL. Any information source which accepts any format of querying string can be
added into the list. Of course, the format of querying string has to be recognized, and the
PreSr and PostSr should be properly installed in the specified data item of the database of
e-MARE server via the WWW interface, since the eMARE system will wrap the keyword
into an appropriate querying string according to the PreSr and PostSr setting, and send the

guerying string to that information source.
6.6.2 Examplell: Querying keywor ds via sever al search engines

According to the results returned-from the commands & & SASE as mentioned in Section
6.5.2, the user can query her desired information-from-the specified search engine by specify
both the keyword and the listed number of search engine which is listed in Example I.  For
example, if the mobile user wants""to query ‘Ericsson T65 from Yahoo
(http://www.yahoo.com), she may encode her subject of operational e-mail asfollows:

& & PWD(secret);& & AQUERY C(2,Ericsson T65);

After the user has sent the above commands to emare@mail.twvs.tnc.edu.tw, few seconds

later, she will obtain the following results:

Yahoo!

Search Home - Yahoo! - Help

Your Search:

Advanced Web Search

Preferences

Web Images Directory Yellow & ages News Products

WEB RESULTS out of about 265,000 (What's this?)
1. Sony Ericsson T65 Open this result in new window
On thissite you'll find useful information
about Ericsson's new T65 mobile phone.
www.sonyericsson.com/T65/ - 6k - Cached - More pages from this
site

2. ERICSSON T65 - MOBILE PHONE ACCESSORIES
Open this result in new window
... ERICSSON T65 - MOBILE PHONE ACCESSORIES. ERICSSON T65 - MOBILE
PHONE
ACCESSORIES. Ericsson T65 Black Mobile Phone Case Ericsson T65 ...
www.purkissk.freeserve.co.uk/C3-ERT65.HTM - 14k - Cached - More
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pages from this site
3. Ericsson T65 GPRS Open this result in new window
Ericsson T65 GPRS. ... The T65 also supports features such as
background picture,
Mobile chat, calendar and games. More Ericsson Phones. Search For
More Info. ...
www.cellular.co.za/phones/ericsson/2001/ericsson_t65_gprs.htm - 45k
- Cached - More pages from this site
4. Free Ericsson T65 color wallpaper colour backgrounds logos
Open this result in new window
Free Ericsson T65 wall papers backgrounds Select model: Alcatel One
Touch 535. ...
www.esato.com/logos/colour/index.php?=2& pid=15 - 25k - Cached
- More pages from this site
5. Ericsson T65 Cosmic Blue - The Register
Open this result in new window
... Ericsson T65 Cosmic Blue Home Page > GSM Mobile Phones >
Ericsson
T65 Cosmic Blue. Ericsson T65 Cosmic Blue click for larger image,

www.expansys.com/regproduct.asp?code=ERIC_MOBT65 - 31k - Cached
- More pages from this site
6. 1T AsiaOne - Phones - Creative chatterbox: The Ericsson T65
Open this result in new window
... Creative chatterbox: The Ericsson T65. ... Product: Ericsson
T65; Price: S$388 (2-year
plan) and S$438 (1-year plan); Availability: All Ericsson
authorised resellers...
it.asial.com.sg/reviews/phones/por001_20011108.html - 24k - Cached
- More pages from this site
7. Handy, PC & Co | Telekommunikation | MSN | FOCUS Online| Test:
... Open this result in new window - Translate thispage
Handy, PC, Co, Top-Themen, News, Personal €omputing,
Telekommunikation, Unterhaltungsel ektronik;
Netguide, Forum, FOCUS Online, Test: Eriesson T65-.:
focus.msn.de/D/DC/DCE/DCE97/dce97.htm . =48k - Cached” .- More
pages from this site
8. Acheter Coque portable Sony-Ericsson Cogue pour, Sony-Ericsson.T65
... Open thisresult in new window - Translate this page
... Ericsson T65. Sony-Ericsson Coque pour Seny-Ericsson T65
Constructeur
: Sony-Ericsson - Genre : Coque portable Ecrivez votre critique

www.monsi eurprix.com/listing/gen/J000026017.html - 18k - Cached
- More pages from this site
9. Telefon celular Ericsson Open this result in new window
... Telefon celular Ericsson T65 Ericsson T65Telefonul celular
Ericsson
T65 functioneazain 2 benzi de frecventa: 1800 respectiv 900 Mhz.

www.idei-de-afaceri.go.ro/telefon_celular_ericsson.htm - 26k - Cached
10. Ericsson T65 - www.Portel.it Open this result in new window -
Trandlate this page
... home > schede, Ericsson T65, Caratteristiche Principali. ...
Leggi le recensioni
di questo cellulare: Ericsson T65, testato da F. Ponticelli.
Funzioni Vocali. ...
www.portel.it/telefonini/model .asp?model_num=166 - 30k - Cached
- More pages from this site
11. ITavisen.no | Ericsson T65 Open this result in new window
Ericsson T65, Av Espen Irwing Swang, fre 25. jan 2002 kl. 15:43.
T65
er Ericssonsf  stetelefon uten antenne. Telefonen retter seg ...
www.itavisen.no/art/1298070.html - 46k - Cached - More pages
from this site
12. WMLClub - FAQS - Ericsson T65 Open this result in new window -
Tranglate this page
FAQS - Caracteristicas del Ericsson T65: Visualizacion,
tiempo de conversacion, tiempo en espera.. ...
www.wmlclub.com/docs/fags/ericssont65.htm - 10k - Cached - More
pages from this site

The summary for this Russian page contains characters that cannot
be correctly displayed in this language/character set.
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www.megafonmoscow.ru/phones/ericsson/ - 20k - Cached
14. Tiscali Open thisresult in new window - Trandlate this page
... delle notizie relative a mondo dellatelefonia e del Mobile
Internet.
Sfondi. Ericsson T39/R520/T65/T68/T60d. Seleziona la categoria.

mobile.tiscali.it/ls/europicsCat.jsp?idsezione=69& idPhone=2 - 33k
- Cached - More pages from this site

Open this result in new window
The summary for this Russian page contains characters that cannot
be correctly displayed in this |language/character set.
mts.perm.ru/phones/se_t65.html - 22k - Cached

16. Ericsson t65 : Kelkoo- B tapris:
Open this result in new window
j f priserochk viaKelkooideb tabutikernai SverigeEricsson
t65.
R tprodukt....S  ettog 0.23 sekunder. Startsida > Resultat
f  Ericssont6b. ...
se.kelkoo.com/b/a/ss_Ericsson _t65.html - 48k - Cached - More
pages from this site

17. Sony ericsson t65 : Kelkoo - bedste priser :
Open this result in new window
sammenlign priser, k  hos Kelkoo i de bedste butikker i
Danmark,Sony ericsson
t65. Dins  emaskinetil shopping. ... Start >S  efter Sony
ericsson t65. ...
dk.kelkoo.com/b/alss_Sony_ericsson_t65.html - 57k - Cached - More
pages from this site

18. ericsson t65 : Kelkoo - beste pris:
Open this result in new window
sammenlign priser og Kj med Kelkoo hos de beste butikkene i
Norge,ericsson
t65.S .Finn.Kj ...Hjem>S  efter.ericssont6s. |-.
no.kelkoo.com/b/a/ss_ericsson_t65.html  -53k - Cached --More
pages from this site

19. Ericsson T65 Mobile Phones reviews
Open this result in new window
Ericsson T65 in Mobile Phones/ Mobile Phone Reviews reviews at
Review Centre.
Consumer reviews of products and services. 27 November2003. ...
ERICSSON T65. ...
www.reviewcentre.com/reviews1082.html - 59k - Cached - More
pages from this site

20. Mobil.cz: Ericsson T65 ? urcite si jej oblibite (recenze)
Open this result in new window
... integrovanou antenou, podpora obrazkovych a hudebnich
textovek, hry, obrazky nadispleji,
alei kalendar, ukolovnik, GPRS a e-mail ?to vse je Ericsson T65.

WWW. moBi |.cz/mobilni_komunikace/mobilni_telefony/abecedni_prehled_mt/sonyericsson/ericssont65recenze

011213.html - 101k - Cached - More pagesfrom thissite
Results Page:
1 2345678910Next
Web Images Directory Yellow & ages News ?
Advanced Web Search
Preferences
Copyright 22003 Yahoo! Inc. All rights reserved. Privacy Policy -
Terms of Service - Ad Feedback
Search Technology provided by Google

Service Time:0.124495029449463

0.12 seconds.

As the above results shows, it is the pure text version for searching that keyword

‘Ericsson T65’ viaYahoo. The servicetimeis shown at the last line of the result and is about

Of course, the results are too long to display at many mobile devices at once.

Therefore, we introduce the result-slicing mechanism to handle those very long results.

However, for the convenience of explanation in the following examples, we assume all later
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examples show the results at once. The result-slicing mechanism will be demonstrated in

another individual subsection.

Except querying the contents for some keywords through the specified search engines,
moreover, the eMARE also allows the user to fetch al links of that web page. To achieve
that purpose, the subject of operational e-mail has to be composed as follows:

& & PWD(secret);& & AQUERY L (2,Ericsson T65);

The results of the above commands are shown as follows:

identification number: 2343813

1, http://rd.yahoo.com/M=224039.1984929.4456210.1922510/D=yaho0/S=2766679:HEA D/A=1522569/R=0/* http://search.yahoo.com

2, http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/I=WSH/*-http://search.yahoo.com

3, http://drs.yahoo.com/S=2766679/K =Eri csson+T65/v=2/SI D=e/I=WY H/* -http://www.yahoo.com

4, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/SID=e/I=WHL/* -http://hel p.yahoo.com/hel p/us/ysearch/

5,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WA ST/* -http://search.yahoo.com/web/advanced ?p=Ericsson+T65& ei=UTF
-8

6,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WPRT/* -http://search.yahoo.com/search/preferences?pref_done=http%3A//s
earch.yahoo.com/search%3Fp=Ericsson%2520T65& pref_cancel=http%3A//search.yahoo.com/search%3Fp=Ericsson%2B T65%26ei=UTF-8
7,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/l=\WNIT/*-http://images.search.yahoo.com/search/images?p=Ericsson+T65& e
i=UTF-8

8,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=\WWNDT/* -http://search.yahoo.com/search/dir ?p=Ericsson+T65& e =UTF-8

9,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SID=e/I=WNY-T/*-http://yp:search.yahoo.com/search/ypredirect ?p=Ericsson+T65& ei
=UTF-8

10,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=g/I=WNNT/*-http://search.news.yahoo.com/search/news?p=Ericsson+T65& ei=
UTF-8

11,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/l=\WNPT/*-http://search.shopping.yahoo.com/search?p=Ericsson+T65& ei=UT
F-8& cop=mss&__ yltc=s:2766679,d:14489115,sec:srchtab,sk:products,k:QUERY.p_rd_safe

12, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/l=WHS/* -http://hel p.yahoo.com/hel p/us/ysearch/basi cg/basi cs-03.html

13, http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/I=WS1/R=1/H=0/* -http://www.sonyericsson.com/T 65/

14, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=1/NW=1/H=0/* -http://www.sonyericsson.com/T65/

15,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=1/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=k1pjZxDOy_8J:www.sonyericsson.com/T65/

16,

http://drs.yahoo.com/S=2766679/K=Ericsson+T 65/v=2/S| D=e/l=WS3/R=1/* -http://search.yahoo.com/search?p=Eri csson+T65& ei=UTF-8& v
st=0& vS=www.Ssonyericsson.com

17, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/l=WSL/R=2/H=0/* -http://www.purkissk.freeserve.co.uk/C3-ERT65.HTM
18,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=2/NW=1/H=0/* -http://www.purkissk.freeserve.co.uk/C3-ERT65.H
™

19,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =W S5/R=2/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=1_CPFogGIm4J:www.purkissk.freeserve.co.uk/C3-ERT65.HTM

20,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS3/R=2/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& v
st=0& vs=www.purkissk.freeserve.co.uk

21,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=3/H=0/* -http://www.cel lul ar.co.za/phones/ericsson/2001/ericsson_t
65_gprs.htm

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=3/NW=1/H=0/* -http://www.cellul ar.co.za/phones/ericsson/2001/eri

csson_t65_gprs.htm

23,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS5/R=3/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=LsCY 5eelpcY J:www.cellul ar.co.za/phones/ericsson/2001/ericsson_t65_gprs.htm

24,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/SI D=e/|=WS3/R=3/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& v
st=0& vs=www.cellular.co.za
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25,
http://drs.yahoo.com/S=2766679/K =Ericsson+T 65/v=2/S| D=e/l=WS1/R=4/H=0/* -http://www.esato.com/l ogos/col our/index.php?=2& pid=1
5

26,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/I=WS1/R=4/NW=1/H=0/* -http://www.esato.com/l ogos/col our/index.php?=2
&pid=15

27,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=4/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=RuH4HG6A 15gJ:www.esato.com/logos/col our/index.php%3Ft=2%26pid=15

28,

http://drs.yahoo.com/S=2766679/K =Ericsson+T 65/v=2/S| D=e/l=WS3/R=4/* -http://search.yahoo.com/search?p=Eri csson+T65& ei=UTF-8& v
st=0& vs=www.esato.com

29,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|I=WS1/R=5/H=0/* - http://www.expansys.com/regproduct.asp?code=ERIC_M
OBT65

30,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/I=WS1/R=5/NW=1/H=0/* -http://www.expansys.com/regproduct.asp?code=E
RIC_MOBT65

31,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=5/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=2K zK L OPON90J:www.expansys.com/regproduct.asp%3Fcode=ERIC_MOBT65

32,

http://drs.yahoo.com/S=2766679/K =Ericsson+T 65/v=2/S| D=e/l=WS3/R=5/* -http://search.yahoo.conm/search?p=Eri csson+T65& ei=UTF-8& v
St=0& vs=www.expansys.com

33,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/I=WS1/R=6/H=0/* -http://it.asial.com.sg/reviews/phones/por001_20011108.ht
ml

34,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/| =W S1/R=6/NW=1/H=0/* -http://it.asial.com.sg/reviews/phones/por001_2001
1108.html

35,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/SID=ell=WS5/R=6/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=prUPzpas94EJ.it.asial.com.sy/reviews/phones/por001. 20011108.html

36,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/l=W.S3/R=6/* =http://search.yahoo.com/search?p=Ericsson+T65& e =UTF-8& Vv
st=0& vs=it.asial.com.sg

37, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =\WS1/R=7/H=0/* - http://f ocus.msn.de/D/DC/DCE/DCE97/dce97.htm

38,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=EWST/R=7INW=1/H=0/* -http://f ocus.msn.de/D/DC/DCE/DCE97/dce9d7.htm
39,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SID=¢e/l=WS6/R=7/*-http://tool s.search.yahoo.com/language/transl ation/transl atedPa
ge.php?tt=url & text=http%3A//focus.msn.de/D/DC/DCE/DCE97/dced7.htm&1p=de_en

40,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/| =W S5/R=7/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=gEc08aADTml J:focus.msn.de/D/DC/DCE/DCE97/dce97.htm

41,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SI D=e/|=WS3/R=7/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& v
st=0& vs=focus.msn.de

42,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/| =W S1/R=8/H=0/* - http://www.monsi eurprix.com/listing/gen/J000026017.htm
|

43,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS1/R=8/NW=1/H=0/* -http://www.monsi eurprix.com/listing/gen/J000026
017.html

44,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =W S6/R=8/* -http://tool s.search.yahoo.com/language/transl ation/transl atedPa
ge.php?tt=url & text=http%3A//www.monsi eurprix.conVlisting/gen/J000026017.html & Ip=fr_en

45,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=8/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=RmOKkP4eT FalU J:www.monsi eurprix.com/listing/gen/J000026017.html

46,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SI D=e/|=WS3/R=8/* - http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& v
st=0& vs=www.monsieurprix.com

47, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/l=W S1/R=9/H=0/* -http://www.itavisen.no/art/1298070.html

48, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=9/NW=1/H=0/* -http://www.itavi sen.no/art/1298070.html

49,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =W S5/R=9/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8&
url=Q9_vRr3pCoUJ:www.itavisen.no/art/1298070.html

50,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SI D=e/| =W S3/R=9/* - http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& v
st=0& vs=www.itavisen.no

51, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=10/H=0/* -http://www.wml club.com/docs/fags/ericssont65.htm
52,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/| =W S1/R=10/NW=1/H=0/* - http://www.wml club.com/docs/faqg/ericssont65.ht
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m
53,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS6/R=10/* - http://tool s.search.yahoo.com/language/transl ation/transl atedP
age.php?tt=url & text=http%3A//www.wml club.com/docs/fagg/ericssont65.htmé& Ip=es_en

54,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=10/* - http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
& url=911PA JPbX EA J:www.wml club.com/docs/fags/eri cssont65.htm

55,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS3/R=10/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=www.wmlclub.com

56,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/I=WS1/R=11/H=0/* - http://www.portel .it/tel fonini/model .asp?model_num=16
6

57,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS1/R=11/NW=1/H=0/* -http://www.portel .it/tel ef onini/model .asp?model _
num=166

58,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS6/R=11/* -http://tool s.search.yahoo.com/language/transl ation/transl atedP
age.php?tt=url & text=http%3A//www.portel .it/tel efonini/model .asp%3Fmodel_num=166& Ip=it_en

59,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=11/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
&url=hGY 9Y L_7Gsl J:www.portel.it/telefonini/model .asp%3Fmodel_num=166

60,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS3/R=11/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=www.portel.it

61, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/I=WSL/R=12/H=0/* -http://www.megaf onmoscow.ru/phones/ericsson/

httb://drs.yahoo.conv S=2766679/K=Ericsson+T65/v=2/S| D=¢/|=WS1/R=12/NW=1/H=0/* -http://www.megaf onmoscow.ru/phones/ericsson/

63,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=12/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
& url=DORfK 98bNvM J:www.megaf onmoscow.ru/phones/eri csson/

64,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/SID=e/|=WS1/R=13/H=0/* - http://www.ericsson.fi/inf ocenter/news/articles/t65.shtml

65,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WSI/R=13/NW=1/H=0/* -http://www.eri csson.fi/infocenter/news/articles/t6
5.shtml

66,

http://drs.yahoo.com/S=2766679/K =Ericsson+T 65/v=2/SI D=g/I=WS5/R=13/* - http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
& url=-btpe-NJBUA J:www.ericsson.fi/infocenter/news/arti cl es/t65:shtmi

67,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SID=¢e/I=WS3/R=13/*-http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=www.ericsson. fi

68,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=14/H=0/* - http://mobil e.tiscali.it/l SeuropicsCat.j sp?idsezione=69&i
dPhone=2

69,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =W S1/R=14/NW=1/H=0/* - http://mobil e.tiscali.it/l/europicsCat.j sp?idsezion
e=69&idPhone=2

70,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =W S6/R=14/* - http://tool s.search.yahoo.com/language/transl ation/transl atedP
age.php?tt=url & text=http%3A//mobile.tiscali.it/| s'europicsCat.j sp%o3Fi dsezi one=69%26i dPhone=2& Ip=it_en

71,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS5/R=14/* - http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
& url=GGKilleOrmoJ:mobile.tiscali.it/l S'europicsCat.j sp%63Fi dsezi one=69%26i dPhone=2

72,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =W S3/R=14/* - http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=mobile.tiscali.it

73, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/I=WS1/R=15/H=0/* -http://mts.perm.ru/phones/se_t65.html

74, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/I=WSL/R=15/NW=1/H=0/* -http://mts.perm.ru/phones/se_t65.html

75,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS5/R=15/* - http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
&url=BR6_OrnRXawJ:mts.perm.ru/phones/se_t65.html

76, http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SI D=e/I=WS1/R=16/H=0/* -http://se.kelkoo.com/b/al/ss_Ericsson_t65.html

77, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=¢/I=WS1/R=16/NW=1/H=0/* -http://se.kelkoo.com/b/a/ss_Ericsson_t65.html
78,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=16/* - http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
& url=pQvvS8piey8J:se.kelkoo.com/b/a/ss_Ericsson_t65.html

79,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/| =W S3/R=16/* - http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=se.kelkoo.com

80, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=¢/|=WS1/R=17/H=0/* -http://dk.kelkoo.com/b/a/ss_Sony_ericsson_t65.html

httb://drs.yahoo.conv S=2766679/K=Ericsson+T65/v=2/S| D=e/|I=WSL/R=17/NW=1/H=0/* -http://dk.kelkoo.com/b/a/ss_Sony_ericsson_t65.ht
ml
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82,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=17/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
&url=anBmMtTP7AAJ.dk.kelkoo.com/b/alss_Sony_ericsson_t65.html

83,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SI D=e/|=WS3/R=17/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=dk.kelkoo.com

84, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=18/H=0/* - http://no.kelkoo.com/b/a/ss_ericsson_t65.html

85, http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/|=WS1/R=18/NW=1/H=0/* -http://no.kelkoo.com/b/alss_ericsson_t65.html

htt’p://drs.yahoo.com/ S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=18/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
& url=SasO09ymuDA J:no.kelkoo.com/b/a/ss_ericsson_t65.html

87,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =W S3/R=18/* - http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=no.kelkoo.com

88, http://drs.yahoo.com/S=2766679/K =Ericsson+T 65/v=2/S| D=e/|=WS1/R=19/H=0/* -http://www.reviewcentre.com/reviews1082.html

89,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/SI D=e/|=WS1/R=19/NW=1/H=0/* - http://www.reviewcentre.com/reviews1082.html

htt’p://drs.yahoo.com/ S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WS5/R=19/* -http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
& url=DEkr| SOAyugJ:www.reviewcentre.com/reviews1082.html

91,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =W S3/R=19/* - http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=www.reviewcentre.com

92,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/| =W S1/R=20/H=0/* - http://www.mobil .cz/mobilni_komunikace/mobilni_telef
ony/abecedni_prehled_mt/sonyeri csson/ericssont65recenze011213.html

htt’p://drs.yahoo.com/ S=2766679/K=Ericsson+T65/v=2/S| D=¢/|=WS1T/R=20/NW=1/H=0/* - http://www.mobil .cz/mobilni_komunikace/mobiln
i_telefony/abecedni_prehled_mt/sonyericsson/ericssont65recenze011213.html

94,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/l =W S5/R=20/* - http://cp.yahoo.net/search/cache?p=Ericsson+T65& ei=UTF-8
& url=e361HSU2cuY J:www.mobil.cz/mobilni_komunikace/maobilni_telefony/abecedni_prehled_mt/sonyericsson/ericssont65recenze011213.ht
ml

95,

http://drs.yahoo.com/S=2766679/K =Ericsson+T65/v=2/S| D=e/| =\W.S3/R=20/*- http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8&
vst=0& vs=www.mobil .cz

96, http://us.rd.yahoo.com/search/navbar/pages/2/* =http://search.yahoo:com/search?p=Ericsson+T65& ei=UTF-8& b=21

97, http://us.rd.yahoo.com/search/navbar/pages/3/* -http://search:yahoo.com/search?p=Ericsson+T65& ei=UTF-8& b=41

98, http://us.rd.yahoo.com/search/navbar/pages/4/* -hitp://searchiyahoo;com/search?p=Ericsson+T65& ei=UTF-8& b=61

99, http://us.rd.yahoo.com/search/navbar/pages/5/* -http:l/search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& b=81

100, http://us.rd.yahoo.com/search/navbar/pages/6/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& b=101

101, http://us.rd.yahoo.com/search/navbar/pages/7/* -http://searchiyahoo.convsearch?p=Ericsson+T65& ei=UTF-8& b=121

102, http://us.rd.yahoo.com/search/navbar/pages/8/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& b=141

103, http://us.rd.yahoo.com/search/navbar/pages/9/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& b=161

104, http://us.rd.yahoo.com/search/navbar/pages/10/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& b=181

105, http://us.rd.yahoo.com/search/navbar/nexts/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& b=21

106, http://us.rd.yahoo.com/search/navbar/nexts/* -http://search.yahoo.com/search?p=Ericsson+T65& ei=UTF-8& b=21

107,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WNIB/* -http://images.search.yahoo.com/search/images?p=Ericsson+T65& e
i=UTF-8

108,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SI D=e/|=-WNDB/*-http://search.yahoo.com/search/dir ?p=Ericsson+T65& ei=UTF-8
109,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/SID=e/I=WNY B/*-http://yp.search.yahoo.com/search/ypredirect ?p=Ericsson+T65& el
=UTF-8

110,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WNNB/* -http://search.news.yahoo.com/search/news?p=Ericsson+T65& e =
UTF-8

111,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WNPB/* -http://search.shopping.yahoo.com/search?p=Ericsson+T65& ei=U
TF-8& cop=mss&__yltc=s:2766679,d:14489115,sec:srchtab,slk:products,k: QUERY.p_rd_safe%20%3EProducts%3C/a%3E%3C/b%3E%20%
20%20%3C/pre%3EY60A %3C/div93E%0A %3Ctabl €%620cel | padding=5%20cel | spaci ng=0%20border=0%20width=100%%20bgcol or=e0e0
€0%3E%3Cinput%620ty pe=hi dden%20name=x%20val ue=wrb%3E%3Ctr%3E%0A %3Ctd%20nowrap%20wi dth=10%%3E%3Ch%3EYour%
20Search: %3C/b%3E%20%3Cinput%20si ze=42%20name=va%20val ue=

112,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/|=WA SB/* -http://search.yahoo.com/web/advanced?p=Ericsson+T65& ei=UTF
-8

113,

http://drs.yahoo.com/S=2766679/K=Ericsson+T65/v=2/S| D=e/I=WPRB/* - http://search.yahoo.com/search/preferences?pref_done=http%3A//
search.yahoo.com/search%3Fp=Ericsson%2520T65& pref_cancel =http%3A//search.yahoo.com/search%3Fp=Ericsson%2B T65%26ei=UTF-8
114,

http://rd.yahoo.com/M=224039.1984930.4456222.1922511/D=yah00/S=2766679:FOOT/A=1524869/R=1/* http://privacy.yahoo.com/privacy/
uslysearch/

115,
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http://rd.yahoo.com/M=224039.1984930.4456222.1922511/D=yah00/S=2766679: FOOT/A=1524869/R=2/* http://docs.yahoo.com/info/terms/
116, javascript: ADFlaunch()
Service Time:1.33884716033936

Different to the &&AQUERYC command only shows the text version of webpage
contents, these links are also be numbered, and the pages of these links can be fetched again
by commands ‘& & AFWID(no,identification number)’ by both specifying those numbers and
the identification which is given in the first line of the result. To achieve the functionality,
the system will store these results into the result table of database of eMARE. When the
user executes the & & AFWID command, the system will refer the data item of that database to
seeif thelink isvalid or not. If the link isvalid, it will fetch the document of that page, and
send it to the mailbox of theuser.  Of course, the links which are stored in the database do not
occupy the resources forever. Actualy, the system will automatically remove those

out-of-date data periodically.

This example shows the possibility for the user to extract diverse information on the
Internet (such as stock quote, dictionary word querying, game box scores, and real-time news)
by specifying the appropriate querying string.  Ifthe.user is familiar with the encoding format
of querying string for any specified search engine, the link of that search engine and the
encoding method of querying strings can be added, removed, and modified through the WWW
interface of the web site of e MARE.  Thisisagreat flexible way to expand the information

retrieval ability of the mobile devices.
6.6.3 Examplelll: Fetching any web pages on the I nter net

Not all users want to query the information through the search engine by entering the
keyword. Actually, in many cases, most of the users only want to fetch some specified web
page to review some rea time information on those web sites (i.e

http://news.yam.com/general to review the real-time news in Taiwan,

http://tw.stock.yahoo.com/sltse.html  to quote the stock prices from TAIEX, and

http://www.twvs.tnc.edu.tw/cgi-bin/bbs/list to browse the title of posts of school’s discussing

board). The major common characteristic of those mentioned web sites is the contents will
be automatically updated. In general, every time when the user is browsing one of those web
pages, their contents will be different. That is, for the user, the address of URL is al the
same, but the contents are always different. Therefore, if the user wants to view those
mentioned pages by e-MARE via her mobile device, the system may just ssmply querying
those web dsite in the same URL every time. This work can be done by &&AFW(no)
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command. Of course, at the first, the user also has to request the available built-in web page
links. Thiswork can be done by command, & & SAW, and the results of & & SAW is shown as

the follows:

1, ,http://lwww.nctu.edu.tw

2, http:/lwww.twvs.tnc.edu.tw
3,Yahoo's Homepage, http://mww.yahoo.com

4, http://www.kimo.com.tw

5,Google's Homepage, http://www.google.com.tw
6,Whitehouse's homepage, http://www.whitehouse.gov

7,.C http:/tw.stock.yahoo.com/s/kimo_listEO4.html
8, http://tw.stock.yahoo.com/s/s’/kimo_day2357.html
9, http://news.yam.com/general

10, The news of Whitehouse,http://www.whitehouse.gov/news

11, PDA http:/lwww.twvs.tnc.edu.tw/pda

12, http://lwww.chinatimes.com

13,NBA offical site http://www.nba.com

Service Time:0.0338478088378906

If the we are interested in the contents of the webpage of USA White House, according to
the list shown at above, we compose & &AFW(6) @as the subject of the operational e-mail, the
results will soon be ready in the user's mailbox, and it is shown as follows:

Skip to ContentText OnlyGo to Search

Welcome to the White House PresidentNewsVice PresidentHistory & ToursFirst LadyMrs. Cheney
Welcome to the White House GovernmentKids OnlyEspanolContactPrivacy PolicySiteMapSearch
Welcome to the White House Receive Email Updates
In Focus

Medicare

Irag

Nationa Security

Economic Security

Homeland Security

More Issues

EnEspa |

News

Current News

Video

Press Briefings

Proclamations

Executive Orders

Radio Addresses

Appointments

Nominations

Application

Offices

Global Communications

USA Freedom Corps

Faith-Based & Community

OMB

More Offices

Magjor Speeches

Saddam Capture
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UN Address

National Address

Iragi Freedom

National Address

State of the Union

Photos

Arriving for the State Dinner President George W. Bush, Philippine President Gloria Macapagal-Arroyo, her
husband Jose Miguel Arroyo and Laura Bush greet the press from the North Portico of the White House Monday,
May 19, 2003.

Photo Essays

December 17, 2003 | Last Updated 7:52 p.m. (EST)

President Commemorates 100th Anniversary of Wright Brothers Flight

President Bush on Wednesday spoke from the Wright Brothers National

Memorial at the First Flight Centennial Celebration. full story

E-Gov Chief Discusses Electronic Government on Ask the White House
Karen EvansE-Gov Chief Karen Evans discussed her vision for
E-Government on the first anniversary of the signing of the E-Gov Act
of 2002. Read the full transcript. full story

Commerce Secretary Don Evans Reads "Cowboy Night Before Christmas®
Don

Evans Secretary of Commerce Don Evans participated in the second
night of holiday bedtime stories by reading "Cowboy Night Before
Christmas." full story

FTC Chair Discusses Anti-Spam Bill on/Ask the White'House

FTC Chairman Tim Muris Federal Trade Commission Chairman Tim Muris
appeared on "Ask the White House" Tuesday to discuss the anti-SPAM

bill. Read the transcript.

Fact sheetFact Sheet: Anti-Spam Law

full story

President Bush Signs American Dream Downpayment Act of 2003
President Bush on Tuesday signed into law the American Dream
Downpayment Act of 2003, which will help approximately 40,000 families
ayear with their down payment and closing costs, and further

strengthen America’s housing market. full story en Espa |

Fact sheetln Focus. Home Ownership

More White House News
Barney Cam Il Barney Reloaded
Barney Cam 1
Barney Cam Il: Barney Reloaded Barney Cam |I: Barney Reloaded, the
highly anticipated sequel to last year's holiday blockbuster video
Barney Cam, was unveiled Friday by Mrs. Bush.
Real MediaFormat - Click Here to view video
Windows Media Format - Click hereto view video
Barney Cam 2
A Season of Stories
A Season of StoriesFirst Lady LauraBush selected "A Season of
Stories" combining the wonder of the season with the magic of classic
children's stories that have shaped American culture.
Ready to Read - Just Click Here
Ask the White House
E-Gov Chief Discusses Electronic GovernmentE-Gov Chief Karen Evans
discussed her vision for E-Government on the first anniversary of the
signing of the E-Gov Act of 2002. Read the full transcript..
Ask the White House
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Economic Security
Tax Relief Helps Economic Growth New job figures rel eased on December
5, 2003 and other recent indicators show America's economy is gaining
strength, and the President's jobs and growth plan is working.
President| VicePresident| FirstLady| Mrs. Cheney| News&
Policies
History & Tours| Kids| Your Government| Appointments| Jobs|
Contact | Text only
Accessibility | Search| Privacy Policy | Help

Service Time: 1.45368385314941

To compare the result with the original web page, we show the origina web page in
Figure 6.16.

‘2 Welcome to the White House - Microsoft Internet Expl - o x|
182 e R0y FEmEA) TRO) FREH) ‘ "
Qr&~-Q~ X2 ) Ors jawes Sur & -0~ [

#381E(D) [€] hitp://www.whitehouse.gov/ j BT |ES

President = News * Vice President + History & Tours = First Lady = Mrs. Cheney -~

B The White House

PRESIDENT GECRGE W. BUSH

YOUR GOVERNMENT ESPARGL COMTACT PRIVACY POLICY SITE MAP SEARSH

-
M EMAIL UPDATES I SEARCH

In Focus
= Medicars )
+Iraq _ President Commemorates 100th Click here to walch the holidewy
e Se. | Anniversary of Wright Brothers Flight
" Home =curity President Bush on Wednesday spoke fram the
Wright Brothers Mational Memorial at the First

Flight Centennial Celebration.

December 17, 2003 | Last Updated 7:52 p.m. {EST}

.V E-Gov Chief Discusses Electronic
LD Erenes Government on Ask the White House
- [ e | E-Gaov Chief Karen Evans discussed
W N her vision for E-Government on the
|| first anniversary of the signing of the
E-Gov Act of 2002. Read the full
transcript.

Appointments

= Nominaticns
= Application

. moom1:1o

BARNEY CAM Il

Lol Barney Cam II: Barne
“Globsl Commerce Secretary Don Evans o e e
.E;I::'_ICSIIC:Z':; Reads "COWboy nght Before Barney Cam |l: Bamney Reloaded, the
" Faith-Based & Christmas" highly anticipats =l to last y=ars
. g:_?;;—"r""" g * Secretary of Commerce Don Evans :L'isl_"v:l; F":;Es} - II_I_SEE;':::'_'”'
Ao ..‘_1?'- par_tlu:lpated _|nthe se_u:ond nlght_nf B s [ v

', o’ 4 holiday bedtime stories by reading

Major Speeches WL "Cowboy Night Before Christmas. !E " A SEASON OF STORIES

= Saddam Capture = :

*UN Address A Season of Stories

= National Address First Lady Laura Bush selected "A Sesson LI

Figure 6.16: The webpage of http://www.whitehouse.gov.

As mentioned earlier, all information on the Internet can not be covered in a single search
engine. To retrieve the comprehensive information on the Internet or even local area network,

the user has to refer more than one information sources. There are many researches
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[2][5][19][43][45] have been dedicated to related topic. No matter what the proposed system
of research is, most of the systems provide the unified WWW interface for the user to retrieve
the information. In this situation, the integrated multi-search system may be treated as a
higher level mediator for many different information sources, and it also provides the higher
level querying commands such as SQL-like querying commands in reference [45]. However,
to fetch these integrated information retrieval systems, the accessing method of e MARE is
still the same except the keyword will be leveraged into the higher level SQL-like querying

command.
6.6.4 Example | V: Executing a program in execution server of eMARE

The eeMARE can not only alow the user to access the web pages on the Internet but also
allow the user to execute the program remotely. The user can install some programs via the
WWW interface in advance, and then execute these programs by specifying the desire
commands. The WWW interface has been introduced in Section 6.4. At the first, the user

can list the avail able programs of e-MARE by specifying the following commands:
& & PWD(secréet); & & SAP,

The results will be returned as follows:

1,ps ax

2,netstat

3,finger

4,./fetchTtable
5,public_html/programs/minhuang/rtnews.php
6,who

7ls

8,pwd
9,public_html/programs/minhuang/lookupw.php

Service Time:0.0328488349914551

Again, the user can encode the following commands to execute the second program on

the remote execution server:
& & PWD(secret);& & ARE(2);

The results for executing the ‘netstat’ command in the execution server are shown as

follows:

The command executed result is shown as follows:
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 mail.twvs.tnc.edu:40115 mail .twvs.tnc.ed:telnet ESTABLISHED
tcp 0 0 mail.twvs.tnc.ed:telnet mail.twvs.tnc.edu:40115 ESTABLISHED
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tep 0 0 mail.twvs.tnc.edu.:smtp msr86.hinet.net:52275 TIME_WAIT
Active UNIX domain sockets (w/o servers)

Proto RefCnt Flags Type State I-Node Path

unix 9 [ DGRAM 1135 /dev/log

unix 3 [ STREAM CONNECTED 1919  /tmp/.X11-unix/X0
unix 3 [ STREAM CONNECTED 1918

unix 3 [ STREAM CONNECTED 1911 /tmp/.font-unix/fs7100
unix 3 [] STREAM CONNECTED 1910

unix 3 [] STREAM CONNECTED 1913  /tmp/.X11-unix/X0
unix 3 [ STREAM CONNECTED 1901

unix 2 [ DGRAM 1873

unix 2 [ DGRAM 1698

unix 2 [ DGRAM 1603

unix 2 [ DGRAM 1525

unix 2 [ DGRAM 1450

unix 2 [ DGRAM 1201

unix 2 [ DGRAM 1147

[runner@mail runner]

The above examples are utilizing the built-in shell commands of the server to achieve the
user’s purpose. In theory, every shell programs and shell commands of the Mobile Agent
Execution Server (Which is a RedHat Linux server) can be found and executed by eeMARE
properly. In our prototype system, we,utilize the following code fragments to achieve the
execution purpose (issueAgent.pl):

my $telnet = Net:: Tel net->new(RHQOST);
$telnet->login(RUSER,RPASS);

my @lines = $telnet->cmd($remds);

$result .= "The command executed resultis shown as follows:\n";
foreach (@lines)

Presult =$ ;
}

$result .="\n";

The codes of fragment are a simple version of issueAgent.pl. It mainly utilizes
Net::Telnet module to login into the Mobile Agent Execution Server, and sends the commands
(which is encoded in $rcmds) to the server, then collects the results through the standard 1/0
mechanism. It is just a gateway for the user to send and execute her desired commands
remotely via her mobile devices. The main works for simply information retrieval are al

completed in the users' customize program.

If the user wants to write some customize program to filter the information on the Internet
in her own way, she may write her own program in any programming language, and upload it
to the Mobile Agent Execution Server, and compose an operational e-mail to call the program,
and letting that program to do the delegated works remotely.

For example, suppose the user wants to browse the real-time news on the
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http://news.yam.com/general, the popular way is to activate a web browser and enter the

desired URL. The documents of http://news.yam.com/general/ are shown in Figure 6.17.
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Figure 6.17: The screen snapshot of http://news.yam.com/general.

In fact, the built-in command ‘& & AFW’ can partly fulfill the user’s purpose. However,

the command ‘& & AFW’ can only simply filter unwanted HTML tags for general purpose.

It

can not custom the specified web documents to fulfill the user’'s desire according to the

characteristic of each kind of web page. In this case, utilizing the & & AFW commands to

fetch http://news.yam.com/general web page will return the results which are shown as the

follows:

yam.com

Help U
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udn-yam
> >
2003-12-18 00:33

I | | | | TVBS

12/18 00:16

12/18 00:16
70
12/18 00:16
WHO
12/18 00:16

p
12/18 00:16

12/18 00:16
12/18 00:16
12/18 00:16

12/18 00:16
TOP

12/17 23:40
TOP

TVBS

12/17 23:45
TOP

Service Time: 498015

Obvioudly, the above results have many unwanted information for the user. In this
example, the user may utilize PHP programming language to write a real-time news fetching

program (rtnews.php) as follows:

#/usr/bin/php -q
<?php
$fp = @fopen(‘http://news.yam.com/genera’, 'r');
while($line = @fgets($fp, 1024))
{
$nline = ereg_replace("([\t \n])+", "\1", $line);
$nline = ereg_replace(" * ","\n ", $nline);
$contents .= trim($nline);

}
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$contents = ereg_replace(" * ", $contents);
$contents .="\n";
$new_str =  strip_tags($contents);
echo $new_str;
>

The above will retrieve the document of the address * http://news.yam.com/genera’, filter

the unwanted tags, and reformat the display style for the documents. The sample results are
shown in Figure 6.18.

@ 203.71.176.6 - KKman _=lslx|

R0 EHEE) AL BIRQ) BESESD) HWEED) ARFEN B *f
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SQES B bbs://20371.1766 ~|cEGdEYRH X

lic_html/programs/minhuang/rtnews.php | more =

o 1.203.71.176.6

T s N T
Figure 6.18: The results after executing the rtnews.php.

As shown in both Figure 6.17 and Figure 6.18, the original document in Figure 6.17 is
rich in several images, and formats. However, through the ‘rtnews.php’ programs, most of
the unwanted tags and formats will be cleaned. The filtered result is concise, and it is
encoded in ASCII standard text. Hence it is very suitable for reading by mobile user viathe

resource-limited mobile devices.

Again, athough the program code is simple and clean, but the tag strip and web
documents fetching functions are both time-consuming works. In the most cases, they
aways need a powerful CPU with lots of resources. It is impossible for many

resource-constraint mobile devices. However, through the remote program executing
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mechanism of e-MARE, the news on the Internet now can be gotten by mobile devices in a

very easy and simple way.

For example, we may compose the following command in e-mail client to launch

‘rtnews.php’ viamobile device:
& & PWD(secret);& & ARE(5);

The results will soon be ready in user’s mailbox, and it is shown as the follows:

The command executed result is shown as follows:

TOP

12

14
NBA

7~9
SARS

TOP [ ] -

[ ]

TOP

[runner@www runner]
Service Time: 653129

Clearly, the results generated by customized program is much better than the one that
generated by & & AFW command directly fetched from that specified web page. It aso
means that the framework has the great flexibility for the user to design and utilize their

customized application on the remote host via his resource-constraint mobile device.

Alternately, to speed up whole process for querying the news or information on the
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Internet, there is also a feasible way by the automatically regular program launcher, ‘cron’
daemon, under UNIX-based operating system. That is, in UNIX-based Mobile Agent
Runtime Server, the user may create cron table to regularly execute the user’s customized
information retrieval application. The application should fetch the documents from the target
information sources, analyze the contents of those documents, and generate those results into a
simpleversion HTML file. The HTML fileisthen stored at the home directory of user’s web
sitein astructural format.  Finally, the user may directly use & & AFW command of eeMARE

to fetch the arranged information from the other information source on the Internet.

For example, we install some programs for generating the extracted information on the

specified home directory of the operating system, which is shown in Figure 6.19.
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Figure 6.19: Installing some programs at the home directory on the operating system.

As Figure 6.19 shows, ‘yam_news _gen.php’ is the program for generating the extracted
information, and the ‘yam_news.html’ is the extracted information file. As described earlier,
thefile, ‘yam_news.html’, basically is a concise text version of target web documents.  In the
file ‘index.php’, we may directly link the concise text version at our homepage. The file of
‘index.php’ is shown as follows:
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<html>
<head>
<title>

<ftitle>
</head>
<body>
<center>

<hr>

<ahref="intro.html"> </a><br>
<ahref="yam_news.html'> </a><br>
<ahref="kimo_climate.html'> </a><br>
<ahref="kimo_fnews.html"> </a><br>
<ahref="kimo_rank.html"> </a><br>
<ahref="cnn_news.html'>CNN News</a><br>
<hr>

Programmed by Min-Huang Ho, DCS. Lab, CIS, NCTU, Taiwan, ROC.
<hr>

</center>

</body>

</html>

The screen for the above ‘index.php’ is shown in Figure 6.20.

2 BFER; - Microsoft Inte _ ol x|
D) HIEE BV #HUESW IED #EEH) W@

QEE~Q~ x 7 » #s  smes >
{E4k(D) EIhttp:,r'fm.r'.n.w*.r.thws.tnc.edu.t\,vjpda,ﬂrnfcnuj o8 | ERE

EIEEEE =

EEIE

CHN Mews

Frogrammed by Min-Huang Ho, DCS. Lab, CIS, NCTU, Taiwan, ROC.
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Figure 6.20: The screen of index.php.

a e |

As Figure 6.20 shows, the user may browse the listed information sources by click the
hyperlink on the screen. If the user has clicked the finance news of listed item, the screen

will be shown as Figure 6.21.
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Figure 6.21: The concise version of the finance news on the Internet.

Of course, to regularly generate these,concise text version documents of information
sources, to edit the cron table is very important. = For-example, the table may be looked the
same as Figure 6.22.  In this example, we.install four programs for regular execution.  After
the table was installed into the opefating system, the cron daemon will handle these installed
programs to generate the appropriate text files, ‘and finally, these text files can be fetched
through WWW protocol. Because the extracting works are all done by server, the mobile

device will not to worry about the executing environment.
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Figure 6:22: Thelcron table of our example.
6.6.5 ExampleV: Parallel and distributed execution programsin eMARE

In the e MARE framework, we provide a simple'mechanism that allows the mobile user
to execute several programs in parallel. " “Through the parallel execution mechanism, the user
may specify the number of paralelism by the ‘&&APE(no)’ command, and then, the
following commands will be executed in parallel. For example, if the mobile user has
composed the following subject of operational e-mail:

& & PWD(secret); & & APE(3):& & AFW(1);8 & AQUERY C(5, Ericsson T65);& & ARE(2);

Thus, the commands ‘& & AFW(1)’, ‘& & AQUERY C(5,Ericsson T65)’, and ‘& & ARE(2)’
will be executed by different worker agent. Each worker agent is responsible for one
specified command. The worker agent can be at the same server with main mail server, or it
can be at the different server too. All worker agents are independent, thus the results will be
replied to mobile user respectively. That is, in this example, the user will receive three
different replies from different worker agent. However, in some situations, the user may
want to write a program to analysis all fetched documents, then extract and combine only the

desired fields. In such situation, the user may compose another following subject of
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operational e-mail:
& & PWD(secret);& & APES(3);& & ARE(9);& & AQUERY C(5,Ericsson T65);& & AFW(2);

The &&APES will do the above mentioned works for the user. In this example, the
results of last two commands (& &AQUERY C(5,Ericsson T65), and &&AFW(2)) will be
redirected to the first command (& &ARE(9)). That is, the program specified by the first
command will get the chance to analysis the results of the following two commands. This
will let the mobile user obtain the chance to write a program for filtering the results, and then

sends a more precise or concise result to the user.

Again, the worker agent can be installed via WWW interface of e MARE. Of course,
the system developer may also manually install the system into any e-mail ready server. The
related information of installed worker agent also has to be registered into the database server
of eMARE. Hereafter, the & & APE commands can be applied to specify the operationa
e-mail executing the subsequent commands in parallel way. The number of parallelism and
the place of worker agent can be referred from-the database of eMARE.

Through the above mentioned mechanism,.the system developer or mobile user may
install many information retrieval applications or programs into several servers under different
networks, and write a program to structurally‘combine the fetched results which are returned
from different server. It means that the user may achieve the distributed computation by

mobile device under our eeMARE framework.

Although the runtime of each worker agent is independent, the worker agent also can
communicate each other. However, due to the system and platform of worker agent can be
very diverse, to directly communicate between two worker agentsis very difficult. Thus, we
implement a blackboard messaging mechanism to solve the situation. The blackboard
messaging mechanism was installed in an independent database server of eeMARE, and the
information of the database can be accessed by BBCoordinator and MBCoordinator. That is,
if aworker agent wants contact to the other worker agent, it has to through BBCoordinator or
MBCoordinator. This mechanism has been described in Section 5.5.5.

6.6.6 Example VI: Executing mobile agentsin EAMRE

The previous examples are all encoded their commands in the subject of operational

e-mail. The body of e-mail is needless to fill any content, but for some more complex tasks,
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the user may want to write some mobile agents to execute or contact to the available mobile
agent runtime environment on the Internet. In eMARE, if the mobile user wants to write a
program in operational e-mail, the codes of the program has to be embedded in the body of
e-mail, and be embraced with the symbol * &&<’ and ‘>&&’. Currently, our framework can
process three types of language, Perl, PHP, and shell script. The user has to specify the
language type for processing by & & LANG(type) command. The type can be set as PERL,

PHP, or SHELL. Thatis, if the subject of incoming operational e-mail is encoded as follows:
& & PWD(secret);& & LANG(PERL);

Manager Agent will try to extract al of the statements between the symbol ‘& &<’ and
‘>&&’. All of the statements will be packed into afile, and be uploaded to the runner home
directory of execution server. IssueAgent will execute the program remotely through
TELNET protocol. All of the execution results have to be outputted to standard I/O. They
will be redirected into the ResultWrapper. Of course, for some complex situation, the results
also can be generated into afile. The ResultWkapper will also download that file, and return
it to user as an attachment of e-mail. .- This mechanism is one of the best ways to write a
mobile agent for accessing the traditional mobile agent-runtime environment system which is
available on the network.

6.7 Discussions about transferringbytes and time comparisons

For the resource-limited mobile devices, the transferring bytes and execution time from
the server for the user’s information retrieving operation is a very important consideration.
In this section, we compare the transferring bytes and execution time between two different
methods, the e-MARE framework and the traditional web browsing method. We design five
distinct typical querying operations to compare the differences between eeMARE framework

and traditional web browsing method. The five experiments are described in Table 6.2.
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Table 6.2: The five distinct typical querying operations.

Typical querying operations Detail description

El: & & SASE; Requesting the available search engines or information sources in the
e-MARE's database.

E2:& & AQUERY C(7,2303); Quoting the stock value from a free rea-time stock quote web site
(http://stock.kimo.com.tw) according to the results of E1.

E3:& & AQUERYL(5,T65); Querying the keyword ‘T65 to the famous search engine ‘AltaVista
(http://www.altavista.com) according to the results of E1.

E4:& & SAP; Listing al of the available remote programs pre-installed in the Execution
Server.

E5:& & ARE(4,30); Executing the fourth program of the Execution Server according to the results
of E4, and passing the argument ‘ 30’ to that program.

Experiment E1 is the most basic operation for a mobile user to query the useful
information from the Internet by the e MARE framework. The purpose of E1l isto list al the
available search engines or information resources in the eeMARE’s database. Each available
search engines and information sources was settled to a distinct number, which can be
specified in the following further querying commands, such like command ‘& & AQUERYC’
and ‘&&AQUERYL'. In fact, the dataitem in the database of e MARE can not be merely a
simple URL but also a complex format of querying. string. Any information source which is

supporting HTTP protocol can be easily accessed via this mechanism.

Experiment E2 is a typical examplefor retrieving the information from the information
source. In E2, we specify the 7™ information source as the target for information retrieval.
Because we has settled some appropriate arguments for 7" information resource for quoting a
real-time stock information of Taiwan Stock Exchange (TAIEX) in advance, we can just easily
provide the stock id number in the &&AQUERYC command, and the real-time stock

information will be quoted and be sent to user’s mailbox.

Providing the ability for a user to retrieve more complete information through the mobile
device is adso an important purpose of eeMARE. To full utilize the ready-made search
engines on the Internet is the easiest way to achieve this purpose. Experiment E3 shows a
feasible solution. We encode the querying string of a famous search engine ‘AltaVista
(http://www.altavista.com)’ into 5™ item of the e MARE’s database. Thus, the command of
E3, &&AQUERYL(5,T65), will send the keyword, ‘T65’, to AltaVista. The eeMARE will
filter all of the links of the querying results from AltaVista, and sent them back to the user’s
mailbox. Each link will be specified a distinct identification item number by e-MARE for

further handling. Consequently, the mobile user may intensively surf all the information on
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the Internet which is provided by search engines through this mechanism.

The users also can execute some information retrieval application programs on the
remote Execution Server. Experiment E4 shows how to list the available programs of
eMARE. The command, ‘&&SAP, will return an e-mail reporting all of the available
remote programs of the Execution Server. Some information sources provide the Application
Program Interface (API) for user to custom her own information retrieval application. In
such case, the user may design an information retrieval program, and upload it into the
Execution Server through the web interface of e MARE framework. Then, in experiment E5,
we can use command ‘& & ARE’ to execute that program remotely. The meaning of E5 is to
execute 4™ program provided by Execution Server with the argument, 30. In this experiment,
the 4™ program is a school timetable querying program for a specified teacher. The passing
argument is ateacher’sid number of a senior high school.  Different to the information which
is filtered from the web page, the information provided by program can be prepared in a
well-formed format.  All the measurements for these five experiments are shown in the Table
6.3.

Table 6.3: File size and time consuming comparison.

Response Time

Experiment Description FilesizeineeMARE - Filesizein Web
(micro-second)

E1: && SASE; Depends on theitem numbersiafthe 81,684 | The same as e MARE.
search engines list.

E2:& & AQUERY C(7,2303); | 2K Bytes 353,557 | 91.7K Bytes

E3:& & AQUERYL(5,T65); | 9K Bytes 530,693 | 39.6K Bytes

E4:& & SAP: Depends on the |tem numbers of the 131,324 | N/A
available programs list

E5:& & ARE(4,11); 1K Bytes 504,765 | 9.01K Bytes

As shown in Table 6.3, we found that all of the five operations have executed their works
in a very short time, and in the most cases, the results will have been prepared in the user’s
mailbox before the user’s next time fetching operation. Due to al of the results returned
from the eMARE server is basic standard ASCII format, the transferring bytes are
dramatically reduced. We believe that the mechanism is very suitable for mobile devices to

retrieve the information from the Internet.
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Chapter 7

Applications

In this chapter, we will demonstrate some practical and useful applications which were
applied the e MARE framework. The outcomes from these applications show that e MARE
framework can improve information accessing ability and efficiency of the mobile users
dramatically. It is very suitable and useful for many wireless mobile computing based

information-oriented and information-concentrated projects.

7.1 Information retrieval on the I nter net

As the description in Chapter 6,sthe eeMARE. allows the mobile user easily query the
information on the Internet via her imobile device. . Inthis section, we will go through the real

whole information retrieval processin detail.

Suppose we are interested in“quoting the'real time stock value at anywhere in anytime.
In general case, there are lots of free stock quote web site on the Internet. One of the most
popular examples in Tawan about TAIEX market is http://stock.kimo.com.tw and

http://stock.yam.com. Figure 7.1 shows the example screen of http://stock.kimo.com.tw and

Figure 7.2 show the example screen of http://stock.yam.com. In those web sites, the user

may choose her interesting stock, and browse the real-time value and related information
about that stock in the web browser on desktop or notebook PC. Most of these kinds of web
sites provide many categories for the user to customize their browsing preferences. That is,
for a stock quoting user, she may choose to browse all stock values of the same sort company

or just choose one specific company.
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Figure 7 1: http //stock k|mo com.tw.
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Figure 7.2: http://stock.yam.com.

If the user chooses to show all the stock values of the same type company on the web

browser, for example the company about the automobile, the screen will be shown as Figure
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7.3.
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Figure 7.3: All stock list of the companyj about automobile.
In this example, we may easily to find that the querying string is shown as follows:
http://tw.stock.yahoo.com/s/kimo_listT221.htm!?rr=10726177510120.8847874848407946

Obvioudly, the following ‘rr=10726177510120.8847874848407946' is the identification
for advertisement, and is not irrelevant to the content of this time of search. Thus, the major

guerying string is shown as follows:
http://tw.stock.yahoo.com/s/kimo_listT221.html

Again, comparing the above querying string to the example for querying the stock value

of first classification of electronic companies which is shown in the following:
http://tw.stock.yahoo.com/s/kimo_listT231.html

In this case, we may recognize that the URL address of the stock gquote information will
be http://tw.stock.yahoo.com, and ‘s’kimo_list’” will be the pre-string of the querying format,
and then the ‘*.html” will be the post-string of the querying format. Furthermore, obviously,
the T221 or T231 should be the classification number of the stock value of TAIEX market on
the web site.  Thus, for the mobile user, she may set these arguments (URL, pre-string,
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post-string) to the database of e MARE in advance by WWW interface. Hereafter, she can
compose the following subject of operational e-mail to query the specified classification of

company stock value through her mobile device:
&&PWD(secret);&&AQUERYC(9,T221);

The result of the querying results is shown as the follows:

Yahoo!

2 A Yahoo!

92/12/29

2201

14:30
41.40
41.30
41.40

0.40

5000

41.80
41.80
42.10
41.30

2204

14:30
59.50
59.00
59.50

0.50

1363

60.00
59.50
60.00
59.00

2206
14:30
7.50
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7.50
7.55
0.10
12278
7.40
7.40
7.60
7.35

2207
13:30
37.80
37.80
37.90
0.10

243
37.70
37.70
38.00
37.60

92/12/29
Service Time:504906

In the same example, the above situation is that when the user wants to browse many
companies at a time. However, in many cases, there are lots of mobile users will only to
guery one or little stock value in the market. "At the same web site, if the user has entered the
stock id number 2330 into the web site, and'pressithe‘query’ button, the URL will be encoded

asfollows:
http://tw.stock.yaheo:comis/s/kimo_day2330.html

Again, we may conclude that the URL-address is always * http://tw.stock.yahoo.com/’,
and the pre-string is ‘s/'s’kimo_day’, the post-string is *.html’. The screen after the user has
entered the stock id is shown in Figure 7.4.
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Figure 7.4: The screen_df querylng the stock id 2330.
| ‘ J kT
To quote the specific stock prlce via moblle devlce by eeMARE framework should

L-~ a

compose the following command: &
&&PWD(sééret);&&AQUE’hYC(7,2330);

After the user has sent her operational e-mail, few minutes later, the results will be

already in the user’s mailbox, and it is also shown as follows:

Yahoo!

El HA Yahoo!

/
1 92/12/29
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2330

14:30
62.0
62.0
62.5

0.0
15651
62.0
62.0
62.5
615
@
(92/12/25 )
24 ADR 0.88 0.07 (9212/25 )
100 (9212124 )
23 ADR 9.95 0.04 (921224 )
s 9212123 )
9211223 +)

Service Time:514830

Although the above results have'many unwanted information, but those documents of the

various information sources can be.read;on-the user's mobile device now, still less those

unwanted information can also be filtered by some elaborate codes of programming language,

such as the statement ‘ §//’ statement in Perl.

Except quoting the stock on the Internet, looking up new words on the Internet dictionary

viamobile device is dso a very easy work at eeMARE framework.

In general, if a user has

entered the work ‘amazing’ into the dictionary site (http://tw.dictionary.yahoo.com/) on the

Internet, the screen will the same as Figure 7.5.
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a (FFER adjective ) adv. (BlFadverb )
a. ( IBZEE adjective )

Lo A (AR

adv. ( Bf& adverb )

1L IA] R

Figure 7.5: The ‘sﬁcréen omtt.p://@w.d‘fct_ionary.yahoo.coml.

Ela .
Meanwhile, the URL was encoded as the follows:

http://tw.diét@,onar_y&ahoo.éom/word/amazing

Ya:oO! ., .
ﬁ"@‘o%ﬂ ﬁ By | BESHA | Tohoo! HEE m‘;”m':s”ég
N SalRFREF
el . B
FHE
A BT IR | S
EHEE - SRR - amazing = o= AR
amazing [omez1p |

-

Obviously, the encoded string’'¢an * be separated into the URL part

“http://tw.dictionary.yahoo.com/, and the pre-string part, ‘word’.

In this example, there is no

post-string at al. The result through eeMARE for looking for the word ‘amazing’ is shown

as follows:

The fetching result for http://tw.dictionary.yahoo.com/word/amazing is shown as follows:
Yahoo!

= A Yahoo!

(G ) <<>>
> > amazing

amazing

a ( adjective)  adv. ( adverb)
a ( adjective)
1
A top
adv. ( adverb)
1
A top

= A Yahoo!

22003 Yahoo! Taiwan Inc. All Rights Reserved.

Service Time:590536
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Thus, utilizing eeMARE framework, through mobile device under unstable and expensive

Internet connection, the user also may easily look for the new English word from the Internet.
7.2 Information retrieval from various infor mation sour ces

Not only the information on the Internet are suitable for e MARE framework, the other
information resources are but also suitable for accessing through eMARE framework.
Different to the mechanism described in Section 7.1, the functions for fetching the information
from the information resources other than Internet can not be used directly by the built-in
commands, &&AQUERYC, &&AQUERYL, and &&AFW. Conversely, the user has to
design her information retrieval application on the remote host, and activate those applications
by the command ‘&&ARE of eMARE framework. Thus, the user can fetch any
information on the Internet or of the local area network. This section will describe such

works in detail.

Suppose there is a web site which, provides the class timetables for the student and
teacher of high school. In general; the content of.timetable is only readable for WWW

browser, and it is shown in Figure 7.6.

A F R R SR FS 2 - Microsoft Internet Explorer =] %]
fE=(E) #isE) wRN) #veEA) TED HREH) ]
QEE-O- K@ b s awes Sur ©|- .3 [

FH4k(D) |@ http:/ v twevs tnc.edu.tw/course/showtable_t.php2diff= j S E= | EiE

* 2 £
FLER Bp B R AL By ] &
BEMBSRLFE ¢ 1024768 « H022A23E Lk - A i e RICRERE .
At E P EREMEE B S A A

'l'

-

HEREE Wi [RUERE | BUBTRR |
[E—®] 4R88:92-12-31-(=) [T—&]
Weszrss [agn] 2602
92-12-29 §2-12-30 82-12-31 93-01-01 93-01-02
B BE Tewo Em- Em= EMim EHE
1 08:05-08:35 BARS Bt
2 09:00-09:50
3 10:00-10:50 TEBE
4 11:00-11:50 SEBE
5 12:50-01:40
6 01:45-02:33 SO
7 02:45-03:93 TEEA
8 03:40-04:30 LERS -
AmmERSR10H H

Figure 7.6: An example of teacher’s timetable of high school.
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As shown in Figure 7.6, the layout of timetable is a table, and it is not easy to display
perfectly on limited display size of mobile device. Moreover, to perfectly transform the
screen layout to pure text-version is very difficult. Fortunately, to this information source,
there is more than one solution to fetch such timetable into the display of mobile device. If
the user is only allowed to access the web interface, the user should write an application to
analyze the layout of timetable, and transform it to mobile device readable layout. On the
other side, if the user is allowed to directly access the original database of all timetables, she
may write an application directly accessing the database, and fetching the desired data from
the database.  In the following example, we assume the latter case.

Suppose, the user has the right to access the database of course timetables. To view the
teacher’s or class's timetable via mobile device, at the first, the user has to write a program for
fetching the related data from the course database (in this case, the database management is
MySQL executed under Linux operating system). The Perl program, ‘fetchTable', for
fetching the related table is shown as follows:

#!/usr/bin/perl
use DBI;

my $dsn = 'DBIl:mysqgl:92A Course: 203.71.176.6';
my $US€I’ - '****';
my $password =~ = "F***
my $dbh;

my $sth;

my @ary;

my $techNo;

my $tlist;

my $clist;

my $slist;

my $ttable c;

my $ttable s;

my $rs;

my $qstr;

$techNo = SARGV[0];

$dbh = DBI->connect($dsn, $user, $password, { RaiseError => 1});

$astr = "select * from tlist order by techno";

$sth = $dbh->prepare($qstr);

$sth->execute();

while($rs = $sth->fetchrow_hashref())

{
$tno = $rsf{ 'techno'} ;
$tna = $$rs{ 'name’};
if (length($tna)>0)

{

$tlist{"$tno"} = $tna;
}
}
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$astr = "select * from clist order by crno”;

$sth = $dbh->prepare($qstr);

$sth->execute();

while($rs = $sth->fetchrow_hashref())

{
$erno = $$rs{ 'crno'} ;
$erna= $rsf 'crname’} ;
if (length($crna)>0)

{

$elist{ "$crno"} = $erng;
}
}

$astr = "select * from dlist order by subno”;

$sth = $dbh->prepare($qstr);

$sth->execute();

while($rs = $sth->fetchrow_hashref())

{
$subno = $$rs{ 'subno'} ;
$subna = $$rs{ ‘fullname’} ;
if (length($subna)>0)

{

$dist{"$subno"} = $subna;
}
}

$astr = "select * from alltable where full date>="20030901" and. fulldate<="20030905" "
"and techno="". $techNo . " order by week, section";

$sth = $dbh->prepare($qstr);

$sth->execute();

$i=0;

while($rs = $sth->fetchrow_hashref())

{ Si++,
$tweek = $$rsf ‘week'};
$tsection = $rs{ ‘section’};
$tindex = $tweek . $tsection;
$terno = $$r{ ‘crno’};
$tsubno = $$rs{ 'subno’};

$ttable cf "$tindex"} = $terno;

$ttable s{"$tindex"} = $tsubno;

$ce = $elist{ $terno} ;

$ss = $dlist{ $tsubno} ;

print " ($tweek, $tsection) = ($cc, $ss)\n";
}

$target = $tlist{ $techNo} ;
print "The target is $target\n";
print "Total: $i hours.\n";

In ‘fetchTable’ program, it accepts the number of teacher in Tseng-Wen vocationa high
school (http://www.twvs.tnc.edu.tw), and generates the weekly course timetable for that
specified teacher. For example, if we order the following command at the operating
environment of Mobile Agent Execution Server:
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JfetchTable 11

The program will generate the results as shown in Figure 7.7.

¥ 203.71.176.6 - KKman

fE=(E) RERE) faR(\) ErE(0) BBSiE4(D) FHFHHEE) SEMRZN) HEEH)
= # % & & 5 W i © i
SEiE Eiris TEE B E KKcity 47&h4iE | PC home ePaper Shopping 2
e @ F & @ pbs/203.71.176.6 B

[root@www runnecr]#

o 1.203.71.176.6

RIS 00:13 IRTERSRE HUM
Figure 7.7: The executing results'of command ‘fetchTable 11’.

Through the service of eeMARE, after the user has sent the operational e-mail subjected

‘&&ARE(4,11)’, the result will soon be at the user’s mailbox, and it is shown as follows:

The command executed result is shown as follows:
1,3 =( ,
1,49 =( :
1,7 =( :
(1,8) =( ,
(2,1 =( ,
(2,2) =( ,
(2,5) =( :
(2,6) =( :
2,7)=( ,
(2,8)=( ,
(5,1 =( ,
(5,2) =( :
(5,3) =( :
(5, 4)=( ,
(5,6)=( ,
(5,7 =( :

N N N N N N N N N N N N N N N
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Thetarget is
Total: 16 hours.

[runner@www runner]
the command is ./fetchTtable 11.

Service Time:841108

Applying the technology mentioned above, the mobile device now can be utilized to
obtain all the information in the database management system though the appropriate designed
program and e-MARE framework.

The other information sources which are applied in another protocol are just the same
technology as the above approach. That is, in another aspect, although some information
sources do not provide the HTTP protocol (such as Z39.50) and web service to serve the
remote user, they always still connected on the network. Furthermore, many of them are
connected to the Internet, and serve their client in some specific network port. By default,
the commands of eMARE for fetching the web documents are through the standard HTTP
port, which is numbered 80. For those information sources do not provide the HTTP port,
the built-in commands of eeMARE can‘be applied, for information retrieval of mobile users.
In such case, to design or to install :the specific information application into the Mobile Agent
Execution Server of e MARE is a feasible alternative solution.

7.3 Remote displaying via e-MAREframewor k

To be a mobile information carrier, the most important defect is the size of screen. The
limited size screen of mobile device can not show large enough information at once. The
user often scrolls the screen while she is reading documents, especialy for the document that
is not designed for mobile devices. Fortunately, because the e MARE framework can
initialize the remote application by operational e-mail through mobile device, the user can
expand the mobile device's display ability by implementing remote displaying, printing, and
remote FAX. Following will explain the detail implementation.

Remote displaying technology is a very easy but useful application for the limited size
mobile device to expand its displaying ability. The basic idea and architecture is shown in
Figure 7.8. As shown in Figure 7.8, from the viewpoint of the user, she may compose an
operational e-mail, which is combined with the displaying commands in the subject of that
e-mail. Those commands will control the contents of Public Display Point (PDP) through
the e MARE server. In general, the related information about the contents of PDP and the
controller is stored in the blackboard server. The eeMARE server will access that server to
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find the most suitable information for displaying at PDP. That is, the user may modify the
information of the blackboard system by e-MARE’s commands, and the PDP will generate the
web contents according to the contents of the data table of the blackboard system.

—

WWW Server
Database Server
(Blackboard server)

The user composes
the operational e-mail

i%
Public Display Point
Figure 7.8: The basic architecture-of remote displaying technology.

As the earlier explanation and from the viewpoint of the server, PDP is the client of
service, and it is merely a web browser which is browsing a specified web page of the server
web site.  The web page of server web site is controlled by a manager program, and the
program will adjust the contents of web page according to the specified data item in eeMARE
blackboard system. Because the specified data items are controlled by mobile user via

e-MARE, the user may indirectly control the PDP via her mobile device.

For example, in this section, we construct a dedicated web site for remote displaying

application which is addressed at http://www.twvs.tnc.edu.tw/~remote. To activate a PDP by

that URL address has to be encoded with the site number, siteno. The homepage of
http://www.twvs.tnc.edu.tw/~remote/index.php?siteno=1 is shown in Figure 7.9.
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A Remote Displaying - Microsoft Internet Explorer __
REE HIEED BEYD BUBEQ TAD REO i
QLra- 0O HNREAG Pes s @ur @ -2 A S

#H(D) ] ttpforwrw torvs.tne.edu. twi~remotefindex phpTsiteno=1 v BBz EiE

' !l Rmote Displaying Service v1.0
u An application of e-MARE framework

pubic service e-mail account: emare@mail2.twvs.tnc.edu.tw

[=]E3
/ :;'

Site Number: 1
This site has not be activated yet!
Please using RDON(1) by e-MARE
to activate this site and get the specified access ID!

Figure 7.9: The main webpage of http://www.twvs.tnc.edu.tw/remote.

As shown in Figure 7.9, because this is our first time to access the PDP #1, there are

some messages shown in the web page (emai ning us to construct this PDP by RDON(1)
command through e-MARE. Aftg:'"ifhe usef’é*ag;tivated this PDP by RDON(no), the
homepage of this PDP will soon be'k:hange‘d!?a?s:shdwn in Figure 7.10.

A Remote Displaying - Microsoft Internet Explorer _r_ |&|
TEZRE) fREE HR0 FHEEW ITED R >
Ot-8-O HREAG Pz @ue @ 2-oEJEJE 3
AREHED |f§] hitpeffwwrw twvs.ine.edtwi~remotedndes php Yaiteno=1 hc | FeEE R

~
l !l fimote Displaying Service v1.0
/ An application of e-MARE framework
pubic service e-mail account: emare@mail2.twvs.tne.edu.tw
Site Number: 1, Connection Status: minhuang is connecting!(99)
ID URL Description Content Links
1 http://www.nctu.edu.tw B asE A e TR &&RDC(id,1,1); &&RDL(id,1,1);
2 http://www.cis.netu.edu.tw s A B EIRER &&RDC(id,1,2); &&RDL(id,1,2);
3 http://news.yam.com/general EE R R &&RDC(id,1,3); &&RDL(id,1,3);
4 http://news.chinatimes.com FHEFE T4 &&RDC(id,1,4); &&RDL(id,1,4);
5 http://tw.stock.yahoo.com,/s/ tse.html SRS &&RDC(id,1.5); &&RDL(id,1.5);
6 http://tw.stock.yahoo.com/'s,/ kimo_listEo4.html LG T--ICELEREINE H T &&RDC(id,1,6); &&RDL(id.1,6);
7 http://tw.weathers.yahoo.com Yahoo! HFERE (SHFER) &&RDC(d,1.7); &&RDL(id,1,7):
8 http://tw.weathers.yahoo.com/week.html Yahoo! HFEEH { —EXRFEH ) &&RDC(id.1,8); &%&%RDL(id.1,8):
g http://www.ettoday.com ETtodaysE 5 SR &&RDC(id,1.9); &&RDL(id,1.9);
10 http://www.nba.com NBA official web site &&RDC(id,1,10); &&RDL(id,1,10);
11 http://tw.stock.vahoo.com/d/i/vol_tse.html LRS- - b EF T &&RDC(id,1,11); &&RDL(id,1,11);
12 http:/ /tw.stock.yahoo.com/s/s/kimo_day2330.htm] S8 %= RIHRIRE &&RDC(id,1,12); &&RDL(id,1.12);
v

Figure 7.10: The screen snapshot after the system has received the command, &&RDON(1).
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As shown in Figure 7.10, each web page of remote displaying has its own serial number
which is called Ste Number. In this example, its Ste Number is 1. This number is
specified by the PDP while the browser has been connected to
http://www.twvs.tnc.edu.tw/~remote. If the user wants to browse the contents of listed web

site, she may just issue the & & RDC(id,1,n0) command to the service account of e MARE, if
the user wants to view all links of the specified URL, the & &RDL is instead of & &RDC.

For instance, if the user wants to browse the web page of http://news.yam.com/general, the

user has to issue the command, & & RDC(id,1,3), in this PDP. Conversely, if the user wants
to browse al links of the web page of http://tw.stock.yahoo.com/s/kimo_listEO4.html and

further dig those links on that page more depth, the command, & &RDL(id,1,3) is much
preferred than & & RDC(id,1,3).

Meanwhile, the remote site serial number is started at 1, and the O is the page browsing
commands. The mean of these commands are shown in Table 7.1.

Table 7.1: The mean of &&RDC(id, 0, n) commands.

Commands Description

&&RDC(id,0,0); | Return to the hemepage of hitp:/Aiwww.twvs.tnc.edu.tw/~remote.

&&RDC(id,0,1); | Scrall the screen to the top of the webpage.

& &RDC(id,0,2); | Scroll Page Up.

& &RDC(id,0,3); | Scroll Page Down

& &RDC(id,0,4); | Scroll up oneline.

&&RDC(id,0,5); | Scroll down oneline.

Each PDP has a unique site number. If a computer want to be a PDP, the only thing has
to do isjust to connect the specified URL address with the unique site number, which is shown

asfollows:

http://www.twvs.tnc.edu.tw/~remote/index.php?siteno=1

Because the HTML document of the mentioned URL is passive and has not be applied
any other active client web technology (such as Java Applet or ActiveX), the page has to
refresh itself regularly for updating the user’s requests.  In our implementation, the document
will refresh itself every 60 seconds. Each time while the page is refreshing, the program of
web server will checks the actSite table of the database in the blackboard server to see if the
status is changed or not. Then, the appropriate user-defined HTML document will be
generated for the specified number of remote displaying site.

To activate the remote displaying function for the mobile user through e-MARE, the user
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has to initiate the command & &RDON(siteno). After managerAgent of eMARE has
received the operational e-mail with that command, it will look up the user’s information from
the user profile database, and check the user’s accessing right. If the user has the right to
access the remote site, and the specified remote site has not registered yet, that specified site
will be assigned to the mobile user, and give a time quota for the user’ accessing process.
This value (the default value is 100) will be stored at the TimeToLive field of actSite table.
Each time while the web page is being refreshed, the value of TimeToLive will be subtracted
to 1. If finally the value of TimeToLive be subtracted to zero, the user’s related information
will be wiped out from the actSite table of blackboard system. However, if the user’s has
been to alternate any information in actSite table, the value of TimeToLive will be restored
into default value. It means the user will enforce to be disconnected if she has not accessing

her information on the data table for 20 minutes.

To achieve the earlier functionalities, the manager of system will maintain a table, called
actSite, in blackboard system’s database, whichsis shown in Table 7.2.

Table 7.2: The table structure of actSite.

no Siteno Status TimeToLive | showLinks | user Id

| nteger I nteger I nteger Integer Integer String I nteger

As shown in Table 7.2, the field ‘no’” is the serial number of all site number, and the
‘siteno’ is for identifying these data fieldsis for what site. The field ‘status' is for recording
the current state of the site, and ‘ TimeToLive' is a time period to see if the access ability of
user is still valid or not.  The field ‘showLinks' is the direction to the web page to redirect to
the appropriate web link.  Finaly, the field ‘user’ is the user’s account, and the ‘id’ is random

number for each access phase of the user.

After the user has submitted the command, & & RDON(1), to eMARE viathe operational
e-mail, the web page of site number 1 will be changed as soon as possible. The returned

e-mail is shown as follows:

Activating Public Display Point
Username: minhuang

SiteNo: 1

Status: Successful.

ID: 9469170

Service Time:0.102436065673828

It means that the identification number is 9469170, and this number is the token for the

user to further access the web document. However, if the remote web site is being handled
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by someone else, the returned e-mail will tell the user that this remote web site is unavailable.

In such case, the contents of the return e-mail will just like the contents of following:

Activating Public Display Point

Username: minhuang

SiteNo: 1

Status: The site number is already activated by others.
Service Time:0.0305600166320801

If the user has successfully grabbed the right for controlling one of the remote displaying
sites, the screen snapshot will be just like the screen which is shown in Figure 7.10.

As shown in Figure 7.10, the web page now is showing the connected user’s information
and the value of TimeToLive. Meanwhile, the system will return an identification number to
the user. The identification number is a unigue number for the verification between the user
and the system in the latter accessing works. Only the user who provides the identification
number can further interact with the web page of the PDP.  For example, in this case, if the
user has composed the following commands after she has registered the remote displaying site

no.1l:
&&RDC(9469170,1,3);

The screen of PDP siteno 1-will soon be changed into the screen which is shown in
Figure 7.11.
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Figure 7.11: The screen snapshqt-_ajt_er_tne &&RDC commands has issued.

Now, the user may utilize the &&RDC(Id 0, no) series commands to further control the
position of web documents.  Of course, if the use has no any actions to this remote displaying
site for a long time, the remote displaying site will soon be changed to the screen which is
shown in Figure 7.9. If the user has submitted the & & RDL(id, 1, no) series commands, the
web page of remote displaying site will like the screen which is shown in Figure 7.12.
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Figure 7.12: Utilizing the &&RDL QQ ands td show the URL list in PDP.

The application of Public Dlsplaymg mechanlsm will provide the mobile to control the
public display point by their mobile devices.  Because the commands for accessing PDP only
need three ssimple commands, & & RDON, &&RDC, &&RDL, even the very low level GSM

cellular phone can be used in this mechanism.
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Chapter 8

Conclusions

The major disadvantages of mobile devices to be the information retrieval platform isthe
limitation of display size, low computing ability, limited power, and the unstable and
expensive network connection. To provide the ability and maximum flexibility for the
mobile user to directly access the Internet and private database on the LAN through their
mobile device, moving most of the works to the back-end server isavery important idea. In
this dissertation, we enhance and expand this idea, and propose the e MARE framework to

maximize the mobile user’s flexibility.

There are some products and services letting the user to access the information on the
Internet through the mobile devices inthe market, but for now, these products and services are
just providing some simple and poor interface for. the user to operate their remote information.
There is no a whole and complete solution for versatile heterogeneous mobile devices. We

compare those products or researches to our e MARE framework at Table 8.1.

Table 8.1: The comparison between e-MARE and other related works.

Items Our | |nfo-On-Demand | Wwwamail | Mobile iSMS AvantGo
Approach Hotmail
Cdlular
SLPEOitE] All All Desktoppc | Collular Celular 1 oy neand
Platforms Phone Phone PDA
Information Private Personal
Sources Al Database WWWw Mailbox Al www
Simple
Exectite Remote Yes Batch No No Yes No
Programs
Program
I e Yes No No Partial Partial No
Flexibility
Main Access E-mail . . Sync
Media and Al E-mail E-mal SMS SMS Software
Red-Time Yes Yes Yes Yes Yes No
Access
Very . .
Cost Low Low Moderate Ex . Expensive Expensive
pensive

Aswe can seein Table 8.1, the e MARE framework is avery complete solution about the

related issues which were mentioned earlier.  Via eMARE, a mobile user can not only send
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the simple commands to operate the remote mobile agents, but also write his own mobile
agents to the server by his limited mobile device. Because the framework provides the
mobile user maximum flexibility to access their information through the mobile device, we
expect the framework will be the easy and powerful tool for the mobile users to retrieve his
interested information on the Internet or private database on the local area network.

Utilizing the instructions provided by e-MARE, the user can easily operate the mobile
information retrieval agent embedded in the main server to retrieve the interested information
from the Internet or private databases via her mobile devices. Not just the embedded mobile
agent, the user can design her own mobile agent at their mobile device, and then launch that

agent to the remote host on her own purpose.

Our proposed eeMARE has many advantages. Firstly, for the mobile user, the
networking connection will be required only at the time while the e-mail was being sending
and receiving. The networking connection doesn’t need when the user is designing the
mobile agent or reading the results. , Thus; our:mechanism will greatly reduce the cost of
networking connection for mobile users. —Secondly, the e-mail application is the most popular
application for networked devices. (It is an easy and-fast implementation for any devices.
Moreover, the user interface of e-mail application:is simple and similar, thus, eeMARE is very
easy to be deployed into any mobile devices. Finally, the operational e-mail can be treated as
a normal e-mail message. It can be read, replied, or even forwarded to other's mailbox.
Then, the system can achieve the characteristics of reusability, cross-platform, and simplicity.
Of course, al of the works can be done at desktop PC or notebook too.

In conclusions, the main contribution of this dissertation is to propose an e-mail-based
mobile agent runtime environment, and implements a prototype system named e-MARE.
Through the mechanism, no matter what the device is, and no matter where the user at, the
user can use the unified user interface to design, launch, and operate the mobile agent to
achieve her own purpose. Because of the off-line characteristic of e-mail protocol, the
mobile agent has more time to retrieve and analyze the documents fetched from the network
and the Internet. The system may prepare some results with good quality as an e-mail, and
then send it to user's mailbox. Under this framework, the user can do anything just as sheis
using the desktop PC with good networking environment, even though she is just using a

mobile device with poor networking environment and poor computation power.
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