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ABSTRACT

As the Internet is used more and more for business, security mechanisms in the
electronic world are needed to replace established practice in the paper-based world.
While basic digital signature schemes are able to provide most of the functionalities
of personal signature, they are-less than ideal for institutional purpose or a proxy
purpose. A proxy signature schemerwas.introduced in order to solve this problem
without revealing the secret information-of-a person who wants to delegate his digital
signature signing power to someone else.

Actually, most of the proposed schemes are theoretical research, because the
proxy schemes are not in practice on the field of cryptography. Digital signature
Algorithm (DSA) and Elliptic curve DSA (ECDSA) which are pretty well known by
their security properties. We develop a proxy signature based on the DSA in which
leads the proxy signature scheme on applications in practice. Moreover, PKIs
(Public-Key Infrastructures) integrate digital certificates, public cryptography, and

certificate authorities into a total worldwide network security architecture. A typical
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PKI is less effort for utility of proxy signature. We design a new procedure to make
proxy signatures adopt for PKIs leading to the proxy signature more applicable in
practical application.

On the other way, we develop a forward-secure proxy signature scheme. It
guarantees that the secret key material at present (or up to date) does not compromise
the secrecy of the earlier signature or encrypted material; and it also must be achieved
in a simple way, in particular without requiring distribution or protected storage
devices, and without increasing key management costs. The forward-secure proxy
signature scheme also can be applied on proxy time limitation.

The advantages of the one-time signature generation and verification are very
efficient and useful for chip cards where low computation complexity is required.
Lamport first invented a one-tim¢" digital “signature scheme based on one-way
functions. However, the Lamport one-time scheme requires a large amount of space
for storage of authentic information if a large number of messages are signed. We
improve the Lamport one-time signature on the amount of storage space for public
keys and signed message saving storage space and propose an efficient scheme to sign
a long message. We also develop a one-time proxy signature scheme in which we

make the Lamport one-time signature useful in practice.



S

¥

THECIALS PR ARSI PEBLRBARE T ERL
EHE PO NE Tl RN N FRPERELF B RrPERE F D
hoge mEE G pXABYREHE - HEGEE LA 305 N LK 04 FFRR

& FIA ABGER > &2 FEERE Y B Aaf e @IOES A

B ey o AR FT ey 4

R#1FE =9 2T AT fENBG OB E 0 £ HEIEERAE
SEEM I E R REE AR P E L kB ERe ) AR Sl

ISR ELHRPE L - pEFREL PP e B L E T MR R n
SIAR o Byt s B o

W r L AR PRRAFEN R ERIF A CRE RS A R
Ho R BT KRS BB AR KRS A P KR A

he b B 4 DAGEREER A

L T

44
3
A
4y
A
H
1%
H
K
wr
(o)
4y
O
=
%
C'ji
St
23
=
%
'

HEFE LT E-BLr Fiod  ERORHALILER S EW

vi



On Proxy Signatures with Forward-Secure and One-time

Properties and their Application in PKI

Contents

LT B T s I
ABSTRACT ..ottt bbbttt v
S = TSSOSO T PRTPRPTOPTRTION VI
LIST OF TABLES. ... .ottt sbe e ne e Xl
LIST OF FIGURES ..ottt s shafis ettt X1l
CHAPTER 1 INTRODUCTION ...ttt 1
1.1 MOTIVATION. ... i e i e 1

1.2. RELATED WORK ...c..utiiiiiiiiiiiieiieete ettt 5

1.3. RESEARCH CONTRIBUTIONS ......uttitieiierittenireeteenieeereenieesreesiresneesenesneeneneenne 9

1.4. ABOUT THIS DISSERTATION .....c.coouiiiiiiiiniiiiiniieiieie et 10
CHAPTER 2  PRELIMINARIES ..ottt 11
2.1. DIGITAL SIGNATURE .....ceouttrttintieettenieeeteeiee st esieesareesreesieeeneesineeneeseneeneens 11

2.2. PROXY SIGNATURE ......oeouiiiiiiiiiiieiiiiesitete ettt st 13

2.2.1. Proxy signature background .....................cccccoccveveiiieniiiieniiieniieennnens 13

2.2.2. PROXY SIGNATURE REQUIREMENTS ....uuuuiiiiieiiiiitiieeeeeeeeretseneeeeeeeeessennnnns 15

2.2.3. Proxy signature model ...................cccooeeuiioiiiiianiiiaiieiieeieee e 16

vii



2.2.4. Proxy Signature ProtoCol..............cccccccouveveeeescueeenieeesieeeeieeeeieeeneeens 18

2.2.5. Strong proxy SIQNATUTE ................cccecuieeiirieiiiienieiiieeeeeeee e 20
2.3. FORWARD-SECURE SIGNATURE ......ccocouiiiiiiiiiiiiiiiiiiiiiieee e 23
2.3.1. Background of forward-secure proxy signature................c..ccc.cocu.... 23
2.3.2. Protocol of forward-secure Signature .................cccccoeceevceennencrannannn. 24
2.4. LAMPORT ONE-TIME SIGNATURE ......cccoiiiiiiiiiiiiiiiiiiiiiice e 26

CHAPTER 3 PROXY SIGNATURE IN PUBLIC-KEY

INFRASTRUCTURES (PKIS) ...ttt 30
3.1 PROXY-PROTECTED SCHEME .......ccociiiiiiiiiiiiiiiieiieiesieeie e 30

3.2. SECURITY ANALYSIS AND PERFORMANCE- .........ccervuiririenriiiienieenieneeeneens 35

3.3. APPLICATION ON THE ECDSA ... i i 38

3.3.1. Proxy-protected BCDSA ... il 38

3.3.2. Example demonStration ...............cccocceueeeeuveesiieeniieeeieeesieeesieeesvee e 41

3.4. APPLICATIONS ON PUBLIC KEY INFRASTRUCTURES (PKIS)......ccccvvveurrrnnen. 47

3.4. 1. PKI QFCRITECIUTE. ... 47

3.4.2. PKIX COMPONCRLS.........cccueeeeeeiieeeeie et 47

3.4.3. PKIX management fUnCIIONS. ..........c.ccccceveeivuianieniiaiese e 48

3.4.4. Proxy signature applied in PKIS ...............cccccoooeviiaiiianiiaiieiieeeee. 51
CHAPTER 4 FORWARD-SECURE PROXY SIGNATURE ...........ccooeieee. 54
4.1. FORWARD-SECURE PROXY SIGNATURE SCHEME.........ccccteruieniienieeieenieeneens 55

4.1.1. Protocol of the forward-secure proxy signature scheme...................... 56

viii



4.1.2. Correctness and conformance of the forward-secure proxy signature

SCHEIMC ...ttt e et et e e et e e sbe e et aeeearaean 61
4.1.3. Security analysis of the forward-secure proxy signature scheme........ 63
1.4, COMPATISON.......coceeeeeiiee et e e a e e eaaeeeanes 64

4.2. A VARIANT FORWARD-SECURE PROXY SIGNATURE .......c.cccceiiiniiiiiiiiiiinnens 65
4.2.1. Protocol variant of forward-secure proxy signature............................ 66
4.2.2. COTFECINESS ...ttt 68
4.2.3. Conformance with properties of proxy Signature...................c..c........ 69
4.2.4. SeCUFTLY ANALYSIS ........cooveeiiiieee et 70

CHAPTERS ONE-TIME SIGNATURE AND ITS APPLICATION TO

PROXY SIGNATURE .......oo. it fiteeauesuessatatisnssts e oaieesessessesessessessessssessessssessessessssens 78
5.1. IMPROVING LAMPORT ONE=TIME SIGNATURE ........ccoovvieriieeniieenieeeniieeeenn 78

5.1.1. Protocol of variant Lamport one-time Signature.......................c........ 79

S L2  EffiCIONCY ..ottt 82

5.2. MORE IMPROVING ON LAMPORT ONE-TIME SIGNATURE .........cccocuveenureeennnen. 84

5.2.1 THE DEFINITION OF LAMPORT-T SCHEME .......ccevuttemniiieniieeniieeniieeeniieeeieees 84

5.2.2. SECURITY ANALYSIS AND EFFICIENCY ....eteerutieriireeniieenieeenneeesieessiseesnneees 88

5.2.3. COMPARISON ....cutiiiiiriiteniteniteeite et et et et e st e saeesteesbeesareessaeebeesaneeneens 92

5.3. ONE-TIME SIGNATURE SCHEME APPLIED ON PROXY SIGNATURE ................. 94

5.4, DISCUSSION ....utiiiiiiieiiteeeiteeeite ettt ettt e sttt e sttt e st e e sbe e e sabeeesaseeeareas 96
CHAPTER 6  CONCLUSION .. ..ottt 98

X



6.1. CONCLUSION ...ttt e e e e e e e e e e e eaeeeeeeereeaeaaaaseeeaeaennns 98

6.2. FUTURE WORK .....ccuiiiiiiiiiiiiiiiiiicicciiccce et 99

REFERENCES




List of Tables

Table 3.1. The comparison of time complexity between proposed scheme

and DSA L. 38
Table 3.2. Points on the elliptic curve x> +x+6mod 11.......cceevevurrnncen. 46
Table 3.3. The multiples of generator G..........cccceevieviienieniieeniecieeee e 46
Table 4.1. The comparison of proxy signature schemes.............cc.ccoeeuvenneen. 65

Table 5.1. Comparison of the variant Lamport one-time signature scheme

and Lamport one-tipde signature SERemMe ...........ccceevveeverieneenieneennenne. 84
Table 5.2. Comparison of the L(1) and L(7) with message n bits................. 87
Table 5.3. The iterations of:the private keys of L(5) ..cccccoerverienvencnncne. 91
Table 5.4. The comparison of variant L(¢)s with message 320 bits .......... 92

Table 5.5. The comparison of Bos-Chaum scheme and L(t) with the
MESSAZE 160 DILS ...oueieiiiiiieiie e 93

Table 5.6. The comparison of one-time proxy signatures ............c.cceeeveeneee. 97

X1



List of Figures

Figure 3.1. The PKIX Architecture Model ..........cccoooeeviiiiiiniiiiiiiieeeee, 50
Figure 3.2 Proxy signer initialization in PKI.........c.cccocooiiiiiniininniniien 53
Figure 3.3 Verification of proxy signature in PKI...........ccccocoeniininninnnnne. 53

Figure 4.1.1 The protocol of the forward-secure proxy signature scheme (1)

Figure 4.2.1 The protocol’of a variant forward-secure proxy signature (1) 72

Figure 4.2.2 The protocol-of a variant forward-secure proxy signature (2) 73

Figure 4.3. The algorithm of forward-secure proxy key generation............ 74
Figure 4.4. The algorithm of forward-secure proxy acceptance.................. 75
Figure 4.5 Forward-secure signature algorithm............c.ccccoevvvievieniieneennen. 76
Figure 4.6 Forward-secure verification algorithm............ccccoceviiiinninnnn 77

Xii



Chapter 1  Introduction

1.1. Motivation

Since the Internet pervasion on business, the security mechanisms in the electronic
world are needed to replace in the paper-based world established practice. Therefore,
digital signatures have been invented as a counterpart of handwritten signatures. Then,
a digital signature not only provides the proof of authenticity of document and its
originator as handwritten signature does;but digital signature properties are widely
used in security mechanisms, such as integrity, authéntication and non-repudiation.

While conventional digital-signature-schemes are able to provide most of the
functionalities of personal signature, a conventional digital signature however is not
suitable for some practical applications. They are less than ideal for institutional
purpose or a proxy purpose. For institution, an institutional seal presents the
institution and is used for signing on behalf of institution. A major difference between
signing by hand and by seal is that seal is transferable such that the seal could reduce
costs.

Take the following scenario for example. Suppose that a manager of a company
goes on holiday. He may hand over his company seal to his deputy to sign on behalf
of the company. Nevertheless, the signatures presented to customers are the same as

before and they can verify the signatures using the same process, i.e. the customers of



a company are not affected. It will be economically infeasible for a big company to
notify all its customers each time, when there is a personnel change in the company.

So far, there are still no straightforward methods of transferable seal proposed. A
proxy signature scheme was introduced in order to solve this problem without
revealing the secret information of a person who wants to delegate his digital
signature signing power to someone else. The main idea of the proxy signature
scheme is that: an original signer allows a designated person, called a proxy signer, to
sign a message on behalf of original signer. In resent years, there are many papers
proposed on this matter. Strong proxy signature [LK99,LKK;01] is one of these
papers that make the requirements:0f the proxy signature more complete.

Actually, most of the proposed schemeés trend“to theoretic approach and less
consider in practice. When a new.scheme 1s proposed, the authors always believe that
their scheme will be sufficiently strong, secure, and unbreakable. In fact, all that the
authors can do is to demonstrate the scheme’s power against some known attacks;
however, it occurs often that there will be always a new attack invented exactly
against this scheme. Hence, a newly proposed scheme almost always suffers from
some inborn weaknesses. To conquer this disadvantage, our proposed proxy signature
scheme does not invent new signature schemes, but rather than combines existing
mechanisms — Digital Signature Algorithm (DSA) and Elliptic curve DSA (ECDSA)
[NISTOO] which are pretty well-known by their security properties. Therefore, the

proxy signature schemes based on the existence algorithms [LCO03] are more



practicable. Even more the scheme can apply on the PKls
[CFT03,AF99,BPH02,ANSI99] in which the scheme can be pervade over Internet.

On the other way, although the security in many cryptographic techniques today,
whether only available in the literature or used in practice, are believed to be
considerably secure, if a secret information is revealed, either accidentally or via an
attack. Security is often compromised not only for subsequent uses of the secret, but
also for prior signed documents. That is, the greatest problem against the security of a
digital signature scheme or a cryptographic method is exposure of the secret key. The
problem is even worse especially in the open environments such as the Internet, where
every computer node is a potential victim of hackers, because we cannot trust all
signatures signed by this key even the signature was:signed before key compromise.
Once a hacker gets the secret key, he.can create a signature and claim it was signed
prior to the time he caught this key.

Take the following scenario for example. Suppose Alice is a notary public who
has public key PK; and uses normal signature scheme without forward security. On
January 1%, 2002, a client Bob brings to Alice a document m and she notaries the
document by signing a signature 6. Bob expects to be able to use the document m for
a long time. Unfortunately, Alice‘s secret key is compromised later, says January 1%,
2003. She discovers the fact and revokes her public key. Now, the notarized document
m will no longer be accepted. The fact the m is dated “in the past” makes no

difference, because everyone believes that Bob can produce a signature on m by



himself if Alice’s secret key is no longer secure. This reduces the quality of the
service which a notary Alice can provide.

To deal with this problem, several different approaches have been proposed. Many
people attempt to lower the chance of exposure of secrets by distributing them across
several systems, usually through secret-sharing method. Nevertheless, the cost of this
method is usually extremely high; and as a matter of fact, is too expensive to be
implemented by a typical individual user. What is more, since each of the systems
may be susceptible to the same attack, the actual risk may not decrease. Other ways of
protecting against key exposure include use of protected hardware or smartcard, but
these are also costly and not suitable for ordinary people. The use of a trusted time
stamping service applied to the signature to validate its date of creation is also a
solution, but it needs extra resource to provide time issuing service.

Forward secure [AMNO1,AR00,BM99,Kra00,BC"01] is a better way to reduce the
damage. It guarantees that disclosure of the secret key material at present does not
compromise the secrecy of the earlier signature or encrypted material; and it must be
achieved in a simple way, in particular without requiring distribution or protected
storage devices, and without increasing key management costs. We extend the concept
to proxy signatures as forward-secure proxy signature [ARO0O] to make the system
with a forward-secure property.

In recent years, one-time signature schemes [Lam79,Rab79,WS96,Mer87,Sch00]

have attracted more and more attention, as an attractive alternative to the traditional



signature schemes based on public key cryptography. One of the main advantages of
one-time signature schemes is their reliance on one-way functions that can be
implemented using fast hash functions such that SHA-serials [NIST02]. The resulting
signatures are the order of magnitude faster than signatures based on public
cryptography applying on the resource-constrained, small devices, such as cell phones,
pagers, smart cards etc. The other of advantage of such a scheme is that it is
generally quite fast. However, the scheme tends unwieldy when used to authenticate
multiple messages because additional data needs to be generates to both sign and
verify each new message. By contrast, with conventional signature scheme like RSA
[RSA78], the same key pair can be used to authenticate multiple documents, which
will face the threat of replay attacks.

We propose a new scheme to‘generalize the Lamport one-time signature. Thus, the
proposed scheme is a generalized Lamport one-time signature scheme and save the
storage of the public key and the size of the signature. Moreover, we propose an
efficient solution for signing a long message to make the proposed scheme more

operative in practical. Moreover, we apply the proposed scheme to proxy signature.

1.2. Related Work

To facility delegation of capability in the electronic world, proxy signature



schemes have been proposed. Mambo, Usuda and Okamoto firstly proposed a proxy
signature scheme (MUO scheme) [MUO;96, MUO,96] based on discrete logarithms
[EIG85] for partial delegation of signing capacity. However, MUO scheme does not
provide non-repudiation of proxy signatures [Zha97,Sun99,]. Non-repudiation means
signature signers, both the original signer and proxy signers, cannot falsely deny later
that he generated a signature. In practice, it is important, and sometimes necessary, to
have the capability to know who is the actual signer of the proxy signature for
auditing purpose or when there is abusing of signing capability. Thus some papers
propose non-repudiable proxy signature scheme [HWWO01,LHW98,LKK,01,Sun99,
Zha97] which means the signaturé signers, both original and proxy signers, cannot
disavow later that he generated-a signature. This property is necessary in later proxy
signature scheme.

In the mobile communication [LKK301,KB"01,ZW'04], a proxy signature can be
used into a mobile agent who can be applied in the electronic commerce. In a mobile
agent system applying proxy signature, a customer, representing an original signer,
generates delegation key pair and loads this key pair and other constraint requirements
to the mobile agent. Mobile agents are autonomous software entities which are able to
migrate across different execution environments. Mobility and autonomy make
permanent connections unnecessary. So, mobile agents are suitable for heterogeneous
environment. Non-repudiation property are considered in the mobile communication

[ZW'04], so the original signer or proxy signer can falsely deny latter the fact that he



generated the signature. Therefore a dispute between the original signer and the proxy
signer may be happened.

In some group-oriented application, it is often desire to share the signing
capability among signers in a proxy group signer than one proxy signer or a group
delegated by him can sign documents under the company’s security policy. Thus
someone proposes the multi-proxy signature schemes [CCHO03,Son01,YBX00] and
threshold proxy signature schemes [SLH99,Sun99,7ha97, KPW97] to solve problems.
Threshold proxy signature scheme comes from the threshold cryptography. The idea
about threshold cryptography is to protect information by fault-tolerantly distributing
it among a cluster of cooperating computer and-to diminish the risk attacking by
adaptive attackers, who can corrupt parties’ run protocols during any time in some run;
and have the ability to integrate information‘comprised from different parties.

Some threshold proxy signature scheme haves the property of non-repudiation
with known signers [Sun99,EIG85]. Thorough this property, a verifier not only can
prove that proxy signature is valid but also can identify the actual proxy signer in the
group who signs this proxy signature. As a result, the signer who did sign the message
on behalf of the proxy group cannot deny their participation in signing the message.

In order to declare the valid delegation period, most proxy signature schemes use
a warrant appearing in the signature verification equation. But the declaration in the
warrant may be useless because the proxy signer can still create a proxy signature and

claim that this signature was done during the delegation period even if the delegation



period has expired. Schemes of a time-stamped proxy signature with traceable
receivers [Sun00,HS97] can make sure whether a proxy signature is created during
the delegation period, and can trace the receivers who did receive the proxy signatures
from the proxy signer.

Proxy signature schemes should be designed carefully for the proxy key pair not
to be used for other purposes, such that the strong proxy signature [LK99,LKK;01,
LKK,01,LKK301] is need for undeniability of an original signer. The strong proxy
signature represents both original signer’s and proxy signer’s signatures. Once a
proxy signer creatures a valid proxy signature, he cannot repudiate his signature
creation against anyone.

The elliptic curve cryptosystem (ECC) [Men93,MVS96] is constructed by integer
points over elliptic curves in finite"ficlds; The ECC can reach the same level of
security of security constituted by DSA or RSA but provides greater efficiency than
either discrete logarithm [LTHO3] or factorization systems. Therefore, the proxy
signatures based on elliptic curves are more efficient than on others.

Furthermore, there are other papers proposed variant proxy signature: such as
blind proxy signature scheme [SH04,LA03,Cha83,MEEOQ0] in which a proxy is able
to make proxy blind signature which is able to verify in a way similar to proxy
signature scheme. Generalizations of proxy signature [HTT04,LTHO3] are proposed
that can be applied to every proxy situation. The novel scheme allows the original

group of original signers to delegate their signing capacity to a designed proxy group.



1.3. Research Contributions

Digital signature Algorithm (DSA) and Elliptic curve DSA (ECDSA) [NISTO00]
are pretty well known by their security properties to reach the properties of proxy
signature. Our proposed proxy signature scheme combines existing mechanisms. We
believe that their scheme will be sufficiently strong, secure, and unbreakable.
Moreover, we develop a registration procedure in PKIs leading to proxy signature in
practice.

Using proxy signature could“make_delegation of signing ability possible and
forward secure property makes digital signature much more robust than common ones.
Because proxy signature schemes involve in more participants, an original signer and
a group of proxy signers, than ordinary signature scheme, it is required to make it
stronger. Thus, it would be good to combine proxy signature and forward secure
property to implicating to time limitation.

The Lamport one-time signature scheme is quite elegant, but it is not practical use.
One problem is the size of the signature it produces. We propose a general Lamport
one-time signature scheme called Lamport-t scheme in which the size of the signature
and the public key are greatly reduced such that the Lamport one-time signature
scheme are in practice. Moreover, we apply it to the proxy signature scheme as a

one-time proxy signature scheme.



1.4. About this Dissertation

This dissertation firstly explains the scope of our dissertation. Then, we give some
fundamental information about digital signature, (strong) proxy signature and forward
secure property in chapter 2. In chapter 3, we propose a new proxy signature and
apply it in PKIs. In chapter 4, we will provide a forward-secure proxy signature
scheme and it applications on non-repudiation property. In chapter 5, we will present
an enhanced one-time signature and its application on proxy signature. Finally, we

will have a conclusion in chapter 6:
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Chapter 2  Preliminaries

In this chapter, we briefly describe the necessary cryptographic systems in detail
which are used in this dissertation. They include digital signature, proxy signature,
one-time signature and forward secure property. In addition, we will mention some
extended concept according to proxy signature; one-time signature and forward secure
property. Based on those basic concepts, we will propose novel schemes or improve

original schemes.

2.1. Digital Signature

The concept of a digital signature was recognized several years before any
practical approach was available. A digital signature is created to replace the real
hand-written signature in the electronic world. A digital signature scheme is a method
of signing a message stored in an electronic form. As such, a signed message can be
transmitted over a computer network. The first method discovered was the RSA
signature scheme [RSA78], which remains today one of the most practical and
versatile techniques available. Subsequent research has resulted in many alternative
digital signature techniques.

Specifically, a digital signature of a message is a number dependent on some

11



secret known only to the signer and the content of the message being signed. In
practical implementations, we often combine one-way hash function with it to
increase the efficiency.

A digital signature must have many characteristics. We list some of characteristics

[Sch00] in the following:

® The signature is authentic: The signature convinces the document’s recipient
that the signer deliberately signed the document.

® This signature is unforgeable: The signature is proved that the signer did sign
the document, and no one else can create the signature on behalf of this signer.

® The signed document is unalterable: After the:document is signed, it cannot be
altered.

® The signature cannot be repudiated: Once the signer signed a signature, he
cannot later claim that he didn’t sign it.

® The signature must be verifiable: If a dispute arises as to whether a party
signed a document, an unbiased third party should be able to resolve the matter

equitably, without requiring access to the signer’s secret information (private

key).

12



2.2. Proxy Signature

2.2.1. Proxy signature background

Proxy signatures are signature scheme that an original signer delegates his
signing capability to a proxy signer, and then the proxy signer creates a digital proxy
signature on behalf of the original signer.

According to proxy signature of Mambo et a/ [MUO,96,MUQO,96], there are three
types of delegation: full delegation, partial delegation and delegation by warrant. For

the security consideration, full delegation is barely used.

(i) Full delegation: In full delegation, a proxy signer is given the same secret s that
an original signer has. Because of full delegation, the proxy signature created by
this proxy signer is indistinguishable from the signature created by the original

signer.

(i) Partial delegation: In partial delegation, a new secret ¢ is computed from the
secret s of an original signer, and ¢ is given to a proxy signer in a secure way.
From security requirement s should not be computed from ¢. Moreover, there are
two types of signature scheme for partial delegation.

(1) Proxy-unprotected proxy signature: Besides this proxy signer, the original

13



signer also can create a valid proxy signature. But the third parties who are
not designated as a proxy signer cannot create a valid proxy signature of the
proxy signer.

(2) Proxy-protected proxy signature: Only designated proxy signer can create a
valid proxy signature for the original signer. The third parties and even the

original signer cannot create a valid proxy signature of the proxy signer.

(iii). Delegation by warrant: This kind of delegation is implemented by using a
warrant m,, [LK99,Neu93], which certifies that designated proxy signer is
exactly the signer to be entrusted. Delegation by warrant is performed by the
consecutive execution-on signing of the public key signature scheme, which
is time-consuming. But, it"is appropriate’ for restricting documents to be
signed, e.g. a warrant can state the valid time. In addition, there are two
types of scheme for this approach.

(1) Delegate proxy: In this type, an original signer signs a document, declaring
some person, said Bob, is designated as proxy signer under the original
signer’s secret key by an ordinary signature scheme. The created warrant is
given to Bob.

(2) Bearer proxy: In this type, a warrant is composed of a message part and an
original signer’s signature for newly generated public key. The secret key

for a newly generated public key is given to Bob in a secure way
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In the partial delegation, we can classify proxy signature schemes into designed
and non-designed proxy signature schemes according to whether the original signer
designate a proxy signer in the proxy key generation phase.

(1). Designated proxy signature: In this scheme original signer specifies the
identity of a proxy signer as a form of warrant in proxy generation.

(2). Non-designate proxy signature: In this scheme original signer does not
satisfy a proxy signer in the proxy generation phase. Instead she can

specify the set of allowed proxy signers of allowed message space.

2.2.2. Proxy signature requirements

The basic construction of [MUQ,96] and [MUO,96] do not satisfy the strong
undeniability property, i.e. the proxy signer can repudiate the fact of that he has
created the proxy key pair does not contain any authentic information of the proxy
signer. Although, they classify proxy signature schemes into strong and weak ones
according to the undeniability property. Strong proxy signature represents both
original signer’s and proxy signer’s signature, while weak proxy signature represent
only original signer’s signature.

There are some requirements with which strong proxy signatures must conform to
verifiability, strong unforgeability, strong identifiability and strong undeniability

[LK99,LKK,01,MUO;96,MUO,96].
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R1 - Verifiability: From a proxy signature a verifier can be convinced of the original
signer’s agreement on the signed message either by a self-authenticating from or
by an interactive form.

R2 - Strong unforgeability: A designated proxy signer can create a valid proxy
signature for the original signer. But the original signer and other third parties
who are not designated as a proxy signer cannot create a valid proxy signature.

R3 - Strong identifiability: Anyone can determine the identity of the corresponding
proxy signer from a proxy signature.

R4 - Strong undeniability: Once a proxy signer ¢reates a valid proxy signature for an

original signer, he cannot repudiate his Signature creation against anyone.

(Note: The requirement R3 is an explicit-authentication in which the authenticator can

verify the identity of the proxy signer in this thesis.)

Besides, to avoid dispute, it is sometime necessary to identify the actual signer
who generates the proxy signature. This property is called non-repudiation. Hence, a
proxy signature scheme with non-repudiation property is a necessary property that we

need.

2.2.3. Proxy signature model

A proxy signature scheme is a digital signature scheme. In addition, it must
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conform to requirement R1 to R4 mentioned above.

In general, there are four phases in a proxy signature scheme: proxy generation
and delivery phase, proxy verification and proxy key generation phase, proxy
signature signing phase and verification of the proxy signature.

(1). Proxy generation and delivery phase: An original signer generates the proxy
secret and sends the proxy secret to a proxy signer in a secure wary.

(11). Proxy verification and proxy key generation phase: The proxy signer checks
whether the proxy secret really comes from the original signer. If the
proxy-protected scheme is considered to be used, the proxy secret that
original signer gives to proxy signer also-needs to be alternated to proxy key
otherwise the proxy sectet is a proxy key.

(ii1). Proxy signature signing by the proxy signer phase: The proxy signer signs a
proxy signature on document.

@v). Verification of the proxy signature phase: The receiver gets the proxy
signature and verifies its accuracy.

A proxy signature scheme provided in this dissertation will also use these four
phases. Besides, we will add another phase — “proxy key updating phase” introduced
as our forward proxy signature scheme because of the property forward security

required.
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2.2.4. Proxy signature protocol

The basic of the MUO scheme [MUO;96,MUQO,96] is a proxy-unprotected
signature, which includes four phases - proxy generation and proxy delivery, proxy
verification, proxy signature signing and verification of the proxy signature. The

notations are as follows:

O  An original signer.

P A proxy signer.

V- Averifier.

p, q Two large primes with g|(pz1).
g A element of order q in'Z,*.
h() A one-way hash function.

x,  The secret key of user .

vu  The public key of user u.

m A message to be signed.

A—B A sends message to B
The original signer has a key pair, (x,,y,). The scheme uses the following

protocol.

(Proxy generation and delivery)

An original signer O selects random k,, computes K, and sets the proxy key
s, . Then, he sends (s,,K,) toadesigned proxy signer P in a secure way.

The scenario is showed as follows:
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O: Selectarandom, k, (1<k,<p-1).
Compute K, =g"“ modp.
Set s, =x,+k,K,modq asaproxy key.

O—P (s,,K,) 1nasecure way.

(Proxy verification and proxy key generation)

The proxy signer checks the validation of (s,,K,) andset s, asa proxy key.

P:  Accept the delegation, if and only if g™ =y ,K * mod p.

(Proxy signature signing)

The proxy signer, P, using the s, as an alternative x,, signs on the message m
on behalf of the original signer, O. Then, P executes the ordinary signing operation
S(s,,m),thus (S(s,,m),K,) isa proxy.signature.

P:  Signs the message m, S(s,,m).

(\Verification of the proxy signature)

The verification of the proxy signature is similar to the verification of ordinary
signature by executing the verification V(S(s,,m),y K *).

V. Compute the original’s public key y K% where g% =y K.

Execute V(S(s,,m),y, K ").

In the proxy-unprotected scheme, the original signer can sign a proxy signature as
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the proxy signs such that the original signer can forge a proxy signature.

2.2.5. Strong proxy signature

Lee et al [LK99] first proposed the concept of the strong proxy signature. In their
consideration, four basic requirements for R1 to R4, i.e. verifiability, strong
unforgeability, strong identifiability and strong identifiability undeniability, are not
enough. This is because a proxy signer may maliciously sign documents or even give
his proxy key pair to other people. The strong proxy signature needs to add a

requirement as follows:

R5 - Prevention of misuse:+it should be-confident that proxy key should be used
only for creating proxy signature conforming to delegation information (ex: some
conditions specified in m,,). Proxy key pair cannot be used for other purposes. In case
of any misuse of proxy key pair, the responsibility of proxy signer should be

determined explicitly.

In the strong proxy, once a proxy signer creates a valid proxy signature, he cannot
repudiate his signature creation against anyone. If a proxy signer creates a signature
conforming to m,, then the original signer is responsible for it, too. Namely, the

original signer is responsible only for m,, and the proxy signature signer is responsible
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for m.

Strong signature scheme in LK99 is discrete-logarithms based as well. Therefore,
the mathematic model and symbols are similar to those in section 2.2.4. (x,,»,) and
(x,,y,) are original signer’s key pair and proxy signer’s key pair respectively. In
addition, it was proposed by using partial delegation with warrant proxy signature

scheme. Hence, a warrant m, is also appearing in this scheme.

The strong proxy signature scheme proposed by Lee et a/ [LK99] is as follows:

(Proxy generation and delivery)

An original signer ‘O’ generates a random number £k ,. After that, she computes
r, =g" (mod p) and s, =x hlm, =Pk, (mod p-1). The warrant m, should
state application-dependent delégation information clearly such as the qualification of
the proxy signer and allowed message content’ Then, the original signer gives
(r,,s,,m,) to aproxy signer ‘P’ secretly.
O: Selectarandom, k, (1<k,<p-1).
Compute 7, = g** mod p.
Set s,=x,h(m, ,r,)+k, asaproxy key.

O—P(r,,s,,m,) in a secure way.

(Proxy verification and proxy key generation)

Bob checks the validity of the following equation:

h(m,,,ry

g =r,yy"™" modp.
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If the checking passes, the proxy signer uses s, to generate his own proxy key as
x,=s,+x, modgq.

and the implicitly public key is
yp=g" =y"" yr, modp.

As the proxy signer qualification is stated in m, explicitly, (»,,s,,m ) can be

exposed to a set of possible proxy signers in the proxy delivery stage. Only a qualified

person can be a proxy signer.

(Proxy signature signing)
If a document m conforms to:the message ‘qualification stated in m , the proxy
signer can use the x, as a private key to"create a signature &£ on behalf of the

original signer. Then, = (m, &, m,.,vy, V,,F,)is.a valid proxy signature.

(Verification of the proxy signature)

First, a verifier computes the proxy public key as y,'=y""™""y r using
(m,,y,, Yg,r,)- Using y ', the verifier verifies the validity of the proxy signature
asV(im, £, y,") ; true.

Right after that, the verifier checks the conformance of proxy signature to the

warrant m,,. Both the proxy signer Bob and message m , should be qualified by m,,.
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2.3. Forward-Secure Signature

Ross Andersen suggested the idea of a digital scheme with forward security in an
invited lecture at the ACM CCS conference [And99]. The term “forward secrecy” was
first used in the context of session key exchange protocols by Bellare and Miner
[BM99]. The basic idea is that compromise of long-term keys does not compromise
past session key, meaning that past actions are protected in some way against the loss
of the current key. Furthermore, the core of forward secure digital signature schemes

is the key updating method.

2.3.1. Background of forward-secure-proxy signature

At the first, a user registers a public key"PK and keeps private the corresponding
secret key, which denotes SKj. The index “0” means a base secret key. The total time
T is divided into ¢ periods. While the public key is keeping the same in the whole
periods of the total time 7, the user evolves the secret key with time period £. When a
period i begins, the user applies a function with an input SK; ;, the secrete key at last
period, to generate SK; and right after that the user deletes the previous secrete key
SK; ;.

The function using in updating should be one-way function, whose feature is that

an output is to compute from an input and inversely; and almost impossible to
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calculate the input from this output without any additional information. Hence, the
user can produce signatures using a different signing key, i.e. SK; in period i.

The public key stays fixed throughout, so that the signature verification process is
unchanged. In addition, the public key certification and management processes are

unaltered, too.

2.3.2. Protocol of forward-secure signature

A forward-secure digital signature scheme is a kind of digital signature schemes
and contains four phases, a key, update_phase, a‘key generation phase, a signature
signing phase and a verification phase. A key Update phase is a concept of
key-revolution schemes to create a new K€y for-the current period in which the
duration of operation is divided into several periods with a different secret key for
each period. We apply the Abdalla-Reyzin forward-secure digital signature scheme
[AROO] to our proposed scheme, so we briefly describe the Abdalla-Reyzin
forward-secure digital signature scheme firstly.

Let p; and p, be two primes of approximately equal size with p; = p, =3 (mod 4)
and N= p; p,. The number N is a k-bits integer called Blum integer [Sti02]. The
parameter v is a secure parameter. Assume that the valid duration for signature is
divided into several periods, numbered 1,...,z. The function % is an one-way hash

function. An Abdalla-Reyzin forward-secure digital signature scheme includes four

24



phases - key generation, key update, signature signing, and verification. We described

as follows:

(Key generation)

To generate a key pair, a signer should do the following step:

Step 1. Select a random s, € Z,, as a private key
Step 2. Compute a corresponding public key u =1/ sévw) mod N.
The original signer’s key pair is (s,,u ). The suffix ‘0’ of private key s, indicates

the basis state of a key-revolution scheme.

(Key update)
At current period j, the signer needs to update the private from s, , to s, by

s, =(s,, )* mod N. Note that the suffix‘denotes the current period.

(Signature signing)

At the current period j, the signer want selects to sign a message M and execute
the following steps:

Step 1. Select a random k € Z,,.

Qv (t41=))

Step 2. Compute r=k mod Nand e=h(j,r,M).
Step 3. Compute o =ks;.

Therefore, the signature on message Mis (j,o,e).
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(\Verification)

A verifier can verify the validation of (j,0,e) on message M to execute the
following steps:

Step 1. If o =0 then reject the signature.

zv(f+1—j) e

Step 2. Compute r'=o mod N.
Step 3. If e=h(j,r',M) then accept the signature, else reject it.
For fitting with the proposed scheme, we slightly modify the output parameter of

signature algorithm and the input of verification algorithm.

2.4. Lamport One-Time Signature

One-time signature schemes “were ‘first proposed by Rabin [Rab79] and Lamport
[Lam79] and based on the idea of committing public keys to secure keys using
one-way functions. For more 25 years, Lamport one-time signature schemes have
been proposed and investigated by many researchers. Indeed, one-time signature
schemes have found many interesting applications, including on-line/off-line
signatures, digital signatures with forward security properties, broadcast
authentication protocols and proxy signatures etc.

In recent years, one-time signature schemes have attracted more and more
attention, as an attractive alternative to the traditional signature schemes based on

public key cryptography. One of the main advantages of one-time signature schemes
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is their reliance on one-way functions that can be implemented using fast hash
functions. The resulting signatures are the order of magnitude faster than signatures
based on public cryptography applying on the resource-constrained, small devices,
such as cellular phones, pagers, smart cards etc. The other of advantage of such a
scheme is that it is generally quire fast. However, the scheme tends unwieldy when
used to authenticate multiple messages because additional data needs to be generates
to both sign and verify each new message. By contrast, with conventional signature
schemes like RSA [RSA78], the same key pair can be used to authenticate multiple
documents, which will face the threat of replay attacks.

In this section, we briefly review the Lamport-one-time signature, which includes
three algorithms- key generation, signature signing' and verification. Suppose that

h:Y — Z is aone-way hash funetion.

(Key generation)
Step 1. Select 2k elements y,; € ¥ at random with 1<i<k and ;=10
where £ is the length of message based on 2.
Step 2. Compute z, ,=h(y,;) forall i,;.
Step 3. The key K consists of the 2k y’s and 2k z’s. The private key SK box

and the public key PK box are as follows:

Yo Yoo o Vio
SK = Yiu YVar o Vi
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(Signature signing)
To signa k-bit message m =m,...m,, we should do the following steps:
Step 1. The corresponding entries of the message m,..m; are y,, ... Vi, -
Step 2. We define the signature
SIg (my.ey) = (Y seees Vi, )-
Step 3. We just select corresponding entries. from the key box to create signature.

For example, we want to sign a message: m =10...1. The signature is

| (yl,o §0 yk»o]
Sig (my,...,m; ) = [yl,l] Yag o - LV“]

- (yl,l Yoo o yk,l)

on message m,...m, .

(\Verification)
To verify signature ()’1,1 Voo e yk,l) on message m,...m, , we check if
h(m;)=y,, for 1<i<k holds.

If it holds accept the signature, or reject it.
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A message to be signed is a binary k -tuple. Each bit selects the corresponding
value in the SK box as signed value. If the i message bit is m, , the signature is
Yim, 1nthe SK box. To verify the signature, we just check the hash value of each

element is the corresponding value in the box.
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Chapter 3 Proxy Signature in Public-Key

Infrastructures (PKIs)

The notations are defined the same as in section 2.2.4. The proposed scheme is
based on the proxy-protected approach. Only the proxy signer can create the proxy
signature. Although the proxy-unprotected scheme is more efficient than the
proxy-protected one, the proxy-unprotected scheme is only applicable when the
original signer is honest. That means the proxy-protected schemes have also the
ability to prevent cheating attempts plotted by the original signer, needless to mention
about malicious proxy signers. We develop a proxy-protected scheme, which could be
combined with the DSA (ECDSA) -and-it: could be applied on Public Key

Infrastructures (PKIs).

3.1 Proxy-Protected Scheme

There are four steps, proxy generation and delivery, proxy verification and proxy
key generation, signing by the proxy signer and verification of the proxy signature in
proxy-protected scheme. Let the original signer ‘O’ has key pair (x,,y,) where

v,=g" mod p and we describe above steps as follows:
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(Proxy generation and delivery)

The proxy signer ‘P’ selects a random k,, computes g' and sends it to the
original signer. On receiving g', the original signer creates s, and sends (r,,s,).
The parameters g' and r, are public information. The protocol is showed as

follows:

P:  Selectarandom, k, (1<k,<p-1).
Compute g'=g" modp.

P— 0 g'

O: Compute k, <, Z; and 7, =g"“ modp.
Computee = ~(g"* )mod.p’;

Set s, =(x,e+k,)mddq .

O— P (74,5, -

(Proxy verification and proxy key generation)
The proxy signer checks the validity of (r,,s,) and computes a proxy key s, .
The protocol is as follows:
P:  Receive (r,,s,) from original signer
Check r, =gy, modp where e'=h(r).
If it holds process the follows, else reject it.
Computes s, =k, mod q.

Thus, the proxy key is s,.
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(Proxy signature signing)
The original signer signs on the message m as the DSA algorithm using the proxy
key s, . The protocol is follows:
P: To sign on message m, first compute A(m).
Then select a random £ € Z;.
Compute 7 = ( g" mod p) mod ¢
Sets =k ' (h(m)+s,r)mod q.
This signing step is similar to the DSA scheme; and the proxy signature is the

tuple (g',r,,€',r,s).

(\Verification of the proxy signature)

To verify the proxy signature (g',7;,e",'r, s) on message m, a verifier should do

the following steps:

Vo Verify that 1<r <q and 1< s <g;if not, then reject the signature.
Compute w=s"'mod g.

Compute u,= w-h(m) modgq, u,=rw modq, and u,=e'u, mod gq.

Compute v=(g"" r}> y," mod p) mod gq.

Accept the signature if and only if v =r.

To verify the proxy signature (g',r,,e', r, s) on message m, a verifier checks

whether v = r, where v=(g" * mod p) mod q.

Uy u
Ty Yy
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In order to prove that the proposed scheme works correctly and explain that the
proposed conforms to the requirements of the proxy signature schemes, there are two

theorems as the follows:

Theorem 3.1: If the proxy secret (r,, s ,) is constructed correctly, then it will pass the
verification by using r, = gs‘yA_ey mod p.

Proof:
Suppose the proxy secret (7,,s,) and g'=g" mod p is correct. We have
s,=(x,e+k,) modgq.

Then make the substitutions
e=h(g")=h((g")")=h((g")")=h(r;")=¢ modp.
We obtain the following:
s, =(x e+k,) modgq.
Rearrange the above equation
k,=(s,—x,e') modgq.
Raise both sides by g
(54=%,4€)

gi=g mod p,

—x €'

re=(g" g )modp (- r,=g" modp)
r,=(g"y, Ymodp ("~ y,=g™ mod p)

Thus, r,=(g"y,” ) mod p as required. ]

Suppose the proxy signer receives a proxy secret from the original signer correctly

in the proxy key generation. The proxy signer cannot forge another proxy secret to
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create a proxy key, because it is computationally infeasible to select another r, to
create a valid tuple of proxy secret. Moreover, the original signer also cannot forge the
proxy key, because the generator is blinded by a factor of &, which is only known by
the proxy signer. Thus, only the designed signer can create the valid proxy key.

Therefore, the proposed scheme conforms to the property of unforgeability.

Theorem 3.2: If the proxy signature is generated by the proxy signer correctly in the
proposed scheme, then it will pass the proxy signature verification.
Proof:

Suppose the proxy signature is correct. It implies that the delegation

certification is correct such that we have a valid proxy signature

s=k™' (h(m)+s,r) mod q.

Rearrange the signature

k=s"(h(m)+s,r)mod g

Substitute s,

k=s"(h(m)+s k;'rymod q. (" s,=s k;' mod q)

Substitute s,

k=s"[h(m)+(x,e+k, )k,'rTmod q. (" s,=(x e+k,)mod q)

Raise both sides by g'

_ -1 - -1 -
wlh(m) vk T yxyeky s

g =(g g g mod p) mod g.

Substitute g" by ~, g"* by r, and g"* by y,
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ysilh(m) rs”

r=(g ry 1 yAMI mod p) mod g.
Let w=s"'modg, u,=w-h(m)modgq, u,=rw mod g, and u,=e'u, mod gq.
We yield

r =(g" r{? y,” mod p) mod g as required. ]

The proxy signer uses the proxy key to sign on a document, but a verifier need to
use the original signer’s public key to verify the validation of the signature. The proxy
key is created interactively by original and proxy signer such that from the signature,
a verifier can be aware of the original signer agrees proxy signer on signing the
message. This property is verifiability. From the theorems, the proposed scheme
conforms to the proxy signature requirements fromrR1 to R4. For adapting to the

DSA, We could not add any warrant information in the proposed scheme.

3.2. Security Analysis and Performance

The security of the proposed scheme is based on the difficulty of breaking the
one-way hash function and the hardness of the discrete logarithm problem [MVS96].
In this section, we discussion some possible security attacks against the proposed

scheme. We will explain that the proposed scheme can prevent from those attacks.
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Attackl: An attacker may forge the proxy signature on the message m by
selecting a random & and computing »=g" mod p.

Analysis of Attackl: The attacker needs to create a forgery signature
s=k™' (h(m)+s,r) mod ¢. Because the proxy key is unknown by the attacker, it is
computationally infeasible to determine s under the assumption of the discrete
logarithm problem. The success probability is only 1/g . However, it is negligible for

large g.

Attack2: An attack might attempt to forge the proxy key s, to create a proxy
signature.

Analysis of Attack2: The attacker will face the-discrete logarithm problem too.
To solve s, in s,=k, (x e+k,)mod ¢ Itis still computationally infeasible under

the assumption of the discrete logarithm problem.

Attack3: A malicious original signer attempt to forge the proxy signer to derive a
valid proxy key.

Analysis of attack3: The proxy signer uses a blind factor k, to blind the
generator g by g'=g" mod p [Sch95]. The original signer needs to solve k, from
g'=g" mod p. It is difficult to determine k, based on the hardness of the discrete
logarithm problem. For the security reason, an original signer cannot derive the

designed proxy signer’s proxy key; otherwise the proxy signature cannot be
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distinguished from the original signer and the proxy signer who create it. It is a

‘proxy-protected’ property.

Attack4: The malicious proxy signer attempts to impersonate an original signer to
create a proxy secret.

Analysis of attack4: Firstly, the malicious proxy signer is computationally
infeasible to create a random k, from r,= g“ mod p. Secondly, to solve e'
from r,=g"y, " mod p by knowing g and r -, 1s computationally infeasible.

In the propose scheme, the size of ¢ is at 160 bits and the size of p is between 512
and 1024 bits. For the security réason, a 512-bit prime provides marginal security
such that at least 768 bits is commended. Suppose’p is a 768-bit integer and one
modular exponentiation takes ot 240 modular multiplications. In the Table 1, we
compare the time complexity between the proposed scheme and the DSA. The major
portion of time complexity is modular multiplications and modular inverses, thus we
neglect the time complexity of hash function and modular additions. In the propose
scheme, the time complexity of the proxy signature is the same as the DSA; while the
time complexity of the proxy signature verification requires one modular

exponentiation and two modular multiplications more than the DSA.
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Table 3.1. The comparison of time complexity between proposed scheme and DSA

Scheme Proxy generation |Proxy verification|Signature |Verification

The proposed scheme 241T, 7217, 242T +T, | 725T, +T,,

DSA NA NA 242T +T, | 483T +T,,
Note:

T, : The number of modular multiplications.

T. : The number of modular inverse with 160-bit modulus.

iny

3.3. Application on the ECDSA

In 2000, the ECDSA was- approved -as’ FIPS 186-2 [NIST00]. We apply the
propose scheme to the ECDSA, ealled a proxy-protected ECDSA, which is a variant

ECDSA with properties of proxy signatures.

3.3.1. Proxy-protected ECDSA

The parameters are defined in an elliptic curve £ modulo a prime p as a

public-key cryptography. The notations are follows:

Alice An original signer.
Bob A proxy signer.
Carol A verifier for proxy signature
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p A prime number.

E An elliptic curve defined over F,.
q The number of points on E.

G A point on E having prime order ¢ .
X A private key with 0<x<¢g-1.

0 A public key with O=xG onE.
h() An one-way hash function, SHA-1.

The original signer Alice has private key x and public key O = xG certificated by a

certificate authority. Bob is a designated proxy signer.

proxy-protected ECDSA we describe as follows:

(Proxy generation and delivery)

Bob: Select arandom, k, (L<k <g=T).
Compute G'=k,G mod gq.

Bob— Alice  G'.

Alice: Select a random integer,k, (1<k, <g-1)
Compute R, =k,G.
Set (x,y)=k,G".
Compute e=h(x,) andset s, =(xe+k,)mod q.

Alice— Bob  (R,,s,).

(Proxy verification and proxy key generation)
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Bob: Set r,=x,,where (x,,y,)=R,.
Compute e'=h(k,r,)mod q.

Compute (x,',»,')=s5,G—€'0.

Accept the delegation if and only if », =x,".

Then, compute s, =s,k,' mod g as a proxy key.

(Proxy signature signing)
Bob: Selectarandom k (1<k<g-1).
Compute (x;,y;)=kG".
Setr=x,.
Compute s =4k ' (h(m)-+s,r) modq.
If » = 0 or s=0 then re-select a random %"and run.again.

The proxy signature for the message mis (G',R ,e',r,s).

(Verification of the proxy signature)
Carol: Verify that » and s are integers in interval [1,g—1).
Compute w=s"'modg.
Compute u, = h(m)w mod q.
Compute u, =rwmodgq.
Compute u, =e'u, modq .

Compute X = (x;",3,")=u,G'+u, R, +u,0.
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If X = O, then reject the signature, else accepts the signature if and only if
Xy'=x;=1
The proxy-protected ECDSA could be also deployed in ECDSA by taking

parameters G'=G, R,=0 and e'=1. Furthermore, the proxy-protected ECDSA

also reaches the properties of strong proxy signature.

3.3.2. Example demonstration [Sti02]

In some reports on security estimates, the.elliptic curve basing on cryptosystem
will be secure till the year 20205 it has been suggested that one should take p ~2'®.
In this section we work through a tiny‘example to illustrate the computations in the
proxy-protected ECDSA.

Let E be the elliptic curve y°=x"+x+6 over Z,,. The parameter g is the
number of points in £. We first compute x° +x+6 mod 11 for x € Z,,, and then try
to solve the above equation for y. We can set

z=x"+x+6 mod 11

and test if z is a quadratic residue, or OR, by applying Euler’s criterion.

If the modulo prime p = 3 mod 4, we could yield the square roots of a quadratic
residue z as following formula:

+ 0 mod 11 = +2° mod 11.
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The results of the computing are listed in Table 3.2.

Because G is a generator, we can take the generator G = (2,7); and compute the
remaining multiples of G by applying the addition operation on E.

The addition operation on £ is defined as follows:

Suppose A =(x,,»,), P, =(x,,y,) are the point on E. If x,=x,and y, =-y,,
then p,+ p, =0 where O is a special point, called point at infinity; otherwise

B +P =(x;+y,;), where
{x3:/12—x1—x2 }
V3= A —x) =y .

1= (yz—yl)(xz—xl)_l,ifP;tQ
GBx} +a)2y,) ' if P=0] and

a is in the elliptic curve y* =x’+ax+b over Z, suchthata=1.
Therefore, the next multiple is 2G=G+G, 3G =3G + G, and so on. The results
of these computations are tabulated in Table 3.3 [Sti02]. Suppose that Alice’s private

key is 3, so the public key is Q=3G =(8,3) .

The proxy protocol is as follows:

(Proxy generation and delivery)

Bob : Select a random £, said5;
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and compute G'=k,G =5G =(3,6)
Bob— Alice G'
Alice:Select a random £ ,, said 4;
and compute R,=k,G=4G=(10,2);
set k,G'=4 (3,6)=(7,2)=(x,,»,) -
Suppose that e = h(7) =5 . Alice computes
s,=(xe+k,)modg=3*5+4)mod13=6 and

forward (R,,s,)=[(10,2),6] to Bob.

(Proxy verification and proxy key generation)
Let r, =x, =10 where (x,,¥%,)=R,=(10,2).Then, Bob computes
e'=h(k,R,)=h(7) =4%.
and accepts the delegation if x,'=10=x, where
(x,", v, )=5,G—€'0Q=6%2,7)-5%(8,3) = (10,2)
The proxy key is

s, =5k, modg=6*5"mod 13 =9.

(Proxy signature signing)
Suppose that the message is m, A(m) = 8 and k£ = 9. To sign the message, Bob

computes

(x;,1;) =kG' =9%(3,6)=(7,9),
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sets r = x,=7 and creates proxy signature,
s =k (h(m)+s,r)modg=9"(8+9*7)mod13=5.

The proxy signature is (G',R,e',r,s) =[(3,6),(10,2),5,7,5].

(\Verification of the proxy signature)

The verifier does the follows:
w=s"modg=5" mod13=38,
u, =h(m)wmodg=8*8 mod 13 =12,
u, =rwmodqg =7*8 mod 13 =4,
u, =e'u,modg=5*4 mod13=7,

and
X =(x,,y)=u,G'+u,R+u,Gmod¢g

=12*%(3,6) +4*(10,2) + 7*(8,3)mod13=(7,9).

The verifier accepts the signature, because x, =7. This example adequately

Nevertheless, the

shows the proxy-protected ECDSA can be used in practice.

security of the proxy-protected ECDSA is as secure as the standard signature ECDSA.

We have proposed both proxy-protected signature on DSA and proxy-protected

signature scheme and relative application on the ECDSA, called a proxy-protected

DSA and proxy-protected ECDSA respectively. The proxy-protected DSA (ECDSA)

is a variant of DSA (ECDSA), which satisfies not only the security of signature but
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also the required secure properties of proxy signature and strong proxy signature.
We use an example adequately to demonstrate the proxy-protected ECDSA in practice.
Moreover, proxy-protected DSA (ECDSA) and conventional DSA (ECDSA) can be

used in one scheme.
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Table 3.2. Points on the elliptic curve x° +x+6mod 11 [Sti02]

X x’ +x+6modl1 y'=+z>modl11 ")’ y QR?
0 6 4,7 5 No
1 8 5,6 3 No
2 5 4,7 5 4,7 Yes
3 3 5,6 3 5,6 Yes
4 8 5,6 3 No
5 4 29 4 2,9 Yes
6 8 5,6 3 No
7 4 2,9 4 2,9 Yes
8 9 3.8 9 3.8 Yes
9 7 2,9 4 No
10 4 29 4 2,9 Yes
Table 3.3. The multiples of generator G [Sti02]
G=(2,7) 2G=(5,3) 3G=(8,3) 4G =(10,2)
5G=(3,6) 6G=(7,9) 7G=(7,2) 8G =(3,5)
9G =(10,9) 10G = (8,8) 11G=(5,9) 12G=(2,5)
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3.4. Applications on Public Key Infrastructures (PKISs)

3.4.1. PKI architecture

PKI is an authentication technology that provides means for replying parties to
know that the publics actually belong to the parties. Using a public key cryptography,
PKI enables the services including data confidentiality, data integrity. The main
framework of PKI is defined in ITU-T X.509 Recommendation [CF03,AF99]. The
public Key Infrastructure X.509. working.group“of the Internet Engineering Task
Force (IETF) has been developing X509-based PKI (PKIX) model that is suitable for
deploying a certificate-based architecture on the Internet.

Figure 3.1 is a simplified view of the architectural model assumed by the PKIX
specifications. The components in this model are End Entity, CA, RA, CRL issuer,

and repository.

3.4.2. PKIX components

In this section, we briefly describe the components of the PKIX model.

® End entity: An end entity can be an end-user or a device such as a router, a
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server or a process on anything can be identified in the subject name.

®  (Certification Authority (CA): CA is a component that can issue certificates.
Certificates are signed by the issuing CA. CA are also responsible for issuing
CRLs unless this been delegated to a separate CRL issuer. CA may involve
registration tasks, but these are often delegated to the Registration authority
(RA).

®  Registration Authority (RA): The RA verifies the identity of the end entity
attempting to register with the PKI. The RA should perform to verify that the
subject has possession of the private key being registered and validate the
parameters of public keys forregistration.

®  Repositories: A repository is.a term used to denote any method for storing and

retrieving PKI-related information ‘suchas certificates and CRLs.

3.4.3. PKIX management functions

Management protocols are required to support on-line interactions between PKI
user and management entities. The functions need to be supported by management
protocols in the proxy signature include:
®  Registration: This is a process whereby a user first makes itself known t a CA or

RA. The step is usually associated with the initial verification of the entities
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identity. The processor could be accomplished directly with the CA or through
an RA.

® Initialization: This step involves initializing the associated trust anchor with the
end entities. Additional information such as applicable certificate policies may
also be supplied.

®  (Certification: The is the process in which a CA issues a public key certificate for
a user’s public key, and publish that certificate in a repository.

The PKIX management functions also include key pair recovery, key pair update,

revocation request, etc. Those are not main process in proxy signature applied in PKI.
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3.4.4. Proxy signature applied in PKIs

Our approach is to use X.509v3 certificate extension to indicate the relationship
between an original signer and proxy signer by proxy parameters.
Suppose that the original signer is certified by a CA and has a public key
certificate. The proxy signer enrolls into the PKI and then creates a proxy key with the
original signer. At initialization step, the CA/RA needs to verify the relationship of the
delegation from cryptographic technologies. The proxy key is derived from the
original signer’s private key. From thesadditional delegation information, the CA/RA
must be convinced that the original signér agrees to delegate the signing capacity to
the proxy signer.
The proxy signer initialization in PKI (Figure 3.2.) executives the following steps:
Step 1. The original signer and the proxy signer create a proxy protected proxy secret
interactively.

Step 2. The proxy signer creates a proxy key pair.

Step 3. The proxy signer sends the public key information including the public
information and certification request [RSA00] to the RA.

Step 4. On receiving the message from proxy signer, the RA verifies the identity of
the proxy signer and the certificate policy. If they are qualified and sends the

certificate request to the CA.
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Step 5. The CA executes the process of signing to create a certificate.

Except the mechanisms provides the proxy signature scheme in PKI, the policy of
CA must support the scheme. Due to deploying the proxy signature scheme, the
constraints in the CA function will be raised.

When a verifier checks the validity of proxy signature, he uses the same algorithm

as showed in Figure 3.3.
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Chapter 4 Forward-Secure Proxy Signature

Generally speaking, many of proxy signature schemes can be proven secure under
very reasonable assumptions. In many solutions, security guarantees last as long as
the secret keys remain unrevealed. If a secret key is revealed, security is compromised
and any signature created by the key is no longer trusted. In the literature of
cryptography, many schemes are proposed to enhance security against the key
exposure problem, such as threshold scheme [SLH99,Sun99], proactive schemes, and
forward-secure scheme [AMNOL,BM99,GQ88].- In a (m , n) threshold scheme,
security is supposed under the ‘condition that the-adversary is restricted to comprise
less than m of the n shares throughout the entire key lifetime. The proactive schemes
are similar to threshold schemes except renewing all of the shares periodically.

Recently, some researchers propose proxy signature schemes deploying threshold
schemes to enhance their security. However, threshold schemes and proactive
schemes are group-oriented schemes, which are not suitable for a single signer or a
single proxy signer. Consequently, proxy signature deploying forward- secure scheme
is a novel approach. The object of forward-secure scheme is to protect signature
security against the risk of key exposure without requiring effort of key distributions.

In this chapter, we propose a proxy signature scheme with forward-secure

property in which we adopt the concept of forward-secure property for proxy
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signatures against key exposure. In our scheme, the duration of proxy time is divided
into several time periods. At each time period the proxy signer renews its proxy keys
and deletes its previous proxy keys. Therefore, the proxy key is used only for a period
to reduce the potential damage in case of the proxy key exposed. Once a proxy key is
exposed, the attacker cannot forge a signature what is created before the time prior of
key exposure.

A proxy signature scheme with forward secure property is a strong proxy
signature scheme. Besides the requirements of strong proxy scheme from R1 to R5

(in chapter 2), It needs a more requirement 6 as follows:

R6 — forward secure property: disclosure of the present secret key does not

compromise the secrecy of the eatliet signature.

4.1. Forward-Secure Proxy signature Scheme

In the forward-secure proxy signature scheme, there is a system authority (SA) to
authorize the identities and broadcast public information. The SA generates the
parameters N, v and ¢ [OS91] (referred to 2.3.2). The forward-secure proxy signature
scheme involves several participants: an original signer ‘Alice’, a proxy signer ‘Bob’,
and a verifier. There is a warrant m, to constrain the relationship of an original

signer and a proxy signer such as the identities of the protocol, the duration of
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delegation, and the usage of proxy key.

4.1.1. Protocol of the forward-secure proxy signature scheme

Alice and Bob generate key pairs respectively. Then, Alice generates a new key
that derives from Alice’s private key and sends to Bob. On receiving the key from
Alice, Bob creates a proxy key. At the next period, Bob updates the proxy key. To sign
on a message, Bob uses the current proxy key; and then any verifier can verify the
proxy signature uses both Alice’s and Bob’s public keys.

Alice selects a random s, € Zy as a private key and computes a corresponding
public key u,=1/s> " mod N: and then Bob selcctsia random s, € Z;, as a private
key and computes a corresponding public key™ u; =1/ sf,:;w) mod N . The SA certifies

both of the public keys. The details of the protocol are described in Figure 4.1 and

explained as follows.

(Proxy generation and delivery - Executed by between Alice and Bob)
Alice does the following steps.
Step 1. Select a random &, c 7, and computes r,=(1/k,)*"" (mod N).
Step 2. Compute e, =H (m,, ,r,)and o, =k, s (modN).

Step 3. Then, send the proxy secret (o, ,m,, ,r,) to Bob in a secure manner.
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(Proxy verification and proxy key generation - Executed by Bob)
Upon receiving (o, ,my, ,r,), Bob does the following steps.
Step 1. If o ,=0 (mod N) then reject the proxy key, else do the following steps.
Step 2. Then, compute e,=H (m,, ,r,)and r,'=(1/5)*" (/u,)* (mod N).
Step 3.If e,=H (m,, ,r,") then do the following steps, else reject it.
Step 4. Compute o, =0, s;' (mod N).

Therefore, at the beginning Bob generates a proxy key is (o, ,my, ,7,).

(Proxy key update - Executed by Bob)
At the period j, Bob updates his_private key (j, Ty 5 My ,r,) from (j-1,

Ty, My s r, )by o 5= (o 5, )*= (mod N) and delétes previous private key o B,

(Proxy signature signing- Executed by Bob)
At the time period j, Bob signs on a message m and does the following steps:
R *
Step 1. Select arandom k € Z.

ov(tHl=))

Step 2. Compute r=k mod N, e=H(m,r,j)and o=k (O'Bl_)emod N.

Therefore, the signature on message Mis (j,o ,r,r,).

(Verification of the proxy signature)

A verifier can verify the validity of the signature ( j,o,r,r,) on the message M

by following steps:
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Step 1. If o =0 (mod N) then reject the signature, else do the following steps.
Step 2. Compute e,=H (m,, ,r,) and r=c"" (7, (u uz)) (mod N) in which
the »,(u,u,)* asaproxy public key.

Step 3. If e=H (m,r', j) then accept the signature, else reject it.

In our forward-secure proxy signature scheme, we modified the Abdalla-Reyzin
forward-secure digital signature scheme with the output of signature signing phase
and the input of verification phase. The output of signature signing phase is (j,o ,7)
instead of (j,o,e) and then we add a parameter r, to reform the signature as
(j,o,r,r,). However, the inpuf of verification, phase is relatively modified by

(j,o,r,r,) to keep the properties of proxy signatures.
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IAn original signer ‘Alice’

Private key s, € Z,,

Public key u, =1/sf1:m> mod N

IA proxy signer ‘Bob’

*
Sy, ey

_ 2v(r+l)
upg=1/s,  modN

(Proxy key generation)
k, c Z,.

r=(1/k,)*"" (mod N).
e,=H (my ,r,).

o,=k, s (modN).

o,.M,.r,

If o , =0(modN)then return(False).
e,=H (m,,r,).

r=(1/0)"" (1) (mod N).
If e,=H (my,r,")do

2v(1+l

e
Oy =0, S5 (modN).

else return (Fals)

(proxy key update)
(At the period ;)

oy =(0y,,)" (modN)

Figure 4.1.1 The protocol of the forward-secure proxy signature scheme (1)
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2

IA proxy signer ‘Bob

j,I",O'Bj_,I"A

<
<

(\Verification of the proxy signature)
If o =0 (mod N) then return (False)

else
e,=H(m,,r,).
r=c?"" (7, (u ug))" (modN).

if e=H (m,r', ) than return(True)
else return (False).

(Proxy signature signing)

R *
keZ,.
r=k>"" mod N .
e=H(m,r,j)
o=k (O‘Bj)e (mod N).

Figure 4.1.2 The protocol of the forward-secure proxy signature scheme (2)
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4.1.2. Correctness and conformance of the forward-secure proxy

signature scheme

The following lemma and theorem prove an original signer can delegate its right

of signature and the forward-secure proxy signature works correctly.

Lemma 4.1: If an original signer Alice delegates its signing capability to a proxy
signer Bob by a proxy secret (o ,,r,), then the proxy signer can verify proxy secrets

validity.

Proof:

An original signer’s delegation workscorreetly by computing

r' o= (o) (1u,)e

2|r(l+l)

= (/k,)

= r, (modN).

Thus e,= H(m, ,r,"), as require. []
Form the Lemma 4.1 Bob receive the proxy secret and checks the secret 1S correct.

The following theorem proves that the proposed signature works correctly.

Theorem 4.1: If the forward-secure proxy signature ( j,o ,r,r,) on a message m is

valid at the period j, it will pass proxy signature verification.

Proof:
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If the original signer delegate its signature capability correctly by Lemma 1,

we will prove that H (m,r,j)=H (m,r',j) by the following statements:

2v(z+]—j

r =0 (1, (uu,)*)" (mod N)

(Substitute o=k (O'Bl_ )*mod N)

= (ko))" (ruuy)**)* (mod N)

(Substitute o, =(GB/71)2V (mod N))

2v(t+17/') 2v(r+la/‘)

=k ((05)" ) (ry(uuy)™)" (mod N)

(Substitute o, =0, sy (mod N))

v(t+)

=k (o)) (ry(u4u,) ) (mod N)

(Substitute o, =0, 5,5 (mod N))
= K (07 (5 ug)) (med N)
(Substitute o,=k, s (modN))

=K (U ) ) 2)) ) (7 ()" (mod N)

= """ (mod N)

Therefore, H(m,r,j)=H (m,r',j), as required. []

From a signature, the original signer’s agreement on the message m using a proxy
key is verified explicitly if the proxy signature (j,o,r,r,) passes the checking

successfully via Theorem 4.1. Furthermore, the proxy key is derived from the proxy
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secret that is made by the original’s private key correctly by Lemma 4.1. Therefore,
from the signature, a verifier can identify the proxy signer’s signing capability
delegated by the original signer.

Identity information of the proxy signer is included in the signature. Anyone can
determine the identity of the corresponding proxy signer because of the proxy signer’s

public key u, .

4.1.3. Security analysis of the forward-secure proxy signature

scheme

By reason of the security réquirements, the length of the b/um integer N is more
than 1024 bits and the security parameter v is more than 6 in the forward-secure proxy
signature scheme.

The forward-secure proxy signature scheme is a type of partial delegations in
which the proxy secret o, is derived from the original signer’s private key. Then,
the proxy signer uses the proxy secret to create a proxy key o, for protecting the
proxy signer. It is computationally infeasible to derive from o, to o, based on
2"-th square root problem. Thus, only a designated proxy signer can create a valid
proxy signature. The result leads the forward-secure proxy signature scheme to
conforming to the property of unforgeability.

From the signature, the original signer’s agreement on the signed message M
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using a proxy key is also verified explicitly, if the proxy signature (m, e, o ) passes the
checking successfully. The proxy key is derived from the proxy secret which is made
by the original’s private key. Therefore, from the signature a verifier can verify the
proxy signer’s signing capability delegated by the original signer. The design is for
verifiability.

The issue of security in the forward-secure proxy signature scheme inherits from
the Abdalla-Reyzin forward-secure digital signature scheme except the proxy key
generation. An original signer delegates its signing capability to the proxy signer by
creating 2"-th root signature [AR00,MVS96]. It is computationally infeasible to solve

the equation of e=H (m, o> o'

(r (uug)*) (mod N), j) by only known
o,r,,r,j and m. Therefore, only the original signer can create the proxy secret to

delegate its signing capability.

4.1.4. Comparison

We compare the proposed scheme with others proxy signature on the properties in
Table 4.1. In [MUO,96], an original signer delegates an unlimited signing capability
to a proxy signer and the delegation is transferable to others because it does not use
warrant. In [LK99], the scheme use warrant to limit the proxy relationship and proxy
signer does not update the proxy key such that without the forward-secure property.

The proxy-protected DSA (proposed in Chapter 3) uses the PKI to be identified the
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proxy signer by others and uses the policy in PKI to limit the delegation.

Table 4.1. The comparison of proxy signature schemes

Features [MUO196 | [LK99] protirtoeﬁst , | Froposed
in PKI Scheme
]

Verifiability O O O O
Strong unforgeability X O O O
Strong identifiability X O o O
Strong undeniability X O O O
Prevention of misuse X O O O
Limited delegation X O (0] O
Non-transferability X (@) O O
Forward-secure property X X X O

4.2. A Variant Forward-Secure Proxy Signature

However, the proposed forward-secure proxy scheme is non-designated proxy
signature. In some application, the identities are need authenticated by each other. We
propose another proxy signature scheme with time limitation which can obtain a time
limitation property on delegation duration of proxy signatures. Furthermore, the

verifier can identify which proxy signer signed on the document.

65



4.2.1. Protocol variant of forward-secure proxy signature

The system exists a system authority (SA) to create parameters and certify the
public information. The system parameters are ¢, v and N as in the section 4.1. The
function 4 is a one-way hash function with bit length of the output more than 160 bits
and “||” denotes a concatenation of two strings. The proposed scheme includes five
phases — proxy key generation, proxy key acceptance, proxy key update, proxy
signature signing, and proxy verification. The protocol of the proposed scheme is
described in Figure 4.2 and explained as follows:

R *

An original signer Id, (Id, is an unique identifier) selects a random s, € Z,
as its private key and computes its corresponding public key is u,=(1/s A)ZM) (mod
N).

R *

A proxy signer Id, (Id, is alse an unique identifier) selects a random s, € Z,

its a private key and compute its corresponding public key is u, =(1/ SB)zvml)

(mod N).

The above two public keys and identifiers are certified by a SA.

(Proxy key generation and delivery)
The original signer and the proxy signer create a proxy key interactively. They
should the following steps:
Step 1. An original signer Id, executes Algorithm PxyGen(1ld,, Id,,s,) in
Figure 4.3 to get a proxy secret (o ,,r,) and sends it to a designated proxy

signer Id, ina secure manner.
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Step 2. For accepting the proxy secret, a proxy signer Id, should obtain the
original signer Id ,’s proxy secret (o ,,r,).

Step 3. The proxy signer confirms the validity of (o, ,r,) by checking if
e,=h(1d || 1d;| r,") holds by Algorithm PxyAccept(ld ,,1d,,s,,(c,,r,)) In
Figure 4.4.

Step 4. Then the proxy signer computes o, =0, (s,)* (mod N).

Thus, the proxy signer’s proxy key tuple is (o, ,r,). The key o, with index 0’

1s at the basic state.

(Proxy key update)
At each current period j (0<|j<t), the proXy signer Id, renews the proxy
key from Oy, to Oy
Step 1. Computes Oy, Z(GBH)ZV (mod ' N)
Step 2. Deletes Ty,

The proxy key needs to be updated at every valid period

(Proxy signature signing)

Because at the period j (0< j <t), the proxy key is Ty, » the proxy signer
needs to sign a message M using algorithm Sign(m,, Oy J ) in Figure 4.5 and the
output is (o ,r,j). For the verifiability property, the output needs to add the

parameter r, such that the proxy signer’s signature formis ((o,7,j),r,).

(Verification of the proxy signature)

67



To verify the proxy signature ((o,r,j),r,) on a message m, a verifier should
obtain I/d,, Id,, u, and u,, and computer e,=h(Id | Id,|r,) and r (u u,)*
as a proxy public key r,(u,u;) . Then the verifier executes algorithm
Vitm, r,(u uy) ,((o,r,j),r,)) in figure 4.6. If the output is ‘False’ reject the

signature, else accept it.

The building blocks of the proposed scheme are as the same as the forward-secure

proxy signature scheme except the identity of original and proxy signer.

4.2.2. Correctness

The following lemma and theorem prove an original signer delegates its right by

signature and the proposed signature works correctly.

Lemma 4.2: If an original signer Id ,delegates its signing capability to a proxy
signer 1d, by proxy secret (o ,,r,), then the proxy signer can verify its validity.

Proof: An original signer’s delegation works correctly by computing r,' =

2v(/+l)

/o)™ Wu) = A/k)™" = r, (mod N). Thus e, = H(Id,|Id,|r,),

as require. []
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Theorem 4.2: If the proposed signature ((o ,r, j),r,) on a message M is valid

at the period j, it will pass verification of proxy signature of the proposed scheme.
Proof: If the original signer delegate its signature capability correctly by
Lemma 1, we will prove that H(M ||r||j) =H (M ||r'||j) by the following

statements:

2\'(l+17/')

r' =0 (VA (”A”B)eA )e (mOdN)

= (ko))" (ruuy)**)* (mod N)

2v([+17/)

= ()Y (g u,)) (mod N)

2v(r+l)

=& (0,07 ()" (mod N)

J) v+l

= B (2 Yy (0,) ) (mod )

K (A r (A u ) ug)) ™) (ry(uup)™) (mod N)

= """ (mod N)

Therefore, H(M ||r||j)=H (M ||r'|| j), as required. L]

4.2.3. Conformance with properties of proxy signature

(Verifiability) From a signature the original signer’s agreement on the message M
using a proxy key is verified explicitly, if the proxy signature ((o,r,j),r,) passes

the checking successfully using by Theorem 4.2. Furthermore, the proxy key is
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derived from the proxy secret and the proxy secret is derived by the original’s private
key by Lemma 4.2. Therefore, from the signature a verifier can identify the proxy
signer’s signing capability delegated by the original signer.

(Identifiability) ldentity information of the proxy signer is included in the
signature. Anyone can determine the identity of the corresponding proxy signer
because the proxy signer’s public key u, and the unique identifier Id, is required in

order to check a proxy signature.

4.2.4. Security analysis

In the proxy key update phase, a proxy signer renews its proxy key o 5= (o 5, )
(mod N) and deletes Oy , at thé.period ;. It 1s computationally infeasible to get
Ty, from O3, without knowing p, and p,. Moreover, an original signer Id,
delegates its signing capability to the proxy signer Id, using creating 2"-th root
signature [OS91].

In this scheme, a proxy signature includes the value j of the period. A verifier
can verifies a proxy signature in the valid period by checking whether the value j of
the period in delegation duration. Therefore, each period can be presented a proxy
period. For example, a manager (an original signer) wants to delegate his signing

capability to his secretary (a proxy signer) for a month. The time period could be set

t=30 and each period has length one day. The proxy public key keeps for one month
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and the proxy key is updated daily. When a proxy key finishes updating (i.e. it has
been updated for all the periods.), it is revoked automatically.

The key exposure problem is a serious problem against the security of a strong
proxy signature scheme. We have proposed a new proxy signature scheme to avoid
the problems of key compromise. The proposed scheme is also a very helpful tool in
which an original signer delegates its signing capability to a proxy signer with

limitation of the duration.
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The original signer Id,

R *
private key s, € Z,
ou(e+)

publickey u,=(1/s,) (mod N)
(o,,r)=PxyGen(ld ;, 1d,, s ,){

R *
k,eZ,;
r,=~1/k,)”  (modN);
e,=H (Id | 1d,|r,);
o,=k, sy (modN)};
return (0, ,7,);}

2v(f+l)

(04.74)

v

The proxy signer Id,

. R *
private key s, € Z,

ov(t+D)

publickey u,=(1/s;,) (mod N)

(O-BO’FA):
PxyAccept(1d ,, 1d ;85 ,(0 ,, 7))
e, = H (Ild, | ldg | ry)

' =(/0)"" (1 u,)* (mod N;
if e, = H(Id,|Id,|r,")

then
return (False);

else 0, =0, (s5)" (mod N);
re‘[urn(O'B0 NN

If the return is ‘False’ then reject it.
(At period j)

5 =(05, )" (mod N);

Figure 4.2.1 The protocol of a variant forward-secure proxy signature (1)
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‘((J’r’j)arA)

A=VAM 1 () (07 )
if o =0 then return (False),
else e,=H (Id ;|| 1d;|r,);
e=HMI|r|j)

r 20_2“*‘ ! (rA (MAMB)C)A )e
(modN);
If e=H (M ||r'|j)then
return (True),
else return (False);}
If A = “True’ then accept it, else reject
it.

The proxy signer Id,

A proxy signer Id,
(O',r,j)ZSgn(M,O'Bj 4 ]){

R *
keZ,,;
=k (mod N);
e=HM|r|j)

o=k GZ,/ (mod N);

return (0,7, j );}

Figure 4.2.2 The protocol of a variant forward-secure proxy signature (2)
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Algorithm PxyGen((/d ,: an original proxy signer’s identifier, Id,: a proxy
signer’s identifier, s ,: an original signer’s private key): Proxy generation algorithm.

Summary: An original signer Id, creates a proxy secret (o ,,r,) for proxy
signer Id, .

R *

Step 1. Generate arandom k, (k, e Z,).

Step 2. Compute rA=(1/kA)2v(M) (mod N),

Step 3. Compute e,=h(Id || ld,||r,)and o,=k, s (modN)

Step 4. Return proxy secret (g, 7, ).

Figure 4.3. The algorithm of forward-secure proxy key generation
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Algorithm PxyAccept(/d ,: an original proxy signer’s identifier, Id,: a proxy
signer’s identifier, s,: a proxy signer’s private key, (o,,r,): a proxy secret):
Proxy acceptance algorithm.

Summary: The proxy signer Id, accepts the proxy secret and creates proxy key
(g, 74)-

Step 1. Compute e,=h(Id,||Id,]|/r,),and r,'=(1/c)*"" (1/u,)* (modN).

Step2.1f e, # h( Id, || Id,; || r,)/ ) then return (False), else compute

04 =0, (s,)" (modN)

Step 3. Return (o7, , 7).

Figure 4.4. The algorithm of forward-secure proxy acceptance
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Algorithm Sign(M : a message to be signed, s,: a private key, j:a current time
period ): Forward-secure signature algorithm.
Summary: A signer generates a signature on a message m using private key s,
and a current period ;.
R *
Step 1. Select arandom & (k € Z,)).
Step 2. Compute r=k>" " (mod N), e=h(m 7| j),and o=k s¢ (mod N).

Step 3. Return (o, 7, j).

Figure 4.5 Forward-secure signature algorithm
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Algorithm Vf(m: a message, u : a public key, (o ,r, j): a signature):
Forward-secure verification algorithm.

Summary: Any verifier can verify the signature (0,7, j) on a message M using
public key u.

Step 1.if 0 = 0 then return (False), else compute e =h(m | 7| j) and

_ 2(1+1—/
r'=o

"y (mod N).

If e=h(m | r'| j) then return{True), else Return (False).

Figure 4.6 Forward-secute verification algorithm
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Chapter 5 One-time Signature and its Application to

Proxy Signature

In this chapter, we propose a new scheme to generalize the Lamport one-time
signature and its applications. We group the message by power of 2. Then, each group
of the message is encoded and signs individually by selecting the corresponding
private keys from the private key box to create the signature. Thus, the general
Lamport one-time signature scheme saves on the storage space of the public keys and
the size of the signatures. Moreovery we propose an efficient solution for signing a
long message to make the general Lampoit one-time signature scheme more operative
in practical. Furthermore, we improve general-lLamport one-time signature scheme to
save move storage space, and propose its application on proxy signature scheme.
One-time proxy signatures are one-time signatures for which an original signer can

delegate his signing capability to a proxy signer.

5.1. Improving Lamport One-Time Signature

In this section, we introduce an efficient scheme for one-time signature in which

the length of public keys and signature will be reduced.
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5.1.1. Protocol of variant Lamport one-time signature

The Lamport one-time signature scheme faces the long length of signatures that
are the half of private key box. We propose a new scheme to reduce the size of
signature and create a variant Lamport one-time signature. We consider that the
Lamport one-time signature scheme is a special case of the variant Lamport one-time
signature scheme. Suppose that 4:Y — Z is a one-way hash function. The new

scheme is described as follows:

(Key generation)

We should do the following steps:

Step 1. Select a number v which‘is/abase of power 2 like 2, 2°, 2° (say v=2°)

Step 2. Compute the columns / of key array by encoding the message m based
on v as m=(m,..m,) .

Step 3. Select [ elements y,, €Y at random with 1<i</ at the first row of
the private key box. At each column i, select e elements with suffix by
powerof2as y,,, Yigirees Yiger

Step 4. Compute the corresponding public key box by using hash function.

Thus private key box SK and the public key PK box as follows:
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RAS I Yo,
Vi Yo Vi
Vi yz,z‘ Vi
SK = :
Vige Vs Yia
2o a0 7T Zno
211 2y, 211
Zl,z' 22,2‘ Z/,z1
P — : : :
Zipe Fpoe Z1)

(Signature signing)

To sign the message m, we should do the following steps:

Step 1. Encode the message basedon v as_ m =(m,..m,) .

Step 2. If the digit of the message m;= .0 ; then select the first row of
corresponding entry ;5.

Step 3. Encode each digit based on 2'as "m, =(uu,...u, ), .

Step 4. At each column i and e-bit message m, =(uu,..u,),, If u,=1 select
Yigis else discard it.

Thus, the signature of message m is the selected items in the private key box

(a,a,,..., a,).
For example m =(3A...0),, we encode 3=(11), and A=(0101), and select the

corresponding entry in the private key box as (,,,¥, 515, ,15Y, 55 s Vio)
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E)’u]] Yor_. 0 Y
Yy [yz,f] RPN

sig (3A...0)= : ) :
Vi [y2,23] Y

= (yl,l’ylﬁzl ’yz’zl 9y2’23 3"'9yl,0)

(\Verification)

To verify the signature (a,,a,,..., a,) on message, we run the verification
algorithm in the above section. For example, we check the signature
(¥, s Vig > Yag s Vaps oo ¥,0) on message m =(3A...0),,. Select the corresponding
entry in the public key box and check that,the preimage of the selected entries are the

signatures as the follows:

/G IRT NI SRS USRI /)

In the variant Lamport one-time signature scheme, a message to be signed is based
on the power of 2. The message is divided into / digits. Each digit of the message is
signed individually. The signature is the corresponding entries of private box with 1°s

binary in each digit encoded by based of 2. The verification consists of checking the
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each signature is the preimage of the corresponding public key entries.

In addition, the variant Lamport one-time signature scheme generalizes the
Lamport one-time signature scheme. Thus, at encoding the message into the power of
2, the variant Lamport one-time signature scheme will reduce to a Lamport one-time

signature scheme.

5.1.2. Efficiency

Lamport one-time signature scheme! i§ not efficient on the length of private and
public keys. The variant Lampoft one-time-signature scheme saves the space storage
of the public keys and the signatures..We consider that the length of message is 320
bits and the variant Lamport one-time signature scheme based on 8 and based on 32
respectively. We compare the variant Lamport one-time signature scheme and the
Lamport one-time signature scheme in the Table 5.1.

For example, we want to encode the public key based on 32 in the variant
Lamport one-time signature scheme. We encode the message based on 32 and get
[=320/32=10. The number of items in each column is e+2=7, since e =5 has 6 items
and the special item when the message digit is 0. Therefore, we save about
(320-70)/320=78% storage in storage space against the Lamport scheme.

If the length of signature is / in the Lamport one-time signature, it will take size
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of O(/) time complexity on verification but the variant Lamport one-time signature
scheme, it only takes time complexity of size of O(log(n)) on verification, since it
encode on the base of power of 2.

Although, the variant Lamport one-time signature scheme is better than the
Lamport one-time signature scheme, it is still not efficient to sign a very long message.
We may improve the problem by hashing the message before signing. I.e., to signing
message m, first we compute the hash value 7= f(m) by using hash function, then
we sign the message m by the variant Lamport one-time signature scheme. The
result leads that the signature is not increasing with the length of the message to be
signed. Thus, the time complexityds O(1) on vetification.

We consider using the SHA=serials hash function®in the variant Lamport one-time
signature scheme. The public key. requires 35 1tems for signing a long message. If we
want sign a message with the length of 320 bits. It will take 11% storage for the

public keys against the Lamport scheme.
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Table 5.1. Comparison of the variant Lamport one-time signature scheme and

Lamport one-time signature scheme

# of public key items |# of signature items |# of verification items
Lampor signature 320 160 160
Variant Lamport one-time 200 100 100
signature scheme based on
8
Variant Lamport one-time 70 35 35

signature scheme based on
32

5.2. More Improving on Lamport One-Time Signature

In this section, we develop“the Lamportit one-time signature scheme (L(¢) for

short). The scheme is more efficient than the above scheme.

5.2.1 The Definition of Lamport-t scheme

The L(¢) includes three algorithms, key generation, signature and verification, we

define it as follows:
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Definition 5.1
Suppose that #:Y — Z is a one-way hash function.

Let T={0,1,...,2" =1} where ¢ is a dimensional parameter and the message m be

n
the length of n bits and & :{T—I (where |"| is a ceiling function).

(Key generation)

Step 1. Select 2’k elements Y,; €Y atrandom with 1<i<k and; €T where
k is the length of message based on 2.

Step 2. Compute z, ,=h(y,;) foralli,j.

The key K consists of the 2"k y’s and 2’k Z’s. The private key SK box and the

public key PK box are as follows:

Yo Va0 Yi,0
Y1 Yo Yid
SK =
y1,2’—1 y2,2’—1 yk,2’—1
Z1 230 Zr0
21, 2y Zr1
PK =
Zig Fagg Zra

(Signature)

To sign a tk-bit message m= m,..mm,,,...m,,...m,, , do the following steps:
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Step 1. Encode message by base 2' as m= ( wu,.u, ) ,  where

u, =(m,,,m,,,..m,,, ) and 0<i<k-1I.

Step 2. Select corresponding entries from the private key box as the signature on

the message m. The signature is the following definition.

SIG(M)= (V14> Yoy sr+es View, ) -

(\Verification)
To verify signature (y,,,V,,, »s,, ) On message m, anyone can check by the

follows:

VI (0, (Vs Vo, oo Vi) = True. <h(y,, )=z, for 1<i<k.

In the case of =1, the L(l) is a conventional Lamport one-time signature
scheme. Thus, the L(?) is another generalized Lamport one-time signature scheme.

A message to be signed is grouped by £k ’s columns. Each column of message is
signed individually. If the i™ column of the message 1s u;, which is encoded by the
base of 2', then the /™ column of the signature is the corresponding value of the
private key in the private key box.

For example m=(3E...0) ., we select the corresponding entry in the private key

box as (Y5, Vigsees Vio)
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Vo e o Dl
: Vo Yia
bl | :
' ~ : 2,14 V4
sig 3E...0)= Vis  Vais Yi.1s

= (y1,3 > V1,14 a---ayk,o)

The verification is checking that the each element in the column is the preimage of
the public key in the public box by the hash function 4.

Let us consider a message with length n bits and the parameter ¢ such that » is
divisible by ¢. The results of comparison of the conventional Lamport one-time
signature scheme i.e. L(1) and the L(#) on the storage space are as the Table 5.2. The
L(t) saves the storage of the signature by ¢.times,-but increases the storage of the

2t—-1
privates and public keys by ;. againstrZ(1l): In case of the L(2), the size of the

t
signature is the half of the Lamport ‘one-time" signature scheme, but the number of

public keys is the same as L(1).

Table 5.2. Comparison of the L(1) and L(¢) with message » bits

Scheme Signature items [Private keys [Public keys
Lamport’s scheme L(1) n 2n 2n
L(2) n 2n 2n

2
L(?) n il 1

t t t
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Note: n : The length of the message bits.
¢t : The dimensional parameter.

n
k 2[7] (where [-] is a ceiling function).

5.2.2. Security analysis and efficiency

The adversary attempts to forge the L(?). If f is a one-way function with a
non-negligible function &(), First, we show the adversary how to invert the L(?)
scheme. Assume the adversary forge the signature with probability 6. From the
column of the signature, the terms selected from the private key box are about 2 so
that to break the signature is with probability: 2’ §. We know the hash function f
with a non-negligible function, Such that we have 2“5 <¢ and therefore & <27‘zg. To
break the L(#) function is with probability. 328“

We consider using the SHA-1 hash function in the proposed scheme and the

message length n=320 such as #=5 and k=64. The key pair (SK} ), PK;ss5) ) of L(5)

is as follows:

Yo Yoo 0 Veao
Vi Yo o Year
SK = ...
L® y1,25—1 y2,25—1 y64,25—1
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20 7 Zeap

21 Zyn T Zeay

PKL(S) = |z z

1,2°-1 2,2°-1 Z32,25—1

We use L(5) to compare to the Lamport one-time signature scheme (L(1)) in

the Table 5.3.
To improve the size of the public keys, we use the L(5) with hash chains. A hash
chain is to compute a hash value iteratively. After acting of the hash chain, the L(5)

1s as follows:

Yio Voo Veao
Vi Va1 5= %%
L(5)_hash Vi Yoy Y251
Yo Va0 e Vea0

f(yl,o) f(J’2,o) f(J/()4,0)

B f31(y1,o) f31(y2,0) f31(y64,0)

PKL(S)_hash = {f31(y1,0) f31(y2,0) fEI(yM,o)}
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We may improve the long message by hashing the message before signing. Use
the SHA-1 for the message 320 bits and shorten the message to 160 bits. The private

keys and the public keys will reduce 50%. The key pair is as follows:

Yo Y20 e Y320
f(y1,o) f(yz,o) f(yz.z,o)

SKusy asn_ons = | ' 00) £ Oag) S (Vo)

PKL(S)_hash_long = {f31(y1,0) f?’l(%,o) f31(J’32,0)}

We adopt concept of fly keys to'the private key generation. When signing the
message, we iterate to use hash function at each row and choice corresponding items.

The private keys are as follows:
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Table 5.3. The iterations of the private keys of L(5)

Initialization Do 320 o)
First iteration { Yiw Yo y32,1}
Second iteration {yl,z YVap 0 yzz,z}
Final iteration {yl,gl DRI y32,31}

The signature requires 64 itemsin the L(5).2It improve 90% storage compared to
the L(1). Thus, the public keys-improve 95% against the Lamport scheme. However,
the private keys are still required a;large amount of items. We proposed the L(5)
with hash chains for signing long messages to reduce the private keys to 1024 items.
In practical, we can use the fly keys to reduce the storage space of the private keys

such that we can improve the storage space to about 95%.
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Table 5.4. The comparison of variant L(¢)s with message 320 bits

Scheme { Signature items |Private key items [Public key items
Lamport’s scheme
(L)) 320 640 640
L(5)
64 2048 2048
L(5) _hash
- 64 2048 64
L(5) hash_lon
©)- -on8 32 1024 32
L(5) hash_lon ke
() _hash _long _ fivkey 32 32 32
Improvement
90% 95% 95%
Note: L(5) _hash : L(5) with hash chains

L(5) _hash _long : L(5) with hash chain for signing long messages

L(5) _hash _long flykey -

message by fly keys

5.2.3. Comparison

L(5) with hash chain for signing long

The Bos-Chaum scheme [BC93] is that signatures are shorter than with the

Lamport scheme. Suppose we want to sign a n-bits message and we choose k larger

enough so that [Sti02]

2»«{

2k
k

We need to satisfy the above inequality. If we estimate the binomial coefficient

[Sti02]
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2k)  (2k)!
k| (k)

using Stirling’s formula, we obtain the inequality

(Note: Here, the parameter n and k are swapped to [Sti02])

n<?2 _—logz(nﬁ) .

2

The Bos-Chaum scheme requires an injective function that associates a k-subset of

a 2k-set with each possible binary n-tuple.

The comparison of Bos-Chaum scheme and L(t) with the message 160 bit is in

Table 5.5. We choose the message length 160 bits.

Table 5.5. The comparison of Bos-Chaum scheme and L(t) with the message 160 bits

Item Bos-Chaum scheme L(t)_hash_long_flykey
Message bits 160 160
Public key items 166 32
Private key items 83 32
Signature items 83 32

We can take k=83 so that the public key items are 166 and the private items are 83

in the Bos-Chaum scheme. Our scheme is more efficient than the Bos-Chaum scheme

and does not need the injection function.
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5.3. One-time Signature Scheme Applied on Proxy

Signature

The one-time signature proposed above could be used in proxy signature. We
using one-time signature design a proxy signature and the protocol are as the follows.
The system parameter tuple (p,q,g) is defined in Section 2.2.4. Suppose a message
with length n bits and the parameter ¢ such that 7 is divisible by ¢.

The original signer ‘Alice’ selects 2'k random numbers as private key box SK, and
the corresponding public key box PK, with the public keys z,; = /¥ (w, ,)mod p

for 1<i<k and 0<;<2'—1 where function is a one way hash function and

n

f_/%
f(")ZfOf...Of.
(Key generation)
Wio Wso Weo
Wiy Wy Wi
SK, =
4 Wiaa Wary Wi
Z1 Zr0 Zro
Z) 231 Zr
PK, =
4 Lo oy Zrain

(Proxy generation and delivery - Executed by Alice and Bob interactively)
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The protocol does the following steps.

Step 1. Alice computes y, ;= f(w,;) for 1<i<k and 0<;j<2'-1 to

create a proxy key box DK as follows:

Yio Y20 Yk
Y Yaa Yk
DK, =
4 y1,2’—1 yz 21 yk 21

Step2.  Alice forwards DK, to the designed proxy signer Bob in a secure

manner.

Step 3.  Bob checks the validation of proxy key box by

z,,=f(,,) for 1<i<k and 05 ;<2 -1I.

If it holds, accept it else rejectrit

(Proxy signature signing and verification)

To sign the message m the proxy signer should do the Lamport-t signature scheme

and use the Lamport-t verification scheme.

The above proposed scheme is a proxy-unprotected signature scheme. The

original signer can forge

The proposed scheme is explicitly use a function f based on discrete logarithms
[MVS96]. The original signer derived proxy keys from her private keys by function

f such that the proxy signer cannot derive the proxy signer’s private keys.
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5.4. Discussion

We have proposed two generalized Lamport one-time signature schemes which
can save storage space. The proposed schemes are used to sign a long message by
hashing the message before signing to make the proposed schemes more efficient.

We expect that our schemes can be used to build more operative one-time
signature schemes. The one-time signature applied on proxy signature satisfies the
properties of proxy signature. Furthermore, we design a novel proxy signature scheme
using proposed one-time signature schemes. This novel proxy signature scheme still
needs large storage space unless using fly-key to reduce storage space. But, the
fly-key needs enormous computation. -, Itl[is trade-off problem remained as an open
problem.

One-time proxy signature could be applied on mobile agents which are
autonomous software entities that are able to migrate across different execution
environment. An agent guarantees the security of customer’s secret key by
transmitting the data without transferring the signature function of the agent. For that
proxy signature will be adapted regarding the secret computation of the secret key.

We compare the Kim’s one-time proxy [KB'01] and Wang’s one-time proxy
signature [WPO03] to the proposed scheme in Table 5.6. The Kim’s one-time proxy

scheme is based on Discrete logarithm which less efficient than the other two schemes.
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Table 5.6. The comparison of one-time proxy signatures

Property Kim one-time | Wang one-time | Proposed scheme
proxy signature proxy signature
Cryptosystem Discrete Logarithm | Hash Function Hash Function

Proxy generation

Schnorr signature

Oblivious Transfer

Double hash

Signature scheme

Fail-stop signature

Lamport scheme

Lamport-t scheme

Verifiability O 0] 0]
Unforgeability O O O
Identifiability O O O
Undeniability €] O O

97




Chapter 6 Conclusion

6.1. Conclusion

In this dissertation, we provide a new strong proxy signature scheme in DSA, a
strong proxy signature scheme with forward secure property and a one-time proxy
signature. This new strong proxy signature scheme in DSA satisfies all the
requirements Lee, et al proposed. It provides another method to practice proxy
signature, and we also design a procedure to,apply it in the PKIs. The second scheme
suggests a stronger proxy signature|scheme and it combines strong proxy signature
with forward secure property. It-is more attacker-resistant because even a secret key of
a proxy signer is compromised at.seme time period. The signatures which proxy
signer signed for the original person still valid provided that the signatures are signed
before key exposure. However, this is not sufficient for the use of a proxy signature.
The key exposure problem in distributed environments is also a serious problem
against the security of a strong proxy signature scheme. For this reason, we can adopt
a strong proxy signature scheme with forward secure property to lengthen the lifetime
of a digital signature.

On the other way, we have proposed the generalized Lamport-# one-time signature
scheme and apply it on the proxy signature. We use the concepts of hashing chain,
signing long message and fly key to improve the storage space of key and get great
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results. We expect that our scheme can be used to build more operative one-time
signature schemes. In case of the base scheme L(l) of the proposed scheme, the

proposed scheme is a conventional Lamport one-time signature scheme.

6.2. Future Work

XML signatures are digital signatures designed for use in XML transactions. The
standard defines a schema for capturing the result of a digital signature operation
applied to arbitrary data. Like non-XMIi*aware, digital signatures (e.g., PKCS), XML
signatures add authentication, data integfity, and support for non-repudiation to the
data that they sign. However,-unlike ‘non-XML digital signature standards, XML
signature has been designed to both‘account for and take advantage of the Internet and
XML. A fundamental feature of XML signature is the ability to sign only specific
portions of the XML tree rather than the complete document. The different
components are authored at different times by different parties and each signing only
those elements relate to itself. This flexibility will be suitable to be use in the proxy
signer. The original signer and the proxy signer have the signatures respectively.
Those results can be applied on electronic commerce.

In other way, a proxy signature can be used into a mobile agent who can be

applied in the electronic commerce. Mobile agents are autonomous software entities
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which are able to migrate across different execution environments. Mobility and
autonomy make permanent connections unnecessary. There are following
fundamental problems of executing mobile code. (1) Code and execute integrity, (2)
Code privacy, and (3) Computing with secrets in public. Mobile agents are suitable
for providing low-bandwidth connections and asynchronous communications. So far,
the relative discussions on proxy signature are rare, and not applicable. The issue is a

good interesting problem to research.
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