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ABSTRACT

With the progress of development in computer and networking technologies,
digital text documents nowadays have become much more popular than in the past.
The XPS (XML Paper Specification) document is a new text file format which is
portable to any computer to produce identical page layouts with high printing and
browsing qualities. In this study, three data hiding methods utilizing certain properties
of the XPS are proposed for covert communication, text authentication, and
steganography.

For covert communication, the proposed data hiding method uses a single cover
image in an XPS document as a data embedding channel. A secret message to hide is
encoded as certain rectangular-shaped patterns according to a table designed in this
study, and the patterns are described by Path elements in XPS files for use in dividing
an image hierarchically in the XPS document. The divided image pieces then are
composed together seamlessly to form the original image, thus accomplishing
imperceptible data embedding in the document.

Furthermore, since XPS documents are widely used on the Internet, malicious

users may try to intercept and tamper with their contents. This requires XPS document

ii



authentication for which a novel method is proposed in this study. Specifically, the
digests of the texts in an XPS document to be protected, after being encoded by
specific gradient patterns, are used as authentication signals. To verify the integrity
and fidelity of the text content of a suspicious XPS document, the authentication
signals extracted from it are compared with those computed from its current text
segments for decision making.

Finally, keeping secrets in XPS documents without arousing notice from possible
attackers is necessary in many information security fields. For this kind of
steganographic application, a method inserting specific invisible and width-adjustable
ASCII codes between words in the texts of XPS files for encoding secret messages is
proposed. The resulting stego-document appears to be identical to the cover document
with no width increasing between the text words.

Measures to enhance the ‘security of each proposed method are also suggested.

Good experimental results show the feasibility-of the proposed methods.
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Chapter 1
Introduction

1.1 Motivation

Nowadays digital text documents are widely used not only in academia and
business but also in people’s daily life because they are easy to create, edit, carry, and
print. The XPS (XML Paper Specification) document is a new text file format which
is portable to any computer to produce identical page layouts with higher printing and
browsing qualities. Therefore, it becomes one of the major document formats used in
daily communication between people; including message transmissions, displays, and
exchanges. How to exchange information via XPS' documents safely has so become
an important topic.

The data hiding technique intensively studied in the past decade is a good way
for safe exchanges of information. One of the applications of data hiding is covert
communication, which is sometimes called steganography. Unlike cryptography, the
imperceptibility of steganography conceals the behavior of secret transmission so that
the risk for the secret to be detected by malicious users decreases. Hence, of the first
goal in this study is to design new data hiding techniques for covert communication
by transmitting secret messages via XPS documents.

Besides, authentication is also an application of data hiding. While XPS
documents are delivered on the Internet, it is hard to prevent malicious users from
intercepting and tampering with the contents of XPS documents. In order to verify the
integrity and fidelity of an XPS document, an authentication process is necessary. For

these reasons, it is also desired to design new data hiding techniques for XPS



document authentication in this study.

In previous studies, proposed data hiding techniques via text documents are not
as many as those via images or videos. And so far, studies on hiding data in XPS
documents are not found yet. It is so desirable as well in this study to design new
methods for data hiding via XPS documents by use of new features found in the XPS.
Such methods may be used for various applications, such as metadata association,

secret transmission, and so on.

1.2 General Review of Related Works

Data hiding is the study embedding data behind cover media, such as images,
videos, documents, etc. The data embedding result usually creates small or even no
change in the appearance of the:cover media, so people in most cases will not notice
the existence of the hidden data. Many techniques have been proposed for hiding data
in text documents in recent years, some of which will be reviewed in detail in Chapter
2, including data hiding in emails, HTML files, Microsoft Word documents, and PDF
files.

In addition, since the XPS is a new document format, we will also give an
overview of its specifications in Chapter 2, such as how an XPS document is
organized and how to describe pages or create graphics and texts using the XPS

document format.

1.3 Overview of Proposed Methods

1.3.1 Terminologies

The definitions of some related terminologies used in this study are described as



follows.

1.

1.3.2

Text document: a text document is a document model which presents or
communicates narrative or tabulated data.

XPS: the XPS is an XML-based specification for a page description
language and a fixed-document format.

XPS document: an XPS document is a text document described by the XML
Paper Specification.

Cover document: a cover document is a document into which data can be
embedded.

Stego-document: a stego-document is a document with some data embedded
in it.

Protected document: a. protected document defined in this study is a
document in which authentication signals are embedded.

Document authentication: ~document authentication is a process for

verification of the integrity and fidelity of a suspicious document.

Brief Descriptions of Proposed Methods

1.3.2.1 Proposed Method for Covert Communication in XPS

Documents

A new method of data hiding using a scheme of hierarchical division of images

in XPS documents is proposed for covert communication in this study. According to

the XPS document format, an image can be partially displayed in a page by changing

the properties which describe the image in the XPS document. Thus, an image can be

hierarchical divided into blocks for display, and reconstructed later block by block.



Based on this idea, data embedding as proposed in the method is accomplished by
dividing an image into block patterns of different sizes to represent the data to be
hidden. It is hard to tell the difference between the image of its original form and the
resulting stego-image according to the image appearance. In this way, the proposed
method can be used for covert communication. The detailed embedding and

extraction process will be described in Chapter 3.

1.3.2.2 Proposed Method for Authentication of XPS

Document Contents

An authentication method for verifying the integrity and fidelity of XPS
documents using data hiding techniques is proposed in this study. Because text is the
most essential part in a common document, it iS-important to authenticate the text in
an XPS document. For this purpose, a data hiding method using superimposition of
variable gradient patterns is proposed. In the .method, we divide the text strings in an
XPS document into variable text fragments ‘and use the digest of them as
authentication signals. The signals are then embedded into the XPS document.
Therefore, whether the contents of a protected XPS document have been tampered
with or not can be verified by comparing the extracted authentication signals from the
document with those computed from the current content of the text fragments in the
document. The detailed authentication process and data embedding and extraction

algorithm will be described in Chapter 4.

1.3.2.3 Proposed Method for Secret Hiding in XPS

Documents

A method of data hiding using width-adjustable invisible ASCII codes in the

XPS document is proposed in this study for secret hiding. As mentioned in Section



1.3.2.1, a data hiding method utilizing images in XPS documents as covert
communication channels is proposed. However, the text part usually covers a large
proportion of the entire XPS document. Hence, an efficient utilization of text for data
hiding in the XPS document is proposed. By experiments conducted in this study, it
was found that some ASCII codes used in the text string of the XPS document may be
made invisible by adjusting their advance width. This property of the XPS document
format is good for use toward the aim of data hiding. Specifically, a secret message
can so be encoded and hidden between text segments by using these special ASCII
codes. Such secret hiding is a form of steganography. More detailed secret data

embedding and extraction processes will be described in Chapter 5.

1.4 Contributions

Some contributions made by this study are listed in the following.

1. For the first time XPS ‘documents are used.as cover media for data hiding
applications.

2. All the proposed data hiding methods use the unique properties of the XPS
document format found in this study.

3. All the proposed data hiding methods yield page layouts identical to the
original XPS document.

4. A new data hiding technique using a scheme of hierarchical division of images
into blocks is proposed for covert communication via XPS documents.

5. An authentication method for verification of the integrity and fidelity of XPS
document contents by superimposition of invisible gradient patterns on XPS
documents is proposed.

6. A new data hiding method for hiding secret messages among texts by



adjusting the advance widths of specific ASCII codes is proposed for

steganography via XPS documents.

1.5 Thesis Organization

In the remainder of this thesis, related works about data hiding in text documents
and the specifications of the XPS document format are reviewed in Chapter 2. In
Chapter 3, the proposed method for covert communication via XPS documents is
described. In Chapter 4, the proposed authentication method for verification of the
integrity and fidelity of XPS document contents is described. In Chapter 5, the
proposed method for data hiding by adjusting the advance widths of some special
ASCII codes for steganography is:presented. Finally, conclusions and some

suggestions for future works are-given-in Chapter 6.



Chapter 2
Review of Related Works and XPS

Document Format

2.1 Previous Studies on Data Hiding
Techniques in Text Documents

Existing studies on data hiding techniques via text documents are not as many as
those via images or videos because of the lack of redundant information in texts for
embedding data. However, lots of text documents are used in daily communication
among people. Thus, developing data hiding techniques using text documents as
cover media is needed and useful. Itis also a greater challenge to a researcher!

In recent years, several data hiding techniques applied on different kinds of text

document format have been proposed. A'survey of them is conducted in this chapter.

2.1.1 Review of Data Hiding Techniques in HTML
Files

HTML files are used widely on the Internet because it is convenient for people to
obtain information directly through web pages. Some techniques for data hiding and
its applications in HTML files have been proposed. Wu and Lai [1] hid binary data in
HTML files using attributes of tags for bit encoding. Wu, et al. [2] designed a fast
fragile watermarking method for copyright protection of web pages based on a hash
function to prevent web pages from being tampered with. Chang and Tsai [3] used

pseudo-spaces, the specific string “&nbsp,” to encode the copyright data into the text



of an HTML file and duplicated the copyright data to enhance the robustness against
HTML manipulations. Lee and Tsai [4] proposed a technique for secret
communication by embedding special codes in HTML files to substitute for original

white spaces of HTML files.

2.1.2 Review of Data Hiding Techniques in Microsoft

Word Documents

The Microsoft Word document is one of the most popular text document formats
so far. Because Microsoft Word documents are so common that people are unlikely
suspicious of the existence of the secret data hidden in them, it is appropriate to use
them as covert communication channels for-secret hiding. Also, it is important to
verify the integrity and fidelity of the contents of Microsoft Word documents.

Liu and Tsai [5] utilized a change tracking technique in Microsoft Word
documents to disguise a stego-document as a normal collaborative document. The
secret data are embedded by degenerating the contents of a cover document. Liu and
Tsai [6] also designed a data hiding technique in Microsoft Word documents by using
block signatures to authenticate messages quoted from credible sources. Moreover,
Microsoft Word 2007 is a new format which is different from previous versions of
Microsoft Word. Park, et al. [7] concealed the secret data under Microsoft Word 2007
files by inserting unknown parts and relationships which still satisfy the Microsoft

Word 2007 standard but are not shown on the display.

2.1.3 Review of Data Hiding Techniques in PDF Files

PDF is another popular file format used in network communication because of its

independency of different computer platforms. In recent years, several data hiding



techniques using PDF files as cover documents have been proposed. Zhong, et al. [8]
inserted secret data between indirect objects and modified the cross reference table in
PDF files for data hiding. They also proposed another data hiding method in [9] by
adjusting the positions of the text characters slightly to embed the secret data. Wang
and Tsai [10] achieved authentication of PDF files by embedding authentication
signals using the modified values of PDF object parameters, resulting in a slight
difference of the PDF appearance that is hard to notice by human eyes. Liu, et al. [11]
did not insert extra data or slightly change the appearance of the original PDF file;
instead, they presented a data hiding algorithm by rearrangement of the order of the
sequence of elements in PDF files, resulting in a better data embedding capacity. Data
hiding techniques via PDF files can also be attained by using equivalent white space
codes or invisible ASCII codes as proposed by Lai and Tsai [12] and Lee and Tsai

[13].

2.1.4 Review of Other Techniques and a Summary

For the email format, Lee and Tsai [14] proposed a special ASCII control codes
to embed secret data into email text line ends. These special ASCII control codes are
invisible while being displayed on the screen and so will not affect a user’s reading of
the resulting email. For XML document format which is described by the XML
markup language, five techniques to embed secret data into XML documents have
been proposed by Inoue et al. [15], including 1) using different representations of an
empty XML element, 2) inserting white spaces in tags, 3) exchanging the order of
XML elements, 4) exchanging the order of attributes in XML elements, and 5)
exchanging inner-tags and outer-tags.

In conclusion, the text document is a good choice as a covert channel for data



hiding because they are common files used for information exchanges in daily works
and for communication on the Internet. Some data hiding techniques applied on
different kinds of text document formats have been proposed over the past decade.
However, studies on data hiding via XPS documents are not found yet, so we will

propose new data hiding techniques and its applications in this study.

2.2 Review of XPS Document Format

2.2.1 Overview

XML Paper Specification (XPS) is a new document format designed to provide a
fixed page layout regardless of where and how the document is viewed or printed.
XPS documents are described by an XML-based language [16]. Physically, the XPS
document is in fact a compressed ZIP archive called a package, which consists of a
XML markup file for each page. and other resources including fonts, images,
thumbnails, etc. Every component or file stored in the XPS document is called a part
of the package and the connection between parts and the document is called

relationships. Figure 2.1 shows the basic concept of the XPS document format [16].

XPS Focument Content

Packaging Features

XPS Document

[ ]
[ ]
[ Parts & Relationships J Packaging Model
[ J

ZIP Archive Physical Model

Figure 2.1 Package-based XPS document format.

How an XPS document is organized and how to describe pages or create
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graphics and texts using the XPS document format are introduced in detail as follows.

2.2.2 Logical and Physical Hierarchy of an XPS

Document

XPS documents contain clear logical and physical hierarchies, compared with
other similar document formats. The logical hierarchy of an XPS document is
illustrated in Figure 2.2. This example shows that the root of the XPS document
references two separate fixed documents. Each fixed document also references a set of
fixed pages. Each fixed page is described by the XML markup language and contains
resources as references. These resources such as fonts or images can be shared by

different pages.

/ XPS Document \

FixedDocumentSequence
\
v v
FixedDocument 1 FixedDocument 2
\ \
FixedPage 1 FixedPage N FixedPage 1 FixedPage N
— PrintTicker — Image — Image <+—
/ Legend \
— Image — Thumbnail —> Image <+—
Part
— Font — Font — Font <«—
\ —» Font — Font — Font <«— / ~ Relationship—

Figure 2.2 Logical hierarchy of an XPS document.

As mentioned previously, an XPS document is a compressed file package. After
decompressing the package, we can see the physical organization in an XPS

document. An example is shown in Figure 2.3. An XPS document consists of the
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hierarchical folders and the document parts such as XML markup files, embedded
fonts, images, etc. inside the package. The _rels folders contain files that specify the
relationship between resources and pages.

The most important part of an XPS document is the fixed page part,
namely, .fpage file, because it describes how a page is rendered using the XML
markup language. More detailed page description used in the XPS documents is

discussed in the next section.

sampleFilexps

. ) X
] mmpleFile 1ps
= [ docProps
2] core sl
4 thomboed jpeg
= [ Documents
= C3 1
7 2] FixedDoc fdoc
=l 1 Pages
7 2] 1fpage
% [2] 24page
F [ _rels
+ [ Strocture
i [0 ek
2] FixedDocSeq flseq
= [ Remumes
1 47080407-71C7-7EFI-F4C-94 1 ESEA27919 od tf
] 4E542DDE-0CFF-5864-D268-0304921 0BAGF.od
_] TBO226EA-1F24-TC5E-CR4A-5102BCTES 356 ad tf
+ [ Images
+ [ _rels

Figure 2.3 Physical hierarchy of an XPS document viewed in Open XML Editor.

2.2.3 Composition of an XPS Document using XML

Markup Language
The XML is used to describe every page included in an XPS document and
results in a fixed-layout document. All rules and elements used to compose an XPS
document are specified in the XPS Specification [16]. The <FixedPage> element is
the root element of a page. Other elements are contained within the <FixedPage>

element. The size of a page is defined by the Width and Height attributes of the
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<FixedPage> element.

In addition, the <Glyphs> and the <Path> are two major elements used to create
graphics and texts. Figure 2.4 is an example of using the XML to compose a simple
page. The <Glyphs> element is used to create text segments. A set of attributes is
available to describe the characteristics of the text segment, such as the position, the
font type, the font size, and the font color. Similarly, the <Path> element is used to
create vector graphics and the <Path.Fill> property element specifies the object
including images, gradients, or drawing patterns to fill the geometric area described
by the Data attribute. For example, the <ImageBrush> element is used to describe an
image to fill the area. The rendered page layout corresponding to Figure 2.4 is shown
in Figure 2.5.

Consequently, each page of an XPS document is composed using the XML
markup language. By modifying the attribute of elements or appending elements, the
page layout can be changed. In this study, - we. will utilize the above-mentioned XPS

document features to develop new data hiding techniques.

(& Thisis an XPS R e DT e e e e T R ‘ [E=REERE
B=ER SREE #BREV) S20 XMW IEM TBEW) =EH)
H-a-SHd %R0 E-5] )] Ml | @ :
EHiEEdah d B e|=E =206 13 A QAL
This is an XPS Docu..,ts\aflfpagesfl.fpage)] -

B <FixedPage Tidth="793.76" Height="1122.56"
wmlne="http: M achenas, microsoft, comfxpa/2005/06" wnl: lang="und"=

0 =Glyphe Fill="#ff000000"
Fontlri="/Documents/ l/Rezonrces/Fonta/E668D06D-5539-446D-B833-DaFAGAACAZCZ odttf" |
FontRenderingEnSize="64.0025" StvleSimnlationz="None" OriginZ="206.08" 3
Origin¥="165.92" Indicea="121;87;94;3;24;381;272;437;373,;286,;374,52;410;3"

= UnicodeString="ZPS Document " /=

E <Path Data="H 325.76,193.6 L 470.24,193.6 470.24,358.56 325.76,358.56 2" = =

<Path.Fill=
<[mageBruzsh InazeSource="/Documents/ 1/Resonrces/ Inages/ 1. PHG"
Viewbox="0,0,120, 137" TileMode="None" ViewboxUnite="bbzolute"
F ViewportUnite="bzolute" Viewport="325.76,193.6, 144 43, 164, 96" /=
+ </Path.Fill=
- «/Paths
- «/FixedPages

| [T | i

ll FEECEE £1817 E1E Fml INS

Figure 2.4 A simple page viewed in Open XML Editor.

=
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L

Figure 2.5 The layout corresponding to Figure 2.4 viewed in XPS viewer.
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Chapter 3

Covert Communication by
Hierarchical Division of Images in
XPS Documents

3.1 Introduction

Since XPS documents are more and more popularly used in daily communication
among people, they become good cover media for covert communication. The
proposed data hiding method for covert' communication via XPS documents is
described in this chapter. In Section 3:1.2, the basic idea of the proposed method is
described. Detailed data embedding and extraction algorithms are presented in
Section 3.2. In addition, some security enhancement measures for the proposed
method are proposed in Section 3.3. ‘Experimental results showing the feasibility of
the method are given in Section 3.4. Finally, a brief summary is given in the last

section of this chapter.

3.1.1 Problem Definition

Covert communication via XPS documents is the first issue we deal with in this
study. The aim is to embed a given message secretly into an XPS document so that the
stego-document can pretend to a normal document which can then be transmitted to a
receiver. It is hoped that other people will so not be suspicious of the document. The
receiver can easily get the secret message by extracting it from the stego-document

with a secret key. Thus, the problem of achieving covert communication here is how
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to find a good “channel” in the XPS document to embed data so that people cannot
detect the secret from the document appearance. In case he/she knows the algorithm
to extract the secret, he/she still cannot accomplish the secret extraction work without

the secret key.

3.1.2 Major Idea of Proposed Method by

Hierarchical Division of Images
In the XPS specification, as mentioned in Chapter 2, the <Path> element can be
used to create an area to display an image on the XPS document and the Data attribute
can be used to describe the area of the image. Figure 3.1 shows an example where the
XML markup describes an area filled with an image and the area is drawn from the
start point (120,100) to the specified points (632,100), (632,484), and (120,484)

sequentially. The corresponding rendered result is shown in Figure 3.1(b).

s ﬁﬁﬁl [E=EE )
<Path Data="M 120,100 L 632,100 632,484 O =)™ B8 & 5 -l
120,484 z" >
<Path.Fill>
<ImageBrush
ImageSource="/Images/1.JPG"
Viewbox="0,0,1024,768"
TileMode="None" “
ViewboxUnits="Absolute"
ViewportUnits="Absolute"
Viewport="120,100,512,384" />
</Path.Fill> “
</Path>
EE 1 H:218 4 3 70%
(a) (b)

Figure 3.1 An example of an XPS document with an image. (a) The XML markup

describing an area filled with an image. (b) The corresponding result of (a).
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Accordingly, an image can be partially displayed by narrowing the area
described by the Data attribute. And by this function, an image can be hierarchically
divided into blocks using multiple <Path> elements. For example, if we divide an
image into a pattern like [H, we can use three <Path> elements to describe it, as
illustrated in Figure 3.2. But it is noted that we do not really divide the image itself

into pieces; we only change the Data attribute to display the image block by block.

<Path Data="M 120,100 L 366,100 366,484 120,484 z" >
<Path.Fill>
<ImageBrush ImageSource="/Documents/1/Resources/Images/1.JPG"
Viewbox="0,0,1024,768" TileMode="None" ViewboxUnits="Absolute"
ViewportUnits="Absolute" Viewport="120,100,512,384" />
</Path.Fill>
</Path>
<Path Data="M 365,100 L 632,100 632,292 365,292 z" >
<Path.Fill>
<ImageBrush ImageSource="/Documents/1/Resources/Images/1.JPG"
Viewbox="0,0,1024,768" TileMode="None" ViewboxUnits="Absolute"
ViewportUnits="Absolute" Viewport="120,100,512,384" />
</Path.Fill>
</Path>
<Path Data="M 365,292 L 632,292 632,484 365,484 z" >
<Path.Fill>
<ImageBrush ImageSource="/Documents/1/Resources/Images/1.JPG"
Viewbox="0,0,1024,768" TileMode="None" ViewboxUnits="Absolute"
ViewportUnits="Absolute" Viewport="120,100,512,384" />
</Path.Fill>
</Path>

Figure 3.2 The XML markup describing an image divided into the pattern [,

According to the above finding of the XPS document property, we may generate
block patterns with two levels of divisions to encode message bits (discussed in more
detail later). The difference in appearance between the original cover image and the
resulting stego-image will be imperceptible. This is just this idea behind the proposed
new method for covert communication.

The data hiding process in the proposed method is based on the use of a table

designed in this study, which includes a list of block patterns obtained by two-level
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image divisions as mentioned above and a set of corresponding 3-bit codes, as shown
in Table 3.1, which we call the division pattern encoding table subsequently. Note
that the sizes of all the division patterns are the same, which we call the unit size of
division blocks. And an image block of this size is called a unit block. We let the unit
size of the division blocks be dynamic, meaning that it is determined in this study by
the message length and the cover image (the detail will be described later in this
chapter).

Accordingly, a message can be embedded into an XPS document by dividing an
image in it into blocks with their division patterns corresponding to the message bits.
Figure 3.3(a) shows an example where an image is divided into a set of block patterns
encoding a certain message. In this example, part of the message embedded in the

image is S = 100 001 010 000, which corresponds ‘to four division patterns enclosed

by the red rectangle shown in Figure 3.3(b).-The hidden message can be extracted
simply by looking up the division pattetn.encoding table to find the corresponding

codes and concatenate them.

Table 3.1 A division pattern encoding table used for message embedding.

Division Corresponding || Division | Corresponding
pattern binary code pattern binary code
000 100
001 ] 101
010 — 110
011 111
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In summary, by using the function of the <Path> element in the XPS document,
we can embed a message into an image in an XPS document by skillfully dividing the
image into 2-level division patterns which correspond to the message bits according to
Table 3.1. The image is not really divided — division of it is just conducted in the
XML markup of the XPS document; the appearances of the image and the resulting
XPS document are totally unaffected and so will arouse no notice from any observer

of the image.

(a) (b)

Figure 3.3 An image in an XPS document with a message embedded in it. (The edges of

the blocks are emphasized on purpose in order to show the result.) (a) The
entire image with division patterns superimposed (not seen in real
appearance). (b) The enlarged partial view of (a) with the red rectangular

part corresponds to a partial message of S =100 001 010 000.

3.2 Data Embedding and Extraction

Processes

Detailed embedding and extraction algorithms of the proposed data hiding
method are described in this section. The embedding process is illustrated by Figure
3.4. First, an input secret message, after its bits being randomized by a secret key, is

transformed into a sequence of 3-bit segments. After mapping these segments into a

19



set of corresponding division patterns, a selected image in the input XPS document is
then divided into blocks of these division patterns. Eventually, we get a stego-XPS

document with the secret message embedded in it.

\ Division pattern encoding table

Secret Key K » Randomization » Random ,
7 message S |

Secret 000 001 010 011
message S \ |

Divide S into several 3-bit
segments Sy, $2, - 5 Sk

100 101 110 111

Mapping
A

Generate a series of division
pattems P P2 - 5 Pk

v

Add a unit block and ending
signals. Find min(NV?) > k

Cover XPS D i Stego-XPS D’

. Find an image and divide it

— e >
7. into NXN block patterns 7
QA — 9 A

XPS XPS

Figure 3.4 Flowchart of the proposed data embedding process.

People who want to send a secret message to others can use this message
embedding process to produce a stego-XPS document and deliver it as a normal XPS
document to other people. The receiver can extract the secret message correctly using
the same secret key. The extraction process is similar to the embedding process but
conducted essentially in a reverse order, as illustrated in Figure 3.5. A series of
division patterns are extracted from the stego-XPS document and transformed into the
corresponding binary values. After concatenating these values and reordering them

using the same secret key, the receiver gets the original secret message.
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Division pattern encoding table
Stego-XPS D’

Z Extract a series of division o0 T 010 011
= —p patterns pi, pa, - » Pk |
pe from images 1
XP$S 100 101 110 1M1
Mapping

Transform py, p2, . , pxinto 3-
bit segments sy, $3, - , Sk

.

Concatenate sy, 83, - , S into S’

message S

Secret Key K

Figure 3.5 Flowchart of the proposed data extraction process.

3.2.1 Proposed Algorithm for Data Embedding

The detail of the proposed algorithm for data embedding is described in the
following. In this algorithm, we add a secret key. as input to prevent someone who
knows the algorithm from extracting the embedded secret. We also calculate the
number of characters in the secret message so that we can estimate how many division
blocks we need to hide the secret message. Because the unit size of division blocks is
dynamic as mentioned previously, we need to embed a unit block at the beginning of
creating the required division patterns. Also, we add an “ending signal” at the end of
the secret message, instead of embedding the length of the secret message, to mark the
end of the embedded message bits. Both the unit block and the ending signal are used
in the extraction process to recognize the division patterns. The reason of using them

will become clear in the algorithm.

Algorithm 3.1. Data embedding for covert communication.

Input: A secret message S, a cover XPS document D, and a secret key K.
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Output: A stego-XPS document D
Steps:
1. Use the secret key K as a seed to generate a sequence of random numbers Q.
2. Randomize the characters of the input secret message S with the random numbers
Q to get a randomized message S “and let / be the number of characters in S~
3. Separate S into a series of 3-bit segments sy, 57, ..., s; according to the following
steps.
3.1 Add a bit 0 at the end of the 8-bit code representing each character c;,
resulting in a 9-bit segments ¢; ~
3.2 Separate ¢; ‘into 3-bit segments s3;11, 5342, and s3;,3, where 0 <i <[ —1.
3.3 Add a 9-bit ending signal consisting of three 3-bit segments, si.; = 000, Sk42
=000, si3 = 001 at the end of sy, where k'= 3x/.
4. Map the 3-bit segments s, 8254+ ., Si+3 into a series of division patterns pi, pa, ...,
Pi+3 according to Table 3.1.
5. Add a unit block denoted by pg at the beginning of the series of division patterns.
6. Perform the following steps on the cover XPS document D.
6.1 Decompress the XPS document D.
6.2 Find a minimum number N such that N* > k+4.
6.3 Modify the XML markup file in D which describes an image I in the
following way.
6.3.1 Divide image I into NxN blocks, ng, ni, ..., Aypi.
6.3.2 Divide each block n;, 0 < i < NXN-1, into the corresponding division
pattern p; until the ending signal is embedded.
6.3.3 Call the final divided image I the stego-image, and denote it by I”.
7. Recompress D (with I”in it) with the modified XML file to get a stego-XPS

document D,
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3.2.2 Proposed Algorithm for Data Extraction

The detail of the proposed algorithm for data extraction is described in the
following. First, we extract the unit block embedded at the beginning of the
stego-image to get the information of the block size of the division patterns so that we
can decode all the following division patterns in the stego-image. The decoding
process stops when the ending signal is extracted. Hence, even when we do not know
the length of the secret message, we still know where the end of the message is in the

stego-image. By using the same secret key, we can recover the correct message.

Algorithm 3.2. Data extraction for covert communication.

Input: A stego-XPS document D “and a secret key K.

Output: A secret message S.

Steps:

1. Decompress the stego-XPS document D~

2. Find the XML markup file in D which describes a stego-image [~

3. Extract the first block, supposed to be a unit block, and get its height and width.

4. Extract all subsequent division patterns pi, ps, ..., px from I” until division
patterns corresponding to the 9-bit ending signal are encountered.

5. Decode the division patterns pi, p2, ..., pr into corresponding 3-bit segments s,
2, ..., ¢ according to Table 3.1.

6. Concatenate every three segments s34, $3i+2, and s3;43 into one and discard the
last bit of it to get a 8-bit character ¢;, where 0 <i < /1.

7. Concatenate ¢y, ¢y, ..., ¢.1 into a string S~

8. Use the secret key K to reorder S “to get the result as the desired secret message S.
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3.3 Security Consideration

3.3.1 Issues of Security of Proposed Method

In the proposed method, the secret key and the division pattern encoding table
are known by both the sender and the receiver beforehand. Thus, any malicious user
cannot extract the secret message successfully without the correct secret key. However,
some issues should be discussed in order to strengthen the security of the proposed
method. One of the issues is that malicious users may observe the regularity of those
patterns to guess the secret message by trial and error. The other issue is that
malicious users may disturb or replace some division patterns, resulting in extracting

a wrong message. We will prevent these situations in advance.

3.3.2 Proposed Security Enhancement Measures

To ensure the security of the proposed method, in addition to using a secret key
to encrypt the secret message, we may also use it to reorder the corresponding binary
value of the division pattern encoding table. Also, the encoding table can be redefined
using different division patterns or extended to represent codes with lengths larger
than 3 bits. The encoding table should only be known by the communicating parities.

Moreover, after embedding the secret message into an XPS document, we may
generate some extra redundant patterns and embed them into the document to mislead
malicious users, making it hard for them to guess the correct secret message.

To prevent malicious users from destruction of the stego-XPS document, we can
duplicate the embedded patterns. Then, even parts of the patterns are replaced; the

receiver still can extract the secret message correctly.
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3.4 Experimental Results

In our experiments, the proposed embedding and extraction algorithms were
implemented using Microsoft Visual C™". The XPS documents can be opened and
displayed by an XPS Viewer. We created the XPS documents by saving Microsoft
Office Documents as XPS documents or using a printer named Microsoft XPS
Document Writer.

The results of an experiment conducted by us are illustrated as follows. An
original XPS document with some images as cover media is shown in Figure 3.6. A
secret message was embedded into the XPS document using a secret key through the
user interface shown in Figure 3.7, resulting in a stego-XPS document as shown in
Figure 3.8. The message has been hidden in.an image of the stego-XPS document,
and people cannot find out the difference between the original XPS document and the
stego-XPS document from the appearance. Figure 3.9 shows that the correct secret
message can be extracted using. the same secret key. On the other hand as shown in
Figure 3.10, if people use the wrong secret key, the result of the extracted message is

incorrect.

3.5 Summary

In this chapter, a new method of data hiding using hierarchical division of
images in XPS documents has been proposed for covert communication. The
proposed method fully utilizes an image description feature in the XPS format. The
secret message hidden in an XPS document is not easy to be observed from the
appearance. Even though a malicious user knows the proposed algorithm and tries to
extract the secret from a stego-XPS document, the secret message can still be
protected by using some security enhancement measures proposed in this study and a

secret key. Experimental results show the feasibility of the proposed method.
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Figure 3 Two consecutive frame groups of the original video. (3) A representative P
frame of (1. (b) The I frame of G1.

Therefore, we propose a method for authentication of surveillance videos to protect and
authenticate video cottents. Privacy protection is also an important issue in video

surveillance. Since surveillance videos may possibly record sotne personal information

which vielates personal privacy, we propose a method for removing and recovering

privacy information in H 264 surveillance videos. Good experimental results show the

feasibility of the proposed methods.

[ m

- ®E#28 4 0

Figure 3.6 The original XPS document.
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Input file

Select an XPS File - C:\Users\Mei\Desktop\Dema\sampleFile xps E

Save an XPS File - C-\Wsers\Mei\Desktop\Demoldemo.xps
. . Secret ke
Select an image in the document Output file y
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Secret Key NCTU

=

Picture Information

| want to tell you a secret. -

The secret message

1
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a
g
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Figure 3.7 The proposed user interface to embed data for covert communication.
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Figure 3 Two consecutive frame groups of the original video. (2) A representative P
frame of (51. (b) The I frame of G

Therefore, we propose a method for authentication of surveillance videos to protect and
authenticate video contents. Privacy protection iz also an important issue in video

surveillance. Since surveillance videos may posstbly record some personal information

m

which violates personal privacy, we propose a method for removing and recovering
privacy information in H 264 surveillance videos. Good experimental results show the

feasibility of the proposed methods.

4 [ m | 3

BER 2 g:#%28 4 IL - M - 85%

Figure 3.8 The stego-XPS document.
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[ XS Program

[ = )

Select an XPS File - C:Wsers\Mei\Desktop\Demo'demo xps

Save an XPS File :

C\Users\Mei\Desktop\Demotdema_r.xps

[C] Visible

=) (P ]

Correct secret key

Secret Key NCTU

Picture Information

II want to tell you a secret_l -

Figure 3.9 The proposed user interface for data extraction using the right secret key.
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Wrong secret key
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Figure 3.10 Proposed user interface for data extraction using the wrong secret key.
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Chapter 4

Authentication of XPS Document
Contents by Superimposition of
Variable Gradient Patterns

4.1 Introduction

In addition to using XPS documents as cover media for covert communication, it
is also important to protect the contents of an XPS document itself. Text is especially
the most essential part in XPS documents. While XPS documents are delivered on the
Internet, a malicious user might intercept and tamper with the text of the contents
such that a receiver would get wrong information. Therefore, in this study we propose
an authentication method using-the data hiding technique to verify the integrity and
fidelity of texts in XPS documents. The method is described in this chapter.

First, in Section 4.1.1, the problem definition is described. The major idea of the
proposed data hiding method for authentication is described in Section 4.1.2. In
Section 4.2, we present the technique we propose to generate authentication signals
and describe a detailed authentication signal embedding process. In Section 4.3, a
process for verification of authentication signals is proposed. After that, some security
enhancement measures for the proposed method are given in Section 4.4.
Experimental results showing the feasibility of the proposed method are shown in

Section 4.5. Last, a brief summary is given in Section 4.6.
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4.1.1 Problem Definition

The main purpose of a text authentication process for the XPS document is to
verify whether the text content of an XPS document has been tampered with or not. A
malicious user may, for example, insert extra sentences, replace some words, or alter
the position of a piece text in an XPS document. If a receiver does not notice the
changes on the XPS document, problems will raise. Therefore, an authentication
process is necessary in order to enhance the reliability and credibility of an XPS
document for various application usages.

Accordingly, we develop in this study an authentication process by using a data
hiding technique, not only to detect whether an XPS document has been tampered

with or not, but also to highlight which part of the texts has been changed.

4.1.2 Major Idea of Proposed Method using Variable

Gradient Patterns

To achieve the authentication of the text content of an XPS document, we
develop in this study a new method of data hiding to embed certain authentication
signals into XPS documents. A major idea of this new method is derived from a
feature in the XPS specification described in the following.

In XPS documents, a linear gradient pattern along a vector can be superimposed
onto a page using the <LinearGradientBrush> element to create certain a graphic
effect for various applications. Such a kind of gradient pattern is described by the
XML markup script defined by the XPS specification. For example, the gradient
pattern shown in Figure 4.1(b) may be described by the XML markup shown in
Figure 4.1(a). Some attributes, such as the starting and ending points of the linear

gradient, can be specified further to determine the direction of the gradient vector.
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Also, the SpreadMethod attribute may be used to define several types of brushes to
fill the gradient area, including Reflect and Repeat. Table 4.1 shows some gradient

patterns with different kinds of direction and spread.

R -

s - @

<# Thisis an

<Path Data="M 100,100 L 200,100 L 200,200 L
100,200 Z">
<Path.Fill>
<LinearGradientBrush
MappingMode="Absolute" |
StartPoint="120,0"
EndPoint="140,0"
SpreadMethod="Reflect">
<LinearGradientBrush.GradientStops>
<GradientStop Color="#FFFFFFFF"
Offset="0.0" />
<GradientStop Color="#FF000000"
Offset="1.0" />
</LinearGradientBrush.GradientStops>
</LinearGradientBrush>
</Path.Fill>
</Path>

Direction
Type

EE 1 E#18 4 4L {J 159%

(b) (b)
Figure 4.1 An example of XPS documents with'a gradient pattern. (a) The XML

markup describing a gradient pattern. (b)- The corresponding result of (a)

displayed in an XPS Viewer.

Table 4.1 Gradient patterns with different directions and spreads.

Gradient pattern

Direction Horizontal Vertical Diagonal
Gradient pattern I I I I I I I I
Spread Reflect Repeat

Consequently, we can utilize the <LinearGradientBrush> element to create

various linear gradient patterns by modifying the spread of the linear gradient brush
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and the direction of the linear gradient vector. According to this finding of the XPS
document property, the proposed data hiding method for authentication is based on
the use of a table which includes a list of gradient patterns and a set of corresponding
codes, as shown in Table 4.2.

Based on the above-described idea, an XPS document can be protected by
transforming authentication signals into several linear gradient patterns which are
superimposed invisibly onto every page of the document. Figure 4.2 is an example of
an XPS document protected in this way. The visible patterns were made to be so just
for the purpose of illustration and inspection; in real cases they are made invisible.
Different kinds of linear gradient pattern may be superimposed onto the XPS
document to represent a variety of distinct authentication signals. Invisibility of the
gradient patterns can be achieved by changing the value of the transparency parameter
for the document.

In conclusion, because of-the existence of .the XPS feature that linear gradient
patterns can be superimposed invisibly.onto the page of XPS documents, we utilize
such patterns in this study to represent authentication signals and generate a protected

XPS document.
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Table 4.2 A gradient pattern encoding table for embedding authentication signals.

Gradient pattern
(Repeat)

%
“

Binary code 0000 0001 0010 0011

Gradient pattern

il
1

(Repeat)

Binary code 0100 0101 0110 0111
Gradient pattern

(Reflect)

Binary code 1000 1001 1010 1011

Gradient pattern "

(Reflect) ‘

Binary code 1100 1101 1110 1111
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Figure 4.2 A protected XPS document with variable gradient patterns superimposed.
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4.2 Authentication Signal Generation

and Embedding Process

4.2.1 Idea of Signal Generation

Text usually appears as the largest portion of a common XPS document, so
protection of the text contents in XPS documents is necessary. In the XPS
specification, the <Glyphs> element is used to create text segments and specify
several characteristics of them, such as position, font type, etc. To generate
authentication signals, we use a hash function to create equal-length digests of text
segments and other information contained in the <Glyphs> element in the proposed
method. Also, we create additionally a digest of a‘user key and combine it with the
authentication signals to prevent the authentication signals from being forged. As a
result, the text content and even its position.in-XPS documents can be protected, as

discussed in the following sections.

4.2.2 Proposed Algorithm

After authentication signals are generated, they are embedded into an XPS
document using the proposed method. First, each authentication signal is transformed
into 4-bit segments. Then, they are mapped to corresponding gradient patterns and
superimposed invisibly onto the respective text segments from which the
authentication signals are generated. After all the text segments are protected by
authentication signal superimposition, we get a protected XPS document. The
appearance of the XPS document is totally unaffected for users to read the document.
The proposed authentication signal generation and embedding process is illustrated in

Figure 4.3.
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Are all text segments
protected?

Yes

Gradient pattern encoding table
Figure 4.3 Flowchart of proposed authentication signal generation and embedding

process.

In the proposed algorithm, we prevent the authentication signals from being
forged by adding a secret key. Also, we use-a-hash function to generate equal-length
digests to limit the length of the information-we want to protect. The detail of the

algorithm is as follows.

Algorithm 4.1. Authentication signal generation and embedding Process.

Input: A secret key K, a hash function f, and an XPS document D to be protected.

Output: A protected XPS document D

Steps:

1. Use the secret key K as an input to a hash function f, such as MDS5, to generate a
64-bit digest K~

2. Choose an unprotected text segment T in the original XPS document D (with all
text segments in D regarded as unprotected initially).

3. Use T as an input to the hash function f to generate a 64-bit digest 7
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4.  Compute the exclusive-OR value 776 K “to get a 64-bit authentication signal S.
5. Separate the bits of S in to a series of 4-bit segments 7y, t, ..., t16.
6. Map1, 1, ..., t1¢ into a series of gradient patterns p, pa, ..., pi1c according to Table
4.2.
7. Superimpose pi, p2, ..., P16 onto the text segment 7 in the XPS document D by the
following steps.
7.1 Find the start position of the text segment 7.
7.2 Superimpose pi, p2, ..., pie onto T invisibly (by adjusting the transparency
parameter value) from the start position sequentially.
8. Repeat Steps 2 through 7 until all text segments are protected.

9. Recompress the modified D to get a protected XPS document D"

4.3 Authentication Signal Extraction

and Verification Process

4.3.1 Idea of Verification

The proposed authentication signal verification method can be used to verify the
integrity and fidelity of a protected XPS document. First, we use the same secret key
and the same hash function as those used in Algorithm 4.1 to generate digested
segments for the current text content in the protected XPS document. By extracting
the superimposed authentication signals and compare them with the generated
digested segments computed from the current text content of the XPS document, we
can decide whether the protected XPS document has been modified or not, and point
out the modified part. The process of authentication signal extraction and document

verification is illustrated in Figure 4.4.
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Figure 4.4 Flowchart of the proposed authentication signal extraction and XPS

document verification process.

4.3.2 Proposed Algorithm

The proposed authentication signal extraction and XPS document verification

process is described as an algorithm in the following.

Algorithm 4.2. Authentication signal extraction and XPS document verification.

Input: A secret key K and a hash function f both being the same as those used

Algorithm 4.1; and a protected XPS document D"

Output: An authenticated XPS document D~

Steps:

1. Use the same secret key K as that used in Algorithm 4.1 as an input to the hash
function f, such as MD5, to generate a 64-bit digest key K~

2. Choose an unauthenticated text segment T in the protected XPS document D~
(with all text segments in D' regarded as unauthenticated initially).

3. Use T as an input to the hash function fto generate a 64-bit digest 7~
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9.

Compute the exclusive-OR value 7°® K “to get a 64-bit encrypted text segment
T”
Extract the gradient patterns pj, pa, ..., p1e Which were presumably superimposed
onto the text segment 7.
Map the gradient patterns pi, pa, ..., pi6 to corresponding 4-bit segments t, t, ...,
t16 according to Table 4.2.
Concatenate 11, 1, ..., tj¢ Into a 64-bit authentication signal S.
Compare S with T”
8.1 If S=T7, then decide that the text segment 7 is not modified.
8.2 If S # T, then conduct the following steps.
8.2.1 Report that the text segment 7 has been modified.
8.2.2 Highlight the text segment 7 in the display of the document D"

Repeat Steps 2 through 8 until-all text segments in D “are authenticated.

10. Take the resulting D~ as an authenticated XPS document D” with highlighted

authentication result.

4.4 Security Consideration

4.4.1 Issues of Security of Proposed Method

Using the proposed method, the text content of an XPS document can be

protected. As long as either the text content or the authentication signals are modified,

we can detect the modification and point out which part of the text is suspicious. In

addition, because we involve a secret key in the process of generating the

authentication signals, it is hard to forge the authentication signals even when a

malicious user knows the proposed algorithm.
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However, there is still a risk that a malicious user may replace both the text and
the corresponding authentication signals with a piece of other text and the
corresponding authentication signals computed from the same XPS document. As a
result, the XPS document is tampered with but still passes the verification process.
Certain improving security enhancement measures thus are needed. Some measures

proposed in this study are described next.

4.4.2 Proposed Security Enhancement Measures

To resolve the above-mentioned problem, we may use an additional secret key to
randomize the position where the authentication signals are superimposed; only when
a user has this secret key can he/she: find where the corresponding authentication
signals of the text segments are. In-this way, we can strongly protect an XPS
document using the proposed data hiding method; it is nearly impossible for a
malicious user to tamper with the content of the XPS document.

We may also use a third key to randomize the content of the gradient pattern
encoding table (Table 4.2), so that without the key a malicious user cannot generate
correct gradient patterns to be superimposed on text segments, thus being unable to

create fake authentication signals to cheat.

4.5 Experimental Results

In our experiments, we created a XPS document by saving a Microsoft Office
documents as an XPS document or by printing one as the same from a website using a
printer named Microsoft XPS Document Writer. The content of the XPS document
can be edited with an Open XML Editor and viewed by an XPS Viewer.

Two results of the experiments are illustrated as follows. Figure 4.5 is an original
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XPS document. By entering a secret key, we generated authentication signals and
embedded them in the XPS document. The user interface is shown in Figure 4.6. If a
malicious user tries to tamper with the protected XPS document, yielding a modified
document like Figure 4.7, people can verify the integrity and fidelity of it using the
same secret key. The authenticated results are given in Figures 4.8 and 4.9. Figures
4.10 through 4.13 show the other result. Both results show that, using the proposed
method, we can verify whether an XPS document has been tampered with or not and

also detect the positions of the tampered texts.

4.6 Summary

In this chapter, a new method for authentication of the integrity and fidelity of
XPS documents by a data hiding technique has been proposed. Authentication signals
of the form of variable gradient patterns are generated using the text segments in an
XPS document and superimposed onto the XPS document. A secret key was used also
to randomize the contents of the authentication signals and the positions they are
superimposed so that malicious users cannot easily forge the text content and the
corresponding authentication signals. The proposed method is reliable to protect XPS

documents from being tampered with, as proved by the experimental results.
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1.1 Motivation

Nowadays digital text documents are widely vsed not only in academia and

m
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business but also in people’s daily life because they are easy to create, edit, carry, and

print. The XPS (XML Paper Specification) document is a new text file format which
is portable to any computer to produce identical page lavouts with higher printing and
browsing qualities. Therefore, it becomes one of the major document formats used in
daily communication between people, including message transmissions, displays. and
exchanges. How to exchange information via XPS decuments safely has so become
an important topic.

The data hiding technique intensively studied in the past decade is a good way
for safe exchanges of information. One of the applications of data hiding 18 covert
communication, which is sometimes called steganography. Unlike cryptography, the
imperceptibility of steganography conceals the behavior of secret transmission so that
the risk for the secret to be detected by malicious users decreases. Hence, of the first
goal in this study is to design new data hiding techniques for covert communication
by transmitting secret messages via XPS documents.

Besides, authentication is also an application of data hiding. While XPS
documents are delivered on the Internet, it is hard to prevent malicious users from
intercepting and tampering with the contents of XPS documents. In order to verify the

integrity and fidelity of an XPS document, an authentication process is necessary. For
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Figure 4.5 The original XPS document.

[ xpsprogem ) w
Select an XPS File :  C:\WUsers\Mei\Desktop\Chapter01.xps

Save an XPS File: C-\Users\Mei\Desktop\Chapter01_protected xps

Secret Key My thasis Ch|

- Add Signal I [ Authenticate
i h

(295.13,789.7, 1)
(300.17,789.7, }
(90,024,100 82, Chapter 1)
(202.01,100.82, )
(216.05,100.82, )
(90.024.135.62, Introduction)
(231.17,135.62, )
(90.024,171.62, )
(90.024.224.9, 1.1) Protected text segments
(120.02,224.9, }

(132.62,224.9, Motivation)

(245932249, }
(114.02,251.78 JNowadays digital text documents are widely used not only in )|
(437,11.251,7&'@%&]

(482525178, )

(4868.14,251.78. and)

(505.42,251.78, )

(90.024.278.81. business)

(130.7.278.81, }

(134.06,276.81, but also in )

(188.18,278.81, people)

(220.01,278.81, "

(2232527881, 5)

(231.29.278 81, daily life because they are easy to create, edit, carry)
(481.78,278 81, )

(484.78,278.81,

(486.14.278.81. and )

(80.024,305.81, print. )

(119.42.305.81, The )

Figure 4.6 A user interface used to generate authentication signals and a protected XPS

document. All text segments are shown on the window.
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1.1 Motivation

Nowadays digital text documents are widely used not only in academia or

business but also in peeple’s daily life because they are easy to create, edit, carry, and
print. An XPS (XML paper specification) document is a new text file format which
is portable to any computer to produce identical page layouts with higher printing and

browsing qualities. However, it becomes one of the major document formats used in

daily communication between people, including message transmissions, displays, and

exct . How to exchange information via XPS documents safely has so become

an important topic.

The data hiding technique intensively studied in the past decade is a good way
for safe exchanges of information. One of the applications of data hiding is cover
communication. which is sometimes called cryptograpiy . Unlike steganograpiythe
imperceptibility of steganography conceals the behavior of secret transmission so that
the risk for the secret to be detected by malicious vsers decreases. Hence, of the first
goal in this study is to design new data hiding techniques for covert communication
by transmitting secret messages via XPS documents.

Besides, authentication is also an application of data hiding. While XPS
documents are delivered on the Internet. it is hard to prevent malicious users from
intercepting and tempering with the contents of XPS documents. In order to verify the

integrity and fidelity of an XPS document, an authentication process is necessary. For
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Figure 4.7 A tampered XPS document with some words modified.
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Figure 4.8 User interface showing authentication result of a tampered XPS document.

The modified text segments were detected and shown in the window.
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1.1 Motivation

Nowadays digital text documents are widely used not only in academia or

business but also in peeple’s daily life because they are easy to create, edit, carry, and
print. An XPS (XML paper s pecification) document is a new text file format which
1z portable to any computer to produce identical page layouts with higher printing and
browsing qualities. However, it becomes one of the major document formats used in
daily communication between people, including message transmissions, displays, and
exchanges. How to exchange information via XPS documents safely has so become
an important topic.

The data hiding technique intensively studied in the past decade is a good way
for safe exchanges of information. One of the applications of data hiding 15 cover
communication, which is sometimes called crypraerapdy . Unlike sreramoerapithe
imperceptibility of steganography conceals the behavior of secret transmission so that
the risk for the secret to be detected by malicious users decreases. Hence, of the first
goal in this study is to design new data hiding techniques for covert communication
by transmitting secret messages via XPS documents.

Besides, authentication iz also an application of data hiding. While XPS
documents are delivered on the Internet, it is hard to prevent malicious users from
intercepting and fempening with the contents of XPS documents. In order to verify the

integrity and fidelity of an XPS document, an authentication process is necessary. For
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Figure 4.9 The XPS document with authenticated result (with modified text segments

detected and marked-as red).
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modified.
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Figure 4.13 The XPS document with authenticated results (with the fake text segments

being detected and marked as red).
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Chapter 5

Steganography by Width-Adjustable
Invisible ASCII Codes in XPS
Documents

5.1 Introduction

Steganography is a technique which has been used for thousand years to hide a
message in a way that does not arouse people’s notice of the existence of the message.
An example of ancient steganography'is to-use invisible inks to hide a message
between lines of articles, letters; etc.-The steganography technique used in computer
science has been developed only for about twenty years. Because messages hidden in
digital files by steganography attract less attention than by cryptography especially on
the Internet, researchers pay great attention to the steganography technique.

In this chapter, we describe the proposed data hiding technique which can be
applied on XPS documents for steganography. The problem definition and the major
idea of the proposed method are described in Section 5.1. Then, the data embedding
and extraction processes are proposed in detail in Section 5.2. Some security
enhancement measures for the proposed method are given additionally in Section 5.3.
Experimental results showing the feasibility of the method are illustrated in Section

5.4. Finally, a brief summary is given in the last section of this chapter.

5.1.1 Problem Definition

In Chapter 3, we proposed a data hiding method for covert communication

46



utilizing images in XPS documents as secret channels. However, an XPS document
sometimes does not contain any image in it and texts are actually the major part in an
XPS document. Thus, the aim in this chapter is to utilize texts in XPS documents
efficiently to as a cover channel for data hiding. It is hoped that the secret message

can be embedded into XPS documents imperceptibly.

5.1.2 Major Idea of Proposed Method by Adjusting
Advance-widths of Specific ASCII Codes

The new proposed data hiding method for steganography uses a certain property
of the XPS document format we found through some experiments. The major idea is
described in the following.

In the XPS specification, the <Glyph> element is used to create text segments.
Figure 5.1(b) shows three text segments which are described by the XML markup
with a set of attributes, such as color, font type, font size, position, text string, etc, as
shown in Figure 5.1(a). Note that, in the <Glyph> element, both the Indices and
UnicodeString attributes can represent a text segment. According to the XPS
specification [16], the Indices attribute specifies “a series of glyph indices and their
attributes used for rendering the glyphs”. The UnicodeString attribute is typically
represented by “a single UTF-16 code unit and has a single corresponding glyph
representation in the font”. Accordingly, the Indices attribute is optional. Only when
there is no one-to-one mapping between the code units and the glyph indices should
the Indices attribute be specified. We take advantage of this feature to design a data

hiding method. More detailed usage will explain later.
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<Glyphs Fill="#{f000000" FontUri="/Documents/1/Resources/Fonts/Fonts1.odttf"
FontRenderingEmSize="64.0025"
OriginX="106.08" OriginY="65.92"
Indices="}:3:3353,5253"
UnicodeString="XPS Document " /> Font type

Font size

Position

<Glyphs Fill="#ffff0000" FontUri="/Documents/1/Resources/Fonts/ Fonts1.odttf"
FontRenderingEmSize="34.7213"
Color OriginX="20" OriginY="128"

UnicodeString="An example of text segments " /> Text string

<Glyphs Fill="#ff000000" FontUri="/Documents/1/Resources/Fonts/ Fonts2.odttf"
FontRenderingEmSize="21.2808"
OriginX="446.4" OriginY="172"
Indices=",71;,95;,62;;;;,45;,55;;"
UnicodeString="XML markup" />

(a)

O_Oﬁﬁvéﬁav§§v

XPS Document

An example of text segments

XML markup

(b)
Figure 5.1 An example of XPS documents with text segments. (a) The XML markup
describing several text segments. (b) The corresponding result of (a)

displayed in an XPS Viewer.

It is mentioned in the XPS specification that “within the Indices attribute, each
glyph specification is separated by a semicolon,” and that “the Indices attribute must

adhere to the glyph specification syntax.” For example, the simplest syntax to

represent a glyph is like: \GlyphIndex, AdvanceWidth, where the Glyphlndex entry is

the index of the glyph in the font and the AdvanceWidth entry “indicates placement

for the subsequent glyph, relative to the origin of the current glyph”. Figure 5.2 (a) is
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an example using both the Indices and UnicodeString attributes to display the text
segment. The Indices attribute specifies the index of each glyph and its advance width
in addition. As mentioned previously, the Indices attribute in this example actually is
optional because the text string has been specified by UnicodeString attribute. Thus,
we can display the text segment without specifying the index and only specify the
advance width when desired, as illustrated in Figure 5.2 (b).

Based on the above findings, we can insert some ASCII space codes or control
codes between words and specify the advance width to be zero so that those codes are
invisible and do not occupy any space when displaying an XPS document. Figure
5.2(c) shows an example hiding so-called null spaces into the text segment. By
experiments conducted in this study, it was found that only four ASCII codes, 09, 0A,

0D, and 20, are acceptable in the UnicodeString attribute without generating errors.

Indices="B6}7 1189 68}{ 8 1{70472.55[{3}{58.95]{76}{7 1]87}{73

UnicodeString="Advance Width"

Advance Width

Indices="; ; 5 ; {30 ;5 5 95} "

UnicodeString="Advance Width"

Advane Wid th

Indices="36;71,0;,0489:68;81;70:72,55;3;58,95:763,0:,0,,0J71:87;75"
UnicodeString="Ad[_|vance Wid[__|th"

Advance Width

Figure 5.2 Some examples of text segments using the Indices and UnicodeString

attributes to specify. (a) An example of specifying complete indices and the
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Unicode string. (b) An example only specifying the Unicode string and the
advance width when desired. (c) An example of hiding white spaces by

adjusting the advance width. The display is the same as (a).

In conclusion, the above-mentioned property of the XPS document format is
good for use toward the aim of steganography. Specifically, a secret message can so
be encoded and hidden between words invisibly by using these specific ASCII codes

and modifying the advance width.

5.2 Data Embedding and Extraction

Processes

In this section, detailed embedding and.extraction algorithms of the proposed
data hiding method for steganography are described. The embedding process is
illustrated by Figure 5.3. First of all, the secret message is randomized by using a
user-defined secret key. Next, the random message is separated into several pairs of
bits which are then transformed according to'an encoding table (Table 5.1) into the
corresponding ASCII codes (one of 09, OA, 0D, and 20). After that, we insert these
ACSII codes between words in the UnicodeString attribute of every text segment and
set the parameters of the Indices attribute with zero advance width. Finally, we get a
stego-XPS document with the secret message embedded in it. The proposed method

yields stego-documents with appearances arousing no visual notice from people.

Table 5.1 ASCII codes encoding table.

Hex Description Binary code
09 | Horizontal tab 00
OA | Line feed 01
0D | Carriage return 10
20 | Space 11
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Secret Key K » Randomization 7

Secret
message .S

Random
message S’/

A

Divide S’ into several pairs of bits
S1y 82 o 5 Skc

;

Generate a series of corresponding
Cover XPS D ASCII codes ¢y, Cay o 5 C

;

7

g Insert ¢y, €3, - 5 € between texts in
I Em—
A cover XPS D Stego-XPS D’
XPS
! >
Set the advance width of ¢ 2
1s » -

C2y - 5 Cl ZETO s -
XPS

Figure 5.3 Flowchart of the proposed data embedding process.

When a person wants to. extract the secret- message from the stego-XPS
document, he/she must have the same secret Key as used in the proposed embedding
process. The extraction process is similar to the embedding process but conducted in a
reverse order, as illustrated in Figure 5.4. Aisequence of ASCII codes (one of 09, OA,
0D, and 20) with zero advance widths are extracted from each text segment. Then,
these ASCII codes are transformed into the corresponding bit pairs (one of 00, 01, 10,
and 11). After concatenating all these bit pairs and reordering them using the same

secret key, we get the original secret message correctly.

5.2.1 Proposed Algorithm for Data Embedding

The proposed data embedding process is described as an algorithm in the
following. At the beginning of this algorithm, we calculate the number of bits of an
input secret message and the number of text segments in a cover XPS document so

that we can estimate how many bits we need to embed into each text segment. We
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insert specific ASCII codes (one of 09, OA, 0D, and 20) which are invisible. Also, we
modify the advance width of those ASCII codes to make them not occupying any

space in the displayed stego-XPS document.

Stego-XPS D’

-~ Extract a series of ASCII codes ¢,
- P | ¢y, - 4 € from text segments
XP$

A

Transform ¢, ¢, .. , cxinto The
corresponding bit pairs sy, 82, ... , Sk

A

Concatenate §1, 2, - , $xinto S’

N

-
message S

Secret Key K

Figure 5.4 Flowchart of the proposed data extraction process.

Algorithm 5.1. Data embedding for steganography.

Input: A secret message S in binary form, a cover XPS document D, and an input
secret key K.

Output: A stego-XPS document D

Steps.

1. Count the number [ of bits in the message S and the number n of text segments in

the cover document D.

2.  Compute m = [ZL—I to get the number of bit pairs to be embedded into each text
n

segment.
3. Use the secret key K as a seed to generate a sequence Q of random numbers.

4. Randomize the bits of the input secret message S with the random numbers Q to
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get a randomized message S~

5. Separate S into pairs of bits, sy, s, ..., S, each being one of 00, 01, 10, and 11,

where k = i

6. Encode each bit pair according to Table 5.1 to get the corresponding ASCII
codes ¢y, ¢3, ..., ¢, (one of 09, 0A, 0D, and 20).

7. For each text segment in D, insert m ASCII codes between words in the
UnicodeString attribute. If the number of words is smaller than m, insert the rest
of the bit pairs at the end of the string.

8. Insert an parameter “,0;” into the corresponding positions in the Indices attribute
with the parameter meaning that the advance width is zero and the glyph index is
not specified.

9. Repeat Steps 7 and 8 until all ASCII codes ¢, ¢y; ..., ¢ are embedded.

10. Recompress D with modified text segments in the XML file to get a stego-XPS

document D

For example, suppose that we want to hide a message 0011 into a text segment
(“I'love you”) in an XPS document. The original text segment is specified as given in
Figure 5.5(a). First, we encode 00, 11 to become ASCII codes 09, 20 and insert them
between words in the UnicodeString attribute, as shown in Figure 5.5(b). Then, set the
parameters into the corresponding positions of the Indices attribute, as shown in

Figure 5.5(c). As a result, we hide the message into the text segment successfully.

Indices:”;;;;;|286,49|;;|455,44|;;|437,52|”

UnicodeString="T love you"

| love you

(a)
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Indices="47;3;367;381;448;286,49;3;455,44;381;437,52"
UnicodeString="1 I:llove Dyou"

| love you

(b)
Indices="47;3:,0]367:381:448:286,49;3; ,0455,44:381:437,52"

UnicodeString="1 I:llove Dyou"

| love you

(©

Figure 5.5 An example using the proposed algorithm to hide the secret. (a) An original

description of a text segment. (b) Inserting ASCII codes between words. (c)
Inserting parameters into the corresponding positions in the Indices attribute.

The display is the same as (a).

5.2.2 Proposed Algorithm for Data Extraction

The proposed data extraction process conducted in a reverse order of the

embedding process is described as an algorithm in the following.

Algorithm 5.2. Data extraction for steganography.
Input: A stego-XPS document D and a secret key K being the same as used in
Algorithm 5.1.

Output: A secret message S.

Steps:

1. Extract a sequence of ASCII codes ¢y, ¢, ..., ¢, (one of 09, 0A, 0D, and 20) from
each text segment in the document D “where the advance width of each c; is zero.

2. Transform cy, ¢, ..., ¢k, into a sequence of corresponding bit pairs si, s2, ..., Sk
(one of 00, 01, 10, and 11).

3. Concatenate sy, S, ..., S into a string S~

4. Use the secret key K to reorder S “to get the result as the desired secret message S.
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5.3 Security Consideration

5.3.1 Issues of Security of Proposed Method

In this study, the secret key used in the proposed method described above is
assigned by the user to protect the secret message embedded in an XPS document.
Only the user who creates the stego-XPS document and other people this user wants
to share the secret with will know the secret key. Thus, even a malicious user knows
the proposed algorithm; the secret message still cannot successfully be extracted
without the correct secret key. However, a malicious user may disturb the secret by
inserting or replacing some ASCII codes embedded in a stego-XPS document. As a
result, people who have the right secret key will extract a message but they cannot
determine whether the message. is reliable or not.To prevent this situation, some

measures are proposed in the next section.

5.3.2 Proposed Security Enhancement Measures

To prevent malicious users from disturbing a stego-XPS document, we can
duplicate the embedded codes and determine the positions where these codes are to be
embedded by the secret key. When extracting the secret message, we can compare all
the duplicated sequence of ASCII codes and determine the correct message by voting.
Therefore, even part of the secret messages has been replaced; we still can extract the
secret message correctly.

Moreover, the authentication process we proposed in Chapter 4 can be used to
protect not only the contents of XPS document but also the contents of the secret
message. We can transform the secret message into the corresponding gradient

patterns as authentication signals and superimpose them on the XPS document. The

55



positions where these gradient patterns are superimposed can be determined by the
user key. As a result, people can verify whether the secret message has been tampered
with or not by extracting the current secret message, transforming it into gradient

patterns, and comparing them with the authentication signals.

5.4 Experimental Results

In our experiments, we created an XPS document by saving a Microsoft Office
documents as an XPS document. The content of the XPS document can be edited with
an Open XML Editor and viewed by an XPS Viewer.

The results of an experiment conducted by us are illustrated as follows. An
original XPS document as a cover media is given in Figure 5.6. The user interface to
embed data for steganography is shown in Figure 5.7. We embedded a secret message
with a secret key into the cover XPS document, resulting in a stego-XPS document as
shown in Figure 5.8. The secret message-has-been encoded and hidden between the
text segments of the XPS document.. The difference between the original XPS
document and the stego-XPS document in appearance aroused no notice from any
observer. By using the same secret key as used in the embedded process, the correct
secret message can be extracted, as shown in Figure 5.9. On the other hand, if a
person extracts the secret using a wrong secret key, the result of the extracted message
is incorrect, as illustrated in Figure 5.10. Figures 5.11 through 5.15 show another
experimental result. Both results show that, using the proposed method, we can hide

information secretly and imperceptibly.

5.5 Summary

In this chapter, a new data hiding technique via XPS documents for hiding secret
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messages among texts by adjusting the advance widths of specific ASCII codes is
proposed for steganography. An advantage of steganography is its imperceptibility
which conceals the behavior of secret hiding so that the risk for the secret to be
detected by malicious users decreases. The proposed method utilizes the feature of the
Indices and UnicodeString attributes in the XPS format so that the secret message
hidden between words are invisible from the appearance. Some security enhancement
measures proposed in this study can protect the secret from being disturbed by a

malicious user deliberately. Experimental results show the feasibility of the proposed

method.
(W) N : = L &
OO0 &= - s & P L -l @

Using the proposed method, the text content of an XPS document can be

protected. As long as either the text content or the authentication signals are modified, [~

we can detect the modification and point out which part of the text is suspicious. In

addition, because we involve a secret key in the process of generating the

m

authentication signals, it is hard to forge the authentication signals even when a

malicious user knows the proposed algorithm.

However, there is still a risk that a malicious user may replace both the text and

the corresponding authentication signals with a piece of other text and the
corresponding authentication signals computed from the same XPS document. As a
result, the XPS document is tampered with but still passes the verification process.
Certain improving security enhancement measures thus are needed. Some measures
proposed in this study are described next.

To resolve the above-mentioned problem. we may use an additional secret key to

Fl [ 1 | "

EE 1 52185 {r 4 . ) 138%

Figure 5.6 The original XPS document.
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& XPS Program
Input file

Select an XPS File - C\Users\Mei\Desktop\Exp\Chapter_3.xps

Save an XPS File - C\Users\Mei\Desktop\Exp\Chapter_3_result xps

Output file
Secret Message

Using the proposed method, we can hide - Secret Key CVLAB

information secretly and imperceptibhy.
Secret key
The secret message

| Embed | | Extract |

Figure 5.7 User interface to embed data for steganography.
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Using the proposed method, the text content of an XPS document can be

protected. As long as either the text content or the authenfication signals are modified,

we can detect the modification and point out which part of the text is suspicious. In

addition, because we involve a secret key in the process of generating the
authentication signals, it is hard to forge the authentication signals even when a

malicious user knows the proposed algorithm.

However, there is still a risk that a malicious user may replace both the text and
the corresponding authentication signals with a piece of other text and the

corresponding authentication signals computed from the same XPS document. As a

result, the XPS document is tampered with but still passes the verification process.

Certain improving security enhancement measures thus are needed. Some measures
proposed in this study are described next.

To resolve the above-mentioned problem, we may use an additional secret key to

[ [

=18 4O

Figure 5.8 The stego-XPS document.
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Select an XPS File - C/\Wsers\Mei\Desktop\Exp\Chapter_3_result.xps

Save an XPS File - ©-Wsers\WWei\Desktop\Exp\Chapter_3_recover.xps

Secret Message

Using the proposed method, we can hide “  Secret Key CVLAB
information secretly and imperceptibly.

Correct secret key

Embed | | Extract

Figure 5.9 User interface for data extraction using the right secret key.
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Select an XPS File - C\Users\Wei\Desktop\Exp\Chapter_3_result.xps

Save an ¥PS File - Cr'Users\Mei\Desktop\Exp\Chapter_3_recover xps

Secret Message
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Wrong secret key

Embed | | Extract |

Figure 5.10 User interface for data extraction using the wrong secret key.
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Figure 5.11 The original XPS document.
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Figure 5.12 User interface to embed data for steganography.



Television
Theater
STYLE

Fashion &
Style
Home &
Garden

Weddings/
Celebrations

TRAVEL

Blogs

Classifieds
Cormrections

Crossword /
Games
Education
First Look

Leaming
Network

Multimedia
NYC Guide
Obituaries
Podeasts
Public Editor
Sunday
Magazine
T Magazine
Video
Week in
Review

Weather

SERVICES
My Alerts
NYT Mobile
NYT Store

EEEAEETE

Dining & Wine

Ton should be for
someone from outside the
military world.
Times Topic: James
Clapper Jr.

BP Funneling
of Leak to the
Surface

By CLIFFORD KRAUSS and
HENRY FOUNTAIN

In a visit to the Gulf Coast,
hissecond in a week,
President Obama kept up
his criticism of BP.
Week in Review: Obama vs.
Qil; Chaos vs. Control
K il Spill Mulimedia
Green: Resources on the
eb

Some

Pelicans, Back From
Brink of Extinction,
Face Oil Threat

By JOHN COLLINS RUDOLF
and LESLIE KALFMAN

Louisiana’s brown pelicans,
once wiped out by
pesticides, were taken off
the endangered species list
last vear after a robust
recovery. Experts said the
oil spill could change that.

¥ Posta Comment

LENS BLOG
I Puttinga Face on the
Gulf 0il Leak

Win McNamee/Getty Images

some argue

H @ ey 5% - ®
On the Road to Rock for Fairness R
Debauchery Much of student loan debt
servesas cannot be erased through
- nostalgia in bankruptcy, but there’sa
Richard Clarkson/HBO “Get Him to mavement tochange the

41 2 3|4|5 67 PF

He ahways described his job as teacher, not coach

John Wooden, Legendary Coach, Dies at 99
By FRANK LITSKY and JOHN BRANCH
‘Wooden migrated to U.C.L.A. and became college
‘basketball’s most successful coach, earning the nickname
the Wizard of Westwood and a place in sparts history.

B Posta Gomment | ka1 Photos: Wooden's Career

‘ecsey: In Wooden's Teaching, First Lesson Was.
Shoelaces

Days of Planning Led to Flotilla’s Hour of Chaos
By SABRINATAVERNISE and ETHAN BRONNER
‘Weeks of miscalculations set activists on a Turkish boat
and Israeli commandos on a collision course.

New Set of Activists Steams Toward Gaza

India’s Young and Poor Rally to Another Gandhi
By JIM YARDLEY
India is Rahul Gandhi's family inheritance, and
seemingly the only uncertainty is when he will callect it.
Luring a Star: Big City Beckons; Cleveland Begs
By ALAM FEUER
Avideo from Mayor Michael R. Bloomberg was the start of
a media blitz to lure LeBron James from Cleveland.

K Interactive: We /e LeBron

law, writes Ron Licher.

Download the world today.

REAL ESTATE | AUTOS JOBS ALL CLASSIFIEDS

BIG DEAL

A New House With Lots of
Room for Dinner Guests
The chef Masa

Takayama paid

$4.8 million for 3

intreader

FIND PROPERTIES
Go to Real Estate
Section
Search for Properties
Commercial Real

a town house on ] ‘Esmﬁ
Budget Cuts Hit a Brooklyn Area Over and Over the Upper West é‘:;; Showcase: Real
By DAVID W. CHEN side.
Postan Ad

One neighborhood in Brooklyn is the epicenter of budget
pain, based on density and services identified for closing.

K Interactive: Proposed Closings of City-Subs d
Facilities

MORE NEWS
Batteries Power New Talk of Cheating in Cycling
Job Data Casts Pall Over Economic Recovery
Immigrant Convicted of Viclating Iran Embargo
Afghan Peace Talks End With Plea to Combatants

Gwathmey Siegel
designed condo
in the heart of Soho

SOHONMEWS

Place a Classified Ad »

H:#1F

« &

—— 5%

Figure 5.13 The stego-XPS document.
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Figure 5.14 User interface for data extraction using the right secret key.
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Chapter 6
Conclusions and Suggestions for
Future Works

6.1 Conclusions

In this study, we have proposed several new data hiding techniques via XPS
documents. Those techniques are useful for the applications, such as covert
communication, authentication, steganography, etc.

For covert communication, a method based on the novel use of a division pattern
encoding table to encode the secret message and embed a sequence of division
patterns into images of XPS' documents has been proposed. According to the
experimental result, the secret message hidden in an XPS document is not observable
from the appearance. It was also proposed. to-enhance the security of the proposed
method by adding a user-defined secret key to randomize the contents of the secret
message and the encoding table, so that a malicious user cannot easily extract the
secret even when he/she knows the proposed algorithm. By the use of the techniques
mentioned above, the secret message can be delivered via a cover XPS document
safely on the Internet.

To verify the integrity and fidelity of the text contents of XPS documents, an
authentication method based on data hiding technique has been proposed. As a good
cover channel for data hiding, variable gradient patterns are generated according to
the XPS specification and superimposed onto an XPS document invisibly.
Accordingly, the digests of the text contents of an XPS document to be protected,

after being encoded by specific gradient patterns, are used as authentication signals.
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By comparing the extracted authentication signals with those computed from the
current text segments, an XPS document can be authenticated to decide whether or
not it has been tampered with, with the tampered texts being highlighted if any.

For steganography in XPS documents, a method using width-adjustable invisible
ASCII codes in the XPS document has been proposed. A secret message is encoded
by certain invisible ASCII codes found in this study and embedded between words by
adjusting their advance widths to be zero. The appearance of the XPS document is
totally unaffected after the proposed method has been applied. The security of the
proposed method is enhanced by applying the proposed authentication method on the

secret message so that the extracted secret message can be trusted.

6.2 Suggestions for Future Works

According to our experience obtained in this study, several suggestions for future
works are listed in the following.

1. Other features of the XPS ‘could be found and used as cover channels to
design new data hiding techniques.

2. The data hiding methods proposed in this study can be used for more
applications, such as metadata association, secret sharing, and so on.

3. The idea of the proposed authentication method applied on text segments in
XPS documents can be extended and applied on images.

4. More robust data hiding techniques via XPS documents can be developed
for watermarking and digital rights management.

5. The idea of the data hiding techniques proposed in this study may be
applied on other new XML-based documents, such as Microsoft Office

2007 documents.

64



References

(1]

(2]

(3]

(4]

[5]

(6]

[7]

[8]

D. C. Wu and P. H. Lai, “Novel techniques of data hiding in HTML documents,”
Proceedings of 2005 Conference on Digital Contents Managements &
Applications, Kaohsiung, Taiwan, pp. 21-30, June 2005.

C. C. Wu, C. C. Chang, and S. R. Yang, “An efficient fragile watermarking for
web pages tamper-proof,” Advances in Web and Network Technologies, and
Information Management, Lecture Notes in Computer Science (LNCS), Vol.
4537, pp. 654-663, Springer, Berlin, Germany, 2007.

Y. H. Chang and W. H. Tsai, “A steganographic method for copyright protection
of HTML documents,” Proceedings' of 2003 National Computer Symposium,
Taichung, Taiwan, Dec. 2003.

I. S. Lee and W. H. Tsai, “Secret communication through web pages using
special codes in HTML files,” Infernational Journal of Applied Science and
Engineering, Vol. 6, No. 2, pp. 141-149, Nov. 2008.

T. Y. Liu and W. H. Tsai, “A New steganographic method for data hiding in
Microsoft Word documents by a change tracking technique,” IEEE Transactions
on Information Forensics and Security, Vol. 2, No. 1, pp. 24-30, March 2007.

T. Y. Liu and W. H. Tsai, “Active quotation authentication in Microsoft Word
documents using block signatures,” 3rd International Conference on Information
Technology: Research and Education, pp. 260-264, Hsinchu, Taiwan, June 2005.
B. Park, J. Park, and S. Lee, “Data concealment and detection in Microsoft
Office 2007 files,” Digital Investigation, vol. 5(3-4), pp. 104-114, 2009.

S. Zhong, X. Cheng, and T. Chen, “Information steganography algorithm based

on PDF documents,” Computer. Engineering, Vol. 32, No. 3, pp. 161-163, Feb.

65



2006.

[9] S. Zhong, X. Cheng, and T. Chen, “Data hiding in a kind of PDF texts for secret
communication,” International Journal of Network Security, Vol. 4, No.1, pp.
17-26, Jan. 2007.

[10] C. T. Wang and W. H. Tsai, “Data hiding in PDF files and applications by
imperceivable modifications of PDF object parameters,” Proceedings of 2008
Conference on Computer Vision, Graphics and Image Processing, Ilan, Taiwan,
Aug. 2008.

[11] X. Liu, Q. Zhang, C. Tang, J. Zhao, and J. Liu, “A steganographic algorithm for
hiding data in PDF files based on equivalent transformation,” Proceedings of
International Symposiums on Information Processing, Moscow, Russia, pp.
417-421, May. 2008.

[12] Y. C. Lai and W. H. Tsai, “Covert communication via PDF files by new data
hiding techniques,” Proceedings -of 2009 Conference on Computer Vision,
Graphics and Image Processing, Nantou, Taiwan, Aug. 2009.

[13] I. S. Lee and W. H. Tsai, “A new approach to covert communication via PDF
Files,” Signal Processing, Vol. 90, No. 2, pp. 557-565, Feb. 2010.

[14] I. S. Lee and W. H. Tsai, “Data hiding in emails and applications by unused
ASCII control codes,” Journal of Information Technology and Applications, Vol.
3, No. 1, pp. 13-24, Sept. 2008.

[15] S. Inoue, K. Makino, 1. Murase, O. Takizawa, T. Matsumoto, and H. Nakagawa.
“Proposal on Information Hiding Method using XML,” Proceedings of 1st NLP
and XML Workshop, Tokyo, Japan, Nov. 2001.

[16] Microsoft Corporation, XML Paper Specification, Version 1.0, Oct. 2006.

66



