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Abstract

The RSA cryptosystem used widely in recent years, for keeping the certain
security degree, continuous to increase the length of public key, and aggravated the
RSA to operate the complicacy. Opposite to RSA, the Elliptic Curve Cryptosystem
(ECC) attracts more and more attention. In 1985, Koblitz and Miller proposed a
higher security public key cryptosystem, based on ECDLP, called ECC. At present,
there are several international standards proposedin 1SO 11770-3, ANSI X9.62, |IEEE

P1363, FIPS 186-2.

The advantages of ECC are that its key sizes are smaller than RSA with
equivalent levels of security (1024 bits RSA is equal to 155 bits ECC) so that it can be

implemented in smart card or mobile phone.

In this thesis, we developed the hardware implementation of ECC by using
Verilog HDL. We adopted the scalable architecture for Montgomery multiplication

proposed by FA. Tenca and C.K. Koc [32], and modified it to support the operations



over dual-field GF(p) and GF(2™). Also, the inversion is designed in the projective
coordinates that will save much computation time. We synthesize our verilog codes by

software of Synopsys, and confirm by simulation.
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