A TR

B+ W X

EPs bR G L e T EERERZBEAY
Extracting, Classifying and Anonymizing Packet BsC
with Case Studies on False Positive/Negative Asseiss

i

Fopo4 38
§5
1 A

pr %;?I% Jf ?I%F’:

PERKBRBE ht+h XA



B MK R LHE R R AR B R

Extracting, Classifying and Anonymizing Packet BsC
with Case Studies on False Positive/Negative Asseiss

Moyo4 3R Student Sheng-Hao Wang
hERER e Advisor: Dr. Ying-Dar Lin

A Thesis
Submitted to Institute of Network Engineering
College of Computer Science
National Chiao Tung University
in partial Fulfillment of the Requirements
for the Degree of
Master

in
Computer Science

June 2010

Hsinchu, Taiwan

PERRA L4 ES

e

1



FP A2 3 L4 B OB BIFEY

g4 3188 hERE T HEE

B2l < FRepl 2y

i &

ERRRMEAF I RRAMFLEFESELT A - BE G REA MO
PEAETREE VREST AR RH R E R BN MG %

:t ll{«/gﬂ 7L /n ﬁg_[,_/n 7 *7#& 13 rTh%\' 7,\"":’]33‘*:]‘:'&°,’\r71 o Fﬁﬁl&ﬁ%—./ﬁ“’g‘ﬁﬁ-% ‘i T‘_%'Eﬁ&\ Ké)\?

AR*EBARPOBE DD R RRGEDERS R Fp T B

PRI E N PR TRE R TSRS g k- BE R AR
% LehprinE FORE A0 AL2 5 PCAP Lib o PCAP Lib ¢ 4= B A48 % >

SN P Ak o S e e R S S A R i I UL

2

—HFHANF G ELAUVEDERTE - F 2 RSN LR S F L
TCP/IP #&Eg e i » & § & i kP payload » fe f247 * & et * K 2 2
8 - IV ARAT > AP A PR RER S L0 N R A SRR TR
o HRBEILERGRY 0 FEPREGRAF R MR I T A2 LI AL s Em
Flpt AP R = BRI R - BRI S T AR £ PCAP Lib ¢ o &
TR APLIBHNE I LA R TR ERA B P 335
EHFREO6THEER R B 2P 0 AP &Y privacy/utility %

efficiency * **3E€ % Len™ 2> A2 ik N en% £ {0 2ot 1) 93% > gt
His 22 2T 33% o Fdp 8 iBFH L 47 o LR D 63%R g i Fl
S P2PAFAIE d LR B ¥ MR A Rl B B AR B @

O2% B e FI vk & ¢ cndF R R 3 B 7 b i endi e o

MaEF B FAE - n

e

BATHE R L R



Extracting, Classifying and Anonymizing Packet Tra@s

with Case Studies on False Positive/Negative Assesst
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Abstract

Well-classified packet traces make researchepsctoup the class of traces what
they want quickly. However, opening packet tracghhiexpose the user’s privacy
information and let attackers use to exploit. Timsrk aims to provide extracting,
classifying, and anonymizing packet traces. We psepPCAP Lib framework which
achieves three goals. First, actively extract haatss and malicious traces from
real-world traffic to classify into 10 types of digation by multiple detection devices
logs. Second, we present an anonymization methogratect personal privacy
through deep packet anonymization (DPA). Besides,one detection device can
provide 100% accuracy under packet trace testiegl@sign an analysis procedure to
investigate the cause of false positive (FP)/ faksgative (FN) in devices and find out
the frequent cases as the third goal. In the resdtcollect 323 distinctive packet
traces in five months. Among them, 33% are heatthg 67% are malicious. In
anonymization, we define “privacy/utility” and “effency” to evaluate the different
anonymization methods. DPA achieves the best effay of 93% than other 27% or
33%. In FP/FN case studies, 63% of FP causes aréoduaffic similarity and 62% of
FN causes are due to signature insufficiency.

Keywords: trace repository, traffic classification, packetoaymization, false

positive, false negative
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Chapter 1 Introduction

Real-world Internet traffic is useful for intrusiadetection systems/prevention
(IDS/IDP) and network forensics analysis. For nekwv@nd security research
communities, they rely on large, diverse, activel aon-synthetic traffic traces for
experimental studied], such as investigating the causes of FalsetiResi(FP) and
False Negatives (FN) on IDS/IDP. As network analystn collaborate in inspecting
malicious and user network behaviors, they canestter extracted traces from their
study. Lastly, educators can use the obtained elegyngata in their student projects
and exercises. However, the availability of reaHddraces is quite limited so far
because they are likely to contain sensitive infatton such as host addresses, emails,
and even authentication keys. Therefore, the packethe traces should be well
anonymized to hide private information before shgamong researchers.

In the past few years, researchers used to focuanonymization in TCP/IP
header fields [2-4]. Although some works can anomgnthe payloads [5-8], most
solutions are still limited to few protocols (e.BLTTP, FTP, POP3) because parsing a
large number of application protocols is a compéd tedious work. It is also
non-trivial to clearly identify the semantics of s@ny protocols.

To date, most of organizations release the traoa® fuser submission and
classify the traces based on the users’ perspefi®E[11]. The number of the
participants is the largest impact factor to thaliy of traffic traces. These traces are
often poorly categorized, inactive, and even unigsadis they lack a central and
unified control to maintain the quality. An automsatand unified approach to
categorize the traces is important for the resemscto acquire the exact traces they
want.

For security purpose, traffic traces can be apphéal network security systems.



An important requirement of these systems is makinamn be effective; that is, it
should detect a substantial percentage of malidi@iisc into the supervised system,
while still keeping the FP/FN rate at an acceptdblel. The FP/FN rate is the
limiting factor for the performance of a networkcgaty system. This is due to the
base-rate fallacy phenomenon [12].

In this work, we desigCAP Lib aims to generate “valuable” packet traces for
variety of application usage. The output traces lvglextract, classify, anonymize and
most importantly, provide false positive/negatiwsessment from original traces. In
packet traces extraction and classification, weppsed anActive Trace Collection
(ATC) that automatically classifies traffic tracego extracted applications datasets
with healthinessand malicious classes. This mechanism based otiptautraffic
classification systems such-as IDS/IDP; Anti-Virusnti-Spam and application
classifier (abbreviated as device under test DWaj teverage their knowledge built
into malicious signature databases. In packet waceymization, we proposézkep
Packet Anonymization (DPA) which. provides privacy protection. This maafsm
also supports configurable functionality that eeahlsers to select hidden parts in the
application layer with consistent transformatiopyertheless, keep the integrity and
utility of traces. Finally, inFalse Positive/Negative Assessment (FPNA), it can
automatically select potential FP/FN by comparieguits produced from different
devices and statistic results to most significanises.

The rest of this paper is organized as follows.@#1a2 presents the background
and related works. Chapter 3 describes the desigh solution ideas of our
methodology. Chapter 4 addresses the main implatientissues of the PCAP Lib.
Chapter 5 displays evaluation of our works. Finalhapter 6 concludes this work

and discusses the future works.



Chapter 2 Background

2.1 Challenges in sharing traffic traces

Successful development and testing of network amalgevices require a wide
available source of robust and accurate trafficetsa Researchers generally use two
main approaches to collect traffic traces. One wagreate test traces is to generate
artificial traffic in lab, such as using Harpoonaffic generator [13] and
DARPA-sponsored IDS evaluation datasets [14]. Haxeuseful traffic traces must
accurately representeal network, user, and system activities, so they mnhest
continually updated to reflect new protocols, applications, or changesuser
behaviors, it is usually difficult for the artifali traffic to satisfy these requirements.
For instance, developers of security products nit be able to train the products
with the behaviors of a new attack or create tgpatures for that.

Rather than generate ‘traffic on their own, someaehers prefer to capture
traffic traces from the backbone traffic in theffil@tions[19]. This approach can
satisfy the requirement of realistically recreatihg bandwidth or activity level of
user behaviors. However, it is often difficult t@Nvcategorize real-world traffic into
several kinds of application traces due to its dexify and volume. Privacy concerns
also inhibit sharing traffic traces. Although it p@ssible to anonymize confidential
information in the packets, th@nonymized packet traces will affect the detection
capability of IDS products as they might no longentain the cues that would trigger
an alert or might produce false alarms [20]. Teisue will be further discussed in
next section. Table 1 compares the packet sourcésins of completeness, update

frequency, categorization and anonymization ofenapositories.



Table 1. Comparison of trace repositories

Repository Source Update Category Anony- Pros Cons
mization
OpenPacket User Low Normal N/A Categorized | PCAP amount
.org submission Suspicious traces is low
Malicious
Packetlife.n User High Property N/A Focus on Un-unitary
et submission Protocol routing and categorization
switching
DARPA Simulation | Suspend| Attack free N/A Most popular Update-less
datasets Attacks evaluation traces
traces

Wireshark/ User High Protocol N/A Various traces | Few malicious
SampleCapt | submission traces
ures
CAIDA 0C192 High Year IP Prefix- Payload
Traces Internet address preserving truncation
Dataset backbone anonymization
Pcapr User High Protocol N/A On-line packet Unclear

submission display categorization
PCAP Lib Beta-site High Application | Entire Various No on-line

(Malicious/ packet functionalities | packet display|
Healthy) with unitary
repository

2.2 Packet trace anonymization

As previously mentionedpacket trace anonymization has become an important

means to protect the privacy of packet traces #iwark research. Over the past

decade, the anonymization of packet trace has sleéed from the TCP/IP header

fields to the application level, but the reposisriof sharing packet traces are still

few. We consider that several hurdles still forrogharing of traffic traces:

(1) Too many application-level protocols: Besides camrprotocols (e.g., HTTP,

FTP, SMTP, POPS3, etc.), there are many others fipliations in the

real-world, such as P2P, online gaming, and instaagsengers. It is difficult to

identify and anonymize private information in thacket traces based on the

semantics of so many application layer protocols.

(2)

Since most

IDS/IPS

relies on signatures for

inbrus detection,

the

anonymization may accidentally modify an attacknaigre and affect the

detection results. For example, an HTTP GET methag include a malicious

content following is a shellcode exploit example :
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GET
/1framed?C00 JAE12BADCCRKAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA4AAQACB3qzB

However, to protect the privacy of web browsingpmymization tools often
hide the URL in the GET method, but this URL maytein an important
signature for IDS/IPS detection. For example, arSfib] IDS rule below
contains a string of all As in the signature tded® a shellcode. The detection

will fail if the string of A's in the URL is anonyimed.

alert ip $EXTERNAL _NET any -> $HOME_NET any (msg:"SHELLCODE x86 inc
ecx NOOP"; content:" AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA" ;
classtype:shellcode-detect; sid:1394; rev:10;)

Anonymization Policies

Several tools or libraries. for packet anonymizatame available for network
research [2-8]. Table 2 compares these tools. Antleadools, only tcpanon, anontool,
scrub-tcpdump and Bro can anonymize the packetopdgl and remove sensitive
information. The others just drop the entire pagarhe tools that can anonymize
the payloads are described below:

Table 2. Comparison of anonymization tools

Tools Feature MAC IPv4 address Application
addresses layer
. . . . Random, :
Tcpdpriv Retain class designation N/A Prefix-preserving Truncation
Tcpmk- . ' Prefix- Random, . .
ub Various TCP/IP header fields reservin Cryptographic, Truncation
P b 9 Prefix-preserving
FLAIM Contain a _broad set of Ra_mdo_m_, Random, _ N/A
algorithms Partial hiding | Prefix-preserving
Tcpanon Fields in application layers N/A Random, . Par'gla}l field
prefix-preserving hiding
o o L Random,
SCRUB- Subst|tut|qn s_pecmc string in N/A subnet/host Pattern hiding
tcpdump application layer .
permutation
Anontool Provide AAPI Block black Random, _ Spec_n‘l_c string
marker prefix-preserving hiding
Various application-level Specific fields
Bro+anon fields N/A N/A hiding
PCAPAN Deep Packet Anonymization Block Black | Length-Prefix-Pre| Deep packet
on Length-Semantic-Preserving Marker serving anonymization

5



Tcpanon [5], written in Python, can parse and anomng certain fields in the
HTTP, FTP, SMTP, POP and IMAP application protocélswever, the payloads of
other protocols not supported by tcpanon will becdided. Writing a new protocol
parser in Python is necessary to extend the numabeupported protocols. This
approach is complicate and error-prone.

Scrub-tcpdump [6] and [21] can search the paylaadspecified patterns in
regular expressions, but these approachs may bredmp for payload anonymization
such as user ID and password. Anontool [7] provideset of APIs that can also
support pattern searching, but the ability of pagsapplication-level protocols is
necessary.

Bro IDS [16] implements an anonymization procesa ptig-in [8]. The process
can anonymize both on-line-and off-line traffic ceea. Despite its flexibility, the
process still has several limitations. First, ae Biorks with events, the fields in the
packet header can be altered only for those prtsogbich have registered events
that support trace transformation. That is, a ussEds to write the suitable policy
scripts, one for each protocol (HTTP, FTP, POP,) dtr the anonymization. Our
frameworkPCAPANnon, on the contrary, provides a larger set of pratpessers based
on wireshark dissectors [17] that can be appliedaltopacket fields up to the
application level. The parsing can help to identifg right fields for anonymization.
Second, after application-level anonymization, @1l store the content into a buffer,
and re-create the packets, so the number of pagesket lengths and other
characteristics of traffic traces will be complgtdifferent from the original traces. In
our framework, we replace the field values withsthwalues of the same semantic
and length in the anonymization to maintain theatristics as much as possible.
2.3 Method of FP/FN assessment

Many researchers and developers consider waysgudra modern traffic traces
6



as the test datasets for evaluating their own IBS/tlesigns. Clearly, how well the
traffic traces can match real-world ones will haaesignificant impact on the
false-alarm rate. It is demonstrated that even allsrate (1 in 10,000) of false
positives could generate an unacceptable ratialeéfalarms to real detections [12].
Chen et al. design a system of Attack Session Etra (ASE) [18] to integrate
efforts of signature analysis and development fifferent vendors to figure out
false alarms. The ASE captures, replays, and dstraal-world traffic. The system
replays traffic traces to IDS/IPs of different vensl and finds potential FPs and FNs
(denoted by P-FPs and P-FNs) to a certain IDS/IDEbmparing the logs of
IDS/IPSs because some attack logs are “logged’not logged” only at a certain

IDS/IDP. The former is P-FPs, while the latter iERs to the IDS/IDP.

Chapter 3 PCAP Lib Methodology

This chapter details the mechanisms of PCAP Libctvhincludes three major
parts. The first part is Active Trace Collectiongmvide valuable packet trace from
real-world traffic. The second part is Deep Packebnymization to precisely and
deeply substitute the sensitive information, wlisit#l keeping the trace suitable for
research. The third part is False Positive/Negatissessment to find out the frequent
causes of FP/FN in detection in security devicesfselective packet traces.

3.1 Overview of three mechanisms

The goal of trace sharing is to reserve real-wtdtfic behaviors in packet traces,
which can be replicated and picked up easily amresgarchers for network forensics.
However, recording entire real-world traffic couddsily consume up the storage
space and searching for specific events in the lwages is time-consuming. Thus,

recording only traffic associated specific eventaild be better. Furthermore, packet

7



anonymization protects privacy from leakage in drabaring. This work proposes
Active Trace Collection (ATC) and Deep Packet Anonymization (DPA) to provide
high-quality packet traces that meet the aboveireauents.

As shown in Figure 1, the ATC actively extractstbdiealthful and malicious
traces from real-world traffic captured in NCTU B8tte, which is to construct a test
network in the campus and record the student né&twideraction into PCAP files
(http://speed.cis.nctu.edu.tw/~ydlin/Betasite.html) The  DPA  then  parses
application-level protocol identities and anonymsizensitive fields in the collected
traces. We investigate the causes of FP/FN in tb@sDto the collected traces by
FP/FN Assessment (FPNA). The details of the three mechanisms aptagxed in the
following subsections.

Preprocessing PCAP Lib Framework Trace Datasets

Active Trace Collection FP/FN Assesment
H i Extraction Module Majority Voting

Betasite

v
: -
m| Identify anchor packets J Trace Verification |’

v 1]

Manual analysis

Two-passes association

!

Classification Module Deep Packet Anonymization
> Packet Dissection
> Message association ¥
-
v Pattern Substitution
Keyword maching y
Field Transformation

> >
g
j=2

g g

Log Collection

Figure 1: PCAP Lib Block Diagram.
3.2 ATC: Active Trace Collection
The quality of trace repositories to represent gedivities relies on the active

involvement and frequent update of user submissfém.therefore design the ATC
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mechanism to extract and categorize large-scalkepé&@ces from real-world traffic,

so that users can easily choose what they waniré-ig) shows the ATC system flow.
The procedure of the ATC to provide valuable tafifaces involves two phases: First,
it uses traffic replay tool (e.g., tcpreplay) tpleey captured raw traffic to multiple

DUTs to leverage their domain knowledge. If a D Eletts a specific behavior in the
traffic, it will trigger a log. According to the DUlogs, we can find out the anchor
packets by 5-tuple, and process 2-level associdtoextract each specific session

into packet trace [18].

Second, we use supervised classification to cayetpar extracted packet traces.
From the generated logs, we can also separate ugaricaces into different
classifications by keywords. Here we define 10ilaites, each of them includes a
variety of keywords to match the logs and decidevhich attributes packet traces
belong. We also verify the classification to enstime packet traces are useful. The
verification replays the categorized packet tragethte particular DUT(S) which
triggered a log from the categorized session inrdwe PCAP files. If the session can
trigger the same log, we insert it into databaseemvise the trace is invalid. At the
same time, we judge whether the tracesuaharmfulor malicious from the detection

result of a set security devices (IDS/IDP, Antidér Anti-Spam).

Replay Anch k c i
captured B nck or N Packet A.a?‘nm.ect!on
o ackets ssociation ssoclation
Log Extraction Phase
Comparison
Multiple Trace Keyword Message
DUTs L Distribution Matching Association
'l:r.ace. Classification Phase
Verification

Figure 2: ATC system flow.

3.3 PCAPAnNon: Deep Packet Anonymizer
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ATC provides the well-classified traces, but wivem release these traces for
open research organization, we have to face theaqyi leakage problem.
PCAPAnNoN supports a precise method for privacyegutain of packet traces. The
method depends on two elements: t(he parsing to decide what information in
the trace we need to hide and i@ntity substitution to choose how we anonymize
data elements. Figure 3 presents the PCAPAnon franke of deep packet
anonymizer, which anonymizes each layer with varipolicies. The framework
provides a large set of protocol parsers and dubssi the identities with those of
the same length and data type to maintain the s#sa the application protocols.

We detail the two elementdrace parsing and identity substitution, in the

following.
|
L Identities (Length-Semantic-Preserving) J\,'_I C:n"tpc'm
LHTTPJL FTP J SMTPJL POP JLIMAPJ
Fields Fields L Fields Fields Fields L
L (Pattern Replacement)

Figure 3: PCAPAnon Framework.

Trace Parsing

A major challenge in protocol parsing is that in@n-trivial for the parser to
precisely recognize the semantics of applicatimiqmols due to the large number
of protocols. Writing a large number of applicatimmotocol parsers is complex and
tedious. Thereby, we leverage Wireshark (www.wiagklorg), a network packet

analyzer, for its plenty of protocol dissectors (wwireshark.org/docs/dfref)

10



registered as plugins to parse the traces. Eadea® decodes its part of the
protocol, and then hands off the decoding to sulsety dissectors for an
encapsulated protocol. User can make a customt doridecide which protocol
identities should be transferred by (www.wireshandfdocs/dfref). For example,
“-Tfield —e http.host” changes the http host cohten
Besides protocol dissection, we also support eggakpression matching

(RegExp) to seek and match the sensitive identisesh as IP addresses, Mail
addresses, and URLSs, for two reasons. First, Regkfgst and has been used in
deep packet inspection. Second, RegExp can matoke sdentities that protocol
dissection cannot define in protocol. However, Rgginight miss matches of
important privacy information, if it doesn’t defitiee patterns well.
Identity Substitution

PCAPANnon provides a variety of anonymization fumes, includingBlock
Black Marker for MAC addressl|_ength-Prefix-Preserving for IP address (based on
cryptographic and mapping tablefemantic-Length-Preserving for RegEXxp
matching,Pattern Replacement for protocol fields, andChecksum adjustment for
all protocols, thus providing adequate functiowyafdar each different identity. (1)
Block Black Marker sets field encryption. (2).ength-Prefix-Preserving (LPP)
ensures that if two original IP addresses sharsdhee prefix and length, both will
still share the same length and prefix, i.e., tiengt and length of the IP addresses
remain unchanged. LPP contains three steps: BEJ-ECB records the original
digits of four blocks ;) in IP address format and encrypts each blockevalu
(Block;). Second, MSB-Pad make most significant bit OR &ach block to extend
every block into 3-digits value. Last step mak&lack, = Block, % (10 >D,) to
reduce it to the original length. (8ength-Semantic-Preserving (LSP) matches an

identity like a mail address or URL in the payloaad then substitutes it for
11



another mail address or URL of the same lengthréfbee, the semantics of the
identity is reserved. (Aattern Replacement fills the field with a pattern repeatedly.
The pattern can be an integer or string. @hecksum Adjustment aims to keep
checksum valid. If the checksum is invalid, fortarece, some IDS/IDP will drop
the packets with invalid checksums. The checksuraulsh be re-calculated

carefully. The pseudo code for the (2) and (3) pdoce are described in Figure 4.

IF Pattern is IP address //Length-Prefix-Praagr
Then
Transfer ascii.pattern to bin.pattern
Fori—1lto4 //Divide address into fdaliocks
D, « Digit [Block,] //Record block digits

Block, < DES-ECB Block;] //Encrypt block
Block, < MSB-Pad Block/] //[Extend Digits

Block, < Block, mod (10 x D.) //Recovery digits
Transfer bin.pattern to ascii.pattern
Replace pattern [ICopy data buffer to packet
ELSE IF Pattern is Mail address //Length_Sematic_Pvasgr

Then
n < length[pattern]
m «length[replace_vec] /[Basic_replace_vec @hctu.tw"
IF n>m

hen-m

Generate data_buf by h

Merge data_buf and replace_vec

Replace pattern //Copy data buffer to packet
ELSE
Replace pattern
ELSE Pattern is URL /ILength_Sematic_Preserving
n < length[pattern]
m «length[replace_vec] /[Basic_replace_vec =
"http://www.nctu.tw"
IFn>m
hen-m

Generate data_buf by h
Merge head_vector, data_buf, and tail_vector
/[Head_vector="http://www.",
/[Tail_vector=".nctu.tw"
Replace pattern //Copy data buffer to packet
ELSE
Replace pattern

Figure 4: Pseudo code of LPP and LSP.
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In our work, we wish the characteristics of anorgedi packet trace can be
close to the original one as possible. For instanee substitute the
application-level protocol fields for those of tlsame type and length. This
approach has two main benefits. First, the numbéneooriginal packets, the time
and the length are reserved. The reservation allstatistical approaches to
anomaly detection and flow classification to havgraater chance to still work
after anonymization [22]. An IDS/IPS can also patise protocol semantics as
usual.. Second, keeping the length of the origpedket makes the design of
anonymization tools relatively simple. Fields sashTCP header sequence number,
acknowledgment number, options in the field andrsmeed not be transformed, so
are the information fields in an application pratbcsuch as the HTTP header
Content-Length field. The mechanism does not hanttle complexity in
recalculating the above values after anonymization.

3.4 FPNA: False Positive/Negative Assessment

As previous work, The ATC uses the domain knowledQtS/IDP, Anti-Virus,

Anti-Spam and application classifier to collect etctraces from real-world traffic.
The detection of DUTs might be wrong due to FPs/FNsfind out these FP and FN
cases, we process three steps as follows. Firatdjgrity voting of DUTs, we can
find out the potential FPs and potential FNs. Tloacept is that if the ratio of
detection result in DUTs for a specific trace is M-1, than the minor one, which
means the unique DUT that detects this trace, ierikely the FP result and the FN
case vice versa. Second, after finding out poteaFN, we replay the extracted
packet traces to DUTs again. This step is to venifiether the cases are reproducible
to the original DUTs. Last, to ensure the resultasrect, we process manual analysis

to investigate the FP/FN causes and count the mmees of frequent cases.
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Chapter 4 Implementation issues of PCAP Lib

This chapter focuses on the implementation issfi¢lse PCAP Lib, which is
built on 64-bit Linux kernel 2.6.31. Section 4.1llwgover the extraction and
classification phase in ATC. Section 4.2 will coveacket dissection, pattern
substitution, and field transformation in PCAPAnon.

4.1 Active Trace Collection

ATC leverages the domain knowledge of security DtFsntrusion detection,
anti-virus, anti-spam, P2P/IM management, and sotonnterpret the specific
packet trace. These functions are typical and cehgrsive in ordinary security
devices.
Extraction phase

The first phase consists of three-pass scannirngeofraffic trace: (1) finding
out the anchor packets, (2) associating other packizh the anchor packets into
the same TCP or UDP connection, and (3) associabngections with the anchor
connection into a session. First, there are twdesabAlarm Log Table (ALT),
generated by DUTs and used to record logs from DUe other is Replay Log
Table (RLT), generated by the machine running Taaseand used to record the
time when Tcpreplay sends each packet. Five-tuptae ALT should be sufficient
to identify anchor packets. Unfortunately, some BWbn't have “five"-tuple, they
simply log part of five-tuple, e.g. source IP addrand destination IP address. The
ASE, therefore, also needs the time informationhe ALT and RLT to set up a
time frame. This time frame is used to narrow ddia searching scope, and thus
identify anchor packets correctly. Second, paclsbeaiation discovers the attack
connection where the anchor packets belong to. pElokets of same connection

share common five-tuple. Last, connection assagiatises longest common
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subsequence (LCS) to calculate the similarity ob tpackets. After identifying
similar packets, we watch the source and destimdBcaddresses at the same time.
This step keeps only the packets which consistspleeific traffic behavior within
session. The other packets are dropped to redécsitle of traffic trace. After
extraction, the information of ALT will be insertadto database and associated
with extracted traffic trace which triggers the loyg later classification usage. The
details of extraction phase can refer to ASE [18].
Classification phase

We wish to provide researchers and developers peithet traces in taxonomy,
so that they can select which class to apply inrdsearch. Table 4 defines 10
attributes as our supervised classification trajrsets that generated by heuristic
method. Each class includes a variety of keywoxts. apply the keywords to

match the DUT logs by regular expressions,-and botl the matching packet

traces.
Table 3. Classification for Traces and their repn¢ative keywords
Attribute Keywords within DUT Log
Web HTTP
Email POP3, SMTP, IMAP
FileTransfer FTP, SMB, TFTP
RemoteAccess Telnet, SSH, RDP, VNC
Encryption SSL, FTPs, HTTPs
Chat IRC, ICQ, Yahoo Messenger, MSN, AIM, Skype ,Godglk
FileSharing Bittorrent, eDonkey, Gnutella, Pando, SoulSeekaWj Xunlei,
Streaming PPLive, QuickTime, Octoshape, Orb, Slingbox
VolP SIP
Network NetBIOS, DNS, SNMP, Socks, STUN

Next, we separate the packet trace b#nignor malicious ones from the detection
result of security devices. If most security desitggger a log from a packet trace,
the trace may be malicious with high possibilityhu, the classification is
two-dimensional: one is based on applications,thadther is based on security.
4.2 PCAPANnon framework

This work intends to keep the privacy and utilifyt@ces with deep packet
15



anonymization. To keep the semantics of packeegathe anonymzation steps
involve trace parsing and identity substitutionspectively. In our work, we
propose a configurable policy with three levels asfonymization: (1) TCP/IP
header (2) Regular Expression matching and (3) idafbn-level protocol
dissection. Most anonymization tools support thst fj so we do not repeat here.
We realize the latter two policies with the thréages in the packet processing
illustrated in Figure 5, including (1) Packet dsen (2) Field transformation and

(3) Pattern substitution. We explain them in tHfeing subsections.

Packet Dissection Field Transformation Pattern Substitution
Dissect_run Proto_tree write fields p .
o o Reg exp substitution
Dissect packet Proto_tree_children b
3 _foreach Pere_compile
Call_dissector_work hd -
- o - Proto _tree get node p
_ _field value cre_cxee
Dissect frame 3 3
b Hash_table lookup Length_semantic
Dissect_eth common 3 _preserving
b Get_node field value st
Dissect_ip e Length _pr.eﬁx
reservin
gl — Replace field value P e

N VARN /

Figure 5: PCAPAnon packet processing.

Packet Dissection

Wireshark provides more than 800 protocol disssdio handle trace parsing
for various application protocols. Each dissectecatles its part of the protocol,
and then hands off decoding of the encapsulatetgobto subsequent dissectors.
To keep the relationship between protocol layers laandle each layer properly,
wireshark uses a data structure Rybtocol Tree. Figure 6 presents a simple

protocol tree for parsing up to the TCP layer. Plagsing all starts with a Frame
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dissector, which dissects the packet details (&rgestamps) of the capture file ,
passes the data to an Ethernet frame dissectodd¢baties the Ethernet header, and
then passes the payload to the next dissector Ii@lgand so on. The dissector
decodes the information in the layer that it igomessible for.

Moreover, wireshark use protocol signature to idenan encapsulated
protocol in the sibling node (a child of the sana@emt node). Each protocol can
register their own specific signatures, [ data hesfthd dissector("foo");
foo_handle=create_dissector_handle(dissect_fom, pimd);dissector_add("udp.po
rt",3001,foo_handle) [;(http://anonsvn.wiresharg/anreshark/trunk/doc/READM
E.developer). Wireshark can distinguish the chiidnedes from each other with
these signatures. For example, registering TCP fpsd “tcp.port = 21” can be
considered as a signature for FTP. Packets withstighature will be passed to the
FTP dissector. The signature can be defined. Assaltrof enhancing the protocol

tree with signature identification, the systemighly flexible for expansion.

e R = PR |
start =0 type — FT_PROTOCOL
fino length = 78 o display =0
~——|| appendix_start =0 o strings = DOx8dD4b30
appendix_length = O hiinfo bitmask =0
tree_type = 3652 —= blurb = DxD
rep = 0x9067¢c20| . . . | 1g Z 17540
Flags =0 parent = -1
ds_tvb = Ox8f6a938 v
value = 4...} C name = Oxb6fe370f "Ethernet”
s abbrev = Oxb71blfb? "eth"
hfinfo = OxBcdbf58 X type] = FT_PROTOCOL
o srart =0 o glf?ngg = gxsa:eaDE-D
—~=_.]| ength = 14 b tmask —0
© 7 appendix_start =0 i 1 erome ~an
appendix_length = O |fne o D lur = g
tree_type = 3292 R - 14739
rep = Dx3067950 parent =z
flags I ref_count =0
ds_tvb = Ox8f6a938[ - - - -l name = Oxbtelddea “Internet Protocol®| -~ - - -~ =
value =f{...} abbrewv = OxbEeSE8bl "ip”
S typa = FT_PROTOCOL
nfinfo = DxBd7 8870 display =0
RML.‘ start = 14 .. . .| strings = OxBd7df40
length = 20 E:ETSSL = LQ 5
X appendix_start =0 o = Uxl
appendix_length = O Fhrﬁ—" 1d = 27067
tree_type = 7777 parent = ;1
fioas = Qx9087360f - . - M hams = 0xbb7129437 "Transmssion Control Protocol"
ds_tvb = Ox8f6a938 Joorev = peraLels TP
i value =4{...} o d::@spmy =0
: o < STrings = Ox8f2c638
-“-i'l’“\\ nfinfo = Ox8f22a78| - - - b1 tmask =0
start = 34 Blurk = Ox0
length = 44 1d = 63175
[ - i appendix_start = 0 | __hinfe wl parent = =1
appendix_length = O T || ref_count =0
tree_type = 20522 bi1tshi ft =0
rep = Ox90672c0 sams_nams_naxt = Ox0D
flags = 8704 £ oo e same_name_prev = Ox0
ds_tvb = OxBf6a938 - -
value = 4{...}

Figure 6: Protocol Tree of Dissection
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Field transformation

Packet dissection can unmistakably parse the mbtoieelds for
anonymization of application-level protocol field&e provide a protocol field list
(www.wireshark.org/docs/dfref) for the developerdiescribe the fields needed for
anonymization. The identities can configure in apscfor example, that certain
fields such as user ID, password, authenticatignd@ntain private information for
anonymization. In the Figure 5, we can get the rfaelé value of protocol tree by
the Proto_tree get node field value function. Through Hash_table lookup, we
locate the field values which need to be anonymeed replace the values with
consistent length of patterns (e.g.. pass 1234$s XXXX).
Pattern substitution

After packet dissection, we can separate TCP/IRldreand payload. The
anonymization searches for private identities mplacket payload with patterns in
regular expressions (listed in Table 4), and hitlesdentities that are found. If the
pattern matches a specific identity.in the payldadn we substitute it for another
of the same length and semantics. If the payloadythe is changed due to
anoymization, then the sequence/acknowledge nundjetise packets should be
adjusted as well to meet the semantics of TCRotlf tnaffic analysis that examines
the sequence/acknowledge numbers (e.g., packeteralby in IDS) will result in
an error. On the other hand, keeping the semawmticprotocol fields is also
important, or it will affect the DUT parsing, likmalformed mail address in packet.

Table 4. Identity Patterns

Identity Regular Expression Pattern
IPv4 [0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}
address

Malil [a-z0-91#$%&*+/=2"_"{|}~-1+(?:\.[a-z0-91#$%&*+/=2_"{|}~-]+)*@(?:[a-z0-9](?:[a-
address | z0-9-]*[a-z0-9])?\.)+[a-z0-9](?:[a-z0-9-]*[a-z0-9})

URL (?:(?:(?:http|ftp|gopher|telnet|news): /) (?:wW{3F(}:[a-zA-Z0-9/\?&=:\- \$\+I\\(\\~\[
\[#%\.])+)
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Domain | ([a-zA-Z0-9]([a-zA-Z0-9\\-]{0,61}[a-zA-Z0-9])?\\.)ta-zA-Z]{2,6}
name

We propose two anonymization functions tamngth-Prefix-Preserving and
Length-Semantics-Preservingin identity substitution. If two IP addressasand b
share a common k-bit prefix, and their address lengtef and in the ASCII
representation, then LPP(a) and LPP(b) also share a k-bit prefik their lengths
¢ andm are reserved as well. Therefore, the charactesistf packets, such as
lengths and numbers, can be reserved after anoagyiomz The reservation is
important if the packet traces are to be analytatistically.

Three steps are in LPP: (1) DES-ECB record thar@ligligits and scrambles
the four blocks of the original IP address indiatly with the DES algorithm. (2)
MSB-Pad extends each block to three digits in daetiby padding the most
significant bit with 1 for length preserving. (3)e8ause we recorded the block
digits of original IP address in. DES-ECB, we modtedlock according to their

digit records to restitute original IP address ASéngth.

Chapter 5 Evaluation and Observation

In this chapter, we evaluate the three main madotehe PCAP Lib framework.
First, ATC provides 323 packet traces with differeaffic behaviors that be classified
into 10 x 5 classification matrix. Second, theitgiand privacy of anonymization
tools are evaluated. We also evaluate the effigieidhree different anonymization
policies supported by PCAPAnon. Finally, we asskesmost frequent FP/FN cases,
and find out main causes of these FP/FP cases.

5.1 Completeness of various class traces
Our real-world traffic is captured from the NCTU (tBSBite

(http://speed.cis.nctu.edu.tw/~ydlin/Betasite.htindm October 1, 2009 to February
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1, 2010. Table 6 presents number of the classifiecks generated by ATC which
includes 8 DUTs (BroadWeb, Cisco, D-Link, FortinetMcAfee, TrendMicro,
TippingPoint, and ZyXEL). During the period of fiveonths, the web traffic is the
most popular application traces. It includes 40%web-type traces are malicious,
meaning attackers frequently exploit Web applicaioFile transfer is the second
popular application, and 30% traces are maliciolable 7 summarizes the 10
application classes, each containing various agiptic name that represents the
number of application traces that we collectechnfive-month by ATC.

Table 5. Trace Classification Matrix

Web | Email File Remote En_cryp Chat F|I<_e St_rea VolIP Net
Transfer | Access tion Sharing | ming work
Healthy | g4 8 36 8 6 15 21 6 2 32
General
Healthy |5, 4 0 2 0 1 0 0 0
Special
Attack 49 6 15 5 6 5 0 0 2 13
Virus 0 0 0 1 1 0 0 0 0 0
Spam 2 3 0 0 0 0 0 0 0 0
Total 125 21 51 16 13 21 21 6 4 45
Table 6: Number of Application Packet Traces (nummbe
Attribute Tl T2 T3 T4 T5 T6 T7
HTTP
Web (125)
Email POP3 SMTP IMAP
(5) (11) 5)
File Transfer FTP SMB TFTP
(28) (22) 1)
Remote Access Telnet SSH RDP VNC
(6) 4) (4) 2
Encryption SSL FTPs HTTPs
11) 1) )
Chat IRC ICQ Mzg:eor?ger MSN AM Skype Ggl)lgle
7) (4) @ o | o | o | 3
File Sharing Bittorrent | eDonkey Gnutella | Pando | SoulSeek| Winny Xunlei
(2) 1) 1) 1) 1) 1) 1)
Streaming PPLive | QuickTime | Octoshape| Orb Slingbox
(2) 1) 1) 1) 1)
SIP
VolP
4)
Network NetBIOS DNS SNMP Socks | STUN
(21) (19) 3) 1) 1)

5.2 Privacy, Utility, and Efficiency of Anonymization policies

In this evaluation, we define the utility and pryafor the anonymization. The
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privacy is evaluated with the percentage of seresitields in the packet traces that
have been anonymized precisely. Utility is evaldatéh the percentage of malicious
packet traces after anonymization that can be deitiected by DUTs. We use Snort
2.8.5, which is an open source signature-base aB$he DUT to verify trace that we
can investigate the effect of anonymization by carmg snort’s signatures and
packet traces. The first step is to replay the AAW traces to Snort and collect the
logs. Next, we anonymize these traces and repkay tgain to calculate the metrics.
We choose true positive (TP) and false negative) @Nour metrics to define utility

and privacy as follows: TPfield is True Positivefield, FNfield is False Negative of

field and TPtrace is True Positive of trace, FNéras False Negative of trace,

Privacy= #0f TPhetd , Utility = #0f TPuace . Since the HTTP

# of TPrew + # Of FNreld #0f TPyace+ # Of FNuace

malicious traces dominate .our ATC collected traces, use these traces in the
evaluation. Figure 7 presents the impact on théytiom of the anonymization of
HTTP header fields. The evaluation observes thastnmealicious signatures are
embedded in host/cookie/request.uri fields. If éhslds are anonymized, the traces
will not be triggered by DUTs. Figure 8 illustratas example of false negatives that
occurs in anonymizing http URI field. The originadcket trace tried to access the
password configuration file against GET URI /etepad. If the URI argument is
anonymized for privacy protection, the / signaturéhe packet trace will be lost ---

the trace will not trigger the alert of "WEB-MIS€t¢/passwd” anymore.
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Figure 7: The anonymization impact of HTTP headsd$

[Before Anonymization]
GET

llists/admin/index.php?_SERVER[ConfigFile]=..[LI..[..0..1.1..01..1..1. 1.1 1.1.1..]..]..1.
A..1..1..Jetc/passwd HTTP/1.1

[After Anonymization]

GET

) 99.0.0.0.0.0.90.0.0.0.0.9.9.9.9.9.9.909.9.9.9.9999.9.999999909900000000 01
):9,.9,9.9.0.9,0.9,9.9,9,9.9.0.9,0.9,0.0.0,9,9.9.9,0.9,0.9,9.9,9,9,.9.0.9,.0.9,0.9,9.9.9.0.9.0.0.¢
XXX XXX XX XXX XX XXX XX XXXXXXXXX HTTP/1.1

[Snort rule]

alert tcp SEXTERNAL_NET any -> $HTTP. SERVERS $HTHDRTS
(msg:"WEB-MISC /etc/passwd"; flow:to_server,estahéd; content:"/etc/passwd”;
nocase; metadata:service http; classtype:attemptamh; sid:1122; rev:6;)

Figure 8. False negative in anonymized HTTP trace
Figure 9 and 10 compare the privacy and utilityREEAPAnon with two other

anonymization tools, anontool and tcpanon which aaonymize packet payload. In
the privacy evaluation, we defined sensitive idegifor four protocols,http, ftp, pop
and smtp, as Table 8 lists. Figure 9 shows the aoisgn result, we can observe that
(1) anontool provides only pattern substitution &atls to privacy leak seriously, (2)
tcpanon uses customized parsing to hide more tdeEntihan anontool, but its ftp
protocol parser not be defined well. It misses seemssitive identities such as PORT
and STOR, (3) PCAPANnon provides DPA to hide idegitaccurately due to its rich
set of protocol parsers.

Figure 10 shows the utility result, we can obsehat
22



(1) Although anontool keeps excellent utitility eftanonymization, it maintains the
privacy poorly withitd rough pattern substitution;

(2) tcpanon’s customized parsing overwrites sigaiit content, so the utility
becomes poor.

(3)Because PCAPANoN provides protocol dissectioithivban parse protocol fields

accurately, it avoids overwriting the packet pagl@ad modified the specific content

which occurred in tcpanon, and results in lessadtgon of signatures.

Table 7. Identities of Privacy Measurement

HTTP sensitive fields | FTP sensitive fields| POP sensitive fields SMTP sensitive fields
Proxy authentication USER USER HELO
Proxy_authorization PASS PASS MAIL FROM:
WWW _authenticate PORT Reply.+OK RCPT TO:
Content RETR Mail address DATA
Authorization STOR IP address Reply.220
Set_cookie Reply.150 URL address Reply.250
Referer Reply.227 Mail address
HOST Reply.230 IP address
Cookie Reply.331 URL address
Mail address Mail address

IP address IP address

URL address URL address

100%,

97%

Q%

8okt

50%

Privacy
w
¢
%

33%

10%

5%

100% _100%

ht.o
fp
mpop3

Hsmip

aroqtool

wzanan

Anonymization Tools

PCAPARCN

Figure 9: Privacy of Anonymization Tools
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Utility

=pop3
Hsmip

anontool tcpanon PCAPANON

Anonymization Tools

Figure 10: Utility of Anonymization Tools
Besides privacy and utility, we define a metric fthe efficiency of
anonymization as follows to consolidate the forrtveo metrics as one. The single
metricis useful for comparing anonymization tootgl gpolicies when both privacy

and utility are of concern.

Efficiency = Privacyx Utility
_ #of TPrew % #0f TPrace
# of TPreia +#0f FNreld ~ # Of TPrace+ # Of FNtrace

Figure 11 presents the efficiency of the anonynopatools in the evaluation. The
efficiencies of anontool and tcpanon are 27% anh,3®hile that of PCAPANnon’s
DPA support is as high as 93%.

Figure 12 shows the efficiency of PCAPAnon threesleanonymization policies. (1)
Hiding MAC/IP addresses and Checksum in the L2/U3Headers provides little
protection of sensitive identities, (2) Pattern &faihg allows to replace Mail/IP/URL
within the payload, but if identities were not defd in patterns, these identities will
be missed from protection. (3) Protocol Dissectwam precisely parse for protocol
semantics (e.g.. Host, Cookie, Authentication K&gssword and User ID) to
anonymize not only the patterns but also field galun our experiment, the three

combo policies gain good efficiency up to 93%.
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Figure 11: Efficiency of anonymization tools
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Figure 12: Efficiency of three-level anonymizatioolicies

5.3 Statistics of FP/FN cases

FPNA provides a convenient way to find out the BRd FNs of DUTs. In this
section, we study the causes of FP/FN cases ubmgsame ATC source traffic
captured from the NCTU BetaSite. In our investigiatithe main causes of FP/FN can
be subsumed into three types: Type 1 is attribtdesignature design.The signatures
are too general or rough, so that they can easdiicimthe packet content. Type 2 is
attributed to traffic similarity, where normal tfiaf may behavior weirdly or mistake

to other network protocol. Type 3 is Rule Configioa, meaning some configuration
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arguments may not be instituted well, such asesttold too high to detect a specific
malicious behavior of.

Figure 13(a) shows the most frequent FP casesSQL Injection comment
attempt results from BitTorrent traffic similarityecause the client binds port 80 (2)
FTP wu-ftp bad file completion attempt [ resultsrr "[" character often appear in ftp
transfer data (3) EXPLOIT Veritas Backup Agent Datempt results from BitTorrent
traffic similarity because the client bind port D00(4) Google Chrome setinterval
Denial of Service results from Setinterval('switgt@()', 500) may be used in many
web pages and its’ User-Agent is Mozilla/4.0 notr@he. (5) IBM Lotus Domino
Accept-Language Buffer Overflow results from Accépnguage field does not exist
buffer overflow code just because. field length o®@0. Figure 13(b) present the
proportion of three types that Traffic Similaritgcunts for 63% of the FP cases
because P2P dynamic port make the DUTs mistakaegpkcation protocols (e.g. (1)

and (3)).

SOL Injection comment attempt
FTP wu-ftp bad file completion attempt |
43% l EXPLOIT Veritas Backup Agent DoS attempt

¥ Google Chrome setinterval Denial of Service

H IBM Lotus Domino Accept-Language Buffer Overflow

H Others

(a) Top five frequent cases

Content design 32%

Traffic similarity \
Rule configuration \63% ’

26



(b) Proportion of three causes

Figure 13: Statistic of False Positives
Figure 14(a) shows the most frequent FN casesSQL) SA brute force login
attempt TDS v7/8 due to threshold be set to 5 tinme® seconds, but in our
investigation, it happens in 3 times in 2 secofit® other four cases result from the
DUTs does not have such signatures. From Figurd)l4¢e can know the

insufficiency signatures account for 62% of FN sase

SQL SA brute force login attempt TDS v7/8

I MS.Windows.RPC.REMACT.Service.Access
37%

¥ MODE.BitchX.Heap.Overflow
i MS.SMB.DCERPC.SRVSVC. PathCanonicalize Overflow
Iiii B NOPSLIDE.INC.EDX.X86

N Others

(a)Top five frequent cases

Content design
i Traffic similarity
¥ Rule configuration /
0%

(b) Proportion of three causes

62%

Figure 14: Statistic of False Negatives

Chapter 6 Conclusions and Future Works

This work proposes a PCAP Lib framework to providell-classified packet
traces with anonymization and FP/FN case studm® fthese traces. ATC collects
323 distinctive packet trace in five months. 33%h& packet traces are healthy and
67% are malicious. The distribution of collectedctrs shows that web applications,

which occupy 40%, are a frequent way that attaoked to exploit.
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In anonymization, we define “privacy/utility” ancefficiency” to evaluate the
different anonymization methods. PCAPAnon uses BPAchieve the best efficiency
93%. Moreover, PCAPAnon’s efficiency of pattern aimabg 51% higher than
anontool due to it supports global search.

In FP/FN case studies, FPNA gives the statisticages from ATC collected
traces. Herein, we focus on security devices, batrhethod could be extended to
other DUTSs. In false positive, we observe ttraffic similarity 63% dominates the
high percentage because P2P dynamic port makdé3lte mistaking the application
protocol. In false negativaignature insufficiency, which is the main cause, occupies
62% high proportion. To researcher and develop@ARPLib provides completeness
and flexibility to satisfy their various purposes.

Although PCAP Lib has many functions, it still esigin issue needs to be solved.
As Section 5.2 shows false negative in anonymiz&ckt if malicious signatures are
embedded in privacy fields, we choose to protedvapy first. Because these
signatures are modified, packet trace will notiiggered by IDS/IDP. According to
the feedbacks of IDS/IDP then reserving the sigeatontents is a way to avoid this
situation happen. Another issue is due to our amastion policy script base on
manual decide which protocol field should be transfd. But if the packet traces
contain various protocols, it will hard to configuHence, a good way is to use traffic
statistic tool (e.g. trace-summary) identify theotpcols in traces and provide a

collaborative mechanism for user can modify theesawlicy script.
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Appendix. POP3 Payload Deep Anonymization

This table shows the anonymization result of PCAGAMhe left column shows the
original payload data which is a plain mail conteflbe right column shows mail
address in column (2, 3, 5, 13, 15, 25, 29-34) aebstituted by
Length-Semantic-Preserving and IP address in col(fmaend 20) are substituted by
Length-Prefix-Preserving.

1 +OK 797880 octets 1 +OK 797880 octets

2 Return-Path: <bluemoon609.ac95@g2.nctu.edu.tw> | 2 Return-Path: <nbinbinbinbinbinbinb@nbl.org.tw>

3 X-Original-To: nightmare0918.ac95@nctu.edu.tw 3 X-Original-To: nbinbinbinblnbinbin@nbl.org.tw
4 Delivered-To: 4 Delivered-To:

5 nightmare0918.ac95@d2-spool-lb-0.nctu.edu.tw 5 nbinbinbinbinbinbinbinbinbinbinbl@nbl.org.tw
6 Received: from mail-iw0-f194.google.com 6 Received: from mail-iw0-f194.google.com

7 (mail-iw0-f194.google.com [209.85.223.194]) 7 (mail-iw0-f194.google.com [138.52.206.189])

8 by d2-spool-lb-0.nctu.edu.tw (Postfix) with ESMiEP 8 by d2-spool-lb-Onctuedu.tw (Postfix) with ESMTP i

9 B010969A8D7, 9 B010969A8D7,

10 Tue, 27 Oct 2009 09:38:09 +0800 (CST) 10 Tue, 27 Oct 2009 09:38:09 +0800 (CST)
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11 Authentication-Results: d2-spool-Ib-0.nctu.edy.t

12 sender-id=none

13 header.from=bluemoon609.ac95@g2.nctu.edu.tw;
14 spf=none

15 smtp.mfrom=bluemoon609.ac95@g2.nctu.edu.tw

16 Received: by iwn32 with SMTP id 32s06481732i\8n.2
17 for <multiple recipients>; Mon, 26 Octd20
18 18:38:08 -0700 (PDT)

19 MIME-Version: 1.0

20 Received: by 10.231.1.22 with SMTP id

21 22mr1672949ibd.56.1256607488296; Mon, 26
22 Oct 2009 18:38:08 -0700 (PDT)

23 Date: Tue, 27 Oct 2009 09:38:08 +0800

24 Message-ID:
25<8197f2480910261838h50b01e49x933c16c77428dba]
26 mail.gmail.com>

27 Subject: =?Big5?B?xbLD0azsvsekwLLVs/inaarsqgk="?
28 From: =?Big5?B?pP2pycV0?=

29 <bluemoon609.ac95@g2.nctu.edu.tw>

30 To: codyp.iac93g@nctu.edu.tw, vm3m4bj6@hotmaihc
31 seyron.ac95@g2.nctu.edu.tw,

32 nightmare0918.ac95@nctu.edu.tw,

33 joy0910.ac95@nctu.edu.tw,

34 agnesbird99@hotmail.com, nevertears@gmail.com
35 Content-Type: multipart/mixed;

36 boundary=00151773eaa0f64c850476e0badb

37

38 --00151773eaa0f64c850476e0badb

39 Content-Type: multipart/alternative;

40 boundary=00151773eaa0f64c740476e0bad9

41

42 --00151773eaa0f64c740476e0bad9

43 Content-Type: text/plain; charset=Big5

11 Authentication-Results: d2-spool-lb-0.nctu.edy.t
12 sender-id=none

13 nbinbinbinbinbinbinbinbinbinbinb@nbl.org.tw;
14 spf=none

15 nbinbinbinbinbinbinbinbinblnbin@nbl.org.tw

17 for <multiple recipients>; Mon, 26 Octd20
18 18:38:08 -0700 (PDT)

19 MIME-Version: 1.0

20 Received: by 37.188.7.86 with SMTP id

21 22mr1672949ibd561256607488296; Mon, 26

22 Oct 2009 18:38:08 -0700 (PDT)

23 Date: Tue, 27 Oct 2009 09:38:08 +0800

24 Message-ID:

| @5<nblnbinblinbinbinbinbinblnbinbinblnbinbinbinbir@n

26 bl.org.tw>

28 From: =?Big5?B?pP2pycV0?=

29 <nblinbinblnbinbinbinb@nbl.org.tw>

30 To: nbinblnblnbin@nbl.org.tw, nbinbinbl@nbl.dxg,
31 nbinbinblnbinbl@nbl.org.tw,

32 nbinbinbinbinbinbin@nbl.org.tw,

33 nbinbinbinbin@nbl.org.tw,

34 nbinbinblnbl@nbl.org.tw, nbinbinbl@nbl.org.tw
35 Content-Type: multipart/mixed;

36 boundary=00151773eaa0f64c850476e0badb
37

38 --00151773eaa0f64c850476e0badb

39 Content-Type: multipart/alternative;

40 boundary=00151773eaa0f64c740476e0bad9
41

42 --00151773eaa0f64c740476e0bad9

43 Content-Type: text/plain; charset=Big5

44 Co

16 Received: by iwn32 with SMTP id 32s06481732i\8n.2

F 27Subject: =?Big5?B?xbLD0azsvsekwLLVs/inaarsqgk=z

D

2=

44 Co

3
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