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Packet Classification Using R*-Tree based Bitmap

Intersection
Student: Ding-Fong Huang Advisor: Dr.Chien Chen

Department of Computer and Information Science
National Chiao Tung University
Hsinchu, Taiwan, 300, Republic of China

Abstract

With the vigorous development of the Internet, there is a stringent speed
requirement for processing Internet services such as network security,
virtual private network, and quality of service. To accomplish these
Internet services, Internet routers must have a fast packet classification
capability for incoming packets. Packet classification is the process of
identifying a set of pre-defined rules to which a packet matches. Then
according to the matched rules, different actions can be performed.
Multi-field packet classification generally is a difficult problem, and many
different solutions have been proposed to solve this problem. In this thesis,
we propose a fast packet classification algorithm that combines bitmap
intersection algorithm and R*-Tree algorithm. Through analysis and
simulation, we prove that our solution has a significant improvement over

both original algorithms in classification speed and memory usage.
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Memory Access per Packet

Memory Access (acl)

2500

2000

1500

1000

500 -

4,._—.——1.——‘—-/
—$--8--9--90--0--"0---0---0

956 1846 2562 3685 4568 5569 6659 7727 8788 9841

Rule Number

==¢—=Bitmap Intersection —fi— R*-Tree
=g R*-Tree + Bitmap = Jll= Theoretical Bitmap Intersection
= 9= Theoretical R*-Tree = @®= Theoretical R*-Tree + Bitmap

B] 12 Memory Access (acl rule table)

Memory usage (KB based on log,)

Memory Usage (acl)

16

14

12

10

956 1846 2562 3685 4568 5569 6659 7727 8788 9841
Rule Number

=&—Bitmap Intersection = ==R*-Tree  ==R*-Tree + Bitmap

] 13 Memory usage (acl rule table)
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Memory Access (fw)
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813 1739 2709 3760 4703 5661 6581 7516 8463 9389
Rule Number
==&— Bitmap Intersection == R*-Tree
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= K= Theoretical R*-Tree = @®= Theoretical R*-Tree + Bitmap
B] 14 Memory Access (fw rule table)
Memory Usage (fw)
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§ 12
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s 10
3
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g 6
=
£ 4
g
s 2
0 T T T T T T T T T 1

813 1739 2709 3760 4703 5661 6581 7516 8463 9389

Rule Number
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B] 15 Memory usage (fw rule table)
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Memory Access per Packet
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Memory Access (ipc)
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0 - : : ke, e . e e eI
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Rule Number
==¢—= Bitmap Intersection —{fll— R*-Tree
=g R*-Tree + Bitmap = (= Theoretical Bitmap Intersection
= 3= Theoretical R*-Tree = @®= Theoretical R*-Tree + Bitmap
] 16 Memory Access (ipc rule table)
Memory Usage (ipc)
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=
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] 17 Memory usage (ipc rule table)
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Memory Access (size 1000)
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] 18 Response time of different node size with rule size 1000
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] 19 Tree height of different node size with rule size 1000
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Traversed node (size 1000)
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B] 20 Memory Access of different node size with rule size 1000
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