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A Study of Partial DRM Application on DICOM Information Protection

Student : Hsiang-Chin Hsu Advisor : Dr. Deng-Jyi Chen

Degree Program of Computer Science
National Chiao Tung University

ABSTRACT

With the development of information technology, the demand of the digital contents
and the applications have grown up. Digital content protection has become an important issue
in all fields including business, medical information, and etc.. In this thesis, we proposed a
special DRM mechanism for the management on particular digital contents with special
practical conditions.

It is impractical to apply a fixed DRM protection mode on all kinds of different
contents such as video, multimedia learning contents (MLCs), digital image in medicine and
etc.. This paper proposed a methodology of partial DRM application on DICOM file for
providing the DRM protection on medical images.

Our proposed partial DRM mechanism provides arbitrary user defied protection on
medical information, such as medical image frames, doctor's comments, annotations, and
personal information. The mechanism would be applied on medical information system,
e-learning system and some digital content system in other fields. It would make the DRM
mechanism becomes more flexible in more practical applications.
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2.1 DICOM ¢ 4

DICOM(Digital Imaging and Communications in Medicine-%f%:),éf i fgd;*;ﬁ%]féz ) o
7 1982 & pFo § #F L BFRE ik B R a4 &2 @R 3§ ACR(American College
of Radiology, # ®*<#+% ¢ ) v NEMA (National Electrical Manufacturers Association, &
PR FWEFEE ) F12 0 DICOM 2, » * >t i 1t %5 FRGBE BT E T &
1993 # ;¢ T % % DICOM 3.0 = A% 2 B ~ Bo¥ ~ P A %3 13V R X X 5] » R 7R -
Ao P LAEELL ¢ 2 DICOM iF ;2 —Pgr}%:% G R o

B OF R A o X RGBSR 1 W R SE T A e
FAOPREREA S P RFERR S BRSO FRFAA 2 DICOM 2 chif
B A R OFRBGRE o 7AFY DICOM H5% ok > k3 Ap ke L i
oA TR EEE SRR e T BT

Local TCP/IP
Network
(Ethernet)

WorkStation

M5 FREAKRENTALH

2.2 & Al DICOM Network /i 5

& DICOM hz 4 i§427 A = 7T & ¥ 21
Stepl. A CT (Computed Tomography) scan is performed.
Step2.The scanner constructs a set of images (study).
Step3.The scanner sends the study to a PACS ( Picture Archiving and
Communication System - g {58~ T Lﬁ;ﬁi%] % B,
® Step4. A workstation queries the PACS and retrieves the study.

)

5



® Step5. Reconstructions or reformats.

Ill =
D_—[-—— Li:cal TCP/IP Network {Ether‘net}

CT Scanner Console

| I

Archive

Wnrlr-..;;éa.t.iun Printer
Typical DICOM Network

B 6 DICOM Network
(EHR}2E © The DICOM standard White Paper v2)

2.3 DICOM Standard 2009

T % DICOM £ Part erfi v 2ipi .

® Part 1 Introduction and Overview
sl gt > & 4 %27 DICOM s h 2 B & o

® Part 2 Conformance
WwEM & B DICOM & R Hmy it # & &5 DICOM 4p 7 {2
T - B3% A S DICOM Ap 5 BER > v & 3¢ EB O RRAT AR R
B FHRBBEE R - B2 i P T e PR - B o

® Part 3 Information Object Definitions
& w) ¥ #& & 8 DICOM # i (CT,MR, Ultrasound) % #7& 7 ehp %

® Part 4 Service Class Specifications
JRIFEEF it 1 B AP 2 b enp b 2 B g4 and % o o3 ~ B39 -
E = ECE ] = G

® Part 5 Data Structures and Encoding
& DICOM # 2 nFll g2 F & H i 7 ERFFT S, 2o R
7 HE fr i

® Part 6 Data Dictionary
#.p DICOM #7z % & B Tag 2 UID

® Part 7 Message Exchange
77 %_ DICOM Command Request and Response p %

® Part 8 Network Communication Support for Message Exchange
PRt g2 2 T ié;ﬂi-ﬂm? 7o

® Part 9 Retired

® Part10: Media Storage and File Format for Media Interchange

6



7 % DICOM # 2 G TR PFHL R P &2 fh % & L o 10
® Partll: Media Storage Application Profiles
T_EJET 8T & & «h DICOM File Service % B~ it
® Partl2: Formats and Physical Media
B L fERE G L GE S DICOM 5L pe cf 3¢
® Partl3 Retired
® Part 14: Grayscale Standard Display Function
WP DICOM B2 i te ¥ S Agom 11 2 F|ErpFen e 2 & K o
® Partl5:Security Profiles
#f DICOM 7 i el @aps 4o i e 5000 2 1% 3 5 § %33 DICOM
PR L 0
® Part 16: Content Mapping Resource
4.4 DICOM 1% 2 FHip M PR 2 37 R 13t
® Partl7: Explanatory Information
AREIRIR R L fhte AAR Y 2P
® Part 18: Web Access to DICOM Persistent Objects (WADO)
4= DICOM server gz i

2.4 DICOM T &4

M= BRI o B3k - i[#yl% B 3 Fﬂ;jjh'l‘ v L0002 l&%y’*ﬁ%, %&g’m;}% CEEE - )
PRk h o AT ek B YCT) P EEFERH(MR) & - B 4B P *K’T’ - BAp
WROARBRZ S EEGRBTAL A Ar LHE%Ra £ - k7ol lz\(xf;.;k MR #&
4- w105 CT 2243 2% 610 i) 7RA L F L boin & * DICOM 4
g ?

J€_DICOM ng #d & #k—g » & = 7 Patient ~ Study ~ Series ~ View = i & & ki 5
Fatent]S o Patient ¥ ¢ 7 0 g/ Ren¥Ty A A T4 Patient AT i Study § - e 0 -
B2EMR> ¥ - 2% CT» ACTie® Study = » = & 5 = i Series » i= 1 Series * %
7 65Rfr8 kP ik éfﬁﬁ EARPE 12\%’ f&@]»}%&im?ﬁ?&—’)j% & Ypie- @
PR BHED IR TRE RS 0 2 2P ¢ g iy FEF G-

FpE R AL AE IR e T
® e iRE I (MR)XL 2 (10 % & i)
® T uETE R (CT)X2 &= (65% % 8% F i)

% _DICOM s L i 4 & 4 -
Patient

|--Study 1(MR)

| |--Series 1



|-- View 1(Acquisition)
| |--Image 1~10

-- Study 2(CT)

-- Series 1
|-- View 1

|--Reference Image

|
|-- View 2
|

|--Image 1~6

|-- View 1
|-- Image 1~8

RN IEEE S i Rt A )

-

| Seriesl

EZ

| Series2 <

]
) == Spatial
& W  ——— — :
2 A ool Redin

Foat oy

I
Acquisition with ] | I ||
singleimage | | |||
|
|

Slices

Acquisition with more then
one image as result

+ Series with two acquisitions:
- first one with a single image

- second one with a number of slices made from on acquisition :

Bl 7 Example of Mapping CT Series



25 DICOM # % p %

M AA T~ B DICOM % enp % > & B Group 4 %] 3 7 Patient/ Study/ Series/

-

Equipment/Image & 3t o

SOP Class UID SOP Common
Image 10D SOP Instance UID
Patient | Patients Name Patient
Patient |D

Patients’ Birth Date
Patient Sex

Study [ Study UID General Study
Study Date

Study Time
- - Study D
(Inform ation Entity Referring Physician

Accession Number

Series [ sqjies UID
Series Number
Madality Type

General Series

Equipment | Manufacturer General Equipment
quip Institution Name alEquip

Image [ Toquisfion Afibutes System Depended
Pasition Atiributes

Image Number General Image
Image Type

; Bits Allocated, Bits Stored | | Image Pixel
M Rows, Columns
Samples per Pixel m
Planar Canfiguration

Piel Representation
Phatometric Interpretation
Pixel Data

Window Width VOILLUT

Window Center

B 8 DICOM % p %

2.6 DICOM & = < %: Data Element

KR kg - BAERd F S Group e > & - B Group * & F S e[ IR R
* 0 o@igRio] H v 3 p AP A G Data Element > & @ Data Element ~ & T 6 f§ i
Ea s v ¥— B DICOM 4% 4R 5 §_— i 8 ¢ Data Element #1222 o



A4

Data Set , Order of transmission

Data Elem. Data Elem. Data Elem.

B 9 DataElement

2.7 Data Element sp 382

#-# i3 Data Element 2z % %k 5+ & j2 = w 384 TAG, VR, Value Length, Value Field-
TAG &_d # 12 (Group ID, Element ID)igfkengs| e » #&F £ HEX k&7 > 4r
(0010,0010)%%5'\ Patient Name ¢ TAG % # - @ (0008,103E) ¥_F& 7|45 it ( series
description) =1 TAG %] 75 o

VR 4_Value Representation =hig® » v #7i% % ch4_data element TR B o e
%] » (0010, 0010) = Patient Name,®# VR =PN - #* % 3 £ (Group ID, Element ID)2. VR=PN,
AP RGN LFef it 4ok VR = DA RIE T date s 5 op #enFoalAlw o
VR=TM % 77 time> Z FFREF chF 4231 % > @ VR=Ul> Bl &7 UID & vE— 28585 hf
A% > VR E 7 A - i option ff > T zEAR ér_@;ﬂi%]@ﬁv‘ z_t% % ( transfer syntax) %
A% A F & & data element ¥ 4r F iz B 0 4o % & explicit #23¢ » data element & Jf -
VR P Fr4 77 » % Z_implicit P 7 "5 % Z P 7 o

Value Length R £_% -+ % Value Field ¢ 2§ "2 F# & & > » Value Field p] 2_75 2z3%
data element :7F %<2 F > #icE 2 B2 74 o

Depend on negotiated
Transfer Syntax

Explicit t
Tag VR Value length :
(Group NO, Element NO ) (Value Representation) | (unsigned) ¥l Deld
2 Bytes 2 Bytes 2 or 4 Bytes 2 or 4 Bytes
Implicit

Tag Value length

(o000, xxxx) | (unsigned) Value field

4 Bytes 2 Bytes
Bl 10 DataElement #p 3R 1‘;

10



2.8 DICOM Value Representations # &

1747 2%

+
™ 1 F

e VR FAL

4 1 DICOM Value Representations

VR Name Definition

DA Date

DT Date Time

FL Floating Point

LO Long String

PN Person Name

™ Time

SQ Sequence of Items
OB Other Byte String
ul Unique Identifier (UID)
UL Unsigned Long
us Unsigned Short

(&FRIFJE : DICOM Spec. 5-Table 6.2-1)

2.9 DICOM &% % F 4L N %
BT A - BR* 4255 4 DICOM & Parsing

5| % o

Sroup - Element IDesa:ripI:Im

JTﬂx'l Length | Value

= Cooz 0000
E o002 0001
[ OO0z 0002
E 0002 0003
E ooz ad1d
E ooz a1z
=000 0013
E ooz 0015
E 0008 0000
[E 000E 0005
E0o0s 0008
E 000 0015
E DO0E 0018
EO00s 0020
E0o0E 0021
Eoo0s 0022
[ 0o0E 0023
E= Do0s 0030
= oooe 0031
El O0Cs 0032
[ ooog 0033
E000E 005
E 0D0E 0058
= oo 0oR)

Group Length
File Mebs [rformation Yersion
Media Storage S0P Class LID

Media Storage S0P Instares LID

Tranefer Syritax D
Implementation Class IO
Implementation VYersion Mame
Source Appl ication Entity Tide
Group Length

Specific Character St
Image Type

SCP Class UID

S0P relawe LD

Sdy Date

Sares Date

Acquisiton Date

Image Date

Sauchy Time

Series Time

Boquisiton Time

Irenge Tirme

Aocesgion Mumber
Moclality

Presentation Intent Type
Manufaciurer

B 11 DataElement g

CE
()
1
LI
LI
=H
AE
L
=
=
)
LI
DA,
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L
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™
™
™
™
=H
5
C=
Lo

11

4

2
28
45
L8
L6

L

b Chpa G Thdh O 00 O O OO

R

192
(binary daba)
12840 10008.51.4.1.1.11

1.2.B40.113581 2162544067 6...

1.2 B40.10008.1.2
1.2B04.114118.3
eFiim

B52

ISC_IR 100

DERIVEDARR IMARY [T
1.2.840,10008.5.1.4.1.1.1.1

1.2 B0, 1153681 2162844007 6,

20020123
20020123
20020123
20020123
1700435
170042
170331
1703351
20044731
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2.10 DICOM < Binary 43 #L

BT oz sgdl(binary) R s F AL 2 A DICOM caphe 7 o igdfin s E s

w § 7 i DICOM Parser p% » #1724l &k ik o

First 128 bytes: unused by DICOM format
Followed by the characters 01, 'C' k'

This preamble iz followed by extra information e.q.:

0002,0000,File Meta Elements Group Len; 132

00020007 File Meta Info Version: 256

0002,0010,Transfer Syntax UID: 1.2.84010008.1.2.1.

0002,0000,| dentifving Group Length: 152
1002,0060, tModality: MA

00080070 Matwfacturer, MAlco

0071 8,0000 Acquisition Group Length: 28
01018,0050 Slice Thickness: 2.00
0018,1020,5 oftweare Werzion: 46564437

X! Mg0ooog

01334536737 abegdeld

0028,0000 Image Presentation Group Length: 148 00000000k

0028,0002,5 amples Per Pisel: 1

00poo010h:

0028,0004, Phatometric Interpretation; MONOCHRORMEZ, [ 200000200

0028,0003 Murmber of Frames: 2
00280010, Rows: 109

(028,007, Columnz: 91

0028,0030 Pikel Spacing: 2.00%2.00
0028,07100,Bits Allocated: 8

00230101 Bitz Stored: 8

0028,0102 High Bit: 7

0028.0103 Pirel Beprezentation: [
0028,1052 Rescale Intercept: 0.00
0028,1053,Rescale Slope: 0.00392157
FFED, 0000 Pisel Data Group Length: 13850
FFEQO0 0 Pisel Data; 19838

Bl 12

0000003 0h:
00000040h:
00000050h:
00000060h:
00000070h:

00000090h:
D00000&0h:
000000k0h:
000000c0h:
000000d0h;
000000e0h:
000000£0h:

00 00000000 0000000000 000000000000 7 iiviivvinninnnns
00 00000000 000000000000 0000000000; ««ivvvvvvnnenns
D0 00000000 000000000000 0000000000 ; «.ovvvvvvnnanns
D0 0000 000000000000 00000000000000 ; «iveiivvivninenns
00 00000000 0000000000 000000000000 7 iiviivvinninnnns
00 000000000000 000000000000 00 0000 ..covvvvvnnenns
D0 0000 0000 000000000000 0000000000 ; ; «iviivvenninenns
00 00000000 0000000000000000000000 7 iiiiviinninenns

IDDDDDDBDh: 44 49 43 4D|02 00 00 00 55 4C 04 00 C4 00 00 0O ;| DICHY...UL..7..

D2 0001 00 4F 42 00 00 02 00 00 00 0O 01 02 00 ; ....0B..........
D2 00 55 49 1A 00 31 2E 32 2E 38 34 30 2€ 31 30 ; ..UI..1.2.840.10
30 30 38 2E 35 2E 31 2E 34 2E 31 2F 31 2 34 00 ; 008.5.1.4.1.1.4.
D2 00 03 00 55 49 36 00 31 2E 32 2F 36 34 30 ZE ; ....UI6.1.2.840.
3131 33 36 31 39 2E 32 <E 31 33 35 2E 33 35 39 ; 113619.2.135.359
36 ZE 33 33 36 34 36 35 34 2F 34 36 39 32 2E 31 ; 6.3364654.4892.1
31 36 38 57 36 35 37 30 36 2E 31 37 37 00 0Z 00 ; 169765708.177...

DICOM <r Binary 43 44 2 o

2.11 Annotation =i 35 = ;%

% DICOM p % » &35 Annotation =17 3% > x5k 1T = & >
1.2 DICOM &2 42 58 15 2

2.0 p T T
3.4 &}ﬁiﬁ;_/@g e

BRI T

12




2.11.1 72 DICOM &3 & 1% 3 %

& &P > Bt 7 Annotation ﬁvﬁ;ﬁéﬂ&:
% 2 Annotation = .f%f;

GraphicAnnotationSequence

(0070,0001) GraphicAnnotationSequence

{
(0008,1140) ReferencedlmageSequence
(0070,0002) GraphicLayer
(0070,0008) TextObjectSequence
(0070,0009) GraphicObjectSequence

by

ReferencedlmageSequence

(0008,1140) ReferencedimageSequence

{
(0008,1150) ReferencedSOPClassUID
(0008,1155) ReferencedSOPInstanceUID
(0008,1160) ReferencedFrameNumber
¥
TextObjectSequence
(0070,0008) TextObjectSequence
{
(0070,0003) BoundingBoxAnnotationUnits
(0070,0006) UnformattedTextValue
(0070,0010) BoundingBoxTopLeftHandCorner
(0070,0011) BoundingBoxBottomRightHandCorner
(0070,0012) BoundingBoxTextHorizontalJustification
}

GraphicObjectSequence

(0070,0009) GraphicObjectSequence

{
(0070,0005) GraphicAnnotationUnits
(0070,0020) GraphicDimensions
(0070,0021) NumberOfGraphicPoints
(0070,0022) GraphicData
(0070,0023) GraphicType
(0070,0024) GraphicFilled

13



B &P F g d e g kd (0070,0001) FF 438 ~ — 1B ik b annotation g 4,

z % % e o ReferencedlmageSequence -~ GraphicLayer -
TextObjectSequence ~ GraphicObjectSequence % % > 12 TextObjectSequence ki »
(0070,0006)34% 7 — i = F #¢ 4] <5 annotation » (0070,0010)4=(0070,0011) 3z 4% 7 p*
annotation = & # > 12 GraphicObjectSequence * L - (0070,0023) 3z 4% 1
POLYLINE ~ CIRCLE % ®]2; ; F]t > fi* izt e & » ¥ ¥ 2 - 3 DICOM
shannotation f it » T £ & — B { %0 Annotation 4 i1

4% 2

# 3 Annotation - 1 # |

GraphicAnnotationSequence

(0070,0001) SQ (Sequence with explicit Length #=2) # 1096, 1 GraphicAnnotationSequence
(fffe,e000) na (Item with explicit Length ~ #=4) # 820, 1 Item
(0008,1140) SQ (Sequence with explicit Length #=1) # 122, 1 ReferencedlmageSequence
(fffe,e000) na (Item with explicit Length  #=3) # 114, 1 Item
(0008,1150) UI =SecondaryCapturelmageStorage # 26, 1 ReferencedSOPClassUID

(0008,1155) Ul [1.2.826.0.1.36809.29274.2156968137] # 62, 1 ReferencedSOPInstanceUID

(0008,1160) IS [1] # 2, 1 ReferencedFrameNumber
(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem
(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0, 1 SequenceDelimitationltem
(0070,0002) CS [TESTLAYER_10] # 14, 1 GraphicLayer

(0070,0008) SQ (Sequence with explicit Length #=1) # 102, 1 TextObjectSequence

(fffe,e000) na (Item with explicit Length  #=5) # 94, 1 Item
(0070,0003) CS [PIXEL] # 6, 1 BoundingBoxAnnotationUnits
(0070,0006) ST [This is my text annotation ] # 28, 1 UnformattedTextValue
(0070,0010) FL 123.492\238.041 # 8, 2 BoundingBoxTopLeftHandCorner
(0070,0011) FL 136.451\71.1288 # 8, 2 BoundingBoxBottomRightHandCorner
(0070,0012) CS [LEFT] # 4, 1 BoundingBoxTextHorizontalJustification

(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem

(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0, 1 SequenceDelimitationltem

(0070,0009) SQ (Sequence with explicit Length #=5) # 538, 1 GraphicObjectSequence

(fffe,e000) na (Item with explicit Length  #=6) # 84, 1 Item
(0070,0005) CS [PIXEL] # 6, 1 GraphicAnnotationUnits
(0070,0020) US 2 # 2, 1 GraphicDimensions
(0070,0021) US 2 # 2, 1 NumberOfGraphicPoints
(0070,0022) FL 227.627\118.285... # 16, 4 GraphicData
(0070,0023) CS ~ [POLYLINE] # 8, 1 GraphicType
(0070,0024) CS  [N] # 2, 1 GraphicFilled
(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem

14



(fffe,e000) na (Item with explicit Length  #=6) #
(0070,0005) CS [PIXEL]
(0070,0020) US 2
(0070,0021) US 5
(0070,0022) FL 64.4814\179.031...
(0070,0023) CS  [POLYLINE]
(0070,0024) CS  [N]

(fffe,e00d) na (ItemDelimitationltem for re-encoding) #

(fffe,e000) na (Item with explicit Length  #=6) #
(0070,0005) CS  [PIXEL]
(0070,0020) US 2
(0070,0021) US 2
(0070,0022) FL 223.288\395.98...
(0070,0023) CS  [CIRCLE]
(0070,0024) CS  [N]

(fffe,e00d) na (ItemDelimitationltem for re-encoding) #

(fffe,e000) na (Item with explicit Length  #=6) #

(0070,0005) CS  [PIXEL]
(0070,0020) US 2
(0070,0021) US 4
(0070,0022) FL  415.939\238.041...

(0070,0023) CS  [ELLIPSE]
[N]

(ItemDelimitationltem for re-encoding) #

(0070,0024) CS
(fffe,e00d) na
#

(fffe,e000) na (Item with explicit Length  #=6)

(0070,0005) CS  [PIXEL]
(0070,0020) US 2
(0070,0021) US 7
(0070,0022) FL  358.664\308.332...

(0070,0023) CS  [POLYLINE]
[N]

(ItemDelimitationltem for re-encoding) #

(0070,0024) CS
(fffe,e00d) na

(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0,

(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1

(fffe,e000) na (Item with explicit Length  #=3) # 260, 1

(0008,1140) SQ (Sequence with explicit Length #=1) #

(fffe,e000) na (Item with explicit Length  #=3) #

(0008,1150) UI =SecondaryCapturelmageStorage

108, 1 Item

# 6, 1 GraphicAnnotationUnits

2, 1 GraphicDimensions

2, 1 NumberOfGraphicPoints

# 40,10 GraphicData

# 8, 1 GraphicType

# 2, 1 GraphicFilled

0, 1 ItemDelimitationltem

82, 1 Item

[=2]

, 1 GraphicAnnotationUnits
1 GraphicDimensions

1 NumberOfGraphicPoints
GraphicData

1 GraphicType
1 GraphicFilled
0,

1 ItemDelimitationltem

100, 1 Item

[=2]

, 1 GraphicAnnotationUnits
1 GraphicDimensions

2, 1 NumberOfGraphicPoints

8 GraphicData

8, 1 GraphicType

2, 1 GraphicFilled

0, 1 ItemDelimitationltem

124, 1 Item

6, 1 GraphicAnnotationUnits

2, 1 GraphicDimensions

2, 1 NumberOfGraphicPoints

# 56,14 GraphicData

# 8, 1 GraphicType

# 2, 1 GraphicFilled

0, 1 ItemDelimitationltem

1 SequenceDelimitationltem
ItemDelimitationltem

Item
122,

1 ReferencedlmageSequence

114, 1 Item

# 26, 1 ReferencedSOPClassUID

15




(0008,1155) UI [1.2.826.0.1.36800.29274.2156968137] # 62, 1 ReferencedSOPInstanceUID

(0008,1160) IS [1] # 2, 1 ReferencedFrameNumber
(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem
(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0, 1 SequenceDelimitationltem
(0070,0002) CS [TESTLAYER_2 1] # 14, 1 GraphicLayer

(0070,0009) SQ (Sequence with explicit Length #=1) # 92, 1 GraphicObjectSequence

(fffe,e000) na (Item with explicit Length  #=6) # 84, 1 Item
(0070,0005) CS [PIXEL] # 6, 1 GraphicAnnotationUnits
(0070,0020) US 2 # 2, 1 GraphicDimensions
(0070,0021) US 2 # 2, 1 NumberOfGraphicPoints
(0070,0022) FL 104.4\64.4814... # 16, 4 GraphicData
(0070,0023) CS  [POLYLINE] # 8, 1 GraphicType
(0070,0024)CS  [N] # 2, 1 GraphicFilled
(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem
(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0, 1 SequenceDelimitationltem
(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem
(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0, 1 SequenceDelimitationltem
(0070,0041) CS [N] # 2, 1 ImageHorizontalFlip
(0070,0042) US 90 it 2, 1 ImageRotation

(0070,005a) SQ (Sequence with explicit Length #=1) # 212, 1 DisplayedAreaSelectionSequence
(fffe,e000) na (Item with explicit Length =~ #=6) # 204, 1 Item
(0008,1140) SQ (Sequence with explicit Length #=1) # 112, 1 ReferencedlmageSequence
(fffe,e000) na (Item with explicit Length  #=2) # 104, 1 Item
(0008,1150) UI =SecondaryCapturelmageStorage # 26, 1 ReferencedSOPClassUID

(0008,1155) Ul [1.2.826.0.1.3680.29274.2156968137] # 62, 1 ReferencedSOPInstanceUID

(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem
(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0, 1 SequenceDelimitationltem
(0070,0052) SL 11 # 8, 2 DisplayedAreaTopLeftHandCorner
(0070,0053) SL 512\512 # 8, 2 DisplayedAreaBottomRightHandCorner
(0070,0100) CS [MAGNIFY] # 8, 1 PresentationSizeMode
(0070,0102) IS [10000\10000] # 12, 2 PresentationPixel AspectRatio
(0070,0103) FL 1.15234 # 4, 1 PresentationPixelMagnificationRatio
(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem
(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0, 1 SequenceDelimitationltem

(0070,0060) SQ (Sequence with explicit Length #=2) # 156, 1 GraphicLayerSequence

(fffe,e000) na (Item with explicit Length  #=4) # 70, 1 Item
(0070,0002) CS [TESTLAYER_10] # 14, 1 GraphicLayer
(0070,0062) IS [1] # 2, 1 GraphicLayerOrder

16




(0070,0066) US 65535 # 2, 1 GraphicLayerRecommendedDisplayGrayscaleValue
(0070,0068) LO [sample test layer 1] # 20, 1 GraphicLayerDescription
(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem
(fffe,e000) na (Item with explicit Length  #=4) # 70, 1 Item
(0070,0002) CS  [TESTLAYER 21] # 14, 1 GraphicLayer
(0070,0062) IS [2] # 2, 1 GraphicLayerOrder
(0070,0066) US 65535 # 2, 1 GraphicLayerRecommendedDisplayGrayscaleValue
(0070,0068) LO [sample test layer 2] # 20, 1 GraphicLayerDescription
(fffe,e00d) na (ItemDelimitationltem for re-encoding) # 0, 1 ItemDelimitationltem
(fffe,e0dd) na (SequenceDelimitationltem for re-enc.) # 0, 1 SequenceDelimitationltem

2112 p 3 =05 2%

d »* Annotation év'ﬂll‘;

¥ Annotation i 15 %

IR AR R

YL H p T ih
Data Element # ;¢

‘;w"
dat
1]
il
&= »
oo
0’14\
“J 0N

%
Tﬁ‘ﬁ?ﬁﬁfi‘. 3 R
fe DICOM g &

Ry B

& p e

Tag VR
(Group NO {Value Value Length Value Field
ElementNO} Representation)
DFFD,0001 OB 0x0180 DcESAe3fV...
Bl 13 p 71 fi"_fi ]
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2.11.317 ¢ B AL % 73 i

5 X

E

A0 %>t DICOM & # 7 Annotation =935 3% » ¢ B A %
“h3ER s T ¥ A vhEben Annotation # % R o @ * UID 0

LR

v

#_35 %> DICOM # %

X

& » 7 DICOM #; %

212

Ces

00000230h:
00000240h:
000002S0h:
00000260h:
00000270h:
00000280h:
00000290h:
000002a0h:
000002b0h:
000002¢cOh:
000002d0h:
000002e0h:

00
00
SO
30

co
FE
31
31

SHEMESE

31

3C
38
2E

32
33
34

30
2E

00
EO

2
2

2
3

E
E

e Ne e Ne Ne

A BECEEES - O ¢

E
3

e %e e Sk Ne e e

80043.2.87.2.3.0
.1.942845409.292

LAUID :[1.2.826.0.1.3680043.
2.87.2.1.0.1.0.9428454009.
29274.2156968137)E TR

00000070h:
00000080h:
00000090h:
000000a0h:
000000b0h:
000000cOh:
000000d0h:
000000e0h:
000000£0h:
00000100h:
00000110h:
00000120h:

00
44
0z
02

00
43
01
SS
38

30

DICOMAEZE

36
32
31

aipes. 1.2

008.5.1.4.1.1.7.

1
.840.10008.1.2.
UI..1.2.27

B 14 chE % R
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2.12 DICOM 7 i A Fifd

& DICOM ¥ - 5 B + c% §~ F 4L & 2 & Patient Identification Module 42 » 4=~ %
BT
# 4 DICOM ¥ i & F il

Attribute Name Tag Attribute Description
Patient's Name (0010,0010) |[Patient's full legal name
Patient ID (0010,0020) |Primary hospital identification number or

code for the patient

Issuer of Patient ID | (0010,0021) | Name of healthcare provider which issued the
Patient ID

Other Patient 1Ds (0010,1000) | Other identification numbers or codes used to
identify the patient

Other Patient Names | (0010,1001) | Other names used to identify the patient

Patient's Birth Name | (0010,1005) | Patient's birth name

Patient's Mother's (0010,1060) | Birth name of patient's mother

Birth Name
Medical Record (0010,1090) | Anidentifier used to find the patient's
Locator existing medical record (e.g. film jacket)
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3.1 kg R

K

hip- F - B APRLEITTE- R L R

é%‘MCOMéﬁﬁﬁ*\ﬁﬁﬁbf’?EQ?%,agﬁwn%iﬂjiﬁﬁ'th)lk&@
AR EEF TR BERRBGRA o 15 AR REY L AP E B IMEDD R
SLIEP o Ft > AR R F- BRY AN > k¥ DICOM # %k i& {7 Partial DRM ¢
SR

kil “ra‘% Pl eng Er % F LRFH(GLfZ) > & DICOM # » -1 Annotation 73] ;¢
F %% > — 4% Annotation m,;%rﬁv ;\? e LT G Z

1.1 DICOM #& 2 .58 73 3

2.0 f 3T %

ERRIE:F = RS

AR eF ive > A g MR RTHR S

Pk § REIMPL T LERFRSRY F
B kg H Wz o

¥t DICOM #i7 Partial DRM ¢ » # 3 * o i+ Fide =2
A4 1F 5 Partial DRM stz 28 > £ 5 5 ji# 4 DRM i DICOM ¥ i & ffsnjie * 1 3

-
BRE R RS B R RELFRASBEF I G e ?
AR BB e o F R

bl LR | o Ly @J%E’ﬂ«‘ﬁvwaﬂi(giﬁ;) °

bl 28 ERFESA R > AR m A EPE

B Fen Y o A BB KRS S Z B - N> 5 DRM Server s %
SRR R EIEE R RAES NI o 2 SRBE AT 0 R0 5 i#
T DICOM i § - #2545k § -

CAEd AN REFILARTE > B 2 EREARR 0 T HIRER S
H FRFEERY FF 0 5d DRM Server it o T fARIRER T
FRER &R f*’ Ao TSk AL R
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8 DICOM Database

I

DRM server
BHEE: R
?&E’El@ communication "‘ *, ‘(ommuni(ation 557_]:\‘
¥ ~‘

B 15 s A% R

3.3 & * % i@ (use case)

e HOIFY P RB SRR Y b @ AR WM B F A FILY
i

1.# 7 DICOM h #
2.4% = DICOM #;% < DRM 2 Partial DRM # # i s 43k %
3 2 AR K 01T
A £ RERE ek
1.5-17 DICOM % ff
2B TR 7

<<Partial DRM >>
EIEDICOM
HyEH Hyis
% DICOMEA& >%
FE 7 Partial
\__‘ e
” RURIERE R i
] KAz i FE
BEEAE
TER

B 16 @& * %5|@
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3.4 % Module P

Aok s s A 2 function & F A S H el > F BHCEV LR 5T R G

o Bldrs 5 X BHB-AES Se 2R Bl Pk 2 DES chde 2% 3 5N B 2 H b AES i
EERRTT R F @ AMADE e HE e RE S VRFET R MG Y R
LL:, °

Pz BFen@ (v Vi A S g A G fodficic 0§ AEP A G A

Lofmygd REEILA G - H# DRM kg = 34 > 2@ & 2 48 Rule -
$UPE S € iR 44 Rule 5 #-DICOM 4% % i# 2 AES Encrypter i {7 e % o

3. ¥ % AESEncrypter ¢ 2 # — & 4c % {5 (7 DICOM 44 ©

4. FPF o $4E Rule » ¢ 4ti% i XML Creator #-ie4m > & 4 — B Ap $ et g

T A & R 22 & DRM Server 42 o

PR R

1Lo@* 4% » ssps > ¢ » DRM Server i& {7 & (> 5 -
2. ¥ ipmrEid B2 18 > §» DRM Server >332 * 4 3 £ /& ¥ ¢ DICOM

3. FpFE % H —‘F*]u: B~ {8 3p ¥ & < License 4% °

4. BeF o kXL g MR A6 XML Parser % 3f B~ H 24 730 o

5, BRRERET G 0 4 BT B Key o otk kg DICOM # % 2 Key
i* i& AES decrypter £ 7 f32 % o

6. f2% = =2 {5 ¢ ¥ DICOM ix:i& DICOM Parser i& 7 4§ % e 47 22 j23§ o
7. A w248 » ﬁg—ﬁﬁtﬁf&%@ml’\ oK hAFe b o mﬁ:\'féf,@ﬁvnro

&4 S e B
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Management

| Player
interface | DRM server e -

interface

communlcation

l output output

I
I' i 1
| I
I 'I : Encryptedfile J :
,,,,,,,,,, 1} License Rule J DICOM File J, | , |
create l l ' ' I
I ! Genel\'fator : |down|oa(l ! :
| : 1 | 1 Input Input |
: : : I : XML Parser :
1] I |
I
I * ) 1 [ v I
: ! ‘ AES Encrypter : I : ‘ AES Decrypter | !
1 L
1 I | |
| XML Creat
: ! o ' [ picomviewer | !
: | |
| | [ I
! I
[ | |

1
1
License file J Encryptedfile J:
1

Display

B 17 2iceanpl %

3.5 DICOM efz47 2 Fﬁﬂu%—ﬁg

hig- o &Y o AP R A 7 DICOM Tl @ pr » A28 p 304718 * ol g

H o
23¢ e 17 DICOM f247p% » ¢ # DICOM :h Data Element 4 & 12 = 24§ » 11 =
e FILE 4 BT o

Structure of Data Element

wGroup wElement bExplicit bStatelndex bVRLen bVLLen
2Bytes 2Bytes 1Bytes 1Bytes 1Bytes 1Bytes
VR VL e_len VF sinfo Next
4Bytes 4Bytes 4Bytes 4Bytes 4Bytes 4Bytes
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T ARG e B B TP
%5 FHEELSH
Structure of Data Element

PDicomElement = ATDicomElement;
TDicomElement = record

wGroup : Word;

wElement : Word,;

bExplicit  : Byte;

bStatelndex : Byte;

bVRLen : Byte; //value =2 or 4
bVLLen : Byte; //value =2 or 4
VR : array [0..3] of Byte;
VL :array [0..3] of Byte;

e len : DWord;

VF : pChar;

sinfo : string;

Next : PDicomElement;

end,;

LA P

wGroup : 7% Group T3 o

wElement : 7 *x Element F 3t o

bExplicit : *|%7& % % Explicit

bStatelndex : pt#f i~ 3e4x A T FE T4 B o

bVRLen DM m3edk VR 5 2Bytes @ 4Bytes
bVLLen DM ek VL 5 2Bytes £ 4Bytes
VR © P e VR 0 o

VL DO e VL ehiE o

e_len DM E ed VR R R o

VF DB R A - Bap e VF g iR o

sinfo DM skt Data Element shojp B FTin 2 45 it o
Next Y ff =4p % T - & Data Element & 8L o

H ¢ 4 DbExplicit 3% > » 4% 5 True » R] ¢ Data Element i ;% %
{Tag VR VL \VF} - # i False > P| i % 5 Implicit » pJ* Data Element =& ;% 3
{Tag ,VL ,VF} -

24



35.1 4u iR ALL LA

T o] @RGP Aofe {1 PR D TR S 0 45— B Data Element i {7 4c % o
PAOCIBRBEEEARTHEHFT - BRAFREPEFIE P ATREREY D
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