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Surveillance On-the-Road: A Suspicious Vehicle Tracking and Reporting
System Based on V2V Communications

Student: Kun-Ze Syue Advisor: Yu-Chee Tseng

Submitted to College of Computer Science
Computer Science and Engineering
National Chiao-Tung University

ABSTRACT

The rapid progress of Wireless Access in Vehicular Environment/Dedicated Short Range
Communication (WAVE/DSRC) and embedded surveillance system technologies has made
vehicular surveillance networks possible. The vehicular surveillance network is a technol-
ogy where video cameras are deployed on vehicles to monitor various phenomenons on the
road. In this paper, each vehicle employs a video camera to identify suspicious vehicles
(such as stolen cars) through: license plate recognition (LPR) technologies. In addition,
WAVE/DSRC-based radio interfaces are used to cooperatively track the identified suspi-
cious vehicle and quickly report the discovery to nearby police cars via vehicle-to-vehicle
(V2V) communications. In particular, we propose-an infrastructure-less framework for
suspicious vehicle tracking and reporting, which consists of a tracking module and a re-
porting module. The tracking module can handoff the tracking job to neighboring vehicles
as necessary and detect intersection for reporting to nearby police cars without additional
digital map. The reporting module can guide reporting messages to the nearest police car
instead of flooding. Simulation results show that the proposed framework outperforms ex-
isting works, which can significantly reduce the control overhead by avoiding large amount

of unnecessary rebroadcasts.

Keywords: Dedicated Short Range Communications, License Plate Recognition, Vehicu-

lar Surveillance Networks, Vehicle Tracking, Wireless Access in Vehicular Environments.
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Chapter 2
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Chapter 3
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SVTR Framework
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license plate number and current maintain the trajectory of v, and

location of a suspicious vehicle v; report to the nearest police car v,
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3.1 Tracking Module
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3.1.1 Tracking Handoff Scheme

Once vehicle A detects its front vehicle B
as a suspicious vehicle, A will keep
tracking B on the same lane.

C
A-D
N

If A misses B on the same lane, A will
broadcast m; to neighboring vehicles C
and D for tracking handoff.

aB /”__‘C."‘
@D Aﬁ \D
I\GE[:II

/

\ ’

When C and D receive mj, from A, they
immediately switch from the normal
mode to the urgent mode for detecting
the missed suspicious vehicle B.

OB C
(10 -A D

I G

3.2: Handoffi8 3¢ T4 = &
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3.1.2 Intersection Detection Scheme
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3.2 Reporting Module
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Vehicle: B

Located: intersection

Vehicle: D

Located: road segment

Rebroadeast: yes

..-R

-
- Sea

-
"---.--.'

Vehicle: E

Located: road segment
Rebroadcast: no

R
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0 : No vehicle S : Road segment

1: Vehicle presence I : Intersection
X : Don’t care

RN
X X
1 X 0 X I
0 X 1 X I
1 X 1 X I

B 3.4: % 0fRRIE & & HE
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3.2.1 Rebroadcast Decision Scheme
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3.2.2 Intersection-guiding Search Scheme

B 35 WHRTHEMELSL IR

¥ 7 E i #9Rebroadcast decision scheme » #& 11 & i — 3 2  — B Intersection-
guiding search scheme 4 & 51 m, 3% 3] I 2 09 2 fq) 42 B > LRI A 4o T AT
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Reported from: Sy
Police car met: no
Located in: intersection
Broadcast to: 5o

Third intersection (based on vehicle
Reported from: Sz

Police car met: ves (10 seconds ago
Located in: intersection

Broadcast to: 5y

Second intersection

Reproted from: 5z

Police car met: yes (10 seconds ago)
Located in: intersection

Broadcast to: 5;

10 seconds

I DI S
etz ves (5 seconds ago)
1z intersection

B 3.6: Intersection-guiding search scheme#2 /539 B
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3.2.3 Memory-based Backoff Scheme

ZIEEE 802.11p [9] * Enhanced Distribution Channel Access(EDCA)&R A& % #&
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WAR M AEDCA » H @45 Arbitration Interframe Space Number(AIFSN)##Random back-
off timer o MAIFSN A& /£ & — 4% L B & — 18 3 45 8 M 4% » 3L4b > backoff timer#y
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A A 3.0: AR MYEDCA S E A

AC CW,in CW 102 AIFSN
AC_BK aCW,in aCW, 0z 9
ACBE (aCW,,;,+1)/2-1 aCW,in

6
ACVI  (aCWom+1)/4-1  (aCWyin+1)/2-1 3
AC,VO (aCWmerl)/él—l (aCWmm—Fl)/Q—l 2

% & & & ¥ Contention Window(CW)FE #% & 4% — 18 F A5 8F B o #24 —FHBCWH X
Ao M AL RCWmin » & AR H BB AER - §ECWE K]0 B2 3
#CWmax ° IEEE 802.11pTA 32 89EDCA 5 » ¥ 3| £ R 4% 3.2 o f£ &AM 3L 3T 69 4 4
T om, TR KA 4E St Ao 4 18 2 R N A9 ATFSN 0 3 4% Bic — 18 Memory-based backoff

timer °

BT RYERBmrkEK o KR H LHE T — EMemory-based backoff scheme * 1%
WE Ry M ARBIRREERE TilE AR XGEH o § 2 midk
*&mﬂﬁ ViARREAGRERBE S wRIRRELEE RS, 0 i HREBE S S5
€48 38 69 BF B¢, » R R E & F backoff timer o BAai= w46 L A @B LE 2y, 0 Bl R
oo o Bt &R I 98 EF o EARAR S FT A AT s B9 backoff timer © E A& #
4o T

;

[0, 27+ =1 0<t; < %T
[27+t 272 1] T <, < 2T
BT; = g S

[27'+p*17 oTtp _ 1] %T <t; < o0

\

TR AL E 0 T & E G backoff timer B M A B EAE o pEbackoff AR KB > MTAE
NG, S RN B o Rk §F38LE R 694008 > BT 98 5 1B B Rk
> #backoff timer * ke AL F > L EH T UARE FH— B ERIEQ L] o sl
F&PEAE 2% (Implicit ACK) R AL R H Ik % R 6gm, » &38F & KB AP RK
8m, » # B3 FImplicit ACK ° % €30k B Implicit ACK#®) 247 > M 1 F & /X EK%
o st MM TG EHBE > RA EREEF] FGETAIEM, o FTA > A EAH
Fl iR tgm, » PR ERE L35 > BAT EiERALREA T bogrie
THTGTHESL - BT 8 LA EMTERES R EEnr © Blbackoff timers#f # 3%
ER2THP > — B R E AR BRI B E—EHFREGm, 0 AEY A THF
#9 Implicit ACK °
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e b 8 &R X o AR T VAR A2 2] 0 backoff timer #9 1% 3 & AR/ HMCE H b
Al R, R IE R o A F R AL i METREFEINRDOBT, - Ak > €
KAt em AR FORETEEREFALm, > s HCHEMEABEA Z R FiR
Hogm, > CMAEFGTR% » ABHF T LR TRIE o £ ILEF9EET > Memory-based
backoff timer scheme# #&A 2L % iR F € K& K& > Flixd s LN (W X4

B .
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Chapter 4

CRa==i

=1 05 Y

4.1: BRBE RN T 7 % B

HARBHIRBEG TR MBI DTRRAE > KRM1E A QualNet 5.048 % 42
BeE [10] Law ANEF OB RRTAE o HARKBEROKXEFE > RMEERX
EASEMPMTHOER > BT HEREEDOERKR DBk + B 4.1/
T o B RIMKEAERMLEHEL ) BEMEAER MK EFTE
B o $Ah RMABBRG R RS RRZ  F 2R 410 I RMAFRZ M
$H]t, = 1s~t, = 10s> 7 =1~p =387 =30sc ETHNFEEEF > #i
% i#%Reporting messagesﬁ@ MEZPFPEREL ey M LR - KM ETE KR
# (flooding scheme)Fo % & A J% 4% (intelligent broadcast scheme [11])#4 & ¥k o

B 42FEHALE TR 6 2BILKT » IHEEOLERALEE - K17
R4 B FH A T50 ~ 1000 ~ 1250 ~ 1500421750 © H74 7T 52 L dmsi 2 & 35 Fy 2 L JL#K
BT M 42RMTABRRE > KPR B FEA BN BERAELE T TLTRE
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A& A1 B A E

Parameter Value

Number of Vehicles 750 ~ 1750 vehicles
Vehicle Speed 40 km/hr ~ 60 km/hr
MAC Protocol IEEE 802.11a

Radio Model Two ray ground

Routing Protocol

Broadcast forwarding

Reporting Message Size 128 bytes

Communication Range 300 m

Total number of reporting messages

5.00E+04

4 50E+04

4.00E+04

3.50E+04
3.00E+04
2 50E+04
2.00E+04
1.50E+04
1.00E+04
5.00E+03

0.00E+00

. \NMW_'°CZCy/
Flooding
=== |ntelligent Broadcast [16]

== Our Framework

750 1000 1250 1500

Total number of vehicles

1750

B 4.2 M EIHRA LK E LK
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A9 Reporting module ¥ WA A BOUARIE E £ 45 F 69320& » £H—E% 0 E 5] RN
B o fsd it B—RAEANTEE AR WEXEHBEYT ZAEHBB AR O E—
@%&ﬁ%%a%ﬂ%ﬂ%@ﬁﬂ&aé%%iﬁ&ﬁ%%o

1.60% -

Flooding
1.40% | === Intelligent Broadcast [16]

1.20% A == Ciur Framewark

1.00% -

0.80% -

0.60% -

0.40% -

Packet collision ratio

0.20% -

0.00%
750 1000 1250 1500 1750

Total number of vehicles

4.3- A eLAl JF & 0 ph i

4. 3% 7 fr ¥ b FL6Y £ 4RI 38 AR 69 3 €LAL4E (Packet collision) % » A @ 7T %&
PRSI RA T AALBGER o B 43 KM AR R - ROV B 69 7 AT
BRI B RER AN o atde o 18 R A AR E AR B R IER S REHR
ME o TR R AR M ARRSOGRFOEKE > AT EHRETR KA
B G MBI e LA EF T o AR > R 7 HEARFE
MAGEAMLFHEZYRLE R BHIHE-BEMAENE 0 LG E—EAREAR
ARG R IE > PR oh 0 £ RV B 7 % T 89 memory-based backoff# %] »+ A8 # 1 —
TRy el F o

Bl 44 T AZEARGEMBT > FHORELL LRI - wF B 424
Bl 43> THEMBESETRETFALKEL - £ 43> KRMR B 57 ERLE
NEBFPHERARHBEERMBGE o B E MO ERIERIFH o G7AR H
7R REORALEE R M IAAER v S ERE > AE TIL
BEAAMMIE RIEBER » Bl RIFTRARAKKGER - H—7 @ £E 45 #
TEFRGEMBEABRTFEHREMT HERBFORDE RLEBLEF 55
TS0 E 17508 #5308 « B F R MM F L emBBRFERE MGG @
#E36% 3 £9T%
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Average reporting delay [Sec)

1.20

110

l1.00

0.90

0.80

070

0.60

0.50

=== Flooding

==p==|ntelligent Broadcast [16]

== Our Framework

M—

750 1000 1250 1500 1750

Total number of vehicles

4.4: IR & P2k 3R RF ] 69 PhER

Handoff ratio

1500

Total number of vehicles

Detection time [Sec.]

A5 £ AP LB FRHE M T 6% F A £
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MAT R R s RITT AL R > RO H 65 BT B BRI 5 E
Fodf G AEIE o FIBF LA A T A A T MR R YN > K CHRHER
HE AR RRAT o B — 7 @ 0 5 RFAB TR KN 7 3% > 3T L8 f 2 T
b A AT AR RS FUR B8 R R 0 Gl A T
BTN B 6 BEAE A o
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Chapter 5

AAEAF

Positioning Part

GPS
receiver

Communication Part / \ Sensor Part
ARMO9 Board
Cco
3G USHT ‘ ARMIZEN ‘ UART 2
module ‘ 64MB SDRAM \ Sensor
‘ 64MB Flash \
DSRC ‘ EthernetRJ-45 \ - E—
radio ‘ A ‘ INterface; module
\‘ Embedded Linux /
5.1: VALK EH 7 IME
KM OEBEER B GSVIRA LR A » LA A Vehicular Surveillance and Sensing

System(VS?) o ZE 5187 L AGEE RE o BT TR MG EHRF DR - K13
9N T —MECO, BB B Ao —E3CIHA AR KA R dm 2 &6 A 699k A [1] © Camerat®
#MAWAVE/DSRC # 4 Tl AR+ 5] VA A 2 69 3% % #3652 /- @ A7 Ethernet RJ-459>
w0 WREFARM O T o R 0 X e f] 3 d UART/ 0 4% 38 3£ 3] &A1 49
FEAR T o VAT A Rt AR B 69 B AF 4m AR
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(d) CAM130 (a) Mini2440 (e) uPatch300

- o e b
; | =
L Ni F =l
w4
— s At o e -
- w 4
E . il
s 3 4 . L - i
s Ew
o - -
i Ew
[ - | %
i
# 3 - 1
Ny [ I i
» " 2
-
- L |

(b) H-550EV (c) Wavecom Q2403A

5.2: VS3 &9 4a b 52 88 A
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5.1 Microprocessor

Microprocessor & % 8 £ 4 & £45 » A %3.5” TFT LCD#ARM 9 board(Mini2440
[12]) > #74E 5.2(a) o LA —E400MHz 32-bit RSIC integer/& 3 2 (ARM920T
[13]) ~ 64MB SDRAM ~ 64MB Nand Flash ~ Camera/~ ~ ={8 5 7] 3% ~ —f810/100M
Ethernet RJ-45F — 18 74 22 89 4~ L& o 4 5] 3 > Mini24407 A i fTembedded Linux 2,
WinCEF A 4R B SRR o £HAERENM > Linux ¥ £ %% Karm-linux-gec 4
#F X AR 0 B ARMO boardif #RS-232/ @i # 2| PC » 1& X T Across compiler3

3 o

5.2 Camera Module

£ B 5.2(d)Fr & BCamerat® ZLCAMI30 2 A& —CMOSHK £ BB £ o € AF MK

A B Mini244069 48 B8 3% 4 » 48 Rfullvesolution® i > i & #Camerald 3 /- @ 2

& AH1F 3% 2] Mini2440 o 48 ML ACO, R B> f£Linux T /8 1 % — 18 character de-

v1ce(‘fzv ” /dev/camera” )k FAE 89 I9AE » ABAT Camerat R 46 % A% T4 o — B Array#F

W F & F R4k B A E L character devicety A4t # @ Linux framebuffer 89 & # 4] > #2

BRE W H AL A TAZ BRI B ) TIEHER - RAPE AXTABEFETFTR
Lo

B T A& Camerad BLE] 69 %5 1% B A8 B AR B 48 » jpeg library libjpeg& # 78 i&
# £ 7T 47 42 X (executable program) ° € # #16-bit colorE h & #+ £24-bit colorté
X (RGBS8S8S) o £ i — 3 » $#7416-bit89RGB byte » #F% # 8 & 4# 1% (Color compensa-
tion) RALAT B K £ 770

5.3 GPS Receiver

GPS#E 41 £ 2 & YhuPatch300 [14]REAF » € BA —BH AKX GGPSR & » 4o
5.2(e)AT & o & & HIENMEA (National Marine Electronics Association) 0183% & »
%A % & B JE A9SiRFstarllld b RIRBEHITAL B K 2R 0 4 L TR R dali B 09 % 4%
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5.4 WAVE/DSRC Radio

WAVE/DSRC?%’Q 4 ZAITRI WAVE Communication Unit(IWCU [15])#7 & 1F »

B 34 B Ethernet RJ-4532 3 £ Mini2440 ° € B 1 A R EIEEE 802.11p [9]4~ @ 4=

— B Etherneti# 3 & » 28 & £ Mini244089 £ H & A2 X - R A £ F 842 £ 8 Linux

socket APIs(%#:bind() ~ sendto()#recvfrom()) st T A{F EZ UDPH & » X 4& » IWCU T ¥A
& #UDP# & % WSMP(WAVE short message protocol) °

5.5 CO5 Sensor

CO % #41 B # — BH-550EV CO. % B & [16]%# & E Jennic JN5139 [17] » £ &
BUART A @ $2Mini2440 i 4 o &AM 89K A4 B 5.2(b) AT = » 3LCO2R R & A 3 0~5,000
ppm ¥ #| & [E A2 +30ppm 4% #E M o IN51394 — B 16MIPs 32-bit RISCKE ¥ & » & —
182.4GHz IEEE 802.15.448 % &) # 4 Tk £28 » LEA A 192kB K I~ #JROMA=96kB X I~
BIRAM o 4 5|3 » £ 23 A 3L - IN5139788 A K 4xmesh networkingFepacket routing#9
BEEEN - WA TRFACORB AT B 2] 89 F 4 » £ Linux P 49 — fBcharacter
device(%=:” /dev /ttySACH" ) & SR BARE s AL T AR K3k /& BAHEL ) E3bF 7] 3% o

5.6 3G Module

A 1% I Wavecom Q2403A GSM/GPRS/CDMA 41 » 4o ] 5.2(c)Pra » £ Ti&
#Mini24401R AT commands R An AIEH] o € AEAE B 3% BARMO board > R SR T
FLSMS ~ MMS#Video calls © & T 1% 1% i R 8942 4F » 4T Al AAT commandsA 3 K
LGSM/GPRS modem & #, °

5.7 BBE

)&'&

3t #license plate recognition (LPR) > & % & — B &M A ¥ T 2] 2 4. £ 1%
€ 1 (plate localization) ~ % M & %] #= 4 2 (plate orientation and sizing) ~ iE HL AL &

# (normalization)F= % 4 18 2| (edge detection) ~ F L 41%] (character segmentation)#= %
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B 53 BEERBEETE

&7 (optical character recoghition)<F < #A Tt LmE A EM AL > RMT
A AR AER > B —REIE R RAE R AR R > o 53( VAT

it B E AR 3B T;ﬁﬁ%éﬁ SEREBRAER 53(b) c £E 5.3(c ) Bl 5.3(d)% 7!
BREMETRALMAL T REAARE AN —3 T R EMLEH G F T~ &R -

“*z#
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Chapter 6

A RKosm LA T WAVE/DSRC £ 838 2R3 AT A 3% px 18 56 B 42 X 347 > AR 7T 24
RESH TR EMOBHRADRER > d A FZMHE HBHEZ KSR AGRoadside
infrastructures A ¥ B o /£ & & b 69 R dRAFH ok — 18 £ R EE M o AF LT oUR KB HE
TP MEERBEGERLERAGES - ARBRLF » AAVoVeg@ag X > &
13 & T Infrastructure-less 8 R 45 = T R AR TS T R meg B HM @R R E » L £
% # Tracking modulef#Reporting module™ #8145 # #lFT 4% A&, o ¥ 74 Tracking module *
WA 5 B BF 7R 36 HE TAFhandoff69 e 3L 4 & 5 3% 18 5% S s 3 B 69 45 B > 12 38 S R
AR B B 0K o M B HCASAE M 89 E E o H4 Reporting module * A XA B R
BAKBG R EARBE T AR T X REAREREM LG ERERN c REALAROR
Mo B BT TUA R BE LR EREALKE > 42 E T @A £ K
BT TF o
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