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Abstract

The key exposure problem of publi¢ key encryption schemes has been dis-
cussed in the open literature. Threshold cryptosystems, proactive mechanism
and smart card are used for many years to handle this problem. In this the-
sis, we propose the first key-evolving paradigm to deal with the key exposure
problem. The key-evolving paradigm is like the one used for forward-secure
digital signature schemes. Let the lifetime of the master secret key be divided
into time periods such that at time period j, the decryptor holds the private
key SKj, while the public key PK is fixed during its lifetime. At time period
Jj, a sender encrypts a message m as (7, ¢), which can be decrypted only with
the private key SK,;. When the time makes a transit from period j to j + 1,
the decryptor updates its private key from SK; to SKj; and deletes SK; im-
mediately. The key-evolving paradigm assures that compromise of the private
key SK; does not jeopardize the message encrypted at the other time periods.
Our results are listed in the following.

1. We propose three simple key-evolving public key encryption schemes
with z-resilience such that compromise of z private keys does not affect
confidentiality of messages encrypted in other time periods. Compar-
ison to the public key cryptosystems, a ciphertext in the new scheme
contains time information. Assuming that the decisional Diffie-Hellman

il



(DDH) problem is hard and the random oracle model, we show that
our schemes are secure against passive adversaries and against adaptive
chosen ciphertext attack.

2. We present how key-evolving with TAs does. The decryptor can evolve
the private key by the aid of TAs in a secure distributed way. Then, we
consider the case of distributed key-evolving encryption scheme. Further-
more, we combine the distributed methods with proactive mechanism to
enhance the security of TAs.

3. We propose a distributed forward-secure signature to enhance the secu-
rity of Abdalla and Reyzin’s forward-secure signature scheme via thresh-
old and proactive mechanisms. Our distributed threshold forward-secure
signature scheme combine both multiplicative and polynomial secret
sharing tricks. Then, We can prove that our scheme is secure if the
single-user scheme is secure.

The key-evolving public key encryption schemes are applied to reduce the stor-
age cost of Certificate Revocation Lists (CRLs) in the encryption certificate-
based authentication protocols. Public key certificates have been used in many
applications, such as electronic,€ommercé;, accessing Internet resources and
personal communications services, etesdsetsService Provider (SP) provide some
services. The users subscribe the serviges from- SP. While accessing the ser-
vices, SP authenticates the identity of the user via a certificated authentication
protocol based on the key-evolving publie key encryption scheme. However, if
a user’s secret key for the certificateis'lost-or compromised, SP need additional
storage cost for saving CRLs. The security of such certificate-based protocols
depends on the secret key of the current time period. Since the disclosed se-
cret key SK; of time period j is automatically revoked at time period j + 1,
CRLs of time period 7 does not be maintained at time period j 4+ 1. That
is, in the beginning of a new time period the size of CRLs is reset to zero.
Thus, the size of CRLs can be reduced. Finally, we discuss the problem of
time synchronization. Our schemes assume that SP should have time server
for synchronization among SP and all subscribers.

Keywords: key-evolving, k-resilience, public key encryption, forward se-
curity, threshold, CRLs, certificate, authentication, time synchronization.
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Chapter 1

Introduction

1.1 Motivations

In a public-key cryptosystem thessécrét key is used to decrypt or sign mes-
sages until the lifetime of the secreti key'is over. The security of public-key
cryptosystems is based on the security of the secret key. Once the secret key is
disclosed or compromised, the adwersary behaving as the key owner can sign or
decrypt any messages in the past.. The fact that the secret key is fixed during
the lifetime is the risk of the current public-key cryptosystem. An adversary
can record the history of sent messages and then get useful messages after
getting the secret key. For example, the sender Alice sends a message m to
the decryptor Bob with Bob’s public key PK. Although an attacker Carol does
not know Bob’s private key SK at present time, he can eavesdrop and record
the ciphertext ¢ = E(PK, m). Later on, Carol manages to get Bob’s private
key SK, she can get the message m no matter how much time has elapsed.
The message m may carry information that is useful for a long period of time.
There are several ways to resolve the problem. One way is that Bob replaces
his public key when his private key is exposed. But, in this case every user has
to update Bob’s public key in its database when Bob upgrades his public key.
This is quite costly. Furthermore, it may not be practical since Bob may not

be aware of the disclosure of his private key. Another way is to protect Bob’s



private key via a smart card so that key exposure is not possible. Another way
is to share SK to n trusted agents (TA’s) in a k-out-of-n threshold scheme such
that at least k trusted agents can fully recover SK. After receiving a ciphertext
¢, Bob uses the TA’s to decrypt ¢ in a distributed way. To protect TA’s shares
of SK for a long time, we can further proactivize TA’s shares. In this case
TA’s not only bear heavy load of computation, but also should stay on-line
always to provide decryption service. There are of course other solutions. In
the thesis, we propose the key-evolving public-key encryption scheme to han-
dle the key exposure of the public-key encryption scheme. We concentrate on

designing key-evolving public-key encryption schemes.

The concept of key-evolving encryption schemes comes from the forward-
secure digital signature scheme. In the key-evolving public-key cryptosystem
the time is divided into time periods, ,When the time period transfers from j
to j + 1, the secret key SKj s updated to 94 ;;,. Given SKj, one can not
derive the previous secret Key SK; . ‘L'hus, an adversary who obtains the
key of the time period j does not|compute any key before the time period j.
Therefore, the messages before the time period j is not disclosed even though
an adversary gets the secret key of the tine period 7, SK;. The key-evolving
cryptosystem is more secure in the sense that it allows many times of key
exposure. In our encryption schemes, we assume that there exists TA. Thus,
a decryptor can evolve his secret key by the aid of the TA. The TA may be a

secure device.

We further enhance the security of the key-evolving encryption scheme
by considering that the threshold key-evolving cryptosystem. The threshold
key-evolving cryptosystem is that the secret key is shared to n servers in a dis-
tributed way such that ¢ out of them can recover the secret key. However, less
than t servers can not obtain any message about the secret key. Furthermore,
we combine the threshold cryptosystem with proactive security to protect the
secret key. At first, the secret key is shared to a group of servers in a t-out-of-n

scheme. Each server has a share. When the time makes a transit, the secret



key and the shares held by the servers are updated. Thus, if an adversary
obtains less than ¢ shares, it cannot derive the secret key and compute new
shares at a new time period. These shares held by the adversary will become

invalid at the new time period.

1.2 Contribution of this thesis

In the thesis, we propose the first key-evolving paradigm to deal with the
key exposure problem of public-key encryption schemes. We present how key-
evolving with TAs does. Then, we describe our threshold forward-secure sig-
nature scheme based on the forward-secure signature scheme of Abadalla and
Reyzin [4]. Finally, we show an application for the key-evolving encryption

scheme. In the following, we summarize our results.

1. We propose three simple key-evolving ‘encryption schemes that are z-
resilient public-key eneryption schemes such that z times of key expo-
sures do not release any information pertinent to ciphertexts that are
encrypted with non-exposed-private keys: We assume that there exists
a secure device (or TA). The basic key-evolving encryption scheme is
semantically secure against passive adversaries. Furthermore, we mod-
ify the basic scheme to achieve semantically secure against the chosen
ciphertext attack under the random oracle model. Another modifica-
tion of the basic scheme achieves semantically secure against the chosen
ciphertext attack under the standard model. The size of a public key
is independent of the total number of time periods, but dependent on
resilience. On the other hand, the size of a private key is a constant.
Without counting the pre-computation time for each time period, both
encryption and decryption operations take 2 modular exponentiations.
The pre-computation time is independent of time period, but dependent

on resilience.

2. We present how key-evolving with TAs does. The decryptor can evolve



the secret key by the aid of TAs in a secure distributed way. We also
consider the case of distributed key-evolving encryption scheme. Further-
more, we combine the distributed methods with proactive mechanism to

enhance the security of TAs.

. We also propose a threshold forward-secure signature scheme based on
the forward-secure signature scheme of Abadalla and Reyzin [4]. The
security of the threshold forward-secure signature scheme is based on
the 2'-th root problem. We show that the security of the forward-secure

threshold scheme based on that of the single-user scheme.

. We propose a key-evolving encryption certificate-based authentication
protocol. In the encryption certificate-based authentication protocol, the
key-evolving encryption scheme can make the authentication protocol
achieve forward and backward secrecy.To revoke a subscriber, CRL is
used to save the certificate of the revoked subscriber. In such a protocol,
the storage cost of CRLs can be feduced when times make a transit from
j to 7 4+ 1. Since CRLs of*the time-period j does not maintain at the
time period j + 1, the size of the?CRLs is reset to zero at the beginning
of time period j + 1. Thus, the storage cost is reduced. In addition, we

discuss time synchronization in our application.

1.3 Related works

We survey the related results on forward-secure signature schemes, key-

evolving encryption schemes, threshold cryptography, proactive security, cer-

tificate revocation list and time synchronization.

1.3.1 Forward-secure signature schemes

In traditional signature schemes a signature is independent of time. If the

secret signing key is exposed, one can sign arbitrary messages. Comparison

4



to the traditional signature scheme, in a forward-secure signature scheme, the
signing key depends on time periods. When time transits from time j to j 41,
the signing key is updated from SK; to SK;;; and SKj is deleted immediately.
However, the public key is the same during the entire lifetime. If an adversary
gets the signing key SK; of time period ¢, he can fake the signatures after the

time period t, but cannot fake the signatures prior to the time period t.

Bellare and Miner [13] proposed the first forward-secure signature scheme
based on difficulty of computing the square roots modulo a Blum integer. The
scheme is actually converted from Fiat and Shamir’s identification scheme [36].
To achieve security strength of level [, their scheme uses [ public keys and [
secret keys. The computation time of a signature depends on the largest time

period T'.

Afterward, Abdalla and Reyzin [4] proposed an improvement based on the
2l-th root problem [43, 64, 76:75]. With the'same level of security strength,
their scheme uses one public key and one:seeret-key only. However, the com-

putation time of a signature-also depends on the large time period 7.

Krawczyk [54] proposed a Simple transformation from any signature scheme
to a forward-secure signature scheme.” "They assume that a forward-secure
pseudorandom generator exists and the base signature scheme (e.g., DSA,
RSA) is secure. Their scheme uses an initial seed to generate all key pairs
and related certificates. Therefore, the time of key generation is related the
largest time period T'. Their scheme uses the base signature scheme to sign a
message. A signature consists of cert; and SIGNgg, (M), where SIGNgk, (M)
is the signature of M at time period ¢, which is signed by the base signature

scheme.

Itkis and Reyzin [49] proposed a new scheme based on GQ signature
scheme [42]. The security of the scheme is based on e-th root problem. The
new scheme optimizes the procedures of signing and verifying. That is, the
procedures of signing and verifying is independent of the largest time period

T. However, the procedure of key updating depends on T'. Afterwards, Itkis



and Reyzin [50] proposed a signer-base intrusion-resilient signatures. The sig-
nature scheme combines both notions of forward-secure and key-insulated sig-
nature schemes. The user has two modules, signer and home base. Their
scheme remains secure if the intruder does not compromise of both modules
simultaneously. The signer-base intrusion-resilient signatures are still based
on GQ signature. Their schemes are provably secure in the random oracle
model based on the strong RSA assumption. Nicolas et al. [74] proposed a
(N — 1, N)-key-insulated signature scheme. This scheme is more efficient than
previous proposals and whose key length is constant and independent of the
number of time periods. The security of the scheme also is based on the strong
RSA assumption in the random oracle model. The strong RSA assumption is:
given a number n that is the product of two prime numbers and a value -, it is
computationally infeasible to find g € Z* and v > 1 such that ¥ =y mod n.
More key-insulated signature se¢heme have proposed in the literature [25, 26].
A hierarchical key-insulated Signature-scheme isdiscussed in the literature [60].
Kim and Kim [55] proposed-an intrusion-resilient key-evolving Schnorr signa-
ture. In their scheme, if setret keys-of-all periods are not compromised, it
is not possible to forge signatures relating to non-exposed secret keys. More

forward-secure signature schemes have proposed in much literature [1, 52, 69].

In addition, Bellare et al.[15] constructed forward-secure pseudorandom
number generators and added forward security to the private-key cryptosys-
tems. They give a rigorous analysis of a forward-secure pseudorandom number

generator.

Abadalla et al. has proactivized the Bellare-Miner forward-secure signature
scheme [3]. They proposed two threshold signature schemes in proactivizing
Bellare-Miner forward-secure signature scheme. One scheme uses multiplica-
tive secret sharing and the other uses polynomial secret sharing. We propose
a robust forward-secure digital signature based on the scheme of Abadalla and
Reyzin (see chapter 5). Our scheme uses the both techniques of the multi-

plicative secret sharing and the polynomial secret sharing.



1.3.2 Key-evolving encryption schemes

The concept of key-evolving encryption schemes comes from the forward-secure
digital signature scheme. Concurrently, Dodis et al. proposed the notion of
key-insulated security [25]. They constructed a (¢, N')-key-insulated encryption
scheme based on any standard public-key encryption scheme. Their schemes
achieve forward and backward security under the disclosure of ¢ keys at most.
The secret key stored on the insecure device is updated at discrete time pe-
riod via the help of the physically-secure device. Under the DDH assumption,
they proposed a semantically-secure key-updating encryption scheme. Then,
they modify the basic scheme to be a chosen-ciphertext-secure key-updating
encryption scheme. We describe their scheme as follows. Let G, denote a
group with a prime order ¢g. Let g, h be the generators in G,. The de-
cryptor selects two polynomials_with! degree ¢t. The public key contains g,
h and Pedersen commitments [81] {z§y=-%, 2z} to the coefficients of the two
polynomials. Let the coefficients of the two polynomials be {zf,--- ,z;} and
{ys,- -+ ,yf}. The decryptor-holds the secret {#g, y;} and the remaining coef-
ficients are saved by the secure device. Toencrypt M during time period ¢,
the encryptor computes the public key z; = H;ZO(Z;‘)“, and then computes a
ciphertext C' = (i, (g%, h%, z¢M)) for a random a € Z,. Since z; = g/=@pfs(0),
the decryptor who has the secret key SK; = (f,(i), f,(¢)) can decrypt C' to ob-
tain M. As for key evolution, the device transmits partial key SK! = (z}, y})
to the decryptor at time period i. Note that z} = f.(i) — f.(i — 1) and
yi = fy(i) — fy(i —1). Since the decryptor has SK,_ i, he can compute SK;.
At this point, the decryptor erases SK; ;. In addition, Bellare and Palacio
proposed a key-insulated encryption with optimal threshold [14].

Canetti et al. proposed a forward-secure public-key encryption scheme
based on the bilinear Diffie-Hellman assumption in the random oracle
model [21]. The bilinear Diffie-Hellman (BDH) problem is formalized by Boneh
and Franklin [10]. We describe it briefly as follows. Given (G, Gz, é) for ran-

dom P,aP,bP,cP € Gy, no probabilistic polynomial time algorithm for com-
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puting é(P, P)%. Their forward-secure encryption schemes are constructed
by any BTE(binary tree encryption) scheme. Their scheme are based on the
hierarchical identity-based encryption scheme as well [8; 45, 48, 87, 97].

Lu and Shieh [59] consider the key-evolving protocols in the secret-key set-
ting. They concentrate on the security and efficiency of key-evolving protocols.
They proposed two key-evolving protocols. One protocol uses the Feldman’s
technique. The other uses the Manurer-Yacobi scheme [72]. Manurer and Ya-
cobi showed that every square modulo has a discrete logarithm to the base
of g. The knowledge of factoring of n is the trapdoor for solving the discrete
logarithm problem; that is, given PK;, with the trapdoor knowledge of the
factoring n, he can compute SK; = log,(PK;), where PK; € QR,. How-
ever, they only consider the case that the adversary cannot fully determine an

un-exposed secret key.

1.3.3 Threshold cryptography

Consider the situation that a’eentralized system is attacked such that the
master secret is disclosed. This results in that the system manager must pay
the quite cost for reconstructing the system or server. The centralized scheme
is less flexible than the distributed one since only an adversary who successfully
controls the system once or one server can destroy the system. To avoid the
single server’s failure, we use the distributed system with multiple servers to
replace the centralized system with one server. A familiar distributed scheme
is a t-out-of-n threshold scheme. Threshold scheme has the spirit of secret
sharing [6, 88|, where the shared secret is distributed to several servers such
that each server owns a share. In a t-out-of-n scheme, at least ¢ servers can
recover the shared secret but less than ¢ servers can not obtain any information
of the secret key. For security, an adversary cannot obtain any message if he
controls less than t servers. Threshold cryptosystems have proposed in much

literature [24, 37, 51, 80].



1.3.4 Proactive security

Ostrovsky and Yung [77] first proposed security and availability in the presence
of a mobile adversary. To secure long-lived cryptographic keys that cannot be
replaced easily, proactive mechanism can deal with the increasing number of
threats to local and international network domains. For proactive security,
the share in each party is refreshed at the end of each time period, but the
signing secret key is unchanged at all time. A proactive cryptosystem remains
secure as long as the adversary does not corrupt more than ¢ parties in each
time period. The shares of corrupted parties become useless when time enters
the next time period. A number of very useful cryptographic functions have
efficiently proactivized, e.g., pseudorandomness, secret sharing and public key
schemes [19, 24, 38, 47, 46, 77]. Proactive mechanism can incorporate with
threshold cryptosystems to protectiagainst a mobile adversary. The added
advantage of proactivization is that injthe prodctive systems an adversary has
only a short period of time-toibreak into-any t-out-of-n servers, while in the
long-lived threshold systems thejadversary has a long time to break into any
t servers. The adversary obtamed any m(<#) shares in the old time periods,
which are invalid shares in the new time periods. Thus, proactive mechanism
enhances the security of the threshold schemes. There is much literature about

proactive cryptosystems [2, 20, 39, 32, 33, 85, 35].

1.3.5 Certificate Revocation List

Public key certificates are widely used to guarantee the authenticity of com-
mercial web-sites, to secure the privacy of personal communication, or to au-
thenticate the identity of a subscriber, etc. Certificate revocation is taken to
deal with the secret key compromise or loss prior to the expiration date. The
standard of certificate revocation is proposed in X.509 directory framework [96]
and the Internet draft standard Public Key Infrastructure [5]. When a sub-

scriber wants to revoke his certificate, he sends SP a revocation notice, which



is a signed message identifying the certificate to be revoked.

Storage cost and communication cost are two primary measures in the
strategies of certificate revocation. Kocher’s certificate revocation tree [53] is
to reduce these two costs. The methods proposed by Cooper and McDaniel and
Jamin [16, 68] reduces server’s load. Wright et al [91] proposed a fault-tolerant
method for distribution of revocations and certificate updates. The method
is to reduce the communication cost. Rivest [82] proposed to eliminate CRLs
and suggested a two-level staged expiration. However, this leads to the more
complex system for handling the case of key compromise. Furthermore, one
can limit the lifetime of certificates to eliminate CRLs, but this increases the
load of server since new certificates are issued and distributed more frequently.
McDaniel and Rubin [71] think that CRLs still is a necessary part of any
PKI. Other more discussions for certificate revocation can be found in the

literature [34, 66, 67, 73].

1.3.6 Time synchronization

Our proposals are dependent on.”time”. In physical applications, time syn-
chronization is not easy. For a personal computer, neither the software or
hardware clock is suitable for accurate timekeeping. If your computer can ac-
cess to the Internet, you can synchronize its time clock to an Internet time
server. Currently, time protocol [79], daytime protocol [78], network time pro-
tocol [63] and simple network time protocol [65] are four major timing protocols
used in Internet. Many synchronization protocols [56, 62, 89] are proposed.
Most of them share a basic design: a server periodically sends a message con-
taining its current clock value to a client. However, in the ad hoc network,
neither logical time [57, 61] nor classical physical clock synchronization algo-
rithms [58, 84] can be used to solve temporal ordering and other real-time issues
in such environments. Romer [83] presents a time synchronization protocol in
the sparse ad hoc networks. Elson et al. [29] discussed time synchronization in

low-cost and low-power devices. They proposed reference-broadcast synchro-
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nization protocol in which nodes send reference beacons to their neighbors
using physical-layer broadcasts. Maroti et al. [70] proposed the flooding time
synchronization protocol in the wireless sensor network. Their protocol uses
low communication bandwidth and it is robust against node and link failures.
The flooding time synchronization protocol achieves its robustness by utilizing
periodic flooding of synchronization messages, and implicit dynamic topology
update. There are many protocols proposed for sensor networks in much lit-

erature [28, 40, 93].
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Chapter 2

Preliminaries and Security

Models

If Alice wants to securely send messages to Bob over an insecure channel,
a public-key encryption serves the purpose. In the chapter, we consider the
security of a public key encryption scheme. We-consider two attacks: One is
a passive attack. The other is an-aetive-attack. A passive attack is that an
adversary who only eavesdrops the sent messages does not actively send forged
or modified messages to attack the sender or receiver. An active attack is that
an adversary can forge a message, forge a signature or do whatever to make the
protocol goal fail. In an active attack, we further consider the adaptive chosen
ciphertext attack under the random oracle model and the standard model.
We gives the formal definitions of the public-key encryption schemes under
various security models. In addition, we will state the cryptographic hardness
assumptions related to our schemes. Finally, we give the formal definition of

the key-evolving public key encryption scheme.

2.1 Hardness assumptions

We describe some cryptographic assumptions as follows.

13



Discrete logarithm assumption. The discrete logarithm problem is that,
given a prime p, a generator g of Z7, and an element y € Z7, finding the integer
z,0 < x < p-—2satisfying ¢* =y mod p is difficult. That is, we assume that
for any probabilistic polynomial time algorithm A, for any enough prime n,

for any k& > 0,

Proes, gwec, [ Ay, 9,p) = loggy mod p] < 1/n,

where S,, denotes the set of n-bit prime p, where p = 2¢ + 1.

The Decisional Diffie-Hellman assumption. We need a standard assump-
tion of solving the decisional Diffie-Hellman (DDH) problem [7]. Breaking our
schemes is reduced to solving the DDH problem. Let G be a group of a large

prime order q. Consider the following two distribution ensembles R and D:
- R = (g1, g2, u1,uz) € G*, where g1 aiid, g, are generators of Gy;

- D = (g1, g2, u1, uz), where g, and'gs ‘are' generators of G, and u; = g

and uy = gy for r € Zg

The DDH problem is to distinguish the disttibution ensembles R and D. That

is, we would like to find a probabilistic polynomial-time algorithm A such that
| Pr[A(R,) = 1] — Pr[A(D,) = 1] | = ¢(n)

is non-negligible, where R,, and D,, are the size-n distributions of R and D,
respectively.

A trapdoor one-way permutation is a probabilistic polynomial-time algo-
rithm G that takes as input 1" and outputs a triple of algorithms (f, f~!,d),
where f and f~! are inverses of each other and deterministic polynomial-time
algorithms and d is a probabilistic polynomial-time algorithm. The range of
d(1™) is a subset of {0,1}* and f and f~! on the range of d(1") are permuta-

tions. Furthermore, for any probabilistic polynomial-time algorithm A,

e(n) =Pr[G(1") — (f, f~1,d);d(1") — z; f(z) — y :
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A(f,d,y) = ]

is negligible. For convenience, we shall call f, not G, a "trapdoor one-way”

permutation.

2.2 Security models

We consider security against passive adversaries and the adaptive chosen ci-
phertext under the random oracle model and the standard model. An en-
cryption scheme is secure against the passive attack if the encryption scheme
achieves the semantic security. Given a public key and two different messages
mo and my, a passive adversary cannot distinguish that a ciphertext c is an
encryption form of mgy or m; in the polynomial time. In the random oracle
model, we assume that a hash funetionsis.a random function. To compute a
hash value, we query the result to theshash oracle. Comparison to the stan-
dard model, we only assume the well-known eryptographic assumptions, such
as DDH assumption but do not ‘assume that' a hash function is a random

function.

2.2.1 Security against passive adversaries

Assume that an adversary A consists of two probabilistic polynomial-time
algorithms A; and A,. A; takes as input a public key PK and outputs two
different messages mg and m;. A, takes as input a public key PK and a
ciphertext ¢ of my (b = 0 or 1) and outputs a bit . ¥ is a guess of the
plaintext source of c. Let KG, E and D be the key generation, encryption and
decryption algorithms of a public key encryption scheme. Let PK and SK be
the public and private keys, respectively.

Definition 1 A public key encryption scheme (KG, E, D) is semantically se-
cure against passive adversaries if a passive adversary A, which is probabilistic

polynomial-time, cannot distinguish the ciphertexts of any two messages my
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and my [41]. That is, for any passive adversary A,
PrIKG(1") — (PK,SK) : A(PK, E(PK,my)) =b] = 1/2+ ¢(n),

where €(n) is negligible and the probability is taken over b and the random coin

tosses of KG, E and A.

2.2.2 Security against adaptive chosen ciphertext attack

The adversary A has two probabilistic polynomial-time algorithms A; and As,
as described above. Comparison to the passive adversary, the active adversary
can access the decryption oracle DO. The attack is non-adaptive if only A; can
access DO. In the active attack, both A; and A, can access DO. The adaptive
chosen ciphertext attack on an encryption scheme works as follows [86]. An
adversary A of the attack has two probabilistie polynomial-time algorithms A,
and As. A; takes as input PK, makes:some queries to the decryption oracle
DO adaptively, and outputs two messages my and m;. Then, the encryption
oracle randomly chooses a bit.b and encryptsm, as ¢ = E(PK,m;). Ay takes
as input PK, ¢, my and m;, makes some queries to the decryption oracle DO
in an adaptive way, and outputs b'. The decryption oracle DO takes as an
input a ciphertext ¢, other than ¢, and returns its corresponding plaintext m’.

If ¢ is invalid, DO outputs 7.

Definition 2 A public key encryption scheme (KG,E,D) is semantically
secure against the adaptive chosen ciphertext attack if, for any adversary
A= (Ala A2>7
PHKG(1") — (PK, SK); APO(PK) = (mo,my) :
APO(PK,E(PK,my)) = b] = 1/2 4 €(n),

where €(n) is negligible and the probability is taken over b and all coin tosses

of KG, E, Ay and As.
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Random oracle model vs. Stand model

Random oracle model. The random oracle model assumes that hash functions
used in a scheme are "truly random” hash functions. Usually, protocols using
collision-resistant hash functions h are hard to be proven secure, so we assume
that h behaves like a ”truly random function”. This is a standard approach in
cryptography fields [12]. A truly random hash function takes as input a value
and outputs a random value. This assumption is called as the random oracle
model. Under the random oracle model, we cannot compute the hash value
h(v) of a value v, but we can query the result of h(v) to the random oracle.
Furthermore, since the output is random, one only can guess the correct result
for an input with the probability 1/2™ if the output is n-bit long. Note that the
queried results should be consistency, i.e., for the same input the oracle should
output the same value. Although_seeurity under the random oracle model is
not rigid, it does provide satisfactory-security-argument to a scheme in most
cases [18]. Since there exist signature and-encryption schemes which are secure
in the random oracle modelybut forwhich-any implementation of the random
oracle results is insecure schemes [18].

Standard model. In the standard model [23], we do not assume that the
hash function A is random. Let the hash function h is a collision-resistant
hash function. The security in the standard model is based on the well-known
cryptographic assumptions, such as the hardness of the factoring problem, the
hardness of the discrete logarithm problem, the hardness of DH problem and
DDH assumption, etc.

2.3 Definition

We provide definitions for a key-evolving public-key encryption scheme. In the
definition, we assume that there exists a secure device, which saves updating

information of secret key for the decryptor.
Definition 3 A key-evolving public key encryption scheme KE-ENC consists
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of four algorithms (KG,UPD, E, D):

1. Key generation algorithm KG: it is a probabilistic polynomial-time al-
gorithm that takes as input a security parameter n and possibly other
parameters and returns a base public key PK and corresponding base
private key SKy. That is, KG(1") = (PK,SKy, s), where s is the sys-
tem secret (trapdoor). If TA is involved, KG distributes s to it; otherwise,
KG simply discards s.

2. Private key update algorithm UPD: it takes an input the public key PK,
the private key SK;_i of time period j — 1,5 > 1, and outputs the new
private key SK; of time period j. That is, UPD(PK,SK;_4,j) = SKj.
If TA is involved, UPD interacts with TA to compute SK;.

3. Encryption algorithm E: it takesas input the base public key PK, a mes-
sage m, and the time-period indicator J and outputs the ciphertext ¢ of m
at time period j. We use B(PK|myj) =(4,c) to denote the encryption.
E maght be probabilistie.

4. Decryption algorithm D:“it takes as@nput the ciphertext (j,c) of time
period j and the private key SK; of time period j' and outputs m if and
only if j = j'. That is, D(SK;, E(PK,m,j)) =m.

We set no limit on the number of time periods. Key evolving can continue
till the limit set by the security parameter n. The mazimum number of time

periods 15 2".

We assume a single TA for simplicity. In practicality, we distribute trust to
multiple trusted agents such that each T'A; holds a share s; of the system secret
s. The decryptor with private key SK;_; and the TA’s together can compute
SK; in a secure way, such as, through the secure multi-party computation.

Note that the time period is part of the ciphertext. When the decryptor
gets (7, ¢), he uses his private key SK; to decrypt the ciphertext. It may be that
the decryptor gets (j,¢) at time period j’, j* > j. In this case, the decryptor
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cannot decrypt it. Therefore, KE-ENC is better used for applications that
need on-line decryption.

The key-evolving scheme cannot guarantee the desired security if the de-
cryptor does not delete the old private key after getting the new one. It would
be better to ensure erasure of old private keys by some system mechanism.

In addition, we consider the security of the scheme after the attacker gets
some private keys additionally. Our schemes achieve the z-resilient property,
that is, an adversary who gets z private keys does not obtain any information

about a ciphertext.

Definition 4 (Resilience) Assume a security model for public-key encryp-
tion scheme. A key-evolving public-key encryption scheme Ke-ENc=(KG,
UPD, E, D) is z-resilient if the attacker cannot break the encryption scheme
under the assumed security model eventifrhe gets z private keys SK;, , SK;

Ji’ J2r°
SK;..

Since the attacker gets z private keys, breaking does not include obtaining
the corresponding plaintext of.a ciphertext that is encrypted with any of the

private keys.
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Chapter 3

Key-Evolving Public Key

Encryption Schemes

In the chapter, we present three keyrewolying encryption schemes. The first
KE-ENC scheme is based on the discretedogarithm problem, which is z-resilient
and semantically secure against.passive adversaries. We then modify the first
scheme to become semantically secute against the adaptive chosen ciphertext
attack under the random oracle model. Finally, we present the key-evolving
encryption scheme under the standard model. Before describing the encryption

schemes, we list notations used in this chapter in next section.

3.1 KE-ENC against passive adversaries

Our first scheme KEENCBASIC is shown in Figure 3.1 and 3.2. The scheme
consists of four algorithms: the key generation (KG) algorithm, the key
update (UPD) algorithm, the encryption (E) algorithm and the decryption
(D) algorithm. Let f(z) denote a polynomial function with z degrees, says
flz) = 31=0 aa’. We also assume that there are 2 TAs. The main idea is to
treat f(j) as the secret key of time period j. The public key of time period
4, ¢'9), is computed from PK and time j. Initially, a decryptor randomly

selects a z-degree polynomial function. The decryptor keeps f(z) secretly and
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publishes the base public key PK = (g®, ¢*,..., g**). Then, the decryptor
holds the secret key f(0) and distributes f(z;) to TA; for 1 < j < z. When
time transfers from j —1 to j, the decryptor updates his secret key from SK;_,
to SK; with the help of the TAs and deletes SK;_;, immediately. We use the
ElGamal-like [27] encryption scheme for encryption and decryption. When an
encryptor wants to send a message to the decryptor at the time period j, the
encryptor first computes PK; from the base public key. Then, he computes
ciphertext ¢ = (j',a, s) (refer to Figure 3.2) and sends ¢ to the decryptor.
The decryptor with SK; can decrypt it if j* = j; otherwise, he discards the
message. Note that p = 2¢ + 1, where p, ¢ are primes. Then G, = QR, =
{¢* mod p|lg € G}. That is, all elements in G, are quadratic residues. Since
G,’s order is prime, each element in G, is a generator except 1. One cannot

get one-bit information of quadratic residuosity.

Correctness. The correctness of decryption, follows easily since

s/l =m. H(gai)kji/gkf(j) = m g™ gD = .
i=0

Efficiency. In each time period j, we can pre-compute

1=0

It needs z + 1 modular exponentiations and z modular multiplications, which
is independent of the time period j. After pre-computation, each encryption
takes 2 modular exponentiations and 1 modular multiplication only. Each de-
cryption takes one modular exponentiation and one modular division. There-

fore, our scheme is very efficient in computation.

The public key consists of (z + 1) n-bit values and the private key consists
of one n-bit value only, which are both independent of the total number of

time periods. The number of time periods can be as large as 2".
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1. Algorithm KG(1", 2):

(a) Randomly an n-bit prime p = 2¢ + 1, where ¢ is also a prime. All
operations work over Z, except being stated otherwise. Let Gy be
the subgroup of order ¢ in Z7 and g be a generator of G,.

(b) Randomly select a degree-z polynomial f(z) => 7 ;a;z" mod g.

(c) Set the public key and base private key as
PK = (¢g*,¢9™,...,¢g%) and SK,= (f(0)).

(d) Let TA hold f(z;), for some random z; € Z,,1 < j < z.

2. Algorithm UPD(PK, SK;_;): the decryptor Bob and TA together com-

pute SK; = f(j) from theirshidres.in a secure distributed way.

Figure 3.1: KEENcBAsIc(partl) “~diserete logarithm based key-evolving en-
cryption scheme with z-resilienge and semantie security against passive adver-

saries.
3.1.1 Security analysis

We now show that KEENCBASIC is semantically secure against passive ad-
versaries even the z decryption keys are disclosed. Let the z decryption
keys be disclosed at time period j;,---,j,. Our scheme achieves forward
and backward securities since an adversary cannot find two messages mg and
my whose ciphertexts are polynomially distinguishable at any time period j,
j # 31,1 <1 < z. That is, an adversary cannot get more information at any
other time period, except time period ji,--- , j,. This property guarantees our

scheme with forward and backward securities.

Theorem 5 Assume that the DDH problem is hard. For KEENCBASIC, given
public key PK=(g",g",...,9%) and z private keys SKj,, SKj,,...,SK;., no
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1. Algorithm E(PK,m, j): randomly select k € Z,, m € G, and compute
i=0
and return the ciphertext (j, @, s).

2. Algorithm D(SKj, (j,a, s)): compute and return m = s/af) where
SK; = f()-

Figure 3.2: KEENCBASIC(part2) — discrete logarithm based key-evolving en-
cryption scheme with z-resilience and semantic security against passive adver-

saries.

probabilistic polynomial-time adversary can distinguish the ciphertexts of any

two messages mo and my € G, at time-perod §y.7 # ji, 1 <1< z.

Proof. We reduce the DDH problem to the distinguishing problem of my
and m; at time period j. Assume that mg.and m, are distinguishable with a
non-negligible advantage €(n) by a probabilistic polynomial-time adversary .A.
We construct another probabilistic polynomial-time adversary B to solve the
DDH problem (with a non-negligible advantage €(n)).

Let (g1, g2, u1, uz) be the input to the DDH problem. We let a = log,, go and

randomly select b;,, bj,, .

..,bj, € Z,. There is a degree-z polynomial f'(z) =
Yoo @i mod ¢ that passes k + 1 points (j,a), (j1,b5,), (42, bjp)s - - -, (421 b))
Note that a = f/(j). Although we don’t know a, we can compute g%,
0 < ¢ < z, by Lagrange’s interpolation method. We set the public key
PK = (g%, g%,...,¢g%) with the base generator g; and z private keys
SK;, = (b;,), 1 <1 < z. To pose a ciphertext challenge to A, the encryp-
tion oracle randomly selects a bit b and computes the ciphertext (7, uy, mpuz)

of my. The adversary B outputs 1 for the input (g, go, u1, us) if and only
if A’s output is equal to b for the challenge (j, w1, myus). We can see that
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if (g1, 92, u1,u2) = (01,02.97,95), r € Z,, the ciphertext outputted by the
encryption oracle has the right distribution for each my and m;. That is,
PrA(PK, (j,u1,mpuz)) = bl = 1/2+ e(n). If (91,92, w1, u2) = (91,92, 91", 95°),
r1,72 € Z4, the distributions of ciphertexts for my and m, are equal. Thus,
Pr[A(PK, (j,u1, mpuz)) = bl = 1/2. Therefore, B solves the DDH problem

with a non-negligible advantage €(n). O

3.2 KE-ENC against adaptive chosen cipher-

text attack

We propose two secure public key encryption schemes under the random oracle

model and the standard model.

3.2.1 Under the random oracle model

We modify KEENCBASIC te be semantically secure against the adaptive cho-
sen ciphertext attack under the random oracle model. The scheme also consists
of four algorithms: KG, UPD, E and D."The modified scheme, KEENCROM,
is shown in Figure 3.3. Let f(z) = Z;ZZ) a;x'. We treat f(j) as the secret key
and ¢/ the public key of time period j. The KG and UPD are similar to
these of the KEENCBASIC , but the public key contains three additional hash
functions Hy, Hy and Hs in which Hy, Hy, H3 are random oracle hash functions
with output length dependent on n. The idea is to use randomness of hash
functions. In encryption algorithm, we construct a (probabilistic) trapdoor

one-way permutation
hyy(r) = (g%, -y k ® H(j,7))

for time period j, where y = ¢/) and the trapdoor is f(j). The message is en-
crypted with one-time pad Hs(j, 7, k). The hash value Hs(j, 7, k, m) forces the
querist to be aware of m. The ciphertext ¢ is (j, a, 81, 02, S, h) (see Figure 3.3

25



for detail). When the decyrptor wants to decrypt the ciphertext ¢, he checks
whether a = ¢g* and h = Hjs(j,r, k,m) in which r, k and m refers to Figure 3.3.
The lengths of the three hash functions are not the same. The length of H; is
the same to |k| where |k| denotes the bit-length of k. The length of H, is the
same to |m| where |m| deontes the bit-length of m.

Correctness. We can see that

B, /o) = . gIG) 1) — .
ﬁ? D Hl(jﬂﬂ) = (k D Hl(jvr)) S Hl(jvr) - k7 and

5D HQ(ju r, k) = (m@ HQ(ju r, k)) D H2(j,7’, k) =m.

Efficiency. Encryption and decryption computation time is similar to that
of KEENCBASIC. After pre-computation, each encryption takes 2 modular ex-
ponentiations, 1 modular multiplication and. 3 hash operations. Each decryp-
tion takes 1 modular exponentiation} I modulardivision and 3 hash operations.
Again, computation time isfindependent of the time period j. Therefore, this
scheme is as efficient as KEENCBASIC:

Again, KEENCROM'’s publie key consists of (z+1) n-bit values and private
key consists of only one n-bit value, which are both independent of the total

number of time periods.

3.2.2 Security analysis

Assume the random oracle model, which postulates that H;, Hy and Hs are
"truly random” hash functions. We show that KEENCROM is semantically
secure against the adaptive chosen ciphertext attack. As KEENCBASIC stated,
assume that an adversary can get z decryption keys in advance. Let the z de-
cryption keys be disclosed at time period ji,--- , j,. Since an adversary cannot
find two messages mg and m, whose ciphertexts are polynomially distinguish-
able at any time period j, 7 # 7,1 < [ < z such that our scheme achieves

forward and backward securities.
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Theorem 6 Assume the random oracle model and that the discrete logarithm
problem is hard. For KEENCROM, given public key PK = (g%, ¢",...,g%)
and z private keys SK;,, SK;

s -+ OK;,, no probabilistic polynomial-time ad-
versary with access to the decryption oracle is able to find mo and m, in Gy
such that their ciphertexts at time period j, 7 # ji,1 <1 < z, are distinguish-

able.

Proof. Let n be the security parameter (or complexity measure). Let an
adversary A that can distinguish the ciphertexts of two messages mg and m;
with a non-negligible probability even knowing z private keys and being able
to query the decryption oracle adaptively. A consists of two probabilistic
polynomial-time procedures A; and A,. A; takes as input the public key PK
and z private keys, makes some queries to the decryption and hash oracles,
and outputs two messages mg andymii. ‘As takes as input the public key PK, z
private keys, mg, mq, and the'ciphertext £( P K, my, 7), queries the decryption
and hash oracles adaptively, and outputs'd’, whére b is a random bit. We say
that A attacks the scheme successfully if Pr[b =¥'] = 1/2 + ¢(n) for some non-
negligible function €(n), where'the probability‘is taken over b and the internal
coin tosses of Ay, Ay, KG and z private keys. We show that we can construct
a probabilistic polynomial-time algorithm B to solve the discrete logarithm
problem with a non-negligible probability by using A.

By the random oracle paradigm, one cannot get hash results without query-
ing the hash oracles H;, Hy and Hj except with a negligible probability. It
means that one has to know the input to the hash oracles. Therefore, one has
to know r and k, and thus can solve the discrete logarithm problem, which
contradicts to the assumption.

Assume that A makes g4 queries to the decryption oracle and ¢, queries to
the hash oracles within time bound ¢(n) and gains an €¢(n) advantage. Without
loss of generality, let the hash results of H;, H, and Hj3 be of length n. Our
simulation for the hash and decryption oracles is as follows. The simulator S

maintains a table T for the random oracles for consistency. When A makes a
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hash query (j',7') to Hy, S checks whether (j',7’) is already in T'. If (5/,7') is in
T, it returns the hash result in 7T'; otherwise, it returns a random value ¢’ and
puts ((j',7), ) into T. When A makes a hash query (5,7, k') to Ha, S checks
whether the query in 7. If yes, S returns the hash result ¢’ to A; otherwise, he
randomly selects ¢’ and adds ((j',7, k"), t') to T" and returns ¢’ to A. The same
is done for the queries to Hs. If (j/,r/, k', m’) is queried in T', S returns the hash
result ' to A. Otherwise, S selects a random value b/, adds ((5/, 7", k', m’), h")
to T, and returns A’ to A. For the decryption oracle, if (j/, ¢/, 3], 55,8, 1)
is queried, S checks whether (j',7'), (5,7, k'), and (j',7', k', m’) with o/ =
g" have been asked. If either one of them is not asked, S returns ”invalid
ciphertext”. Otherwise, we can verify (5, o/, 3}, 85, s', ') by checking o/ = ¢g*',
By =1 (¢7UNF By =K @ecr, 8 =m @cyand B = ¢z where ¢ = hy(j',7"),
co = ho(j',r', k') and c3 = hs(j', 7', k',m’) are in T and m/’ is the corresponding
plaintext. If it is so, it return§ m’; otherwise, it returns ’?’, which means
that the input ciphertext isinvalid. Note that .S may be wrong on returning
"7 since (57, d/, 01, 8%, s’ h'Y may be valid.  Buty this occurs with probability
1/23" only due to the random oragcle'model. Now, S constructs a ciphertext
E(PK,my,j") = (j,d, 01, 85, s" kW ysueh that s = m, ® ho(j’,r', k') and b = 0,
or 1, then S runs A2 Ha D2 (pre G pcrg o my E(PK, my, 7)) as it did
to Aj.

Let F; be the event that A does make a query (j,7) to the H; hash oracle,
or a query (j,r, k) to the Hy hash oracle, or a query (j,r,k,m) to the Hj
hash oracle. Let Fy be the event that A makes a correct decryption query

(4., 51, 85, 8, h'), but without querying appropriate hash queries. We have
Pr[Ey] < q27%" < t(n)27%".

Since without querying the hash oracles on proper r, k£ and m, A has no

advantage in distinguishing mg from m,. Thus, we have

PI‘[AQ(PK, SK,S7m0,m1,E(PK, mb,j)) = b|_|(E1 V E2>] = 1/2
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Since A has €(n) advantage in guessing b, we have
1/2+¢€(n) = Pr[Ay(PK,SK's,mo,m1, E(PK,my, j)) = 0]
= Pr[As(-) = b|E5] Pr[Ey]
+ Pr[Ay(+) = b| By A By - Pr[E} A By
+Pr[As(-) = b|Ey A E1] - Pr[E) A B
< t(n)27%" + Pr[Ey] + (1/2) Pr[Ey].

This implies that Pr[E;] > 2¢(n) — t(n)273" L

The algorithm B of solving the discrete logarithm problem works as fol-
lows. On input (g,y), it randomly selects a degree-z polynomial f'(z) =
> oaix' mod g. It sets the decryption key SK; of time period j as f'(j) and
SK;, = f'(ji) as the given exposed decryption key of time periods j;, 1 <1i < z.
B calls Ai(g®, g*,...,9%,5K,,,SK;

J2o *

.., SKj,) to find mg and m; with the
simulator S to answer queries,+ It then randemly selects r, ¢;, ¢ and c3 and
feeds the ciphertext (4, c)= vy, ry°5i, 6, cayca)-to As, where ¢y, ¢y and c3 are
randomly chosen and consistent with-S’s answers to hash queries. Finally, B
outputs k if (5,7), (7,7, k), ot<(4, 7, k, m)have been queried to the hash oracles
and ¢g* = y, where k is either quetied-in'(y, 7, k) or (j,r, k,m), or is equal to
1 ® Hy(jg,r).

By the above argument, A, queries (j,7), (j,r, k) or (j,7, k,m) of appro-
priate form with probability Pr[E;] = 2¢(n) — t(n)23"*1. Therefore, the prob-

ability of g¥ =y is 2¢(n) — t(n)273"*! at least, which is non-negligible. O

3.2.3 Under the standard model

Now, we modify KEENCBASIC to achieve the security against the adaptive
chosen ciphertext attack under the standard model. The scheme is shown in
Figure 3.4 and Figure 3.5. Comparison to KEENCROM, we assume that a
hash function H is collision-resistant but not random. For such a function H,
it is infeasible to find two distinct inputs vy and v such that H(vy) = H(vq).

A hash function H is chosen from the collision-resistant hash family H.
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At first, we choose five z-degree polynomial functions at random,
fao (@), far (), fo, (@), fay (@), fo, (), where fo (x) = Y7 ajx’ for 0 < j < 2
and fy, (x) = > ;o bja’ for 1 < j < 2. The decryptor saves the constant term
of each of polynomial functions as the initial secret key SKy. The decryptor
and TA compute the secret key SK; of time period j in a secure way. The
public key consists of g, h, ¢, p, H and commitments of the coefficients of these
polynomials.

To encrypt a message m at time period j, the encryptor computes
the following value (j,a,f3,s,0), where a = ¢F, B8 = h* s = m -
gkfao(j)7 5 = gkfal(j)hkfbl () (gkfag(j)hkfbg(j))v and v = H(j,a,f3,s) for
a random k € Z,. The decryptor can decrypt as long as he has

K = (a0 FanG)s Son (), Fun), fb2< j)}. The decryptor computes v/ =
H(j,a, 3,s) and checks if afa()Hfaz (V' 3Fo, G)+fo, GV — 5 If s0, he decrypts
and obtains m.

Correctness. Let SK; = fuo(7)s Farld)sio, (3), fas(7), foo(J)} and a cipher-
text of mis (4, o, B, s,8). If o= H(j, [, 5), then afa1 () +faz()v 3fe, ()10, ()0 —
e G) ghfan (0D oy G) ko, )20 L TR GIRIER () ghox G0 pR1, OY) = 6. We can
obtain the message m by computingsfede ) = m . gFfao() /afa0 i) = m

Efficiency. After pre-computation, each encryption takes 5 modular expo-
nentiations, 2 modular multiplications and 1 hash operations. Each decryption
takes 3 modular exponentiations, 1 modular division, 2 modular multiplica-
tions and 1 hash operations. Computation time is independent of the time
period j. Therefore, this scheme is as efficient as KEENCBAsIC.

Again, KEENCSTM'’s public key consists of 3(z + 1) n-bit values and pri-
vate key consists of only one 5n-bit value, which are both independent of the

total number of time periods.

3.2.4 Security analysis

Assume the DDH assumption. We show that KEENCSTM is semantically se-

cure against the adaptive chosen ciphertext attack. For time period j, the
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decryption key SK; doesn’t be disclosed, an adversary cannot distinguish
E(PK,my,j) from E(PK,my,j). Therefore, our scheme has forward and

backward securities.

Theorem 7 Assume the DDH problem is hard. For KEENCSTM, given pub-
lic key PK = (g, h,q, H,{w;, ¢, di }o<i<z) and z private keys SK;,,1 < i < 2,
no probabilistic polynomial-time adversary with access to the decryption oracle
is able to find my and my in G, such that their ciphertexts at time period j,

Jj# g, 1 <1<z, are distinguishable.

Proof. Assume that the scheme does not have the desired properties. There
is an adversary A that can distinguish the ciphertexts of the two messages
mgy and m; with a non-negligible probability even knowing z private keys
and being able to query the decryption oracle (DO) adaptively. A has two
probabilistic polynomial-time procedures Ayrand A,. A; takes as input the
public key and z private keys, makes soine;chosen-ciphertext queries to (DO),
and outputs two messages=mo and mj. A, takes as input the public key
PK, z private keys, mg, my,-and- the‘ciphertext E(PK,my,j), queries (DO)
adaptively, and outputs b’, where'bisarandom bit. We say that A attacks the
scheme successfully if Pr[b = '] = 1/2 + ¢(n) for some non-negligible function
¢(n), where the probability is taken over b and the internal coin tosses of
Ay, As, KG and z private keys. We show that we can use A to construct a
probabilistic polynomial-time algorithm B for solving the DDH problem with
a non-negligible probability.

Let the input of DDH be (gy, ga, u1, uz). We construct a simulator S that
simulates A’s view in its attack on the algorithm. The simulator S contains
an encryption oracle £O and a decryption oracle DO. We will show that the
simulation of A’s view will be nearly perfect if the quadruple is from D and A’s
advantage is negligible if the quadruple is from R. We construct the simulator

S as follows.

1. Key setup. The public key is constructed as follows.
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(a) Randomly select a;,,--- ,a;, bj,--- b, over Z,.
(b) There is a z-degree polynomial function fJ (z) = > ;a2
mod ¢ that passes z+1 points (j,a), (j1,a;), -, (Jz,aj.), where

a = log,h is unknown. Randomly select z + 1 points (j,e-a), (j1,e-
bjr), -+ (Jzr e~ by,) and let ff! (x) = 377 bg 2 mod ¢ passes these
points. Let w] = g@.ih%.i for 0 < i < z. Although a is unknown,
we can compute w; for 0 < i < z by Lagrange interpolation. Thus
(@) = 77 (ag; +abf,;)x* mod ¢q. Now, we construct ¢; and

ago

d; as follows. Let f, (z) = > 7 ,a) 2" mod ¢ that passes z+41

z

points (j,a + 7“1,1)7 (j17T1,2)7 ce 7(jzarl,z+1>> féz () = Zizo Glgﬂi
mod ¢ that passes z+1 points (j,a + r21), (J1,722), -, (Jzs T2.241),

fi(x) = > V2" modq that passes z+1 points (j,a +
r31), (J1:732), -+ (o Taepa) and fy (x) = 07 by ,a° mod ¢ that
passes z+1 points (fy@+raa), (Ja, 7a2), - -+ 5 (Jzy Ta241), Wherer; ; €p

Gy for 1 < i < 41 < 82 41 " Then, ¢, = g“llﬁihbllvi and d; =

g2 for 0 < &< z by Lagrange interpolation. We can fix e = 0.

(¢) Then we set the public key as follows.

PK = <g7h7 Q>H7 {w, C/‘ d;}0§i§z>>

1) )

where H is a family of collision-resistant hash functions, g = ¢g; and

h:gg.

The key generation is a bit different from the actual cryptosystem; how-

ever, the effect is the same.

2. Challenge. Feed the public key PK and the z private keys SK =
{bj, 1. ebj, 71,72, 73,74}, 2 <1< z+1, to A; and get two messages
moy and m, in G,.

3. Encryption. Randomly select a bit b € {0,1} and compute

Fil @) i (9)
o =uy, [ =ug, 8 =my-u} uy® and
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§ = u{al(j)ugbl (j)(itica?(j)ugb2 (j))vl

I

where v/ = H(j,0a/, 3, s'). Then, the encryptor returns the ciphertext c
= <j7 O{/’ /6/7 8/7 6/>

4. Decryption. Given the ciphertext ¢, DO checks if ¢ is valid by verifying

=9

(OO T D hiy O

If it is not valid, the oracle rejects it. Otherwise, DO returns

m = s'/u{ao(j)ugbo(]).
This completes the description of §. The adversary B takes as input
(91, g2, u1, uz) and outputs 1 if b = As(s’). To complete the proof, we show:

1. If (g1, g2, u1, ug) is from D, the joint.distribution of the adversary’s view
and the hidden bit b issstatically indistinguishable from that in the actual
attack.

2. If (g1,92,u1,u2) comes fromR, theidistribution of the hidden bit b is

independent of the adversary’s view.
The theorem follows immediately from the following two lemmas.

Lemma 8 If the S’s input (g1, g2, u1,us) is from D, the joint distribution of
the adversary’s view and the hidden bit b is statically indistinguishable from

that in the actual attack.

We need argue two things. One is that the output of DO and £O has the
right distribution. The other is that DO rejects all invalid ciphertexts except

with a negligible probability. Since the input comes from D, we have that u;
(/l/ . fl/ N
= ¢} and uy = g} for some r. Thus, o = uy, f' = uy, ' = my - u{ O(J)u;‘)m

and ¢ = u{“l(j)ugbl(j)(u{”(j)ugbz(]))“', where s and ¢’ can be computed by

the Lagrange interpolation and v' = H(j,o/,3’,s"). Hence, the output of
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the encryption oracle £0 has the right distribution. In addition, the cipher-

text ¢ = (j, o/, 7', ',¢') is an valid ciphertext. Therefore, DO outputs m;, =
S ful iy () fég(a)

Moreover, we will show that DO rejects all invalid ciphertexts, except with

a negligible probability. Consider that the invalid ciphertext (j,o/, 3, s, ).

Since the adversary knows at most z values of f; (-), fy (), fi, (), f3,(), fo,(*)

and f; () other than j. Let log denote log,, log h = a, ¢; = gl D pfn ) anq

d; = gf‘/12 Dpf0) From the public key ¢; and d;, we obtain two equations:
logc; = fo,(j) + afy, (), (3.1)

logd; = f3,(7) + afy,(j)- (3.2)

From the output of the £O, we obtain another equation:

log " =1+ f, () + rax'fy, () + 0 fo,(j) + v'ra- f1,(5).  (3.3)

If the adversary submits an invalid ciphertext-(j, o*, 5%, s*,0%) to DO, ie
r1 = logu; # loggus = me. DO will -reject, unless the point P
(fo,(9), fo,(9), £3,(4), f3,(4)) lies on the hyperplane H defined by

ay

log0* =ry- fo (j) +rea- fy,(j) +0'r1 - fo,(5) + v rea- fy,(4)) (3.4)

where v* = H(j,a* f*, s*). Since Equations 3.1, 3.2 and 3.3 are linearly
independent, the hyperplane H intersects P at a line.

The first time the DO rejects an invalid ciphertext, except with probability
1/q. However, the iy, query will be rejected, except with the probability at
least 1/(q — i + 1). Following the result above, DO will rejects all invalid
ciphertext, except with negligible probability.

Lemma 9 If the S’s input (g1, go, u1,uz) is from R, the distribution of the

hidden bit b is independent of the adversary’s view.

We should show that if DO rejects all invalid ciphertexts, the distribution

of the hidden bit b is independent of the adversary’s view. Let r;1 = logu,
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and 7y = logg,us. Assume that ry # r5. The public key w; = gf%(j)hf’%(j)

determines the equation:

logw; = fo,(4) + afy, (7). (3.5)

Moreover, if the DO only decrypts valid ciphertexts ((j,a/, ', s’,¢’)), then
the adversary obtains only linearly dependent relation r'logw; = r'f (j) +
r'af, (7), where 7' = logu;. Thus, no further information about (f; (7), f5, (7))
is leaked.

. (G oG
Consider that the output of £O, we have s’ = my, - u{ O(J)u;()m. Let 7 =

() 0
log 7 =11y (4) +r2afy (5)- (3.6)

Equations 3.5 and 3.6 are linearly independent. We can view 7 as a one-time
pad. As a result the bit b is independent of the adversary’s view.

Next, we prove that DQ:will reject: all invalid ciphertexts, except with a
negligible probability. Based on the adversary’s.view, we examine the distri-

bution of P = (f; (7). f1, (G fi, ) Foy(G)) € Zy. From the output of £O, we

ai

get the following equation:

logd" =y - fo,(j) +r2a- fy,(5) +0'r1 - fo,(5) + V'raa - fy, (4))- (3.7)

From the adversary’s view, P is a random point on the line L formed by
intersecting the hyperplane of Equations 3.1, 3.2 and 3.7. Let 7] = logu) and
rh, = logg,ub. If the submitted ciphertext ((j, o/, 3',s’,¢’)) is invalid, there are

three cases to consider:

1. Case L. (o/,,5') = (a,3,8). Since §' # §, the decryption oracle still

rejects.

2. Case II. (o/, 7, ¢') # (o, B, s) but the hash value is the same. This im-
mediately violates the collision-resistance of our hash function. There-

fore, this cannot occur with non-negligible probability.
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3. Case IIl. (¢/,(,s") # (a,3,s) and the hash value is not the same.
Unless the point P satisfies the hyperplane logd’. Otherwise, DO will
reject. Moreover, Equations 3.1, 3.2, 3.4 and 3.7 are linearly indepen-
dent when o # o, ry # r] and ro # 1. It follows that the decryption

oracle rejects, except with a negligible probability.

Now, we consider the case that
when t # j, the tuple (£, (7), £2,(7)s £, G), £, () £ (6, £oa () £, (8), £, (8)
is uniformly distributed subject to several constraints. At first, we have Equa-
tions 3.1, 3.2 and 3.7. Next, we have the two equations from the public key:

From the public key ¢; and d;, we obtain two equations:
log e, = f1,(t) + afy, (t). (3.8)

log d, =flt)ek afr, (0). (3.9)

Since the adversary could have 2 se¢ret keys other than 5 and ¢, he can knows

z values of each of f; (-), g (-); fo, (-} and fy{-). Therefore, the following

as

relations hold:

Jo, st A0 = 51 (3.10)
Jar(3) 4 Ao, () = 52 (3.11)
Jon(G) + My, (1) = s3 (3.12)
oo (3) + Ay, () = 54 (3.13)

where A\ is the Lagrange coefficient A = (j —71)(j —72) - -+ (J — 7.) /(t — J1)(t —
Jo) -+ (t = 7.). Now we have more equations than unknowns. However, it is
easy to see that Equation 3.12 is linearly dependent on Equations 3.1, 3.2 and
3.10 while Equation 3.13 is linearly dependent on Equations 3.8, 3.9 and 3.11.
Thus, there are 7 linearly independent equations and 8 unknowns. Consider
that the ciphertext ((t,a”,3",s",9"”)) submitted by the adversary is invalid.

DO will rejects unless

log 0" =1y - fo, (t) +r2a- fi (t) + V"1 - fo,(t) +0"ra - f (1), (3.14)
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Looking at all 8 Equations 3.1, 3.2, 3.7- 3.11 and 3.14, we see that they are

linearly independent when the following three conditions hold:
1. loguy # logg,us. This is true since (g1, g2, u1, u2) is a random tuple.

2. loga” # log,,”. This is true since the ciphertext ((t,a”,3"”,s”,6")) is

invalid.

3. H(j,o/, (', s") # H(t,a", 3", s"). This is true since j # t and H is chosen
from a family of collision resistant functions. The collision resistance
of H is necessary since the adversary’s choice of j, ¢ is not known in

advance.

Therefore, the ciphertxet is rejected except with negligible probability at most
1/q. The ith query except with probability at most 1/(¢—i+1). This completes

the proof. O
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1. Algorithm KG(1", 2):

(a) Randomly select an n-bit prime p = 2g+ 1, where ¢ is also a prime.
Let G, be the subgroup of order ¢ in Z; and g be a generator of G,.
(b) Randomly select a degree-z polynomial f(z) => 7 ;a;z" mod g.

(c) Hy, Hs, Hs are random oracle hash functions.

(d) Set the public key and base private key as
PK = (g%, g™, ...,9%,p, H,Hs, H3) and SKy= (f(0)).

(e) Let TA hold f(z;), z; € Z,, 1 < j < z.

2. Algorithm UPD(PK, SK;_1): the decryptor Bob and TA together com-
pute SK; = (f(j)) from their'shares'in a secure distributed way.

3. Algorithm EAvH2Hs(PK . 7) vandomly. select k € Z, and 7 € G,

compute

2,

a=g" pi=r ([Jgi)ysr 0"
=0

62 =k S Hl(ja 7“), s=mod HZ(j? T, k)> h = H3(j7 T, kam)v
and return the ciphertext (j, v, 01, (2, s, h).
4. Algorithm DfvH2Hs(SK. (j «, By, Ba, 5, h)):

(a) Compute r = 1 /a/W k=3, ® Hi(j,r) and m = s ® Hy(j,7, k).

(b) Check whether o = ¢* and h = Hs(j,r, k,m). If it is so, return m;

otherwise, return ’7’.

Figure 3.3: KEENCROM - discrete logarithm based key-evolving encryption
scheme with z-resilience and semantic security against the adaptive chosen

ciphertext attack under the random oracle model.
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1. Algorithm KG(1", 2): let H be a collision-resistant hash function selected

from a family of collision-resistant hash functions.

(a) Randomly select an n-bit prime p = 2¢+ 1, where ¢ is also a prime.
All operations work over Z, except being stated otherwise. Let G,

be the subgroup of order g in Z; and g be a generator of G,.

(b) Randomly select five degree-z polynomial functions f, (z) =

Yoioajr for 0 < j<2and f, (z) =37  bja’ for 1 <j <2
(c) Set w; = g, ¢f = gsuihb e andid; = g*2h*i for 0 <i < z.

(d) Set the public key and base private key as

PK = (g; h7Q7H> {w* Cik d;}0§i§z>

v )

and

SKo = {fao(())?fal(o)v fb1(0>7fa2(0)7 fb2(0>}

(e) Let TA hold {fao(l'j)afa1(xj)’fb1<$j)afaz(xj)asz(wj)}v T € Zq7 1 S
7] <z

Figure 3.4: KEENCSTM (part 1)- discrete logarithm based key-evolving
scheme with z-resilience and semantic security against the adaptive chosen

ciphertext attack under the standard model.
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1. Algorithm UPD(PK, SK;_;): the decryptor Bob and TA together com-
pute SK; = (fay (1), far (5)s for (3)s fas(3)s fa (7)) from their shares in a

secure distributed way.

2. Algorithm E(PK,m, j): randomly select k € Z,, compute

a=d¢".3=h, s=m- H(wl*)k’] —m - Mo and
i=0

0= H(cj)ka‘ . (H(d;.k)kji)v _ gkfal(j)hkfbl(j)(gkaQ(j)hkbe(j))U,
i=0 i=0
where v & 11 (7, a, B, 8). Thenls the encryptor returns the ciphertext C
= (J,a,B,s,0).

3. Algorithm D(SK7, (j, a;85s,0)).

(a) Compute v = H(j,a,[3,5).
(b) Check if afa1 @)+ faz (v 3Fo (NH+Fo, (v — 5,

(¢) If so, compute and return m = s/afa0 ().

Figure 3.5: KEENCSTM (part 2) — discrete logarithm based key-evolving
encryption scheme with z-resilience and semantic security against the adaptive

chosen ciphertext attack under the standard model.
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Chapter 4

Distributed and Proactive

Key-Evolving Encryption

In this chapter, we describe the procedure for a key evolving with TA. Then,
we use the proactive mechanism to protect the.TAs. Furthermore, we propose
a key-evolving encryption in a_distributed way. -Multiple decryptors decrypts
encrypted messages via distributed computing.~ Finally, we present how the
proactive mechanism protects the“secret of the decryptors. We assume that
involved n parties are connected by a'broadcast channel and any two parties
are connected by a private channel such that a third party cannot get messages

sent over the private channel.

4.1 Key evolving with TA

We propose two protocols for key evolving with TA. One is for distributing

TA’s secret. The other is for proactivizing TA’s shares.

4.1.1 Distributing TA’s secret

Assume that there exist z T'A’s and each T'A; holds a share f(z;), 1 <i < z,
where x;’s are distinct and large enough so that the maximum time period

never reaches them. At time period j — 1, the decryptor Bob holds SK;_; =
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f(j —1). Via the aid of TA’s, Bob would like to compute SK; = f(j), which
shall be known to Bob only. Assume that each pair of Bob and TA’s share a
private channel by which secret information can be passed between them.

We treat Bob as T'Ay and let o = j — 1. By the Lagrange interpolation
method, the polynomial that passes the shares of Bob and TA’s is

z

f@ =30 T ——=0

k=0 0<i#k<z

T Ay can compute s, = f(xg) - HOS@';&I@SZ%’ 0 < k < z. Therefore,
f(j) = > sk Our goal is that TA’s together compute f(j) and only T4,
knows f(j). Moreover, each T'A; does not reveal any information about its
share f(x;). Note that zg,xy,...,x, are known to all TA’s. We describe the

distributed protocol D-UPD for computing f(j) securely as follows.

1. First, each TA;, 1 < [5< z, selects a degree-z polynomial hy(z) =
Yo axt + s over Zy and sends hy(x;)to TA;, 0 < i < z, via the

private channel between them. Liet F'(z) = > 7 | hi(x).
2. Then, each T'A;, 0 <[ <%, computes'its share F'(x;) = > ., hi(z)).

3. Afterwards, each TA;, 1 < 1 < z, sends F(z;) to T'Ag via the private

channel between them.

4. TAy then computes the constant coefficient > 7 | s; of F(z) from F(zo),
F(z1),..., F(z,) by the Lagrange interpolation method and his private
key SK; = f(j) = so+ Y., s; at time period j.

Correctness. Following the protocol, D-UPD correctly computes the secret
key SK;. In the protocol, each T'A; does not have any information about
another T'A;’s share f(z;).

We can make the computation verifiable by letting each T'A; publish g*-°,
g™t g™= [30]. Each TA;, 0 <i < z, verifies whether he receives the right
share hy(z;) from T'A;, 1 <1 < 2, by checking g"@) = []i_, g%+*".
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4.1.2 Security analysis

We show that D-UPD is semantically secure against passive adversaries even

z shares are disclosed.

Theorem 10 Assume that the private channel exists. For D-UPD, given pub-
lic key PK=(g",g",...,9%) and z private keys SK;,, SKj,, ..., SK;_, no prob-
abilistic polynomial-time adversary can compute another share SK; in which

Proof. We construct a simulator to simulate the procedure. If one can com-
pute useful information from the transcripts of the real run, he can compute
useful information from the transcripts of the simulation. Since the simulation
does not disclose any useful information, an adversary can not compute any

useful information from the realstun. The simulation is described as follows.

Input: the shares si,so,- - Sy the P =+(g%, g™, ..., ¢9%) and let B =
{By, By, -+, B;} denote the'corrupted set.

z

1. Each B; € B, we select a degree-z polynomial h;(z) = 23:1 a; i1l + s;
over Z,. Then, B; sends hy(x;) to Bj, 0 < j < z.
2. Each B; ¢ B, we randomly selects h;(zo), ---, hj(xj_1), hj(zj+1), -,

h;(z,41) over Z,. Then, B; send B; h;(z;).

3. Then each B; € B computes the share F(z;) = > ;_, ly(z;) and send it
to Bo.

For B; € B, since the transcript (hi(z;), -, h.(x;)) in the simulation con-
sists of Z 4 1 random values that are selected from Z,, the transcript in the
simulation is identical to that in the real run. Since the simulation carries
no more useful information, the real procedure also does not disclose useful

information. This completes the proof. a
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4.1.3 Proactivizing TA’s shares

To protect TA’s shares, We use proactive cryptography further. Let P.S;, 1 <
i < n, be n proactive servers. In practicality, we can make TA’s as proactive
servers. We proactivize each T'A;’s share f(z;) into PS;’s. by the proactive
(t,n)-secret sharing scheme [47]. Each evolving time period j — 1 is divided
into sub-periods pi, pa, ..., py, where p1, po, ..., pp—1 are refresh sub-periods in
which the shares of f(x1), f(x2),..., f(z.) are refreshed among PS;’s. In the
last sub-period py, f(j — 1) of the decryptor is updated to f(7).

For simplicity, we let t = n. Let r;(x) be a degree-(n — 1) polynomial over
Z, with constant coefficient f(z;), 1 <i < z. Each PS;, 1 < j < n, holds a
share 7;(7) for the share f(x;), 1 <7 < z, and refreshes them in every sub-time

period p;, 1 <i < b—1, as follows.

1. Each PS;, 1 < [ < n, selécts n dégree-(n-1) polynomials r;;(z) over
Z,, 1 < i < n, whose .constant-coefficients are all 0. P.S; sends r;;(j),

1 <i<mn,toPS;, 1< j<n, viathe private channel between them.

2. After receiving shares from ‘other proactive servers, PS;, 1 < | < n,

updates its shares to rj({) = r() s >_7_; r5.:(]).

To update the decryptor Bob’s decryption key f(j — 1), we assume Bob as
PSyand xg =7 — 1. Let

pw= 11 Cjk__fc amdn= [

0<i#k<z 1<i#l<n

where 0 < k < zand 1 <[ <n. We have

f) = Z pixf(xr) = Z Z pikAire(l) + pjof (o)

k=1 1=1

=3 padre®) + piof (o).

=1 k=1
Let s; = > 1, pjxArk(l), which can be computed by PS;, 1 <1 < n. Our
proactive key update scheme P-UPD for computing SK; = f(j) in the sub-

period p, of time period 7 is as follows.
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1. Each PS), 1 <1 < n, selects a degree-n polynomial hy(z) = > """, aj;x" +
s; over Z, and sends hy(x;) to PS;, 0 < i < n, via the private channel

between them. Let F(z) = > | hi(z).
2. BEach PS;, 0 <1 < n, computes its share F(z;) = > 1, hi(x;).

3. Each PS;, 1 <1 < mn,sends F(z;) to PSy via the private channel between
them.

4. PSp then computes the constant coefficient » ;' | s; of F(z) from F(zo),
F(z1),. .., F(z,) by the Lagrange interpolation method and his private
key SKj = f(j) = pjof(zo) + 22, s1-

Correctness follows the above equations. Again, PS; does not have any

information about another PS;’s shares 71(j),7r2(j),...,7r.(j). We can also

make the computation verifiable hytheverifiable secret sharing method as

that in Section 4.1.1.

4.1.4 Security analysis

We show that P-UPD is semantically secutre against passive adversaries even

z shares are disclosed.

Theorem 11 Assume that the private channel exists. For P-UPD, given
public key PK=(g",g",...,9%) and z private keys SK;,, SKj,,...,SK;., no
probabilistic polynomial-time adversary can compute the share SK; in which

j# G 1<1<z.

Proof. We construct a simulator to simulate the procedure. If one can com-
pute useful information from the transcripts of the real run, he can compute
useful information from the transcripts of the simulation. Since the simulation
does not disclose any useful information, an adversary can not compute any

useful information from the real run. The simulation is described as follows.

Input: the shares s, s2,--+,s,, and let B = {PS;, PSy,---, PS,} denote the

corrupted set.
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z

1. Each PS; € B, we select a degree-n polynomial h;(x) = ijl a; ;10 + s;
over Zg.
2. For PS; ¢ B, we randomly select z numbers h;(zo), ---, hj(z;j_1)

7hj(xj+1>7 Ty, hj(l’z+1> over Zq. Then, PS] send PSZ h](ZEfL)
3. Bach PS; € B computes its share F(z;) =Y " | h(z;).

For PS; € B, since the transcript (hy(z;), -, hn(z;)) is randomly selected
over Z, in the simulation, the transcript of the simulation and that in the real
run are identical. Because the simulation carries no useful information, the
real procedure also does not disclose useful information. This completes the

proof. a

4.2 Distributed KE-ENc-schemes

It is sometimes desirable to have distributed decryption in which the decryption
key is shared among a set ofidecryptors-B;, 1'< i < n. Each decryptor holds
a share s; of the decryption key k. For-decryption, each decryptor computes
a partial plaintext m; = D(s;, ¢) such that any one can combine these partial
plaintexts to form the full plaintext m, where ¢ = FE(k,m). We can easily
make the decryption algorithms of our schemes work in a ”distributive” way.

We assume that each decryptor B; holds a share s; of the secret key SK; =
f(j) via a polynomial t(z) = Y ;_, a;z" + f(j) mod ¢ such that s; = #(i).
For KEENCBASIC, on receiving a ciphertext (j, «, s), B; computes the partial
plaintext m; = o mod p. With z + 1 partial plaintexts m;,, mi,,...,m;_,,
one can computes the plaintext

z+1
m = 3/1_[(771%)’\’c mod p = s5/a’% mod p,
k=1

where \,’s are appropriate Lagrange coefficients.

Correctness. Following the procedure, the correctness is easily verified.
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Security analysis. Assume that the DDH problem is hard. If the single-user
scheme KEENCBASIC is secure, the distributed KE-ENC scheme is semanti-

cally secure against passive adversaries even z shares are disclosed.

Theorem 12 Assume that the DDH problem is hard. The distributed KE-
ENC scheme is semantically secure against passive adversaries if the single-

user scheme KEENCBASIC is secure.

Proof. Since the encryption procedure in the distributed KE-ENC scheme is
the same as that in the single-user scheme KEENCBAsIC. Thus, the encryption
procedure in the distributed KE-ENC scheme is semantically secure against the
passive adversaries.

Furthermore, we need to prove that the transcript (m;,,ms,,...,m; )
disclose no useful information for the passive adversaries. Assume that DDH
problem is hard. Given (g, g%+, ¢°t), “then the following two transcripts

are polynomial time indistinguishable.

1. D= <(g7gk)7 <g81>gk81)7 & 3 (gsz+lagksz+1)>.

2. R= <(gagk>7 (981,901)7-. . 7(gsz+17ng+1)>'

Since the passive adversaries cannot get more information from the transcript
R, then the passive adversaries cannot get no more information from the de-

cryption transcript D. This completes the proof. O

4.3 Distributed KE-ENC with proactive secu-
rity

The proactive key update scheme P-UPD of Section 4.1.3 can be easily adapted
to the distributed case. Let DP-UPD denote the scheme. We treat proactive
servers as decryptors By, Bs, ... B,. The only amendment is to distributed the

decryption key f(j) of T Ay among all decryptors. Let B;, 1 < i < n, be the
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set of decryptors. At period j — 1, each of f(j — 1), f(z1), f(x2), ..., f(x,) is
shared among B;’s. Each evolving time period j is divided into sub-periods
D1, P2, - - -, Py, Where p1,po, ..., pp_1 are refresh sub-periods in which the shares
of f(7 —1), f(x1), f(xs),..., f(x,) are refreshed. In the last sub-period py,
shares of f(j — 1) are updated to shares of f(j) and then time enters the
period j.

Theorem 13 Assume that the private channel exists. For Dp-UPD, an ad-
versary A can corrupt z TAs at most and obtain all secrets held by z TAs.

The new share f(7) is still unknown to the passive adversary A.

Proof. We construct a simulation as follows. Let B = {By, Bs,..., B;}
denote the corrupted set. Let the secret f(7) held by B;. Each B; holds the
shares {sg;, -+ ,s.:}. Bach B, € B, 1 < i <'t, selects z degree-z polynomials
hic(x) = > aiga’ + si. over Z, for ¢ =7k, -+, z and sends {h;1(t), -,
hi.(t)} to By, 0 <t < z, viathe private channel between them. For B; ¢ B, we
randomly selects hj.(zo), - &4 hjc(®lq)s hjc(zjs1), -+, hje(z.41) over Z, for
c=1,---,z Then, B; sends'B; {h;1(x;), - -4 h;.(x;)} via the private channel
between them. Let H;.(z) = > 7 {/hie(2). The new share held by Bj is s;;
= H; j(z;) for i = 1,---,z. For B; € B, since the transcripts {h;(z;), ---,
h;.(x;)} for j =1,--- ,z are randomly selected, the shares s; ; for j =1,--- 2
are random values. Thus, the distribution of real run is indistinguishable from
the distribution of the simulation. If one can compute any useful information
from the outputs of the simulation, he can obtain any useful information from
the real run. However, since the transcripts of simulation cannot have any
useful information, that of the real run also cannot have any useful information.

O
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Chapter 5

Threshold Forward-Secure

Signature Schemes

In this chapter, we propose one_threshold forward-secure signature scheme.
Our scheme is the modification of stherforward-secure signature scheme of
Abadalla and Reyzin [4]. Wepdiscuss how to achieve to threshold forward-
secure signature scheme and the security of our scheme.

Proactive cryptography combines the coneepts of ”distributing the secret”
and "refreshing the shares” to provide security against the mobile adversary,
who attacks the parties of a distributed cryptosystem dynamically. For an
adversary, we cannot assume that it cannot break into a particular party, who
holds a share of the secret, during the party’s lifetime. However, we can assume
that the adversary can break into at most t parties during a short period of
time, say an hour. Based on this observation, the proactive cryptography
"refreshes” each party’s share periodically. It divides the time into several
time periods, starting at 0. At the end of each time period, there is a "refresh
phase” during which each party refreshes its share, but the secret they share
remains intact. We assume that the mobile adversary can corrupt all parties
during the lifetime of the cryptosystem; nevertheless, it can corrupt at most ¢
parties during a time period. The proactive mechanism provides a high level

of security for cryptosystems so that we would like to proactivize important
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cryptographic primitives.

In the chapter we propose a protocol that proactivizes the forward-secure
signature scheme of Abadalla and Reyzin [4]. The Abadalla and Reyzin’s
forward-secure signature scheme is an improvement of the Bellare-Miner
scheme [13] with a shorter public key. Abadalla, et. al. has proactivized the
Bellare-Miner forward-secure signature scheme [3]. They proposed two thresh-
old signature schemes in proactivizing Bellare-Miner forward-secure signature
scheme. One scheme uses multiplicative secret sharing and the other uses poly-
nomial secret sharing. In our scheme, we combine both secret sharing schemes
for efficiency. The trick of multiplicative secret sharing is used to sign a mes-
sage in a distributed way and polynomial secret sharing is used to share the

signing secret. Our scheme is not only robust, but also efficient.

It is worth mentioning that we propose a new scheme for multiplying two
secrets that are shared amongsparties [11,.17;44]. Our multiplication scheme

is efficient since it uses the public channel and the private channel once only.

Communication model. “We assume that the involved n parties are con-
nected by a broadcast channel such that the messages over the channel cannot
be blocked, delayed or altered. Nevertheless, one can inject false messages.
Any two parties are connected by a private channel such that a third party
cannot get messages sent over the private channel. We also assume that the
communication channel is synchronous by rounds, that is, all parties send

messages simultaneously in a round.

Time. There is a universal clock such that each party knows the absolute
time. Therefore, we can divide time into time periods, starting at 0. Each
time period has two phases: the execution phase and the refresh phase. The
refresh phase follows the execution phase. The parties sign messages during
the execution phase. During the refresh phase, all parties together run the

share refresh algorithm to refresh their shares.

Adversary. We consider the static adversary who chooses corrupted parties

at the beginning of each time period. The adversary runs three phases: the
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chosen message attack phase (CMA), the break-in phase (BREAKIN), and the
forgery phase (FORGE). The BREAKIN phase for the threshold signature scheme
is equivalent to the OVERTHRESHOLD phase of [3].

In the cMA phase, the adversary can corrupt at most ¢ parties for any
period of time. The adversary gets all information in the corrupted parties,
including their shares, random bits, etc. The adversary can query the signing
oracle §;, where z is the secret signing key. Since we assume the random
oracle model [12], the adversary is allowed to query the random oracle H
corresponding to the collision-resistant hash function used in the scheme. At
the end of the cMA phase, the adversary can stay in the current phase or
enter the next BREAKIN phase. In the BREAKIN phase, the adversary can
corrupt more than t parties. Let ¢ be the period that the adversary enters the
BREAKIN phase and corrupts more than ¢ users. In this phase, the adversary
can compute the master secret (the signing Key) of period ¢ from the shares of
corrupted parties. Then, the adversary enters the FORGE phase, during which
the adversary outputs a forged signatute of a new message which has not been
queried to the signing oracle’> Wersay that-the‘adversary succeeds in attacking
the scheme if it outputs a forged signature for a prior time period ¢, ¢ < ¢,

with non-negligible probability.

5.1 Building blocks

The following system setting is used throughout the rest of the chapter.

e Let p=4p'q’ + 1 be a prime, where p’ and ¢’ are large primes and p’ =
¢ =3 (mod 4).

e Let N = p'¢’ and g a generator of the order-N subgroup of Z». All
operations hereafter will be over the order-N subgroup, unless stated

otherwise.

e The involved parties are dealers D;, 1 <17 < n.
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(t,n)-VSS PROCEDURE. If dealer D; wants to share a random secret with

other dealers, it runs the following steps.

1. Select a random polynomial f;(x) of degree t over Z%. The constant

coefficient of f;(x) is the random secret.
2. Send share f;(j) to dealer D;, j # i via the private channel.
3. Publish the verification values (g*°, ..., g%"*).

4. Dealer D; verifies validity of its received share f;(j) by ]1:8 gaind® =
gfi(j).

If the verification fails, D; requests D; to publish f;(j). If D; does not cooperate
or posts an inconsistent f;(j), D; is disqualified.

RECOVERY PROCEDURE. We useduagrange’s interpolation method to re-
cover the secret with at least £i4 1 shares.

PROOF-SS PROCEDURE= Given (g,t, N, E, T, prover P wants to convince
verifier V' two things: (1) a-= log, #mod p = T mod N and (2) it knows

this a. This is a combination of proofs of membership and knowledge.

1. The prover P selects random w € Zj3 and sends H = F* and B =
w' mod N to V.

2. The verifier V selects a random challenge ¢ € {0, 1} and sends it to P.
3. The prover P sends r = a®w mod N to V.

4. The verifier V' checks (1) H = F" and B = r* mod N if ¢ = 0; and (2)
H=g¢" and B=17"/T mod N if ¢ = 1.

We use PROOF-SS(g, t, g%, a’) to denote the above interactive proof system.
Theorem 14 PROOF-SS is complete, sound and zero-knowledge.

Proof. The completeness property can be verified easily. For soundness of

proof of knowledge, if any prover P* can convince V' with a non-negligible
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probability ¢, P* and V together can compute a with an overwhelming prob-
ability. Let (W, C, R) denote the random variables for the real view. Then,
Pr(W,C,R) > e. By a probabilistic argument, there is a subset A of W of
probability €/2, that is, Pryea(w,C, R) > €/2. Also, P* can answer two differ-
ent challenges ¢; and ¢y with probability €/2. That is, Pryea(w,c1,7m1) > €/2
and Pryep(w, ca,m9) > €/2 where ¢1,co € C and ry,ry € R. Therefore, we
can get two responses r; = a®w mod N and ry = a®®w mod N for the same
commitments H and B. We can compute a = 75 /r; mod N assuming, without
loss of generality, ¢; = 0 and ¢ = 1. For soundness of proof of membership,
we can easily show that if F' and T" are not of right form, the probability that
P* can cheat V is 0.5 (and is negligible after a polynomial number of rounds.)

For zero-knowledge, we construct a simulator .S to simulate the view of any
verifier V*. M first selects ¢ € {0,1} and r € Z} randomly and computes
H = F" and B = r"mod N4if ¢ = O afid H = ¢" and B = r'/T mod
N if ¢ = 1. S then simulates V¥(H,B) to get c. If ¢ = ¢/, M outputs
(H, B, c,r); otherwise M outputs, L. The output of M conditioned on that
the output is not L and the wview of-17 are statistically indistinguishable.
Since V* does not know M’s selection-¢; Pr|C” = c] = 1/2 where C” denote
the random variable in simulation.Let {(P,V*)(H, B,C, R)} denote the real
view and {My-(H, B,C, R)} denote the view of the simulator M. With the
constraints hg = F"(1=9. g7 and by = r'/T¢ mod N, for any fixed hy, by, co, 7o,
we have

PT[V(hO, bo) = Co]
p-q

Pr[(H,B,C, R) = (ho,bo,co,0)] =

Let (H',B’,C’, R") denote the random variables for the simulated view pro-
duced by M*. For the above (hqg, bg, co, r0), we have

Pr[m*(V*a (gatyNa Fv T)) = ((g7ta N7 Fa T),ho,b@,Co,To)]

= PT[(H/,B/,C/,R/) = (ho,bo,Co,T(])’M*(V*, (g,t, N, F, T)) #J_]

P?“[V(ho,bo) - CO,C” = Cp, M*(V*a (gataNa F7 T)) #J—]
- P -q - PriM*(V* (g,t,N,F,T)) #1]
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PT[V(hO, bo) = (o, C” = Co]
peq-(1/2)
PT[V(ho, b(]) = Co] . PT’[C” = C()]
peq-(1/2)
B PT’[V(hQ,bQ) = Co]
p-d
Therefore, PROOF-SS is zero-knowledge. a

We convert PROOF-SS into a non-interactive version by using a collision-
resistant hash function H : {0,1}* — {0,1}! to replace V [31, 86|, where
[ be the security parameter. The message (¢,rq,---,7;) sent by P for non-

interactive PROOF-SS, denoted by NIPROOF-SS, satisfies
¢ = H(Q|glINIIFIT|[Hyl|Bill - - [[Hil | By),

where || is the concatenation gperator of strings. Let ¢; denote the i-th bit
of c. Ife¢isl, Hi = ¢g" and B; =:r!/T'mod N; otherwise H; = F" and
B; = rfmod N. P can compute (¢, ry,«-+,7;) by choosing w; € Z% for i =
1,1, computing ¢ = H(t]g/| NHENTHE fw-"|| - - - || F™||w,), and setting
r; = a®“w; mod N. NIPROOF=SS:zeleases no useful information under the
random oracle model assuming hardness of discrete logarithm and factoring.
PrRoOOF-DH PROCEDURE. Given (g, H, F') and the prover P wants to con-
vince V that H = ¢* and F = ¢*" are of right form and it knows the secret s.

The interactive proof system is as follows [22].
1. P randomly selects w € Z} and sends A = g% and B=H" to V.
2. V sends a random challenge ¢ € {0,--- ,2F — 1} to P.
3. P sends the response r = w + ¢s mod N to V.
4. V checks ¢" = A- H°and H" = B - F°.

The above PROOF-DH procedure is complete, sound, and zero knowledge.

We use NIPROOF-DH to denote its non-interactive version.
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SQ PROCEDURE. Let h(z) be a degree-t polynomial over Z%, with h(0) = s
and shared by the dealers D;, 1 <1 < n. SQ’s goal is to make the dealers share
a degree-t polynomial 1/(z) over Z3 with //(0) = s> mod N. SQ procedure is

as follows.

1. Dealer D; selects two degree-t polynomials f;(x) and e;(x) over Z3 at
random, where e;(0)=0. It sends shares f;(j) and e;(j) to D; via the
private channel, 1 < j < n. Using (¢,n)-VSS PROCEDURE, D); checks
if the received shares are correct. If so, all dealers share two degree-t
polynomial F(z) = > | fi(z) mod N and E(z) = >, ;(z) mod N.
Each dealer D; holds shares F(i) and E(i).

2. Each dealer D; publishes u; = h(i)*> + F(i) mod N and NIPROOF-
DH(g, ¢"®, ¢"®*) and checks validity of the published values of other
dealers by checking g% = gP* [, g™, where g%, g%, ... g%,
computed from the verification values.of f;(z)’s, are the verification val-

ues of F(x).

3. Each dealer D; computes the'degree-2t polynomial T'(z)=h(x)?+ F(z) =
St over Zy from uy, U5 < n. Let T"(x) = Yb_, tea®, which
is h"(z) + F(z) mod N for some degree-t polynomial h”(z). Note that
h"(0) = h(0)? mod N.

4. Each dealer D; computes its share h”(i) = T"(i) — F(i) mod N and
randomizes it to become h'(i) = h”(i) + E(i). The hidden polynomial
becomes h'(z) = h"(x) + E(x) mod N whose constant coefficient is still

s mod N.

We use SQ(C, h(x),h'(x)) to denote the above procedure, where C' is the
dealer set, h(x) is the shared polynomial initially and h'(x) is the shared poly-

nomial at the end.

Theorem 15 S PROCEDURE is correct, robust and secure if there are at

most n/3 corrupted dealers.
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Proof. We can check correctness easily. Since there are at most ¢ corrupted
dealers, t < n/3, honest dealers can smoothly finish the procedure. This is
guaranteed by the (¢,n)-VSS procedure.

We present a simulator to show that a malicious adversary, who corrupts

at most ¢ dealers, gets no information. Let B be the corrupted set of dealers.

Input: (g% g*,---,g™), h(i) for every dealer D; € B, where h(x) =

t k.
S+ D jog QT

1. Randomly select degree-t polynomials f;(x) and & (x) with é;(0) = 0,
1<i<n. Let F(z) =3, fi(z) and E(z) = 31, é:(x).

2. Run (¢,n)-VSS PROCEDURE.

3. For each D; ¢ B, randomly select 4, over Z3,, compute gh(")2 = gt/ gF @,
and simulate NIPROOF-DH(g, ¢"®_¢#0*) where ¢") = ¢° - H;zl g7

A

4. For each D; € B, publish u; = h(i)?> & F(i) mod N and simulate
NIPROOF-DH(g, g" gl %)

In the real run, the transcripts amongidealers include 2n degree-t polynomi-
als, u;s and NIProof — DHs. In the simulator, the transcripts also include 2n
degree-t polynomials randomly selected over Z}, that is identical to that in the
real. Since in the simulator u;s is randomized by a random number F (1), the
distribution of u;s is also identical to that in the real. For NI Proof — DH , in
the simulator except the status of failures the distribution of NI Proof — DH |
is the identical to that in the real. The above simulation produces a distribu-

tion computationally indistinguishable from that of the real run. a

Assume that the dealers share two degree-t polynomial hq(z) and hy(x)
initially. We can modify the SQ procedure so that the dealers share a degree-t
polynomial h'(x) whose constant coefficient is hy(0)hy(0) mod N at the end.
Let MuLT(C, hi(x), ha(x), ' (x)) denote the procedure of sharing a degree-t
polynomial A'(x) whose constant coefficient is h1(0)hs(0) mod N.
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5.2 Threshold forward-secure signature

scheme

Our threshold forward-secure signature scheme, denoted by TFSS, is a key-
evolving (t, s,n)-threshold signature scheme that consists of four procedures:
TFSS.KEY, TFSS.UPDATE, TFSS.s1GN, and TFSS.VERIFY, where ¢ is the
maximum number of corrupted dealers, s is the minimum number of alive
dealers so that signature computation is possible, and n is the total number of
dealers. In our scheme, we set s =t + 1 and n > 2t 4+ 1. There is a manager
presiding the scheme.

TFSS.KEY. It takes as input a security parameter [ and outputs the
public key and initial secret-key share S;¢ and public-key share PK; of the
dealer D;’s.

1. Select N as that in the:system setting.

2. The manager randomly selects S;9 € Z, 1< ¢ < n and computes U, o =

1/52,"™ mod N, Sy =J[/%:Sigmod Nyand U = 1/53" " mod N.

3. The system’s initial secret key is SKo=(N,T,0,Sy) and the public key
PK = (N,U,T).

4. Each dealer D;’s initial secret-key share is SK;o = (N,T,0,S;0) and
public-key share is PK; o = (N, U, o, T).

5. Each dealer D; shares its S; o with other dealers by the (¢,n)-VSS PRO-

CEDURE.

TFSS.UPDATE. At the end of time period j, all dealers take part in the pro-
cedure to update their shares. Each dealer updates its secret-key and public-

key shares from Si,j and PK,;J' to Sz',j—i—l and PKi,j—i—l-

1. Each dealer D; randomly selects n — 1 numbers s; 1, 5;2,...,58;,—1 OVer

-1
Z3; and computes s;,, = S; ;/ [[,—; six mod N.
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2. Each dealer D; sends s;; to Dj privately and publishes 3;; =

1/5?71,?“7]‘) mod N, 1 <k <n.

3. Each dealer Dj checks validity of the published values by U, ;
H:L:l Sipmod N, 1 <14 < mn,i # k. Dealer Dy also checks validity of
QU (T+1—j

its received secret s;; by 1/s7, "mod N = ;. If one of the checks

fails, all other dealers recover the secret S; ; by RECOVERY PROCEDURE.

4. Dealer D;’s new secret-key share is S; ;11 = ([[,_; skﬂ-)zl mod N and the

corresponding public-key share is U; j+1 = [[;_, $x; mod N.

5. Dealer D; shares S; ;i1 with other dealers by (¢,n)-VSS PROCEDURE.
We use NIPROOF-SS(g, ¢, g°7+1, St ., ) to verify whether D;’s action is
correct, where t = —21T=9) and St i1 = Uijgr. If the proof is correct and
(t,n)-VSS PROCEDURE succeeds, all dealers delete their old secret-key

shares; otherwise, the seeret of D; is reconstructed.

TFSS.SIGN: at time period.g4; all dealers sign-a messages M in a distributed

way with the following steps.

1. Each dealer D; selects”R; € Z5 randomly and publishes Y; =
R mod N and NIPROOF-SS(g, 2/T+1-9) g% Y;). Then, it shares
R; to other dealers via (t,n)-VSS PROCEDURE with polynomial f;(z).
If NIPROOF-SS or (¢,n)-VSS PROCEDURE fails, set R; = 1 and run

RECOVERY PROCEDURE to recover the secret-key share S; ; of D;.

2. BEach dealer D; computes Y =[]\, Y; and 0 = H(j, Y, M) and publishes
its partial signature Z; = R;S7; mod N.

3. Each dealer D; verifies validity of another dealer Dy’s partial signature
by computing
1 TG p oy
Y, =Z; U;; mod N
and checking whether Y/ and Y; are equal. If the verification fails, all

other alive dealers run RECOVERY PROCEDURE to recover the secret-key

share S ; and Ry, of Dy, and compute the partial signature 7.
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4. Combine all partial signatures as a signature (j, Z, o) for M at time 7,

where Z =[], Z; mod N. All dealers erase their R;’s.

TFSS.VERIFY: We can use the public key PK = (N,U,T) of the system
to verify validity of a signature (j, Z, o) for M.

1. If Z =0, return '0’.

ZQl(TJrl—j

2. Otherwise, compute Y’ = 'U° mod N and output '1’ if and only

if 0 = H(j,Y', M).

5.3 Security analysis

In this section, we show the correctness and security of our proposed scheme.

Theorem 16 (Correctness) Assume that SK; = (N,T,7,5;) and PK =
(N,U,T) are key pairs of the system at-time period j. Fach dealer
D; holds the secret-key share SK;j|= (N,T,j,5;;) and public-key share
PK;,; = (N,U;,T). If (j,Z,a) is generated by TEFSS.SIGN for M,
TFSS.VERIFY(PK, j, Z,0)) =1.

Proof. We have S; = [[_,SijmodN, U = [[.,Uimod N =
1T, S’;]-Ql(ﬂlfj) mod N, YV = [[, R¥"™ 7 mod N = [[.,Y; mod N and
Z=1[,Z mod N =[], R;S7; mod N. Since

oUT+1— J)

Y = Z “mod N = H (RiSZH)* 7 HUgj mod N

n

= [ s Ug mod N = HRZ“T“ ” mod N

=1 =1

= ﬁYimodN:Y,

i=1

we have H(7,Y', M) =H(j,Y,M) = o. O

Theorem 17 Assume that 2'-th  square root problem is diffi-
cult. TFSS.UPDATE procedure is secure against malicious adversaries even

malicious adversaries know t shares, sy, for 1 <i <t.
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Proof. Given t shares, if there exists a malicious adversary A can compute
any useful information from the transcripts among the dealers. We can con-
struct a simulator S to simulate the procedure such that we can use A and the
outputs of the simulator to compute useful information. Since the distribution
of the simulator and that in the real run are polynomial indistinguishable, if
the adversary A can compute any information from that in the real run, he can
compute any useful information from the outputs of the simulator. Because
the output of simulator carries no information, the output of the real run also
carries no information. We construct a simulator S to simulate TFSS.UPDATE
procedure assuming existence of malicious adversaries. Let B = {D,,..., Dy}
be the set of corrupted servers at current time j. For simplicity, the secrets of
corrupted dealers are treated as inputs. S simulates each dealer D,’s behavior

as follows.

Input: PK = (N,U,T), secret keys. Sy, ;,1 < k < t, shares
fk( ) 1 <7<t ]_ k < n,, PKi,j = (N,U@j,T),l <1 < n, and

(g%, gt ght), 1 < <mg

. . = . .
1. Randomly select 51, ..., 8; 1), 8(i+1), - - - » Sijn—1 from Z3;, compute

VET) Ul T UET ) mod N,
k=1,k#1
and publish S;; = 1/(A21(T+1 ?Ymod N for k = 1,...,n. Note that we
do not know the value §;; for D; ¢ B.

2. Randomly select polynomial ﬁz(x) over Zx. Let ﬁZ(O) = Sijt1
which is a random value in Z3 for D; ¢ B. Simulate NIPROOF-

SS(Q, —QZ(T_j)), gSl{*jJrl, Ui,j—i—l); where Ui,j—i—l = HZ:l S'kﬂ' mod N.

3. For D; € B, compute its new secret-key share Sy, j+1 by [[1, §?’lbk

N and simulate NIPROOF-SS(g, —2!T+1=U+D) gShits 7, 5.1), where

n
Up g = [T7-1 Sip, mod N.

mod
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4. Simulate (¢,7)-VSS PROCEDURE. For D; ¢ B, since S; ; of g% is un-
known, we can randomly selects S, €r Zy, by < k < b Then, (3,5; ),
(b1, Sip, )5+ 5 (be, Siy,) can construct a polynomial function with degree-t
even S; ; is unknown. We can do it by the method of Lagarange inter-
polation in exponentiation. We send each S, to the corrupted dealer

Dy, .

(3

If D; forces D; to disclose §; ;, since D; has it, we can simulate 3, ;.

We consider that the distribution of the outputs for the simulator. In the
step one, each 3;;, 1 <7 <n, 1< j <mn, is randomly selected from Z} such
that the distribution of that is identical to that in the real run. In the step
two, if the D; € B, the distribution of the transcripts of D; is the same as
that in the real one. If the D; ¢ B, except the failure,i.e., L, the distribution
of the transcripts of D; is identicaktorthat in the real one. In the step three,
(t,n)-VSS PROCEDURE outpnts the tramseripts,of the n polynomial functions.
The distribution of the transeripts is identical to.that of the transcripts in the
real run since each coefficient of polynomial-funetions is randomly selected over
Z% - Therefore, the distribution of the outputs for the simulator is polynomial
indistinguishable to the distribution of that in the real run. Since the outputs of
simulation gives no information, that in the real run also gives no information.

The adversary cannot get useful information. This completes the proof. a

Theorem 18 The TFESS scheme is a key-evolving (t, s, n)-threshold signature
scheme for s =t+1 and n =2t + 1.

Proof. Since there are at most ¢ corrupted servers, their secret-key shares
are not sufficient to recover the secret-key shares of honest dealers. The others

follow the scheme. O

Theorem 19 (Forward secrecy) Let FS-DS denote the single-user signa-
ture scheme in [4]. TEFSS is a threshold forward-secure signature scheme as

long as F'S-DS is a forward-secure signature scheme in the single-user sense.
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Proof. Let F be the adversary who attacks TFSS successfully by forging
a signature (¢, Z,«). We construct an algorithm 4 that uses this F to forge
a signature for the single-user FS-DS. As stated, the attacking procedure
contains three phases: CMA, BREAKIN, and FORGE. The algorithm A contains
the signing oracle S and the hashing oracle H, which can be allowed to query
and provide the signing key if necessary. In the c¢MA phase, F can query
signatures and hash values from the signing oracle S and the hashing oracle
‘H. Given a signature, we can simulate the transcripts as that in the real
view. In the BREAKIN phase, the singing oracle provides F with the secret key
SK; such that F can forge a signature o of the time period ¢, t < j in the
FORGE phase. Algorithm A outputs F’s output o as the forged signature of

the single-user scheme. We simulate the procedure as follows.

In the cMA phase, F guesses a particular time period ¢ during which F
breaks more than t dealers and gets the secret S.. Let U =1 /UQZ(TH_C) and
PK = (N,U,T), where v = 5. We'randomly select U, ¢,--- ,Un,_10 €r Z§
and compute public-key share U, g = U/ H;:ll U; o mod N. The public key is
PK;y = (N,U;p,T), 1 <i <n."Wesimulate-F by choosing a random tape
for F, feeding all public keys to F;and running F' in the CMA phase. F can
corrupt at most ¢ dealers at any time period except the time period c. Since F
can corrupt at most ¢ dealers at any time period except at time period ¢, we
simply give all necessary secret-key shares and exchanged shares as F’s input.
JF decides either to stay at the CMA phase or to switch to the BREAKIN phase,

and then enter the FORGE phase.

We now we simulate the views of corrupted dealers during the key update
phase. Let B ={Dy,,---, Dy} be the set of corrupted dealers at time period
j. The simulation is the same as that of Theorem 17, which simulates the key

update procedure. Note that the set of corrupted servers is decided in advance.

We can simulate the hash and signing oracles of F. For each query (j,Y, M)
made by F, we query ‘H on the same input and return the answer to F. We

simulate the signing oracle of F by using §. Let M be the message queried to
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S. We give the direct answer (j, Z, o) of S to F.

Now, we simulate F’s view of the signing procedure. The input consists
of all secrets of the corrupted dealers and public information. For the input
M and its signature (j, Z,0)) seen by F, we construct the same probability

distribution of F’s real view as follows.

1. For D; € B, we directly choose R; € Z} and publish Y; = R?Z(Tﬂ_j) mod
N and NIPROOF-SS(g, 2/T+1=9) g 'Y;). Then, we simulate (t,7)-VSS
PROCEDURE to share R; with other dealers. Furthermore, we computes

the partial signature Z; = Rngj mod N.

2. For D; ¢ B, we computes its partial signature as follows. Let Z' =
Z/ 11—, Z; mod N. We randomly select n —t — 1 numbers from Zj, says
ZersooosZer . We compute, Ze., = Z2'/ [} Z, mod N.

3. We compute Y., = Zfil(T+17j)Ué’i,j mod N+for 1 < ¢ < n —t, and ran-
domly select (n — t) numbers from Z5, says R, -, R, ,. We simu-
late NIPROOF-SS(g, 2l(T+1_j),gR°i,Rfj<T+1_j)) and run (¢,n)-VSS PRO-

CEDURE to share R, 1 </ <.n —t;with other dealers.

4. Finally, we compute Y = []_,V, H;:lt Y., mod N and sets
H,Y, M) = 0.

The above simulated view is identical to the real view. If the real view
discloses any information, the adversary can simulate the real run to get infor-
mation. Since the view of the simulator gives no useful information, the real
view also provides no useful information.

Obtaining a forgery. Let ¢ be the time period that F switches to the
BREAKIN phase. We provide the secret key S. to F and run F to output
a forged signature (¢, Z, ) for M’, where ¢ < ¢. The (¢, Z,a) is a forged
signature for the single-user FS-DS. Since the single-user scheme FS-DS is

secure, our distributed scheme TFSS is secure. This completes the proof. O
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5.4 Discussion

Proactive security. We can easily add the proactive mechanism to

T—j

TEFSS.UPDATE. The only difference is to compute 5, = 1/3?}2 "in step 2,

instead of §;, = 1/5?71,?_‘7“), and new secret-key share S ; = [],_, sr; mod N
in the refresh phase. Furthermore, s;; can be encrypted and sent to dealer Dj,
using Dy’s public-key share P}, ;. This saves the private channel.

New construction. We can use polynomial secret sharing in our scheme,
though it is less efficient. Our new construction is as follows. Initial setting is
a bit different from that in Section 5.2. Let f(z) be a degree-t polynomial with
f(0) = Sy and shared by all dealers by (¢,n)-VSS PROCEDURE. To update the
key S; to Sj41, all dealers compute the multiplication of two secrets for [ times,
where [ is the security parameter. The robustness property is achieved by our
SQ PROCEDURE. S(Q PROCEDURE1ises aproof to show that a dealer is honest.
To compute a signature for a.mnessagé; all‘dealers compute I[(T'+1—j)+log, o
times of distributed multiplication of secrets for ¥ = R2 mod N and
Z = RS7 mod N.

Efficiency. In our new construction based on polynomial secret sharing,
dealers perform [ multiplications of shares to update the key. That is, they
exchange messages [ times and compute [ proofs for MULT PROCEDURE. To
compute a signature, dealers exchange [(T + 1 — j) + log, 0 messages and
compute {(T + 1 — j) + log, o proofs. As we can see, the computation and
communication costs are quite expensive.

In our main scheme in Section 5.2, we combine the techniques of polynomial
secret sharing and multiplicative secret sharing to reduce the cost. Each dealer
exchanges messages twice in the key update stage, and once in the signing
message stage. FEach dealer needs to compute one proof in both key update

and signing message stages. Therefore, our main scheme is quite efficient.
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Chapter 6

Applications to key-evolving
public key certificate-based

authentication protocol

Certificates have been used in many applications;such as electronic commerce,
accessing Internet resourcesyandspersonal commiunications services, etc. Cer-
tificates have an expiration date; however, @ certificate may become invalid
prior to the expiration date. Consider the case that a subscriber subscribes
services from a service provider (SP). When a subscriber requests the services,
SP has to identify the identity of the subscriber. Usually, the subscriber con-
vinces SP of his secret key issued by SP. However, the secret key may have been
compromised or lost. Once a subscriber knows that his secret key is disclosed,
he informs SP to add his certificate to CRLs for securing the subscriber’s right
and protecting the system. After receiving the identified notification from a
subscriber, SP adds subscriber’s certificate to CRLs. If the lifetime of a certifi-
cate is two years, the certificate is listed in the CRLs two years at most. This
is a quite cost for SP. Furthermore, a subscriber may not know that his secret
key was compromised already. To save the cost of CRLs for SP and secure
subscriber’s right, we provide a solution to reduce these costs.

The detailed format of a certificate defined in X.509 [96] contains the user’s
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public key and other information and a signature signed by CA (Certificate
Authority). For simplicity, we consider that a traditional public key certificate

as follows.
CertUi = {|DUE, KUU;; Dateui, LUi, (lDUi, KUUi7 Dateui, LUi)KRSP}

where Certy, represents the certificate of U;, in which /D, means the identity
of entity X, KU, is the public key of entity X, Date, is the issue date of the
certificate to X, K R, denotes the private key of entity X and L, is the life time.
The key-evolving public key certificate is a bit difference from the traditional
public key certificate. The later one contains a base public key KUy, o, the
length of a time period I; and the most large time period T.

CertUi = {lDUi7 KUU;,O) DateUn I—Un It7 T7 (IDU17 KUUi,()? DateU]) LUi7 It7 T7 )KRSP}

SP uses CRL to save the revoked ¢értificates. Many strategies of certificate
revocation have proposed in much litétature. Storage cost and communication
cost are two primary measures'in the strategies of certificate revocation. Here,
we concentrate on reducing the storage.cost. To-reduce the cost for saving re-
voked certificates, we introduce the key-evolyving public key encryption scheme
to the public key certificate-based protocols. We stress that only the public key
encryption certificate-based protocols are considered. Such certificate-based
protocols split time into time periods. Let the lifetime of public key certificate
is divided into time periods, says T. At time period j, a subscriber convinces
SP of his secret key SK; and so does SP. At time period j, if an encryptor
wants to send M to the subscriber, he computes a ciphertext C' = E(PK;, M)
of M, where PKj is the public key at time period j. The subscriber uses SK;
of time period j to decrypt C and obtains M. When time makes a transit
from j to j + 1, the secret key SK; becomes invalid. It is worth to note that
the key-evolving public key certificate is invariant during the lifetime of the
certificate. As a result, the server need not frequently issue certificate and
distribute certificate. Since the last secret key is automatically revoked in the

new time period, CRLs of time period j need not be maintained at time period
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1. U — SP: EPKsyj(Cl)aG(Cl) @C’ertU
2. SP —- U: EPKij(ClHCQ)

3. U — SP: ¢

Figure 6.1: A key-evolving certificate-based authentication protocol

j + 1. At the beginning of each time period, CRLs are reset to zero so that
the storage cost of CRLs is reduced. Additional cost for a subscriber is key
update. A subscriber need to update his secret key SK; to SK, 1 when time
makes a transit from j to j + 1.

First, we describe a simple and concrete encryption certificate-based au-
thentication protocol. Then, we extend to other applications. Furthermore,

we discuss the relevant issues of implementation.

6.1 Key-evolving public key certificate-based

authentication protocol

Assume that SP provides the various Internet services. When a user wishes to
subscribe the services, he need register his identity to the SP. After registration,
SP gives the subscriber two smart cards. One card saves a certificate, system’s
certificate and other information. The other saves all secret keys except initial
secret key. The subscriber’s certificate contains a key-evolving public key PK
and other information. The current time period, says j, is known to the
subscriber and SP. Assume that G is an pseudorandom number generator,
which takes as input a seed and outputs random bits with enough length. Let
U denote the subscriber, E the key-evolving encryption scheme, Certy the
certificate of U, PKy ; the public key of U and PKg ; the public key of SP at
time period j. A simple and concrete authentication procedure as shown in

Figure 6.1.
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This is an encryption certificate-based protocol. First, a subscriber U sends
his key-evolving public key certificate and a random number ¢; encrypted by
PKgj to SP as a request. SP checks if U is in CRL. If so, SP then rejects
the request. Otherwise, SP selects a random number ¢y, and sends U the
ciphertext of (c1||c2) encrypted by PKy; as a challenge. Finally, U decrypts
the ciphertext by using SK; and obtains (c}||c}). If ¢} is equal to ¢;, he returns
¢y as the response. Otherwise, U stops the authentication procedure. After
receiving the response ¢, SP checks if ¢} is equal to ¢y. If so, SP allows U
to access the resources. Otherwise, he rejects U’s request. One can develop
authentication protocols satisfying his requirements. Further discussion is as
follows.

Key agreement. To protect the content of communication hereafter, SP
and U needs to establish a common session key after running authentication
procedure. The protocol provides the function of key agreement. The common
session key may be ¢; @ cs.

Key update. At the beginning of each time period, U needs to update his
secret key by the UPD algorithnr(deseribed in-Chapter 3). By the aid of the
second smart card, U updates the secret key.

Reducing the storage cost of CRLs. For SP, key-evolving encryption
certificate-based authentication protocols can reduce the storage cost of CRLs

and no additional cost for certificate issue and distribution is added since

1. A disclosed secret key SK; becomes invalid at time period j + 1 so that
CRLs of time period j cannot be maintained at time period j+ 1. Thus,

the size of CRLs is reset to zero at the beginning of next new time period.

2. The key-evolving public key certificate is invariant during the lifetime
of the certificate. This fact results in that SP does not issue a new

certificate to the user and thus certificate update and distribution.

For extreme case, if the time period is very shorter, e.g. one day, then

CRLs may be eliminated. Since time period is very short, the possibility of
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the disclosure of secret key is very small so that SP cannot maintains CRLs.

However, the subscriber need more frequently to update his secret key.

6.2 Extension

We extend to other applications, such as, encryption certificate-based key ex-
change and electronic commerce. Unlike conventional public key certificate,
we use the key-evolving public key certificate in these protocols. Thus, a sub-
scriber and the server who own the secret key of the current time period can
finish the transaction. Since an old secret key is invalid at new time period,
the server merely need to maintain CRLs of the current time period. Even
a subscriber loses his current secret key, his right is protected at new time
period. A thief obtaining the secretkéyiSK; of a subscriber can convince the

server at time period j only.

6.3 Security

Since the encryption certificate-based authentication protocols use the key-
evolving encryption scheme, the security is concerned. Assume that the orig-
inal certificate-based protocols and the key-evolving public key encryption
scheme are secure. The new certificate-based protocols are still secure since
the new protocols merely use the key-evolving public key encryption scheme
to replace the conventional public key encryption scheme. The security of the

key-evolving encryption scheme is discussed in Chapter 3.

6.4 Implementation

We discuss relevant issues for implementing the encryption certificate-based

authentication protocol.
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Registration. When subscribing the service from SP, SP gives two smart
cards to the subscriber. One card saves subscriber’s certificate, the first secret
key f(1), and SP’s certificate, etc. The other card saves other secret keys
{SKj, -, SKr}, time period 1 and physical time. For a certificate with the
lifetime of two years, the time period may be one month or two month and
thus T = 24 or 12. We can map the time T=1 to the current date, e.g.
29/07/2002, and thus the first secret key is £(20020729). In addition, SP need

record current time period and physical time of each subscriber.

Time synchronization. In the protocol, if the subscriber loses synchroniza-
tion with SP, authentication protocol will fail. To avoid losing synchronization,
before key updating, SP need send all subscriber a message consisting of the
command of key updating, current time period, next time period and physical
time. After receiving the command of key update, a subscriber can do key
update. After finished, the subseriber send an acknowledge to SP. SP checks
if the acknowledge is correct. If yes; SP updates subscriber’s record of new
time period and physical time to his‘database. If the subscriber cannot send
an acknowledge to SP after three notifications of key updating, SP disables

the service of the subscriber and contacts him by phone.

Key update. When updating key, via a computer, a smart card and related
softwares (KUD algorithm), a subscriber can easily upgrade his secret key. The
procedure of key update does not involve any trusted third party so that our
schemes is very practical. The first card is carried outside and viewed as an
on-line device. We stress that an on-line card is possibly carried to anywhere
and used. Thus, the card is easily cracked by malicious adversaries and the
secret key is disclosed. Another card that saves the information of key update
is an off-line device. The off-line device is seldom used and merely used to

upgrade the secret key at home . We view the card as a secure device.

Hash function. The scheme KEENCROM needs three hash functions. Cur-
rently, hash functions MD5 and SHA-1 [95] are used in a large variety of pop-
ular security applications and protocols such as TLS, SSL, PGP, SSH and
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IPSec etc. However, MD5 can be found collisions in a powerful attack [94].
Wang and Yu call this kind of differential attack as a modular differential at-
tack. Biham et al. [9] uses a generic mutli-block technique to find collisions.
They use this technique to find a four-block collision of SHA-0 with complex-
ity 251, Also, this technique allows us to find collisions of reduced versions
of SHA-1. Wang et al. [95] show that collisions of SHA-1 can be found with
complexity less than 2% hash operations such that the full 80-step SHA-1 with
complexity less than the 259 theoretical bound. Although, the recent research
on MD5 collision should have little impact on the use of MD5, MD5 is still
secure against a brute force attack [90]. A collision of MD5 can only be pro-
duced using very specific input blocks. In the real world, these types of input
blocks do not occur. So, you can use MD5, SHA-1 and the family of SHA-2 to
implement hash functions. SHA-224, SHA-256, SHA-384, and SHA-512 that
are referred to as SHA-2. Youscan choose appropriate one to implement Hy,
H, and Hs. Collisions foundiin MD5 and SHA=1 do not affect the security of
our scheme. You can recall the eneryption algorithm that outputs a ciphertext
= (J,a, b1, B2, 5, h), where di= gl (Hf:o(gai>ji)k =r.gf0* g, =
k@ Hi(j,7), s =m® Hsy(j,r k), hi=Hz(j;r, k,m). Give o, (1 and (35, then r
and k are fixed. At time period j, Hi(j,7) and Hy(j, 7, k) are fixed such that m
is fixed. So, H3(j,r, k,m) also is fixed. Even though you can find m/’ satisfying
Hs(j,r, k,m') = Hs(j,r,k, m), this does not affect the security of our scheme.
The key point is that (j,r, k) are fixed and can be verified by checking «, (;
and 5. So, an attacker cannot arbitrarily modify a ciphertext unless he knows
(r, k,m). Furthermore, an attacker cannot get more information except he has

known already.
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Chapter 7

Conclusion and Future Work

7.1 Conclusion

We have proposed three KE-ENC schémes to deal with the key exposure prob-
lem of public key cryptosystems. Ourschemes are the first key-evolving public
key encryption schemes. Qurpschemes achieve-z-resilience so that compro-
mise of z private keys does-mot jaffect _confidentiality of messages encrypted
in other time periods. In these schemes, a ¢iphertext has the concept of the
time stamp. The basic scheme is semantically secure against passive adver-
saries under standard cryptographic assumptions. The modification of the
basic scheme can achieve the adaptive chosen ciphertext attack under the ran-
dom oracle model. The third scheme achieves the adaptive chosen ciphertext
attack under the standard model. These schemes are ElGamal-like public key
encryption schemes and very simple. Furthermore, our key-evolving encryp-
tion schemes have the property of the forward and backward securities. The
decryptor evolves his secret key via the aid of TA’s in a distributed way. Our
encryption scheme can be applied to public key certificate-based encryption
protocols to reduce the size of CRL and thus save the cost of storage for SP.
Finally, we discuss time synchronization among SP and all subscribers.

In addition, we have proposed a distributed threshold forward-secure signa-

ture to enhance the security of Abdalla and Reyzin’s forward-secure signature
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scheme, which is based on the 2!-th root problem. Our scheme is robust and
efficient in terms of the number of rounds so that the amount of exchanged
messages among dealers is low. We prove that our scheme has the property
of forward secrecy as long as Abdalla and Reyzin’s scheme is a forward-secure

signature scheme.

7.2 Future work

We describe future works as follows.

1. Removing the trusted server. Our schemes need a trusted server or as-
sume that a secure device exists for key updating procedure. If the
security of the trusted server and secure device are not guaranteed, the
security of our schemes is also,netsguaranteed. In practical, the existence
of the trusted server will’affect the-efficiéncy of the our schemes. Further

research is to remove the-trusted mechanism.

2. Beyond z-resilience. Our schémes-aré limited to the z-resilience. Once
an adversary obtains moréthan z keys, he can compute the master secret
key with the obtained keys. Thus, our encryption schemes are insecure.
Finding another style of a key-evolving encryption scheme that is not

limited to the z-resilience is also another research direction.

3. RSA-like key-evolving encryption schemes. In this thesis, we only design
the ElGamal-like pubic key encryption schemes. However, RSA is an
another very simple and popular public key cryptosystem. We can fo-
cus on another way to construct a new key-evolving encryption scheme.

RSA-like key-evolving encryption schemes are another research direction.
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Appendix A

In the following, we review well-known forward secure signature and encryption
schemes. These schemes contain Bellare and Miner’s, Abdalla and Reyzin’s,

Itkis and Reyzin’s and Canetti et al’s scheme.

Bellare and Miner’s forward-secure signature

scheme

Bellare and Miner proposed the first forward-secure signature scheme based
on the difficulty of computing the square roots modulus a Blum integer [13].
Their scheme consists of four procedures: key generation (Ka), key update
(Kub), signing (SGN) and verification (VF). Let k and [ be security parameters
and T the largest time period. The scheme is shown in Figure 7.1 and 7.2.
Initially, a signer randomly selects [ secret keys over Z3 as the initial secret
key SKy. Then, he computes the public key PK via the [ secret keys and
T. When the time transits from j — 1 to 7, the signer computes the secret
key S;; = fjjfl mod N for ¢ = 1,--- [. To sign a message M, the signer
selects a random R and computes Y = R mod N, ¢+ ¢ = H(3,Y,M)
and Z = RH§:1 Sii mod N. The signatue of M is (j, (Y, Z)). To verify a
signature (j, (Y, Z)) of M, the verifier computes ¢;---¢;, = H(j,Y, M). and
checks if 22777 =Y . []._, U% mod N.
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1. Ka(k,1,T)

(a) Pick random, distinct k/2 primes p, ¢ such that p=¢ =3 mod 4.
(b) Let N = pq.

(c) Select S1,S20, -, 50 € Z} at random.

(d) Set U; = 87y mod N fori=1,--- 1.

(e) Let SK,y = (N, T,0,S510,520,-+,50) and PK =

(N7T7U17"' aUl)-

2. KUD(SKj_l) where SKj_l = (N, T,] — 1, Sl,j—17S2,j—17 ce 7Sl,j—1> and
1<j<T+1.

(a) Set S@j = 52

7:7j_

;, mod N fori=1,--- L

(b) Let SK; = (N, T, #:5, Sagzats, Si)

Figure 7.1: Bellare and Minet’s forward-securé signature scheme is based on

the hardness of the square root problem! (part 1)

Abdalla and Reyzin’s forward-secure signature

scheme

Abdalla and Reyzin proposed an improvement of Bellare and Miner’s with a
shorter key [4]. The security of their scheme is based the hardness of computing
the 2!-th root problem. Their scheme shown in Figure 7.3 also contains four
procedures: KG, KubD, SGN and VF. Initially, the signer randomly selects Sy
over Zy. Then, he sets the signing key SKy = (N, T,0,5,) and computes the
public key PK = (N,U,T), where U = 1/S§l(T+1) mod N. For any time period
J, the secret key SK; = (N, T, j, Sfil), Le, S; = szil. To sign a message M,
the signer randomly selects R € Z} and computes (j, Z,0), where Z = RS¢
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1. SGN(H,SK;j, M) where SK; = (N,T,j,51;,52;,,5;) and H :
0,1* — 0, 1! is a random-oracle hash-function.
(a) Select R € Z}, at random.
(b) Set Y = R2™™ mod N.
(¢) Let ¢1-+-¢; = H(j, Y, M).
(d) Compute Z = R[[._, Sii mod N.

(e) Return (7, (Y, 2)).
2. VE(H, PK, M, (j, (Y, Z)) where PK = (N,T,U,,--- ,U)).

(a) Compute ¢;---¢;, = H(j,Y, M).

(b) Check if 22" = Y «JJhug¥l¥ mod N. If so, return 1. Other-

wise, return 0.

Figure 7.2: Bellare and Minet’s forward-securé signature scheme is based on

the hardness of the square root problem! (part 2)

mod N, 0 = H(j,Y,M) and Y = R mod N. To verify a signature
(j, Z,0) of M, a verifier computes Y’ = 22" U” mod N and checks if o =
H(j,Y', M).

Itkis and Reyzin’s forward-secure signature

scheme

Itkis and Reyzin proposed a forward-secure signature scheme based on the
GQ signature scheme [49]. The security of the scheme is based on e-th root
problem. This scheme optimizes the procedures of signing and verifying. Their

scheme also consists of four procedure: IR.KaG, IR.KuD, IR.SGN and IR.VF.
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The scheme is shown in Figure 7.4 and 7.5. In the beginning, the signer selects
t1 € Zj and uses the seed to generate T primes eq,--- ,ep. Then, he sets
SK; = (1,T,N, s1,ts,e1,seed) and PK = (n,v,T) as the first secret key and
the public key, where s; = > mod N, t, =t mod N, v = 1/5¢ mod N
and fy = eg---er mod (¢(N)). When the time transits from j to j + 1, the
secret key is updated to be SK;i1 = (j + 1,1, N, Sj11,tj42, €41, seed), where
sjiv1 =t mod N and tjo = 3} mod N. Remark that the seed is
used regenerate 1" prime e;. To sign a message M, the signer ranomly selects
R and computes the signature (z,0,j,e;) of M, where z = rs7 mod N and
o= H(j,ej,y, M) in which y = r% mod N. To verify a signature (2,0, j, e;)
of M, a verifier checks if e > 2/(1 + j/T) or e < 2! or e is even and o =
H(j,e,y', M) in which ¢ = z°vo mod N.

Canetti et al.’s ferward-secure public-key en-
cryption scheme

Canetti et al proposed forward-secure publi¢-key encryption scheme based on
bilinear Diffie-Hellman assumption. They proposed forward-secure encryption
schemes from any BTE(binary tree encryption) scheme. The BTE scheme
is shown in Figure 7.6 and 7.7. Let ¢ denote the depth of the tree and
w|i = wy---w;. In the scheme, they use a (2¢ + 1)-wise independent family
H of functions H : {0,1}=¢ — G;. Given elements xy,--- , 2, € {0,1}=% and
g1, , gk € Gy(with & <20+ 1), it is possible to efficiently sample a random
H € 'H satisfying H(x;) = g; fori=1,--- k.

To construct a forward-secure scheme with N = 21 — 1 time periods, we
simply use a BTE of depth ¢ and associate the time period with all nodes of
the tree according to a pre-order traversal. The public key is simply the root
public key for the BTE scheme. The private key for period ¢ consists of the
secret key for node w’ as well as those for all right siblings of the nodes on the

path from the root to w’. To encrypt a message at time period 4, the message
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is encrypted for node w’ using the BTE scheme. The ciphertext at time period
i is simply decrypted by the secret key of w’. The secret key is updated in the
following: if w' is an internal node, then the secret keys for w'*! and its sibling
are derived; otherwise the secret key for node w'*! is already stored as part of

the secret key. In either case, the key for node w’ is then deleted.
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1. Ka(k,1,7).

(a) Select two large primes p and ¢ such that p = ¢ = 3 (mod 4),
2k=1 < (p—1)(¢— 1), and pq < 2*. Let N = pq.
(b) Randomly select Sy from Z3 and compute U = 1/52" mod N.

(c) Set SKo = (N, T,0,8) and PK = (N, U,T).
2. KUD(SKJ) where SKJ = (N, T,j, Sj)

(a) If j = T, set SK; = null; otherwise, set SK;1; = (N,T,j +
1,5}1 mod N).

3. SGN(H, M, SK;) where H|: {0;1}"— {0,1}' a collision-resistant hash

function.

(a) Randomly select Ri&.Z% and compute Y = R2“™ ™ mod N, o =
H(j,Y,M), and Z = RS§"mod N.

(b) The signature is (j, Z,0).
4. V¥(H, PK,(j, Z,0), M) where PK = (N, U, T).

(a) If Z =0, return 0; otherwise, compute Y’ = 22" /7 mod N.

(b) Output 1 if and only if 0 = H(j,Y’, M).

Figure 7.3: Abdalla and Reyzin’s forward-secure signature scheme is based the

hardness of the 2!-th root problem.
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1. IR.Ka(k,1,T).
(a) Generate random [k/2] bits primes qi, g2 such that p; = 2¢; + 1 are
primes.
(b) Let N = pips.
(c) Select t; € Z} at random.
(d) Generate primes e; using seed such that 2/(1 + (i — 1)/T) < ¢; <

2 (1 +4/T) fori=1,2,---,T.

Y

(¢) Compute fo = ey - ..a%er mod (FEV)), s; = t> mod N, v = 1/s%
mod N and t, = ' mod N-

(f) Set SK; = (1, T,N, s1, ta, €15 8€ed) and PK = (n,v,T).
2. IR.KUD(SKj) where SKj =.(j,T, Ny5;,tj+1, €, seed).

(a) If j = T then return e.
b) Regenerate e;,1,--- ,er using seed.
i+

(c) Compute 5,11 = ¢7*"" mod N and t; 5 = ;' mod N.

j+1

(d> Set SKj+1 = (] + 17T7 N7 5j+17tj+27ej+17366d>‘

Figure 7.4: Itkis and Reyzin’s forward-secure signature scheme is based on GQ

signature.(part 1)
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1. IR.SGN(M, H, SK;) where H : {0,1}* — {0,1}! a random oracle hash
function.
(a) Select r € Z% at random.
(b) Compute y =7r% mod N, o = H(j,ej,y,M)and z =rs7 mod N.

(c) Return (z,0,7,¢€;).
2. IR.VF(H, PK, M, (2,0, é));mere RK = (N, v, T).
(a) If e > 2Y(1 4 j/TY or e <2%0r e is even then return 0.
(b) If z=0 mod N thenreturn 0,
(¢) Compute 3y = z°vo mod N.

(d) If o = H(j,e,y’, M) then return 1 else return 0.

Figure 7.5: Itkis and Reyzin’s forward-secure signature scheme is based on GQ

signature.(part 2)
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1. GEN(1%,¢)
(a) Run IG(1%) to generate groups G, Gg with prime order ¢ and
bilinear map é.
(b) Randomly select a generator P € G and « € Z,.
(c) Set Q = aP.
(d) Choose a random function H € H.
(e) The public key is PK = (G1, Gz, ¢, P,Q, ¢, H).

(f) The root secret keysis SK. = aH (e).
2. DER(PK,w,SK,,)

(a) Let w=w; - wy.

(b) Parse SK, as (Ryp, Ruj2, "= Roj—1, Ros, Su)-

(c) Randomly select puo,pw1 € Zg. Set Ryo = puolP, R = punP,
Swo = S + puoH (w0), and S,1 = S, + pu1 H(wl).

(d) OUtPUt SKwO = (Rw|1aRw|27' o 7Rw|t71aRw0aSwO) and Sle =
(Rw\la Rw|27 T Rw|t—17 wa Swl)'

Figure 7.6: Canetti et al’s binary tree encryption scheme is based on bilinear

Diffie-Hellman assumption.(part 1)
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1. ENC(PK,w, M)

(a) Let w = w; - - -w;. Select a random number v € Z,.
(b) Output C = (yP,vH(w|l),vH(w|2), - ,vH(w), M - d), where d =
e(Q, H(e))".
2. DEC(PK,w,SK,,C)
(a) Let w =w; ---wyparse! K as(Ryp; - - - , Ry, S,), and parse C' as
(Uo, Uy, -+ U, V):

_ T s
(b) Output M = V/dv where d = szl &(RyisUi)

Figure 7.7: Canetti et al’s binary tree encryption scheme is based on bilinear

Diffie-Hellman assumption.(part 2)
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