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ABSTRACT

APWG Statistics shows that phishing attack is-iasheg and causing enormous economic
loss. However, existing phishing. detection tooldl suffer from false alarms and false
negative. Educating user .to defense phishing attackmportant. Users do not have
motivation for reading traditional document-basetlication materials. Therefore, several
anti-phishing games have been proposed. These game®t sufficient for user to learn the
phishing knowledge with limited learning case. Wa&ed to generate a large item bank of
phishing cases. However, it is costly. and time aariag to create phishing pages with the
carious and reasonable scenario. ' We apply expstie¢rmyapproach to solve the issue. First,
we implement a knowledge acquisition tool to.-gatphishing knowledge form multiple
experts. Next, we provide adaptive education matewhich are auto-generated for user. The
experimental results show that students'can majefisant progress in identifying phishing

page by using our approach

Keywords. anti-phishing, knowledge acquisition, expert systgame-based learning, Game
content generation, adaptive learning.



Figfed L - 27 RLhv i ARwmy s § ARE R I hdg R
%%Jjﬁ’jﬁm&%ﬁﬂ°m¢M%W1%%ﬂWT”7%ﬁ”m%%—ﬁ—ﬁ&
FRFEL LK FRAEL S R E DO, TR A P WL o e
miﬁﬁﬁﬁﬁﬁﬁﬂ’&%%ﬁ%ﬁoﬁﬂ’JQ%wﬁﬁﬂﬁ#F%%%ﬁ’ﬁé
RERF o AUEEFLEARIFEOLL PR ZRMA ST ELR R R KR R
ForkR  EHEPFIFRHLL  Rizhbm~ L FA -

\

PAREHESFLER - RIAF ISP LFDELN - RREE REE
E L G E o R P R chat e KEAFAFEH A L B o BE
SR A 605 B L R AL Sk ER A 0  BHE P R 2 R
ARG AL AL T ERHARTOARE LY TR R
G S EE R LR o AT AR E i B drc s RP inA E kA -
AT pRF s gl v RA T ILF -

B fd AR P DFAZ N % BT BT B RE M BIL G R &

o P TR En s W B R BR PP i AN KGR e iR A g o

R 3 Lr»‘ K Rga- 7o B o FAFEIR —-Hz;g;k A E et B ﬁ_&;\;;};ki e

i



Table of Content

S i
Y 0153 = Lo TP ii
- N i
TaADIE Of CONIENL.......uuiiiiiiiiieie ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e a e \Y
S o) T U = PP Vi
LISt Of TADIES. ...t e e e e e e viii
(@4 g F=T o] (= gl IR [ 10T [T 1[0} o 1
Chapter 2. Related WOIK........coiiei i e e oottt s s s e e e e e e e e e e e e eeeeeneeaseeeesesessnnnnn s 4
2.1 Anti-Phishing EAUCAtION. ........oiiiiii i r e 4
2.1.1 Educational DOCUMENTS...........utimmmmeereieee et e e e 4
2.1.2 EAUCALIONAl GaAIMES. it iaiseitaebt dhe s eeeeee e e e e e e e e e e e eeeeeesaannnes 4
2.2 Automatic Game Content GeNEratioN. i .« tcasite e e e i e e 5
ARG o F=T oA VLT o U T0x= 11 0] § e 6
Chapter 3. Phishing Page MOEL.... ... it e e 8
3.1 Phishing Knowledge ACqUISITIONS . .. i it ereee e 8
3.2 Integrating Knowledge from Multiple EXPertS...........cooooiiiiiiiiiiiiiiiiiiiieeee e 11
3.2.1 Introduction of Integrating Knowledge fravtultiple Experts...................... 11
3.2.2 Multi-type Repertory Grid Validation.. . .......eeeeeeeeiiiiinieeeeeeeeeieeeiiiiies 13
3.2.3 Integrating multiple multi-type repertoryi&from Multiple Experts....... 16
3.3 Phishing Knowledge Combinations........cccccee oo 18
3.4 Concept HierarChy Creation............. o eeeeereeeerrmmnmnmanneaseaaeessesssreeeeenrereemmmmn. 22
Chapter 4. Automatic Game Content Generation.............cooovveeeeeeeeieeeeeeieiiiiiiieeeees 25
4.1 Phishing Page RepreSentations...... .. ooaeeeeeeeeeiieeeieeiiinnnnnnnnn 25
4.1.1 Phishing Knowledge Frame............cccceeerieriiiiiiiiiiiiieee e eeeeeeeeeeeeeevieeeenes 26
o A = Yo [ =T 00 1] (o] Y 26
4.2 Game MiSSION GENEIALION..........uueiiieerreee e e ittt e e e e e e e 28
Chapter 5 Adaptive Learning APPrOACK........ ot eeeeeeeiiruuiiiiaaaaeaaeeeeeeeeeeeeeeeeeeeeeeeeeenne 32



5.1 Adaptive learning based on phishing concegtanchy..............cccccccciiiiinnnnnnn. 32.
5.2 Adaptive Learning Strategies

................................................................................. 34
Chapter 6. System Implementation and EXperiment..............oooouvuiiiiiiinieeeeeeeeeeeeenn. 37
6.1 System IMPIEMENTATION. .........u et 37
6.2 EXPeriment DESIGN .....ccooiiiiiiiieiiiie ettt e e e e 40
6.3 EXPErimMENt RESUIL.........ovviiiiii e rrree e e e e e e e e 41
(O g F=T o] (= gl @0 o o] 1113 [ o TSP URSR 45
REIEIENCE. .. ..o e e e e a2 4B



Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure

Figure

List of Figures

1 The Decomposition Of PhiShiNg Page . eeveriuiiiiiiiiiieieeeeeeieeeeeeeiiieeeeeeeieee 2
2 Knowledge ACQUISITION .....ceeviiiiiieemmmeeeeeeeieeeeeeiiiiiss s s e e e e e e e e e e e e eeeaeeeeeaeeeeeeeennnns 9
3 An example Of SKCRG ... oottt eee e e ee e eeeeeeees 10
N oY= 1 ] o] (=20 N I PRSPPI 11
5 Integration of repertory grid and AOT .. ooooeiiieeee e 12
6 SKCRG before validation............cccoviiiiii i e e 16
7 SKCRG after Validation..............ceeeeeeeiiiiiiiaeeeeeeeee e eeee e 16
8 lllustration for Enhanced Knowledge Intdgyn Procedure............cccccevvvennnn... 18
9 Combining two phishing attacks.... e b e 20
10 An example of integrated- AOT -and .integplatepertory grid...........cccoeeeeeenn. 20
11 A new knowledge obtained by combiningnytWRL” and “Friendly login”...22
12 An example of phishing repertory: grid...c.cci. ..o 23
13 An example Of NIerarChY i sttt 24
14 The Decomposition and Generation of ashhg Page..........ccccevvvvviiiiiiinnnnn. 25
15 An example Of PAKF.........ooouiiitmmmmmm e eeeeeeee et s e e e e e e e s aaaenaeaaeeeaeeeeens 26
16 An example PSR Of YES123..... ... 27
17 An example scenario of “FINd JOD ...cccccoiiiiiiiiiiiiiie e 28
18 An example of generated phishing scenario............ccccccovvvveviiiiiiiniiinnns 30
19 A labeling example of “Go to 104 Find 'Jgbenario...........ccccceeeveeeviiinineeennnns 31
20 Phishing Concept HIerarChy........coooeiiveiieiiiiiiiie e 33
21 Contrast strategy in Adaptive Game Cdngglection...........ccccceevveevveiinnnnn. 35
22 Analogy strategy in Adaptive Game Cont8atection..............ccevvvvieiieennnnn. 36

-Vi-



Figure 23 Intelligent Mission Management System MXBTture.............oooveiviiiiiiiinnnnnn. 37

Figure 24 Page scenario authoring screen Shot...............ccvcciiiiiiiie e, 38
Figure 25 Screen Shot Of ASAPE........o e 39
Figure 26 Screen shot of immediate feedback...............oovvviiiiiiiiini e, 39
Figure 27 Experiment Of APEG flOW......uuuii e 40
Figure 28 Technology acceptance model to measuBGAR...............uvveiiiiiiiiiieiieeeieee, 41

-Vii-



List of Tables

Table 1 Date Type of Multi-Data Type Repertory Grid............oovvvviviiiiiiiiiinieeeeennn. 10
Table 2 Learning achievements of experimental amakrol groups...........ccccevviiveiiiiinnns 42
Table 3 Test Score Comparison of experimental amtral groups........cccceeevveeeeeeeneenne. 42
Table 4 One-way ANOVA . ... e e e e e e e e e et e e e et e e nannseeerannn s 43
Table 5 Questionnaire Of CONIOl GrOUP.......cuuuumsereieeieeeeeieeiiieiieiiiieii s 43

-viii-



Chapterl Introduction

Phishing attack has become the fastest growing seathe Internet [1]. Phishers usually
lure customers into giving their personal sensitnfermation by utilizing different mediums,
such as email, spoofed websites and advertisemAftexward, the sensitive information
would be used for criminal purposes, and causenemas economic loss [1]. Nowadays,
phishing attacks become more and more complex smally become compound strategies, in
which users barely distinguish legitimate inforroatirom fake one [2].

Traditional strategies to protect users from pimghtan be categorized int@lently
eliminating the threat, warning users about the threat andtraining users not to fall for attacks
[3][4][5][6][7][8]. However, existing phishing dettion tool still suffers from false alarms
and false negatives. Educating users to identifgpisious emails and websites is quite
important in defense of phishing [3].

Most anti-phishing education materials are preskate documental. Users do not have
motivation for reading these documents, especvalign surf website, network security is not
their primary concern. Most users are unlikely pergd much time reading them [3]. The use
of game-base learning increases both the ' motivatoithe quality of the learning experience
[9]. Therefore, several anti-phishing education garhave been proposed [10][3]. However,
existing anti-phishing education games train utiegsskills of detecting phishing with limited
phishing cases. It is not sufficient for users @arh the phishing knowledge with limited
learning cases.

To solve the issue, we need to generate a lamyelbtank of phishing cases. However, it is
costly and time consuming to create phishing pagtesthe various and reasonable scenarios.
Therefore, how to automatically construct phishpages is an important issue.

With our observation, the phishing pages are coegag the phishing attack techniques

called Phishing Attack Knowledge and the Web pageent information called Page Scenario.



For example, in Fig. 1, the phishing paddtp://www.yahOO0.bid/.” is composed of the

Phishing Attack Knowledge(Replace "0” by “0“)" and the Page Scenario about legitimate
page ‘https://www.yahoo.bid/’. Different phishing knowledge or page scenaridl lgiad the

original case into new one. Therefore, the Adap8iraulation Anti-phishing education game
(ASAPEG) which systematically sort out the antigbting knowledge to generate large item
bank for anti-phishing education game is propodedthis game, we provide users a
real-simulation environment for learning by doirapd provide adaptive learning for use

learning anti-phishing in a short time.

http: //www.yah0O0O.bid/...

Phishing knowledge
Similar URL:Replace o by 0

Figure 1. The Decomposition of Phishing Page

To acquire the phishing knowledge from domain etgpethe improved multi-value
repertory grids (MVRG) is proposed to integraterilattes of phishing cases from
multi-experts. To extend phishing knowledge of mpigt experts’ to obtain new phishing
knowledge combinations, the Attribute Ordering EafAOT) is applied to sort out the slots of

page repository to provide more phishing cases.

From the defined model, the proposed Game Missiene@tion Algorithm (GMGA) will

generate great amount phishing pages by combiniiggiregy phishing knowledge and page



scenarios. With large item bank of phishing cases,can provide adaptive learning in

ASAPEG.

In the experiment, the TMD-based satisfaction qoestire is used to evaluate the degree
of usage satisfaction of the proposed mission mamagt system. In addition, pretests and
posttests are used to evaluate students’ perfoesaaiter using ASAPEG. Several security
experts and students are involved in the experintdmd evaluation results show that most of
experts are satisfied with our proposed system, saindent makes progress in identifying
phishing page.

The remainder of this thesis is organized as faloBhapter 2 discusses related works. In

Chapter 3the phishing knowledge acquisition is proposed using multi-value repertory

grids integrating and knowledge combination appneacin Chapter 4, the model of phishing
knowledge and page scenario and game content genespproaches are presented. In
Chapter 5, adaptive learning using ASAPEG systepnaposed. In Chapter 6, the
implementation and experiment of ASAPEG are disatisky Chapter 7 the conclusion and

future works are presented.



Chapter2 Related Work

In the chapter, we will introduce several diffietr anti-phishing training material, and
automatic game content generation.
2.1 Anti-Phishing Education

Education is a way to prevent phishing [11]. Erigtanti-phishing educations can be
classified into educational documents and educaj#mes. In the following sections, we will
discuss existing anti-phishing education and threesponding weaknesses.

2.1.1 Educational Documents

Documental education materials are the most podalan of anti-phishing education.
Many e-commerce companies usually provide educatiodlmcuments for educating their
customers to avoid phishing attacks [12][13][14][16][17]. Phishing IQ Test (Mail Frontier)
is a Web-based examination to evaluate whethesuser identify legitimate email or not.
Robila et al. [18] used Phishing 1Q Test and ctiissussions.to educate students.

However, some studies indicated that security @t materials are useless [19].
Another studies [20], is argued that Phishing IGstTeannot measure susceptibility to
phishing attacks directly. The primary reason & tiser seldom actively and patiently learned
these materials, which results in ineffective. iimsnary, users usually have low motivation

of studying documental anti-phishing materials.

2.1.2 Educational Games

Games have the power of engaging people. They geovwiteraction, interactivity,
problem solving, story and other elements that gikke user involvement, structure,
motivation and creativity, among other benefits][[ZR] [23][24]. A key factor is that games
also provide outcomes and feedback in real-timeg. [2herefore, game-based learning

supports the learning process by allowing playeradquire learning experiences in games



[26]. Several anti-phishing education games hawnlgoposed for improving the learning
motivation of users [27] [28] [29] [30]. Howeverjthwout realistic simulation, non-simulation
games may require students to be capable of applgiti-phishing knowledge in real
environment. Moreover, these non-simulation gamestain only general principles or
limited phishing attacks knowledge (basic URL olshtons). Compared to numerous
advanced attack techniques, users may not obséese tphishing features easily. For
example, there is no visual difference betweentilagie and phishing URLs when applying
graph substitution attack utilizing a graph of tegate URL to redirect users into phishing
site.

Simulation games additionally provide good oppattas for procedural knowledge
learning since learners can learn by doing in-thaulation environment [31]. On the other
hand, students make decisions, and see the resul®se decisions [32]. However, it is
costly and time consuming.to update new phishirge da education material. Considering
the changes of network security is extremely faati-phishing educational materials should
be updated as quickly as possible to able to temens new knowledge and to prevent
themself suffering new threats. That issue of géeme anti-phishing is how to automatically
generate phishing cases.

2.2 Automatic Game Content Generation

Deane, P., et. al. proposed a natural languagerajeore approach for automatic general
verbal items , which can automatic generate vetbatent according to concept [33]. They
defined an arithmetic word problem consisting ofhepc concepts, for example, the
“distance-rate-time” word problem consists of gemeroncepts like VEHICLE, MOVE,
DISTANCE, RATE, or TIME. The natural language geatem system can generate
arithmetic word problem described by different gemeoncepts.

Zualkernan, et. al. proposed an automatic generaticonline assessments which is used

to judge a software engineer’s comprehension atsifeepresenting software designs [34].



Activity diagrams are a type of model commonly usedoftware design, which captures
control flow in a situation. Bloom’s taxonomy-basgaestion generating assessments for each
level consists of a number of questions from eagbllof understanding. The questions about
the misunderstood are commonly occurring differenoetween the activity diagrams. This
research uses the Hazard Operators (HAZOP) [3%jetwerate multiple choice questions
which classed misunderstandings to assess thearstadding of activity model.

Branko [36] used Web Ontology Language (OWL)btold a dynamic test generation
system which use templates and algorithms for dycengeneration of questions. In OWL,
every concept consists of specific elements. Thsaming algorithm will determine which
templates match the specific elements, and chdese templates to generate multiple choice
questions. This ontology-based. test generatingoggpr can be applied to different domain.
However it is time-consuming to construct an OWL.

In previous researches;. the fixed question template-not appropriate for generating
phishing pages with different page scenarios anshpig attack knowledge. Moreover, it is
necessary to embed the scenarios in web pagettohiether users can apply phishing attack
knowledge to real environment. But the previousaeshes did not take question scenarios
into consideration. Thus, the issue to automaticgéinerate game content is how to extend

items to generate new phishing pages.

2.3 Adaptive Education

The term adaptive is defined as a capability tongeawhen necessary in order to deal
with different situations [37]. Adaptive learningL() is considered to be an alternative to the
traditional “one size fits all” approach and hascouraged the development of teaching and
learning towards a dynamic learning process fanieg [37].

Most of researchers have suggested that four aroaches can be identified to present

all adaptive e-learning systems: macro-adaptivditugie-treatment, micro-adaptive and



constructivist-collaborative approaches [37]. Maadaptive approach selects courses
according to characteristics of learners such amieg preferences, prior knowledge and
experience. Aptitude-treatment interaction approswdgests different types of instructions
and/or different types of media for different stotde[37]. In Micro-adaptive approach, it
requires monitoring the learning behavior of thedsnt while running tasks and adapting the
instructional  design  afterwards, based on quamn#at information @ [37].
Constructivist-collaborative approach focuses onv hibe student actually learns while
sharing her/his knowledge and activities with osher

Computer adaptive testing requires a large pieoi for each area of content domain to be
developed, with sufficient numbers, variety andespr of difficulty [38]. It is important to

establish large item bank of test.item efficiently.



Chapter 3 Phishing Page Model

Science phishing attacks change with each passityy il is important to build new
generated phishing case in simulation game in at g¢ime and teach user efficiently and
effectively. Thus, we want to automatic generatausation game content for an adaptive
anti-phishing game. However, without good modeplishing case, it's difficult to reach the

goal.

As mentioned above, we want to educate user arghiply knowledge. We need to
systemically describe classification of phishingaek. Thus, we need to acquire phishing
knowledge from experts. In our observation fromshhig attack, phishing attack can be
described by attributes. How to acquire attributésphishing knowledge from experts is

necessary. Thus, we use repertory grid to acghishimg attack attributes from users [39].

3.1 Phishing Knowledge Acquisitions

Researchers have indicated the need to develaprigeguidance mechanisms or tools for
assisting students to learn in such a complex ilegracenario[40], and many knowledge
acquisition methodologies have been proposed Krewledge engineers acquire the useful
knowledge and then to transfer this knowledge amtacmowledge base or other computerized
representation forms [41] [42][43][44].

The goal of anti-phishing education is to teachr udassify phishing attack. We use
repertory grid to classify knowledge which will beed to teach user anti-phishing.

At First, we use repertory grid with multi-repeatation to acquire attributes from experts.
We apply knowledge acquisition from multiple expapproaches to acquire knowledge from
experts shown in Figure 2. First we need to acdtri@vledge from experts, we asks expert
to fill the phishing knowledge repertory grid. Nexte apply knowledge acquisition from
multiple expert approaches to shrink synonymshatteé row by row and integrate multiple

repertory grids. According to the structure of thiegrated grid, the AOT which describes



importance of each attribute to object is consadcExpert will fill their own AOT. With the
AOT table, we propose a Phishing Knowledge Commnatiethod (PKCM) to derive more

phishing knowledge and construct phishing knowleaigearchy.

e

Knowledge Acquisition _ Shing
Expert Knowledge
3 | Repertory | Repertory | AOT | Knowledge B
. Validation Integration Table Combination I
i oncept
Hierarchy
—

Figure 2. Knowledge Acquisition

To support the phishing knowledge acquisition, rthdti-datatype repertory grid is applied
[45].

As shown in Figure 3, a grid with such a repregemias called an acquisition table, there
are four phishing attack knowledge. The.attack Bt IP.Encoding” is a phishing attack
which use phishing IP to spoof user, for examgies attack uses “81.174.70.14” to spoof
user. The attack “Homography Replace word (0,@)amain” replaces substring “0” in URL
domain name with its similar word.“0” to spoof usfar example, attacker registers domain
name “http://www.yah00.com” which"is ‘similar to tpt//www.yah00.com”. "TinyURL"” is
the phishing attack that use redirection servideide phishing URL, for example, the address
“http://tinyurl.com/5w4llmw”  which  will be redireetdd to phishing web site
“http://lwww.phishingsite.com”. "Friendly Login” us&JRL's that can include authentication
information such as “http://www.yahoo:com@phishitgggsom”, however, the destination
website is “http: //www.phishingsite.com”. Assuniat experts give the following attributes
to distinguish the phishing knowledge. “URL Typeieans the type phishing URL, for
example, the URL type of “http://140.113.167.118"IP. “Replace similar word in Domain”
means phishing attack will replace “0” with “0”. thentication URL” means the URL

includes authentication information such as a logime and password. In general the format



is “URI:/lusername:password@hostnamipath” [46]. “URL Redirection Service” means

phishing attack uses redirection service to spsef.u

Homography

DEClmE.ll IP Replace word (0,0) tinyURL Frlerfdly
Encoding . ; login
in Domain
URL Type {IP} {Domain} {Domain} {IP, Domain}
Replace similar word in Domain FALSE TRUE FALSE X
authentication URL X X X TRUE
URL Redirection Service FALSE FALSE TRUE X

Figure 3. An example of SKCRG

The data types used for describing the attributgdishing knowledge patterns are shown
in Table 1.

Table 1. Date Type of MultiData Type Repertory Grid

Bool : True or false
Set of Value  : A set of intersection symbols

Single of Value : A symbols, an integer or a real number

Range of Value : An integer or a real with rating

The Attribute Ordering Table (AOT) is provided &cord the importance of each attribute
to object #5]. The value of each entry is labeled ‘X’, 'D’ on énteger number. ‘X’ means the
attribute has no relationship with the object. fDéans that the attribute dominates the object.
An integer means the degree of importance for thiate to the object. An example of AOT
of Figure 4 is shown in Figure 5. Experts are adkefill an AOT table according to repertory

grid in Figure 4.

10



. Homography .
Dec1mz}l IP Replace word (0,0) tinyURL Frlen.dly
Encoding . . login
in Domain
URL Type D D D X
Replace similar word in Domain D D D X
authentication URL X X X D
URL Redirection Service X X D X

Figure 4. An example of AOT

3.2 Integrating Knowledge from Multiple Experts
3.2.1 Introduction of Integrating Knowledge from Multiple Experts

The construction of a reliable knowledge-basedesyatsually requires the cooperation of
several domain experts. The knowledge base inegjfabm several experts is usually more
abundant and objective than that derived from siegper{45]. There are possible situations
of integrating knowledge from_experts such as cosise, conflict, correspond and contrast
[45]. Huang purposed methods to integrate knowledagked KAME (Knowledge acquisition
from multiple expert), and to integrate Attributed®@ring Table (AOT), called AOTI(AOT
Integration), form multiple .experts [45]. The capending KAME procedure and AOTI
procedure are listed below. The flowchart of inégigig knowledge from multiple is shown in

Figure 5

Knowledge Acquisition from Multiple Experts Procedure (KAME)

Input : Repertory Grid G 1,G,,...,G,

Output : Integrated Repertory Grid G

SteplAcquire phishing knowledge form experts: Apply mtNpe repertory
grid-method to derive the initial knowledge frongr@up of experts individual
[45]

Step2Invoke Grid Row Validation Procedure

Step3Invoke Knowledge Integration Procedure

Step4invoke Grid Row Validation Procedure

11



Attribute Ordering Table Integration Procedure (AOT I)

Input : Attribute Ordering Table T 1,T,,..., T,

Output : Integrated Attribute Ordering Table T

SteplElicit AOTs: According to the structure of final mittype repertory grid in
KAME, the AOT is constructed. Experts are askefillttheir own AOT [45]

Step2Integrate AOTs

expertl expertZ ExpertN
W " Ay
Repertory Grid1 Repertory Grid2 »«» | Repertory Grid N

Grid validation

Repertory Grid1 Repertory Grid2 "** | Repertory Grid N

Grid._i.r-l-fé'g'ratiun ‘
integraﬁnn RG
_ LGI"id validation
Final RG
! Generate Attribute Ordering table(KFT)
AOT
AOT1 AOT 2 1en AOTN
Kﬁf'iﬁtegrai:igg J
integration AOT

Figure 5. Integration of repertory grid and AOT

However, in KAME, they do not consider multi-typepertory grid. Thus, we further
extend KAME to integrate multi-type repertory ghgt extending Repertory Grid Validation

Procedure. The details of this extension are peavid the following section.

12



3.2.2 Multi-type Repertory Grid Validation

Multi-type Repertory Grid Validation validates thatial grid by shrinking synonymous.
Synonyms of attribute may exist in the grid oridipalicited from experts or the integrated
grid, and can be discovered by using a similam@ysis.

Before discussing the rest steps of Synthesis Kembgd Capturing Repertory Grid
Validation, the details of similarity analysis aride algorithm of grid validation are
introduced.

For any given attribute, the associated valdebe grid may be regarded as a vector of
values. The vector a=[@,...,a] and b=[h,b,...,b] representing two attributes. There are
different similarity formulas to calculate the @ifent data type of value between them, and
the formulas are defined as follows: In"Formulaglwant to determine whether two vectors
have different unit. In Formula 2/ we want to measdistance of two integer vectors. In
Formula 3 we want to determine whether two enuri@ratrepresent the same unit with
different symbols. In Formula 4, we want to deterenwhether two sets represent the same
unit with different symbols. In.Formula 5, we waatmeasure similarity of two bool vectors.
In Formula 6, we want to measure distance of tvab vectors. In Formulas 7 and 8, we want

to measure slope of two vectors.

Formula 1: Correlation coefficient Feature similarity (CCSIM)
CCSIM(x ,y)=Correlation coefficient r of x and y

n

(@~ 2)(5-9)

(n=1)8,8, [n n

[ (2 - )2 i-—'ﬁ:
VZ( 2 Y (ui-1)

i=1 i=1

ygt

52

|

=3

—
T,
=

|
=D
—

Where ¥ and ¥ are the sample meansX&ndY, ands, ands, are the sample standard

deviations ofX andY.
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Formula2: Integer similarity (INTSIM)

INTSIM (a ,b)=|a-by| +| &b, |+| @-bs |+...+| &-bn |

Formula3: Enumeration similarity (ESIM)

0 if ai=bi

ESIM{a. b) = min > I{ai.bi) -
= ~ 1 if aizbi

Formula4: Set similarity (SSIM)
[ai 0 bil - [ai n bi
\ai [ bi\

SSIM(a,b)=>"

Formula5: bool similarity(BSIM)

If ai=bi for each i THEN BSIM (a ,b)=1

ELSE If there exists i such.thattai THEN BSIM (a, b) =0

Formula6: Real similarity(RSIM) RSIM (a ,b)=|abs| +| @-b, |[+| &-bs |+

Formula7: cos similarity(COSSIM)

asb

[alb

COSSIM(ap) =

Formula8: Attribute relation(AR)
IF the vector a=[ga,...,a&)]

Vector AR(a)=[a-a&, &-&s,..., &h-1-a&]
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Based on the above similarity functions, we propasesnhanced grid row validation
procedure to validate multi-type repertory grid.eTproposed enhanced grid row validation

procedure is listed below:

Enhanced Grid Row Validation Procedure

Input : A initial multi type repertory grid G

Output : A validated version of grid G

Stepl:For each two vectors a,b with the same data type
1.1IF data type is Boolean
IF BSIM(a,b)=1 THENSHRINK ROWS
1.2IF data type is rating value
IF COSSIM(a,b)>Threshold AND COSSIM(AR(a),AR(BHEN SHRINK ROWS
ELSE IF CCSIM(x ,y)> Threshold THESHRINK ROWS
1.3IF data type is non rating value
IF ESIM(a,b)<threshold THESHRINK ROWS
1.41F data type is enumeration
IF ESIM(a,b)<threshold THESHRINK ROWS
1.5IF data type is Set
IF SSIM(a,b) < threshold THEBHRINK ROWS

Step2: Return A validated version of grid G

Example 1: A multi-type repertory grid validation example
As shown in Figure 6, there are six attributed #our phishing attacks in the repertory

grid.
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. Homography .
?;:i::::;:ln[; Replace word tinyURL Fl;)e;ﬂly
(0,0)in Domian

URL Type {IP} {Domain} {Domain} {IPDomain}
Replace similar word in Domain FALSE TRUE FALSE X
authentication URL X X X TRUE
URL Redirection Service FALSE FALSE TRUE X
exist @ URL X X X TRUE

Figure 6. SKCRG before validation

At first, the corresponding vectors a and b of tBmolean attribute “authentication
URL " and “URL exist @” can be represented by a=(x,x,x,TRUE)andb=(x,x,x,TRUE)
respectively. Since BSIM(a,b)=1, we can treat these attributes as synonymous attributes

and then shrink these two attributes: The resul@pgrtory grid is shown in Figure 7.

. Homography .
DEClmE.ll IP Replace word (0,0) tinyURL Frlerfdly
Encoding . ; login
in Domain

URL Type {IP} {Domain} {Domain} {IP, Domain}
Replace similar word in Domain FALSE TRUE FALSE X
authentication URL X X X TRUE
URL Redirection Service FALSE FALSE TRUE X

Figure 7. SKCRG after validation

3.2.3 Integrating multiple multi-type repertory Gri d from Multiple Experts
In this section, we extend Huang's Knowledge Indéign Procedure [45] to support
multi-type repertory grid. To integrate knowledgerh expert, we assume that all experts are

of equal importance. The proposed enhanced knowlgdggration procedure is listed below.
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Enhanced Knowledge Integration Procedure

Input : Repertory grids, G,,G,,...,Gy

Output : An integrated repertory grid G

Stepl: For each attribute with the same data typenimore than two grids

1.1 If each attribute has the same value THEN shrink

1.2 If each attribute has different value THEN Invoke Conflict Handler
Step2: For the attribute appear in only one grid

2.1 Copy the attribute together with its vlue to integrated grid.

Figure 8.(a) shows two repertory grids G1 and Eiat, Enhanced Knowledge
Integration Procedure check that the (al,kl) entsifdooth girds have the same type, and the
new value of (al,kl) entry is.set as true. Sineg(@3,k2) entries are conflict, the new value
of the (a3,k2) entry is set as{IP, Domain} by CartfHandler. Figure 8.(b) shows the

resulting repertory grid after Enhanced Knowledgedration Procedure.
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ki k2 k3 ki k2 k3
al |true | true true al true | true true
a2 |5 3 2 a3 | {IP} {IP} {IP}
a3 | {IP} {Domain} | {IP} a4 |5 2 I
G1 G2

(a) Two repertory grids

kl k2 k3
al |true | true true
a2 |5 3 2
a3 | {IP} | {Domain,IP} | {IP}
a4 |5 2 I

(b) Integrated repertory grid

Figure 8. lllustration for Enhanced Knowledge Integation Procedure

After we integrate repertory grid from multiple useve apply further IAOT [45] to
acquire integrated AOT from. multiple expert. Modephishing attacks usually are
compounded with different phishing attack techngjugased on this observation, we further

propose a Phishing Knowledge Combination Methathénext Section.

3.3Phishing Knowledge Combinations

To provide adaptive learning, it is necessary tibdoaularge item bank of phishing case. To
achieve this goal, we observe phishing knowledgeamambine each other. And we need to
represent the relations between phishing knowlediigas, we proposBhishing Knowledge
Combination Method (PKCM) by extending KAME. The proposed Phishing Knowledge
Acquisition Algorithm involving Knowledge Acquisdn from Multiple Experts (KAME),

Attribute Ordering Table Integration (AOTI) and PKIGs listed below.
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Phishing Knowledge Acquisition Algorithm

Input : Phishing Attack K={ K ,K5,...,K.}

Output : Game Content

Step 1: Knowledge Acquisition from Multiple Experts Procedure (KAME)
Stepl.1Acquire phishing knowledge form experts by usinglti-datatype repertory
grid
Stepl.2nvoke Grid Row Validation Procedure to Validationmulti-datatype
repertory grid
Stepl.3nvoke Knowledge Integration Procedure tolntegrationmulti-datatype
repertory grid
Stepl.4invoke Grid Row Validation Procedure to Integrated repertory grid

Step 2: Attribute Ordering Table Integration Procedure (AOTI)

Stepl.1Elicit of AOT
Stepl.2ntegrate of AOT

Step 3:Invoke Knowledge Combination Procedure to Gmbine Phishing Knowledge

Step 4:Invoke Column Analysis Procedure to construaconcept hierarchy

The combined phishing knowledge can become moreplcaed than original phishing
because the combined phishing knowledge emergeturdésa from original phishing
knowledge. For example in Figure 9, phishing atsattkird party” and “friendly login” can
be combined into new phishing knowledge which emertpe feature of “third party” and

“friendly login”.
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http:/ /tinyURL.com /1234

http://www.yahoo.com@tinyURL.com /1234

http://www.yahoo.com@phishing com

Figure 9. Combining two phishing attacks
To achieve our goal, we employ AOT which records #ttribute which is dominating
phishing knowledge. An example of integrated AOT artegrated repertory grid of phishing

attacks is shown in Figure 10.

. Homography .
];(:::(l:z:ln[; Replace word tinyURL Fl;:;ﬂly
(0,0)in Domain
URL Type {IP} {Domain} {Domain} {IP, Domain}
Replace similar word in Domain FALSE TRUE FALSE X
authentication URL X X X TRUE
URL Redirection Service FALSE FALSE TRUE X
Appearin Address TRUE TRUE FALSE FALSE
. Homograph .
De(:lngl IP Replace \f:ordp (3,0) tinyURL Frlen.dly
Encoding . . login
in Domain
URL Type D D D X
Replace similar word in Domain D D D X
authentication URL X X X D
URL Redirection Service X X D X
Appearin Address X X D D

Figure 10. An example of integrated AOT and integrted repertory grid

To combine the phishing knowledge, we propose kadgé combination algorithm (KCA)
according to phishing knowledge repertory grid &ndwledge combination table. According
to AOT, knowledge combination algorithm will detema whether the knowledge is conflict

or not.
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Knowledge Combination Procedure

Input : Column AOT K={K1,K2,...,Kn}
Corresponding column in repertory grid R={c1,c2,...,0}
C(R) is number of attribute in R

Output : New repertory grid column r’

Stepl:For each m column Kil,Ki2,....,Kim in AOT K

Step 1.1 check Kii,j,Ki2,j,...Kim,]

If |{Kit,j=D|t=1,....m}}=2 AND (Cfj=Cf’j if Kfj=Kfj=D)
Combine(Cii,j,Ci2,j,...Cim,j)

ELSE Repeat Step 1

Step 1.2 check Kii,j,Ki2,j,...Kim,j If {Kit,j=0t=1,....m}|=1
Combine(Cii,j,Ci2,j,...Cim,j)

Step 1.3 check Kii,j,Ki2,j,...Kim,j If |{Kit,j=0t=1,....m}|=0
Combine(Cii,j,Ci2,j,...Cim,j)

Step 1.4 j=j+1 Repeat Step 1.1, UNTIL J>C(R)

Step 2: Repeat stepl

For example, we use&nowledge Combination Procedure to synthesize phishing
knowledge “tiny URL” and “Friendly login” in Figur® by AOT shown in Figure 11.
According to AOT, the attribute “Appear in Addregs”’necessary for both “tiny URL” and
“Friendly login”, then check their correspondinglu@ in SKCRG whether the values in
entries [tiny URL, Appear in Address] and [Friendlbgin, Appear in Address] are the same.
Thus, there is no conflict in this necessary atiteb We check the necessary attribute each
other. If there is no conflict, we can combine kihexnge “tiny URL” and “Friendly login”

into a new knowledge shown in Figure 11.
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tinyURL+ Friendly login
URL Type {Domain}
Replace similar word in Domain FALSE
authentication URL TRUE
URL Redirection Service TRUE
Appearin Address FALSE

Figure 11. A new knowledge obtained by combining fhyURL” and “Friendly login”

On the contrary, according to AOT, the attributeRIUType” is necessary for both
“Decimal IP Encoding” and “Homography”, then cheblkir corresponding value in SKCRG
whether the value in entry [Decimal IP Encoding,lUR/pe] and [Homography, URL Type]
are different. Thus, “Decimal IP Encoding™and “Hognaphy” cannot be combined because

of incompatibility.

3.4 Concept Hierarchy Creation

The concept hierarchy describes relation betweemrcdncept and its sub-concept. With the
concept hierarchy, we can adjust the-training-l@eslording to user learning situation. For
example, if user is positive in learning anti-plg)y we can choose more detailed phishing
knowledge for user to learn. Otherwise, we justodgohigh level for user to learning. Using
adaptive learning to shorten learning period, wendb teach each case of anti-phishing.
Comparatively, we adaptively teach user anti-phighiy a diagram showing the relationships
among concepts. To build concept map, we use bkigyarlustering to analyze knowledge of

repertory grid by calculating the similarity betwdanowledge irColumn Analysis Procedure
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Column Analysis Procedure

Input : Phishing Repertory Grid column Vector Set
C={Vi| Viis<al,a2,...,ai> where ai is attribute }

Output : Relation vector

Stepl: Find the two cloumega:  with the largest number of same element

Stepl.1 Merge and cj into a new attack called g
Stepl.2 Removeg @ from C

Stepl.3 Add {x} into C

Stepl.4 If all objects are in one clusteturn the cluster. Else, go to step 1

For the Example given a repertory grid in Figure ©dlumn Analysis Algorithm is

performed as follows:

1. Initial C={Decimal IP Encode, Octal IP Encode, HExEncode , Int IP Encode} Where

Decimal IP Encode= ({decimal}, TRUE, TRUE, x; x)

Octal IP Encode=({octal}; TRUE, TRUE, X, x)
Hex IP Encode= ({hex}, FALSE, FALSE, x; X)

Integer IP Encode= ({int}, FALSE, F, X, X)

Octal TP Hex IP IntegerIP Decimal IP
Encoding Encoding Encoding Encoding

Encoding | octal} Thex}
Dotted quad TP TRUE FALSE
Appear in Address TRUE FALSE
authentication URL X X
Address consistency X X

Figure 12. An example of phishing repertory grid

2. Octal IP Encode and Decimal IP Encode has largesber of same value

3. Add {Decimal IP Encode, Octal IP Encode} in C

4. Delete Decimal IP Encode, Octal IP Encode in C
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5. C={{Decimal IP Encode ,Octal IP Encode}, Hex IPdedle , Int IP Encode }

The resulting hierarchy in this round is shown igufe 13.

Octal/ Decimal
IP Encoding

Decimal O?tal
Encoding Encoding

Figure 13. An example of hierarchy
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Chapter 4 Automatic Game Content Generation

In this chapter, we introduce automatic game cdngameration by the instantiation

properties of knowledge frame model and page répysi

4.1 Phishing Page Representations

We observe that Phishing page is with two compagpitishing knowledge and page
scenario. Phishing knowledge stands for the ati@chkniques which phishers use in spoofing
user. Page scenario connects attack technique®alnsituations. From the above observation,
our idea is to decompose the phishing page inte pagnario and phishing knowledge. With
different phishing knowledge and page scenario iedld the original case into new one.
Figure 14 shows a simple example. A spoofed yalage with the phishing URL “http://
www.yahOO0.com.tw”, we can.decompose this phishiagepinto phishing knowledge and
page scenario. The page scenario-is yahoo, andglisfing attack technique is using the
strategy to replace “0” in original URL with itsnsilar word “0”. Finally, we can compose this

phishing attack technique and another page scesacioas pchome into a new phishing page.

Page scenario-1

" http://YAHOO.bid

= —— Phishing knowledge http://PCHOME.bid
= Replaceo by 0 ‘ e
: Compossy =& Hl== mram

Page scenario-2 P ‘ 25 el | e

Figure 14. The Decomposition and Generation of a hing Page

Phishing page representations including phishingwkedge representation and page
repertory are essential of generating phishing pag®matically. A well-defined page
repertory can support wiki-based platform of cdileg page scenarios. In the next two

sections, we first introduce our phishing knowledggresentation and then page repertory.
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4.1.1 Phishing Knowledge Frame

As mentioned before, we want to generate phishiagep by composing phishing
knowledge and page scenario. The phishing attsbatguired from experts via repertory grid
are stereotyped. Therefore, frame model can beeapbpd knowledge structure of phishing
attack knowledge. Figure 15 shows the slot attebudf phishing attack knowledge frame
(PAKF) which is a “Decimal IP Encoding” frame. Thagtack converts the hostname of URL

into Decimal IP representation to cheat users.

Decimal I[P Encoding

URLlecation |Address,
Address Appearance,
Link, Link Appearance
URL Type IP, Domain
Actiomn Host Name
Target Ifneeded
Procedure Find_Phish_[P
Encoding If-needed:
Procedure
Transfer_[P_T0O Decrimal
consistency | True false
Page Screen | consistence

Figure 15.:An example of PAKF

Besides, the inheritance and /instantiation propertof our proposed frame-based
knowledge representation can further extend thgir@i phishing pages to new one.
Inheritance properties including single inheritaacel multiple inheritance properties can be
used to generate new phishing attack knowledgéantiation property can be used to apply
phishing attack knowledge to different scenarioistl large amount of phishing pages can be

generated.

4.1.2 Page repository
The goal of anti-phishing education game is to tgvéhe users’ skill of distinguishing

phishing pages in real world. Hence, phishing pagelel should be represented by features
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which user can easily observeage Scenario Repository (PSR) is proposed foesepting

phishing features according to the phishing featfrem expert by SKCRG. Figure 16 shows
an example PSR of the homepage of yes123. Thensetes#t of this page is stored in the
“Page content” slot by yes123.jpg. “Address” anddtkess appearance” record the actual
address of this page and the corresponding visdatmation. The embedded hyperlinks

information is also stored in “Link type”, “Link Tget”, “Link Appearance”, “Link Location”

and “Link Flag”.
mer |Slotname Slotvalue
50 LI Game “ves123”
cmar | |Media “IE8”
vestzamm I R i il |PABE content |“yes123.jpg”
= 10488 T EOTEE Address “https://www.yes123.com”
_ r‘ FERREE | @g;;:%ﬁ";}i Address “https://www.yes123.com”
ORABE | cursnnnnss Appearance
“RESA Biaaae I‘[’Eﬁtﬁgiﬁ% i ﬁi;j AddI‘ESSFlag 2.2
' ercvancan || S oo (e S| | [Link Type “string”
= i i ?’% Link Target  |“https://www.yes123.com/
EERRR ] o - it~ - login.php”
: T — w7 | |Linklocation  (100,100,200,200)
mEEn \ aEEn I -\i’\.—)-. Link "ﬁé%g”
S oo n | |Appearance
LinkFlag 2.2

Figure 16. An example PSR of yes123

PSG can describe a network topology 'which is aakbghavior of user. It is important to
simulate users’ daily experiences. For examplea itiser wants to search available job
positions in “yes123”, then he/she can either segms123 by Google or check mail send
from “yes123” in Gmail to achieve the URL of “yefI2 Figure 17 shows this simple
scenario. There are three pages in this scendsiopgle”, “Gmail”, and “yes123homepage”
and two hyperlinks including one from “Google” tpes123” and the other from “Gmail” to

‘yesl123".

27



-

Figure 17. An example scenario of “Find Job”

For a real-simulation game, a reasonable scengaimé mission) is essential. Compared
to game content generation, it requires generasinget of game contents with certain
dependences among them. In the next section, wéntvdduce our game mission generation
algorithm.

4.2 Game Mission Generation

With the PAKF and PSR, we propose game miss@meation algorithm to support
adaptive real-simulation -anti-phishingeducationmga For simulating usérsdaily
experiences, there are several constraints in gengrgame mission.
Constraint 1:
According to real environment situation, the targetink address is equal to the target web
page. Thus, if a link is changed to a phishing timkn the target page of link must be changed

to phishing page.

Constraint 2:
There must be a phishing feature in the phishirgep@hus, if a page is changed to phishing
page then one of features in this page must begeltaio phishing one.

In ASAPEG, we simulate user behavior when brogisirserial web page; for example, if
users want to go to "104” to find job. First, useay visit “104 after using Google to search

“104”. Users need to login to find available jobsgmn in “104”. In above scenario, user will
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browse three pages, “GOOGLE”,"104 home page”, a@d'lbgin page”. Thus, we simulate
the scenario by giving a mission “Go to 104 Fint#d"Jdn this scenario, phishers may lure
users into providing their 104 account informatinvarious attack techniques. Our goal is to
generate possible phishing scenarios by applyinghptg attack knowledge to legitimate
scenarios. By considering game constraints, thepgeed Game Mission Generation

Algorithm is listed below.

Algorithm 2 : Game Mission Generation Algorithm

Input : Mission List M
Knowledge List K
Output : Phishing Knowledge List PM

For each mission m from M
For each knowledge k From K
Select page p from P
Invoke Modify Page Procedure(k,p)

Subroutine of Algorithm 2 : Modifying Page Procedue

Input : Page p
Knowledge k
Output : phishing page

Stepl:For each repository rof p
1.1 Check precondition of knowledge k
1.2 IF conform precondition of k
Then Change slot value in p according to aabiok
1.3 IF link is modified Then Invoke Modify Page Bedure(k ,next page)

Figure 17 illustrates that our proposed game nmsgeneration algorithm generates
possible phishing “Go to yes123 Find Job”, showrtrigure 16, scenarios with “Decimal IP
Encoding” technique, shown in Figure 14. First, wleeck whether the “Decimal IP
Encoding” can be applied to the page “Google” ot. mdext, according to the game

constraints, we apply “Decimal IP Encoding” techurggo the next selected pages, “Gmail”
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and “Yes123". Repeat this procedure, we can gemexhtpossible phishing “Go to yes123
Find Job” with “Decimal IP Encoding” technique. Tlyenerated phishing scenarios are

shown in Figure 18.

Gmail : phishing

=

(a) Phishing scenario start with Google

Gmail : phishing

=

(b) Phishing scenario start'with Gmail

Gmail

Google
“link2 . e e

(c) Phishing scenario start with yes123

Figure 18. An example of generated phishing scenari

For convincing adaptive learning mechanism, wellaaeh generated phishing scenario S
by (M ,P ,PT) where M is the mission number of teeresponding legitimate scenario, P is

the page number of the start phishing page ands Rffei corresponding phishing attack type.
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For example, a phishing “Go to 104 Find Job” scenahown in Figure 19, is labeled as
(“Go to 104 Find Job”, “Gmail”,”"homograph”) becaussers start this phishing “Go to 104
Find Job” mission by receiving a phishing mail wihomograph” technique in Gmail. In the
next chapter, we will utilize this labeling systemd generated game mission to propose our

adaptive learning strategies.

homograph homograph homoegraph
@2r=e IDISUTNUTNARY  aiieas - .
RN v, ol SRR e
L 1 =
= Tkl — = —

Figure 19. A labeling example of “Go to 104 Find Jo’ scenario
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Chapter 5 Adaptive Learning Approach

In the chapter, we propose our adaptive stratedt@st, we use phishing concept
hierarchy for adjusting learning goal and plan. Cast strategy is further applied to help
users to converge the recognition of certain phiglattacks, while analogy strategy is used to

improve the users’ knowledge transfer ability.

5.1Adaptive learning based on phishing concept hieratry

Learning security is usually not a primary goalugers in Internet and the time of users
spending in anti-phishing educations vary. Theeefat is important to design different
learning plans according to distinct learning pesioPhishing concept hierarchy in Chapter 3
Is proposed to organize phishing attack knowleéggure 20 shows an example of phishing
concept hierarchy. The higher concept consists ‘ofenphishing attack knowledge but
rougher. For example, “Homograpgy”is phishing @ttthat spoof users by using mimic URL.
However there are many techniques to constructnaieriJRL such as “Add Word”, “Delete
Word” and “Replace Similar - Word”. These technique described more detailedly than
“Homograpgy”. Thus, “Add Word”; “Delete. Word” andReplace Similar Word” is the
sub-domain of “Homograpgy”. We can construct a dneny between detailed concept of

“Homograpgy”and its sub-concept.
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Homography/

IP Encoding
I
IP Encoding Homography
|
|
DecimalOctal Decima/Octal "g—"n:‘ig::z:? e
IP Encoding IP Encoding ';::j e Replace word
in TLD
Domian
i Homagraphe
Decimal IP || Octal IP Hex IP Integer P graphy Homography H h H E
Encoding || Encoding || Encoding || Encoding ﬁeli;;;;;;‘;?“; Dslelr.a.f.n.ﬁ.dd Rg;;%?orz R:;T;‘,g(;i?or":;
Q00 word in . ; :
in Domain Domlan (L1 ||}<L:Suntry (X} } |_?I:|3:Jenarlc EEE
Homography Homography || Homegraphy (| Homography
Replace word Replace Add word Delete word
(1,1/(0,0) word in Domian in Domian
in Domain {.,-)in
Domian
Homography Homaography

Replace word
(0,Q)in Domian

Replace word
{1,1}in Domian

Figure 20. Phishing Concept Hierarchy

Before introducing our-adaptive ideas, we firstimefuser learning portfolio. A user
learning Portfolio UP is a set of UR(M;, AR, A;,T;) where M is the current mission number,
AP; is the current visiting page, /& the-action record and iE the current time. For example,
user in mission M=(1,1, homograph) clicks a phighiink, then the user learning portfolio
UP records ((1,1, homograph) ,(1,1) , ‘click’ ,’/08:00" ). According to different learning
periods, our system will adjust different learniggal (different level in concept hierarchy).
The basic idea is that users learned this phistomgept if they have learned certain instances
of this concept. Therefore, in a limited time pdriave first introduce the overview of
phishing attack knowledge. As time goes by, theaitggt phishing attack techniques will

continue to be introduced. Example 2 show we adigashing plans in different time period.

Example 2

According to the concept hierarchy and user padfol Figure 18, if the number of phishing
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attacks users can identify is more than a thresltioéoh we assume that users have finished in
learning the sub-concept. If the number of finislsedb-concept more than a threshold, we
assume that users have finished learning the canaeghe first five minutes, we train user
with the highest level concept, in this period, éxample, to teach to avoftHomograpgy
without classifying what technique use“ldomograpgy; thus, if users have finished learning
“Homograpgy than we assume that users have finished in lgarhinthe next period, we
will teach more detailed phishing attack in nexteleof concept hierarchy, users need to

finish learning these detailed phishing attack.

5.2 Adaptive Learning Strategies

Although phishing concept hierarchy.can be useddpst learning plan, the users
learning abilities are still critical. If users cet understand phishing concepts in time,
designed learning may not be achieved. Hence, dea is to speed up learning phishing
concept by providing legitimate page. This strategyso-called the contrast strategy. By
comparing phishing page and legitimate page, ussernbserve the difference between them
easier. This difference is indeed-a phishing atteeghnique presented via the phishing

features. The following example shows how the @sttstrategy works.

Example 3

In Figure 20, the mission i$=ind Job by yes123 méjlusers need to go to Gmail to receive
mail sent by‘yes123, than go td‘yes123 and login. There are three pages in the mission,
“Gmail’, “yes123 logifi and “yes123 home And we use this mission to teach user
“Homography shown in Figure 21.(a). If users can not identiffomography in page
“Gmail’, then will restart the mission with the scenahattthe pagé¢Gmail’ is legitimate

shown in 21.(b). Thus, user can compare phishigg pad legitimate page.
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Gmail: Homograph Yes123login: Homograph Yes123 home :Homograph

_______________

https: / /mail.googlle.com/ https: / fwww.yes1234.com/ " https:/ fwww.yes1234.com/

"5.. s e e e

Yes123 login: Homograph Yes123 home :Homograp

https: / /www.yes1234.com/

(b)

Figure 21. Contrast strategy in-Adaptive. Game Contet Selection

The most important goal of anti-phishing educatiggo teach users how to prevent
phishing attacks in their daily life. Thereforegtknowledge transfer abilities of users which
are to apply phishing knowledge to detect phisipages with different scenarios are essential.
Our idea of improving the knowledge-transfer-apilg to provide different phishing pages
with the same phishing attack. This is so-calledahalogy strategy. By previous experiences,
user can understand how this phishing attack wedser. Example 5 shows the analogy

strategy in our proposed system.

Example 5

In Figure 21, the mission i$=ind Job by yes123 méjlusers need to go to Gmail to receive
mail send by‘yes123, than go td'yes123 and login. If users can identify phishing attack i
this mission shown in Figure 22.(a). We will selaabther mission shown in Figure 22.(b)

with the same phishing attack to test the knowlddmesfer ability of users.
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Gmail: Homograph Yes123 login: Homograph Yes123 home :Homograph

S Bt L

ooglle.com/ https: / /www.yes1234.com/ " https:/ /fwww.yes1234.com/

-

;-,"’ 104mM  EiEEEETITIER
A TURERL TV isandinieime

T tFmmARe "a—__-
S | .é-"
=

(a)
Yahoo home: Homograph Yahoo bid: Homograph Yahoo login :Homograph
’ https: / /www.yah00.com/ _- https: // tw.bid.yah00.com/ . https: / /login.yah00.com/ '

SaAme
= - | — —— | —— ~ |

(b)
Figure 22. Analogy strategy in-Adaptive. Game ContenSelection

In our proposed system, adaptive strategy basgthmihing concept hierarchy is prior to
the contrast strategy and the analogy strategyerA&arning whole phishing concepts, the
analogy strategy is then applied to improve thevwKkadge transfer ability. Once users
misjudge a phishing page, the contrast strateggpmied to help users to understand this
embedded phishing attack knowledge. In the nexptehawe will propose our system
containing knowledge acquisition module, missiomegation module and adaptive game

engine. The experiment results are also providedamext chapter.
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Chapter 6 System Implementation and Experiment

6.1 System Implementation

For evaluating our proposed approach, we implenaetitree-phase prototype system
including Knowledge Acquisition Phase, Game Missi@rneration Phase and Adaptive

Game Content Selection Phase. The system archigdstashown in Figure 23.

Phase II. Phase III
Phase I. :
na— Game content Adaptive Game
Knowledge acquisition : :
Generation content selection

Folks Y

"-..\_\_______4_,_,/
| Authoring 5 Page
) . | tool repository
TR — Game content
® Generation £
Algorithm Inference @
experts synthesis S Engine 3 )
knowledge #Phishing l r /l\

v

.3 »| capturing Knowledge
Algorithm NN
s 5
content User e
% portfolio

Concept
Hierarchy

Figure 23. Intelligent Mission Management System Ashitecture

In knowledge acquisition phase, phishing knowledgecquired from experts via the
synthesis knowledge capturing algorithm. In the maéale, folks can provide page scenario
by the proposed authoring tool. In Phase I, tleest page scenarios and phishing knowledge
are further used to generate game missions fopaighing education game. While users start
playing anti-phishing education, the inference ragselects phishing page adaptively based

on users’ portfolio and phishing concept hierarchy.

The screen shot of authoring tool is shown in Fegedt. Folks firstly provide the address
of this page and then edit new page scenario optighing attack technique. If the existing
phishing features are insufficient to describe pheshing attack techniques, folks can click

the “add new info button” to extend the frame bgeriing new phishing feature. Therefore,
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anti-phishing education game can be flexible fouaading evolving phishing attack

knowledge.
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Figure 24. Page scenario authoring screen shot

The screen shot of game.is shown in Figure 25.m&i@ character of the game is a soldier
John, where John has to complete the missions lilermommander, but has to avoid phishing
attacks. In mission, John can determine whethdr éasiring hyperlink is phishing or not. The
other character, John’s commander, helps-John pubroviding tips on how to identity

phishing page, shown in Figure 25.

In this immediate feedback, the left column isiamoduction of this phishing attack
technique. The main frame shows the user’s misgiggeshing page, the phishing features
are highlighted for reminding users. The correspandegitimate page is also provided for

recognizing this phishing attack knowledge.
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Screen shot of immediate feedback

Fig

In the evaluation, we consult several experts cusg domain and education domain.

Security experts consider phishing attack knowlealg¢he implementation techniques. From

this viewpoint, advanced phishing attack technigsesh as DNS cache poison and XSS

attack cannot be completely represented by ourgsexp anti-phishing education game.

However, our goal is to train users how to avoipimg attack instead of training phisher. In
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contrast, security experts consider that phishesjures provided by anti-phishing education
game can describe nowadays phishing attacks. Hdocekperts are satisfied with most
functions of anti-phishing education game exceptjame scenarios. In general, most experts
agree that anti-phishing education game is conmwérf@ educating users about phishing

attack and improving users’ ability of distinguisiphishing page in real life.

6.2 Experiment Design

In this experiment, we evaluated the learning aaheent and learning motivation of
participants. First, 20 Web pages are given, amticg@ants were asked to determine whether
each page is phishing or not and the confidencéseafjudgments. After 10 minutes training,
20 Web pages are given, and participants.were askeetermine 20 more Web pages which
were phishing. Finally, a questionnaire based ochmelogy Acceptance Model (TAM) was

provided for evaluating learning motivation. Thgexment flow is shown in Figure 27.

n

Pretest 10min

Random
Assignment
10min
X
10mi
Posttest min
k4
3
5min

Questionnaire

Figure 27. Experiment of APEG flow

We used a between-subjects experimental desigrstavio training conditions:

Existing training material condition: In this condition, participants were asked to sptmd
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minutes reading online anti-phishing material.
Adaptive Game condition: In this condition, participants played the adap#si-Phishing
Education Game for ten minutes.

After taking posttest, participants were asked donglete a TAM-based satisfactory
questionnaire.The Technology Acceptance Model (TAM), shown in Ufey 28, is an
information systems theory that models how usersecto accept and use a technoldgy.
this questionnaire, we evaluate perceived usefs|naeasrceived ease of use, attitude toward

using, and behavior intentions to use of ASAPEG

Perceived
/ USEﬁ]]negs\ \

Attitude Behavioral Actual
Ext.ernal Toward = Intention to * System
variables Using Use Use

\ Perceived /

Ease of Use

Figure 28. Technology acceptance model to measur®BG

6.3 Experiment Result

In this experiment, we recruit 62 online folks W&T which is the greatest BBS station in
Taiwan as participants. There are 44 males anceri®@les involved in this experiment. The
average time of participants in Internet is arodnthours per day. Table 2 compares the
learning achievements of experimental and controligs by Pair T-test. The corresponding
standard deviations are represented in parentheShere are significant learning
achievements in experimental and control group9.(B01 and p=0.001, respectively). This

indicates that users can improve their phishing@ctein abilities if they are willing to learn.
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Table 2. Learning achievements of experimental andontrol groups

Pretest posttest P-value
Experimental grou 37.5483 57.6935 <0.0001
(14.1941) (15.6964)
Control 37.0806 47.3870 0.001
(17.047) (19.0729)

Table 3 compares the mean scores of control andriexpntal groups in pretest and

posttest by Two Sample T-test. There is no sigaificdifference in pretest (p=0.906). This
indicates that participants in both groups havealamprior knowledge on detecting phishing
pages. However, after anti-phishing training thiereeals significant difference in posttest

(p=0.0021). This result shows that our proposedagyh performs better than traditional one.

Table 3. Test Score Comparison of experimental ancbntrol groups

Experimental group Control grouf P-value
Pretest Score 37.5483 37.0806 0.906
(14.1941) (17.047)
Posttest Score 57.6935 47.3870 0.0021
(15.6964) (19.0729)

We further compare the score gained of two gronpg@ne-way ANOVA, shown in Table

better than control group.
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3. There is significant difference between expentakand control groups (p=0.0208). The
average gained scores of experimental group anttataroup are around 20 points and 10

points, respectively, shown in Table 2. Therefexgerimental group performs significantly




Table 4. One-way ANOVA

Sum of

Squares df Mean Squarg F Sig.
Between Groupy 1500.403 1 1500.403 | 5.6412 | 0.0208
Within Groups 15958.44 60 265.9739
Total 17458.84 61

We evaluate the users’ satisfaction via TAM-basadestjonnaire. We collect the
satisfaction of the participants for their commant®\PEG After they finished anti-phishing
training, they filled a TAM-based satisfaction guesnaire. 5 scale is used to evaluate the
degree of participants’ satisfaction, from veryesg(1) to very disagree (5). The results of

questionnaire in each group are:shown in Table 4.

Question Satisfaction Degree

QU Z5F2 i 43t (g (R B b 3.72
2 570 1P 8 (P T T T2k (g ok 4.13
O3 S5 R P RIS %Uﬁ’rﬁfiﬁ\tiﬁff 4.34
04 SRR €5 7 ST A 3.94
QS FY i tH g (s iELF | 3.99
06 IS??%E@*@%‘* HLAIZS 2 I B 410
HBIETS 7 SR | 4.07

Q8 2 RGP 3.69
Q9 [=HsH Jeg, ERIEIEE HI S F R 4.26
Q10 = Fp Sl V5P S YD 550 Al B 4.31

Table 5. Questionnaire of Control group

In Table 5, Q1 measungerceivedease-of-use (PEOU) in APEG. The result shows that
participantsbelieve that APEG would be free from effoAnd Q2 measuregerceived
usefulness (PU) in APEGParticipantsbelieve that using APEG would enhance their

performance in anti-phishing. As a consequence,@Rkh a high level of PU and PEOU is
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more likely to induce positive perceptions.
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Chapter 7 Conclusion

In our thesis, we first extend KAME by Phishing Kviedge Combination Method. And
then, we model the phishing page by decomposimgtive phishing attack knowledge frame
and page scenario repository. Next, we generate gamient in APEG for adaptive learning.
The main contributions of this paper are buildirgmg-based anti-phishing training and
proposing a phishing knowledge combination apprdaaatombine phish knowledge into new
phishing knowledge.

The posttest and pretest result shows that them@ éenspicuous difference between
tradition anti-phishing education and game-basedi-pduishing education. And the
questionnaire shows that participants acecept ARE&hii-phishing training.

In the near future, we will continue to increagane feature of anti-phishing education

game for making anti-phishing education game muradive.
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