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Student : Wei-Chih Liao Advisor : Wen-Nung Tsai
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National Chiao-Tung University

Abstract

Radio Frequency Identification (RFID) “is<a non-contact sensor network
technology to automate identification. RFID systems had been applied to many fields
and have been considered as a key infrastructure for the ubiquitous society in the
future. However, because RFID tag.on the inherent limitations of hardware resources,
RFID has various security threats like privacy problem, eavesdropping, tag cloning,
tag tracing, etc. To address these problems,-lots of solutions had been proposed. RFID

authentication protocol is one kind of these solutions.

The point of RFID authentication protocol is to enforce the security policy
between legal RFID tags can the legal RFID readers. RFID authentication protocols
provide a mutual authentication mechanism to protect RFID system. But most of them
have some drawbacks. These problems include the security not strong enough to resist
various RFID attacks, the computation overhead of RFID tag is too high, and the

back-end server spends too much time for searching RFID tag data, and etc.

In this thesis, we proposed two RFID authentication protocols to overcome these
drawbacks. In our analysis, the results have demonstrated that our RFID
authentication protocols can resist most common RFID attacks and are more effective

than most RFID authentication protocols.
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AT K E R

LR L Aag g fosfag o #
Gen2 fAk THE e b AE A F L RA L 0 R0 T B H W AR T K E TR
Febow f247 RFID 27 R 7 * 7 Fe A4 3 ennff 37 o



¥ ooboGen2 . T & A WA R REd v B R (bank)
i A ulheT (TR SRR )

Bank 00 — The Reserved memory:
gz B ML & w5 32-bits Kill password 4+ 32-bits Access password °

Bank 01 — The EPC memory:
# EPC code ~ Protocol control 4= CRC-16 % =& & 21 & -

Bank 10 — The TID memory:
7z 32-bits TID » p* TID snficie & £ FiR54p M cgdh ] T -

Bank 11 — The User memory:
& g;gfﬂ_—ﬁgﬁ?ﬂu,ﬁtfﬂug U d ffg*’}*—‘%]zj\j'/é R

mMmsB LSB
10, TID [15:0] 1F,
0o, TID [31:16] oF,
Bank 11 USER
MSB LSB
Bank 10 TID EPC [15:0]
Bank 01 EPC
20, EPC [N:N-15] 2F,
Bank 00 RESERVED 10, PC [15:0] 1E,
00, CRC-16 [15:0] OFh
MSB LSB
30, Access Passwd [15:0] 3F,
20, Access Passwd [31:16] 2F,
10. Kill Passwd [15:0] 1E.
00: Kill Passwd [31:16] OF

Bl 50 Hedt ot Rl B F
7 & R http://www.epcglobalinc.org

Gen2 fhif # fyrif B BT - 5 B i Y el L -
iﬁ%ﬁ—%%ﬁﬁﬁ*@ﬁ’%aﬁ%wuhﬂ%ﬁfzz%#mlzﬁbw
5] B 5 B AR e HE e R R TR g
& E Y (Timeslot) =1 4p «Lmnf'mfﬁr ARG U R T S
XA enp A RS - ll?‘*iirl—ékii""fi”‘ ﬁ&g LF M T P @EF\’}"
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Reader Tags

Select | State
Ready

Arbitrate

Reply
Inventory | H Acknowledged

Open
Secured

Access | Killed

B 6: FB-BiF Tz Bref
7 % R http://www.epcglobalinc.org

B 6 REREPFEAL R - FEAFLFEE BE O RAELER
(Select) ~ # 2k(Inventory)f i B~(Access) » & — B F 3R &8d — B & 5 B & 4 97
AR S

Select Fg £ :
P AR R IR AR R BT R TR
Pro R E T LR - B .@; Select & 2 4 E & e p ﬁ’-mﬁ;@o

Inventory F# £X:

P AR NP A © ALE PR U (7 R B B P B E (R AR GE B B X
D Query & L B A BEFTRAHBBE AR 0 b REE Y > T g
FA R A :%Ei#i(colllswn) + ¥ - (single)fr & (empty) °

Access FF -
i Select fr Inventory FFfcz 5 » BB A A4 E - e 5B o
WEEEd FHRindg £ A o

% BB BIERL O RES § R RAFHE NI R b4
EEAHRBFEOERE > R RO REE AL TR 7 i ARG
PR EARE FITH G o B R T AL B AN AT Bt R FE e R

AR e g o

11


http://www.epcglobalinc.org/

Query Siot

Power-up & ~kilied

NEV{ ROUND
QuenFep —amt ———
p Counter CMU: Quéry [mismaicnea
A inventoried or SL flags]
Reply: None
CMD: Seaiscr
Action: Relumn (o ready
Reply: None Note 1
CMD: Qui NEW ROUND
Action: :Zw round CMD: Query [siot > O & matching
Reply: Note 3 ‘(Invmoflad & SL) rags)
CMD: All other Reply: None
Action: Reman n ready
Reply: None
CMD: QueryRep. QueryAdjust [siot <> O]
Arbitrate Reply: Nore
NEW ROUND
CMD: Seiect CMD: QueryAsjust .er/'?eo [si0m0] CMD: Query [siot 0 & matching
Action: Retum 1o ready Reply: New RN1E ‘ (inventoried & SL| fiags)
Reply: None. Nowe | Reply: New RNTE
CMD: Query
Action: New round
Reply: Note 3 CMD: QueryAdius! [siet = 0]
CMD: All other Reply: New RN1E
Action: Return 10 arbitrate
Reply: None
CMD: Nene within time Tz CMD: ACK [valid RN18) CMD: ACK ivalie RN1S
Action: Return to arbitrate Reply: °C, EPC, CRC-16 Reply- 5C., E°L::- CRC.16
Reply;Rons h 4 CMD: Req_RN [invaid RN16]
Reply: Nore

CMD: Nene within time Tz
Action: Return 1o arbitrate
Reply: None

Acknowledged

CMD: Reg_RN [valid RN18) & {access password = 0}
Reply: Handle

CMD: ACK jvaie ~w\ dle]
Reply: °C, EPC, CRC-16

CMD: Reg_RN, Resd, Write, Lock, BlockWnite, BiockErase
Reply: See s1ate-transition tables

CMD: Ki¥ [vai < hargle & kill passwors = 0]
Reply: Error coce

CMD: Ki, Aczess [mvalic hange)
Reply: Nore

CMD: Reg_RN [vaid RN18] &
{access passwerd <> 03
Reply: handie

CMD: Seiscr
Action: Relurn lo ready
Reply: Nome Note 1
CMD: Cuery
Action: New round
Reply: Notes 2, 3
CMD: QueryRsp, QueryAdjust
Action: Return to ready
Reply: None Note 2
CMD: All other
Action: Return 1o arbitrate
Reply: None

Open

CMD: Access [vaic handle & valid access password)
Reply: hande whe dane

CMD: ACK [valid nandie]
Reply: PC, EPC, CRC-18

CMD: Reg_RN, Resd, Write. Lock, BlockWrite, BlockErase
Reply: See state-lransition tables

CMD: Kiv [vald hargdie & kil cassware e 0] or [invalic hangia)l
Reply: Errar cade

CMD: Kif [vaiid handia & vaiia nonzero kil sasswore] CMD: Access [vaic pargle & valic access passwors] or
Reply: handle when done [invaid

Reply: handie when done
Power-up & kiled

Secured

CMD: Al
Reply: Nane

LI
72 &k R http://www.epcglobalinc.org

B A ETRR LB T R BT R ;w v s
PRERPFL BETREERENF L0 R S LA A
5% & i (anti-collision algorithm) % iz /&4t A & > @ Gen2 %%_% LB M- F A
RiFE 23 E3* 1 slotted ALOHA ;&% & ;%> 7 B 8 7 % slotted ALOHA 3 z_»
Fl* AR BTG R RE PR BB F - BRERH A
g B HAF (R AR AT

5‘34 \mL
ﬁsl

Step 11 # B~ F ¥ I Mo LA R4 -

Step 2: &z PMEL2 15 0 ERE - BRFEROPFTHE > >0 & FH P BHIRR
B e
2

Step3:3 % B AT - BRI THE A T R PR B BB R

12
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W BAFEE - FROEFETH
Step 4: ;g%»%i—’f‘\?ﬁ - ’T%?QF%E—?% ek 4 fﬁ}i?#"‘ °

Step 5: ¥ — i pF R el 4t B i T A B
T B iR R E R o

W

S HFIT R A A4 2 B s

4+ M

S 1 A (R I I -
- l:j
P E I

I W SIEI:J !!

D : : _ Timeslot

II:[

2Q
D : Collision D : Single
@B 8: slotted ALOHA t %_
= e o

F] 5 AL B B L e 97 Gen2 g3 P 4 »03 Q algorithm sk §T e v i<
fehg 4 > TR 9L Q algorithm o 3f B~ B i5ER 455 ¥ Query & £ Lo i
TR ¥ eI RR- B Q ) ik F A Ready sk i T 23 & 4 0 B
TR 8- BRI T e mde o T L4000 12000 5 pr ol +
B 4of] 8 ) RE T o BB RIS A 4 PE o BB § B4 Q
@u%k%@ﬁ%%@@ﬁﬁ%i$oﬂﬁ’ﬁﬁﬁﬁmﬁi%ﬁ’ﬁﬁﬁﬂg
Q & %' WA hEF 4 o B T L Qalgorithm p e

Q. =4.0

A 4

Q = round(Q;)
/‘ Query(Q)

Q.=max(0, Q— C) j4= 0

Q::=min(15, Qx+ C)

Q= Qi+ 0

B 9: Q algorithm
7ok % & http://www.epcglobalinc.org
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2.2.3 EPCglobal % 2 F* 3 #4)

& Gen2 £ %&¢ “/f ] A R e R e R R 2 b R E R R 2
He R ES AL 2 ERA] > 4~ B E_Kill password - Access password > FFiE

doF

Kill password

Gen2 #_& iR #zepi? 5% - 2 Kill password » 4B 5 #77 - Kill &
AR RBGPIRARL G4 a4 o FIRAD KIll &4 P 5 ¢ i B
= ri% % 1 Kill password £ p & 0 Kill password 2.2 4pk > 4ok 4pf > PIHEH
g@»KNM%@’&yawzﬁﬁﬁﬁ%féwgwﬁﬁ’%ﬁkéﬁngg
AARE B Y P LR S B FR

PSR RBE AT G DR ER AT A 2 g ?#»‘%ﬁt%" P i B
oo

AN

BHREL RGIRFF - B R HR MY FAPEL P SRS
BRI KT 0 B Ren TR G0 67 @04 i 745 123 0 B
S p e RER PR R AR A AT 0 PR A B GAREHI Vg neniRE i
FerEfd »o R B BT S Rl Kill AT i e 4 AR E AT

o AR - PRt 5

Access password

Gen2 & chik st i Y 15 2% = % Access password - 4ol 5 #7F 0 ¥ F
£13 B&L L5 5 Access o Lock o Access 4 7 -4t iE ~ Secured s
fi o F AR Secured G EE BE BREATRE BB EL AL
1% Access password & 15 4 > 1% 8 v ERE B E 3% ok o Access password £ p 2
1 Access password £ F 4p ke o dek ARk 0 4 RFH BB BT o

PSR B AR R TR L AR T B ¢ A RGREW ] 1§ A Access
password 7o B~ i PR A TR BRI E BT F B T UG nai iR R
TRl o fe 4% BLR E_Access password ¥ § 32 im0 @ F & 4 2 LR B DT b
O Fpt o s dlE B R TR 2.

23RFID % >4

RFID # %383 5 e i » L G RBAR TS F 40 b ' Wl FIE LK
Bl TR B A THEF £ T BSET  dopt - k0 B3 % RFID
% F& 2 oRFID et o B AP BREF S X 2R %
"TF RFID AT AR RARR L - & 2R RARRAZE > 4o > RFID
osLen® p e B R R LAR— TERAE o

Bk Gen2 tREP 3 R IEABE 2 EPRS RS AL 2P EBFIT G
BEFPFBEER 2 FEE N OpES & TEEE ﬂ ¥ Inventory F# B eig

14



%ng?%:‘“—r%‘w ¥ e SUMELAE 75 3 0 P Gen2 3 chy > 4 & 2 § onen
Wpr E D] g s o Flpt o RFID $pie? v A F 5 H Rl 208
- B f. %2 RFID e'& 4+ B 3Lfe % 2L ¢ RFID sc#F #8247 o

23.1 RFID "¢ ¥ 3¢

RFID "£# FAL1 & A 57 f& > » % 5 F4L%E 4 (Data privacy){ri= ¥
(Location privacy) » 4 5 4o :

FTRE
FTHRER SRS o #’?i BT B A BB A A DR T
P L SR RO ot - ko ST “’f’" BEZAY &OR ST AR

=
R ASRER —E’/w\?iwg_?ﬁ\*“vﬂ%’{l%i E3 e al I A S T F]le"\‘l e
AR e d o

R X o
SR T IR N PSS = S N R
g fo det - o SO FEEERER S R P St S e 1

T2 U T AL IR TE E TR A F R R > 2
B A B 2 4T p 28 AL EIERT

2.3.2 RFID s & # %

RFID ehse £ gt d 541 o S8 S eI A & 58 enF 3 > 1R ¢ 4t
RFID kit A2k 2 £cniz 3 o BT K& /1 L4 & RFID k4t? F A auzd
ThoX 2 Ryt FF AT FESTERFUA T EA R e L E R
Ao faRgd] o 4w E_Non-physical attack - Physical attack o

Non-physical attack

AR R AR R ASTF S FRPEFHRAOTHTT 4 RFID i s
E R ITH o AR gt Y > #-ik B 4 5% Eavesdropping ~ Tag cloning ~ Tag
tracing ~ Impersonation -~ Replay attack {= Desynchronization attack - = f&sc# + £ o

1. Eavesdropping
d "’é“’é?’\sgh"’ﬁ'——ﬁifﬁﬂ ERT A B FEN o HER 4‘%’&"’ ll;ﬁd Y2l
R & FHECHH P~ B 2 R il Ui Az 0 07 FP- B B iR dteriE damu 4o
ﬁ?%%&m%i&%¢%%éﬁ@ﬂ&»&%%iﬁp*%%@ﬁﬁ@*ﬁ%
m)@“’vﬁm«?—*‘ﬁ PAEE R OF AR AT i T AR K e

15



FILAPN T EGEE R SRR SR AL FRJL o RIS P AR MR

o FEAALE Z0 BAEP DT R ERIB A SEFE T BT
FRw r kT 5 H e S TE Y g JERT FAREFF F LA

2. Tag cloning
I S BEG R A K?*-‘L§/ F OB AR M > s
%37@@?%%@%;#’”%’K§ﬂ ORCE IR T Dok R L

ﬁﬁﬂ@ﬁ’ﬁﬁ“@ﬁﬂ%*%@%ﬁﬂi’@ﬁﬁ%ﬂﬂﬁﬁﬁﬁw%?
1‘" b VA fa -2 7\"’”?‘}"% - B R E R ORRE R AP R

EF R T4 dopt - ko I{?i:}?‘ﬂ‘ Eig R RAcRIF G R AP R
é s U4 P E R REF AN S o

3. Tag tracing
& RFID entz@iEiz? » - Banii B € 20 Query S8 - R 5823t ¢

AT R FHRRF S E AL F R AR o T T Y gk
I3 PR R gk o “Fn:ﬂ“z i# Fﬁﬁ»ﬁl grervg ) Query P R F]E P
EEEE €r BRI F g :y:%uz "%’ﬁ P BT P T ATIR (T A R AR R

%ﬁﬂﬁﬁo fip’i&ﬂ%%@%ﬁ E L hig ,m{;%%{@
FIAWE N F LG AR D B B R TS 1 e PR R T
E’*%"r’\#f'mc{% s et — Ko 2 B BRI A ERL R H TV nE AR A
G AT 2R AE o

4. Impersonation
PR T R R en Ay RFID 3Rz €3 = BF o LG ] Tag-to-Reader
RS ’I(§iﬁ Mg EE - 'I}Fgg"gg o F‘FEBKB?} A EFa LA
R «'z;g*%éﬁ‘wi—” AU EEZAGERE T LR PRR 15‘9"’]‘%—3%\&27’1;" FL o
LA ET N SRR PP R A A B km o R
3ﬁ@ﬁ%@*“%’?%%W*égﬁ%?ﬁm#m$w’J?K % &8
FEITHF B AN TP B &) 0 P gﬁ}}m%;{«mﬁ% o

5. Replay attack

—F:J:§i‘ BB HRAT D 30 NFHEFPFS j{xﬁgr/zmgﬁxﬂgv
A %sﬁ%ﬁ%%& c B el A 2 /;J B r e LS RS
R g iEene Lol dryg A T Fran L3 2 3] RFID agni@ s 0 » ;T‘JLEL
vfuxv‘};k.\. FHFRFID o ed - 21 3 4 f oz o £ @iz g
L LEH S A o @ Replay attack 7 1R sc 8 ¥ A RFID 3a8 #2227 4ot
S BE LA LRHO ARG R OR AR FHRE L RRP
FAREF LR HRA P BERAL B A F 0 T R RE S E
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ﬁ’“’*”ﬁ AL BT RO EE R AR ORER B wnE o 5 g

%%‘"“gmﬁﬁg”n§ T““*’? (8 HEJECEREE Rt P Tt ity
TR LBH T o 203 1‘%%‘« AL S 2 FRRTRE DALY Rk §
RFID 333t L w3 ot 38 s 8 chjp B 17 jlf;}d. G f gg,\agi;——; g Tim
LA R E RN E 2 R et - o TR PG RR Y
T FH BBk o B RFID hsig S - TARR Y T o

-

6. Desynchronization attack

PR AR i g AF - w AL R A 0 B PR B ik st 4o
F L AT RFID 3278 1 2o & P fAE B T RFID & 5P
Fals %lé"ﬁ%«wéy_#ﬁ&émé‘iﬁ Skl @ AN » Y ;’EL_’E'LLE
wER .é“F’i'u B Fr o BH{FTavE R L@ o RFID % i i
JRENT FTF I v o — ik 1',::» VS PIRE € J’u’pd\ FE AL ends ' @ R
ROp R FR IR P E i R L A RO ATeds 1T g 2R L AR

PR E o { A7 (T15 B3 ‘pr’»ﬂ?m’ pop o se# ¥ 4]+ DoS(Denial of
Serwce)z FREFES 2 U RFRRFAC AP ForE R loa il iy
%%@ﬁ’%&~%’ﬁgﬁ$%* IR EAE R L ATE 0 e AR
AHALATE AT GHPIREEERGOT I - R FZ RFID 3
AT A R e R e R M A T S o R T A f @ SRR AT
R B TR 4 o

Physical attack

PRI TR A DR & nJI?—‘k PEERBERAOTH T S 2 7%"3
et EPERERE Y DE R I S8 TR RFID & LB B st H o
pLRE A chsT P s K-k B4 % Compromising attack ~ Forward security Backward
security ¢t = fast# + £ o

1. Compromising attack
ER2 S o 735 Ko Rl b O I'I’?’t?‘fﬁ"?g’ THREROTH O ¥R OT
‘}«'— @ f;;_fiﬁ; RFID ,}“: Bz v’L’r’ﬁ %s%%i ’ g # g rﬂg:'za?dz:rr“' 7 e%;—;ﬁ:ﬂﬁ i@

{Fi’sp’ﬁsﬁﬁ.‘i“ ) f Pﬁi%lfi’%%%a?* ﬁcé“c%@ﬁ?%p*h‘*faﬁcﬁ’*ﬁiq* v Fgt oo fg;%f?
PR%L&?%%&*&,& BT Fied keyo T i key TREF ki o DERRE A
WY o gt key 7 € MFIE‘ 2 e SV EaE ’)I.%Z €7 hiRER o B IR A
73t el ,FC{IJ:&MIB’» L FagRfayT s ?P;’z?dzivri‘g’ 1 g3 key o 4r
-k wz?—‘ﬁ% e .111 P Key #3% R A AT B iE g 4 i R B 1T R R
ABEOTRE R BT U RO R E S SRR BE AP F o
PB4 RFID k sirig 2 enip T BB R Y At R R TR £ B o
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2. Forward security
&ﬁﬁ?ﬁi%@%,ﬁ§iiﬁﬁ§ﬁﬁw,g%ﬁ%ﬁm?ﬁ,yﬂ%

% — » RFID s $uemid 2t 4 % 4% % RFID 3@ ts 22§ B3 Fut 58 5 8 ih
ip b b7 8 #w’ﬂﬁ§*?ﬁ?ﬂﬂ*aﬁﬁﬂ%%mp#’ﬁﬁ wLzeskie

Tl Ay Dot il 2 4 A BT R s B A LR gﬂ%ﬁ:‘@—i 12 b (3
Lo ?uxjj\gb,;{gk.ﬂz% FAEEF o F P BEGEEF mﬁ,l_g?qt’ ¥
LIRSS B R 'L%v% B RFID i 33 4 e85 > £3% ¢ 39 RFID [k 5t
me:ﬁ&m#a R S AR RS v U R Sk AT

Bripot o B gEF ka4 {L;Z%i%g@é e b FE Aot - ko i

F‘@‘m%%ﬁ°

3. Backward security

#7522 Forward security snR3ZAp e o £ BE3R &30 TF H T B HiE C Avih
BRFTHEEIL 88EFVH PO ERRDIE 750 m L5 &3 B
{7 RopF R L AL %8s Forward security €435 11 R BE2. w0 R e
L

% {7 5 ; Backward security P £ 44450 2R EF R BE2 (8 0 SRR S T 5 o )
e etk s BB P B g g
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¥=% PMFAY

AFHRHAES BREDGER 2 T RREHFPIREAAFERT TR
SpER L R dy o H-E 4 2 = 50 4w £ O(N) ~ O(N/2™)4- O(1) Database searching
time RFID authentication protocol > # ¢ O(N)#g 7] 5 #& ¥ & 7 RFID 3@ 1% 2o

@ O(N/2™) 4= O(1)#g 3] e B_F & % — 2 ] FIT R > S = PR B & 39 4t T
AT R hREER o g A o #-i 31 & 4 % O(N) Database searching time RFID
authentication protocol » #pt & 7 » #-4 2 d B>t 8g A RFID 33 0 &
T % A 3.2 & 4 & O(N/2™) Database searching time RFID authentication protocol -

g e s A S - B AR 0 RFID sRER T B & 33 & 4% 0(1)
Database searching time RFID authentication protocol » gt & @ » #-4 % = B3t
s 28 A P RFID suid s e

3.1 O(N) Database searching time RFID authentication protocol

PLER-A R PIRE A ERTREER S ON)e RFID Rz - 3.1.1
/i % Jie Li, 2010 » 3.1.2 4 % Xiaoyun Chen; 2010 ¢

3.1.1 Jie Li, 2010
g4 d Jie Li & 4 & 2010 = b’L’r:}}E e REID 22 5 T [3] - & 7T k&% BE A
¢+ RFID F'UFE—TL’" '{d”vwéﬁ-l”‘ﬁi V’L s %fr fr)i’;; s ’H °

R

H: a hash function

G: a hash function

ID: tag identification code

K: secret value shared by the server and the tag

M: how many times the tag had not update ID and K

IDog: ID which is used in current communication by the server
after success authentication

ID,.: ID which will be used in the new communication by the
server after success authentication

Koa: K which is used in current communication by the server
after success authentication

K hew: K which will be used in the new communication by the
server after success authentication

Ri: random numbers generated by the reader
R: random numbers generated by the tag
Il : concatenation operator
XOR operator

e

as sigmnent operator
M 10: Jie Li, 2010 # 53ep
FHL %R [3]

19



/—\ ( \ | Quary.Rr
4
\ 3 HUD), H(K| Rr). Ry, Rt 2 HUD), HK| Rr). Rt "
server b reader 3 5 vt h
4 HK| Rr) 5 HK]| Rr)
4
N ol & o
H(IDold) | H(IDnew)| Kold | Knew | ID | M D | M

M 11: Jie Li,2010 3 i 42
F ko 3]

B 10 5 o RFID iag s 247 % 3| @ 5Lenip > B 11 5 0 RFID 3@ 2 % e
AR o FRTT kM- b - o EP

Step 0: A= 4 it 5 1% o it~ BASL A ARG F L LA PIRES 3 L F

Ao IDfr K S RIRE TR EY QARG ES - BRI ETH > 4o

(1) ID: 4 1D -

(2) H(IDpew): #&4t e037 ID (Gif seis Sndie H( )b B (8 80(d o 4= 4 B 5 140 ID (148
ek Sl H()3 & (8 nime

(3) H(IDoi): 14 ch# ID SiB 38 il H( )3t 2 18 chiE o 4=d4p B 5 % o

(4) Knew: 4t it key » 47428 5 Ko

(5) Kog: Rk enig key » 4408 5 7 o

(6) M: zedsrFithdt 7 5w £ tID fo K e #78: (¥ o

Step 1: FP>EA 2 - BAEHF & Rro &5 Query SR » ¥ il Rr—- A2 @

£ AR i

Step 2: #-#yeD|fs > A4 - BEWFERL & 23 E H(ID)f- HK || Rr) » &1
#-H(ID) ~ H(K || Rr){r Rt i i% %53 5 % o

Step 3: #f B~ E | > #-4c 3] H(ID) ~ H(K | Rr)4e Rt » it I Rr — A= @ 3% 4 14

& PIRE .

Step 4-1: {5 =3 PR B a3 {8 » ¥z P e H(ID)& T E ? & - B3E P 9 H(I1Dpew)
1r H(IDoig) Wt $F > v A FAp b > 2 5 g 3 T 5 = fEH
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I. X3 Z®- B H(IDnew) 2 H(IDowg)¥2 H(ID)4p e » 2t PF ik & (828 PIRE 2T
B¥ 3573 P EE TR Rl tw &g o

il. 453 - 1 H(IDnew) H(ID)4p Fe > pt P % £ (558 PPR B A TR E P 45 3|35 %44
FEL s P SRR TS TR R o S PE s S RIRE f R
T chs B Bl Kpew 2 358 H(Knew [| RY) > 3 8435 B 52 5% &2l e 2] h H(K |
RGOS > F 2485 > Pl ptw Senid 3 FAPE > PR & P HEREE
Reader-to-Tag e » & 828 - &7 k> BARPIRE§ {LATHERALY
AR g B 0 L A7 3% 5 H(IDoig) = H(IDnew) ~ 1D = G(ID) ~ H(IDpew) =
HUm\szKmpKWVID@m®Rt

iii. 45 3/- ® H(IDo)r H(ID)Ap e » 2t PF R £ (S RIRE R B ¢ 5 321k £
HFA S PR ATRFIOTRETHREI RS o L B RPIRED ?”f%
AT g p P BRI Mo EMELTRERTES BE > FARE BILrR
PR ARLIT 2T E QPR PN FRAGE . e
JREE P 0 Ko > 378 H(Kog|| Rr) » & #5345 g % 22 ke 3] ch H(K || Rr)
$oEAApE R w & AR E 0 R &t R80T 1§ Reader-to-Tag
SRR b AR R PIRE A AERT 7 R R TR ATende 0T o

Step 4-2: #1&# 1 Step 4-1uii sryfiin il o8 Reader-to-Tag 23 > RIS A FIRE €
22 8 H(Knew || RY) 7 # H(Kew || Rt)i@éﬁ{:gﬁﬁ»% ;& 124 Step 4-1 iii chfimid
i Reader-to-Tag %3 > R FRE §35 8 H(Kog [LRt) > £ #-H(Kog || Rt) & 1%
BAPE -

Step 5'1. Eg B~ Eg "I/IEIJ %; ’ :_é; i['%—jz‘ H(Knew || Rt)E\} H(K0|d || Rt) i—% ﬁ%:*%:réi °

Step 5-2: I 0 2 E H(K || Rt » & #6355 2 % 2742 5] 1 H(Kpew || RE) 2
HKog || RO B 4> F 45 > Pl b e it ; 2495 0 RIR 43358
i i Tag-to-Reader e » 2 &2 P-F &7 k- 4 ¢ L A7p & AL
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3.2.1 Chiu C. Tan, 2008
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h(x) one-way hash function
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A() : A one-way hash function
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RF tag. or ransponder.

T
R RF tag reader. or transceiver.
B

Back-end server. which has a database.

DB Database of Back-end server.

hO One-way hash function.

PRNG | Pseudo Random Number Generator.

S=/ XOR operation.
A AND operation.
v OR operation.
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K Secret key of server
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IDTA Alias of tag

H() Hash function

Exs() Symmetric encryption with key Kj
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1 randl
Ex(IDT||rando0), Ec(IDT||rand0),
H(K||rand1), 5 H(K||rand1), Ta
Backend Server 3. rand1, rand2 eader 19 s 9
<—
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