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ABSTRACT

Botnets are now a serious threat'to the internet . The infected computers will
become a puppet (zombie computer), and controlled by attacker unconsciously .
This impact not only resulted 4n leakage-of information, system damage , but also
make the computers become.a springboard for a major network attacks .With the
high development of smart phones , the phone is not just for calling or sending
messages like before , also contains the ability of surfing the internet and basic
processing data ; hence many personal data , passwords , private pictures/videos
are stored in the phone. The smart phone has become a mini-PC. So in recent years ,
many hackers continue to develop viruses , Trojan Horses , bot virus and other
malicious software on mobile phones to steal private information , send advertising
messages and spam e-mails. Therefore in this paper , we provide a mobile Botnet
detection system on Android. Based on the group activities model and abnormal
connections metric , installing the Snort IDS to detect real time traffic and the
Botnet packet filter to collect abnormal traffic in the frontend. Then upload the
abnormal traffic to the detection center . After collecting traffic data from many
mobile phones , the center uses similarity algorithms to determine which phone is
infected with the bot virus and controlled by attacker.
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Packet capture library (libpcap) & #B~ieps t ehite > ¥ & 5 /2587 ke
AT T gt e fR5V c Argus F BAR AL B & 7 PIREH AL 2 PIRES
a & F_tasniffer » £ 2 #33 B4 47 sniffer {s entraffic data > ¥ #F» 3 iy

access control # /52 server : & &2 Tl o

-12-



P IR E o A7

* i

-

argus()

£-$ TCP/UDP % fc f £ 4 1 ¢rheader s ¢

# 3.1

%]

FE P

*

-~

ra() # Prargus 7 AL T 3 B~ 41 % header 7 3
racount() # Prargus T AL I 5Lt & header it en AL E
i
rasort() Frargus okt 7 A

rafilteraddr()

Wiy & H (IP address)

rasglinsert()

#argusF L+ @ 3|SQL server

ragraph()

Fo 5 N R WA

A AG R AERBAE D] g S TR T 2 A S TR R N B

%.3.2

312 2R %H3¥FArgusiAndroidt

22 W L se
255
]E?‘E/JS..VL;

Ubuntu 8.10

< 1§y

HTC Magic 32A

I ks

CyanogenMod (Android 2.1-updatel)

Cross-Compiler

Sourcey G++ Lite

Nt
in-

fdpl1 &

ek

PP E = o argus-3.0.2

% = x4 o argus-client-3.0.2

EA
5
v

Libpcap 1.0.0

Bison-2.4

Flex-2.5.35

4 3.3
oA B8R A £

Fli d AR AT E g\ BAR AL gﬂﬁ ArZ B PRI P F N R T T auE g

oA o g L+ if eb libraries compile = static library > a2 & EFhk 0 2 167 ]

-13-
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#or T rfTarget 2 7 SR 2 PERFTHE L PR Z - Bl Bk DF

for TR GRS 1% T Sl i3 2e Makefile ik T
CC: dp Zc 4§ % hrcompiler -

Host: 4p T kPP FHE 70T & o

Prefix : 45 L %03# 3 &k el (74 & 2 AR B FAL & o

Disable-shared : # # = #* if & ;% &

LDFLAGS/CFLAGS : linking sh:g 57 » i & * % dp < & statically linking & &
dynamically linking -

CXX: 4 Z_cpp 4 % i E o

T OREEP % argus FIREB B2 0 B L % Libpcap > - B 4L

Makefile 5 % - %4477 ./configure # = Makefile -

CC=arm-none-linux-gnueabi-gcc Jconfigure --host=arm-linux --prefix=/Target
LDFLAGS="-static”

make

make install

£k 3g i 2 ¥ Bison

CC=arm-none-linux-gnueabi-gcc Jconfigure --host=arm-linux --prefix=/Target

LDFLAGS="-static”

Make

make install

B fs B 2 7% argus-3.0.2

CC=arm-none-linux-gnueabi-gcc

AR=arm-none-linux-gnueabi-ar

RANLIB-arm-none-linux-gnueabi-ranlib
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Jconfigure --host=arm-linux
--disable-shared

--prefix=/Target
LDFLAGS="-static”
CXX=arm-none-linux-gnueabi-g++
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--with-liby-libraries=/Target/lib

Make

make install
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adb push argus /data/filter
adb shell
cd /data/filter

Jargus

¥ /argus
argus[1878]: 01 Jun 11 16:23:18.944513 started

argus|[1878]: 01 Jun 11 16:23:18.957775 ArgusGetlnterfaceStatus: interface tiwlan0 is up

B 3.2
X S e R R

F4fargus £ ¢ e R ei- A 4T E library 2 3o F & Bison i@ % b it -
Py £ 4 17 0 £k L Flex

ac_cv_func_malloc_0_nonull=yes

ac_cv_func_realloc_0_nonnull=yes

CC=arm-none-linux-gnueabi-gcc Jconfigure --host=arm-linux --prefix=/Target
LDFLAGS="-static”

Make

-15-



make install

B {4 B ¥_argus-client-3.0.2

CC=arm-none-linux-gnueabi-gcc
AR=arm-none-linux-gnueabi-ar
RANLIB-arm-none-linux-gnueabi-ranlib
Jconfigure --host=arm-linux
--disable-shared

--prefix=/Target

CFLAGS="-static”
CXX=arm-none-linux-gnueabi-g++
--with-liby-libraries=/Target/lib

--with-libfl-libraries=/Target/lib
--with-libfl_pic-libraries=/Target/lib

Make

make install

adb push ra /data/filter/
adb push rafilteraddr /data/filter/

iTAZ A i B~ ra {e rafilteraddr &3 # &0 kA E B 2 ehdt e gl

# ./ra -r out

32138 e * tep 140.113.207.137.1234 9 192.168.0

tep 192.168.0.199.50127 <7 140.113.207.137

tcp 192.168.0.199.5376Y : 140.113.207.137.72

® 3.3
#B~#7 7 header f i

-r out
140.113.207.137.1234 <7> 192.168.0.199.50127

tep 140.113.207.137.2 > 192.168.0.199,53767

tep 140.113,207.137.2989¢ > 192.168.0.199,43167

-16-



Wiy - H

3.2 (SRRl kAL

=31+ AppServ % & Apache ~ PHP ~ MySQL % phpmyadmin » 12 = §_4p B 3 5 K

&
® v % :Ubuntu8.10
@®  \Web Server : Apache2
®  \Web Language : PHP5
®  Database : MySQL3.05
® s phpMyAdmin
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V.

% —
BercfFeoSnortrule k2| 2 £ F S F RSP E - £ ERAAN G R

e 2 01 g % 4k 2 2L
1 IEDE S ‘ﬁxLAﬁii =

BT PR-E S P i R R TR L R TR A R A A ni IR
LA ;ﬁd Snort iz 2 IDS i %v > RN p 7K K 444 Android < 187E b

s

-grE

B RFFEA P aosniffer fi o KXR AN PE - BAXIR LD FR
NEFRRAE G PN LR B ARRRE f- Rl TR RS FgE  f
&ﬁ)fﬁ % tt/:ﬁ—rr /;‘i o ’}‘? ﬂ'\?' {r’ﬂ,,, e ":Li‘ﬂ # °

4.1

4.2

RYREA 5
WMFFEAUNERY < S B pE g R R BTV AR R e
A EF-P AP EIE “‘ﬁﬂ?ﬁ"f gHR AP TP DIRFEEE
% ;% =72 % (buffer overflow)zt ;= #4 {7 bot code > P ehE_& jlig =¥ PR Bt + i
Mo E T4 HAWETE L S hroot LR TR F A F S
L7 - L PC ¢ goiEserven kg * KL ﬁﬂ.%}iﬁﬁ%.ﬁfs'ﬂ*fi{u e Lt
ME Lo RS0 HEdonE F AT hendp £ % F g R inbound SRR 0 FlU 4R
kAP AR R R R e
2 G RO %)
B A P e
1. Inbound traffic:
4% i * Android + % = A £ 5 gmail tR 5L 78 F ~ {5 google server ¢ 52
g2 FaRs 2 U F 4 gk e mail i e B gl
ATEOF R o 7RAE T QR o S4BT G A Bl - e AT R
T AT H L b ddp £ b o
2. TCP header & State(Flag) # i~

TCP 2 % B4t 2% > ¢ 12 = > 2 4%(Three-Way-Handshake)fr b &3
eFg e BEAR FRENSYNHE Bp g L7 & fuz 2 TCP @
Mo BACp R AR ¢ By SYNJACK 416 > § KiRzhicT| B gy @
¥ 1 SYNIACK $f & 5+ % M43 @i T4 - L FH @5 4T 4 FIN
&P g LB ER 0 AP s g R T U

-18-



s
I

pr% 0 A €5 F R4 > F] header shstate ¢ & % ¢ J13 CON iz B i & -

SYN FIN CON INT RST
State | (Synchronize (Finish) (Connected) (Initial) (Reset the
sequence connect)
numbers)
ARARES | ik | RARS SR - Baghdt | IR R 55
AR | AP RS |2 g2 ma | Rk | A DR
RN S N S R et TR
s il & B 2k T
feif
% 4.1
# A =9 TCP state # =/ 1+
proto saddr sport daddr dport | dir
2y tcp 140.113.207.137 1234 | 192.168.0.199 | 57038 @ ->
¥ tcp 192.168.0:199 39118 ' 66.220.147.47 80 ->
spkts shytes Dpkts Dbytes state
8 463 8 574 CON
13 2136 12 10035 FIN
£}:192.168.0.199: F-1% IP
~ 4 2
B¥ET e pFoLE

-19-




43 e A

Ah2eh i AR F T X K Snort frdt it S R B R it R
B SHdc At P B84t 3 s T oSnort TRE G S8 at e B

H g LT G d 4 b ek~ 347 B R shell code ~ backdoor i st friE *

P
K3
Wl

P3RA 4 RdpAlE o R Y A B D] S s e filter g YT F Pt @ header T

1% FTP + & 15 =4 server {$ » 1345 Botnet group activity ¥ 23 gagp i & e
VR TR A RIE R ek SR AR o

/ Mobile \

detectiion frontend

Snort

-~

/N
! \
1

\ 2}

U
N

Filtered-traffic
Upload

Server

Process Traffic
similarity

Infected mobile




TR E

Snort (IDS) Argus (Botnet
traffic filter)

5 F7& 17 Snort EHELFEHEY
Botnet rule
FrEE LS R H A
Alert [T L EF =R (E S AR
Akzs K
LR E
Botnet group Flow times

activity Fi4

Data distance

Periodic

Alert [m]3

B 4.2
& XL B AR B

21-



u1+%%&w%amﬁ%ﬁﬁﬁ#mmgo
4.4  # & Android + =7 Snort Botnet signature

FIP5 L 45 BB T E b e BosT 0 K3 0 Snortrule % iR 0 BB T chs
FaAL3 T S
1. 18 A5t
d — i &1 MJ.Keith 501 3 #[40] > 1 & &4 Android(2.0/2.1)#Z Webkit
B 5% ik F 0 i % use-after-free $37 3 2 ~ /system/bin/sh i B 4p 4 Tlie R ¢
T FLRP E"’,”’EF&KTE\T% + ig v - 0% shell $1dp TLeig = server» & = {5 P st
#F o
2. 3417 4k Mg £
Android =dp £ ;&*K*v“/system/bln ERFHALART - B x’f,ﬂ?—‘g €32 G
sfp 4 0 T A S AN IR sk oport TR
3. @ AT fioh
Android SDK § 4% -~ i Adb tools »* tool=_* ¥ £ {875 d @ s T "aid
o FEARB Ay £ RR Y FAIP R R SR F TR AR S B 25
e G R ERRRAS e PR REREWER R DRT o AF S IP
P B EBhh5port 4 0 [ T EMI NI WIEFEARN TN AP HE

% end 2~ o T Bl signature np F B RP o

Action feld Source IP Flow direction destination pot Option nane signature

L S IS S

[

Alert TCP any any -> 10.1.2.0/24 25 (msg: “smtp-expn-root”;content: “expn root™;); ]

o

Protocol Source prt  destination IP  Option nane  Option name

B 4.3

Snort i ;g3 R (rule structure)



Signatures

o

alert tcp any any -> any any (msg: "shell Backdoor access1!™;
content:"|75 37 33 37 39 75 36 35 37 34 75 32 66 36 64 75 32 66
36 64 75 36 39 36 32 75 32 66 36 65 75 36 38 37 33|";nocase;)

2 Y

Content p %

/system/bln/sh

alert tcp any any -> any any (msg: "shell Backdoor access2!™;

U * webkit ;5 2t #c

content:"NaN(ffffe00572c60)";nocase;) function & i+ © FEse %
NaN 5 JF
alert tcp any any -> $SHOME_NET 5555 (msg:"adb connect";) B S HE > adb
alert tcp any any -> any any (msg:"Port Ty A |k soport
scan";content:"/system/bin/netstat";nocase;) 21
alert tcp any any -> any any (msg:"System B E S +,‘§ P oiE

stole";content:"/system/bin/";nocase;)

alert tcp any any -> any any (msg:"Http Get";content:"GET
/shell.html HTTP/1.1";nocase;)

gt ELRER(F 78
™ 423%))

3 SHOME_NET =192.168.0.199(+ % IP)

% 4.3

45 F iRt

SRR S TN R O

 =hbot code A 45 > A R L TCP kel 4 4% %
protocol 5 i > figA® i H-E R K it e

TCP-§- UDP % & f8.4

43458 % PC + R

M Fpt ey 12 TCP
v flow 5 H = 4945 #73F K hpE

R FE N 0 ekt flow enpF F 12 2 ten header records : protocol ~ source IP ~ source
port~destination IP ~ destination port ~ direction ~ duration ~ source packets ~ source bytes ~
state - £ i http://www.alexa.com/topsites 3% i&v & H g IP {8 F @ |R=8 10

RPIRER A TAA o M 44 5 £ B3 BRI -



Cwtfc - [

Argus

(F1UEL TCP/UDP packet)

TCP,SIP,Sport,DIP,Dport,Di
r,Dur,Spkts,Sbytes,State

(REENFTEE Header I3
pA=EA-N

FHOmEHERIEE |

______ -

<“

(EUEULEilE:

B 4.4
< 41 @ iE g A2 B)

46 £ THA

BipAT R RIRE Y ST PI3F S S Bendt e T (S 0 1345 Lookout + 4

PRSP andR o B 4 Geimini 78 koA S X 95 T Ak 6 i3 C&C

server gl o & e H ¢ TP A £ okipdlbot 75 o £ w h i A @

ML 0 N PRT RjeiEdhe B AR RS

1
2
3.
4

. Same source IP

. Time interval : Wi

Inbound traffic

Bi-direction flow



[ Inbound Traffic ] >
Bi-direction flow ] > YES
v ] NO
[ Same Source IP J \;/-\
YES Groupl

Group?2

e D) | o
D

Bl 4. 5 5 group N EAHE
/> 25 12 Source IP 1Y flow &3

AW PP en® Bgroup p hDIP$R £ 5 48 F ehsource IP > 12 & Group 1f=Group 2

B3 S

Group SIP DIP Flow
== #c

+ 51 3

1 140.113.207.137 £ 42 3

+ 51 7

2 74.125.153.188 %2 8

4.4
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2 {84 % — B group ¥ o #-= B DIP enflow t#icd T & > B £ & T 32 A
f1* & & flow srstate & > 4% state & 5 "CON "> & £ g+ flow 1 SIP & £ 48 £ %5 £
¥apso Pl Tuple @45 1> F RIS 0

If (Flow_state=" CON”) ——  Tuple=1

Else ——» Tuple=0

2 ts& B E e Tuple B = fi e N3 AT 0 I ERE e fi ¥ (v4p
R EE £ mﬁ?] o B daa 2T flow = Sedp R 0 B8 TR B B group h
flow times Ap i & & B2 & 12 * flow times iz B #4215 C&Cserver ¢ 7 T i
ip & %#73 bots {7 5 » 714 bots B gyt B9 server e M=t - LAV ART 0 AT
= B RIE L 0 A S PR enBl sl o B (S B A7 average bytes per packet~average bytes
per second ~ average packet per second = i {§ i+ i& k f data distance 74 47 - % 4.5 §_u

Group 1 k.

Group SIP DIP Flow state Tuple
=% #ic f;
+ 451 CON 1
= 41 3 CON 1 =
1 | 140.113.207.137 Ty CON 1 f,=@@11)
+ 52 CON 1
£ 152 3 FIN 0 f,=(,0,1)
£ 52 CON 1
Average Bytes Per Average Bytes Per Average Packet Per
packet second second
61 944 15
58 797 13
% 4.5



4.7 group #4p i B A +7
B ipA AP R 3 A 2 & 1995 Botnet group activity shdF i 0 ie &L

Botnet b3 - Bl L & 2 T A 4 EEME L

|

1. :i?*‘ﬁ T iZdp 4 % bots - bots H&tip 4 X B iE TR
2. Bots T §¢ { #7 bot code
3. &4 bots e R I H s C&C server
4. Bots #% 7 Spam ~ DDoS & Click Fraud % = & f sz ¥
E X AH- Bogroup A = IR aip IR A 4T 0 % - e 3R E R flow =tk
sfp ik o % flow =t dc 2B AR F] 5 C&Cserver § 7 BT ddp £ %975
bots &= 5 » #7124 bots fF ¢~ 5T server chidt M=t fle- TE LA APIT o F o At
¥ ﬁ%ﬁ?ﬁi@ﬁ%i S4p R B > PR 8 T 3T 355 B packet o byte )~ L35
&y 55 B bytess T 35k f) § 5 packet fois = BHEHAE R EROLBHE -
Z #RA eniE K 4g 0t group Pgrsource IP E_E A F s e C&C server o & = R4 B
A% server ¢ T H FRDOtEE cndF i o FFRTA R PR R IR cgroup ¢ 0 £ 4% IP
g A4 5 | 2 AE group P 83 e = L Botnet (hs B oo
4.7.1 Flow = #c similarity
g4 A @ * Jaccard similarity coefficient &35 & £ %32 C&C server
B e A=k Feefp R
4.7.1.1 Jaccard similarity coefficient
* ¥ F % Tanimoto coefficient » % Jaccard coefficient ¢zt ¥ » 2

32 v bimary A A E A BREERDERSF o AP0V A3 0~1 2

-t

GIIEES SUNITE IS L SUR

-27-



Jaccard coefficient

C B
S y=——— , Se[01
©=arg_c >

195 group p * B £ 48 ch fi g Bt s £ B £ 0 2 % Jaccard coefficient

R
ff," BHESEAHSAE
n:number of different DIPs in a group
S I i=j,i0,je{l,...n}
- y 17 ), L e
Jacc(f; ,f;) T i T

A L4 0 flow S likdp AL S B BE 1 L350 p s K group ¢ flow

T ETAP LR B o

§: ZSJacc(fi’fj)

i# ]

1
n

2

-28-



4.7.2 Data distance
4.7.2.1 Euclidean formula
AP AL FH N A[32]2 & A AR BAEAE bytes
per packet ~ bytes per second ~ packet per second ## % 3 = 3 B b g
EMEAL FEERAGEES S B L 82 C&C server chf 4 @ﬁi%fé‘ iR
BoApi EA P4 0-1 2 B BRF 0 R4 TR BHEAL
ﬁ °

D, = (BPP,BPS,,PPS,) , D, = (BPP,,BPS ,PPS,)

BPP, - BPP,

norm _ diff,(i, J) = (BPP BPP)
e . . BPS —BPS;
norm _ diff, (i, J) = (BPSi I BPSJ.)
e o o PPS=PPS,
norm _ diff,(i, J) = (PPSi " PPSJ.)

n:number of different DIPs in a group

5, =\/i(norm_oliffk(i,j))2 iz, jefl...n}

k=1

A0 BEPE TR > A% N TI5E > G F i group (hdata

distance -

1
é‘distance = Tzdj

i# ]
2

-29-



Flow =t #icer4p 12 & §2 data distance *‘,:Kﬁa = {6 0 APk R B TR group
fscore ff > £ 1345 threshold & T > %2 group #f7score EAz:E T >0 > j%
7| % — i =7 Botnet 7 group -

T :threshold

SCOre oy = S % (19,

istan ce)

Group;
Scorey o, =T 2
Score o, <T ¥
4 4.6
Tk group 1 KB BIRP ;
fl - (]I'l ]I" ]I')
f, =(,0,1)
1
(1,1, O
1 2
Jace(T, ) 1 1 1\ 3 ~0.66
(1,,1)¢ 1]|+(,0,1) 0|—-(1,2,1) O
1 1 1
= 1
S =—<x0.66=0.66

2
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— (61,944,15) , D, = (58,797,13)

norm _diff,(i, j) = (61 58) 0.025
) 944 797
norm diff, (i =0.084
_diff, (i, J) = ( 797)
15 13

norm _ diff, (i, j) = (—) 0.071

5,, =+/(0.025)% +(0.084)? +(0.071)? =0.112

0, L x0.012 =0.012

distance — 7
g
U

SCOre, gy = S X (1— O epnie). = 0.66 (1 0.112) = 0.586

4.7.3 Periodic
C & C Server ¢ = p+3 §2 bot s 8> #r 10 NP B2 o B IR P
® group > F > L 4p ke csource IP T > 2 vt 4442 5 5 4p F destination IP
PEFF > A EFEAAFRS AR - FBREVRERAOFEIR e LK R
Kulczynski similarity iz B 4p i1 & > 2 K3=fG o

T1): Wy B R group i cni = B aicE Same Source IP
T2|: W, PERF A group j st < 15 #ic 8 W, W,
V| :groupi{-groupj % 5 #p I DIP DIP
4 IP N i1
groupi | s | groupj | £y 2
3 1454
4.7
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pzi.(lv | + |V|),(|T1|;tO,|T2|;«f&0) , P<[0,1]
2 |T1|] |T2|

Pnig ZAREIT 10 R4 A B group ¢0 IP €47 F4xF > ;‘u% e
group p £ 4% T X Pk oh server el MUE 0 Ay ¢ = 5 Bonet e i
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I~ FHREFER A

51 F AR

5.1.1 icht £ 1878 b st

Fli P amEBP-F L4 1 botcoder T AL A SO P rER S kP
gt B I L o Botnet § TR S BIER A st F AT E R oA £ d Geinimi
T hopA THEF T G B 0 T AN PR ke Bot (7 5
T 2=
Weather application include: RIBR P ELRTREAR PSP A
115 P Azst ([MI.Keith] e # i) 300216 % 3 421 C&C server 2 2 1f 48

o I B FcE % port 5555 o
2./ £z port 5555

Botmaster = 1§ 7 4 4535 iF server k @ if

SASEY, s Z3 % % 22N
Command and control server dp's 4% bot > g5~ i sife SDcard + 7y
Lok i# $) Botmaster v%

Spam mail application g £ % ¥ spam mail

% 5.1
512 & & f1eps

&4 #p
Botmaster 1
C&C server 1
ik 2 (B 4 bot code)
Android 3 ® 3 (A & % bot code)
g 0 R P PR B 1
= A HTC Magic 32A
LITE ki CyanogenMod (Android 2.1-updatel)
RIS Wifi(D-Link)
C&C and detection Ubuntu 8.10
Intel Core(TM)2 Duo 2.4GZ
server
3G memory
# 5.2



5.2 F % 5 ¥
521 HHEP-pF R R I
AP OI PR B < NF T S gl server £ FEE 0 F R EL T

AL o FIP PRI 10 A 4ad Tt B S8 ka4t e
5.2.2 Score = threshold

AP gy F Bk % % % 7 normal group §2 Botnet group &+ X B & flow
Similarity - & w3 inie+ Wit e ¢ ’$ 7 C&Cserver ™ & ip & ehud s vt >
¥ #1 google server g = {5 i@ st it > R FILF Android £ 48— BB g £
i2 google server i = 4+ — %1 & > server j*wé WrRRFEPME o L L
Bl4es gmail (FATER I Fos KA ATERE R > L RARNDTET T RE T
f;;;i%—'ﬂ'ﬁ;& H-Aegdg £ %5 BE4s 0 10?7 Botnet e+ R o flow =t #ic
* £ el S & 250 5] Bonetgroup £ flow similarity T 3548 & « 3¢ 0.7 14 1
normal group ¥ 3238 0.5 147 = p 5 § 5% & Threshold T=05> 2 &7 4345 { %
CERENEE Y

Botnet group score distribution

m00~0.1m0.170.2m0.2~0.3 m0.3~70.4m04~0.5
w05~0.6%0.6~70.7m0.7~0.8 1 0.8~¥09m09~1.0

4% 59, Y

4%
5%

5%




Normal group score distribution

m00~0.1m0.170.2m0.2~¥0.3 m0.3~704m0.4~0.5
m05~06m0.6~0.7m0.7~0.810.8~709m0.9~1.0

6% 4% 3% 1%
(o)

6%
6%

B 5.2
S _‘
o Score Threshold | Periodic
S 1- 5distan ce T=05
Normal group 0.42 0.84 0.35 <T 0
Botnet group 0.875 0.89 0.78 >T 1
# 5.3
Group 4 17 ek %
Bytes per packet Bytes per second Packets per second
Normal group 258.30 473842.47 1801.72
Botnet group 59.93 870.59 14.58

5

% 5.4
Group p FHLE T 3aiE
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5.4 »ci A 44

Difference 1968KB

5.5
LRI R 7 e B e A

dr# 55 #17% o fSnort 5T Argus T PEAAE B e R S B % it LN
#ephoneapp % 2MB 2+

_ Consumption per hour Battery lasting time

Originally 7.2% 14 hours
Turn on Snort 9.6% 10 hours
Turn on Argus 8.1% 12hours

Turn on both 13.2% 8hours
%'5.6

T &) 4= (¢ facebook)

4ok 5.6 TR 0 f- A W TR T T (EAma et facebook RapE) e B fc
Snort 2 Argus T F g F R AL g T E o

CPU i 4 &
I N R
Youtube 9~16% 5~10%
Facebook 5~8% 2~5%
Both 12~23% 7~16%
% 5.7



dod 5.7 #rF > B Fx Snort 12 Argus T o hek § B s APP S Ad(TpE s AR
% ¢t &9 CPU Overhead -

A gkt % HTC magic(G2) iz & HTC = &% 11 4 ¢h% - % £ 4%, & CPU
fed2 B §2 ROM = -] B3R & e {5 4p ?Kﬂg BEiApE 2 b o Vi d 488 4 4 ROM &
A3 % 93 280MB - EE BRI EBFEREE F e 4 ek o TR TEKR* HTC
Desire 2« Wildfire % 372 £ {8+ gwgz5 5 o



A R

A FEF - B R Android £ 8 b SE B LI 0 kAL
WRIETTS & TR R ¥ e AR R e Dl R E
AP W LRI ST R R IR p A -+ 1% Botnet Z 5t 2GRl

B e TR s U AT T TR g et £ e

TR ST U X

A w Do



B g e A ARG T A Wﬁﬂf’i& B A 22 ) T R
SR T i FIBALY § & PC L M IVE B R B4 4 M~ RIS

£
< F
[

FIPL AP R G S e Snort fie £ 78 b B ¥ e i plHE > W T anite
R RS E R o) Rah® 2o

Bofo R LY RS LT 5 E RS LRI AT S5
BEEE 2P O EEFERTERREPAL RS > A AR LENML S (B
«':ﬂ;;’ﬂi /zi ¢’°m5ﬂéw,is* ' 3 Bf“’ MBEF SR A fi??li&:".i;%_;i
s R
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w ¥ F @
ELXF 58 & 5P A foB £+ % port 5555

BHI® QG 15:00°

o~

250C-320C %7

‘AR DH®0 4 AMED

@ =xEH
EFE . AR

‘AR ¢ H®0 s AN BHI@® 0O 1458

Weather

i
olfa

Taipei

Hsinchu

Taichung

MNantou
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http://140.113.207.13... | K
AN

& fA.J i# 3] C&C server

p—

@ AR Ir-

A EEERE—T

& &7 §4 ¥ R 7 bot code



bot |
bot 140,
bot 140,
bot 140,
m/bin/id =all
in/id
0(app_ 0, 0(app_0) ¢ 3003(inet)
) gid=10000(app 0) groups=101 dc 3003(inet)
DD id=1¢( (: 0) groups=10 ) 3(1 '
31Capp_ gid=10031(app_31) groups=1015

[ By
031 (app_31) gid=10031(app_31) groups=1015¢

system/bin/netstat
em/bin/netstat
roto Recv-Q Send-Q
tep 0 ()
tep 0
tep 0
cp 0 ) .15:40996 .
cp 0 0. .15: 3 140.113
Froto Recv-Q Addres oreign Adc
0 ( ) ]
<N
) BLISHED
S TABLISHED

Recv-0Q
0

ESTABLISHED

|

Isystem/bin/netstat: &4 < #  #% port 7 3
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/svstem/bin/ps

PID PPID VSIZE RSS WCHAN PC NAME

0 296 204 c009a694 0000c93¢c S /init

c004deal 00000000 kthreadd
c003£778 00000000 ksoftirqd/0
c004aafd4 00000000 events/0
c004aafd4 00000000 S khelper
c004aaf4 00000000 S suspend
c004aaf4 00000000 kblockd/0
c004aafd4 00000000 cqueue
c017bb3c 00000000 kseriod
c04aatd 00000000 S kmmcd
c06ecac 00000000 S pdflush
c006ecac 00000000 pdflush
c007349¢c 00000000 kswapd0
c04aafd 00000000 aio/0
c017933¢c 00000000 S mtdblockd
c004aaf4 00000000 S hid_compat
c004aaf4 00000000 rpciod/0
0 c018e530 00000000 mmecad
176 c01537e8& afelcTde /system/bin/sh
192 c019a854 afelca¥c S /system/bin/servicemanager
260 c009a694 afelcbad S /system/bin/vold
164 c0la65e8 afe0d40c S /system/bin/debuggerd
380 ffffffff afeldlec /system/bin/rild
11368 c009a694 afelchbad zygote

SN N ]
=

SN T A B ] | SN T A T S A

] 2
SO CcC oo oo o oo Do o oo

P
2
1
1
1
1
1
1

Isystem/bin/ps : & § AP B R REF RN 2 2 A TR

system/bin/1s /sdcard =all
system/bin/1s /sdcard

00001 ,vef
Android
00002 .vef
Backgrounds
1

DCIM

xCamera

ITC_ADP_1.6_DRCB3 rooted_base.zip

HTCSyne _1.0.1.exe
Isystem/bin/ls /sdcard : Bg-w <+ # SDcard p %




/svstem/bin/cat /proc/epuinfo =all
/syvstem/bin/cat /proc/cpuinfo
FProcessor 1 ARMO9Z26EJ-5 rev
BogoMIPS : 26.16
i swp half thumb fastmult vfp edsp Java
implementer : 0Ox4l
architecture: 5TEJ
variant o 0x0
part v 0x926
revision I
revision i 5
Goldfish
0000
0000000000000000
0000000000000000
0o00000000000000
Processor : ARMvB-compatible processor rev 2 (v61)
BogoMIPS 1 421,72
Features : swp half thumb fastmult edsp Jjava
implementer : Oxdl
architecture: 6TEJ
variant 1 Ox1
part : Oxba6
revision P2
PU revision ¢ 2
Hardware 1 sapphire

onnecting to 140.113.207.137 (140.113.207.137:21)
onnecting to 140.113.207.137 (140.113.207.137:21)
tpput: emd (null) (null)
: emd (null) (null)
. cmd USER sopirer
: cmd USER sopirer
: cmd PASS tyler
. cmd PASS tyler
: cmd TYPE T (null)
. emd TYPE I (null)
+ cmd PASV (null)
: cmd PASV (null)
¢ cmd STOR photod. jpg
: cmd STOR photod. jpg
: emd (null) (null)
« cmd (null) (null)
¢ emd QUIT (null)
: emd QUIT (null)
: emd QUIT (null)
: emd QUIT (null)
onnecting to 140.113.207.137 (140.113.207.137:21)
onnecting to 140.113.207.137 (140.113.207.137:21)
tpput: emd (null) (null)
tpput: emd (null) (null)

Isystem/bin/ftpput : #-+ # SDcard } ¢ photo3.jpg & i% 3| i& =4 server




g e
B STET=ET

Microsoft Windows L[] 6.1.76881
Copyright <c? 28089 Microsoft Corporation. All rights reserved.

IC:~Userssbang>adb connect 140.113_189_180
adb server is out of date. killing...

* daemon started successfully =
connected to 14A.113.189.18@:5555

C:“Userssbangr*adb install spam.apk
122 KBr=z (182377 bytes in B.816=D

pkg: sdataslocal/tmpsspam.apk
Buccess

IC:~Users bang>

Adb 3% % spam mail app ¥| £ # ¢
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Z¥ 3% Spam mail App

‘ABME N @6 DS 19:42

REEH
System version update
System memory expand
System security update

aR TR EH R EN E#h

-y

‘ABEE EBE DS 1944

@ #HEHZ

IETEEEfTER

,

o=
i

GBS AR TR APP > (e ¥ = 4rE ¥ spam mail
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201558128 (BE DEI@ 19447 4, &
(R B RTS)

(B8 D@ 19:44

USB B &
ERIIFAZESEERTIEM |, it EEEE,

. System Update Notification
RiEEFHTE 19:44

A\ USB (E3E1E B
EEILISFE USE 855,

BEm BT ATIU L R B R T K

~[I sopirer.cs98g » This is spam mail - you've been hijack http://140.113.207.137:1111/shell.htm|

This is spam mail nbox | x

sopirer.cs98g@nctu.edu.tw to me, st show details 12:00 AM (2 minutes ago) 45 Reply v

you've been hijack
hitp://140.113.207.137:1111/shell.html

®Repy ®Replytoal =P Forward

© T | spam mail # 4,
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wmoR %
Snort H =& &

"AXBED BHI®@0 1458 A D BHI@Q 1457

SHON.

Argus  Report SysInfo Process
Snort Botnet Detection Interface

~

Open the log file in the sdcard

(® Executing Snort...

' See alert file -

Copy the alert file from /data to /sdcard.

Please wall a minute

Copy the alert file '

Execute the instruction: /data/snort -l /data/
log -c/data/snort.conf.

Run with the snort.conf

AN BHl®0
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Argus 34, i7 &
‘AXBN BHI®Q 4ss' AE D BHI®Q 14:59

Botnet
" B o O e N o —
e o I _ £2)
E’a =/

Snort  [ETEIEES Report SysiInfo Process
Filter Botnet Traffic Interface

RS T L -
Filter traffic header(TCP/UDP)

(® Executing Argus...

Grab the needed traffic header field ¥

‘ Please walt a second

B

: Delete IP addres;es in white list

FTP upload traffic data and phone number

W |
A0

BHl@Q 1517

BELEHR.

10% 107100
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g "T 4 (74 5

B RE R

2l

‘AR RE®a 352

SD card

Total: 7

A2SD stor

Tota

Internal storage
Total: : Free 3

Health: Good

Status: Charging

Technology: Li-ion

Voltage:
Temperature:

Plugged:

Battery History
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‘AR REl®Q 3:54°

R0 £

Hith{ERA%

PRERSEAYHE ST

BT (30.7%)

£ FERRL (7.9%)

REHE (2.5%)

Wifl On (69.6%)

Wifi Running (30.4%)

Bluetooth On (0.0%)

L BFRERE LT

"ABREA © DE®Q 351

H O o =

Snort | Argus | Report  SysInfo
Free: 32.14MB Load: 22% MEM CPU%

‘l Android & o
ﬂ Android 88 *

androi 1_||| ICEeSS,

B Google H/E

-
g+ Google+

£ HTC Syn

A Senie? 258 R 7 B4R § 0 CPU 4= Memory
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