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ABSTRACT

In this age of information expansion, every aspect-of technology continues to
accelerate its digital footsteps-and become easily accessible. People can easily retrieve
information at their fingertips. +As Internet speeds.increase, a huge amount of
information can be passed quickly around the “world. Without the protection of
information, pictures, audio, video files and much more, can be easily downloaded
and copied. The Net Application data that is based on the Windows operating system
has over 90 percent of the market share; therefore, the digital content mainly used on
the Windows operating system, is in urgent need of protection for its intellectual
property rights of digital content. The purpose of this protection is to prevent
malicious violations in the digital content industry.

The evolution of intellectual property rights has been trailing behind the rapid
development of the digital age. The purpose is to protect the digital content industry
and the rights of the creators. This has lead to a gradual rise in digital content
protection technology, such as: Digital Rights Management System, Selective
Encryption, Scalable Encoding, Watermark, Fingerprinting and Screen
Capturing/Recording Prevention (SCRP) Technology.

SCRP is a vital part of protection of digital content. Its objective is to prevent



desktop or window recording program users to from recording digital content. The
current SCRP Technology has approaches: using APl Hook technology or
characteristic code matching technology. API Hook technology is operated to monitor
the APIs of screenshots on the system and to further block or stop the occurrence
of this behavior. Characteristic code matching technology compares the program's
characteristic code and its database to identify whether or not itis a screenshot
program.

However, using APl Hook technology and characteristic code matching
technology may not sufficient for the needs of SCRP, such as: APl Hook technology
which may be regarded as aggressive behavior by anti-virus software and disabling it
from implementing the function of SCRP technology. Through the modification of the
executable program file, a new characteristic code can be generated that allows it to
escape the characteristic code matching technology. Therefore, this study will develop
comprehensive SCRP software on Windows to detect all behaviors of screen
capturing/recording.
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File Edit Ewent Filter Tools Options Help
S ABE | CAG® A% ZD 4 IW
Tirre. Process Harne FID | Operation. Fath Easult Detadl ~
|F2F 11... ] Sleipnivexe 1132 QueryOpen € ADosurments and Settingsjeny JERRYLIN,... FAS T 10 DISALLO..
| E<F 11.. | Sleipnivexe 1132 CrateFile CDocuments and SettingsVjeny JERRYLIN,... SUCCESR Lesired fccess: Rea...
Sleipnisexe 1132 CuerNetrakOpenk... C A Doswrments and Settingjeny JERRYLDML. . SUCCERS Cuzation Tirme: 2008, .
Sleipniv.exe 1132 Clos=File CDocuments and Settingsjeny JERRYLING... SUCCESR
Sleipniv.en: 1132 CrateFile ' Documents and Settingsjeny JERRYLINL. . SUCCENR Lesived Access: Cen...
Sleipniv.ene 1132 CiateFile ' Documents and Settingsjeny JERRYLIN. . SUCCESR Lesived Access: Rea...
Sleipniv.ene 1132 CuenFilahtemalinta. . ¢ Docwments and Sattings\jerny JERRTLD. . STCCENR Indextlurnber: (hde2..
Sleipniv.ene 1132 CloseFile C:Decurments snd Setings\jersy JERRVLIN.. SUCCESR
Sleipnit.exs 1132 ChueryStandsninform... C\Documents and Bettingsemny JERETLIN  SUCCESS illocationSize: 2,04
Sleipnit.exs 1132 Cruery@tandsminform... C\Documents and Bettingsemny JEREYLIN  SUCCESS illcationSize: 204
Sleipnit.exs 1132 Cruery@tandsninform... C \Documents and Settingsemy JEREYLIN, . SUCCESS AllocationSize: 204
" Slelpmn exe 1152 WiiteFile C:\Docwments and Settingsjery JERFYLIN. . SUCCESR Offset: 2059520, Le...
oL 11532 CloseFile CDocuments and Settingshieny JERRYLIN... SUCCESS
1152 CrateFile \Docwments and Settingsjery JERFYLIN. . SUCCESS Desived Avcess: Rea...
1132 CregFilelntemalInto. . \Docwments and Settingstjemy JERRYLIN . SUCCESR Indexdtfumber: (kdeZ...
11532 Cloe=File CDocuments and SettingsVjeny JERRYLINL... 3UCCESR
1548 CreateFile CDocuments and SettingsVjeny JERRYLING... 3UCCESR Lesired Access: Gen...
1548 CreghfourmationVel... C:\Docwments and Sethingstjeny JERRYLIN. . SUCCESS FolwrmeZreation Time. .
1548 Cregréllinfoomation... ©:\Docwments and Sethingstjery JERRYLIN,. .. BUFFER OVERFLOW Cuzation Time: 2008/...
1543 ReadFile ADcowments and e thingsjexy JEREVLIM, . SUCCESS Offset: 0, Length: 511
1548 Clos=File C:Decurments and Setings\jery JERRVLIN.. SUCCESR
1132 QueryOpen  ADeswrments and Settingsjery JERRVLI,... FAS T 10 DIZALLO.
1132 CrateFile C:Decwrments snd Setings\jersy JERRVLIN,.. SUCCESR Desired Access: Fea...
1132 ChueryNetworkOpenln . C\Documents and Bettingsemy JEREYLIN . SUCCESS Creation Time: 2008/
1132 CloseFile C:Decurments and Sethngshjery JERRVLIN. . SUCCESS
1152 CrateFile C:\Docwments and Settingsljery JERE VLI, . SUCCESS Desived Avcess: Cen...
1152 CrateFile C:\Docwments and Settingsjery JEREYLIN. . SUCCESR Desived Avcess: Rea...
1132 CregFileIntemalInta. . C:\Docwments and Setingstjery JERRYLDY, . SUCCESS Indesdtfumber: (e,
11532 CloseFile CDocuments and Settingsiieny JERRYLIN. .. SUCCESS
1132 Creg@tsndandInform... :\Docwments and Settingstjery JERRYLIN . SUCCESR AllccationBize: ..
1132 Querytendauinfomm... € ADocurments and Settingsjemy JERRYLDA, . SUCCESS Allecationize: 204
1132 Cuery@tendainfoom... CADoswrments and Settingjeny JERRYLDAL. . SUCCERS AllecationSlize: 204,
1132 WiiteFile ADocwuments and fethingstjexy JERE VLI, SUCCES Offeet: 089,52, Le...
1132 Clos=File ' Documents and Settingsjeny JERRYLINL. . SUCCESR
1132 CiateFile ' Docwments and Settingsjeny JERRYLINL. . SUCCESR Lesived Access: Rea...
1132 CuenFilehdtemalints. . O Docwrents and Settings\jery JERRTLIN. . STCCENR Indestfurnber: (ke .
1132 CloseFile C:Decwrments snd Setings\jersy JERRVLIN. . SUCCESR bl
Showing 12,000 of 24,932 events (1845 Backed by page file
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Path:
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igframe.dll 0x1ec30000 0xb72000 CWINDOMWS)system32hieframe. dil

iertutildil OxSdcaloon Ox1bS000 COMINDOW S system32iertutil, dil

IMAGEHLP. dil Ox7Eca0oon 0=28000 CHWINDOW S system32) IMAGEHLP I
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2.2.1 PEFile #% #;\p

PE = Portable Executable L%ﬁﬁ, » % Microsoft Windows » ¥ 4 {7 ez & i
o blde EXE[2]4e DLL[3]A% % o ¢t #5% 5 Microsoft #73% 3+ » ¥ & 1993 £ d
TIS( Tool Interface Standard )& i - & B. Luevelsmeyer z_[PE # % ;¢ 1.9 %% ]
[1]# #f PEFile sfh % 2 455 = i » B 17 5 PEFile s R 4254 o

MS-DOS
MZ Header

MS-DOS Read-Mode
Stub Program

PE File Signature

PE File Header

PE File
Optional Header

Section Header

Section 1
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BB 17 enfh R NP B¢ 0 DOS MZ Header = IMAGE_DOS_HEADER
BH o WA B A e E R MZ B **ﬁﬁi@éWﬂMmﬁﬁﬁﬁo%
T ke DOSSTUB % & 4 # 32 OS/2 7 3 4% ~ p 3R rﬁi}'éfyfr D is A7 3% o $30
PEFile> v £ DOS2 4p 5 7 . {74k > ¢ § 100 =~ feehph 5 > % rﬁﬁm%i
GEA AR ORI E @? J— B 453 4 this program needs windows NT" - PE Header

E'Jééérﬁﬂ}i & éc'r‘é%ﬁrﬁwg PP AL o RSB PEARE
#%_DOS MZ Header ¥ 3% 3] PE Header meii‘ B E DR @ DOS stub ® &

7

Ii’f_ | 2 i e PE Header » & * j&_PE Header z_ {3 % %45 % R E o

B 18 5 @ * UltraEBdit § 2B fc- ¥ R iFEZ F 167 H PN 7§ >
WP kT lam > i ;zﬁ&;é—ﬁPE Header =% » j¥_PE Header z_ i & %45 %

e
FERNE o

Ooo0oo000h: D 5L 50(00 02 00 OO0 OO0 O4 OO OF OO FF FF OO0 OO ; [BEP}........
0ooooo010k: BS 00 OO0 OO0 OO0 OO0 OO OO 40 OO 1& 0O OO 00 OO0 00 ;@ 2...... Beimsnnns
0D0000zZ0k: 00 0O OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 . eeeeennnmnnnns
00000030h: 00 0O OO OO0 00 00 00 00 00 00 00 00 00 01 00 00 ¢ .. enee i e nmennnn
00oo0040h: BA 10 00 OE 1F B4 09 €D 21 BS 01 4C CD 21 20 20 ;@ 2...277L77
0ooooo0s0k: 54 65 69 73 20 70 V2 6F 67 Y2 61 6D 20 6D 75 73 @ This program mus
ooooooe0h: 74 20 62 65 20 72 V5 BE Z0 Y5 6E &4 65 T2 Z0 57 @ t he run under W
0oooo0o070hk: 69 6E 33 32 0D OA 24 37 00 00 00 OO0 00 OO0 00 OO0 ; in32..57........
000000&80k: 00 0O OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 ¢ .. eeeiennmennnn
000oo090h: 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 ; .. eeeeiennnennnn
000000a0h: 00 0O OO OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 ! .. eeeiennmennnn
000000hOh: OO0 0O OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 e eweeennnmnnnns
000000cOh: OO0 0O OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ¢ .. eee e nmennnn
0oo0o000d0h: 00 00O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 F . .eeeeiennmensnn
000000e0h: OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2 oo e e e n v nnvnnnnns
DEII:II:IEID 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 . .eeeeennnnnnnsn

goooo100h: | 50 45 (00 00 4C 01 03 OO0 19 SE 42 24 00 00 00 OO0 ;.L....*B*....

0ooo0110k: 00 0O OO OO0 EOQ OO0 SF 81 OB O1 02 19 00 60 06 00 ;@ ....27..... i)
000001z0k: 00 30 00 OO OO0 DO OC OO AD 2F 13 0O 0O EO OC 0O ;@ .O...7.7...7.
00000130h: 00 40 13 00 00 00 40 00 00 10 00 00 00 02 00 a0 @ JB....B..ceeeusn

00000140h: 01 00O OO0 OO0 00 00 00 00 04 00 00 00 00 00 00 00 e eweerinnnmnnnnn
0ooo0150h: 00 70 13 00 00 10 00 00 00 00 00 00 02 00 00 00 ; cPe.weeeennnennnn

00000160k: OO0 OO 10 00 00 40 00 00 00 00 10 00 00 10 00 00 ;@ ..... e T e
00000170h: 00 OO0 00 00 10 00 00 00 00 00 00 00 00 00 00 00 2 o e e e e nnvnnnnns
00000150h: 34 69 13 00 20 03 00 00 00 40 13 00 34 29 00 00 ;@ 4i.. ....0..4)..

0oo000120h: 00 00O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;7 e eeeeennnmnnnss

gl 18 1z Ultra Edit ¥ gz +# 34 (AN g
2.2.2 MD5 3¢5 5% & 2

D5 ( Message-Digest algorithm 5)&% /& & ;2 ¥ #-iz &, £ & «hF 4L > 2 MD5
FAEFEZEY > F0- RFHTER L 128 AamEE o
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2.2.3 Windows Service
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User applications ¢ Desktop #f#g 22 » &]4ei g I Usenapplication 7 & & 1+ cp B
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