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Network Security Defense-in-Depth Architecture

based on Virtualization Technology

Student : Chang-Lin Lee Advisor : Prof. Wen-Nung Tsali

Degree Program of Computer Science

National Chiao Tung University

ABSTRACT

In 1960, IBM mainframe Virtualization Technology has been developed, it
has become more popular. Many academic or commercial research have
developed many virtualization ‘products and applications, such as VMWare
corporation has released VMWare ESX Server-and Microsoft Corporation has
released a Hyper-V technology.When ™ more “Virtualization Technology is
released, we started thinking about'how to. use the network security architecture
deployment.

In this paper, we propose ‘a solution “Network Security Defense-in-Depth
Architecture based on Virtualization Technology” that can effectively reduce
cost of the deployment of defense in depth and increase the usage of computer
resources. Further, this paper will also compare their advantages and
disadvantages for the traditional defense in depth architecture, Unified threat
management and our solution. While also analysis their network performance.
We hope this paper can provide a contribution in virtualization network security

research and the defense in depth research.

Keywords:Defense-in-Depth,Virtualization,Performance Benchmark, Network

Security.
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(2) 8 5" %2(Network Module)

BREREHES R REAREET 2 BRI T2 SER
g+ P EEY TFAFE LA D mB T FR A
‘BB FOr B2 - ohite BT VbR Rk
LATZ B BB eng

AFPTY REPBELRERERELFEE 5 oo F(Vitual

\

N
M

-
=
e
-
o H

P2

Switch) » i 5 & m#E LI B2 Havded 2 91 o

BILEE LR * g

Internal AR P SRR 2 B

External AR O IR R 2 e

FWtolPS @RV o B 2 i
IPStoAVW Wi B RE F g
Update ot AT

(3)=% 2 #-%&(Security Module)

WV R EBIRERE D 2 3T gun $ o im- M T P (T2
R RS SRR R S S TR RAF I
oA R ERFE R T B 18 5 AR Y e BLaR

o g it Tl VB £ - B R e Ak g
M MEEte WA EFE R F e S BRI AR ¢ B0



LMY h2h 275 0 UREE BIRE L 6 0 4o% F  Cross-Site
Scripting e F e 7 5 F 4 0 A B X ffufjﬁgﬁ TR ko
@%%ﬁé{ﬁ@wﬁﬁﬁfﬁﬁﬁiﬁﬁ’Nﬁ»%w¢ﬁﬁ$ﬁ
AR SREESEr A BT R eFHe £ %
Bigie o ﬁé}iﬁd% PR E LD R R A e SREPN IRRER o R
5L BpERT DRl -

DD. Firewall IPS AntiVirus Wall

@l
0 0
00g L 4 o
<zz>=a}§kw .E‘ !;i<gg>
S y |
3
. ¥

Drop Drop Drop

Bl 18 i v SR R i 41 & Jh 42T 3, B
Lol g8k i3 e (Virtual Firwall SubModule)

C
i
#

BRIV RER T >R T 1‘7&6 » A g i@+ Netfilter/Iptables
TR R B LB RAsAE B L3 Netfilter 74 Linux +% < (Kernel)
Sl v R R F IR T R HRE A R TR X2
% 3 Iptables & * #7;% %7 @ 3 Netfilter icie -

[Pl ph - kAR A E A A BRI - B
¢ ihfy it (Match)fe— 3 ik # ¥ (Target) - & § 3t ¢ 2 £ 2P ¢ gy

-~

Gt P L3 ? B oAuA(Chain) e o A % ARG T AR

MR P I f $at e BT Ul B 1T o @ & Neffilter 0 é & 7 >
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% (Table)® - 3¢ ¢34 v Lfrw® 2 ek ok 5 > EF - B
A5 BAP A fread o T E Y o E ERP RV HTH TR
B 0% > Ape® 4 = BARPIA 0 A9 EFILTER ~ NAT 2 MANGLE >
WAy ¢ Wit 3 FILTER 2 NAT & BAHRAIE > 7 &5 BRPIE
F - B 9Ek s & FILTER A1 4 @ 5 INPUT Chain (% p thi £_4
it )~ FORWORD Chain(ii2 5 & a3t e ) ~ OUTPUT Chain
(Bd A o0E Dengt e )em & NAT P14 ¢ + PREROUTING Chain
(51 e~ A A & A LB EIL 4 2 ) POSTROUTING (4 #7
7L EEERd B2 A Pk 3 E_ A a3t )2 OUTPUT Chain s #1

ML RS LR & P AR & Ae Ko B 19 AT o

Input from Router Qutput to IPS
Prerouting Postro B
. Forward
Routing
) O D
Netfilter/Iptables

g Local
M Process

B 19 |7 X gG p FRiE (E 7 A2
B 19 E i 4t Jnie Iptables 17 Vg2 inAzR] 0 3t - ek g X

i~ NAT Rpl& » H 2 & §F g7 on ik (Network Address

Translation) s it o ff & L & B fiﬁkﬁl’?%%%%{a‘u & L Ep iz e
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B
~

AT ALY e o BB AR AT R B Y K
* - B IP =g b oInternet > ® = u*,uam Rk chip o
.?M%fihkﬁa%%ﬁ? Fooir pIRRERE I A SR - B P et
F A ehif s - ko NAT bR 218 > g8~ ad 29 FHEIT 0 4o
FE AR VB AE i&gﬁ‘ﬁ;%r&» INPUT Chain *© g & 4% £ &
N MAEE > B ¢ 9 FORWARD Chain ® i {7k » 514 7 4k i
X chit e 3% ¢ J_Postrouting Chain L » &1 # & it 4 o

Q) m L » 2P I % 3 # 2 (Virtual IPS SubModule)

A hm B RRE DGR ERREY TR Y o R I
SLE_Snort s AR E R A B A Rhn g ~ k0P k Sids e Iptables
Queue H i » i chiEfe ¢ B LBz e kR R Ee - Birsd o
£ d Snort #-iF7) @ E R 2LE Ty 22 it THRE T 3
#endte L & A4k o Bl 20 B T e e~ BTk LI g D

AR o

Input from Firewall

JL

N7

Only use Iptables Forward Chain

E

SNORT Inline Mode

Packet Decoder

Preprocessor
(Plug-ins)

Detection Engine
(Plug-ins)

Output Stage
(Plug-ins) Output to AVwall
I')n:lp/R ject

B 20 » B pr )5 B 3RAE (F R AL
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FORERIe & 0 BRP I AP g1 Iptables 7 Forward
Chain(# # Chain 33k » Accept) > & ¥ K g #4te Hw 527
@ Snortinline mode ¢ & 5 - £ - 3% Queue ¥ 3§ P~4t e > T R3¢

f278 » 35 % 18 17 3 g (signature) v $FeniT % 5 Bofs A F 3 3 7 8 £

Q) EHEi I3 4 % 33 i 2 (Virtual Antiviruswall SubModule)

BAF T R RERE DEFE TR o TR T A g5
ClamAV iz % % Linux AT 224 F L4 3 3 it v HTTP
Anti-Virus Proxy(HAVP)iz & HTTP enfr 4 A2 PR E » ¥ ¥ [ptables
£ fe & #2317 € E v (Redirect) T & % HAVP 7B frenie BLid 303
8080 it 73t e & 2 i & 1% ClamAV mf,%% TR T4
o L2t E A4 EATRE L 2T o 22 kT
B-HF R o B 21 Baor 0 e B O E Tk SL{S S AR o

Input from IPS Output to Host

- L1
]
Redirect- >port 80
B
. Forward
Routing
Routing

Netfilter/Iptables

Normal file can passed
or virus blocked page is delivered to host

‘ ClamAV
DB

DROP Virus Library

@21 Fﬁ—*;}% % 'E-/n ﬁi?]

40



KB 21 ¥ ﬁ v % 3 e i~ NAT 2P 4 ¢ 7 PREROUTING
Chaints > ¢ B &R RrRd KL 80 it £ Fw I MR N
¥ 80808080 # & _HAVP fffy & * #25% 54 HAVP #% 4§ ClamAV
NEEFBEAEFE RS IV T LS Bd A BT R
Bt ARV PRI ERIEG P P grBERY FRT - B
FFE 3R] o

4.3. EHEIVERIT DR ITE *#_;3;— WP

AR Al* VMWare i Bl s § @ fie > I 1% HpoaE
ﬁ@ﬁiﬁﬁ%éﬁ&ﬁ@’juﬁéﬁ'—@&fﬁ; Bt > %
o SR o FILR T HRA BEFRT ITHEBHEBTE

o

FamIE R o blhe  CPUBE ~se Bl ] g 3 F 2 ikl &
BB R EE REUED TR 22 F %R BT o
Bl 22 5 A 70 F kBB AR ~FF @ ¥ VMWare ESX Server

41 5t 2 mBT 5 R SRR Y e 34T o

Cisco Router

Attacker's Computer

\ynware Client
*;M.‘
Cisco Switch
Cisco Switch
~. S
M ?
e
Iptables \'M ?
Firewall : ﬁ,\
Snort IPS R g
o
< isco Swi
e Cisco Switch Apache web Server
HAVP+
Clamav
Antivirus
Wall

Bl 22 §F kB pe i B
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*E 7R %% B 2 VMWare ESX Server ~ VMWare Client ~ Virtual
Machine 2 #3032 i pR® ~ 23 B2 prd B2 AR ~ (7% &
S AR AT MAc AL 3 Aor

o SH MR o & IvE kAR A

VMWare ESX Server VMWare Client
Model | IBM System X3250 M2 Model | HP EliteBook 6930p

Intel xeon 2.66GHZ Quad Intel Core 2 Due T9550
CPU CPU

Core 2.67GHZ
RAM | 8GB DDR2 800MHZ RAM | 2GB DDR2 800MHZ
oS VMWare ESX Server 4.1 oS Windowns 7 Enterprise x86
LAN Intel PRO/1000 PT Dual APP VMWare vSphere Client 4.1
oISk Segate 160G SAS, X/ 12 LAN Intel 86567LM Gigabit NIC

(RAIDO) DISK | Segate 250G SATA

Virtual Machine(Firewall) Virtual Machine(IPS)
CPU | vCPU 2.66GHZ Single CPU ' | vCPU 2.66GHZ Single
RAM |2GB RAM | 2GB
(OR) CentOS 5.5 0S CentOS 5.5
Kernel | Kernel-2.6.18.194.32.1 Kernel | Kernel-2.6.18.194.32.1
Iptables-1.3.5
APP Iptables V1.3.5 APP
Snort -2.8.6
LAN vNIC(e1000) X3 LAN VNIC(e1000) X3
DISK | 20G SCSI DISK | 20G SCSI
Virtual Machine(AntiVirus Wall) Web Server

CPU | vCPU 2.66GHZ Single CPU Intel xeon 2.66GHZ Quad Core
RAM |2GB RAM | 2GB DDR2 800MHZ
(OR) CentOS 5.5 0S CentOS 5.5
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Kernel | Kernel-2.6.18.194.32.1 Kernel | Kernel-2.6.18.194.32.1
Iptables-1.3.5

APP ClamAV-0.97 APP Apache-2.2.3-43
HAVP-0.92

LAN VNIC(e1000) X3 LAN Intel PRO/1000 PT Dual

DISK | 20G SCsiI DISK | Segate 160G SAS x 2 (RAIDO)
Attacker’s Computer Cisco Switch
Intel xeon 2.66GHZ Quad _

CPU Model | Catalyst 2950 Serials
Core

RAM | 2GB DDR2 800MHZ I0S 12.2

0S Windows XP SP3 PORT | 12 Fastethernet ports
N-Stalker 2009 Cisco Router

APP Apache-2.2.3-43(eicar 2.0 _ )
virus_samplefile) Model | Cisco-2600 Serials
NMAP-5.50 10S 12.2

LAN Intel PRO/1000 PT Dual
Segate 160G - SAS x 2 |PORT |2 Fastethernet ports

DISK
(RAIDO)

KRB EL R

B 23 7 AP 2 RRFHFETLE -9 B 7 gileET ol s
% Intel gt forh Ittt - REALFTHIRE
vianl0 » X TH S MR RER 0 o8 ¥ - SRR AIERI R THE G
Vian20 it TR BT T B4t E A ESX FIRE L B R 3 F
(Virtual Switch-vSwitch) ¢ » @ 345 4.2 & s i 2 H3k - & VMWare
ESXServer® ¢ 3 S5{me R FMpmit iy § 35k
Bt 0 % TAoB 24 i o
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WVIMWare ESX 4.1 Server

AntiVirus Wall

FWmIP%
ethl
Internal
Firewall eth0) @

Intel NIC
vlanl()
‘a3
Fal/l -
vlan1{) :""h
S

Cisco 2621 Router ]
Cisco 2950 Switch Apache Web Server

ol 24 470 0 3B B BA L PRI B F PRS-
vian10 (Internal) & #t % 3 B o i+ 2% 2.5 vmnic3 > @ vlan20
(External) i %% < 3 B4t g+ 2% 25 vmnicO > » ADSL (Update)
#

Avmnic2 enF MRt > TG 3 SR ¥ 2L B b e
ot > HAa R p hE S
ER

BEPEALPBEE RREI DY - SEEPG

\

AT R BERARR LD VBRI B - RRERER

£ (WNIC)#: 2 vian20 B2 #H B¢ > § - B RER

BEABE D A BPE AR RBEY R EnkeERFREA

vian30 m#t 2 # F ¢ o BB A viand0 B E S A
e %

S A R

5
kN
y
F_k
<
Q
>
w
o
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- EmHRERF E A VIan10 BRI T ,«Qﬁ;ﬁ;; g’gﬁg&aﬁ 4

e ¢ 19 41 SR kg I RRE 2R ?%f#gﬁ_

VL AREGE > BB - AR R e T A

b LRI EY Y- RmEeERT A ADSL Pt o AR P
{ A1

i
Networking Refresh  Add Metworking. .. Properties. .

uuuuu I Machine Port Sroup — - Physical Adaprers -
(=N (SRS o EF vmnics 100 Ful ] =]
Bl |1 wirtual machine(s)
Aviwall e &
Wirkual Switch: vSwitchz Remove... Properties...
uuuuuuuuuuuuuuuuuu — Fhusical Adapte
£ ADsSL (S S5 = BB \tmrvi(l 100 Full =]
Bl 3 wirtual machine(s}
Fuy o 8|
P5 -
Aviwall e s o
Remove. P
— [ Phusical Adapters
@ - o E@ vmnic 0 100 Ful L=
2 o
Rem ope 7
— Physical Adaprers
@ 4 4 Ho adapte
Bl 2 wirtual machine(s}
F [
P55 e gl
Virkual Swi Remove. Properti
i — Physical Adapters
&3 vlan @ - Mo adapt
=) 2 virtual machine(s)
IPS v}
Avwall [ | &

Bl 24 s 4% % 4 Bk vlan 22K B

AL RBERIE R} & B Ezse gt $i-5" (Promiscuous Mode) » 4
Bl 25 #757 » ] 5 VMWare ESX Server {x gt 2 m H 2 £ B+ vlan
ZEA T g EAFY bBRPBEL SRR ovian o R
+ X E 5 AR#EB(Bridge Mode)pt - Hxkdfe gkt 0 Tt n
AR - TR FAERPEG e J gRATTTE RZRTE
i7 4 1% (forward) e# iF o

VYol hfl REeRFEFREIR 2 EH VMWare 2 7 sk 52
e1000 jm#EEe—+ > 4ok & * FEK

‘qT
-(F
5
4
ff‘
i
«?_.
]
%Tj\
o
g
=

T2 K 3E > VMWare = @ 4% Windows-based it # s %t3 3% &

F_&

vmxnet2 2 vmxnet3 & & & 3 s B ERR T RS A



Linux-based #iF % % %™ 3 & e1000 & 2 i+ o 103 2 R pr

S vlan20 Properties l
Parts ] MNetwork Adapters ] -
General Security ]Trafﬁc Shaping ] MIC Teaming ]
Configuration Summary oy E Tt
¥ vswitch 120 Ports
@  VMNetwork virtual Machine ... Promiscuous Mode: IClllpccert ]
_g Service Console Service C_Ts_ole... MAC Address Changes: ~ |Accept __.J
Q vlanz20 Wirtual Machine ... | <
Forged Transmits: Ird ]Accept LJ
Add... I Edit... | Remove
| Status Details | Initiated by | Ryl
& Completed root 21
oK. | Cancel I Help

B 25 B g fE 2 e B ¢ dvlan B e g o
L f M Cisco 2B BL J M AP F L ERRE

vian20(ks d Big 42 Il T oaf 2 a) 0 A K IR TORIIRE T

|
i}

.“

b

i

PR E S vianlo(E | PR B F R AT 4R R F ang
# ESX Server sid sEF R R F R LT AEE L

F.E i

£
FRIFE R R TE L u 5 vlanl0 2 vlan20 s 4ot F 48 Cisco % % B

FRMRBEE AL BREFARBELRERD » £ b

1
F % JE41* VMWare vSphere Clinet i 522 3 VMWare ESX

Server> ¥ 42 H P iE > = B R

5

m 5% 1% B (Virtual Machine) » -] 26 #7177 o
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[0 10.5.9 230 - vSphere Client

File Edit View Inventory Administation Plugrins Help

B B | &y Home b g5 Iwentory b [El Inventory
& &
R ESX. ¥Mware ESX, 4.1.0, 260247

@ avwal 5 z

& Fw Perfarmance | Configuratio

ﬁ 13 General Resources
T T ] 18M CPU usage: 31 MHz Capacity
Madel: 1BM System x3250 M2 -[41... 4 x 2,666 GHz
CPU Cores: 4 CPUs % 2,666 GHz Memory usage: 893.00 MB Capacity
Processor Type: InteliR) ®eon(R) CPU [ £190.00 MB

R3330 @ 2. 66GHz
License: wSphere 4 Enterprise Plus Datastare Capacity | Free | Last Update
LEen=ed o tnlimibed nomb B datastorel 204,75 GB 264,46 GB 2011/3/6 ]

Processor Sacksts: 1
Cores per Sackst: 4 4| | 0|
Logical Processors: 4 Network | Tvpe |
Hyperthreading: Inactive & M Nebwork Standard switch network
Mumber of MICs: ok ®  wlanzo Standard switch network
State: Connected & vlanio standard switch network
Wirtual Machines and Templates: 3 & vlan3n Standard switch netwark
wMation Enabled: Mi& & vlan4n Standard switch netwark
YMware EVC Mode: TS A | >
Host Configured for FT: [NTEN Fault Tolerance
Active Tasks:
Host Profile: TS Fault Tolerance Yersion: 2.0.1-2.0.0-2.0.0
Profile Compliance: @ A

Commands

(G Mew Virtual Machine

& New Resource Pool

Total Primary ¥is:
Powered On Primary ¥Ms:

Total Secondary ¥Ms:

Powered On Secondary YMs:

Refresh Yirkual Machine Counts
[1}
o
s}
a

B 26 %

FAMF o R KRR R LR
TEFRG  TRY AT B

#yum -y update

AT ATHLFE

#yum -y install package _name
p)

Glde: A F B¢ N A

%@@ﬁﬂyaws,ﬁ,m

AFEG TR R

» Tk
e+
i

# yum -y install bridge-utils
hopt g pretl 3p 4

.
.

TN
=

Li-

47

AR AT R A

£ @#* DHCP» I =

FRE

k-3 3R g F

27

3

v

-~

SR W

Wy gL
I 8 wo

Pv6 =

FRT LA E

VMWare ESX Server ® 13 5 & # s =

% CentOS 5.5 %
it B B

-

%

P
=

2 SELinux % 5334
A2 BT ax K=

LY B-# B osR e

J

bridge-utils



# brctl addbr brO
# brctl addif brO ethO
# brctl addif brO ethl
# ifconfig brO up

EESEHENA 2R
7B AR E L E MR by 4 e TR R AR 2

KRGS F O FIt PR SRR 2K T N AeT AT
# vi /etc/sysconfig/network-scripts/ifcfg-ethO

DEVICE=ethO (¥ - 3 ethl g+ » — 973k T)

HWADDR=XXCXXXXXXCXXXXV (F fR e+ 2 > 2 % i3 %)
ONBOOQOT=yes

BRIDGE=br0
# vi /etc/sysconfig/network-scripts/ifcfg-brO

DEVICE=br0
TYPE=Bridge
BOOTPROTO=static

ONBOOT=yes
REASBEABBN T ATHE T 2 SpREET KL

# /etc/init.d/network restart
ATl

ERZIRE et AN ",% B AR AN IR BATRAN R T
L% B Ecip_forward # 5c 0 3t o £ B FHE o

# echo “1” > [proc/sys/net/ipv4/ip_forward
£« 1% #z/etc/sysctl.conf

#vi letc/sysctl.conf

net.ipv4.ip_forward=1
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F Ak 8 7 sysctl —p T A px o

ok R 2o 3R 0 AP VSR e 5 = BN - BAEIEK
oA 2 NAT R Tk T4 - BA 3P afh -
B RTE LR R R TR T A A

#- v Ak - 20 K E_FF 3x B %Y Jusr/local/iptables/ x T 1 3%
letc/rc.d/rc.local 4 + — & /usr/locall/iptables/iptables.rule » & %}%‘If‘ug p
w3 (T o
»ERPE L SE R £ BL

B E G R[24F 30N 0 T X R E 4T

snort

libnet

iptables-devel

pcre-devel

glib2-devel

libpcap-devel

libnet

gcc

gcc-c++

A% & snort m 0 A% yum -y install 45 4 #- iptables-devel
pcre-devel glib2-devel libpcap-devel gcc gcc-c+ % %4+ - & ¥ %
libnet-1.0.2.tar.gz ji# B 57 1 3& {7 S¥

#tar zxvf libnet-1.0.2.tar.gz

#cd libnet-1.0.2

#./configure

#make && make install

TR AL # P R T L% snort RAeE (5 AN 2 A1)
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T
#tar zxvf snort-2.8.6.tar.gz
#cd snort-2.8.6.tar.gz
#./configure —enable-inline —dynamicplugin
#make && make install
#groupadd snort
#useradd —g snort:snort —s /sbin/nologin
#mkdir /etc/snort
#mkdir /etc/snort/rules
#mkdir /etc/snort/so_rules
#mkdir /var/log/snort
#chown snort:snort /var/log/snort
#cp ./snort-2.8.6/etc/* /etc/snort
#mkdir snortrule
#cd snortrule
#tar zxvf ../snortrules-snapshot-2860.tar.gz
#cp ./rules/* letc/snort/rules
#cp /so_rules/precompiled/CentOS-5.0/i386/2.8.6.0/* \
/etc/snort/so_rules
12 :z/etc/snort/snort.conf
#vi /etc/snort/snort.conf
var RULE_PATH /etc/snort/rules
var SO _RULE_PATH /etc/snort/so_rules

output unified2: flename snort.log limit 128

snort & i# {7 inline mode % /¢ # e iptables Queue % 5 4 7 &
Tl > R UL RS o
#modprobe ip_queue
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#iptables —~A FORWARD —i brO -] QUEUE

PR TR A 0 #F KT 4 4 fade snort

#/usr/local/bin/snort -D -Qvd —-u snort —g snort —cC

letc/snort/snort.conf —I brO &

L GRS ELE 7 &4 b a4y 4 40~ Jetc/re.dire.local ¢ T o
73 ek i 18

£ A% yum—yinstall € Zx T & i+ :

gcc

gcc-c++

zlib

zlib-devel

¥ 27 ClamAV[26]fr 4 51 F 2% % .

#groupadd clamav && useradd -g clamav -M clamav

#tar zxvf clamav-0.97.tar.gz

#cd clamav-0.97

#./configure

#make && make install

#mkdir /var/log/clamav

#chown clamav:clamav /var/log/clamav

#vi /usr/local/etc/clamd.conf
LogFile /var/log/clamav/clamav.log

LogVerbose yes
LogTime yes
PidFile /var/run/clamd.pid

DatabaseDirectory /usr/local/share/clamav

#vi /usr/local/etc/freshclam.conf
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DatabaseDirectory /usr/local/share/clamav
UpdateLogFile /var/log/clamav/freshclam.log

LogSyslog yes

LogVerbose yes
BFLATRF B EAITRA

#/usr/local/bin/freshclam
#£7T k% % HAVP[25] :
#tar zxvf havp-0.92a.tar.gz
#cd havp-0.92a
#./configure
#make && make install
#groupadd havp && useradd -g havp -M havp
#chown havp:havp /var/log/havp /var/run/havp
#vi /usr/local/etc/havp/havp.config
ENABLECLAMLIB true
CLAMDBDIR /usr/local/share/clamav
TEMPDIR /tmp
SCANIMAGES false # # & * B] & #

TRANSPARENT true
% IGHBET FE > pHed NfleF#HhiFmat !

#dd if=/dev/zero of=/root/havp_tmp.img bs=1024K count=1 \
seek=1024

#mkfs.ext2 /root/havp_tmp.img

#mount -o loop,mand /root/havp_tmp.img /var/tmp/havp

#chwon havp:havp /var/tmp/havp

{ #7 share library F# £ :

#vi letc/ld.so.conf
52



/usr/local/lib

#ldconfig

feds HAVP :

#cp ./havp-0.92a/etc/init.d/havp /etc/init.d

#/etc/init.d/havp strat

HAVP Z 41 * iptables en€ i 74 i - F 417 £ 1 HAVP 2 (7
B RRAFNT L

#iptables -t nat -A PREROUTING -i brO -p tcp --dport 80 —j \

REDIRECT --to-port 8080

VR EESER T chap e A REEES R L B

letc/rc.d/rc.local @ > B € g 44 {7 o

4.4, mE PR 2GR R R

4.3 GiF F w Ads AR - LB RPRR m R T R DR
FIF T2 2k
AR P

B27 50 PRYTFFTORLIERRE] PIRELF o F7
¥l Pl T 140.10.10.10 7 U B el f R T o
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QT -Q- ¥ & J]\ﬁﬁéi S BmRE @‘ 2 3

#BUED) [&] o400 10 107 EE | i

Apache 2 Test Page

k powered by Ce ntOS

This page is used to test the proper operation of the Apache HTTF server after it has been
installed. If you can read this page it means that the Apache HTTP server installed at this site s
working properly.

If you are a member of the general If you are the website administrator:
public:
¥ou may now add content to the
The fact that yOu are Seeing this page directury Awar swmmrAheml /. Mote that undtil Wou
indicates that the wehsite you just visited is do 5o, people visiting your website will see this
either experiencing problems or is undergoing page and nat your content. Ta prevent this
routine maintenance. page from ever being Lsed, follow the
instructions in the
If you wauld like ta et the administrators of this filE /etc/httpd/cont. d/velcone. cont.
website know that you've seen this page
instead of the page you expected, you should ou are free to use the images below on
send them e-mail. In general, mail sent ta the Apache and CentOS Linux powered HTTP
name "webmaster" and directed to the servers. Thanks for using Apache and
wehsite's domain should reach the appropriate Centos!
persan. hd

€] %R DD ewsEe
Bl 27 Pl PIRE2 g m
M B 28 ik Putty chi g 0 APRART RET PR
® 140.10.10.10 » ¥ iF #07 Telnet &= 5% ie (73 41 o

22 PuTTY Confi;
=1 Sesszion | B azic options for pour PuTTY session |
|~ Logging ~ Specify the destinati L h
By Taninal pecify the destination yowu want to connect to
- Kapbosid Host Hame [or IP addres=z] Fort
&
- Bell [1400100010 [z=
- Features Connection bppe
=1 windawve  Baw f* € Rlogin € S5H  Serial
- Appearance )
B Shaviotn — Load. save or delete a stored session
- Translation Saved Sessions
- Selection I
CDID_L’"S Default Settings Load I
= Cormection
- Drata S ave I
- Prowsy =
- Telhet Delets I
- Filogin
- 55H
o stial Cloze windows on exit:
T Always 0 Mewver & Only on clean exit
About I Open I LCancel I

Bl 28 41 * Putty & &t F @ PR F 0 Telnet PR7%
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FAMERY Telnet B FRRPFEHFREZ T FRR > F]5 VA
FRAARA G B 80 PR ART Nl B aite -
B 4cB 29 1 o AT g Pdte 22 e o kiR B gk 2 R
i 23 0 IN=ethl,OUT=ethO » % 7 & b ie p g adidte » A
IN=eth0,OUT=ethl % 77 #f¢ &d p Gt iZdte » SRC &7 kik |
Pizst > DST %77 B 0 IP =hk » SPT 4 7 kiR paid 1 if - DPT £

F P e 2R o

[root@Firewall iptables]# vi iptables.rule
[root@Firewall iptab les]# tail -T /var/log/messages
Feb 13 09:24:35 Firewall kernel: ACCEPT state packet: IN=eth® OUT=ethl 5RC=192.168.0.10 D5T=140.100.100.5 LEN=1500 T05=0x00 P
REC=0x08 TTL=63 ID=33095 DF PROTO=TCP SPT=80 DPT=1172 WINDOW=06432 RES ACK URGP=0
Feb 13 09:24:35 Firewall kernel: ACCEPT state packet: IN=ethl OUT=eth@ SRC-148.100.100.5 D5T=192.168.0.10 LEN=40 T0S=0x80 FRE
(=0x00 TTL=126 ID=1986 DF PROTO=TCP SPT=1172 DPT=80 WINDOW=64240 RES=0x00 ACK
Gt 5 Firewall kernel: ACCEPT state packet: IN=eth@ QUT=ethl SRC=192.168.0,10 D5T=140.100.100.5 LEN=1500 T0S-0x80 P
REC=0x08 TTL=63 I0D=33096 DF PROTO=TCP SPT=80 DPT=1172 WINDOW=6432 RES ACK URGP=0
Feb 13 09:24:35 Firewall kernel: ACCEPT state packet: IN=eth® OUT=ethl SRC=192.168.0.10 DST=140,100.100.5 LEN=000 T05=0x00 PR
EC=0x00 TTL=63 ID=33097 DF PROTO=TCP SPT=80 DPT=1172 WINDOW=06432 RES=0x00 ACK PSH FIN URGP=0
13 89:24:35 Firewall kernel: ACCEPT state packet: IN=ethl QUT=eth@ S 0.100.100.5 DST=192.168.0.10 LEN=40 T05=0x80 PRE
(=0x00 TTL=126 ID=1988 DF PROTO=TCP SPT=1172 DPT=80 WINDOW=64240 RES=0x00 ACK
Feb 13 89:24:35 Firewall kernel: ACCEPT state packet: IN=ethl OUT=eth@ SRC=140.100.100.5 D5T=192.168.0.10 LEN=40 T05=0x80 PRE
(=0x00 TTL=126 ID=1989 DF PROTO=TCP SPT=1172 DPT=80 WINDOW=64240 RES=8x00 ACK FIN URGP=0
Feb 13 09:24:35 Firewall kernel: ACCEPT state packet: IN=eth® OUT=ethl 5RC=192.168.0.10 D5T=140.100.100.5 LEN=40 T05=0x00 FRE
(=0x00 TTL=63 ID=33098 DF PROTO=TCP SPT=80 DPT=1172 WINDOW=G432 RES=0x00 ACK URGP=0
Feb 13 89:33:53 Firewall kernel: DROP 55H,TELNET packet: IN-ethl QUT=eth@ SRC=140.100,188.5 D5T=192.168.0.10 LEN=48 T05=0x00
PREC=0x8@ TTL=126 ID=2237 DF PROTO=TCP 5PT=1175 DPT=23 WINDOW=64240 RES=0x00 SYN URGP=0
156 Firewall kernel: DROP SSH,TELNET packet: IN=ethl OUT=eth® SRC=140.100,100.5 DST=192.168.0.10 LEN=48 T0S=0x00
2238 DF FRUTU TCP SPT=1175 DPT=23 WINDOW=64240 RES=0x00 SYN URGP=0
. DROP 55H,TELNET packet: IN=ethl QUT=eth@ 5RC=140,100,100.5 DST=192.168.0.10 LEN=48 T0S=0x00
(=0x00 TTL=126 ID_zz43 OF FRUTU TCP SPT=1175 DPT=23 WINDOW=64240 RES=0x00 SYN URGP=0

B 29 Iptables f# L 4 p 2%

Al X Rl 29 ¢ ¥ E » % 140.100.100.5 :# 3] 140.10.10.10 ¢
Ak = 192.168.0.10 > F]t 4.2 & Vb w a e 3 ¢ LK
PREROUTING Chain » ] ¢ 3= IP £ NAT = p 3% IP A &7
FORWARD Chain g @ 7] —g e LOG ,T‘ =3 PIRP > AT
1%.140.100.100.5 1] 192.168.0.10 #7180 e §id 2 3B T AL L 3G 40 1
#FX o 2t g3 ACCEPT % tk » & j€ 140.100.100.5 3|

192.168.0.10 ¢ 23 FReid S F| L 7 AP L EALD L A AT
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70 ]t ¢ 3 DROP 3 4k o
7R R R

A7y e N-Stalker[23]iz £ # § 5% & e Tl ¥ 4250 RIGE 404
# Snort {7 Edp b iv o B 30 AAPALFEF TR AE

’ 2 -
N-Stalker 73 & o
@ 13 » )5 1-Stalker Web Application Seenrity Scamner 2009 - Fres Edition -2 X
I-Stalker Scanner  Scan Options )
(L)t seen Thieads# || 19 EloineCrauenSelinoza 58 Encode URI (DS) | (5 Eror Settings - || [] Control Options -
Pt Soan i URL Restriction Seftings ~
=
%) Close Session || [ Session Mgrt & Fiters - JT"”””‘ I BE e s | G AT
Session Control |[Threads Control Spider Control HTTF Control False-Fositive Control

PoLCY. THREADS
Gean Bession will be started J | ‘ngsewsgw.‘w ‘ El

Scanner Dashboard
% Soanner Frogress Hatus

[i Dashhoard

=) Site Sequence

‘WEbSItE Tree ‘ ‘Stanner Events

L Rejected Hosts
2 Ojects Frogress Details
3 Cockies
= Seripts Sean Session 150
1 Comments Start Time (none)
ﬂ Web Forms. Curation 00 hours 00 minutes 100
(4 E-mails
j' Broken pages Spicer Enine # @
- Hiddlen Fiedds Crawled URLs 0
1\ Infarnation Leakage Crawled Hosts 0 g - - .
@ Vuhershifties Defaut Page Size 0 High(0) Nid (8) Low [0) Info (0)
Scan Engine # Metwark #
Total Requests 0 Brtes Sert 0
Failed Renuests 0 Bytes Received 0
Atacks Sert i} vy Response Time 0
404 Errors 0 Ay Transfer Rate 0
302 Redirection 0 Reguestsivinute 0
Scan Module Current | Total Progress
-‘,/ Scan Modules ‘ {a Components (=] scan Events |[T] Madule Everts

Stetus: Click on "Start" to intiete: scan session.

@ 30 N-Stalker # 7 % &
@ P e R 31 ¢ $1d N-Stalker #ff 3 sz B L 2 0 Fl5
i il N-Stalker #7 & 2 s 8§ > Fpt ¥ UM 416 i Snort ¥

LRI LR I DRt
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DYy USINg IMpress

catinfo a ss [Classification: Attempted Information Leak]

ess [Classification: ss to a potential vulnerable web a
pplication] [Priority: 2] {TCP} 140.100. . 9 -: .168.0.10:80
Feb 13 1 ©:42 IPS snort[13156]: [1:1286 mem_bin ess [Classif tion: access to a potential ulnerable web
application] [Priority: 2] {TCP} 140.100.100.5:39771 -> 192.168.0.10:88
1: @:43 IPS snort[13156]: [1:1212:8] WEB-MISC Admin_files cess [Classification: Attempted Information Leak] [Priori
{TCP} 140.100.100.5:39804 192.168.0.10:80
©:43 IPS snort[13156] 6 9] WEB-CGI /cgi-dos/ access [Classification: Web Application Attack] [Priori
.108.188.5:39818 .168.08.18:80
<] IPS snort[13156] + :12] WEB-FRONTPAGE /_wti_bin/ : ess [Clz ification: access to a potentiall
pplication] [Priority 140.108. 10 J829 -> 192.168.0.10:
:12] WEB-FRONTPAGE / wvti bin/ : ess [Classification: access to a potentiall
able web C 149.1080.100.5:39831 -> 192.168.0.10:
Feb 13 1 c il 3 :12] WEB-FRONTPAGE /_wti_bin/ access [(lassification: access to a potentiall
able web 149.100.100.5:39832 -> 192.168.0.10:
e :1668:10] WEB i access [Classification: Web Application Attack] [Priori
.188.188.5:39834 .168.08.18:80
©0:44 IPS snort[13 [1:1731:10] WEB E : L ss [Class ation: access to a potemtial
[Priority: 2] {TCP} 140.100.100.5:39870 192.168.0.10:80
IPS snort[13156]: [1:1213:8] WEB-MISC backup access ification: Attempted Information Leak] [Priorit
.180.5:40002 -> 192.168.0.10:80
IPS snort[13156]: [1:1213:8] WEB-MISC backup access i ation: Attempted Information Leak] [Priority:
1 {TCP} 140.1808.1680.5:40004 -> 192.168.0.10:80
Feb 13 1 ©:51 IPS snort[1315 [1:882:11] WEB-( al g access [Class ation: Attempted Information Leak] [Priority
2] {TCP} 140.180.100.5:40167 -> 192.168.0.10:80
Feb 13 1 ©:51 IPS snort[13156]: [1:1826:10] WEB ess [Classif tion: access to a potentially wulnerable web
application] [Priority: 2] {TCP} 148.10@ : 192.168.0.10:80
Feb 13 18:10:52 IPS snort[13156]: [1:1721 adcycle a ss [Class cation: access to a potentially wulnerable web
[Priority: 2] {TCP} 140.100.100.5:40180 192.168.0.10:80
6 IPS snort[13156]: [1:15 9] WEB-MIS ess if tion: access to a potentially vulnerable web ap
plication] [Priority 2] {TCP} 140.180.1080.5:46302 -> 192.168.0.10:
Feb 13 10:10 IPS snort[13156]: [1:15 )] WEB-MISC /d c es5s E: if tion: access to a potentially wvulnerable web ap
plication] [Priority: 2] {TCP} 140.100.168.5:403@83 192.168.0.10:
Feb 13 18:10 IPS snort[13156]: [1:15 11] WEB-MI: /doc/packages access [Classification: access to a potentially wvulnerab
le web application] [Priority: 2] {TCP} 140.100.160.5:40 > 192.168.0.10:80
Feb 13 18:10:56 IPS snort[13156]: [1:1214:9] WEB-MISC intranet ess [Classification: Attempted Information Leak] [Priority:

Bl 31 Snort » R4k 5L p A

a3 % Sust a R
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B] 32 4 e é,_x’z?—‘g Tt - BEILRET A _eicar[21]
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3
>
\4
N

2
b4

e rk b #’l’\ﬁ’»:ﬁfsi ¥ N FEIT é_xi?—‘ﬁﬁn#, e | ORPREY 5 AR

PrL T Mt 2 0 % & E) 140.100.100.5 -

= Applications Places System %@Q@& 2:34 AM Q)]

™ = 5
File Edit View History Bookmarks Tools Help

@ 5 - @9 ﬁ | [ | http:#140.100. 100 5/ 2, |
& Most Visited > @| CentOS [ JSupport™

Virus TestEicar Virus Tes

http:/A/140.100.100.5/eicarcom22.zip
|§| | @ wirus Test - Mozilla FireFfox || 23 [root@webserver:~]

B/ 32 x’zé‘if?,“ TR B R AR R
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2% Download i % 14 » ¢ i {7 eicarcom2.zip 5 4 4 » 4 9T §
LRI EL ARAR 3B E G -

-~

-“ Applications Places System %@@@@ 2:34 AM '@J})

HAVP - Access Denied - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ 0 -0 B |[8]  http://140.100 100 S/eicarcom?.zip -] @~ @

MGStViSitedV CentOS iSupport™

Access to the page has been denied

because the following virus was detected

ClamAV: Eicar-Test-Signature

[«

Done
E] [ ﬁ HAVP - Access Denied - Mozilla Firefox ” 2 [root@webserver:~] ] :

Bl 33 HAVP, & * é:fﬁi%wﬁiﬂéfm
d B 33T kehd o v OUEP HAVP B 3 4575 & ¥ 18 (7 4
§PlEp & P g%&tﬁ_‘?’%%— v 3B 2ot A AT A F R

SEINE "F”ﬂ’**)i%i'“#iﬁ?%? WO E2E

LR 2 g s BlEL
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RGP EWFIE E P F R LM R AR A SR

A B H AR - T AR T R 0 B TRE 0 X0
5.2 ie {7 Iperf »cii 3R A 47045 ¥ 5.3 &2 7 Hitperf s lzE 4~ 47
f’»%é 0 5.4 QF';LZJ—‘J\P ;L‘ ¢ tﬁ%ﬁ;'] E—jfjé}{;ﬁ)’é%‘ i 73 I/ﬂ,ﬁ:#&ﬁﬂj fi;k" ﬂ} f‘,&%‘ L _ﬁ;{"

5.1. Rp» /F']péfi o

Bl 34 wp s pooib Rl A o 11 By 4
(PGHost)i#% i 2 % B B fe % 2 b T 4] > RS BEL B4t e 3
T4t ¢ £ 2 #%(Apache Web Server) -

Physical-based Defense-
in-Depth Arichitecture Virtualization-based
Defense in Depth
Arichitecture
Unified Threat
Management

p o
o«

Fortinet Fortigate

4004
\

< Extreme Extreme <
Packet Generation Host Summit X350-48 Summit X350-48 Apache Web Server

Bl 34 g BIREERE T & B

AL AR R 2P EFIREES 0 B R ORI R
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FRGURD ERE > BARET WRERE 2AGFD TR LR

TERIREFEFR > A FHREEDHMER AL 4977 o
Fo AR R B 22T E R B 4
Firewall IPS
Model | IBM System X3250 M2 Model | IBM System X3250 M2
Intel xeon 2.66GHZ Quad Intel xeon 2.66GHZ Quad
CPU CPU
Core Core
RAM 2GB DDR2 800MHZ RAM 2GB DDR2 800MHZ
0S CentOS 5.5 0S CentOS 5.5
Kernel | Kernel-2.6.18.194.32.1 Kernel | Kernel-2.6.18.194.32
Iptables-1.3.5
APP Iptables-1.3.5 APP
Snort -2.8.6
LAN Intel PRO/1000 PT Dual LAN Intel PRO/1000 PT Dual
Segate 160G SAS x--2
DISK DISK | Segate 160G SAS x 2 (RAIDO)
(RAIDO)
AntiVirus Wall Web Server
Model | IBM System X3250 M2 Model | IBM System X3250 M2
Intel xeon 2.66GHZ Quad Intel xeon 2.66GHZ Quad
CPU CPU
Core Core
RAM 2GB DDR2 800MHZ RAM | 2GB DDR2 800MHZ
(0N CentOS 5.5 (O CentOS 5.5
Kernel | Kernel-2.6.18.194.32.1 Kernel | Kernel-2.6.18.194.32.1
Iptables-1.3.5
Apache-2.2.3-43
APP ClamAV-0.97 APP
Iperf-2.0.4-1
HAVP-0.92
LAN Intel PRO/1000 PT Dual LAN Intel PRO/1000 PT Dual
Segate 160G SAS x 2
DISK DISK | Segate 160G SAS x 2 (RAIDO)
(RAIDO)
Packet Generation Host Extreme Switch
Model | IBM System X3250 M2 Model Summit X350-48t
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Intel xeon 2.66GHZ Quad
CPU
Core
RAM 2GB DDR2 800MHZ ExtremeXOS 12.3.1.2 v1231b2
(ON CentOS 5.5 48  GigabitEthernet
PORT
Kernel | Kernel-2.6.18.194.32.1 ports
Iperf-2.0.4-1 Fortinet UTM
APP
Httperf-0.9.0-1 Model Fortigate 400A
LAN Intel PRO/1000 PT Dual I0S 3.0
Segate 160G SAS x 2 6 GigabitEthernet
DISK PORT
(RAIDO) ports
FRRRBERERRIL O BAATUILRE Y AR
BE ¥ "“Fﬁ?,ﬁ?%‘fﬁ;ii:}ﬂﬁj fie B 4ofe 4.3 &P o Fp B AL

34
B% 2 5URP B AREFTHAMFLKE 4B vian 1 i i

ho 4.3 HForfit He BRI EFTREEL R A EES PR

5.2. Iperf sxis BliEA 45

AR Iperf FEITICRIGEL & RRRA R TRE ST E S L
X2 AI% ping 4p 4 W ERGEA e A 5 B I netstat 4 4
AT A 2 fhite Bk e
LR

Iperf pl3# = 2 F & Web Server i 4 JI* AT 45 & B ERIFIR

#iperf —s —f a —| 1448k —w 128k —p 80

wite A4 3 (PGHost) I * K™ dp £ 38 (7 i rca RIS
#iperf —c server_ip —f a —t 20 -1 {8,16,24,128,512,1448}k
—p 80-Pn
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iperf Z-ficzip
-c --client
-S --server
-f --format #bkmgaBKMGA
-I --len #The length of buffers to read or write, Iperf works by
writing an array of len bytes a number of times. Default is 8
KB for TCP
-w --window
-p --port
-t --time #The time in seconds to transmit for. Default is 10
secs

-P --parallel # The number of simultaneous connections to

make to the server

F4ré A4 3 (PGHOS)F 4ni% 8t TCP chin B> R RFZiE (7
ping iRl (T » R * 4eFig £

#ping —c 15 server_ip

A BRI BT 4 4 e Client #rix 0 ihdt e i

#netstat —lethX 1

Boiperf 425858 2 18 0 BAT A 4 2 BOE F e s T k> P - B
#-ping 45 £ & 4 2 packetloss it F e d&T & 5 B fS3e 4 netstat 45 £

Hewisz i  TEMNKRTONES B B2 BKE

opS — (Packets _ After — Packets _ Before)
) 20
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lperf Bl 2

PP 2 A I
MEF R-E

W DR G R EROTR RIRR DR B T
TR PR ERERETF KRR LR RREFD
SF WEED I,si,??’,iﬁ]&% m AT REFR
2R - A

i
e

H R

e

£
g

rz

%é’i;j‘ml? pé"'— %éf*

» Tl e & F
g &

IPS 2 i
Snort-inline ;% B >

IPS
P iBARY FILF T
(Finline #5% ek 4o 42 3% 75 §
Rl 2

A
EE S g
Fi

» 24 & R F] 5 Snort
T ek K Tl Snort i A F_ 0~ &
FREFREF G A inline VA6 R At 2 g a
Wae gt - Bir7]2 - BHAEEFTHRP
deiw > H

Fp A 3 'ﬁ%ﬁ
Bt e s
SR MEFED T

H AR

BiCGURD B2 @

EHLAEF R IPSARA 2 R Pl EP H

Snort-inline #5% eHfE 4% o
LRy E

2RISR R Aot AT o AT R e
o i R AR
A

P oo gk TP e pFix 50 1 i A Ec(P=50) 5 &
PR F fdfe ol i X 3t i A
%+ € (Throughput)2 &

Lbﬁ*hﬂgo

<8 35 ¥ r/—”ﬁ N I = “fﬁﬁ‘_ Fate ~ Bt g <
Rk s BFERFLHF 35T 0
o N L

WA AR B

Ve s
CEG Y

Z 940Mbits/sec = + >
‘w453 850Mbits/sec = 880Mbits/sec > fr& I &
B E 4 A BALLGIED E(& IPS)miRT 5
‘4% & 810Mbits/sec = 930Mbits/sec 2 fF ik &> & g #% (C 8077 &
(& IPS)ehrix T 325 & 560Mbits/sec 2 600Mbits/sec

IR REEST AR E L SRR
B RURD (5

2R HE -
AT UELOPER 0 gz
IPS) it i> b it ¢ 33kl & e A+ gt
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o0 Tt LA o H T2 Fo § FEF & 50Mbits/sec
100Mbits/sec 2. f¥ » 11 ¥ o] & ¥ 44+ 5 i 20Mbits/sec 12 T SHE

Ko B f om0 Rdrk H X ﬂ‘]ﬁ’,‘q“-t’f”;;jj%l Frig * 3 o

1000
500 . = + +
800
700 —— S R
600 . = A —m-BOEETELR
500 —h— [ B AR E (fIPS)
400 i B AR 2R A IPS)
300 e (E AL S (fRIPS)
200 —0—BGtHe T E(HIPS)
100 or—— .M

0 : : —— : .

8k 16k 24k 128k 512k 1448k

Bl 35 i sci 5ot B2 i@

KR 36 7 115 0 & BREE R BB R e & BhE gyl

% 77000 B 2 78000 & % % » foi@ b 3K % 49t B st AF chdp 7
> @ BRGEFR (R IPS)mf R R{va B @R G 3, L7 5 o
T 3ok fy4t e B4t 584000 B 2+ d mER T SURP E(& IPS)in
& fy4te BT 0K % 52000 B 5 57000 B2 F o 2 H 54 8 pRiE

R RS Al

4*@3

ALK B A G A ety 0 o il AZ
B GEFED E(F IPS)ehitiy B T iak 4t e B4 8000 B i
12000 2 F¥ > 2 m 4k SGR P % g (O B RGURD T -
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90000
80000 * * ¥
—a—8—=8 O0—0
70000
60000 —— L E R E
50000 A—Tk & M- EEEEHLY
e [ B S R L (S PS)
40000 -
—— [ B R E (R IPS)
30000 e (T 88 1P
20000 —0— G HERIFE (FIPS)
10000 — =0
0
8k 16k 24k 128k 512k 1448k

Bl 36 e p2oTic & F)3t e #2 1 R F
## if 4 F(Packet Loss)z
FRI ST T R ERED BRI R G R < e g
SRDEA B ERE S FER I RE BRGFED E(R IPS)
2 ERE 2P EFFRF AL ERHE o REQFY (R IPS)H
Wix W ha4ts <) 5 BI2KEF 2 > R4t chfin m AB2 B3t
S

msv@(ﬁ IPS)engi > H 4t 4 S A 2 5 IPSFF a-
IR e R BT D e § kAN I S S e

@i g4 WaitingTime » 5 2 32 @PFm g » g 4te g4 IR o
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25

20

—— SR
15 R ORBEELG
\ / \ / /‘\ i B LD 4 PS)
10 LR 5 1PS)
\\ / o R (J1PS)

—0— HF R E(HIPS)
0 V / \—\

128k 512k 1448k

Bl 37 e rmicdt s B A F 20t iR

5.3. Httperf »xat ipjzE A ¥4

Apt g e r Httperf 2zi RIEF T R R L R R EF v R
B~ & ) 8iX2 32 #cn 2 Request Ate v 2 45355 » 3% Web
Server ¥ 2z ¥ & i~ ol A g AT (15K 2 45K) 0 14 ] e B 3T
Ao RlER I H o
T SRR 2

Httperf ip3# = 2 § & Web Server i 4%+ B gz Hitpd FR4% > 35 £

#/etc/init.d/httpd start
f1* dd 454 24 15k 2 45k 2 4%k > TR i - B RE
Ivarlwww/html B & > 35 4 4o

#dd if=/dev/zero of=/var/www/html/15k bs=1k count=15
#dd if=/dev/zero of=/var/www/html/45k bs=1k count=45
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dd $-#ip !
if --input
of --output

bs --bytes

count --bloc
axté A4 3 #%(PGHost) !}t » #8 - i shell script :& 7 Httperf 2

PRATACRTF P F AT L
#vi runhttperf.sh

#/bin/bash

httperf --timeout=10 --client=0/1 --server=$1 --port=80 30

--uri=/$2 --rate=$3 --send-buffer=4096 --recv-buffer=16384 B4

--num-conns=%$4 --num-calls=$5 > httperf.$2.$3.$4.$5.txt

httperf %#sp :
--server : Web Server IP
--uri : File Location
--rate : Connection per Second

--num-conn ; Total Connection

--num-calls : Reauest per Connection
1 7 500 B request 3k THAB~ 15K A% & 6] TR FAoT 4 £

#./runhttperf.sh server_ip 15k 50 5000 10

Bl 218 g @I 4T op F

Total: connections 5000 requests 50000 replies 50000 test-duration 100.006 s

Connection rate: 50.0 conn/s (20.0 ms/conn, <=26 concurrent connections)
Connection time [ms]: min 18.5 avg 32.5 max 3039.8 median 26.5 stddev 90.8
Connection time [ms]: connect 4.1

Connection length [replies/conn]: 10.000
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Request rate: 500.0 reqg/s (2.0 ms/req)
Request size [B]: 68.0

Reply rate [replies/s]: min 487.2 avg 500.0 max 515.6 stddev 6.2 (20 samples)
Reply time [ms]: response 1.4 transfer 1.4

Reply size [B]: header 250.0 content 15360.0 footer 0.0 (total 15610.0)

Reply status: 1xx=0 2xx=50000 3xx=0 4xx=0 5xx=0

CPU time [s]: user 21.36 system 78.62 (user 21.4% system 78.6% total 100.0%)
Net I/O: 7654.8 KB/s (62.7*10"6 bps)

Errors: total O client-timo 0 socket-timo O connrefused O connreset 0
Errors: fd-unavail 0 addrunavail O ftab-full 0 other O

¥ E_F 4% ¥ 4 Response Time > I ¥ iy § 50 B e
shrequest 3¢ 22 e il replies & 2 R o F - KRR E A
ip 4 netstat B gt RXZ TX ddfe fick =~ ficgedh™ ko 4 4 4
T A
#netstat —el ethX 10
RSB ERT 25VEERE > BT PPS:

(Packets _ After — Packets _ Before)

PPS =
20
Httperf 23 & BB 2 A RP
AR 5.2 & - PR 4 (6 AHR) 0 B 6 AR T

d 4 5.2 &- % &% 5 Snort inline #-5%2ci % B2 AL @ 248
PR EEL PR S AR T o AT R ez 2 Sk
Wi TR AP o KT #2 16K 2 45K & fEpliEfh 2 SR BT R
Frate ot i~ w RPFR L 02 2 Request 3¢ w20 45 3RS v iR

oo
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SR V5Ll SHAE

B 38 5 f1* httperf iplid ezt PR E F 16K b % + ] 2 & §j4f
FRCRF KR T E ML S EY R L ABRENER AT LR
PR TR ST fi e e hF £ 7 iR 0 request 3¢ RIET
Bpamif it AW E 45 R AEME L FE o A7 & 15K

G RRIET 0 F it g s AL B o

6000
5000 o~
4000 ——
2000 —B-EHoEEEERN
—e— [ B LR E (H1PS)
(4
2000 —— L S
——{BG A E(HIPS)
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Iptables.rule

#!/bin/bash

# Enviroment Varible

EXTIF="ethO0" # External Interface

INIF="eth1" # Internal Interface

# Internal Network

EXTNET="140.10.10.0/24"

INNET="192.168.0.0/24"

EXTWEB="140.10.10.10"

INWEB="192.168.0.10"

export EXTIF INIF EXTNET INNET EXTWEB INWEB

# For Local Firewall Setting

# 1.System parameter setting

echo "1" > /proc/sys/net/ipv4/tcp_syncookies

echo "1" > /proc/sys/net/ipv4/icmp_echo_ignore broadcasts

for i in /proc/sys/net/ipv4/conf/*/rp_filter; do
echo "1" > $i

done

for i in /proc/sys/net/ipv4/conf/*/log_martians; do
echo "1" > $i

done

for i in /proc/sys/net/ipv4/conf/*/accept_source_route; do
echo "0" > $i

done
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for i in /proc/sys/net/ipv4/conf/*/accept_redirects; do
echo "0" > $i
done
for i in /proc/sys/net/ipv4/conf/*/send_redirects; do
echo "0" > $i
done
# 2.Clear rule,default policies,loopback interface allow
PATH=/sbin:/usr/sbin:/bin:usr/bin; export PATH
iptables -F
iptables -X
iptables -Z
iptables -P INPUT DROP
iptables -P OUTPUT ACCEPT
iptables -P FORWARD DROP
iptables -A INPUT -i lo -j ACCEPT
iptables -A INPUT -m state --state RELATED -j ACCEPT
# 3.Start extra firewall script moudles
if [ -f /usr/local/iptables/iptables.deny ]; then
sh /usr/local/iptables/iptables.deny
fi
if [ -f /usr/local/iptables/iptables.allow ]; then
sh /usr/local/iptables/iptables.allow
fi

iptables -A INPUT -m state --state ESTABLISHED -j ACCEPT

# 4.Allow some kinds of ICMP packets incomming
AICMP="033/4411121416 18"
for tyicmp in SAICMP
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do

iptables -A INPUT -i $EXTIF -p icmp --icmp-type $tyicmp -j ACCEPT

done

# 5.Allow some kinds of service incomming

iptables -A INPUT -p TCP -i EXTIF --dport 22 -j ACCEPT

# For Internal Server firewall rules setting

# 1.Load moudles

modules="lp_tables ip_nat ip_nat_ftp ip_nat_irc ip_conntrack \

ip_conntrack_ftp ip_conntrack_irc"

for mod in $modules

do
testmod="Ismod |grep "{$mod}"
if [ "$testmod"” == "" ]; then
modprobe $mod
fi

done

# 2.Clear NAT Table rule
iptables -F -t nat
iptables -X -t nat
iptables -Z -t nat
iptables -t nat -P PREROUTING ACCEPT
iptables -t nat -P POSTROUTING ACCEPT
iptables -t nat -P OUTPUT ACCEPT
# 3.0pen ip_forward
if [ "$INIF" 1= "" ]; then
iptables -A INPUT -i $INIF -] ACCEPT

echo "1" > /proc/sys/net/ipv4/ip_forward
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if [ "SINNET" !=""]; then
for innet in $INNET
do
iptables -t nat -A POSTROUTING -s $innet -0 \
$EXTIF - MASQUERADE
done
fi
fi
# 4.Internal Server static NAT
iptables -t nat -A PREROUTING -i $EXTIF -d $SEXTWEB -j \
DNAT --to $INWEB
iptables -t nat -A POSTROUTING -0 $EXTIF -s $INWEB -j \
SNAT --to $EXTWEB
# 5.Proxy-ARP
arp -i SEXTIF -s SEXTWEB XX:XX:XX:XX:XX:XX pub
route add -host $SEXTWEB $INIF
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Iptables.allow

#!/bin/bash

# Local Chain

iptables -A INPUT -i $EXTIF -s SEXTNET -j ACCEPT

iptables -A INPUT -i $INIF -s $INNET -j ACCEPT

# Forward Chain

#Outto In

iptables -A FORWARD -i $EXTIF -0 $INIF -m state --state \

ESTABLISHED,RELATED -j LOG --log-prefix "ACCEPT state \

packet: "

iptables -A FORWARD -i $SEXTIF -0 $INIF -m state --state \

ESTABLISHED,RELATED -] ACCEPT

iptables -A FORWARD -i $EXTIF -0 $INIF -p tcp -d $INWEB \
--dport 80 -j LOG --log-prefix "ACCEPT web server packet: "

iptables -A FORWARD -i $EXTIF -0 $INIF -p tcp -d $INWEB \
--dport 80 - ACCEPT

iptables -A FORWARD -i $EXTIF -0 $INIF -p icmp -d $INWEB —j \

LOG --log-prefix "ACCEPT ICMP packet: "

iptables -A FORWARD -i $SEXTIF -0 $INIF -p icmp -d $INWEB —j \

ACCEPT

# In to Out

iptables -A FORWARD -i $INIF -0 $SEXTIF -p tcp --dport 80 —j LOG \

--log-prefix "ACCEPT go out web packet: "

iptables -A FORWARD -i $INIF -0 $SEXTIF -p tcp --dport 80 —j \

ACCEPT

iptables -A FORWARD -i $INIF -0 $EXTIF -p icmp -j LOG \

--log-prefix "ACCEPT go out icmp packet: "
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iptables -A FORWARD -i $INIF -0 $SEXTIF -p icmp -] ACCEPT
iptables -A FORWARD -i $INIF -0 $EXTIF -m state —state \
ESTABLISHED,RELATED -j LOG --log-prefix "ACCEPT state \
packet: "

iptables -A FORWARD -i $INIF -0 $EXTIF -m state —state \
ESTABLISHED,RELATED -j ACCEPT

Iptables.deny

#!/bin/bash
# Forward Chain
# Outto In

iptables -A FORWARD -i $SEXTIF -0 $INIF -m state —state INVALID \
-] LOG --log-prefix "DROP invalid packet: "

iptables -A FORWARD -i $SEXTIF -0 $INIF -m state —state INVALID \
-j DROP

# In to Out

iptables -A FORWARD -i $INIF -0 $EXTIF -m state —state INVALID \
-] LOG --log-prefix "DROP invalid packet: "

iptables -A FORWARD -i $INIF -0 $EXTIF -m state —state INVALID \
-j DROP
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% 6 iperf gt s Pl -2 TX 4

P=1 |Payload size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 941 81302 0
16k 941 81298 0
24k 941 81300 0
128k 941 81305 0
512k 941 81305 0
1448k 941 81358 0
P=5 |Payload size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 941 81391 0
16k 941 81403 0
24k 941 81403 0
128k 941 81397 0
512k 941 81451 0
1448k 941 81563 0
P=10 |Payload size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 941 81515 0
16k 941 81506 0
24k 941 81512 0
128k 941 81516 0
512k 941 81633 0
1448k 941 81923 0
P=20 |Payload size |Throughput(Mbits/sec)|PPS packet loss (%)
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8k 941 81705 0
16k 941 81746 0
24k 941 81733 0
128k 941 81776 0
512k 941 81889 0
1448k 941 82027 0
P=50 |Payload size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 941 82475 0
16k 941 82403 0
24k 941 82450 0
128k 941 82489 0
512k 941 82838 0
1448k 941 84286 0
P=100|Payload size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 941 83578 0
16k 941 83564 0
24k 941 83521 0
128k 941 83777 0
512k 940 84514 0
1448k 940 86960 0
# Tiperf R mic pliddcyp-F e P T i a
P=1 |Payload Size [Throughput(Mbits/sec)|PPS packet loss (%)
8k 862.00 74982 0
16k 863.00 75026 0
24k 858.00 75039 0
128k 866.00 74891 0
512k 863.00 74903 0
1448k 864.00 74976 0
P=5 |Payload Size [Throughput(Mbits/sec)|PPS packet loss (%)
8k 865.00 75029 0
16k 866.00 75186 0
24k 867.00 75182 0
128k 864.00 74963 0
512k 865.00 74986 0
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1448k 865.00 75026 0
P=10 |Payload Size [Throughput(Mbits/sec)|PPS packet loss (%)
8k 888.00 77028 0
16k 875.00 76016 0
24k 887.00 77405 0
128k 895.00 77642 0
512k 896.00 77701 0
1448k 896.00 77647 0
P=20 |Payload Size [Throughput(Mbits/sec)|PPS packet loss (%)
8k 882.00 76748 0
16k 885.00 77016 0
24k 888.00 77209 0
128k 892.00 77482 0
512k 894.00 77427 0
1448k 893.00 17477 0
P=50 |Payload Size [Throughput(Mbits/sec)|PPS packet loss (%)
8k 852.00 76172 0
16k 882.00 76584 0
24k 883.00 76702 0
128k 888.00 77202 0
512k 891.00 77227 0
1448k 892.00 77327 0
P=100[Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 869.00 75927 0
16k 869.00 76323 0
24k 872.00 76564 0
128k 874.00 76868 0
512k 878.00 77049 0
1448k 883.00 77142 0

2 8iperf fert okt Bl Hodh- b B 1 GURD (& IPS)

P=1 |Payload Size|Throughput(Mbits/sec)|PPS packet loss (%)
8k 564 48,732 0
16k 576 49,700 0
24k 570 49,201 0
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128k 567 48,931 0
512k 569 49,099 0
1448k 588 50,740 0
P=5 |Payload Size|Throughput(Mbits/sec)|PPS packet loss (%)
8k 580 50,467 0
16k 612 53,159 0
24k 600 52,146 0
128k 589 51,204 0
512k 629 54,746 0
1448k 602 52,508 0
P=10 |Payload Size|Throughput(Mbits/sec)|PPS packet loss (%)
8k 634 55,531 0
16k 643 56,302 0
24k 580 51,382 0
128k 603 53,075 0
512k 623 54,816 0
1448k 610 53,846 0
P=20 |Payload Size|{Throughput(Mbits/sec){PPS packet loss (%)
8k 583 51,896 13
16k 600 53,915 6
24k 610 54,515 0
128k 604 54,192 6
512k 607 54,488 0
1448k 615 55,312 0
P=50 |Payload Size|Throughput(Mbits/sec)|PPS packet loss (%)
8k 562 51,802 0
16k 580 53,024 0
24k 583 53,354 0
128k 585 53,666 0
512k 601 55,459 6
1448k 596 56,788 0
P=100|Payload Size|Throughput(Mbits/sec)|PPS packet loss (%)
8k 591 55,486 6
16k 585 54,945 0
24k 603 56,491 0
128k 595 56,105 6
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512k

576

55,151

20

1448k

606

59,399

0

% O iperf e pr it Bl Hcd- i 1 SR (5 IPS)

1 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 103 8,990 6
16k 106 9,169 6
24k 106 9,222 0
128k 104 9,131 0
512k 108 9,375 0
1448k 107 9,353 0
5 |Payload Size [Throughput(Mbits/sec)|PPS packet loss (%)
8k 98.9 9,041 0
16k 102 9,276 13
24k 105 9,334 20
128k 102 9,409 0
512k 102 9,378 13
1448k 108 9,711 0
10 |Payload Size | Throughput(Mbits/sec){PPS packet loss (%)
8k 103 9,266 20
16k 99.8 9,236 20
24k 98.2 9,439 26
128k 88.1 9,537 6
512k 89.3 9,682 13
1448k 104 9,790 13
20 |Payload Size [Throughput(Mbits/sec)|PPS packet loss (%)
8k 89.5 8,547 13
16k 80 9,353 13
24k 86.6 9,619 6
128k 98.9 9,819 13
512k 84.4 9,869 20
1448k 99.4 10,169 13
50 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 68.4 8,449 13
16k 53.6 8,726 6
24k 47.2 9,198 6
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128k 42 9,114 6

512k 77.6 9,461 20

1448k 79.3 11,621 13

P=100|Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)

8k 32.6 8,642 20

16k 14.8 9,175 0

24k 4.83 9,156

128k 55 9,807

512k 39.6 10,581 13

1448k 48.3 13,016 0

7 10 iperf e B2 o iy B3R Hodp - @ SRR 2 (& IPS)

1 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 909 78509 0
16k 912 78765 0
24k 934 80640 0
128k 922 79625 0
512k 913 78873 0
1448k 914 78951 0
5 |Payload Size |Throughput(Mbits/sec)PPS packet loss (%)
8k 939 81237 0
16k 937 81039 0
24k 939 81223 0
128k 936 80964 0
512k 939 81306 0
1448k 935 81089 0
10 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 940 81461 0
16k 938 81275 0
24k 938 81248 0
128k 940 81503 0
512k 937 81278 0
1448k 940 81645 0
20 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 940 81699 0
16k 937 81554 0
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24k 937 81697 0
128k 937 81506 0
512k 937 81650 0
1448k 937 82107 0
P=50 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 828 82412 0
16k 817 82377 0
24k 930 82419 0
128k 937 82499 0
512k 819 82866 0
1448k 816 83507 0
P=100|Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 817 83499 0
16k 934 83491 0
24k 936 83518 0
128k 939 83747 0
512k 817 84520 0
1448k 822 86321 0
# 11 iperf e B rcit Bl - B LG R P I8(F IPS)
P=1 |Payload Size{Throughput(Mbits/sec)|PPS packet loss (%)
8k 119 10309 13
16k 124 10732 6
24k 122 10556 0
128k 127 11015 0
512k 129 11217 0
1448k 129 11241 0
P=5 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 100 10408 6
16k 118 10551 6
24k 119 10581 13
128k 118 10555 6
512k 118 10547 0
1448k 116 10853 6
P=10 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 116 10423 6
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16k 112 10598 6
24k 115 10541 0
128k 118 10682 0
512k 120 10973 0
1448k 117 10935 0
P=20 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 97.8 10445 26
16k 95.4 10706 13
24k 115 10703
128k 120 11122
512k 113 11050 13
1448k 117 11651 20
P=50 |Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 101 10873 13
16k 110 10992 0
24k 101 11096 20
128k 77.6 10762 6
512k 67.7 11857 13
1448k 110 12751 6
P=100|Payload Size |Throughput(Mbits/sec)|PPS packet loss (%)
8k 39.8 10756 13
16k 117 7715
24k 30.7 9910
128k 22.2 11134
512k 35.1 12878 20
1448k 76.2 14957 0
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% 12 httperf % g2 s B Féﬂt#i-ﬂ R R

il 100 requests/sec 300 requests/sec
ile
size Client Client Client Client
Avg. [ Avg. .
(input) (output) (input) (output)
PPS 1130 655 PPS 3390 1969
Response Response
. 0.3 . 0.3
15k Time(ms) Time(ms)
Request/Replies Request/Replies
d P 0.00 d P 0.00
Error Rate Error Rate
PPS 3230 1513 PPS 9690 4521
Response Response
. 0.2 i 0.2
45k Time(ms) Time(ms)
Request/Replies Request/Replies
q P 0.00 q P 0.00
Error Rate Error Rate
Fil 500 requests/sec 700 requests/sec
ile
size Client Client Client Client
Avg. _ Avg. .
(input) (output) (input) (output)
PPS 5650 3267 PPS 7910 4602
15k Response Response
. 0.3 . 0.3
Time(ms) Time(ms)
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Request/Replies

Request/Replies

0.00 0.00

Error Rate Error Rate
PPS 16150 7577 PPS 22611 10586

Response Response

. 0.2 ) 0.2
45k Time(ms) Time(ms)

Request/Replies Request/Replies
f P 0.00 f P 0.00

Error Rate

Error Rate

% 13 httperf 4 g it Rl R BIp-H & = P 3

il

—_—/

%o ok
NN

100 requests/sec

300 requests/sec

File
size Client Client Client Client
Avg. ] Avg. .
(input) (output) (input) (output)
PPS 1130 660 PPS 3390 1962
Response Response
. 1.5 ) 1.5
15k Time(ms) Time(ms)
Request/Replies Request/Replies
a P 0.00 2 P 0.00
Error Rate Error Rate
PPS 3230 1499 PPS 9690 4516
Response Response
. 2.0 . 2.0
45k Time(ms) Time(ms)
Request/Replies Request/Replies
a P 0.00 a P 0.00
Error Rate Error Rate
Fil 500 requests/sec 700 requests/sec
ile
size Client Client Client Client
Avg. ] Avg. .
(input) (output) (input) (output)
PPS 5650 3254 PPS 7910 4591
Response Response
. 1.5 . 1.7
15k Time(ms) Time(ms)
Request/Replies Request/Replies
a P 0.00 a P 0.00
Error Rate Error Rate
PPS 16150 7553 PPS 22610 10502
45k Response Response
. 3.1 ) 505.5
Time(ms) Time(ms)
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Request/Replies
Error Rate

0.00

Request/Replies
Error Rate

0.02

7 14 httperf 3 g& e B3 Bodp-m 52 10 G0F P (& IPS)

100 requests/sec

300 requests/sec

File
size Client Client Client Client
Avg. . Avg. .
(input) (output) (input) (output)
PPS 1130 690 PPS 3390 2070
Response Response
. 1.0 . 1.0
15k Time(ms) Time(ms)
Request/Replies Request/Replies
q P 0.00 a g 0.00
Error Rate Error Rate
PPS 3230 1772 PPS 9690 4765
Response Response
. 11 _ 0.8
45k Time(ms) Time(ms)
Request/Replies Request/Replies
a P 0.00 ) P 0.00
Error Rate Error Rate
Fil 500 requests/sec 700 requests/sec
ile
size Client Client Client Client
Avg. . Avg. .
(input) (output) (input) (output)
PPS 5650 3450 PPS 7910 5083
Response 19 Response 3
15k |  Time(ms) ' Time(ms)
Request/Replies Request/Replies
q P 0.00 a g 0.00
Error Rate Error Rate
PPS 16150 7916 PPS 9191 6175
Response Response
. 1.0 ) 465.5
45k Time(ms) Time(ms)
Request/Replies Request/Replies
a P 0.00 d P 0.14

Error Rate

Error Rate
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# 15 httperf e g »ic iy B3 Bcdip- i 5% 1 5% 17 (5 IPS)

100 requests/sec

300 requests/sec

File
size Client Client Client Client
Avg. . Avg. .
(input) | (output) (input) (output)
PPS 1130 690 PPS 3390 2070
Response Response
. 1.6 ) 1.4
15k Time(ms) Time(ms)
Request/Replies Request/Replies
q P 0.00 q P 0.00
Error Rate Error Rate
PPS 3230 1768 PPS 6785 4354
Response Response
. 1.6 ) 847.9
45k Time(ms) Time(ms)
Request/Replies Request/Replies
a P 0.00 q P 0.05
Error Rate Error Rate
il 500 requests/sec 700 requests/sec
ile
size Client Client Client Client
Avg. | Avg. .
(input) (output) (input) (output)
PPS 5650 3449 PPS 7910 4831
Response Response
. 1.7 ) 3.2
15k Time(ms) Time(ms)
Request/Replies Request/Replies
q P 0.00 9 P 0.00
Error Rate Error Rate
PPS 6592 4220 PPS 6545 4191
Response Response
. 907.8 ) 973.7
45k Time(ms) Time(ms)
Request/Replies Request/Replies
f P 0.15 q P 0.24
Error Rate Error Rate
7. 16 httperf = g e Pl 3 Bedp- @ S G0F 7 (& IPS)
Fil 100 requests/sec 300 requests/sec
ile
size Client Client Client Client
Avg. . Avg. .
(input) (output) (input) (output)
15k PPS 1130 600 PPS 3390 1974

99




Response Response
: 0.8 : 0.8
Time(ms) Time(ms)
Request/Replies Request/Replies
; g 0.00 ; P 0.00
Error Rate Error Rate
PPS 3230 1529 PPS 9690 3948
Response Response
: 0.8 ) 0.8
45k Time(ms) Time(ms)
Request/Replies Request/Replies
; b 0.00 ; b 0.00
Error Rate Error Rate
Fil 500 requests/sec 700 requests/sec
ile
size Client Client Client Client
Avg. . Avg. .
(input) (output) (input) (output)
PPS 5650 2955 PPS 7910 4127
Response Response
: 0.8 . 0.8
15k Time(ms) Time(ms)
Request/Replies Request/Replie
q P 0.00 . P 0.00
Error Rate s Error Rate
PPS 16150 7524 PPS 22610 9033
Response Response
: 0.9 ) 1.1
45k Time(ms) Time(ms)
Request/Replies Request/Replie
q P 0.00 “ P 0.00
Error Rate s Error Rate
% 17 hitperf 4 g >z iy Rl Bcdh- @ 4GSR (5 IPS)
il 100 requests/sec 300 requests/sec
ile
size Client Client Client Client
Avg. ) Avg. i
(input) (output) (input) (output)
PPS 1130 689 PPS 3390 2068
Response Response
: 1.0 . 1.0
15k Time(ms) Time(ms)
Request/Replies Request/Replies
; g 0.00 a P 0.00
Error Rate Error Rate
45K PPS 3230 1775 PPS 9269 5741
Response 1.0 Response 234.8
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Time(ms)

Time(ms)

Request/Replies
Error Rate

0.00

Request/Replies
Error Rate

0.01

500 requests/sec

700 requests/sec

File
size Client Client Client Client
Avg. ] Avg. .
(input) (output) (input) (output)
PPS 5650 3447 PPS 7912 4837
Response Response
) 1.4 . 2.7
15k Time(ms) Time(ms)
Request/Replies Request/Replie
q P 0.00 q P 0.00
Error Rate s Error Rate
PPS 9648 6116 PPS 9945 6403
Response Response
) 627.3 . 601.9
45k Time(ms) Time(ms)
Request/Replies Request/Replie
a P 0.07 a P 0.13
Error Rate s-Error Rate
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