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student : Tzu-Min Yeh Advisors : Dr. Ja-Chen Lin

Degree Program of Computer Science

National Chiao Tung University

ABSTRACT

This thesis proposes three forms of sharing for multiple images. Traditional (k,n)
secret image sharing protects a -secret image by splitting the secret image into n
noise-like shadows. Any k of the n shadows can reconstruct the secret image, but fewer
than k shadows cannot. However, for multiple-images, there are several forms (choices)
to decode the images of an image set, as can be seen in this thesis. An application of this
research is that, in a meeting, if some people are late, once the number of attendants has
reached a threshold, some less important images can be decoded and discussed first.
When more and more people attend the meeting, then the more important images can be
decoded and discussed. This thesis proposes three forms to unveil the images: 1) a basic
form in which the decoding is according to the security level of each image; 2) a sharing
scheme whose image-by-image decoding scheme uses weights; and 3) a sharing scheme

whose image-by-image decoding needs the attendance of the essential shares.
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Chapter 1

Introduction

1.1 Motivation

Traditionally, (k, n) secret image sharing can protect a secret image by splitting the
secret image into n noise-like shadows. Any k of n shadows can reconstruct the secret
image, but fewer than k shadows cannot. The concept of secret sharing was introduced
independently in 1979 by Shamir [1] and Blakley [2]. Thien and Lin [4] proposed a
secret image sharing method . based ‘on the.(k, n) threshold scheme. Each generated
shadow image is small in‘their method, which-is advantageous in the transmission and
hiding of shadow:.images.

For multiple images, there-are several ways to decode the images. Tsai et al. [11]
proposed a method to share multiple secrets in digital images. Each pair of cover images
shares a different secret, and different secret images can be held by several participants.
Feng [12] developed multiple images sharing methods based on polynomial approach.
This thesis proposes_three kinds of sharing and decoding for multiple images in an

image set.

1.2 Thesis Overview

The thesis proposes three kinds of sharing for image-by-image decoding. The
framework of the thesis is shown in Figure 1.1, and a brief overview of each proposed

method is described in the following subsections.



Image sharing
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the basic form using weights with essential shares

Figure-1.1. Framework of thesis.

1.2.1 Image-by-image decoding: the basic form

Chapter 2 proposes a_sharing method whose decoding is image-by-image. The
decoding is according to the different security levels of images. When the numbers
of received shadows reach certain pre-specified thresholds, the secret images using

these thresholds are unveiled.

1.2.2 Image-by-image decoding using weights

Chapter 3 proposes a sharing method whose decoding is also image-by-image.
However, the decoding is according to the total of the received weights. Images of
higher security level are unveiled when the total sum of received weights reach a

larger threshold.

1.2.3 Image-by-image decoding with essential shares



Chapter 4 proposes a sharing method whose decoding is still image-by-image.
However, a necessary condition for decoding is that all essential shares must be
collected. Images of higher security level are unveiled when the number of received
shadows reach certain pre-specified thresholds, as long as all essential shares are

collected .

1.3 Thesis Organization

In the rest of this thesis, Chapter 2 presents the proposed image-by-image decoding
using the basic form. Chapter 3 presents the proposed image-by-image decoding using
weights. Chapter 4 presents the proposed-image-by-image decoding with essential

shares. A conclusionisgiven in Chapter 5.



Chapter 2

Image-by-image decoding: the basic form

This chapter proposes a sharing method whose decoding is image-by-image.
Section 2.1 presents the proposed method. Section 2.2 presents the experimental results.

Finally, Section 2.3 summarizes this chapter.
2.1. The Proposed Method

2.1.1 Encoding

Input: n importantimage {ly,l,,...I,}; n'cover images; and T positive integer parameters
< t< .. <ty

Output: The nJPEG stego codes.

Step 1: Rearrange the n images {li, ls.../,} so that I, has minimum security level; 1, has
higher security devel than 1;...; and I, has maximum security level. Then use JPEG to
compress each image.

Step 2: According to security level of the -n‘images, divide n images into T groups. For
each j=1, 2...T, the security level of j" group are lower than j+1" group.

Step 3: For each image of the j™ group, use (t;, n) Secret image sharing to split the
image into n shares. For each i=1,..., n; collect the i share of each image and call the
collection the i shadow. Denote the i share of j™ group by (ci);.

Step 4: Do Step3 for all groups (j=1, 2..., T ).

Step 5: Use JPEG data hiding method [8] to hide the n shadows in the n JPEG code of

the n cover images, respectively.



2.1.2 Decoding

When any t; of the n JPEG stego codes are received, the t; shadows can be
extracted from the JPEG stego codes, which are used to reconstruct all images of first
group. When any t, of the n JPEG stego codes are received, the t, shadows can be
extracted from the JPEG stego codes, which are used to reconstruct all images of first
group and second group. When any ty of the n JPEG stego codes are received, the tr
shadows can be extracted from the JPEG stego codes, which are used to reconstruct all

images of all groups.

2.2 Experiments

2.2.1 Experimental Results
First Experiment

Input : Four 180x180 important images {Boat, Jet, Lake, Houses} which are shown in

Figure 2.1. Four 512x512 Cover images {Barbara, Baboon, Lena, Peppers} which are
shown in Figure 2.2. Two positive integer parameters: {2, 4}.

Output: The four JPEG stego codes whose decompressed images are shown in Figure
2.4.

Step 1: According to secret levels of the four images, divide four images into two
groups.

Step 2: Use (2,4) Secret image sharing to split images of lower secret level group into
cl~c4.

Step 3: Use (4,4) Secret image sharing to split images of higher secret level group into

cl~c4.



Step 4: The first shadow is formed by binding together the shares clof groups 1 and 2,
and the second shadow is formed by binding together the shares c2 of groups 1 and 2.
The third and fourth shadows are formed likewise by binding together the shares ¢3 and
c4, respectively. Figure 2.3 shows the four shadows, each shadow has size (15,345/4) +
(16,263 /4) + (22,264/2) + (16,948/2) = 27,507 bytes.
Step 5: Use JPEG data hiding method [8] to hide the 4 shadows in the 4 JPEG code of
the 4 cover images, respectively. Number of hidden bits and hiding ratio of four cover
images are shown in Table 2.1.

When any two JPEG stego codes are received, we can reconstruct all images in the
lower secret level group, and when all four JPEG stego codes are received, we can

reconstruct all images.

Figure 2.2. Four 512x512 Cover images {Barbara, Baboon, Lena, Peppers} utilized to

cover the four important images.



Figure 2.3. Four shadows obtained by binding together the shares c1~ c4, respectively,
of groups 1 and 2.

Figure 2.4. The decompressed images of the four JPEG stego codes. (a) The 37.75-dB
stego-image Barbara, (b) The 37.:5-dB stego- image Baboon; (c) The 37.63-dB stego-
image Lena, (d) The 37.79-dB stego- image Peppers.

Cover Image Jpegfile size (bits) Number of Hiding
of cover image hidden bits ratio

Barbara 792,008 220,056 27.78%

Baboon 926,144 220,056 23.76%

Lena 742,872 220,056 29.62%

Peppers 762,680 220,056 28.85%

Table 2.1.Number of hidden bits and hiding ratio of four cover images



Second Experiment

Input : Six 180x180 important images {Boat, Jet, Lake, Houses, Map, Butterfly}

which are shown in Figure 2.5. Six 512x512 cover images {Barbara, Baboon, Lena,
Peppers, Fish, Couple} which are shown in Figure 2.6. Three positive integer
parameters: 4, 5, and 6.
Output: The six JPEG stego codes whose decompressed images are shown in Fig. 2.8.
Step 1: According to secret level of six images, divide the six images into three
groups.
Step 2: Use (4,6) secret image sharing to split‘images of lower secret level group into
cl~c6.
Step 3: Use (5,6) secret image-sharing to_split images of moderate secret level group
into c1~c6, and use (6,6) secret image sharing to split-images of highest level group
into c1~c6.
Step 4: The first shadow is formed by binding together the shares c1 of groups 1, 2 and
3. The second shadow is formed by binding together the shares c2 of groups 1, 2 and 3.
Repeat this for c3-c6: Figure-2.7 shows-the six shadows. Each shadow has size
(15,345/6) + (16,263/6) + (23,127/6) + (22,264/5) + (16,948/5) + (17,007/4) = 21,213
bytes.
Step 5: Use JPEG data hiding method [8] to hide the 6 shadows in the 6 JPEG code of
the 6 cover images, respectively. Number of hidden bits and hiding ratio of six cover
images are shown in Table 2.2.

When any four JPEG stego codes are received, we can reconstruct all images in
lower secret level group. When any five JPEG stego codes are received, we can

reconstruct images in higher secret level group, and any six JPEG stego codes are



received, we can reconstruct images in highest secret level group.

Figure 2.5. The six 180x180 important images {Boat, Jet, Lake, Houses, Map,

Butterfly} used in Experiment 2.

Figure 2.6. The six 512x512 Cover images {Barbara, Baboon, Lena, Peppers, Fish,
Couple} which are utilized to cover the six important images



Figure 2.7. The six shadows obtained by binding together the c1~ c6 shares,
respectively, of groups 1-3.

Figure 2.8. The six JPEG stego codes. (a) The 36.8-dB stego- image Baboon, (b) The
36.82-dB stego- image Lena, (¢) The 37.09-dB stego-image Peppers, (d) The 36.81-dB
stego-image Barbara, (e) The 37.58-dB stego-image Fish, (f) The 36.85-dB stego-image
Couple.
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Cover Image | Jpeg file size (bits) Number of Hiding
of cover image hidden bits ratio

Barbara 792,008 169,704 21.42%
Baboon 926,144 169,704 18.32%
Lena 742,872 169,704 22.8%
Peppers 762,680 169,704 22.25%
Fish 610,504 169,704 27.79%
Couple 544/000 169,704 31.19%

Table 2.2. Number of hidden bits and hiding ratio of six cover images

2.3 Summary

This'chapter proposes a sharing method whose decoding is image-by-image.
The decoding is.according to the different security levels of images. When the numbers
of received shadows reach certain pre-specified thresholds, the secret images using

these thresholds are unveiled.
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Chapter 3

Image-by-image decoding using weights

This chapter proposes a sharing method whose decoding is also mage-by-image.
However, the decoding is according to the total sum of the received weights. Section 3.1
presents the proposed method. Section 3.2 presents the experimental results. Section 3.3

summarizes this chapter.
3.1. Proposed Method

3.1.1 Encoding

Input: n important images {l,l»,...1,}; n'cover images; T positive integer parameters t;<
to< ...<tr; T positive integer parameters Wy <W, < ... sW¢ where Wi+ W+ Wa+ + We
=n.

Output: n JPEG stego codes.

Step 1: Rearrange the n.images {ly, l2...1,} so that'l; has:-minimum security level; I, has
security level higher than'ly; ...; and lyhas maximum security level. Then use JPEG to
compress each image.

Step 2: According to security level of the n images, divide the n images into T groups.
For each j=1, 2...T, the security level ofjth group is lower than the j+lth group.

Step 3: For each image of the j" group, use (tj, n) Secret image sharing to split the
image into n shares. For each i=1,...,n; collect the i share of each image and call the
collection the i shadow. Denote the i" share of j™ group by (ci);.

Step 4:Do Step 3 for all groups (j=1,2...., T).

Step 5: Divide the n cover images into T cover groups, assign the T weights {W;<

12



W,< ...<W¢ } to these T cover groups, respectively.

Step 6: Use the JPEG data hiding method [8] to hide the nxWi/n= W; shadows in the
cover group whose weight is Wy; and to hide the nxW.,/n = W, shadows in the cover
group whose weight is W»; and so on. Finally, use the JPEG data hiding method [8] to
hide the nx W¢ /n = W shadows in the cover group whose weight is Wc .

3.1.2 Decoding

The decoding is according to the total sum of the received weights. When total sum
of the received weights reach t;, the t; shadows can be extracted from the JPEG stego
codes, which are used to.reconstruct all images of first group. When total sum of the
received weights reach t, the t, shadows can be extracted from the JPEG stego codes,
which are used to reconstruct-all images of second group. And so on. Finally, when total
sum of the received weights reach tr the trshadows can be extracted from the JPEG

stego codes, which are used to reconstruct all images of all groups.

3.2 Experiments

3.2.1 Experimental Results

Input : There are six 180x180 important images {Boat, Jet, Lake, Houses, Map,
Butterfly} which are shown in Figure 3.1. There are six 512x512 Cover images
{Barbara, Baboon, Lena, Peppers, Fish, Couple} which are shown in Figure 3.2. The
input also includes T=3 positive integer parameters Wy =1< W, =2<W3; =3 where W;+
W+ W3 =n=6.

Output: The six JPEG stego codes whose decompressed images are shown in Figure
3.4.

Step 1: Use JPEG to compress each image.

Step 2: According to the secret level of the n=6 secret images, divide the six secret

13



images into T=3 groups. The security level of j" group is lower than the j+1™ group
(true for each j=1, 2, 3).

Step 3: Use (4,6) Secret image sharing to split the code of the secret images in lower
secret level group into shares c1~c6. Use (5,6) Secret image sharing to split the code of
the moderate secret level group into shares c1~c6. Use (6,6) Secret image sharing to
split images of highest level group into shares c1~c6.

Step 4: The first shadow is created by binding together the shares c1 of groups 1, 2 and
3. The second shadow is created by binding together the shares ¢2 of groups 1, 2 and 3.
Repeat this for ¢3-c6. Figure 3.3 shows six shadows. Each shadow has size (15,345/6) +
(16,263/6) + (23,127/6)# (22,264/5) + (16,948/5) +(17,007/4) = 21,213 bytes.

Step 5: Divide the six cover images into three groups, Then assign weights 1, 2 and 3to
each group, respectively.

Step 6: Use JPEG data hiding method [8] to hide the 6x1/6=1 shadow in the group
whose weightis'1, and to hide the 6x2/6=2 shadows in the cover group whose weight
is 2, and to hide the 6x3/6=3 shadows in the group whose weight is 3. Number of
hidden bits and hiding ratio.of six cover images are shown in Table 3.1.

When the total of the received weights reach four, we can reconstruct the images
{Butterfly} in lower secret level group. When the total of the received weights reach
five, we can also reconstruct the images {Lake, Houses} in moderate secret level group;
and when the total of the received weights reach six, we can also reconstruct the images

{Boat, Jet, Map} in highest secret level group.

14



Figure 3.1. The six 180x180 important images {Boat, Jet, Lake, Houses, Map,
Butterfly}

Figure 3.2. The six 512x512 Cover images {Baboon, Fish, Barbara, Peppers, Lena,
Couple} which are utilized to cover the six important images

15



Figure 3.3. Six shadows which bind together, respectively, the c1~ c6 shares of group 1,
group 2, and group 3.

16



Figure 3.4. Figure 3.4. Decompressed Images of the six JPEG stego codes. Group (a-b)
has weight being 1; and it is formed of the 38.11-dB stego image Baboon and the
38.78-dB stego image Fish. Group (c-d) has weight being 2; and it is formed of the
37.98-dB stego image Barbara and the 37.15-dB stego image Peppers. Group (e-f) has
weight being 3; and it is formed of the 35.52-dB stego image Couple and the 35.55-dB

stego image Lena.

17



(b)
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,and 6, we can obtain the



Cover Image Jpeg file size (bits) | Number of Hiding
of cover image hidden bits ratio
Barbara 792,008 84,848 10.71%
Baboon 926,144 84,848 9.16%
Lena 742,872 169,704 22.84%
Peppers 762,680 169,704 22.25%
Fish 610,504 254,552 41.69%
Couple 544,000 254,552 46.79%

Table 3.1. Number of hidden bits and hiding ratio of six cover images

3.3 Summary

This chapter  proposes-a- sharing -method whose 1mage-by-image decoding is
according to the total sum of the received weights. Images of higher security level are
not unveiled unless the total sum-of the received weights reaches a larger threshold.

However, images of lower security level can be unveiled when the total sum of the

received weights reaches a lower threshold.
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Chapter 4

Image-by-Image decoding with essential shares

This chapter proposes a sharing method whose decoding is image-by-image, too.
However, a necessary condition for decoding is that all specified essential shares must
be collected. Section 4.1 presents the proposed method. Section 4.2 presents the

experimental results. Finally, Section 4.3 summarizes this chapter.
4.1. The Proposed Method

4.1.1 Encoding

Input: n important image {l1»,...[,}; n cover images; and T positive integer parameters
t1< t,< ...<ty; @a'positive integer parameters E(1<E <n)

Output: n JPEG stego codes.

Step 1: Rearrange the n images {l4, I5...,} so that I, has‘minimum security level; I, has
security level higherthanl; ; ...; and I, has maximum security level. Then use JPEG to
compress each image.

Step 2: According to security level of the n images, divide the n images into T groups.
For each j=1, 2...T, the security level of j™ group is lower than the j+1" group.

Step 3: For each image of the j™ group, use (t;, n) Secret image sharing to split the
image into n shares. For each i=1, ..., n; collect the i share of each image and call the
collection the i shadow. Denote the i" share of j™ group by (ci);.

Step 4: Do Step 3 for all groups (j=1, 2..., T).

Step 5: Use key to encrypt all shadows, and use (E, E) Secret image sharing to split the
key into E shares.

20



Step 6: Use JPEG data hiding method [8] to hide the n shadows in the n JPEG code of
the n cover images, respectively.

Step 7: Select E essential cover images, and use JPEG data hiding method [8] to hide
the E shares in the selected cover images, respectively.

4.1.2 Decoding

When E “essential” shares are collected, use inverse sharing to extract from these E
shares the key which are needed in decryption. Then, when any t; of the n JPEG stego
codes are received, the t; shadows can be extracted from the JPEG stego codes; then,
after decryption using the key, the t; shadows can reconstruct all images of first group.
When any t, of the n JPEG stego codes are received, the t, shadows can be extracted
from the JPEG stego codes; then, after decryption using the key, the t, shadows can
reconstruct all.images of first-group and second group. When-any tr of the n JPEG stego
codes are received, the trshadows can be extracted from the JPEG stego codes; then,

after decryption.using the key, we can reconstruct all images of all groups.

4.2 Experiments

The input includes six 180x180 important images {Boat, Jet, Lake, Houses, Map,
Butterfly}, which are shown in Figure 4.1, and the six 512x512 cover images {Barbara,
Baboon, Lena, Peppers, Fish, Couple} shown in Figure 4.2. The input also includes
three positive integer parameters {t; =4, t, =5, t3 =6} and a positive integer parameter
E=3. The output will be the n=6 JPEG stego codes whose decompressed images are
shown in Figure 4.4. The steps to create these six JPEG stego codes are as follows:

First, according to the secret levels of the six secret images, divide the six images

into three groups. Then use (4,6) secret image sharing to split images of lower secret
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level group into c1~c6. Use (5,6) secret image sharing to split images of higher secret
level group into c1~c6; use (6,6) secret image sharing to split images of highest level
group into c1~cé6.

Then the first shadow is created by binding together the shares c1 of groups 1, 2 and 3.
The second shadow is created by binding together the shares c2 of groups 1, 2 and 3.
Repeat this for c¢3-c6. Figure 4.3 shows the six shadows. Each shadow has size
(15,345/6) + (16,263/6) + (23,127/6) + (22,264/5) + (16,948/5) + (17,007/4) = 21,213
bytes.

Then use key to encrypt all shadows. Then use JPEG data hiding method [8] to hide
the 6 shadows in the 6 JPEG codes of the 6-cover images, respectively. Then use (3, 3)
sharing to split the key into three shares. Then select three essential cover images, and
use JPEG data hiding method-[8] to hide:the three shares of the key in the three JPEG
codes of the selected cover images, respectively. Number of hidden bits and hiding
ratio of six cover images are shown in Table 4.1.

When E=3"essential stego JPEG codes are collected, we can use (3,3) inverse
sharing to extract the key.which will be needed in-the decryption later. After that, when
any one of the remaining 6-3=3 JPEG stego codes are received, we can reconstruct all
images in lower secret level group. When any two of the remaining 6-3=3 JPEG stego
codes are received, we can reconstruct images in moderate secret level group. And
when all JPEG stego codes are received, we can reconstruct images in highest secret

level group.
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Figure 4.1. The six 180x180 important images {Boat, Jet, Lake, Houses, Map,
Butterfly}.

Figure 4.2. The six 512x512 cover images {Barbara, Baboon, Lena, Peppers, Fish,
Couple} which are utilized to cover the six important images
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Figure 4.3. Six shadows which bind together, respectively, the c1~ c6 shares of
group 1, group 2, group3.

Figure 4.4. The six JPEG stego codes. (a) The 37.80-dB stego-image Baboon, (b) The
37.77-dB stego-image Lena, (c) The 38.26-dB stego-image Peppers, (d) The 37.97-dB
stego-image Barbara, (e) The 38.75-dB stego-image Fish, (f) The 38.15-dB stego-image
Couple.
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Figure 4.5. When the total of the received shadows reach 4, 5, and 6, we can obtain the
secret images in (a), (b) and (c), respectively; as long as the received stego codes
include the three essential stego codes which shared and hid the key.
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Cover Image Jpeg file size (bits) Number of Hiding
of cover image hidden bits ratio

Barbara 792,008 169,704 21.42%
Baboon 926,144 169,704 18.32%
Lena 742,872 169,704 22.84%
Peppers 762,680 169,712 22.25%
Fish 610,504 169,712 27.79%
Couple 544,000 169,712 31.19%

Table 4.1. Number of hidden bits and hiding ratio of six cover images

4.3 Summary

This chapter proposes a sharing method whose decoding is also image-by-image.
However, a necessary condition for decoding is that all E essential shares must be
collected. Images of distinct security level are unveiled when the number of received

shadows reach certain pre-specified thresholds, as long as all essential shares are

collected.
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Chapter 5

Conclusions

We proposed in the thesis three kinds of sharing and decoding for multiple images.
The proposed methods include the basic form of image-by-image decoding in Chapter 2,
an image-by-image decoding using weights in Chapter 3, an image-by-image decoding

with essential shares in Chapter 4.

In Chapter 2, the decoding is according to the security level of each image. When
the numbers of received shadows reach-certain pre-specified thresholds, the secret

images using those thresholds are unveiled:

In Chapter 3, the decoding-is according to the total of the received weights. Images
of lower security level are unveiled when the total sum of received weights reaches a
smaller threshold. Images of higher security level are unveiled when the total sum of

received weightsreaches a larger threshold;

In Chapter 4, the decoding.requires that all essential shares must show up. When
all essential shares appear, then images of a pre-specified security level will be unveiled
if and only if the number of received shadows (including the count of the essential

shadows) reaches the corresponding threshold.

Although all three methods are related to sharing of multiple images, the three
methods are according to different criteria to do the unveiling of the secrets. So the
readers can have more options to deal with the secret images that they have. Among the
three options, the final choice should be according to the intention of the company’s

boss, i.e. according to the manner that a company’s boss deals with the company’s
27



secrets.
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