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Abstract

As wireless networks and mobile terminal technologies advance, most mobile devices, such
as notebooks, tablet PCs, PDAs, or smart phones, may have more than one network interface,
including wired LAN, wireless LAN, GPRS, PHS, and even 3G, and can access Internet with any
appropriate interface. However, although the hardware of the mobile devices gradually becomes
more and more mature, there is stilklack of software that can manage these heterogeneous
network interfaces and help users .adopt the most.suitable media to retain the ongoing sessions
when mobile devices change the points of network attachiment.

In this thesis, we present the designrandsimplementation of a software platform for
integrating multiple heterogeneous network interfaces on a mobile device of Microsoft Windows
XP. The integration platform provides the functionalities of gathering the statuses of network
interfaces, automatically selecting the most appropriate interface, routing/intercepting packets
to/from a designated interface and retaining the ongoing sessions for the mobile device. Because
interface selection is a complex decision depending on the connectivity, bandwidths and tariffs of
the interfaces, and/or sometimes the user preferences, this thesis focuses only on the techniques
issues of interface management and routings. For the demonstration purpose, we also implement
a priority-based handoff decision software module, which operates in the user space, to select an
appropriate interface automatically for the mobile device.

First, in order to select an appropriate interface, the handoff decision module needs to obtain
the statuses of the network interfaces. The network statuses consists of layer-2 information, such
as link status and signal strength, and layer-3 information, such as DHCP address, DHCP
gateway, routing table, and ARP cache. The layer-3 information can be accessed by the handoff
decision module by calling the IPHLPAPI library. However the layer-2 information provided by

network interfaces can only be accessed by the NDIS drivers. Therefore we implement an
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NdisProt kernel driver to collect layer-2 information and provide interfaces for the user level
program to acquire the layer-2 information. Furthermore, in order to speedup the handoff process,
we also implement layer-2 triggers in NdisProt and hook layer-3 DHCP events with the
IPHLPAPI library to reduce the waiting time for the handoff decision module to detect the
changes in interface statuses.

Second, we also implement Mobile IP to support session continuity when a mobile device
switches from one network interface to another. We adopt the co-located care-of address (Co-
CoA) mode of Mobile IP so that our system can treat each network simply as an access network
and does not need any supports from the network providers. However, in Co-CoA mode, the
mobile IP software needs to encapsulate packets sent by user programs before routing the packets
to a designated interface, and decapsulate packets received from an interface before sending the
packets to user programs. Therefore, in order to intercept packets, either sent by a user level
program or received from a network interface, from Windows NDIS framework for further
encapsulation and decapsulation, we also develop two kernel drivers NdisFIt and IpFlt in the
platform. Moreover, because Windows XP, after.the Service Pack 2 does not provide raw socket
for the mobile IP software anymore {0 send-the.encapsulated/decapsulated packets, the mobile IP
software also needs to perform Ethernet frame encapsulation itself and send the frame directly to
the miniport driver of the designated interface.

Furthermore, mobile IP needs'to bind the home-IP address statically to one of the mobile
device’s interfaces that may acquire ‘Co-CoAs dynamically as the mobile device moves.
Therefore the integration platform applies IP alias technique and binds the home IP address and a
Care-of Address simultaneously with an interface card of the mobile device. However the Media
Sense function of Windows NDIS will notify the TCP/IP protocol driver when an interface
becomes inactive. Upon receiving the notification, the TCP/IP protocol driver will remove the IP
address configuration of the inactive interface. In order to retain the home IP permanently, the
integration platform also inserts an intermediate driver to prevent TCP/IP protocol driver from
knowing the link status of the interface bound with the home IP address.

Finally, the integration platform also implements the IETF IP-in-UDP tunnel standard for
the mobile nodes to roam under private networks. Nevertheless, because IP-in-UDP tunnel
introduces too much header encapsulation and IP fragmentation overhead, we also propose a
novel NAT traversal mechanism for mobile IP. The performance results show that our NAT

traversal mechanism outperforms the IETF one.
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Ode on [ntimations of [mmmor(ality

What though the radiance which was once so bright
Be now for ever (aken fiom my sight,
Though nothing can bring back the hour
oF splendour in the grass, of glory in the Mower;
We will graeve not, rather find
Strength in what remains behind
~ William Wordsworth
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Home Network

Figure 2 - 1: Home Network Scenario
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P AT Bl Ui 25 1 A8 B O Y 35 (L o] DURE R IR Y IP B8 ER - T8 A A8 sl m Y 1P fiz ik
(82.50.119.117) {F /B ELIXEEAYHIES - THEZK{rkE 140.113.215.207 E{E 1P EEANAYAIRAL
HE > BA LERE R HIIOBAGR R EIAY o BN - St CEE RS & BT B A TR S th 23/
s o SRS H T A (E = AU R (Triangular Routing) {8 £11 T8N b 2 48 1 A AR L
AAHEF T B 8 RS > R T —E = -

82.50.119.117 |
z%@

Correspond t

) Mobile Node

Foreign Network

Home Network

Figure 2 - 2: Foreign Network Scenario under FA CoA Mode

B il EE A hFE S (Co-located Care-Of Address Mode)

IR — A (E A Mt (CER B AR RS - BE B e E S M 4gss 140.113.24.0/24 »
RE 2-3 - EESMNEGEE0AE R BEIMEAIEES - B UTEm RS R E oM g A
BRG] T - fTEmE S DHCP 58] —(|& IP {irhl 140.113.24.23 -

{TENmAE IS I bk & (FER ikl - A EH o FCEfTEmE —R /-~ b (8 Ao ik s
RECEEAIAHE o By T EATEIEATER ﬁ%ﬂflﬂﬁﬁfﬁﬂtﬁ%ﬁﬁaﬁ(mo 113.215.206)zEAff
ARER S LR (8 m DU T — RS ikt AV s - RS (Ef T HERE TR A S -



[EIBRHY > B P EYATEERIR T — (SRS I El T o Blopth QB Ss A IR A E D ] SR KR
/NG R T RESENR A TENR S - WELERR - TEm e BT HEEERE o HIL > TN
AT DUHEHR(E 1P (rakaets] @ 140.113.215.207 e AGEE R 2 ME Ll 140.113.24.23 #i/H
{E Mobile IP {fyzEffl - M{&# & EEAYEEE -

/.

Corresponde t

40.113.215.0/24

Mobi
i DHCP Server

~==_Foreign Network

N7 Mobile Node
Home Network

Figure 2 - 3: Foreign Network Scenario under Co-located CoA Mode

| Signaling b, W 1556 | ‘

1£ Mobile IP i i3 T ATERSEREIE,  EeesNE YR A TRIEEN © SRTHR
B K H s B  TENm A QL gSaE M - AEARE PRHR e R B B S R AR
B CEEZRAERELEESK (Agent Advertisements and Solicitations)

FE AT E B o E A B 3R L 25 B0 Mt A CHE 25 (8 R 8 SRS 2 15 s _E Y P A ImRh R I e
TIHIFAELUR: Mobile IP #YFRSRELRE ST - EEEEEHUEATHRHES A - AR AEESEATELA

T RRAHESAS - EIMEAES LA AREEINEAES A - TE S ERE T2

SR - 1 B XM RS sEss b - —foRER - Sie—REEFEREEf A S
EETIRROARY - I - REES A S TRy RS 55K PT K o B TEm R T —E
far KAlE B - - FrAfEs%iss Lol ATy SR A e — RS N - fEEER
2T ANEREEZ A EREREEORATTER - et IR E B T2 -

RESEAEEH—ETEEE S ST E—ErEHBRAEMETER - FERHEEASHE
TEFAE AP A B 0 EHY S FH B &L 177 22 (ICMP Router Discovery Protocol, IRDP) [3] -
2-4 - (fTEHEESSEMFREEE T RN TE SRR AR - [8 2-5 - EEMi 3%
TEHEESEEE M > U ESEENE ST - TEA T TR EARS - BT



B
VSRS

EFEA LR AN B S THRE R - BN T —(EE S (s il - RS
BEREE BN

] 1 2 3
oi1iz23456785012 345678530123 48568785001
+-+-+-+-+-+-+-+-+-+—+-+-++-+-+-+-+—++—-+—+—+—+—+—+—+—+—+—+—+—+—+

| Type | Code | Checksum

R e e D e e e e s ad o e e e e e M sty st el
| MNum Addrs | Addr Entry Zize| Lifetime

R e e D e e e e s ad o e e e e e M sty st el
| Fouter Addrezsz[1] |
R e e D e e e e s ad o e e e e e M sty st el
| Preference Level[1l]

R e e D e e e e s ad o e e e e e M sty st el
| Router Address[2] |
R e e D e e e e s ad o e e e e e M sty st el
| Preference Level[Z]

R e e D e e e e s ad o e e e e e M sty st el
I
I
I

Figure 2 - 4: ICMP Router Advertisement Format
] 1 z 3
0123456789012 34568789012345678901
+—t+—t+—t—Ft—t+—+—t—F—t+—+—t—F—+—+—t—F—t+—+—t—F— =+t —F— =+t —F—+—+—+—+

| Type | Length | SJequence Number
R e e D e e e e s ad o e e e e e M sty st el
| Fegistration Lifetime |B|BIH|F|H| G| | T regerved |

R e e D e e e e s ad o e e e e e M sty st el
| zero or more Care—-of Addresses

Figure 2 - 5: Agent Advertisement Extension Format

REGEFOREREEE TTL Mrscf 1 AY4EPRGERE Iz HI NS 177 2 B 25 55 KIS (ICMP
Router Solicitation) - [& 2-6 - FrLlE RAESUAHAT T4 AR - IIMTEE S KEE P
B2 EMRFER Mobile IP 28 -

] 1 2 3
oi1iz34q58e7859012 3456785930123 4856789001
-ttt +—+—+

| Type | Code | Checksum

-ttt +—+—+
| Rezerved |
-ttt +—+—+

Figure 2 - 6: ICMP Router Solicitation Format

B R EECKER[E]7E (Registration Request and Reply)
B TINS5 - Mobile 1P (] T — ([l i 8 A B R B R A A T B 1P

SRS

e (i S R (NS S T BN P T B Ry - & B Mth (CEE 2s E GE R B A -

BRI R FE e MR E SRS # - 7 Mobile 1P sEMMFEREAIE A PSS EkHHE (User



Datagram Protocol, UDP) [1] - ARRAYIERSE 434 &84S 4 rg ok 77 o i%% (Internet Assigned
Number Authority, IANA) 73 FECIE Ry iSRRI R [5] o S MR BT E] 7 2 HH B0 — {1 20 2 {6 2L
HIREAEE E S TR Ek - s 2-7 B 2-8 -

) 1 2 3
0123457859012 3456789012347 8901
+—+—+—t—+—F—+—t—t—F—t—+—+—F—F— =+ —F—F— =+ttt —F—F—F——+—F+—+

| Tvpe |S|B|DIH| G| T x| Lifetime
+—+—+—t—+—F—+—t—t—F—t—+—+—F—F— =+ —F—F— =+ttt —F—F—F——+—F+—+
| Home Address |
+—+—+—t—+—F—+—t—t—F—t—+—+—F—F— =+ —F—F— =+ttt —F—F—F——+—F+—+
| Home Agent |
+—+—+—t—+—F—+—t—t—F—t—+—+—F—F— =+ —F—F— =+ttt —F—F—F——+—F+—+
| Care—of Address
+—+—+—t—+—F—+—t—t—F—t—+—+—F—F— =+ —F—F— =+ttt —F—F—F——+—F+—+
I I
+ Identification +
I I
+—+—+—t—+—F—+—t—t—F—t—+—+—F—F— =+ —F—F— =+ttt —F—F—F——+—F+—+
| Extensions ...

+—t—t—t—t—F—+—+—

Figure 2 - 7: Registration Request Message Format

] 1 2 3
oi1iz34q58e7859012 3456785930123 4856789001
-ttt +—+—+

| Type | Code | Lifetime

-ttt +—+—+
| Home Address |
-ttt +—+—+
| Home Agent |
-ttt +—+—+
I I
+ Identification +

U
v
Figure 2 - 8: Registration Reply Message Format
A SR B A ] 7 A [ 0 O A — (A e B — (R - BEEE T — e B a7 AR
BITTENRATTENRR (4L - 2GR R B SS I RAHEES P Arkk DU — (8 AR A E A S
HYERBIMAL - A UCACRE MR Bt el - A SRR Ta T > M ERE & T T8 R]
PR E Mobile 1P AR#SATEEE - sEMEEAVSEEE T TEAR RESNEEAE > &
AT TENRR N IS (EEE MRS « At —2RATENm (ERE S (EEE S & E e 20 HAE SR
o RIS L O bR PR S BT T8 » TSRS (EAH SR A S FEE A KT EFE T —E#Exg
kb A2 IR AR a5 AR A8
f£ RFC 3344 g 1T SRRV - H bR SRS i - FE 2-9 o S (E T (f
MEOR T ER EACHA By 22 4 - (B 17 B I B 9 ) AQEE 25 ) &1 A — {1 22 4= M B ik (Security
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Association) - & &l B8 it = ¢ — 8 32 fzyCHY B Frar] o g 2 22 8K 5[ (Security
Parameter Index, SPI) - BEFEMENY > TTEh o] SNBSS RA — (82 = VERERE - SNt CHEEES D
nlELoy (REE ST A 2 2 VR - St MR E M B HY SPI TR - et aE 7
—{E&E - —(d 128 {irtiVIL= 4@ (Shared Key) - HyE T H e ERE P AV EM AT E H
—{E5&55 7T (Authenticator) - Bgagot e — &2 ERVERERZE - MRERYE HMAC-MD5 JEEE
[11] - BT EAE MR EREEE N - /AR HEERE T 02 K EH H
fil AL iR MR, o FIRFEA S — e e P A iR B R Y B - EIAI B
(Replay Attack) - FEE MRS & E B o3 BYE AL B & 1 — (B E Y (Timestamp) 502 @LEL
(Nonce) 2l fr— {8 5 M RS A — K - 4551 S 0 0 i 8T 1Y Uit B 6 B8 LR R T 5 1 PR

1 -

a 1 2 3
n1z23i45677539012 34567590123 4568783901
s T S B s S S T e s S s et S L B At

| Type | Length | SPI
=+ttt -ttt ——+—+—+
. B3PI [(cont.) | Authenticator ...

s B e s e e L
Figure 2 - 93Authentication-Extension Format

FH > {18 S T ST A0 R P 151 R 2 (R Y — B B DR (T AH R »  BRE A T
BEAEATA HAE 2 &R e M N ResREi@=t h UDP K& ATt R - S THTE ZATHY
A o BRESAE R HUR BRI B iR ZE PR AR o £ YT R g R s R
2-10 ARFE—{E HTTENmAE H M REE Sy g LB aa VAL M 20K - EE Py IR T =(E% et
Rl > —(EEAETTE B QRS I (MN-HA, MH) > — (& B MR AE 1T Bl B Mt (L ES A (MN-
FA, MF)LUE 55— (B R ERTAE S Mth (CEE SR S5 QBRI (FA-HA, FH) - EMEEEAE H CHY
IR T R EAX SR A RS AL i -

11



Foreign Agent Home AgentJ

IP header
UDP header

IP header
UDP header
Mobile IP reg. req.
MN-HA ext. (opt.)
MN-HA auth ext.
MN-FA ext. (opt.)
MN-FA auth ext.

Mobile IP reg. req.

MN-HA ext. (opt.)
MN-HA auth ext.
FA-HA ext. (opt.)
FA-HA auth ext.

Figure 2 - 10: Authentication Extension Order

HREMRR S TR (S ML (SREBNS - (TRIMRERIATSE A FREDROVERNT ST B
B (LB RIBRAE T - e 2 SR EERTIER - SEBIEAD MH AEMDURAITIHIAH MH BRTER
(FR&RETis) - ﬁ%ﬂ%ﬁéﬁ%%fﬁ%%%ﬁmﬂﬁﬁ%f B FHETAVEDERERT S -

e

EH ORI - %iﬁzﬁf%ﬁ% '-__\P‘%@E{EPIti‘?%?ﬁbﬂﬁﬁéﬁ%ﬂtﬁf@%FE?E’J%ﬁi‘”‘

7T o AR EE R AR DL MEI’U?_WBZ%%‘ . T@EiT VR R I - BER
FlE R T BB R M R E F AV (R (MH, MF, FH)RIZREE T E M &AL E -

R CASETam e B R RN Z 238 - B PR AGEEF AT - sEERN
H H R HR ko (U 25 BB M Ay S M B 25 IERERY B R G L - WRAEHERER » 1BEE
SR T EAE E A o — (AR U E TN & Mt A B3 a5 3 25 SR R BR BRI S
FEORA — (5% £4 B (Visitor List) -

EfTEmEME - B —(ERE RGN HEES - TEZEEENERY MF BRst it (his -
St RE R A — (AR B YR & 24 B8 EC (Pending Visitor List Entry) o $2EBEHEMERTIIA FH
B S B A R B2 - EEAE RS aE T TEE ¢

o G REACR AL

o IP ARGk

o IP HEVArhk

» UDP #FEgE
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HAHESALIE
s 1 {12
FORHEE A R
PR 7 e T B H At A o]
ERAREEEEEME0R - OB R FH BRS e o MR TERT MH B8t
ff - MFBELEAETARHT - FRESEHEWETHmEE —ETEEGER > eaaT
(EEUIGIECES VA
TTENImHY R i ik
sk T[] 7 o A R U
AL R ER A RO
B S O — LM A A RSN OB ES - fE B (ERENHE S I E R (TR - AIREE
{EREMHERCEIHY - SNt RERES R A B R R i BRRY B & M B B aC I I A 45 178 - S (E R AT
BRI ORE o B ER QS (ERE R I BT LAY - ERCEES A AYIE L
o SRR B T e A X (A gs Z LT - MRS M (R SR s A i 1B > Al
BB MRS o B 2-11 FIR TR S HB R EE Ay T -

/ Foreign Agent COA \ / Co-located COA \

MN MN
Request
: ) . . : Request
2 2 eques 2
: >
5 Reply 5 5
: € : : Reply
Reply : : .<
i€

| o )| e

Figure 2 - 11: Registration Flow

xRS SNBSS W ET B E G (R A FERREE A RO - T8im A B EEEMAE
SRR R AT E Rt M A s (i - {TENEETE S E A SR 2R S 9amE: - &8
TR 5E A SO R ZRUFE MR - (TE &S A E o iR - FrLlE IR LSl A st it
(Deregistration) o f# {57 (] e 9 518 A 4T BT AR R o EL op — (& = 2 (E Y T B 2 I E
AH - ITEE R E TR ISR EL A T TR ST &R -
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Data Encapsulation

FERTAIMYEE S TP IE AR T Mobile 1P 22—l JeiEr RSttt - FIE LR2 Tl 7 BRgnyE

S -

Encapsulation)” [9] -

Mobile IP Z#% 7 =fElinE - AARYE
& o BEAh > SHAMNEE W i E i g YA A it
Encapsulation within 1P)” [10] B4 FH & FHEEE
B ] LAAESE T EOK o A 5 AU B 2R e o — A i
SR M IR BR A N & T S i S M A AR A MRS
IP K&K 1P B 42— IR A8
WEEHSE - B R EA AR o EAEY R
H o AN 2-12 FoR o HrETELAY 1P AREERE R
gk -
o fEEMEERE N FEEEE EAEIEES
HRL - IETEIEIERTAY H HZ TR ZIKEI’J i3 e
R4S 1P Eéﬁmhtﬁﬁmxﬁ%ﬁ%z%ﬁﬁ@ﬁ %

£l

AR EMECIP &KE, 1P B3
BN FTE R Z RS - SN RER RS DUR S PRI B A (i Y T Bl P <2
yESE
(Generic Routing Encapsulation, GRE)” [6] -
B - RSN EESA S BB T » 2
STEN A ] AR
AR o 1P B ELE—(EE R 355 (Encapsulator) iy i Bl
AR 1P BRI A—(E#rHY 1P BRI A E (A
APEEE - BE T ERrEEE R (Decapsulator)IP iz

» ie/ME IPOKEREE

IP FEBRLEREER > [FIRF

(IP within IP

(Minimal

Z IR e S (ERTHY 1P B ARG AR IP B8 - (EEZEEREREs HEIC R AR HL
Et s
Sl b Akt - L EAERARY 1P AR
LE:*MOBIIG IP o BPEREE GBS - myrdeE Al

SESM IR 2R BTN - =~
(
Original IP Header Original IP Payload
Tunne
Endpoint ‘ ‘
Outer IP Header Original IP Header Original IP Payload
0 1 2 3

0123 4567890123456 7829
e o o e o e e e e o e o e e
|Version| IHL | Type of Service|
Bl e et T e e e e e e e e e e e
I Identification | Flags=|
-ttt —F -t —F—+—4—
| Time to Live | Frotocol |
Bl e T e T e e e T e e el o
I Source Address
o o o o e i s e e e o e o e
I Destination Address
BT e s e e S e el S e e et L e

012345678901
e e o e e e e
Total Length |
B L e T e ks ol Sk Bt el e
Fragment Offset |
+—+—4—+—F—t+—+—+—+—+—+—+—+
Header Checksum |
o e e e e e e e e e o
|
o o e o e e e e
|
B e s aat T B S et S

~

J

Figure 2 - 12: IP-in-IP Encapsulation and Header Format



g/Mb P REEIESE—HEEF U 1P RE 1P ey —fRimm st - e 2-13 - ZRHER
g/Mb 1P REEEA G EIRFEAGE 2B 1P R > AT S B S Ne (AR R
1y - fEEGECT - EEZE R RE RS - B DRV EIE -

4 I
Original IP Header Original IP Payload
Tunnel
Endpoint ‘ ‘ ‘
Outer IP header

Minimal
Encapsulate Header

Original IP Payload

] 1 2 3

0123 4567890123 4567685901234586788901
T e mal o e e e e T e e e R e T e e e e e D e e et o et
I Frotocol |5 reserved | Header Checksum |
Bl e e e e R T e R e T e e e e e e e L e e e St
| Original Destination Address |
B e e e e e e mat S B e e S e e e e e e e =
: (if present) Original Source Address :
+—t—t—t—t—F—F—F—t—t—F—F—F—F—F—t—Ft—F—F—Ft—F—Ft—F—t—F—F—F—F—+—F—+—+—+

K ¥ T j

1P i — (P B - TR

B AR — (A

4 - . )

Original IP Header Original IP Payload

Tunnel
Endpoint ‘ ‘

Deliver (IP) Header GRE Header Original IP Packet

n] 1 2 3

0123456789012 3456789012 345687859501
+—+—F—t+—F—F—F+—F—+—F—t—F—F—F—F—t—F—t—F—F—F—F—t—F—F—F—F—+—F—+—+—+—+
I1C| Reservedd | Ver | Protocol Type |
+=+=F=t=F=—t=+=t=+=F=t=F=—t=+=t=t=F=t=F=t=+—t=t=F=t=F=t—t—F= -+
| Checksum (optional) | Feservedl (Optional) |
e e e e el e e e e e e e e e e L St

- J
Figure 2 - 14: GRE Encapsulation and Header Format




| Specific Problems and Solutions |

B B PSR — 1 Mobile IP T/FBEAIAESMF S8R IETF STIF - BLFRTE MR
Mobile IP 3Ef7 1 ket s PR B S R s PR A P « DR (B R4 5 R R R
R -

B EE RS RS YRS FH2S (Router with Spoofing Filter)

#£ 2.1.1 FHEAEHE R, Mobile 1P R FRORES B M AR RO HE S amiBs e 7t - I erasd
FETOI L BN B | ST OB SIS N 4BIES - Mobile IP 45t {FEIIR BT TR
HIET 1P B AR R EACR G R © (BRI ER A R B SN B ek A
i o RS —(E H A R4 (Autonomous System, AS)HYE Sl E 25 (5 HH25) 2 £ A 2ERC #E (Ingress)
Hi(Egress)BINS - iELbiBIE S AR R CAGREDS 1P (ribAy 1P BHEFOERR
HUSMEEE2%: - TOEE TR SRR - &8 1P EHUEBEERS S - S
FAI BB 2 (Reverse Path Forwarding, RPF)SCH: B AR P (iR A &3k - st -
A1 (B T SR B R L P SR TS M A TR S FI S T it - 01 > B8
S I EE L AT AR DAREE - B IR s T T
PR AR - ) %

B T AR RIS » Mobile AP BF - Bl i e fii(Reverse Tunneling)yshf -
Y] 2% RFC 3024 i [13] - S T MIBET e bB2ery - 4N AT SR (R B ST
(RIS At 2 KT T B 25 R R AT DIRE oL [ R 5% (R 25 LA i 7 )
FETLE - TR R R (IS I 2-15 s T RN o BRIt - A0 R
4 5 PRI R R T o

Mobile Node »

Home Network Foreign Network

Figure 2 - 15: Reverse Tunneling Routing Scheme
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B fLEHEIRMERR N RS (Private IP Address Environment)

Ry 7R P Arik H AR e fIERE - RFC 1918 SXff: [7] g 7 — AL A MR il - 5
E% IP firkl: AIE R BN BT FIRY 1P Arik /A ssism B sEm 748 - B
WA AN IS LR A PR RS A A S H A SR B B AL S MY AERS | o st R SR B e kY
FAE AR NAVE S FAR LR - SNERVAEESE A R A IS oA QPR AR itk ry £ 4% -
72 B AL WA S A bk P SR 7 e [ BE A S ERFTE A - #EMTEEFIER & IP LakayHEY - E20E
BRI EATTER ST K - FILEF 2 AFLA I RS & 125 B 4 ps i ik 98 5% 25 (Network
Address Translator, NAT)zH# F48FE4ERS - BETAEES (ki iy SRl 1 F 7 Z0RME N —8ir
&

Mobile P iy —{EE AR 1T B Im B S Mt AUEE 25 B ] g — (i s mT S Ay 1P ik Bk
Al o B (EEE E 1T B s AT A S i i S S 1R I AR I R T - Mobile 1P SEEEHT 1P K
i IP BPEIE AR B S I BT T e S M (CEE S - ESEES (M 218 U AR AV T T B
HEEM AR (SRR SR Y A BRI AL ATHRE] - 10 1P RS IP EHEER RS AE S MY E - ALl
A SCEFIE A FLHY A B B pE AE PR A I SRR 25 1R Ui Y 1T h i B 4 M AR B B8 S i ik i — Ay
# o Frhli@E gAY TCP B¢ UDPSRST LI il S eiidi r o EpE(ERA - IP K#E IP
A A i — (B PR A R RS - (LS Mobile APt A A8 4R (i Sk HEEs e A AR A -

[MAES55— 771 > Mobile 1P #yEFEREEENHEE 2 UDP AYERIEE - ArLUEA] DU E
MRS HEIEEEERAY - E R MK AR I Ve R A i M R SR T — (W U I SRR AT IE
BT E P S DB B IEREAY BRI - FrbAMobile 1P ST /E 55— ([ o] L ISE 12 Bkl BHEEHI T
PEAERs i il 08 358 B 28 B I — PR Y U7 A DU R —(EEE AV SR e s R 0y B R B S e i & 1Y
Rt DL - IETF $H&kE RFC 3519 SCfRhiet TSk mARA T2 > IFIRHERRAY 3.2 i fi#

| NAT |

FEMBRATTEENFTZ P HEIRIES (3% T EAERR AR Fam o Horh — IRl B M Rs ik 8=
zs(Network Address Translator, NAT) o AR AL ES (i IR Es B HYAEE - Hoe(E 2.2.1
AYER > & SRS L R S PR S IR A > ITERRIRAY 2.2.2 duifise AR AR HE RO -

| NAT Motivation |

F e RS i HE R RFC SX2H Kjeld Egevang 2 Paul Francis it 1994 fEf3%
THY > Himit Ry RFC 1631 [4] - 4R8Ik EEEEAIF R & RIGHVBITZ AL AE 1990 SEACHIIH
BRI EEEE IPva fERTES)) - DIRSRGHYRIBIRER - IPvA (VBT E st i — & e 7 LLE##
iR \PvA ik PR IS FE AT E 2L B 38 A= AL HEOHAETRERAIRTRE - BEZR IPvA T RETTELE 44
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([EEFE - EFAE 1992 Fi#EeE it 2 iR E B S DR - il 1Pv4 AlEEAR
EEIRACK BB AERE - MRk EEEsny H A2 HIET—(EtsH et 1P ALikeiaT 2 R Bt
o BRILZAN - EETHIIAERS A Ak i Es AE DU R 5 SUBT B E AR R N T A TR A L B
S HHER I EE - JRIGHY RFC 5 ERE VARS8 HE E R S R IS e i )7 ZE R ATHE
(LR -

FTEA > S0EISCARFrER > Bl A il SR a5 iy R B 2 A B AR VAR T S IE ARt t 2 7
RESOATRERV I AL AE TR FTRE - IS IR S A LB R EHAVEER - BRI I (End-
to-end)HV A E R BEYIHY » &%0 A S EA RS (I IR e A B UAR Y AL - TR RAVIRAE - 48
ER A HEEE RS R F AT I R AL I E Y PR AR _EAYARRE o BEZR IPVE EAEHAHIRT IR -
HRS N R SR D P E AR I M F R I IR B — 35y -

Bk

| NAT Operation |

SRS AR A R U B BRI B ENE T - B (F RIB S 25 B0 IR IE B3 HY
—E{ERTTH: - MRS AL EEE RS R ERTA Y 1P B AN AT RE ISR B I & m AT IR L
B SR PURAE ZEEEEE o SEEG IS RS BN KIS AE Y2 RAE R AR Ak
RS R BT A UETR B IR BT ELH AR e, RS (i MRS AN KGRI - (BRI EE H
2 o BA—E RN all HSHR Y bk B [F A (R AR B RS A ERAE S M
BB AT o

MRS AR E 1P PRBAVIGSSS - Fralie » B IP fzab#ssas - IP AREE S T ARELH
By 1P Az o ARETEUEH BRI NERRY IR > i A i s a e B S B AR P A AR AL Ak
EEEERINT R - HEY b EE o i RFC 1631 & Y SRS R 7 iE s asifs 1P ikt
F— (B IRES E S 55— (8 - BEZRNT RE W AE (L Wy (E A ik ] 8% - (H AR A ki e i &
T FAE S EE #1E RFC 1918 thofs Al BEARYRAAILHE » 41 FRFTR

Class | Address Range Address Mask

A 10.0.0.0 ... 10.255.255.255 10.0.0.0/255.0.0.0

B 172.16.0.0 ... 172.31.255.255 172.16.0.0/255.240.0.0
C 192.168.0.0 ... 192.168.255.255 | 192.168.0.0/255.255.0.0

Table 2 - 1: Private IP Addresses Table

i SR ST BCIF Ry A R BN HFRUECR B NI T ZIR B IR A MRS P (e - 1B3E
AT DL B Y (i Y A8 Se i HE AR S IR Eak M ABErHE - BEERBLAMIEEWETS A > B
FIAEE AR - NELEME S B AR LA ATGiany - EWATNLA @AM LT
BLNBHHVAERS AN - SRS AL ML RSSO T AE » B R AR [ AR S R 2K
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W FFRRAERR (LIRSS (Static NAT)

RS A kIS es Y (R AR R A R AR R - BB R BRI T ABEHEBRLA
ArHEFET AT DUE 28— — B —HUEERR (7 »  ERUE ARFTHNIHIRFREA RS (L iR ES - Bl LA —
(6 B SR E AV E (EATER - thatE SRR AT ESAYEL T - A X 8E f ik -
FEERERA R T A BRI R - E2 0 FAlE IP fa&H5(Checksum) - AM B HTET
F e 540 N TCP aUfp & E & AR H ey 1P (rhbAVRE BEFESEATE T B - SRSt
e [EBE L O A E R A AR IS (8 TCP HYRRARTS -

Src: 192.168.215.188:54798
216.239.63.104:80
—

Client Static NAT Table Web Server

192.168.215.188 Inside Outside 216.239.63.104
192.168.215.x 140.113.215.x

Src: 140.113.215.188:54798
Dst: 216.239.63.104:80

B | {  Internet
192.168.215.254 S = 140.113.215.254
Private I B, . Public

~ NAT Router. & =

y Src: 192.168.215.206:54792 &g Src: 140.113.215.206:54792

S Dst: 140.109.13.40:21 BEE Dst: 140.109.13.40:21 T
Client g h FTP Server
192.168.215.206 o . 140.109.13.40

Figure 2 - 16: Static NAT

fIE 2-16 FFT » SRR AGERS A R S L4 — (EREPT D 1P AL ST S
UEREUBRG 1P (iTHEIFERS « IR RGBS A A BRI (R B G L B A A e e
T8 1P firdi o S ET AR - BB SRR AN 1P Rkl o ST > ARSRYERERraE
B R B S AR T A BB - M (P Rrsb 4 fe (B A s (i
% (B 1P fird: -

m BRELERS (5% (Dynamic NAT)

i RFIE » H T (Poo)I AR IP AL He R 1P BBUFES » that EEAER
HHEREES - @R A - e NAT 48 o R AT L
St T (EARIEE - S ERLE SR RN - S A IR LA Y
BAESLET - E BT (SRR o IR & A A E e
AT DLBE R - ARUERS R AR R LB - B RIREE OV DU TR
ROV RS -
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Src: 192.168.215.188:54798 Src: 140.113.215.100:54798
Dst: 216.239.63.104:80 Dst: 216.239.63.104:80

Static NAT Table
Inside Outside

Client
192.168.215.188  140.113.215.100
192.168.215.188 192.168.215.206  140.113.215.101

Web Server
216.239.63.104

NAT Pool: 140.113.215.100 - 200

\m & N

J—\

E /
= \ Internet
192.168.215.254 %MM 140.113.215.254
Private Public
NAT Router

: 192.168.215.206:54792 Src: 140.113.215.101:54792

— Dst: 140.109.13.40:21 Dst: 140.109.13.40:21 &
Client FTP Server
192.168.215.206 140.109.13.40

Figure 2 - 17: Dynamic NAT

W& 2-17 s @J%%%E%ﬁlﬁkfﬁéﬁﬁﬁz it T — (AR P (LAEAYSIRR - BEA N HEETE
s A PR RS » EfE i — {lﬁﬁﬂﬁﬁﬁﬁﬁﬁﬂﬁ |Pﬁ[ﬁk HRIL - R S TR E R [ 48 PR A R P
HIEE 2 N6 IP firdlk o tstEeR - ﬁ)ﬁﬁbzﬁl%ﬁiiﬂ:ﬁ?%@ FALHE AT IEE R » RRTHREEE
SR AR HLATRE R - 1
B A rAEEEESE (Network AddreSs PortTraNsIAtion, NAPT)

SR 4B LR 2R — R T MRS G RS RTINS SRS
g (Him R TCP/UDP IR [E 4t H—(E By 1P firk - ERFIERER - 41k 2-18 Fios @ fiRak
F. 4% 192.168.215.188 Eil 102.168.215.206 B {455% 54792 BAHEH ) -« 4ERS{ir HHIngt e
R MR FEAY AR 1P fizkh 140.113.215.254 BARR{EA FEHYACKERSE - thutE 31892
31803 - {E5E 31802 FAlFf I B (e 102.168.215.188:54792 - [fi#sk 31893 )
St Rl 5] 192.168.215.206:54792 -
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Src: 192.168.215.188:54792 Src: 140.113.215.254:31892

Dst: 216.239.63.104:80

Dst: 216.239.63.104:80

Client Static NAT Table Web Server

Inside Outside
192.168.215.188 192 168.215.188:54792 31892 216.239.63.104

192.168.215.206:54792 31893

& A
( Internet
\

192.168.215.254 ==, =" 140.113.215.254

Private Public
NAT Router

Src: 192.168.215.206:54792 Src: 140.113.215.254:31893

Client FTP Server
192.168.215.206 140.109.13.40

Dst: 140.109.13.40:21 Dst: 140.109.13.40:21

Figure 2 - 18: Network Address Port Translation
& % (i bk S 57 B R 2 SO A Ry B — i Ik 49 B8 iz 4k 8 5% 25 (Single-Address  NAT)/ i #
(Overloading)/ 1£%%(Masquerading) - ‘f‘g%}J\ﬁ;ﬁ#&-ﬁﬁu%JE%%}%(SmaII Office/Home Office -
SOHO) R AR TR » 5t E WA B W ARG i R B3 AR
FERRHIEES &{FEJH'%Lléﬁlﬁéifﬂiit?%_%%%ﬁéﬁuJ%E’J%@EBE%E&” °

Section 2.3 Packet Ih'terééptihg Technique on Microsoft Windows |

£ ELATREIRLASBE TE B B HIAEL LT 53 BB E B TR - DU EAR - E R
HECIERT Ay AT A SR 2 5 R B B R RS FRER 1S - KR SRAYE R G fE B BT - &
> RERHMARENE - AKEZEE - ARSI ARE AR BB RS
AEREYEEA T EAVES - BIKGRE > & 2R A SRR s o as B A - LS > FERERTS
FYETELRVHEEL B DL — AP X BRI BT R =

FEA T TP R AU SR BRI P 5 B0 R LAY - PR S (Y s A
NDIS ¥ 2.3.1 > B FAVEMRSECT U 2.3.2 0 Bol B VBB SECG =05 2.3.3 > A
A& HY 2.3.4 T 4AE A HYEN ERERR T -

| NDIS Overview |

Microsoft B 3Com A=y 1989 & HlE] I — BRI e M 4ErsBEBnfE N HUREs -
5 NDIS (Network Driver Interface Specification) - ‘T {5 Y&t £ L E gl =8k - &
NDIS FRFEH RS EE S 2 2 o] BRSO I St il A SR e P 5 BT - SIS G A Ekaehiss
F n] LG 2% Y RE SR 25 el (i 77 2 1 T BV RS BB EHAE 2 - NDIS e T 4Rs BREh i R niE
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HEFE > A TSR RN S BRTREEAE KA T 2SS - BEAGH » NDIS A8 -
B TR AR U - T R [EI A T T DABR A — i A Rl (e F A [ o e P B 2
S S
£ NDIS FraT7E FHUMER 2 e — @ b g 7 =X o s r i Inaa s NIy Th A B AR 75 Ak 12
HEBEAM: - EREAAE R EELE 2-19 Fx » Ko EFE T W EE A E4EST - TDI BL NDIS 1
[ DA e = T 2R 48 ps SR B2 =X - Protocol ~ Intermediate £ Miniport SEEf2=X - DU FFIRiHLE

ELTTARM— R B /e o

r Transport Driver
Interface (TDI)

-
~"

NDIS Protocol Driver

rNDIS Intermediate Driver

B T B N P L T

N S e e S

Q
(&}
@®©
Y—
()
c
)
(@]
P

NDIS Miniport Driver

Network Interface Card

Figure 2 - 19: Network Driver Interface Specification

B EHigfEEEEIFE X/ i (Transport Driver Interface, TDI)

HEEEEE N HER T —(E B i R e O > AN EIFTR
PR AR ABRBIEZ - ELZ TR TDI %Sl » 41 Redirector B Server {J5Z81L1 (2
J& - i# TDI JriaE /e o.8) - TDI b T B EmBEn2z(ny TIF - watEs 2T TDI

I FREGRE o M EwmEEE L AT Atey TDI frEt S aEwk TDI & SImptEm - B 1T
i EHYEFHLE - /£ Windows 2000 PAR 2 & HIRRA » BB EAPIAYAERS /1 Windows Sockets £
NetBIOS H4fI 1 WIfEliffhEastiat - % ARV RtasFARIR At T HA AR REUE - gefE A P2

22



AR IEIURT AL o E 0PIl - SRR R R A e A E R —(E = TDI g3 - W0
I MO B RE R B R = -

Sockets HetBIOS
Applicatian Applicatian

---------------------- :| Sockets Interface |::| MetBI0S Inter face l—

TOI Clients Sockets MNetBIOS Redirectors,
Emulatar Emulatar Setvers, ..
Z:Z:Z:ZZZZZZZZZZZZZZZZ:| TDl |ntErT-a|:E |:
Transport _ _
Providers AppleTalk| MNetBT b Tepip Mwlink

M Driverisy and MIC{s)

Figure 2 - 20: Transport Driver Interface

W AEpsEREnE =/ AR/ (NDIS Interface)

i B B A =7 T AR 0 T W2 AR B A RS BR B AZ = E L 2E(NDIS Wrapper) » B2 E7%E
TEFTA NDIS HEEFEENE = EERY/ NG A2 =05 o S (AR A —(E B —A 7 e & R EITE
A ZME - W EL &R % NDIS BaBifE 2 i 5HY PR el == -

B {77 EEEHFE 2 (Protocol Driver)

HEs T E BRI T U2 AE NDISSE s i HYSEZhie=t - 8% 1 EimBeEh i =00F R i R g 1B
iR HE(E TS e - P PfIFrainy TCP/IP = IPXISPX - (&l & laBifZ =&
HicEHE - RERREXREEERBAENE - I NDIS /YRS i AR g
FaghiE= - e SRENFE = E Rt A2 B E /e A AR R T — e Be B iR =AU By E & - it
FEBEER G R B R HE A4S TE E A E AR -

B EEEENFE X (Intermediate Driver)

NDIS BB =07 m it byl e SREfe =0 N gy kiR R RE e =2 H - @5
TER AT 26t ] © SR [FIRVAERR I 7 - BB 2K 4ES (Ethernet) LR B 57 ER 4 S (Token
Ring) & 5EEh 12 = B E[F 2 # it = (Asynchronous Transfer Mode, ATM)z {23 BEH#E 7(
Z Ty E g RaEhfE = - BT (2 £ R4S DL B IR A e 1y o 0 ol Ry 5 B[R] 25 (8 B =y
B RZIRGR - BIEEE > W RNE eSS ERE T AT o A#ECE B TR (Load
Balancing Fail Over, LBFO) - [ @ SR8 f2 = & Ba H — {18 ke ey /1 1 -R 46 1 B LAY (i Sa Eh i
A HEEE R EER N E REREE o &% THEREEREEE TR R R A RS
FEt&Er -

YR HEPHREESHEZ( (Miniport Driver)
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IR PR ERENE T A W (B ARYINEE - H— REHERER T > BiEEEER L E LR
Wkt - H AR B S R RRENE U - fla T e e i e lE e e = - — T
SRR AT R R E N E I -

User-mode Approach |

TEfHR R & & H P TRV 2SR T AR » FEEEEEC T B aAvEEEOT =22
— L AT iR AR EN AR iy == (Dynamic Link Library, DLL)SGE(E I ZATETTRASEHY © LU
IrEHATREAVEE T -

Windows Windows Windows Windows
Socket 1.1 Sockets 16-bit 1.1 Sockets 32-bit 1.1 Sockets 32-bit 2.0
API Application Application Application

Windows
SOCXS 2.0 Winsock.dll Winsock32.dll

Windows
Socket 2.0 Ws2_32.dll
SPI

- . Sl i e G =

Mswsock.dll

Wshelp.dll

Layer Service Provider

Helper DLLs #8 Name Space DLLs

Wshtcpip.dll = Nwprovau.dll
Wshnetbs.dll Rnr20.dll

Wshirda.dll 5 Winmr.dll
Wshatm.dll 4
Wshisn.dll
Wshisotp.dll
Sfmwshat.dll

Msafd.dll

Figure 2 - 21: User-mode Network Architecture Diagram

B Winsock g4k bR et (Winsock Layered Service Provider, LSP)

1 0 25 B i R 7% 22 1% (Windows Open Services Architecture, WOSA) » & 12 = /1
(Application Programming Interface, API)FZ {3t/ IR BHE AR IR - RS R IEE 1
[Hi(Service Provider Interface, SPI)RIJFH{ElmAR S FEALE - AT BN ARG FR AL DL, ws2_32.dIl fi
BHIE - it SPIILIEAE AP 21 » ws2_32.dIl #1y AP # i FRZ 0L T& R ER 70 B4 B IE T SPI
Hegen= o FIF S B o] DUREE AT A AR Winsock Ay - PRI - FefIa] LI E b - i
TCP = SPX _EE{FZ1% SPI @4 bing & AR ZEFIEAFIFTZEAYIIAE » W& 2-22 fir - {HiZHE A I
TEUERE] > HRFTEREEAEAR Winsock » SR FIEEA L ERATENEL - f141 ICMP &
A » (EfEE S (E VA REAL -
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AF|

WS2 32.DLL
SPI
L
Layered Protocol
SR
Layered Protocol
SPI v
Base Protocol

Figure 2 - 22: Transport Service Provider

B Windows 2000 £f82 &/ E (Windows 2000 Packet Filter Interface)

FERIER Windows 2000 LK Z R RRAHITR BIESE Z4T - HHY IPHLPAPI API 2t T ithr
TCP/IP ayaf R bz - Hrh G iEEERIEHIRET) - ([HAENE - IIEA RS IP firfh i
TCP/UDP SRS THe e - HAHUSE @A - BUR 2 —EIHHE HTTP fRZHyfls- -

#include "windows.h"
#include "Fltdefs.h"

int main(int argc, char* argv[]) {
INTERFACE_HANDLE hlnterface;
PfCreatelnterface(O,
PF_ACTION_DROP, //default action for an input packet: drop
PF_ACTION_DROP, //default action for an output packet: drop
FALSE,
TRUE,
&hlnterface);

BYTE locallp[] = {140.113.215.188%}; //local IP address
PfBindInterfaceToIPAddress(hInterface, PF_IPV4, locallp);

FILTER_HANDLE fHandle;

PF_FILTER_DESCRIPTOR inFilter;
inFilter.dwFilterFlags = FD_FLAGS_NOSYN;
inFilter.dwRule = 0;

inFilter.pfatType = PF_IPV4;

inFilter.SrcAddr = locallp;

inFilter.SrcMask = “\xfA\xfA\xff\xff";
inFilter.wSrcPort = FILTER_TCPUDP_PORT_ANY;
inFilter.wSrcPortHighRange = FILTER_TCPUDP_PORT_ANY;
inFilter.DstAddr = 0;

inFilter.DstMask = 0;

inFilter.wDstPort = 80;

inFilter.wDstPortHighRange = 80;
inFilter.dwProtocol = FILTER_PROTO_TCP;

// Add Filter

PfAddFiltersTolnterface(hlInterface, 1, &inFilter, 0, NULL, &fHandle);
Sleep(60000); // Block HTTP Service for 60 seconds
// Remove Filter

PfRemoverFilterHandles(hInterface, 1, &Handle);
PfUnBindInterface(hInterface);
PfDeletelInterface(hInterface);

return 0;

Figure 2 - 23: Windows 2000 Packet Filter Interface Example
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B B Winsock #EEE4E i =B (Winsock Replacement DLL)

BN MR E & E(F - SHPRERERATIR Bt Winsock BR&HEIGEEE - B RAVENRE
HLE LR URE AT DUEE Winsock AP IR FARVENRE S R =E - HEATRSIERIE R % —(
f e BRI ey R IR B R - Ho i B AR AER MR E2 (Y Winsock ShREHISELR
AEEE TR FARH AN EE R AR o B B R HEEE E 2 /D AR B o — R
ABRIRE > (EFEITEERA KT » BRIEZSE - B RVEIRR LS el U 2 (E A 350 £

» (B ANEIFTL - AL Winsock fy3Eal [EIBEfE 2 FH G 7 A HERL -

Kernel-mode Approach |

FEMER -V B UIFE U NSRS S E A TR - FEEU T S EAV RO N EZEA A
TR SCAE RS A% O AR LBR AR ZUBUE FH (& BT TR (R il AGEERHEB VAT - DU
TrEEARERE (EJTC -

Afd.sys Other TDI Client Drivers...

TDI Filter TDI Filter
Over TCP M Over UDP

Transport
Data

Interface

Other '

NDIS Protocol |

Driver :

Microsoft :
TCP/IP NN‘{;-TSVS :
Driver etBT.sys 1

1

[}

PCANDISXx.sys

IP Routing
NDIS API
Used By Packet Filter
Protocols

NDIS Miniport NDIS Miniport

Figure 2 - 24: Kernel-mode Network Architecture Diagram
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B (G EEEEEEfE = (Transport Driver Interface Filter Driver)

B E AR NS A SRR A RS B LAY (5 - 2 2 i Lt E SR N RE PR (i /i - 2
PRy S ERRE e = HAGETTHY o BERREIERIRME T —E R THICE F AV S E ACHIE
MEXZEHETOH) - FEREREFELRS N IP - TCP Bl UDP EiffE B —[HEEEE NN E 1
By > xtE LE Ay Tepipsys - E{EHEEEHE I 7% (EHEEE ©  \Device\Rawlp ~
\Device\Udp - \Device\Tcp - \Device\lp Ei\Device\MULTICAST - & FIFZE = A 48 0E £ 68 1
thE AR IE SR E AT - (NIt - FRM S R EEpa S — (AR e Eh R S RS e T By /i - (F
AL EIRAERS B EAYREEL o 2RI > ERS TDIEE(EAE Tepip.sys 2 L ERLERE H Tepip.sys £
A E PR B R EL AN G (R F 0 - NI AR E G - HANRTE A ICMP
[H[fE5%>K (Echo Request)ER[m[[E[H[7 (Echo Reply) » iEEEFH0Z H Tepip.sys EUER(HEL - fEH |
HyaE R B R A S AL BTS84 -

B NDIS [ /2EEEnfE =, (NDIS Intermediate Driver)

] SR EN R S A 1 BR B AR B R R PR B EN R 02 6] - T RESHEHLAT A H.5e #nY4E
EEEFE - BROIPGER » MRRERE LR AR R RER R SRR R - FIEE T [ e SE B AR U R
BRMEZ A S AEEL H By MAC (irikiy588E Z G HHE(Ethernet Frame) 2 i IHL 8 5 =B S5 FHEUE
MR AR FEEN 2 0 b SR a] BB i e T B B2 ds - R AR EE U ALK
B RIS - A GO E RS E R - HINIRE R LA VR B
e BUSBRENTE Uy B %5 7 2 R B R Y — (R E15 - PRIbZ4h - T EREiiE=l
THRETRN » B TERAEUAERS 60 Ay e fli]l R SEHIEETE -

B Windows 2000 ##EHE#E S EFFZ = (Windows 2000 Filter-Hook Driver)

HEIETRESEENIE U (eI Windows 2000 RRAHYIR S 1F 5% 28t B da sC iRy — (2. L BE Bz
N ZHEEE N FEEEAA ipfltdrv.sys Frig (A aE s e B - HRIRE R - 558
fF o FEAVEMEZE ipfltdrv.sys FEF—{E RS R ERY (a7 =((Callback Function) » {14
BREOI A 1P EE - 2-25 RyFAKRIAIEFTA TCP #&gayEifey =gl - it H2R R E T R
B FIEER EEAFFZRIRE] - B RN R s —EiEEREREERE 0T - EE0
EIRHVERN LIS E RAYIRE] o EEAh - MEZRAE IR D oty = o] DU EUIRT (3 28BS RR S A
8 ERAREE T ENVE NS - £ RAVER T » R HEEEEER IP - TCP 5 UDP
ERUREERE Y - ERIRHIEANEE - RRENEFREIENE ARSI EE R R
SN HASERY TR - AEESR » R AR NI TEEERIVIE B0 B N EL R AR Y7 BUS RIER A ]
REIE RICEE S SRR FEER o BN DL EREREAEREL - SOl R HEE SR ST % -
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PF_FORWARD_ACTION

DropTcpPackets(
unsigned char *PacketHeader,
unsigned char *Packet,
unsigned int  PacketlLength,
unsigned int Recvinterfacelndex,
unsigned int SendInterfacelndex,
IPAddr RecvLinkNextHop,
IPAddr SendLinkNextHop

)

if (PacketHeader->iph_protocol == PROT_TCP)

{
return PF_DROP;

b
return PF_FORWARD;

b

Figure 2 - 25: Windows 2000 Filter-Hook Driver Example

{

B NDIS #if#EEENTE = (NDIS-Hooking Driver)

NDIS fii# e snie =02 # F st B 2 B — @2 O A B L fEEEI 22 - H§ Windows 95
1P S HY Windows 2000/XP/2003 Era](HH] - Hydf 7 EACHATH—LEdhlE - FERAYAGR -
FUE (IR RS H R ER  NDIS /A AT (L eRsUsE Ay Uitk - 20tt—2K - FrAREI NDIS
AYEESR - g Se BT H CHYRER R B (R s 40 R ARk Ut 5E Bl T - BRI E
s bR A LU IR

&g ndis.sys HY M H 2 (Export Table)

FEREFELRS T > THTFER(EE DLL & SYS)H/HENE il EHMI TR
(Portable Executable File Format) - ft ) HAM S S 4T A M EYSEBTE = A
PEHFE > NIE AL ndis.sys HIBE TRl T LUEREHR NDIS /Y APL - (ff EEH A
NdisRegisterProtocol() - NdisDeRegisterProtocol() - NdisOpenAdapter() £
NdisCloseAdapter() - F&E# it APl 1%, B #ITI] NdisOpenAdapter() fi7 5 £ 1Y
NDIS_OPEN_BLOCK &ERIEHEIEIE - iz B RIEGIRE AL ndis.h fHEN - ERVEZEMELE
PEANES T EEHEBWE S RIS SendHandler - SendPacketHandler il
TransferDataHandler - 41— (EZR T HEHGETEVENE - EHEBTELINTEET]
SeEffe AR - RGeS ALE ndis.sys Z & #GHE ek - 1T HoAR 77 e B e\
Ul tepip.sys RIFRFEE 2% - FRItbZSh > ST ZERAEEIER - JaEEE > FER
FREN & AL RS TR E I -

FEZ= %175 € (Dummy Protocol)

FEAREZ 0N > FTE E LY 6 E 72 125 18— {18 B[] B 1 XE A R AR ey - AE (il

ARG R IR T ATA Bt E Ry NDIS_PROTOCOL_BLOCK &ifl4dhfE - % &kt
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=H NDIS_PROTOCOL_CHARACTERISTICS -~ NDIS_OPEN_BLOCK Hi—{@&$5[m | —
JH NDIS_PROTOCOL_BLOCK ZRIGHIBHFEIRATAL - ([EAEIE - R ERHEEES
[FEIRAHT NDIS AR FRYES > 1 HAE ndis.h fEE A —EFEEES - EHMATEE
ey ZE s e BE BN e =AY NdisRegisterProtocol 2 {% - NDIS &ttt ity A & e
SR B BRI (F B SREG R AFEIE > BT DU SR ] DUSE e (e 2t B AR PP 7
BHYAIEIE - A BETASBNERAER - nEREAVRHEIIA SRR -
AL TT A SRR > T ZAERE U HIETA B AU 7R 5 A SRERRCAS T (5 A A TRy
BRGERES -

FERGAE > NDIS filEBBENE sk ALV E (FRY T AR A A TER - (B Hhress R > A
LISHHUFTAEER NDIS Ed TDI JriEARvEE > HFEHUSRIE - EAREAE 22 a8 A A EE DL
GUBISERHIREDT A o axaT RAFHY NDIS BRI U R AR B VBB e IR ERTA R - BRIt
ZINERT e 18 BN LR B LS R R R SR F2 - (Dialup-PPP Adapter)Z -

| Routing Mechanism under Microsoft Windows |

B EREATEE NetBIOS Tl firgsspld 1P ribze 12 - 15(E IP B EL MM S8 28 TR L P R
Y 1P Airdk o BRI EERE Y IP (S BFOEVERE - HadAAE356HY TCP/IP LAEED IP %
Higs 2 - MRS X EHECER HEs BN INE Sz L MR GEA i —EAE - B T
HEERHYATE - IP i E AR IR AT AR - BRI RN HITHSRLE TCP/IP WG ERF Rt
WL > i AR (2 F P 2808 H T A B e S LA B 25 AR B B0 © FEAREI i
—— MAEGR BB FVEREEH] > S RE 2.4.1 WWELBRBERBEEL - 2.4.2 (PR 243
ARG AT h e

| Direct and Indirect Delivery |

Wedgikry IP EPELEEFY IS (E R B A Se R B 4% H BB 6 51— (lES HH 25 2 (5 FH g A R ik 1Y
RErPHY—TE - SRR A TIRE R Ry K S AT KR ELRE AR 25 BRI BRI 1%
B E#E7% (Direct Delivery)

HRRRASAAE P ImBh(fEsn 22 ikimel IP BEEHEs) F EREHEEnVARs FEE B E IR ad H
Y o IP DB 1P SR BRI R R — (Bt B A ERe L Hb VRS 7 i R =G UE (P10 2R 4
AU ERAERR) -
B [E$EIEE (Indirect Delivery)

[EREIR A3 AR AT IP Uihb (fSR 2 8 A0 EK, IP RS HH48) e X BT AL ) — (1 TP fimRh(IP B3 H4s) > i
TR HEN A RIS b o 1P WRhEtEe \P BB B R —(EA1E IP R s ERS fhE
4RSI R T ERE (BT 2K 488 BEC IR ER RS -

29



IP B3 i BE B s B PRIk UsH & - 2B 2-16 > EEEEMELE B Uik > A Indhbr A
ERE - EEEEEL Cnkh - AlnBi AR FHERE RGeS 1 - BREES 1 PR BRI
SaigHEs 2 0 BEFES 2 AIPR A ELREIERESS C Umddh -

et
S
_

Roudter 2

FRouter 1

Direct Delivery
Indirect Delivery q

- EEHIE WS -
Figure 2 - 26: Direg;fa’ng_ Indirect Deliveries

| ”

Routing Table A Ve £ |

'ﬂ" [ 4

""'.l

B ERFREE T RATY IP 4EREHTE ;ﬂu&ﬁﬂﬁijéﬁﬁﬁ(ﬁ%@%&ﬁaﬁ%) R FTE Y P e
TR Y 1P 8854 > FTDIBRERRIERE IP BREHEEAN - (HTAE A TCP/IP {7 E R
BEA R ER - HNE—RYIREZ G REEE N TR B 4C e TCPIP AR FEn
BB BN RE I BARS FHEs T BT AERI ML - B —(E 1P BRI EE AT  BEHRG A A E
T

GEA B R L (Next-hop) 1y 1P firkl:

B ERRPARER - G224 P ALHEENZ IP AN ERY IP il o Wi HEeE. - 43

2% P firkk-AIZEE EHesf IP firdk -

W ARG AT

FHEHERD T W ARG AR E B VS T ERS ey B RS SRR /1 -
W PSR R
—(EFE R EE T LT &R ¢
A& 715 (Network ID)
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B HH P B E Y 48 B S AU S B E Y o 48R Sk A6 T DU DU A B AR BRE fY (class-
based) > T4 (subnet) » E4EEL % HIHE(supernet network 1D) B2 —{[& 1Y IP 7k -
A% = (Network Mask)

HEEE SRR EC Y H Y 1P (i B4 Rk Rl A o
KR (Next Hop)

TEEREY 1P firtik -
1 (Interface)

{5 I (] SRAERS S P IHISE L
N\ (Metric)

Pz HE s (8 e (U ERV T - B A S8 mTRE FEAH [E B AYRYES H 7 AE I 8 7] 45
SR R Y — [ o T dRAY A TS B L A S S B8 P s A B B (P& A Y B
as i H)

IP EEAER

Metwork Destination Netmask Gateway Interface Metric Purpose

0.0.0.0 0.0.0.0 157.55.16.1 157.55.27.90 1 Default Route

127.0.0.0 255.0,0.0 127.0.0.1 127.0.0.1 1 Loopback Network
157.55.16.0 255.255.240.0 157.55.27.90 157.535.27.90 1 Directly Attached Network
157.55.27.90 255.255.255.255 127.0.0.1 127.0.0.1 1 Local Host
157.55.255.255 255.255.255.255 157.55.27.90 157.55.27.90 1 Network Broadcast
224.0.0.0 224.0,0.0 157.55.27.90 157.55.27.90 1 Multicast Address
2553.255.255.255 255.255.255.255 157.55.27.90 157.55.27.90 1 Limited Broadcast

Table 2 - 2: Windows-based Host Routing Table

R 2-2 o TR EAR RS th eV TR R o B B RA RS E R
WiEA IP firdk 157.55.27.90 - 49p&iEE 255.255.240.0(/20)Ei7EE% & 157.55.16.1 -
B L BE AR DA T B RE RS H
THEZESHH (Default Route)

AE {E ¥ e F PR R 5 s TR S — (E 4R H 7Y £ 0.0.0.0 AR AEEE I8 5y 0.0.0.0 -
RIEL - SR A 1P (irdkskEsR - THaeR& H B pE A A= UCHC(match) o (ISR THERRS A Kyl H
FoM AT RIS AR AR - Z 1P EE &M rH(Interface)#N 1P {irhkFT SR/
T 5E s Fl [ 7 (Gateway) il Y 1P ikl
[B]3:481% (Loopback Network)

[ AR (I s T AR B 20 127 .x.y.2 BY{EAA] 1P firib s - 2k 2] —(EFF

SRAEEALHE 127.0.0.1 -
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B PEE 48R (Directly Attached Network)

A S AERE AR (1 S ME S E BB RVAERS o AT EREERIAERS 1P BME A G st E
PR HER M BRI EAFI B - ZEETIRTEREL i ESmERY IP ik - BE
WRaZ B LRI Rl P Lk P R4S 7 R A -
At F 1% (Local Host)

A EHEAZE - EHEERZ EH IP LN EREH(EBEZER
255.255.255.255) - FA 1R FA% IP ArikAy 1P 8 &kl & g L Bl [alix fir k.
4% ERE (Network Broadcast)

HERS TR — (E S FE S PT A T 48k B R R 1k (B TR HIATA T4 A s s 1l
B85 157.55.0.0)/Y E RS b (4Ep& 48 iy 255.255.255.255) o {EfTA 1A B REE R (L
HEEVES L E T S TE SR kG 1P (k48RS E-RATEH -
2 BEE A HE (Multicast Address)

A D BRI 4Ers I R Y 2 B E A A IR ARGk R Rl AR B e ikt [P (i ik P fE ]
FIHEES M R 2R L 1P B -
IR HIHIERE (Limited Broadcast)

PR BB A k2 = s (A 5 &y 255.255.255.255) - HRHIHYERE
BHEE L RES 1P ALk A FERIRYSEES T P KB A -

B RRERSRRR
Fo 1R IERZ AR — (s R AR R SRR - IP i E A T LU N HYRAR
Rt R AR I - ST HAY 1P firhk B ER A 55 A (i T B (bit-wise) #E 5 B
(AND)ZEEE o RFHC45 FELEZ M i Y 4 p& s A B (i B =R TSR
TR HUE G et - HEA R & ICAC(longest match)iyEs i (B2 H Y IP firhk & % 1T
FFEHIRE )RS o R UCHCHYRS FE Tt H Ay IP ALk IHREAIRS i -
WIFA 2 A B R UCBC AR (A B (R B AR - 25 (B E A R4 s s m IS A s ) - RS
FHEAR A I AR BE R A RS H -
AL 25 A R U lic H A MHEI SRR - AR FARR BT SE H h — (R 22
TR -
e HHEE TE A R E SRR B G P fizsik - IP @ fE A 7 PA N YIRS ¢

WISRAE A RS T  EMEARE] - 222 1P Arik st e By 1P EEAE BT IP itk -
WIS E A IR B EL IR ] - 8E% P Arhk#iae e Ry Ak -

Pl‘ﬁﬁ

FI‘FFH
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8 R SRABTE YA R RS RN B —(E AV - WAV s i Al A Y — (8% % IP
bk (2 2R, 1P (b B —5RA R ARESHARARIAIR S —(HEs - IPESES
BEHRSEER o BNERRE MG - IP BRHSEIRRE 2N AIE L E A E - 41 TCP 2 UDP -

B EAERR AR

B GEEER (L ERY P ik > HARE R —(6 2 R E AR (multihomed) 2457 - %

AR AR R DA = AR
B4R 2 {1 1P firkk
B —HRMER S RER T
% BB EER B ARG

& P B SR {2 SRR AR EAPTAA L - IP BSHASRIS G e I E HISEE 1P L
HEELS I o NIE > BER EEE A AR EARE SRS IP B R T RS E R R
HFYES L o AERHEARYAIE MAC firsik BB IEAES S A ER /i - 12k 1P firkkRIE
KEFEEARE > A E TR AT T ESBERY IP Lk -

B2 B AR R D RS R R E A RS S B - (EA SIS & - WMRA RS
B (R o s H P i 1P Arkks WIS RN X A —(E 5 — I TR i~ e
ESER RN 2 (ETHECES - BIMERNTH RS EH & TCPAP #14a LF REtH 751 -

| Physical Address Resolution |

BB P firkkBipg R SRAEAE o P e R F i ARG B SE% 1P firkk Bl i -

P P e A 1P EE - HEIE IP ALk y %245 ARP iiE ¢
WIRIEL. IP (LB HAY IP (b AHE - ARP e ST ERERE - fEERIRX L - HAY IP
b ERHY MAC ALk WA -
WISRAR P (kB HAY IP fLaEAE - ARP e sy TR o HEifiRE 1P ik H AT
IP I B 48 HAY Z VRS s IP firkk o fEfSRERZE - p&ibes 1P (zakFr fEEIy
MAC firsik 0 ZH i fifgsse -

Ry TSR P AEEIERY MAC firkk » ARP {758 11 H S AU AU RE R il (540 £ R 4 P& EEED
SRERGERS) L F BRI AL BBy ARP ZKERIE - ARP [EIZE & #ix[E] ARP SRS
o HNEE TERAvIEE IP ArikArEER MAC fizik -

B ARP JREY

Ry T 4EFF o B0y ARP ZORERESE — (B S/ NIV E » 572 TCP/IP T @ BN A T ARP FREY -
e —(E TR IP ALk EFT S ERY MAC {irhl 2 %A% - ARP HREVEES$1£X ARP 20K
SERTHRE - ILAL - R T EHEA H ARP BREL » 413 2-3 R -

FENAEREEAYE R - ARP HREEER PL T YAEE
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ARP TREUR L 7] LU BIREECERFRERY - AFRE ARP BRLE K AHY HZ2H TCP/IP e
(ARG - S AR ftHY ARP A FREZORTFEIIIA - FFRE ARP BREUH 4 A 2 5
FIMASHE IP fiZhkey ARP 553K - BlaNEs dessifelies - F#R& ARP CREURALHIFREAE N E
SRS 7 1T S (A AR P R T B BT

BIRE ARP HREURIOL A — (8 5 FEAY T 8B A 2R &8 e B ] SR (e PREU A RS BRaZ R AL -
BIRE ARP PREURALAE WIS B TCP/IP T8 PRATATSG E R/ A 10 578

Interface: 192.168.40.123

Internet Address Physical Address Type
192.168.40.1 00-00-0c-1a-eb-c5 dynamic
192.168.40.124 00-dd-01-07-57-15 dynamic

Interface: 10.57.8.190
Internet Address Physical Address Type
10.57.9.138 00-20-af-1d-2b-91 dynamic

Table 2 - 3: Windows-based ARP Cache Table

B ARP {2

IP A€ EAE N4 ARP A2 = ARP SEURETIP BfE1 - HE2X P {irhk S I W e B ek BT LAY
JIIE -SSR B SRR CARPREEEATT N AR - AIEE 2-27 Fo

1.

FR 7 EEgEE 1P fizil - ARP WEERSEERY ARP TREL > fiamiZtix P (rhbavifr -
WERZALHFRET T > ARP EBEEBER 6 -

AR HFRE] - ARP fgh e 0T — (B & 8% ARP Z0RS M MAC fizilk » #7% ARP
FORS M 1P ArHEERIREE IP {irhbry ARP ZOREHHE © 28 ARP {1 (5 {5 F A8 & 0 1 A1 B
A& ARP 223K -

P LR TS (E TR S E T B ARP 20K AISRBEICEREY IP LS RTEK
0y 1P firsk(thst/@®eit 1P fizhl) - ‘R ARP SREGRHICERTIIA ARP SREFAA AL RS
JE o AR BECERRAY IP LAt A RF SR EORAY IP ik > A% ARP 55K G HEE -
PAERICE —HEEFTZEK MAC {iZHEHY ARP [B17 » I ERHHIXSG ARP BDREVEEX
%

& ARP B #f; ARP SOREFIEFFTRU > CEE#TER ARP SREUIA ARP ZREL ARP
[EIZHIALEEITE - PEi > 07 EARAEH ARP PREUAET A (LAY i Ik S E -

i |P EFELRE s oAy MAC fILHE B A E SRS T4 -
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A n ARP cache is checked

ARP entry is addedE p8 ARF request 15 sent

ARP entry is added
.FI.FlF' reply is sent

Figure 2 - 27: ARP Process

A& HEHHIE 2-28 ZK[ElEE— T TCP/IP fif e B fE e e TR T HVAERE AN - ‘B WL
> HESRT IP BSHHEUE ARP 853 - EFIHVEERGIEE IP e 5ER - thEl2{E NDIS fri2
o AR > BRI ﬁ%‘—ﬁ?%ZitZ]%lE%Hn“ Rt a)ed T th TCP/IP e B 2 1% » (EIR—({EE

S LKA ARIANY LR HEREHAE - -

NetBIOS RPC ' Winaz Windows

application dpplication Wnet/Winlnet Sockets
Application Application

Applications and User Mode Services
Application Interfaces

RPC Whet Winlnet

MNetBI0S windows

=LEE0 Sockets
User Mode
Kernel Mode

| Redirector | |  Server |
[ weteT | [ aFD |
TDI
| TCP fJUDP |
Packet P
Classifier = | |IP Forwarder| | IP Filtering | | IGMP | P

Traffi Packet Scheduler
[:::trl‘; |F‘acket Queue” Packet Queue ||F‘acket Queuel |Packet Queue”Packet Queuel

NDIS
NDIS Wrapper
NDIS Miniport Wrapper | ®.25 | |FrameRelay| [ atm |
PPTP ” Asynch ” #.25 ” ISDN | | Ethernet | | FDDI | |To|-:en Ringl

Figure 2 - 28: TCP/IP in the Windows Network Architecture
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Related Work

| Wireless Data Network Integration |

PARAVEEEA B R EL Y IEEE 802.11 fEAEAY M4 E I 4% (Wireless Local Area Network, WLAN)
i 2.5 (A EHMu sy B IR (General Packet Radio Service, GPRS)EZE &5 3 (L& Ek{TE)E
Z.4t(Universal Mobile Telephone System, UMTS) [20][21] =\ /i T IRk Ay 43 1 2% T 17 Bl (Code
Division Multiple Access 2000) 47 48 E& (Wireless Wide Area Network, WWAN) & 157
Ryt B PR AR AR 0L © 8 I PERIT AT SRV R M se Ss i AL RH 71 - 802.11 HyfFEAE [19]
[EFSE 1R RERE AR & (i T R (7 HIURT - Access Point)HYZITER #%{E 1IMbps F] 54Mbps %
SR MRS AR - A0 802.11 {FHUR AL EfVHEEE NATEEE AR » H5EM
EEN SRR DU PR (Hot-spot) - FIAIfREEELEIS S - HEHY - ] 2.5 fEEE 3T
A T AV IR AERS - RETORANESIE - MR ARIVRIEZHRERE 32Kbps
FlFm R {EAT 2Mbps - EEZAFE IR EISH A S5 E - FEEE A ERr L - e A g
PTG 12 WA AR A S A AR Y 2R RS B B A AR B AR o R B AR TRl - #E R EE
&HY 802.11/2.5(3)G k1% ~ 2.5(3)G & jEE B smaae IR 49 IR i it & (Wireless Internet Service
Provider, WISP)&E3 FH MV E 2 Whes SEEERHY B BE G e 44 (e #E S AT A AR Y = 2R A B
B2 51 - (B EiE 2 F R R R T G (E 2 Y Nk

ARG R EON E (S 1 4E ey (European-Telecommunications Standards Institute, ETSI)
FTHe A W AR B S 2R AT 3.1.1 Tvipng » AR 312 PRef B A B R S HIAG -

| Interworking Architectures |

FEfe & SUE AR RS b > BONESIEER G HET 7 iiEARI R &5 1RHRE S (Tight
coupling) BL5AEYE#%S (Loose coupling) [24] - LU gkiS RIEAME A AL /M4 -
B PumaFigkE o kg (Tight Coupling Interworking Architecture)

R HHERERE T AR R A RS 1R R T T B ER (S YRS P S PR R Fe— T AR PR AU
% (Radio Access Network, RAN) - gl 2 fEsR sk a pe i G s e B E i T B S8 A Ay
fE ° BL WLAN £ GPRS # & HZRIE R - AlE 3-1 Fos - (@S HY GIF (F2 B st thseryocit -
EEATENE GO AR SR 1 AR I A B 177 e s R A B R - B AE TR AT BV RS 4R
SR RS B0 PR I E © T EmAE LIRS T 3R B AR A SR S I A S L (FAH
HIFERTTEN R (SRR T E B - AR EARF B R MU - AL > 178 SEER 5 A
TEANARERGEBTEEGEHEREEATENE S MR LA E AMEEHER - s
St A EmAE SRR S R _EATEE AV E RS 0 E Ky el o 7S WA A (R A A S e S A [E B REEE - A
Al ~ EERBLIETE 2 BT o FRILZSN - PRSI RS - EHAVERNE B 20T DU (]
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AERATE RS - A FREESNGE Mobile IP sEAHBER A Befe BN EraRAERHE S - 5551

B A TR S AR SRR IR RV - B P R A L BRI &R DY -
A > EER IS EERIHGAE - H ST HEEERUAL SGSN(GPRS/UMTS) =

PCF(CDMA2000)_-F2 {58 iy A IES o 1 1 2 fhr R S AR St S AR B - 1777 o 328 13 (8T Y 48/ TRl I T B

ZhE - JUEE BT SRR G I A PR SR B S A TE R (S s T SR B AU R Y ED 0 T BE

Lo

A BA SRR R R B I AR AL - AR E AN BRI 2 R RS RS & UGREE
BRI N RO o H [EIR S S T (S R B AR I A B SR A A g H R BT R
& - thutiEsh - BIrE SRR I R PRI FE S TRV R (F R e B SR - SRR AR T
BEMEEETRES o I SeiTR F R IR RO A B F T B (GRS e s - B3R
SRR BRI S AV SERE B ER T TEh R (S S Ay A Y 28 A P #EadiBi (Universal Subscriber
Identity Module, USIM) = a]ffr 1= F Hk 54 (Removable User Identity Module) [22] 2 5256
il o BTSRRI A IR R DL AT BN R S AR PR (A SR

E EICHIIRN > HHY BT S TN B (S RS A L AR R B s PR A o S (o R B S

RO IR R A B B AR I AR Y WISP SR

_
Feature

! Radio
I.'I Radio k - —~ e ser'.rersj P
| netwar ~ ' | = \
II (UTRAN/ {AuC) _\" Operator's [P e r"/- |
| gﬁpﬁ? oy GPRS core network : Internet
——_
5GSN GGSH Firewall L

= Billing mediator

Billing system

WLAN network \

48-bit |
802 MAC
address GIH: Distribution system

GIF: GPRS interworking function

'* | # L |
\ / { | CG: Charging gatewa
. Beacon (55ID) / Beacon (5510) /| Beacon (S51D) VT Ho”%E I%gaticn rg‘gimr
\ AuC: Authentication center
- - . SGSN: Serving GPRS rt nod
M BS_S L Bfis z Lebee v GG5N: E?ar‘i.:rg‘fa}' GPRSSUSFEJF:JC:JDr??'uGEdE
‘\\/’

B55: Basic service set
AP: Access point

\‘_ 802.11 extended service set (ES5) _/'

Figure 3 - 1: WLAN/GPRS Integration with Tight Coupling
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B SRoEsE LA 44 (Loose Coupling Interworking Architecture)

BLOCRTHIAEAREL R - ERRAUHAS R S 4 MR BRI E R RS G FRTEEEH
ZOHERSITTE EREALE WISP AEHY 1P MR sE e RAPRaEEs - 21l 3-2 s » fEIEAYHE
T ANIERHEHI B E ATAE S B HVAERS N RREEREES - sTEBUTEVERE - A - AUREEFA
EraRavst > CIMOZACEEE - LL CDMA2000 HY;RICAKER - LR 15 IS 15 25 7E % Mobile 1P
THRERYSZ TR AR e FRES GBS HUTTENE B - [RIiRFt 2 SR EE A 85T 2 (Authentication Authorization
Accounting, AAA)HYIRTS [14] 2KEL 3G ZEAEERHY AAA fAlfss 4.8 - [fE UMTS J5H @ HR
UMTS B SRS F2 40 AAA B Mobile 1P 221 IETF i€ » FTLARRE E ZHIELCIE G UMTS 4
% - Mobile IP ISR NI A GGSN AREE B AE 4R A is 81 UMTS SeiEs Iy R ETaR U -
BE—HEI R PR H A BB S O E UMTS 48E8UmHY HLR 7] DARRE8 B2 - (RNt i
B PSS AR AR T AAA fElfiRas L RETTARRIHY A (E -

PSRRI R e B R EZEATEEEMEE - BEEERE > WNEAFREZETEE
(SRBHSIRIE RS - LR 2 HIRE] - B WISP SEEAGR » IS - REABHSTRECN 8
B o BHTENE(S FEE A E MIRE1E Fo At 2 (AR i S A S A i 2 JE U 2 T /R B e HL o <3k
o HHEE—Y o BHEFTSSE ORI T EMT KHE FEAE S E - AFFZmiE
HAE—RARBIR A E n] 2 R A R o ARG T S 2R LR R i aE R S 2R e
—HYA e B AR HA T B E B T T

e
,'ﬁ Fea tth

'IIRBdiO "ZlHA servers ¢

I|'I access % (l Lk | _

f HEURTE <1FAu0) | ™ ¢~ Operator's IP \

I (LTRAN/ o BV, % network

| GPRS RAN) | .*" GPRS core E l

| — N Internet )
SGSN GGSN Firewall |

_\‘-\_ . ‘__/JII

= Billing mediator

Billing system

CAG: Cellular access gateway

CG: Charging gateway

HLR: Home location register

AuC: Authentication center

5G5N: Serving GPRS support node

GGS5M: Gateway GPRS support node

And: Authentication, authorization, accounting
F&: Foreign agent

HA: Home agent

Figure 3 - 2: WLAN/GPRS Integration with Loose Coupling
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FHCL YA al &l > WfEER S TSR HABGAE: - HERBEER » BEEGRERERETH)
R (EMRE £ H Ay 2 — Ay A AR S I A = B (S (RS - ARG RS RGN E
BB B AEIBTTEN B SV LA RE P PRS- B R R R A MR IR AR
£ o il ERTEEHEEESAROANEZRITH RS R AR SRS > IS A
TIHZ SRR A i R PR RS 2 B G ANE -

Currently Implementations |

H A$ % 5 AR QR I B S R IS AT B2 ST SE SU A DRVRICR 3R A/ BT FRHREI 3
IHEHE T — B -
B NetSwap - University of Portsmouth

NetSwap Ry 9Ll & 225 B KB4 R T 4R 4% T HYNET 4002 B , (Seamless Roaming
Between Wireless Networks):it# FEVEY) [27][28] - 1Ea% Z e A4mE (] 3-3) H A s 2w
FARUHGSUHTRE S 2008 o TEERZRRE N ESAWI(E TH: © NetSwap BEENFET(E1 NetSwap [FESs -
BT - NetSwap BTGB T EENE A E A IV4Eis sty ns2 [32] LHEE - WimE I alE
TEHVHREG 23 - & T ARLS 42 AW (B relffiu4d

GPRS Interface

NetSwap Mobile

Gateway

Correspondent

Figure 3 - 3: NetSwap System Architecture
o NetSwap EEEF2= (NetSwap Driver)
NetSwap SEFHEA S/ TEIR b 23 T — R R/  RHVEEE - ZBeEhE=UE
TEFTA HEER R ERERERZ - B 3-4 For » E/EHEHER TR E
FREGRE MU T8 R —(EK 2 B A RAVRERR S E - NetSwap BEEHEHYEE
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WA B G (U E R 25 (Proxy) » BLHAMA FAERE S E (B140 GPRS 2 WIF)HIFEEL S K
EFAEM - LSS ERHE Y NDIS ZEfE20eE: - NetSwap SE8ife A =& L2 — (& T

Application

TCP/IP

({NDIS) NetSwap Driver

GPRS

Driver

Figure 3 - 4: NDIS NetSwap Driver

NetSwap SEBYIZsE B BEPEFTA IR « IS AR E LI H AT
SR S XTI SRR F SN TV TER - B - SRR
[ EETAGRE - BRI WIFi (9ERETTEELL GPRS 75 - BRUR Ty MARIEE:

230 T T2 5 P e RS 1) T oD — (BB S 5
S4B RS el A Bt R R e e 1 R RS A o SBIAGR
NetSwap STl LISk CHIARIR 10 - Sk ® a2 ARy sliEs) 11 e
AR 31 L GPRSH EEIST LN - 48 T AT M B o
B M A R NetSwap SEBIE = -

£ TR - NetSwap BEBYR SN EH AR AT BRI EHISNI A 55— (8 1P SR AE
(B PR HIZ3(NetSwap Gateway) - BBy =0 LS FFR 1086 th 28 08
AT AT BT IR AR AT o SRR IEE F T R S & DA AR R
R T -

NetSwap fifjiEizs (NetSwap Gateway)

NetSwap [ 35 R4 P EISUERS RT—ABSEE - acE P @I E HE L,
%o TAVEE —EEEN P AL R — KSR A AIEATRT E% R RE ) - T
T RIB A A £ S E A B TR B A B - SRS TAE (T B
AR A SRS — (B AT (Aways OnHlist » T HLEf61ii NetSwap Wi
S BT AR S A -



NetSwap WiFi GPRS NetSwap Web Server
Driver Interface Interface Gateway (Correspondent)

---------------------------------------- [ i

Testinterfaces H
. | ‘ Repeated at Regular Intervals or When Polled by osﬂ !
« B
PallReply ()
P4l
PollReply )

ChooselowestMetric() +|ResetRouting()

> MNetSwapAddressUpdate (WiFi_IP)

EetSwagAddressUpdateC K0

Send(Packet 4 i
: s Encapsulate(Packet) | Sendmg Packet via WiFi Interfacew 3

> Decafsulate%e Tcket)
han?eSnurceAdd(pack..tO ]

Send(Packet) | _Receive iacl-<et

Send(r_packet) ' |

| send(e_packet) |

sendie_lpacket)

Change DestAdd(r_packst, WiFi)

&

send(r_packet)

send(r packet) b

¢ send(r packet)

Figure 3 =5: UML Seguence Diagram for NetSwap

it 3-5 (Y Z 4 ﬁfumleuﬁi@ TERIRTE NetSwap AT ZRF ) A £ B R -

& NetSwap SEEhEEEFTEEHAYSPEF - ©EHA NetSwapAddressUpdate():HE &
1 NetSwap fEzsHIAE - (EREeSHEN 2 B0 NetSwapAddressUpdateOK():H
BUERtfEs? - HRE AR UR B ERE G4 NetSwap SESHEZ(/FEERVEIEIR X
PERRTESS - RIESHOUCEE A4 J T Decapsulate()i i E S R AaHTE 61 - B2
Z i’ E 1T ChangeSource Add ()R Y AT kU Ry NetSwap iz &5 F A HY ]
JE P {irhl > EARRHESCAREI G o MERRILE IR [ AR 610 - R 5 AT
ChangeDestAdd ()& E1HY H AUzt AR H NetSwapAddressUpdate()ERUE FTSRI1T
Bl H AT EE AN E-RAEY IP rhk o S& 6 aRE e E R T B e B TAE -

DL (RS2 %) NetSwap 1T8@ i ARMELE 140 » {ELL_ERY ME A EEsd R L

IR F [F LAl BT /r 4469 Mobile 1P - H ZEHT NetSwap [ & 25 7 i 2 A H 85 -
NetSwapAddressUpdate():fl 2.1 NetSwapAddressUpdate OK() A8 5 &4 i S5k B it B 78 » AL
WE I EEA9) 8 - AAEELEE Mobile 1P > NetSwap s ARYBRELAE S H e i 25 5] iR ] (2 5 500
—GITEIR > BRI ERAER _ EAEBORIIIRE] o 155N - 40[E Mobile 1P FrifBRYRE - &
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TTENmAERL A SRR (L ML BB NI & AN - H AT R B RS L PR R B B R 5
% e
B Vodafone Project - Eindhoven University of Technology

ZaT e el R | A RHR B T LR AT RO Z H AV EE(E2E# Vodafone 1571 73 Hi 3L [E]
EfEHEITHY [29] - HAFRRYEL O R RETRAY DIFABEEEGS - BT BRI RIEERST - e AR
[l ([ 3-6) A 55 S b S @I AR TRV G208 - IHOh - IERRBE Nt TR R RS
AR SeRIFTE MR I C B A Az iE 55U Mobile 1P fi77E » 5220 T Wl S22 Ay TR RLE R AEE
as BTN A S W& ARG B % FH 20 BB A 2 R RHSOK B2 (Helsinki University of Technology,
HUT)FTRE#$HY Dynamics .2 Mobile IP E{%: [33] - Dynamics Hyj* FELHAAHE /B S 58 8AVER AL
> R HAME Linux {F3E SRS | i B Z (EHIAY Mobile IP £ - AHHIIEAYE - BIASL
R IR - HREEESR - MBS I RERHRE EFAE Linux AVERIE T -
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Figure 3 - 6: Dynamics Mobile IP System Architecture
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Figure 3 - 7; Handoff Script with’ Selection Algorithm
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return the
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first ppp if

Figure 3 - 8:=Priority Inte ce:D “ ‘ mination Algorithm
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Figure 3 - 9: IOTA Gateway Software Architecture
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o |OTA ZFiii (IOTA Client)
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{EEs sy + BRI & (Graphical User Interface, GUI) » 78 F T HITT B L
TEEAE R L O 4R o E HE B B AR BRI R - PR T TR E S RsE
$2HY Mobile |P HBBUETTREL T HITTENERE - MEEEME AR 7 — (B S AU B Es
RELRGHHERE - tWtEH N EMAREAGR - ARSI TR AR -
FEl 2 A (s FH 3 o T R Fea (5 » BRPEEAPERI A P ImAIREE © [FIEFFEHHAE Mobile 1P

F3E/E IPSec » 3% 24t v] T 3B EHEFA A 4818 (Virtual Private Network, VPN)AYZEE(E -
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'New code developed,
Specifically for
3G-802.11 integration

'VPN/IPSec integration
(e.g. Lucent IPSec
Client)

‘Interaction with
Existing Windows
OS modules

Figure 3 - 10* IOTA Client Software Architecture
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If ¢ 1s the current interface,
w. — { 1000 % p; + 2s; if 8; = L;
! 2s; if s; < L;
It @ is not the current interface.

A 1000 * p; + 8 if S?;EHE'
v 5; lf 85 {Hﬁ

Figure 3 - 11: IOTA Client Interface Selection Algorithm
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Sl el Mobile IP NAT Traversal |
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f bR % 3 24 5] 140.113.24.68 1y UDP i#:5% 54792 Fdizepicix{t 10.113.215.188 fyie:
5t 434 o [RICEENEE KB e AR A Ay s (i i EEEER 52 sk Mobile 1P RYRERT - ZRif - #5°
P2 NARHY 1P K 1P BRI EAIRE 1 - HRY IP RE IP BT A G HRIEZ &R
B EMLIEEE NATINAPT EﬂEElﬁ%HTIHZ%?W*ETFH@]‘@L@J%%@ Pt LA (SE 1 T8 AT AEALA
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Figure 3 - 12: Mobile IP NAT Traversal Problem
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| The Patent Solution |

SEHFI4RSE US2003/0123421 AL STt T—(E4E Mobile 1Pty ML ALAHE fr b i
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HE -

= NAT/NAPT Router

Mobile Node
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Home Network Static NAT Table

Inside Outside
10.113.215.188 140.113.24.68

i DHCP Server
Foreign Network

Figure 3 - 13: US Patent Mobile IP NAT Traversal Scheme

| The IETF Solution |
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{ir BAASEHE (L[S By 4 7Y Mobile 1P fEBH(TURE 4 R UDP AR AT Z Mobile 1P 2 i#iEE
> RIEEH 4 FoRiEEER A R—H 1P EEEATRERTENR)  40it—2K - DL UDP 2K IP £H4eHY
B RS AR AR o (B A AV LR R A R MR R P AL A E ERA (% > 3%
BB AT NEAAY 1 (i Ik B R SR Rk e T8N - RS 3-15 Ak -

4 )
Original IP Header Original IP Payload
Tunnel
Endpoint ‘ ‘

Outer IP Header \UDP Header MIP Header Original IP Header Original IP Payload

0 1 2 3

012 34567859012 534567689012353456785901
+—+—F—t+—F—F—F+—F—+—F—t—F—F—F—F—t—F—t—F—F—F—F—t—F—F—F—F—+—F—+—+—+—+

| Type | HNext Header | Reserved

s mat s e 2 e T e e st e e e

o %

Figure 3 - 14: IP-in-UDP Encapsulation and Header Format
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Figure 3 - 15: IETF Mobile IP NAT Traversal Scheme
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a 1 2 3
n1Zz3i4 5677390152 3456759012345 a6a738901
o et e L s S e s s aat S S S

| Type | Length | Sub-Type | Feserved 1
e e e o s a Ho e e e e e e e e e e o e o Lt el
|F|R| Reserwved 2| Encapsulation | Fezserved 3

+—t—+—+—F— =+ttt =+ttt —F—+—+—+—+
Figure 3 - 16: UDP Tunnel Request Extension Format
o 1 z 3

n01z34567855901%=2 3456785930123 4567855901
s T S B T e S B et S R s S S L B S et

| Type | Length | Sub-Type | Beply Code
+—+—t—t—+— -ttt =+ttt —F—F— = —F—F—F——+—+—+
| F Reserwved | Keepalive Interwal

s B s s S e e a
Figure 3 - 17: UDP Tunnel Reply Extension Format
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Section 4.2 System Architecture
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))D)) Wireless LAN link
) cPrs ink

Ethernet link L
Figure 4 - 1 f?.'é'd'[g.MJe_dlill;efl;P.:gystem Architecture
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Roaming Scenarios |
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LAN-WLAN Roaming Scenario and Message Flow |

Figure 4 - 2: LAN-WLAN Roaming Scenario
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Figure 4 - 3: LAN 1
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WLAN-GPRS Roaming Scenario and Message Flow

'/ ,’lll'..=
(\\ A==

Figure 4= 5: WLAN

5 (1S5 ] 4-5) 007 e RS M et SRS 19 e - DA AESERY
0 BT Pl B 7T TR T R 7 1 R [ AT ERRELT » i A SITE AT 2 A th 22
F—aFHEs » At —2REA SRR i 5 SR L - BRI EEAEBUMY LY
A B i IR S B aE (Voice over Internet Protocol, VOIP)#ES Skype Firf &ty -
FERERL SR T A% - MEERE S — R EAVERS M A=A KBS EREITR - ATl
fRETE TR GPRS g RAVET T8 E B oS s A B 2 P4 MY T E B A 44
T— MM R PR - FEEE > A8 RIOMIP ZERHYAEES U] - R D Je L nE 2P 2]
U AN R ER VRIS R AR T > SRR AT 2R SR R BB R G R O T
B TIPS SR 00X HYERH]

ERTEEE ] > FfIEBE 4-6 ki — MEHRE |

57



MN GGSN HA CN

p Datagram }r-l

WLAN Media
Disconnected

Registration Request| | Registration Request*

Datagram

Tunnel

Figure 4 - 6: WLAN Handoff to GPRS Message Flow

TR DT LARRIS TR E P REHYRS | & SEAR I AR RS R EERE F HURL P E VSR E - [RfEHY
SRR EIBEIN Ry ok 25 B HUREAY 2R AE T il 2% — 4ERs BB PRAVERE - 2 4-6 Fom > & el

122 RIOMIP FHETHUR - (BB E s SREavs GPRS 8 - Y GPRS - PHS H&
CDMA 2000 ZHaRIyEEE -+ » £ , % HARIEESR » TERSERIR (E g IS 2
FFEY 1P Arh-SEAARE N - ﬁwﬁﬁ* '/fg LEHO BT RILERIREE

R -| iy

B RV S5 7 DHCP A IR ik
AR5k - & RIOMIP SR MHEIAAE % » (EFmm s i s
LB ) L5 6 5 B

T2 R S P 2 S A BB oSS RT3 25 > RIOMIP f2 it g 2t
R R R B A B - B T ACRIMEIBIBIE 4-7 A uB R AR
-

58



-----------------

MN AP DHCP i NAPT E HA CN

P Datagram

Tunnel <

Authentication Request
>
Authentication Rep

WLAN Media
Connected

w

I Registration Request I Registration Request Registre:nion Request* I_

;
I , Datagram R
Al L4

Figure 4 - 7: ( AN Message Flow

B BRI AR R RUAIEE i RS o B ER BN = Bt
B A o LR BT B NI % - SERR LR AR IR 5
DHCP HYZE(FREHHUYS IP il - EPER_5EpkAVERS - RIOMIP #) DHCP BRfZerr &t Aril
152 P ik TR EEAELG 257 Mobile 1P By TGRSR IL A R AR SR KERE - 12
RIOMIP Uy Epk i IaE e A SR I R P BR=RU5ER - #egahat - JRAEER GPRS {#iHy#
SRILRT (5 B Ehith UIHA R SO E AR IR IR AR -

59



S B Software Components |
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Figure 4 - 8: RIOMIP Client Software Architecture
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Figure 4 9 NgaF:‘Et Dn\(her Wp;kmg Flowchart

1856

iAE 4-9 fyiE T’E/;[LEIETU@ %"’E’j i ;I\fdJsFlt BeBntE AT AT A G > BE 2R
St —(EPER TR
- ROEA R AR S [ 2 R — ST R EAH s B (T AR R B E (BRI = - BV
F&H NdisFit SEBhfE=Frie trvfL A ERRER M HEAGENE - &% > WEHE~ZLFEETE
A2 o O R B AR EES (2R ] DeviceloControl <5 A I 2B e B B HY
[EF RS AT NdisFIt BEBIFER - a2 ek An R asny L@l -

2. & NdisFlt BEEHi2=# A 2 4i1% - © 5 BB A F AR E ik R CE AT e =UFE AR - A
SendPacketsHandler -~ ReceivePacketHandler 2 - [K[It4F NDIS BE#EHFE = (& 17 € BEEh
1230 PR E e Bk R PR R SR =) E 1S NDIS JEFIAE =07 Ol i L e R
FE EAEIRIR ko2 H NdisFIt BEBIFE =i Bty -

3. f£ NdisFit BEBEFEHEAYHURR=NA - EPILEE B — oy B E AR I8 [ er =00 F i &
T N SRR E (R R R 2 R e i R U A S 2 -

4. WREFEEGEES [ e R S - R NdisFlt BB (EFIMHE ERY R NDIS JER]
R T E AR AR R R Z B DAL AR B R T - R L E R A

61



5. Ef% - EfUEASEEEES [BERETIE  CO/AEBEE B — M E Ry e < (5 TR

PR UE | NULL)ZRES bR Bl sE e
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Figure 4 - 10: IpFIt Driver Working Flowchart
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Mobile IP Service Intermediate Driver
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Figure 4 - 14: RIOMIP Mobility Management Client Software Components
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Figure 4 - 15: Ada.pter Maﬁégemem Module Working Flowchart
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Figure 4 - 16: Mobile IP Tunnelmg Module Working Flowchart
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Alternative Tunneling for Mobile IP NAT Traversal\

| Obijectives |
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B SEe R iR A TEI MRS

FEHFIHTEGETZ T R ER T B PR A E f77 E FRL A S A B T8 M S PR [ R I e g -
WATRESR > EEMEAVESE F o BN ST TCP 5t UDP SVl Eie « WL ERElT
B - (TEMRIEE S ECE MRS (L B e YR B R AR SR -
m R/ MERVERSNRE AR

FEEMRRTEE RIS UDP &K 1P SR A 2R RER BRI N AR - I Bl
P 1P REH, 1P BHEEHARIEDR - ERAVTER W R RN B A A EE T EE S
R 73 B BRI A AR R E R - IIMERFI AT AR T € S FEN 0=
P o DRI T TRBIAY & (S R A
W EAERS RS A IRAR (Stateless) (b

FR AT AT TEN MR SR AU R JE AT (3t > AL PR A s (i Tk B s S5 1 S Rl (A (B A~
{BFAE o FrPAESZIRATT AR SRS (L IS e i [ iy OF ] DR e PR AU B Es A O B > T
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P IR B T Bt 2R (S (E (PTBRS MY B (2 e R IR A R TR > AR T B MY SR S )
T JE Rk -
B SRR AR

SR ETENR - TE S SR R LR SR E I L > IS —F B RE HEAN
IR Wt BMIFTETI /A B LAIN{E(Addon) AYEUE AR AR SERER T2 - BRI
M AR B pE A NHERVRE S - BEEAENATER R A RA R T S UARSE 4 s (i ik s
NETTERME S IR

Slelleli a2 System Architecture |

Correspondent

Module

tececccccsssssssssssssssssssssscssccccccccce socecccccccccccccscsssseq

Ethernet link

Mobile Node

Figure 5 - 1: Mobile IP Alternative Tunneling System Architecture

& 5-1 (FRHMIATFE AT EN A FRAG S 177 2 A i (L I B S5 A T B R B
o HPRIMIH AR E EBERR (i EEEEs - NIEBEN IR EHIRE - BRI MR ey A
SREIESR IS I AE RS L E T o /£ Mobile IP HYEE(E E > IRIEHER BCEER A > e
FESMAEIEL N H DHCP ks & B e Bt i ib4a 1T »  HESh - skl B —FA A SEPRAERS
firkk - E28 > SMHARIEGE R RS (i IR as A MR 2 R AR EE Rl A TR 4K
RS RALETT Linux (ESERGIAVEMRES - H ERR T R RS LAk R e a4 - BE I
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PP 94 fir k52 Ha(Network Address Swapping, NAS)S4H - ifii{ Mobile IP £t 1f - f
SR F BB EUR T B0 o b T 0 R 1 50 S S R A B

Dynamics -

Slsvile el Protocol Sketch |

Home

Agent @/
\ Mobile Node

Home Network

_
Foreign Network

DHCP Server

Figure 5 - 2: Alternative Mobile IP NAT Traversal Scheme

bhelEl 5-2 Bl 3-15 #y IETF @R J55E > bR 17 2GR H AN T 251 > IFTATLIEEREMHE
MR o ESCRARS AERRSRTE Y - AR L EEEE 2.2.2 TR KAV A LR
8 ANEZBRAEN e EHEEL TR R R A I SR o BxIEAR A s B B B SRR SRR (i b
SRR N EEE AR - HAEBRFRNARERA g o RAEER - WFRLHRRE S
AYHER - ERtE —(EE B A RS (i I R SR s - ISR R R FRBIH A 2 B - 1M
FTsRARIRE BURTE T A RHE 1P fREHEEH(Header Option)iy IP #1461 « &% 5 Elim aB s [k
afaniky > QPR AESHREAH SR AR N 2T 1P (I EAIREZEE 1P ARBH RIS H Y
bk - EEPRDUAORES FH(Source Route)JE(E - FHILHIAT » sz ARRHAVAR(ESE 221 1P &
BB e A& ER I RS A b 32 A B Fr s ry |P firik BiLslas 7 ERE (% > AT DABRAPT =]
DASSR4 AR SRR o HACHRRATER o IS 5 (B S B T8l 2 T I A - B 54K H
AR MRS & TS 3RS e W B 2 [T RS i ik B3R A 4 R TP A AR AL SR - I &
(SRR By IPPO KR IP AUEIHEE AR SEHY UDP KE P B8 o FEEAYZER » st b s i
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TG IP KE 1P BV > HoB RS R TENmA B AL Ak B EAE AT AR EHY 1P AREHEEIH YL
W IfESNE IPFREHZ 1% » AL EBERVEHS AN AT EEEHI R E - RS 2 b i
ATEIME SR HE -

Sielelellsii | Detail Design |
TSGR Fa A B /M 48B 1% - ARET R AIIER B T B A0 (T B 5 (R B BS AT E IPMO K, 1P
PRy E 23 8 DL R AR A (I s s P Y AR S i ML S AR A (T R B A a2 B G BT R - B
5.4.1 &/ r4aRT AT E Y 1P AREREETE - HK 5.4.2 ZHERR{HE AT ABAHAY SR - fR{&FF 5.4.3

AINESE BRI iR -

Data Structure |

IPMORE IP B R BIEAIE 5-3 i - EE LEIEAEEAN IP & 1P 2 EHE - HURE
SNEHY 1P FEEE (RN T — (eI - H A ARBRse R sa B (E ] B <T B RFC 791 X(ff
AL > 2 Ry (EUAE- R IE- 2 E (Type-Length-Value) A& 3 o DU E—— 7 r4HH Y 25 {
i -

Sy,
4 )
Original IP Header Original IP Payload
Tunnel
Endpoint ‘ ‘
Outer IP Header Header Option Original IP Header Original IP Payload
0 1 2 3
012 34567890123 45676890123456768901
B s T e S s k Al S e S B e e
| Type | Length |  Swap-Count | Reserved |
e e R S L e e e e L e S
| one or mwore 3wap Addresses ...
B R e S T T T e s S T
- J

Figure 5 - 3: IP-in-IP"® Encapsulation and Header Format
m IR (Type)
8 firyt - EETAV(E Ry 252 (111111002) - 1P FREHBEFEAN Y RIREMR AL A4 =CANE 5-4 Ao > B
& AR (C) fy 1 - TR B AR R P A VB R o &R BeN - TRz (Class)
By 3 Bh 7B B AN has N B AV IERERRTE - ZBUE AR o E A s I AT IR
REEFHY - FeikAEEH(Option) iz Il f 28 -



o 1 2 3 4 5 & ?
+—+—t—t—t—F—t—t—t—F—F— =+ —F—+—+
| C | Class | Option |
+—+—t—t—t—F—t—t—t—F—F— =+ —F—+—+

Figure 5 - 4: IP Header Option Type Field Format

B £ (Length)

8 LT » RCERIIEBEIARIL T RIE » (REAE RIE 7 —(ESCRALHERI S T - REARAZEY
ER8-
B SHRET L (Swap-Count)

8 fiyt > FCERE I THIALUEASHATEY - & GRS A HEEEE 25 A A 48RS ALtk SRR AH BT T AL Bk 5
BREEIER - DREATRAIAYERS IO 1 - e {E R R O -
B (%% (Reserved)

87T > AREEFHRIMIAL o AT ATEBREE R 2 52/ O -
B HAfrHE (Swap Address)

AIEBNRE » FI— (DL EAVRERGEES Ak - AR ik B 32 iyt -

Network Address Swapping '_
B BB 2 PRI (i 2 2 &l
BT 53 £5512(Outbound) K Ay (Inbound) REEEE S = DU S HEHE BI04/ 48R L b S B4 g
SEIFAT RSt L '
B JNEEMEEEFER (Outbound Packet P

xs.f

f EEEEA -

Host A

IP Header IP Header IP Header
Src: X.X.X.X Src: X.X.X.X Src: z.z.z.z
Dst:y.y.y.y Dst:y.y.y.y Dst:y.y.y.y

IP Header Option IP Header Option IP Header Option
Type: 252 Type: 252 Type: 252
Swap-Count: O Swap-Count: 1 Swap-Count: 1

Swap Add: s.s.s.s Swap Add: X.X.X.X Swap Add: X.X.X.X

IP Payload IP Payload IP Payload

Figure 5 - 5: Network Address Swap Module Outbound Packet Process
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EAERN AR T IR A Sx—EESEA AR TR B > 4E 5-5 For - RlzE
BIRAE N < IRV AERS i ik S a3 A (R BRI SN EL AL - TR N B B R R EEAR PRI

gt

Are e

MEAEES AL HESHARHAAH 1% B e B AR 1% 7 BT RS AR IR R (i HE SR SR e - SRR DR

1. fed IP BEEGAIIR 252 7 IP BEEHREEE - 415VA RIRFEH 32 ehARs (i Bl A B aH iR

B AR o SAIERSGHER IR - PR = -

2. HEREArHE AR E R 1P EEEEAIAYACRALHE X xx. X ERIFE 252 7 P fEEGHBETE P Y ST HAfT

Ll

e

HEME R (Inbound c >

HERRAL > SN RIS R Y SR TR - SRR RERHYE - SRAERIMIESTH
AENER Ry T R B R MRS (L MR SRR A AR - [N Rz iR T RERR N PRy
HE > HEGEACRA I S E A AT ARY 1P AZ4E p.p.p.p A4 B - (HEEE ARy
BfE > BLEATHAALHEBA L AT 1P fizdik s.s.s.s B p.p.p.p NEI4EEL - ARz EHEEEEARS L
HESER SRR A A 5T

B EHE A MRS (L AR SRR - 1P BN AT AR AL L & AR p RS (i MR MY
H P firsk z.z.z.z - [FEF @}ﬁﬁﬂ:’ *ﬁﬁ(ﬁﬂﬁﬁd—f R NHY ARt & e B R - I
SRS NEAE BRI R ERIEF -

E(........(...H.O;t.;@

IP Header IP Header IP Header

Src: y.y.y.y SI(R'AAAY Src: y.y.y.y
Dst: X.X.X.X Dst: X.X.X.X Dst: z.z.z.z

XXXX

Host A

IP Header Option IP Header Option IP Header Option
Type: 252 Type: 252 Type: 252
Swap-Count: 1 Swap-Count: 1 Swap-Count: 0

Swap Add: z.z.z.z Swap Add: z.z.z.z Swap Add: X.X.X.X

Figure 5 - 6: Network Address Swap Module Inbound Packet Process
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[FEISNEEM BRI > — Rk ST AR AR (L ik XA A R P R R B A 12 2 BT RS &G R AGHY A IS i B 3
S - FEIAPERAD T ¢
1. fe& IP HEEOH AR 252 2 P fEHTHEE - ARA ARE G s RS A ik s s s
B OEASRR - SAIERSCAGHERR IRt - D= -
2. QRS SHRIEAH AR 1P EEEEA AR AL 2.2.2.2 BLRIRE 252 7 P fRGHIEEIE h AT A fir b
ALAEY 1P ik x.x.x.x > A BAIEEEEEE AN A SR TR - &5 e s
EE MR A IR TP R = > BAIRARE BB R PSR - Ht el B
4 P FRSHBEEIE PSR HE A AT E A S R G T £ A FREHRFIRLE IP ik
X XXX > HIEEAEAE RS A Ik S AR F SR Y SR BN (1% S5 60 (F ] HE Z Ay 2P A e iy ik i o
2 > MACORERBIENETE P R A FE AV -
3. B AR HRSREERHA - ZIEARHREM R ACR (I SR SR B 1P EEEE N Y H Y
{ir IR fir B (i R AR P Y H B BRARAL »  IREEP R AV HEXCHABN R G s B 54
AVE(E o EIL(ESERATA N AR BEEER -

\ Protocol Description |

BET AR AR 25 1B b 151 T B 4 PR AR S T ek 1B e, e 2 R S AR A ) 1 P A Y A 1
ENGRT AR AR 1nh E R AR PR AL RS ¢ B S R TR AR AT AL 0 &/ T B B S AU B
WMEMECHIAR S i i 5 I o5 15 S /F AR Atk Sisia - T AE R B AR A B 0 i & fide
T IPYO R, 1P BT IP R P PR S S
B ERERTE (Registration Message Flow)

5-7 PRI EE A AUAR 252 7 P AR EETEAY ST i K B I s AR T B B o (AT 8
ZHHFEEORAE o DU EIRIRE A R B A e R I et e R o E2 D B

1. EATE R AE AP IS — AL A MR8 S fir kil 10.113.215.188 fF fy B fic B A firsik 2
% - EA—FEMERGE(ET A TAZEE) o HESEFGEFEMEREA Ryt 51
A 1P REGE 2 & 8 A0 T R AT ) AV ZURE 252 7 IP AEEEEETH - HHWE Ry 1B AHEE
BRI T B AEES O i BRSSO FRVAERE (A I SIS - % IP ERHEETE Y
SEHALHE AL P EAY IP fizkik 5 0.0.0.0 -

2. FEMECKEREAE BB PR bk i R O Y IR B B (R Rt 2 [F]_E— B ISR 2 i
R - It RAESFEREIEMERE(E A TAZE )R AR 252 2 IP fF
BRI A Y AR T B SR (o 1k e o 2 A 5 17 B i Y 4R B L SR B A A A R Y 4
BEALHE IR o ARERY 7 A AR SCHAG T RO RS 0 B ACHA A AR A IV &S
—4&H 1P firsb 2R E SR T B A R AR S 7 s TSRS A BYERe itk » st 2 B B iy
10.113.215.188 -
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3. By T EfTEhG AR G A B 28 EA YR A i BRI B S (R EE SRt E B 1P
AR 1P BYEHEE > RAER SR H 0 — R oraE R T T B AR AR R T 5 R [ A e RS
A EIEHTINAIRE 252 2 1P fEUEEEIE(E A R EE) o LEFASIOR BT P Y RS H i B
AL ATRCERY 1P firkk Al AT 8w firk 10.113.215.188 -

4. [ERERY > SR E S A b — T FTER B 09 P A B AR 7 e A R iy i R R TR
H oo FrRLETENRU SRR EIE RS (B R A EE) - RIS 252 7 IP fEE e
IEAN IR TR AR 0 AR E MR E AR EH IPC&H IP AyEHEES -

IP Header IP Header
Src: 140.113.215.206 Src: 140.113.215.206
Dst: 10.113.215.188 Dst: 140.113.24.68

IP Header Option IP Header Option
Type: 252 Type: 252
Swap-Count: 1 Swap-Count: 0

Add: 140.113.24.68 Add: 10.113.215.188

Mobile 1P = EBRN Y vobile 1P
Reg. Reply o == ol 4 Reg. Reply

cessccse DT =........>

IP Header NAT/NAPT/NAS RIS [51s
Src: 10.113.215.188 Router Src: 140.113.24.68
Dst: 140.113.215.206 Dst: 140.113.215.206

Home Agent

Mobile Node

IP Header Option
Type: 252
Swap-Count: 1

Add: 10.113.215.188

IP Header Option
Type: 252
Swap-Count: O

Add: 0.0.0.0

Mobile IP
Reg. Request
COA: 10.113.215.188

Mobile IP
Reg. Request
COA: 10.113.215.188

Figure 5 - 7: Registration Request/Reply Message with IP Header Option
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B HIEERESERE (Datagram Encapsulation Flow)

FEATENIm B o (A g8 s LA HYRE MR R - AR E (N 4Ris (i ka5 B A AR RS AL ik 3K
SR > AR RS E B B RHVEE LEGEA PO RE 1P (VEHEHE - [hEF/NE 1P HE
H ALk Rydgps A i B R0y A A 1P firkh 140.113.24.68 - [AYRE 252 7 IP KEEHEETH N AT HAfL
UL FRBCERY 1P AL ik R ZATENmAVRLAES izl 10.113.215.188 » 4t—2K » A ELERR{rkE:
AV AL STABNETR - T80 (E I IEF I o (CEESs Fr BT BEAVET & - WlE 5-8
RS o 55— 71 > FAMSEHIAE 2.1.4 G2 EAE F S A s AR i AR v IR E T ES iE E gs Y
B ERs o DRILERT TN AT A Bt RO ET S - BRI IR MIEIRE L T LA 1P Rk 1P
VB > HEERCAONER - FrUERD RS EEUNRERESIERT S [ - A

BRI AR 1P &E, 1P BYEHESE > 408 5-8 T-FEATR o FER eV E N FIaH
BFMEE > EAERAL - DA EERATICA SR A R IE R e R R -
IP Header IP Header

Src: 140.113.215.206 Src: 140.113.215.206
Dst: 10.113.215.188 Dst: 140.113.24.68

IP Header Option WEYTTTITEM IP Header Option
Type: 252 e s Type: 252
Swap-Count: 1 e P, Swap-Count: 0

Add: 140.113.24.68  ==:=["Jh" W -4 Add: 10.113.215.188

IP Header -' @ I P Header
Src: 82.50.119.117 “Hese @ - Src: 82.50.119.117
Dst: 140.113.215.207 il Dst: 140.113.215.207

IP Payload T IP Payload

Mobile Node BLEECELEL NAT/NAPT/NAS BI=NZl=¥-Te (=13
Src: 10.113.215.188 Router Src: 140.113.24.68
Dst: 140.113.215.206

IP Header
Src: 140.113.215.207
Dst: 82.50.119.117

Home Agent

Dst: 140.113.215.206

IP Header
Src: 140.113.215.207
Dst: 82.50.119.117

IP Payload IP Payload

Figure 5 - 8: IP-in-IP"° Tunneling and IP-in-IP Reverse Tunneling
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Implementation Issue

| Implementation of Radio Mobile IP |

AETE TR 4B A A B EAE R U ERTE e Y RIOMIP RSB - ESLfE 6.1.1 i HE
1 LR (o8 P RSB R 3 0 R R 0 EE - 8 AE 6.1.2 (72 RIOMIP NHYZ(EERBG T8 (FiR -
Af% 6.1.3 R Hll B2 (AR E E A -

| Environment Configuration |

FRFREFRES > LS RIEEEAImE - DR S8 TEg - DU ES AL
P 5 (50 AR BERG 35 (A R AR UM — R /04812 - FEER BB ERIR AV RR S -
B hHEFEEECK (Hardware Requirement)
ZFHEES (Home Agent)
HACER R A A IES Fo— 5 iy = AV RS ICA 2R ZRAERS R EardaynE
RERUR AN RS

PC Desktop

Processor Intel Pentium Il (Coppermine) 933 Mhz
Memory Kingstone PC-133 SDRAM 512 MB
HDD Seagate ST380021A 7200RPM 80GB
Ethernet  Intel 8255x-based PCI 10/100Mbps

Table 6 - 1: Home Agent Hardware Requirement Table
{TEN% (Mobile Node)

TTEImAT(E FEIEs B — R aC AU - BR TP KRR RN BRIMERC T &
RAGAR I IARRS K S 25k GPRS B K » SEANRVEERG RIS /25N T 3% ¢

PC Acer TravelMate 354TE Notebook
Processor Intel Pentium Il 850 Mhz

Memory Transcend PC-100 SDRAM 256 MB

HDD Hitachi HTS548030M9ATO00 5400RPM 30GB
Ethernet  Intel 8255x-based PCI 10/100Mbps
WiFi 3Com OfficeConnect Wireless 11g USB Adapter 11/54Mbps

GPRS PRETEC CompactGPRS CF 115Kbps

Table 6 - 2: Mobile Node Hardware Requirement Table
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B fEEEsk (Software Requirement)
ZFZLEEE (Home Agent)
ZACEL S5 P (i YRS A0 N R Al - HAEfTHIIESE R4/ Redhat iliA 9.0 Y
Linux - [ 077 89 22 (CER 85 42 =X A R b A B B == ) 25 T R s L R R B2 P B 8 1Y
Dynamics fiz4s 0.8.1 Fii{&i > %% RFC 3519 ffJ Mobile IP & - Hrhlifu & T sy
UDP K& IP j#EEE -

Operating System Redhat Linux 9.0 Kernel 2.4.18-14
Mobile IP Package HUT Dynamics 0.8.1*
IP-in-IP Tunnel Device ipip.o

IP-in-UDP Tunnel Device mipnatdev.o*
Table 6 - 3: Home Agent Software Requirement Table
7TE¥% (Mobile Node)
TTENmPTET THY/ESE 280 R il Windows XP RiiAs SP2 - sy THIT TEmiE = Ry
JeRIFTHE K RIOMIP WS EE: - s+AlHRREEAE A RS -

Operating System  Microsoft Windowx XP SP2

Mobile IP Package RIOMIP 2.3.2.1

Development Tool Microsoft Visual C++ 6.0 SP6
Microsoft Platform SDK XP SP2
Microsoft Device Development Kit 3790
Compuware DriverStudio 3.0

Testing Software Microsoft Windows Media Player 10.0
GlobalSCAPE CuteFTP 7.0 Professional

Table 6 - 4: Mobile Node Software Requirement Table

B gEhEE (Network Topology)

6-1 AT RIVERTATELL N E (FBAE T Fr (8 RS BRI SE »  Hrh o dais R S Mth A sk
W SRS AERS - ot AR ATERE By 140.113.0.0 > 488 B A - TidsTiEFiiE
F4Eis 140.109.0.0 > AIZEEH T RUI5Ee A » 25 GPRS IRV AGEZ A/ EERTK -
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Correspondent

...................................

Forelgn Networks
GGSN 61.30.97.130 7

m o Uy, BTG

'Mobile Node

Ethernet link 140.113. 215'-_'267

Figure 6 - 1: Radlo Mobnle—TP—l-mp{emen;anon Network Topology

Software Development - —

UM ESHE RIOMIP A& EgkAs T E (F_EAYERRE i — 74
B NdisFlt Driver
% NDIS e EFif2=CE 87 Viad G.frFa#$HYSimple NDIS Hooking Based Firewall for
NT4/2000” [34] - ‘&2 —{EEHAVEMEEEDKE - B& 7 @Ay NDIS fHEBesifZ=(ndis_hk)
ELE R A EEENRE T (ndis_fit) - NDIS fEEEEENE = st BUS/ R EVSIR G2 O U [
R AETFEEEEE B H TCPIP e BR L - i B SEEn e =S AT (A e AR
RIEATAE 2 P A B A AT B R - R FRFI AR AV DIRE = S e B AV R B N B A
IR - IR G R RE R X OTE 0 W AR NDIS fESEE =N MEL AT &
MK o BINMELATER > EZ 0oy Ry IE B A ek = R B e =7 T WA E T T > PN S E
WA {0 o 12— st
EEHEL K= (Filter Packet Function)
AT EIFTEE - & NDIS fEERENE A E A L deig B A NDIS 7 A2k
R ET E R EAE IR - AR S E AU A I R A8 B A ek TR T
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BIEAYFEEEEIEENE - NIt - Azl BV R B E N ERATR A E
FUELiERRE R EACEMAYEMEE - MfRHE DDK [31] SIAFATRRIN - —(EE 6 ATRERR
SR EEREER T A EENE > AN EFTR > BT DAERFI R e m o B HE
i NDIS FR Y pr =k ES (158 R B — Y SC RS 22 F A RE B E EEE MBI ety ZCHIRZ Lo
AEEEE R -

Physical
Memaory
P
Virtual Physical page
Buffers Memory i
" Butter Descriptor NI
Startvirtualaddress: p -4 7, »w .
BryteOffaet # Yirtual page Physical page
ByteCount: A g |
PhysicalPages | ] ! Wirtual page ~ -
15 W
i Yirtual page Phy=ical page
. | Buiter Descriptar % o -
PaFcltgztS.Descrlp‘tnr Startvirtualdddress: p-f--- Physical page
: A ByvteCffzet: - L
PhySJcaJ'PageCuunt. E BivteCount: 1 irtual page ok L
TotalLength: ' Phisicald 3 P
FlrstBufer: oot Neﬁﬁiﬁ ages | | e
’ Yirtual page Physical page

Figure 6 - 2 NDIS*Packet Structure

6-3 IR AEEAENS e A X 2 B E TR E 7 [ (RS H) Hy8 8
direction » EELALHAY/ EIGRTTES iface DUKEIMIAYIERE ndis_packet - pi={—FA4EHY
if HE AR AR EE 1P B0E ARP HYEEL - B2 M ARfERe A B L IEMEMERY if HIET A 2 1%
iy while RS2 2GR SC BEAVET B F ATUSCACEAr YL IR Re 22 M2 8 packet 19 - #%
% - RSB A TR > (FRiEE Bl packet FEHIEHSHEAZ K -
FE %Rk (Y B EA M E R RE S etz B fAVEE - TRUE (CREITZEH
FALSE AIIFRRaz BB A5 - EEE G A A S B THE(E / TRUE -
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BOOLEAN filter_packet(int direction, int iface, PNDIS_PACKET ndis_packet) {
BOOLEAN result = TRUE;
PNDIS_BUFFER buffer;
UINT packet_len, packet_offset, buffer_len, buffer_offset, hdr_len;
PVOID pointer;

NdisQueryPacket(ndis_packet, NULL, NULL, &buffer, &packet_len);
if ((buffer == NULL) || (packet_len < sizeof(struct ether_hdr))) { return TRUE; }
NdisQueryBufferSafe(buffer, &pointer, &buffer_len, NormalPagePriority);
if ((pointer == NULL) || (buffer_len < sizeof(struct ether_hdr))) { return TRUE; }
if (ntohs(((struct ether_hdr *)pointer)->ether_type) == ETHERTYPE_IP ||
ntohs(((struct ether_hdr *)pointer)->ether_type) == ETHERTYPE_ARP) {
buffer_offset = 0;
packet_offset = 0;
if ((ntohs(((struct ether_hdr *)pointer)->ether_type) == ETHERTYPE_IP &&
(packet_len < sizeof(struct ether_hdr)+sizeof(struct ip_hdr) || packet_len > 1514)) ||
(ntohs(((struct ether_hdr *)pointer)->ether_type) == ETHERTYPE_ARP &&
(packet_len < sizeof(struct ether_hdr)+sizeof(struct arp_pkt) || packet_len > 1514))){
return TRUE;

¥
while (packet_offset < packet_len) {
while (buffer_offset < buffer_len) {
packet[packet_offset++] = *((PUCHAR)pointer+buffer_offset++);

if (packet_offset < packet_len) {
NdisGetNextBuffer(buffer, &buffer);
if (buffer == NULL) break;
NdisQueryBufferSafe(buffer, &pointer, &buffer_len, NormalPagePriority);
if (pointer == NULL || buffer_len <= 0) break;
buffer_offset = 0;
b

by
if (packet_offset == packet_len) {

if (g_has_callbacks) {
KIRQL irgl;
KeAcquireSpinLock(&guard, &irgl);
if (g_callbacks.hook_packet !'= NULL)

result = g_callbacks.hook_packet(direction, iface, packet, packet_offset);

KeReleaseSpinLock(&guard, irgl);

} else {
result = TRUE;

b

b

return result;

b

A

Figure 6 - 3: NdisFIt Driver Filter Packet Function

[E[eEei =G/ (Callback Function Interface)

FEHR B EET S T ELAE 6-4 FoR o B —E=UEIERE N o FLAKE NdisFit 5&
BIEFGEMHE e AT H e O A BRENE A (O G2 EIHY IpFit FEShiE =) &0
STERRTREUES - SEE KRR BTEREI G5 HRYEEE direction » BfEIAEHHYS M H 4R
SRR iface » EMEFTEMHEAVISEE packet DURRIHEI B RERVER size o [MAERFE

#h oy AL E TRUE B¢ FALSE HYARFRE -

struct filter_callbacks

BOOLEAN (*hook_packet)(int direction, int iface, void *packet, UINT size);
b

Figure 6 - 4: NdisFIt Driver Callback Function Interface
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B |pFlt Driver

IpFIt EEEhF2 2ry 8L E & i Hollis Technology Solutions B2y IpHook” [35] - HEE I
Aoy R AEER G B e e O A R BRENRE =7 THIAT A FH R 2.3.3 ATie & HY Windows 2000 ##
I EBEENER - T E A P Y E IR T T RUH A 2 SRS iE = UKTEEL TCP/IP HB iR A
ARG R M EALEY /R L - AR e pi T FE i (5 ] Windows 2000 4371
BB IR U BB AE 7Y BUS AV BN EL N BE PR 7 25 o B VAR ED 1 IR B 2 e RHVRK K BIE &
o R ERAMEE T B IpHook Y%L BEE) A2 0 B o Bty NDIS #0582 i2 = i 3k
Windows 2000 & i EEEE 2GR IEHERE o o > HREEIF_ B TR IpHook =
AHEBTHIRRTC > N ARFZ BRI LA o R FAIRIIEEIA A T o0 F DU 28 (EH 0 )

FE e (Device 1/0 Control)
Hffi—3aEt 7 JL{(E DevicelOControl iy <22 Rl tEEREHE A AV (E - H B R

WNRLH]
IPFLT_ENABLE B4 IpFit BRBTE Y ElE
IPFLT_DISABLE {F 1L IpFIt BEEFE =AY E(E

IPFLT_PUSH_BUFFER {3 P AR AP T T B Y A7 22 146G | pFIt BEEHAE =
IPFLT_CANCEL_BUFFER  HU¥ IpFIt S8Eh#2 =X A FI 27 i B o R 7 22 [
IPFLT_ENUM_ADAPTERS HUfGE.[A NDIS FEplE AT/ R &

IPFLT_SET_IPADDR SE IpFIt BEEHAE=0EEHY 1P firdik
IPFLT_SET_IPIF Eé%fEIpFlt BEENME AR R
IPFLT_FLT_ARP IpFlt BEENFE =2 75 1% ARP £16
IPFLT_FLT_IP :ﬁfEIpFlt ERENFE 2 IP £

Table 6 - 5: IpFlt Driver Device 1/O Control Table

A= (Callback Function)

6-5 {H/2 IpFit SEB2 = A2k A NdisFIt SEEIE EE Y Ere =X - S8 EIEE
HYER oy B BRI R D o [FRERY » Ze=N A ARP DR 4 | IP
HEMEEE - BARIEEEHENA TR SARENEME - fEEX0 1P SHa77m  HMTH
IPFLT_FLT_IP x> RYaE RiEiLL IPFLT_SET_IPIF 655 e e /Y7 -~ E ARz ik B
Fi IPFLT_SET_IPADDR ¢ FfE &Y IP firhl 2 BE &R - (HAMEEIS » —=21TE4
PRAEs e 2 B > k2 UDP HIREE Ry 434 2 &M > R YES R EHE e e
P& Hasas KalUS, o MAESE 2409 ARP EHE1J7H » ArA PL IPFLT_SET_IPADDR 5% 3%E 2
IP firtibFr 320y ARP SEKEA[E A RS & & IPFLT_FLT_ARP a0 HYEEM ZFE D
§F o S5 » TEREIL 1P EMERYERER I o [ERETR IPFLT_FLT_IP -5 HYs% E (E T TE)
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40 I 4 e 2 9 DL R S S B R R A R RS S AR - BEAh 0 1R
IPFLT_FLT_ARP i< ik Efrer EF3R IPFLT_SET _IPADDR d3<Fifs €l IP firkk
2 ARP kARG « ik + AT IpFIt SEBYESFEY P B IR e R
{7 iphookdata ik P44 H (e I 1 00 10725 A FEL 5 Bt e FIAR 2 e Sy P Y
f -

BOOLEAN IpHooker(int Direction, int InterfaceIndex, void *Packet, unsigned int PacketLength)

ULONG sequence = ipGlobal.getSequence();

ETHHeader *eth = (ETHHeader *)Packet;

IPHeader *ip = (IPHeader *)((PUCHAR)Packet+sizeof(ETHHeader));
ARPHeader *arp = (ARPHeader *)((PUCHAR)Packet+sizeof(ETHHeader));

if ( ntohs(eth->eth_type) == 0x0806 ||
(ntohs(eth->eth_type) == 0x0800 && (ip->ip_verlen & 0xf0) == 0x40)) {
if (Direction == DIRECTION_OUT) {
if (ntohs(eth->eth_type) == 0x0800) {
if ( lipGlobal.GetFItIPflag() ) { return TRUE; }
if ( ipGlobal.GetFItIPif() '= 0 && ipGlobal.GetFItIPif() != InterfaceIndex ) { return TRUE; }
if ( (ip->ip_src & ipGlobal.GetFItIPaddr()) != ipGlobal.GetFItIPaddr() ) { return TRUE; }
if ( ip->ip_protocol == 17 &&
(PacketLength > sizeof(ETHHeader) + (ip->ip_verlen & 0x0f)*4 + 5|zeof(UDPHeader)) &&
((UDPHeader *)((PUCHAR)|p+(|p >ip_verlen & 0x0f)*4))->udp_dport == 0xb201 ) { return TRUE; }
if ( ip->ip_protocol = &&
(PacketLength > 5|zeof(ETHHeader) + (ip->ip_verlen & 0x0f)*4 + sizeof(ICMPHeader)) &&
((ICMPHeader *)((PUCHAR)ip+(ip->ip_verlen & 0x0f)*4))->icmp_type == 10 &&
}el ((I{CMPHeader *)((PUCHAR)ip+(ip->ip_verlen & 0x0f)*4))->icmp_code == 0) { return TRUE; }
else
if (ntohs(arp->arp_htype) == 0x0001 && ntohs(arp->arp_ptype) == 0x0800 &&
arp->arp_hsize == 6 && arp->arp_psize == 4 &&
*(PULONG)&arp->arp_sip[0] == ipGlobal.GetFItIPaddr() &&
(ntohs(arp->arp_op) == 0x0001 || ntohs(arp->arp_op) == 0x0002)) {
if (ipGlobal.GetFItARPflag()) return { FALSE; }

>
} else { // DIRECTION_IN
if (ntohs(eth->eth_type) == 0x0800)
if ( ip->ip_src == ipGlobal.GetFltIPaddr()) { return FALSE; }
if (ip->ip_protocol !'= 1 && ip->ip_protocol != 4 && ip->ip_protocol != 17) { return TRUE; }
if (ip->ip_protocol == 1 &&
PacketLength > sizeof(ETHHeader) + (ip->ip_verlen & 0x0f)*4 + sizeof(ICMPHeader) &&
((ICMPHeader *)((PUCHAR)ip+(ip->ip_verlen & 0x0f)*4))->icmp_type != 9) { return TRUE; }
if (ip->ip_protocol == 17 &&
PacketLength > S|ze0f(ETHHeader) + (ip->ip_verlen & 0x0f)*4 + sizeof(UDPHeader) &&
((UDPHeader *)((PUCHAR)ip+(ip->ip_verlen & 0x0f)*4))->udp_dport != 0xb201) { return TRUE; }
} else {
if ( ntohs(arp->arp_htype) == 0x0001 && ntohs(arp->arp_ptype) == 0x0800 &&
arp->arp_hsize == 6 && arp->arp_psize == 4 && ntohs(arp->arp_op) == 0x0001) {
if (*(PULONG)arp->arp_sip == ipGlobal.GetFItIPaddr()) { return FALSE; }
if (*(PULONG)arp->arp_tip == ipGlobal.GetFltIPaddr()) {
if (ipGlobal.GetFItARPflag()) { return FALSE; }

b
3
3

if (htons(eth->eth_type) == 0x0800) {
PIPHOOK_DATA iphookdata = ipGlobal.getBuffer();
if (iphookdata) {
ULARGE_INTEGER ticks;
KeQueryTickCount((PLARGE_INTEGER)&ticks);
iphookdata->timestamp = ticks.QuadPart;
iphookdata->tag = IPHOOK_DATA_TAG;
iphookdata->sequence = sequence;
if (PacketLength > 0) {
unsigned int size = 0;
do {
iphookdata->packet.eth_payload[size] = *((PUCHAR)Packet + size++);
} while(size < PacketLength);

iphookdata->datalLength = PacketLength;
iphookdata->direction = Direction;
iphookdata->ifindex = Interfacelndex;

>
return FALSE;

>
return TRUE;
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Figure 6 - 5: IpFIt Driver Callback Function

EHHEE{E (Packet Buffer)

i IpFlt BEEhfE s0ElaEny £ S B (e IPHOOK _DATA Hy&RlsEREN > F Pt
TR EAENEBE 6-5 iy IPFLT_PUSH_BUFFER 3 < & TH ®F 4 — 4 &
IPHOOK_DATA FREE%Hy2Ef 2 IPHOOK_BUFFER &RI&SHEE A SBEIEAY - SEEHTE
TEDL 4.4.4 FTHE R AR OL 7 =0 2 Le B R 728 i LASHAS ER 5] (Linked  List)fyiE
AR TR - BRI FAIA A= 6-6 A ¢

p
typedef struct {
ULONG tag;

ULONG sequence;
ULONGLONG timestamp;
ULONG direction;
int ifindex;
ULONG datalength;
ETHFrame packet;

> IPHOOK_DATA, *PIPHOOK_DATA;

typedef struct {

ULONG tag;
ULONG entries;
ULONG valid;

IPHOOK_DATA buffer[1];
} IPHOOK_BUFFER, *PIPHOOK_BUFFER;
(&

Figure 6 - 6: IpFIt Driver Packet Buffer Data Structure
& |IpFit EEShfE =PI EF6-5 THY getBuffer chizUiy - (H& B ##45 S5 HUS A 2= HY
IPHOOK_BUFFER &ii&EfEA Yl IPHOOK_DATA ° IR H YR S (E R IE A &
HI{E 2 1% ¥ IPHOOK_BUFFER &4 FI2KECHEA X IPHOOK_DATA B & HIHH
fiz valid - 413 ¥ valid il iz B9 8 {H E £ 2 entries iz 1Y B EH > AR R #%
IPHOOK_BUFFER i j£ 7 i ¥ 22 1y IPHOOK_DATA - [t 0F IpFlt BE & 12 =X & DL
loComplete ay<fE A P FRAAYERR NI ERZER: o 200 > (R KAV F R R
RN AR ERE R EAVIER - NI - & IpFit SEEhiE SAERUGERT SRS N H— 2
ORI T4E (Thread) A B EF L EE 77 Z —10(5 ms)LA loComplete a5S45REFIL
Ay IPHOOK_BUFFER Z{# [ - 411kt — 2 I AR 2UAY e A A2 20 AT B Y15 2
IpFIt EESHZ T akrvyE &l -
B Mobile IP Service Intermediate Driver
Mobile IP fii 75+ i g fe g2 /2% 4% Compuware 2 H]fYy Driver Studio Faat AR i)
Bedhiezl > ZBRENE VR A L S 4k st (I i fe SR Eh 12 = B 2R R pHR R EH I A MIAVERE -
It o B T REDMEEG RUEFTIE BRI ETRE > IRPMES TR R B R T P A pR B er = - AfE 6-7
FI7R o
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IREEFS T =L (OnStatusindication)

SR A T BB 2 R LE T Y 2K 27 40 B A e A A A e 45 P B SRR
NDIS_STATUS_MEDIA_DISCONNECT 4 FJE@nyf & fEiaghife= - Kt > & HhiljEsE
B2 E %R E % - &1L NDIS_STATUS_MEDIA_CONNECT ZHUA > » EIEHY
HLAG SRR & A A EDPT 8 A Y88 m_NdisMediaState A -

s =t (OnQuery)

Ti{E R 7 & e RS2 fF OID_GEN_MEDIA_CONNECT_STATUS sk #E4R
AR ERENIZ AR SRS A AT IR R b o R e B AR =R S 15 e 2 S L TR A 48R
RERyM] - —HEDUHSEEIRREIEH Y NdisMediaStateConnected HE.[E17 5 1 7 & 2 SR E)
= - HATEYE] OID_VEN_MEDIA_CONNECT_STATUS #yzyfiis » fifiljEfeshiz =
@ e EFE 8 m_NdisMediaState [N ELTF 1B LS R AE o

NDIS_STATUS MIPAdapter::OnStatusIndication (NDIS_STATUS Status, IN OUT PVOID* StatusBuffer, UINT* StatusBufferSize)
{

TRACE("MIPAdapter::OnStatusIndication() 0x%X\n", Status);

UNREFERENCED_PARAMETER(StatusBuffer);

UNREFERENCED_PARAMETER(StatusBufferSize);

if (Status == NDIS_STATUS_MEDIA_CONNECT)

{
m_NdisMediaState = NdisMediaStateConnected;
return Status;

by
if (Status == NDIS_STATUS_MEDIA_DISCONNECT)

m_NdisMediaState = NdisMediaStateDisconnected;
return NDIS_STATUS_MEDIA_CONNECT;

return Status;

NDIS_STATUS MIPAdapter::OnQuery (KNdisRequest& Request, NDIS_STATUS ReturnedStatus)
{
TRACE("MIPAdapter::0nQuery() %s\n", Request.Text());
if (OID_TCP_TASK_OFFLOAD == Request.DATA.QUERY_INFORMATION.Oid)
return NDIS_STATUS_NOT_SUPPORTED;
if (OID_GEN_MEDIA_CONNECT_STATUS == Request.DATA.QUERY_INFORMATION.Oid &&
ReturnedStatus == NDIS_STATUS_SUCCESS)
*(PNDIS_MEDIA_STATE)Request.DATA.QUERY_INFORMATION.InformationBuffer = NdisMediaStateConnected;
>
if (OID_VEN_MEDIA_CONNECT_STATUS == Request.DATA.QUERY_INFORMATION.OQid)
{
if (Request.DATA.QUERY_INFORMATION.InformationBufferLength < 1)
{

Request.DATA.QUERY_INFORMATION.BytesNeeded = 1;
ReturnedStatus = NDIS_STATUS_INVALID_LENGTH;

else
*(PNDIS_MEDIA_STATE)Request.DATA.QUERY_INFORMATION.InformationBuffer = m_NdisMediaState;

Request.DATA.QUERY_INFORMATION.BytesWritten = 1;
ReturnedStatus = NDIS_STATUS_SUCCESS;

return ReturnedStatus;

Figure 6 - 7: Mobile IP Service Intermediate Driver Internal Functions

i ialE 6-8 HilE 6-9 FYELER ] DIZEIH » & Mobile IP A5 EEEEIE X 2 1% - WF4ES
ARIEEAERS R - #EZALL ipconfig @58 & 1] LLR.E| Media disconnected HYERE. > {HZF route
print B &< AR 1R 24 AU RS R Al 8830 > 48R L ATEER IP (kB fE S E L B PR (E

90



PEAEREMLREEEARTE B ERARICEEVFEL - tWtEsR - ErEEI IR

TCP/IP {78 HE B aE [ HIAERE (/5 AT 4 A -

Select Command Prompt = |D|ﬂ

-

C:“Documents and Settings“Jung—Hsuan Fanr*ipconfig

indows IP Configuration

Ethernet adapter Local Area Connection:
Media State . - - - . . . . . . . = Media diszconnected

C:~Documents and Settings“Jung-Hsuwuan Fan>route print

o MS TCP Loophack interface
Bx30003 ...8@0 dB 59 59 Pf 9d ...... Intel 8255x—hased PCI Ethernet Adapter (16-1
aa>

Active Routes:

Metwork Dezstination Metmask Gateway Interface Metric
127.8.8.8 255.8.8.8 127.8.8.1 127.8.8.1 i
255.255.255.255 255.255.255.255 255.255.255.255 3nan3 i

Ferziztent Routes:
Mone

C:“Documents and Settings“Jung—Hzuan Fan>

Figure 6 - 8: Routing Tabfe- be ore' J\dp{ylﬂg Mobﬂe IP Service Intermediate Driver

-! — el w

=+ Select Command Prompt = |D|ﬂ
C:“\Documents and Settings>™Jung—Hsuan FanZ>ipconfig ;I

indows IP Configuration

Ethernet adapter Local Area Connection:
Media State . . - - . . . . . . . & Media disconnected

C:~\Documents and Settings>Jung-Hsuan FanZ>route print

4 M8 TCP Loophack interface
»20083 _._868 4@ 59 59 P 94 ...... Intel 8255%x—based PCI Ethernet Adapter (18-1
B» — Mobhile Internet Protocol Miniport

Active Routes:

Hetwork Destination Hetmaszk Gateway Interface Metric
a.8.8.8 A.8.8.8 140.113.24.25%4 140.113.24_72 28

127.0.8.8 255.0.0.8 127.8.8.1 127.8.8.1 1
148.113.24.8 255.255.255.8 148.113.24_72 148.113.24_72 28
148.113.24.72 255.255.255.255 127.8.8.1 127.8.8.1 28
14@.113.255.255 255_255_255._255 140.113.24_.72 140.113.24_72 28
224.0.8.8 240.08.8.8 140.113.24.72 140.113.24_72 28

255 _255_255_255 255 255 255 2G5 140.113.24_72 148.113.24_72 1

Default Gateway: 148.113.24.254

Persistent Routes:
Mone

C:~Documents and Settings>Jung—Hsuwan Fan? ;I

Figure 6 - 9: Routing Table after applying Mobile IP Service Intermediate Driver
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B NdisProt Protocol Driver
e e B2 A Br & &+ (Driver Development Kit, DDK) A2t AYaEAIFE= ndisprot {F2
—{EfEAERY NDIS fjebeEhtes - TSHREMPHATEA ReadFile/WriteFile pryz(2fe &k gisz
W LKA ESHIEIAE - 36 HEATH] DevicelOControl < A AU 815 e i fg 2R (R i R s BR B R 20
HPIERATT - BE)EEER o TEDhRE LR E AR EATT S IRMIRE YRR » Bk 7= R0
BAGEREFSL o NI - R MEIE e B ETNRE » [FIRRH > FRAPT 57 R I8 BT 73 2a T Sa%
BV EAE -
FEF e (Device 1/0 Control)
HAFHER AW TL(E DevicelOControl < Z SN 1 W (il F A2 2 S B A IR RE
SNSRI E (N RFLUESRECH) - ArA IR e <> A8 8L Ry 6-6 251

IOCTL_NDISPROT_OPEN_DEVICE fe EAEERIAEREAC R
IOCTL_NDISPROT_QUERY_OID_VALUE ZE:¥{Es%k517T
IOCTL_NDISPROT_SET_OID_VALUE S EVMAE AT

IOCTL_NDISPROT_QUERY_BINDING #r 5 NdisProt SEEhf2 = il EEHIAEEE Bo i~
IOCTL_NDISPROT_BIND_WAIT 15 NdisProt BEEIFE 58 B EUGENF
IOCTL_NDISPROT_PUT_TRIGGER* BRI RS S Y 22 R

IOCTL_NDISPROT_REMOVE_TRIGGER* HU M it Bs =5 (- ¥ {725 5

Table 6 - 6: NdisProt:Protocol Driver:-Device 1/0 Control Table

F s FE P R2 20AE (6 A . NdisProt 7 1 B Bl 2 =X s 19 5 — (B 8 1 (3 2 5
IOCTL_NDISPROT_BIND_WAIT 5 < %5 157 56 @) 12 =X 52 (B aa B9 B fE 12 A ] BA
IOCTL_NDISPROT_QUERY_BINDING a5 &5 n] B FRY4ERSHCRE K 2 478 - R E)
(EYERE RO BRI %L IOCTL_NDISPROT_OPEN_DEVICE w34 NdisProt {75 5a#
ERIGER - A AT EA A €54 o IOCTL_NDISPROT_PUT_TRIGGER #54HyH)
TEEANTE 3t IpFit EShf2 =X ARy IPFLT_PUSH_BUFFER » DUN{EEIIMERE -

e ~fif=% (Indication Trigger)

FI PR AR 2Ry T RIS U JEE g 2K (i 1 A B AR =k 4 e SR B A2 =Xy 4
PEARSIRAR LR B A B THARE T — A R R E AV R A 22 R A i [t
(s E edld4 I0CTL_NDISPROT_PUT _TRIGGER {# A NdisProt {7 EEEEIfE= - &
NdisProt {5 & 5EEHE BT E 4 1% - (EEHEPIRY NdisProtTrigger s EHERER » 411
6-10 fi7R - BZREE Je g il —teIEREMEAURG A - V2 RIRE R (R S IR RS 22 RN E 44
Fs PendedTrigger Y45 SN AYHE ] « & 2L loMarkirpPending er=0E %18 =
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AV E R i dn © IEAE R B TP e s B B F - AL - A PR RV ERIRE S
WVEBH L RS MR T AR FE R PR e SRV SE AR > e B A IRy 8 4 -

4 )

NTSTATUS NdisProtTrigger(

IN PIRP plrp,

IN PIO_STACK_LOCATION pIrpSp,

IN PNDISPROT_OPEN_CONTEXT pOpenContext )
{

NTSTATUS NtStatus;

do

{
NPROT_STRUCT_ASSERT(pOpenContext, oc);
if (pIrpSp->Parameters.DeviceloControl.OutputBufferLength < sizeof(NDIS_STATUS))

NDIS_STATUS_TO_NT_STATUS(NDIS_STATUS_BUFFER_TOO_SHORT,&NtStatus);
break;

b
NPROT_ACQUIRE_LOCK(&pOpenContext->Lock);
if (INPROT_TEST_FLAGS(pOpenContext->Flags, NUIOO_BIND_FLAGS, NUIOO_BIND_ACTIVE))

{
NPROT_RELEASE_LOCK(&pOpenContext->Lock);
NDIS_STATUS_TO_NT_STATUS(NDIS_STATUS_FAILURE,&NtStatus);
break;

b

NPROT_INSERT_TAIL_LIST(&pOpenContext->PendedTriggers, &plrp->Tail.Overlay.ListEntry);
NPROT_REF_OPEN(pOpenContext); // pended trigger
pOpenContext->PendedTriggerCount++;

pIrp->Tail.Overlay.DriverContext[0] = (PVOID)pOpenContext;
IoMarkIrpPending(pIrp);
IoSetCancelRoutine(pIrp, NdisProtCancelTrigger);

NPROT_RELEASE_LOCK(&pOpenContext->Lock);
NtStatus = STATUS_PENDING;

b

while (FALSE);

if (NtStatus != STATUS_PENDING)

{
NPROT_ASSERT(NtStatus != STATUS_SUCCESS);
pIrp->IoStatus.Information = 0;
pIrp->IoStatus.Status = NtStatus;
IoCompleteRequest(pIrp, IO_NO_INCREMENT);

return (NtStatus);
¥

.

Figure 6 - 10: NdisProt Protocol Driver 1/O Control Handle Function

A BRI > ERE A rE R R (L NdisMIndicateStatus pr=UEA1 EgHY i E
B B 12 =0 3 A4 RS IR RE DU B Y B {22 - NdisProt fi7 7 58 8 A2 =0 (H M 0 & 6-11 Y
ndisprotServiceTrigger K& & &2 A nyFE(F MM FEANIERER - HFEERE
PendedTrigger #4555 Nt )74 17 ARIE— R HEC RS 22 M - R AT A BT
GeneralStatus &8> [HFEAHF o 1% DL loCompleteRequest 5% 1 1E g FH iy 2
filan < o AtE—2K - PRI HYE R U Al e E o seryizEdlan < T HTS-Rs SEAsINGE
DB SR A
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( VOID ndisprotServiceTriggers(
IN PNDISPROT_OPEN_CONTEXT pOpenContext,

IN NDIS_STATUS GeneralStatus)
{

PIRP plrp;

PLIST_ENTRY pIrpEntry;

BOOLEAN FoundPendinglIrp;

NPROT_REF_OPEN(pOpenContext);
do

{
if (NPROT_IS_LIST_EMPTY(&pOpenContext->PendedTriggers))
{
break;

by

FoundPendingIrp = FALSE;

pIrpEntry = pOpenContext->PendedTriggers.Flink;
while (pIrpEntry !'= &pOpenContext->PendedTriggers)

pIrp = CONTAINING_RECORD(pIrpEntry, IRP, Tail.Overlay.ListEntry);
if (IoSetCancelRoutine(pIrp, NULL))

{
NPROT_REMOVE_ENTRY_LIST(pIrpEntry);
FoundPendinglrp = TRUE;
break;

¥ else {
pIrpEntry = pIrpEntry->Flink;

by
if (FoundPendinglrp == FALSE)

break;

b
*(PNDIS_STATUS)plIrp->AssociatedIrp.SystemBuffer = GeneralStatus;

pIrp->IoStatus.Status = STATUS_SUCCESS;
pIrp->IoStatus.Information = sizeof(NDIS_STATUS);
IoCompleteRequest(pIrp, I0O_NO_INCREMENT);
NPROT_DEREF_OPEN(pOpenContext);
pOpenContext->PendedTriggerCount--;

while (FALSE);
NPROT_DEREF_OPEN(pOpenContext); // temp ref - service reads

B

Figure 6 - 11: NdisProt Protocol Driver NdisMIndicateStatus Handle Function
B RIOMIP Mobility Management Client
RIOMIP 178/ & & Pt 202 A ek FZm i 7l (Microsoft Foundation Class, MFC) 4 ={EEFRT
P PR E AR - EEREWR TITEERER T E HBaEE - UM ESHEEL
AAHERER 7 s - AR Z A SCaiBRE T 2K 8 B AVEREEEE - AlE 6-1 AYAERSIOAE - M
o LU 4R R e 4 s B A 0 Sl A P D A Ry s ey a1
IP firdik > 3% € (IP Address Configuration)
EEE 4.4.5 ydd o ERMIRERET LR T RS Ry HERIBCRER - —&
HER > ERCRER A SO R REEE SR Y S IS S R - TEIECRE R A2 ERCRE R Z /MY
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E—8ps~ » AhEa&AnsREdE £ - mRIRMPrETa T B4R s i M ECE
A - R E R @i R R g e e R B 8IS 1P firkk: -
tEt 2% DHCP (alfR#s sKHUS &Y IP firht o 281 » ARSI TEIAERE 48RS foh E AV
#i > {780 LAYIE TR T DA R A B B B AR AL HEE B AR 1P firhk « #A)EEsR - 1E
NMEQIEFAFRRRATE T > ITENGAY R AL L MEFAE N 2N H P — R4 A RE
HEERRAOREER - Rt > $HEHEREARTRERMA T 1P B (Alias)y R AL ek -
gt B MR TR R A WIE 1P firkl o EiBE 6-12 Foff o] DUSEE 1 st g 2 ISk
0 ESCE T EECHEER R A SRS RS R T B R R I R AR S I AR R E T E
BIHUS IP DIREEHATR « HR - E R RAVEL D AT BB e A RIE 1P firsk - —
Tkt 140.113.215.207 » —HII2 BEIEUEHY IP izt 169.254.91.126 - [fEIEC 1Y
IP firkik A —{E - k2% DHCP fi & it 5 #HU#5#Y 10.113.215.179 -

=+ | Splect Comima ﬂﬂ

C:“\Documents and Settings“Jung—Hsuwan Fan>ipconfig ~all

indows IP Configuration

Host Mame . . . . . . . . - . . . & radiomip

Primary Dns Suffix . . . . . . . =

Mode Type . . . . . . . . . - . . & Hybrid

IP Routing Enabled. . . . . . . . = Mo

WINS Proxy Enabled. . . . . . . . & Mo

DHME Suffix Search List. . . . . . : vhe.win.csie.oryg

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Descrdption . . . . . . - - . . . & Intel 8255x—based PCI Ethernet Adapt
er (10-188)>

Physical Address. . . . . . - . . = @@-DB-59-59-7F-7D

Dhcp Enabled. . . . . . . . . . . & Yes

Autoconfiguration Enabled . . . . : Yes

IP Address. . . . . . . . - . . . = 148.113.215.287

Subnet Mask . . . . . . . _ . . . = 255_255.255.@

Autoconfiguration IP Address. . . : 16%.254.91.126

Subnet Mask . . . . . . . . . . . & 265.255.8.8

Default Gateway . . . . . . . . . = 148.113.215.254

Ethernet adapter Wirelessz Local Area Connection:

Connection—specific DNS Suffix . : vhe.win.csie.org

Description . . . . . . . . . . . = 3Com OfficeConnect Wirelesz 11g USE
Adapter

Physical Addwress. . . . - - . . . @ BB—-AD-54-F7-A7-8%

Dhcp Enabled. . . . . . . . . . . & Yes

Autoconf iguration Enabled . . . . : Yes

IP Addrvess. . . . . . . . - - - . = 18.113.215.179

Subnet Mask . . . . . . . . . . . = 285.255.255.8

Default Gateway . . . . . - . . . & 18.113.215.254

DHCP Server . . . . . . . . - - . = 18.113.215_254

DHE Servers . . . . . . . . . . . = 18.113.215.1

168.95.1.1

Lease Obtained. . . . . . . . . . & Monday. April 18, 28685 15:27:13

Lease Expires . . . . . - - - . . = Monday, April 18, 20685 15:37:-13
C:“\Documents and Settings“Jung—Hsuwan Fan> ﬂ

Figure 6 - 12: Mobile Node IP Address Configuration
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HEZR P IR ] DU EECHE-R A S Lk AV R tAE S DHCP fi e RUSACE
WAl - AFEAE—EVEAEAVRTRE - E ERCREREVER IR - R RIESR g

TCP/IP e e B PReZ AR RAT(E IRy 1P ArbEEAHREES Y - AN — 2GR R T B
fir kA 1R A E R4 ALk 0 E AR S 8 S > ERETRL T o AR (A 4
Ff o AL FFEEFER > M4 5 Mobile 1P g5 o i g BeEh iz UK rEF ¢ AL kY
F -
B ARP [HY & (Routing Table and ARP Cache Magamenent)

B R EREEA 2 REE PRV ER R RS E R MER R T & EE S Z0HEE

BRHHECE » AR Ry T R AR U B AE R AR S Mg B (58 A S L AL A Ry ik BT
BHVAIR 1P fiztk - BIRERMISI B AR —EEEAHE - DU EEEE RV

HRE R R BTN

v Select Command P

[l

C:~Documentsz and Settingsz>Jung—Hzuan FanlXroute print

Interface List
| MS TCP Loopbhack interface

Bx2 ...8680 dB@ 59 59 f 7d Intel 8255x—hased PCI Ethernet Adapter (168-1H8H>
— Mohile Internet Protocol Miniport

BxiBAA4 _..AA Bd 54 £? a7 @9

3Com OfficeConnect Wireless 11g USB Adapter

— Mohile Internet Protocol Miniport

Active Routes:

Mone

Perziztent Routes:

C:sDocuments and Settings“Jung—Hsuan Fan>

Hetwork Destination HNetmask Gateway Interface Metric
a.8.8.8 a.8.8.@ 18.113.215.254 18.113.215.179 25

8.8.8.8 B.8.8.8 148.113.215.254 167.254_.91.126 1
18.113.215.8 255 _255_255.A 18.443.245.479 418443 _.215.17% 46
18,113 .215% .17 255.255_255_255 127.8.8.1 127.8.8.1 46
18.255 255255 255.255.255.2585 18.113.215.179 18.113.215.17% 46

127.8.8.8 255.8.8.8 127.8.8.1 127.8.8.1 1
148.113.215%.8 255 . 255, 2558 148.113_215.287 169.254.91.126 28
14@.113.215.287 255.255.255.255 127.8.8.1 127.8.8.1 28
14A@.113.255.255 255.255.255.255 169.254.91.126 169.254_.91.126 28
169 .254_ 8.8 255_255.8.8 169.254 .91 126 1697.254_91_.126 28
169.254_.91 126 255.255_255_255 127.8.8.1 127.8.8.1 26
169 .254 _255%_255% 255_255_255_255 169.254 .91 .126 169.254_91_.126 26
224.8.8.8 240.68.8.8 18.113.215.179 18.113.215.17% 25
224.8.8.8 248.8.8.68 169.254.91.126 1692.254_.91.126 28

255255 255255 255255255255 18.113.215.179 18.113.215.179 1

255255 255255 255255255255 169.254.91.126 169.254_.91.126 1

Default Gateway: 1481413215254

Figure 6 - 13: Routing Table under Home Network
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B B 6-13 KT LS RS R AN - R EREECRE-RAEA FIAVAEES
T FEAHSER IP ALk BREES 2SO o MAERS R _ERT R A 2 (8 THE
B o EERERAE 2.4.2 FrigRHYS EAEREG - WE RSB TR HER
HAMERTHASES > 2008 5 Ay E (Default Gateway)Ffor - s TCP/IP {77 sEg:
FIREBEZ M EH ARG EE N ARE AL - ITE A - & HFER
140.113.215.254 - Rl &f & /Y AR (i bk (3 & 2 BT F @AY f B £ IP {4k
140.113.215.207 > [NEL Ry 1 s AR ZURYET B B DALtk (E Ry 2R 1P fizhk - T i
THES 7K B Ry X SIS R B S e e 8 B0 o AN IS (B IR NP E A 2 kA £
FoiE R Z TS I AR R 1 Wit S B REHIELE - At—2 > ZREGERER
{E Ry THERIE
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-|=| x|
[=
Interface List
i ME TCP Loopback interface
Bx2 _..08 dA 579 59 7 9d ...... Intel 8255x—haszed PCI Ethernet Adapter (168-188>
— Mobile Internet Protocol Miniport
Ax199d4 _...880 Ad 54 £2 a7 @899 _..... 3Com OfficeConnect Wireless 11g USHB Adapter
— Mohile Internet Protocol Miniport
Active Routes:
Metwork Destination Metmazk Gateuway Interface Metric
B.8.8.8 8.8.8.8 1A8.113.215.254 18.113.215.179 25
A.8.8.8 B.8.8.8 148.113.24.254 148.113.24.166 20
A.8.8.8 B.8.8.8 148.113.215.286 140.113.24.166 1
18.113.215.8 255.255.255.8 18.113.215.179 18.113.215.179 40
18.113.245.17% 255.255_.255_255 127.8.8.1 127.8.8.1 4@
1@.255_255_255 255_.255_255_ 255 18141321517 18.113.215.179 4@
127.8.8_8 255.8.8.8 127.8.8.1 127.8.8.1 i
148.113.24.8 255.255.255.8 148.113.24.166 148.113.24.166 20
148.113.24.8 255.255.255.8 140.113.215%.286 148.113.24.166 1
148.113.24.166 255.255.255. 255 127.8.8.1 127.8.8.1 20
148.113.215.8 255.255.255.8 1460.113.215.287 148.113.24.166 20
148.113.215.8 255.255.255.8 140.113.215.2686 148.113.24.166 i
148.113.215.286 255_255.255._255 148.113.24.254 148.113.24_166 i
14@8.113.215.287 255_255.255_255 127.8.8.1 127.8.8.1 2@
14@.113.255.255 255.255.255.255 148.113.24.166 148.113.24.166 20
224.8.8.0 248.8.8.0 18.113.215.179 18.113.215.179 25
224.8.8.0 248.8.8.0 148.113.24.166 148.113.24.166 20
255,255,255, 2656 255 .255.255.255 18.113.215.179 18.113.215.179 i
255,255,255, 2656 255 .255.255.255 148.113.24.166 148.113.24.166 i
Default Gateway: 148_113.215.286
Perziztent Houtes:
Mone
C:“Documents and Settings“Jung—Hsuan Fanl>arp -a
Interface: 148.113.24_ 166 —— B2
Internet Address Phyzical Address Type
148.113.24_254 B8-Be-38—ad—c2-80 dynamic
148.113.215.286 BB—-dB-59-59-7f-2d static
C:Documents and Settings“Jung—Hsuan Fan2_ _:J

Figure 6 - 14: Routing Table under Foreign Network (LAN)

P (T8 e R Mg - ERCHERES DHCP e AUS E /AT EEAAY 1P firtk
140.113.24.166 Hifidgas(irhl 140.113.24.254 1% » Z 40 G AERS HFR g A0 S ERIES
i > A0 6-14 R - 2R [EIEE Fy 1SR IE FRE SURE S4B A 0 FH o L AR 4R IR HY R
WA R LS THIRREE > DU o3 Rl = B0 73 fHie e -

1. FHExESH (Default Route) o fER(FIHVEBERETPATANVES s & B 2.1.4 FriEny
HE LR ES > AT DARMEER A R RS S i A e il - a2 & 1T B (2 S M s £
DRSO EIR R AR5 LS - (IL - TRMESEER R FEEE 140.113.215.206
s Ry THEC RS - J7AE T - B RS B A A HERy 1o PEEIRIE
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2.4.3 IRHIL - EEEAREFI R AT TCP/IP fEfEE Ll ARP AT

RGO HERIENT o ZRIM - MBI TR 177 E AR - (EFMAIEIE 2 (- AZ ik

FATAEY ARP £ o By T RFE RFC IYRERE - FTDATRAMIE 2400 ARP HREL -3 11

THEPRAHEBARFREE o« ERIIHIE AR K MAC firikss Fs 813 o R AHE

B -

2. EBSELIGEEE (Directly Attached Network) o A BB EARIVAERE SR » & DLE
HHY 1P ALEE R ACRALHE o DA ERE R - AT 140.113.24.0/24 1R 25 25 (BIZCHEE)
By 140.113.24.254 » Rl 240 €7 DL [EI4EI5 Y 1P firkik 140.113.24.166 {F A& EAY5K
JRALHE o PR - ERREEE T TR RS i E HUARED o FTRATRFMIM DA F 1
HEES B RAEBAVEEHAREA Z » Wb H M T 140.113.24.0/24 J¢
140.113.215.0/24 R a2 4R H 48RS~ HUAREHT -

3. FihEHE (Local Host) o FNEARFIAEEHVE AL KEHE - MHEDIE
FITEUASAY P firdk » gk 2 Arssiy iC B ik (E A EMERI AR 1P irdk o BRI
W7 —THEZ LSS 140.113.215.206 HyA AR - H o REIEES R d M I R
E22 P firhk 140.113.24. 254 1 /N HIB L -

EVMAE|EBE A AE S M RIECRE K - B OVEN Rt a0 [F] AP B - Ak 6-15
FIRs o AT BE — VAN R BRI R AR R RAA 48 10.113.215.0/24 »
YNSRI AR 2 B 4 e B R A 5 6 B R (R B8 s B L R (e

% H EIALHE B AL A PR RS Anh) . FRIE BOFr S SIRECEE A ik A—RLA 1P I

k- Ak B — A AR AV EN(E - BRI LIE Y IP firkk 10.113.215.179

B L 10.113.215.0/24 4835 T A9 HA EAEER - AL — S (A RIS DR RE Y

HARHERT - IR TE AR SCFTERETHYEIRE N - HhYMELIE 6-14 MHSRAYH TR R AT

BR =S RS AV RS el - BEEE TR M 0T DU B 5k A 28 28 5% E O R AR E B B R Y

140.113.24.254 sy RIBCHERAY 10.113.215.254 - Wgh2si » KA BRI RATHUSHY

Ao BT (i AR B SR (R ER BRE A A0t o] SE R BT AR AT 4ERE-R U

Bef% o ETE0m Rl E R AT - R HR O ElAE 6-13 HYiR - DL EERERE
4RSS IR AR R T A BE H R AT LIS -

99



REE
C:“Documents and Settings>Jung—Hszsuwan FanX*route print j
Interface List
i ME TCP Loopback intewrface
Bx2 _..88 dB@ 59 59 7f 9d _..... Intel 8255x—hazed PCI Ethernet Adapter (18-188>
— Mobile Internet Protocol Miniport
Ax100@4 .. .88 Ad 54 £? a7 89 ...... 3Com OfficeConnect Wireless 11g USB Adapter
— Mobile Internet Protocol Miniport
Active Routes:
Metwork Destination MNetmazk Gateway Interface HMetric
a.A.68.@ B.A.8.8 148.113.215.286 140.113.24.166 1
18.113.215.8 255 .255.255.8 18.113.215.179 18.113.215.179 48
18.113.215.179 255.255.255.255 127.8.8.1 127.8.8.1 48
1@.255 255255 255, 255.2505.2505 18.113.215.179 18.113.215.179 48
127.8.8.8 255._A.A.8 127 .68.8.1 127.8.8.1 i
14A.113.24.8 255_255_255_8 148113 .24 166 148_.113.24_ 166 28
148.113.24.8 2552552558 148.113_.215.286 148.113.24_166 i
14A.113.24.166 255.255.255._.255 127.8.8.1 127.8.8.1 28
148.113.215.@ 255255 255%. 8 148.113.215.287 148.113.24.166 28
148.113.215.@ 255255 2558 148.113.215.286 148.113.24.166 1
148,113 .215%.286 255.255.255_255 18.113.215.254 18.113.215.179 1
148,113 .215%.287 255.255.255.255 127.8.8.1 127.8.8.1 28
148413255255 255_.255_255_255 148113 .24 166 148_.113.24_ 166 28
224.8.8.068 248 _8.8.8 18.113.245.179 418.113.215.17% 25
224.68.8.8 248.8.8.8 140,113 .24 166 148.113.24.166 28
255255255255 255.255.255.255 18.113.215.179 18.113.215.17% 1
255 255 255,255 255255255255 148,113 .24 166 148.113.24_.166 1
Default Gateway: 148.113.215.286
Perzistent Routes:
Mone
C:*Documents and Settingz>Jung—Hsuan FanX*arp -a
Interface: 148.113.24_166 —— Bx2
Internet Address Physical Address Type
148.113_.24_254 AA—Be—-38-ad4—c2-HAA dynamic
148.113.215.286 AA—dA-57-59-7F—2d static
Interface: 18.113.215.179 —— Bx186804
Internet Address Physical Address Type
18.113.215.254 BE-B8—e8-51-39-hb dynamic j

Figure 6 - 15: Routing Table under Foreign Network (WLAN)

P)#a > H1#5% (Handoff Decision)

MRS RERBIER E - FRFIEHE 7 e e V&R - BIAIERIRTRE ~ 7 BURLY 7R Bl
A AE IR AR (o ) B B 38 S AU S R P B0E - Rt MM E on —ELUB e &S
BUMPUEREE - B RESER ERCER - wHEE - RAMS R Uk
FIEMBCRER - M—HEERCRE-RRERNIEITHRZ - [E 6-16 (s EE R EE - —
FMGR ERCHE RECR B ERC R RREFAFEFRE - B EBFRIIIRESETE
R LR S AR AR RS R AR PRI o E BRI SRR G R R B R (R O 2
o HTEEAR DHCP R FriEsdny » it/ EHISHHY IP firkk - A& EatflfE
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BOFRE - REHPERE BT EERCRE- ROV (F (B & B AR St R AT B 4EE 4
ESThE B BT RE M) -

Start

Set Active Adapter to
Master Adapter

¢

= DHCP Event D No |

Get any event ?

Media Indication No

Vo<

Is Master Adapter Is Slave Adapter
available ? available ?
Yes Yes
Set Active Adapter Set Active Adapter
to Master.Adapter to Slave Adapter

}D Update Active Adapter
Figure 6 - 16::Handoff-Decision Algorithm

Pt R (Handoff Process)

PR UMHARY S — (B D BR LRI AR ECRER H Ay 1P firsikHIEr 17 Ehim H RiFTREAI T
BhAEIRAERS R ARG - SRAVRRE W TR o 85 - IR A EHRREE A R ERIRE
PR EEENTE > DLUTNE oy Al ARl b DU ERRE P (AR B e L A BV IR B AR -

Start

C){ No Foreign Home }D

Get Home Agent What is current Get forelgn
Set status to . . Set status to
location ? DHCP address ?
STAY_AT FOREIGN advertisement or home STAY AT HOME
DHCP address ?
Yes
Set status to Set status to
BACK_TO_HOME LEAVE_TO_FOREIGN
and set location to and set location to
Home Foreign

Figure 6 - 17: Mobile IP Status Determination Algorithm
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1. STAY_AT_HOME - E{E{REEF I TS ITE R AN - PRI SR MBI IF -

2. LEAVE_TO_FOREIGN - JE{EfREEFRRITENmMI SR 48RS 2 /M4t - B 5ELUAT
il IPFLT_SET_IPADDR # IPFLT_FLT_IP da<-@4l IpFlt ERshie =Sl a a4 s
IP firdik Ry AL HEAVEH L LAEF TETSS - A DL IPFLT_FLT_ARP 541 IpFlt BaEhfE=(fHE
DAZAAEFT 8400 ARP EHE1 o BEEREE FilEg iz ARP BE > EEE R AIME RS
FHZREL ARP HREY «  ff% DUEIERCHE B DHCP FREUSHY IP Az hkfE Rlic B i
Hif[A 22 (R 253% HY Mobile 1P fYEE Bk A -

3. STAY_AT_FOREIGN - E({EREEFETITEMGEH /M4 > FUREIER R
REHH FRCHE R BRI RECE RIS - It - BB EE R Lt
& EHZRE ARP HRE > R AIME RS EHZ 81 ARP HREN (& FEDUE(ERC#E /&4 DHCP
FITRUST \P A kA Ry B B AT fir ik (5] 52 AREE 85 12 HH Mobile 1P AYEEFZEKERE. -

4. BACK_TO_HOME - ZE(EREEF AT S MBI n SR M, - PRI > Fefi
JAFSERTAY IPFLT_FLT_IP B IPFLT_FLT_ARP a1 IpFIt SE8he AR ER:
JE IP 81 ARP SHEMVENE - FEEREE LIRS R ARP PREL B R RIS IS =
B ARP [TREY o Ff% =52 (REIES A H Mobile 1P (AEEREEM ZREHE -

\ Software Demonstration \

ARG R A B ISR RaRiEE  E R - EE 4.3.1 ARIEIRAERS SRR i
AR ERY S AR - N FTP S (MRt U A REr SR HUsEH -
B Software Configuration
FXH 2% (Home Agent)
FEFREBROVE R E A IP-in-UDP (YEFSES4R 1% PR RLE 2 (R 2R A2
W&l 6-18 F7s -

ake install

» will taint the kernel: no license _
cml /fexport-tainted for information about tainted modu

Module mipnatdev loaded, with wa
[root I ' fod../

[root e nhad. conf --fg
Usi configuration file *. /dynhad. conf

Figure 6 - 18: Home Agent Configuration Snapshot
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f7Ehm (Mobile Node)
#{T RIOMIP F2{1& ESe & HBEERE - FERCRERIVER > - FRFIEEIEA4RAY Intel
ISR R TECEAR - MRIECHE (5 3Com HYMERIEIMES T o MAETTEI4EA
I i e A AR BBE TR T T AR A R ik Bl o QPR 25 5 3 s gl 6-19 -
(B =l

Hobile Devices

Master LL

Slave |380m OfficeConnect Wireless 11g USB Adapter - HMobile Intern{:J

Mobile IP Options

i« Static Home IP Home Agent |1un 113 215 2686
Home IP | 148 113 215 287 35PI |638
Home Mask | 255 255 255 @  Auth Key [xxnxxx

Home Gateway] 148 113 215 254 Replay Protection  Timestamp

" Dynamic Home IP i

MAT [

‘ Back ‘l Hext

Figure 6 - 19: Mohile NoderConfiguration (LAN/WLAN) Snapshot

B Program Snapshots

BB 8 E R - AR (B (R -6-20)3(M 7] LA ET T8 £ 28 HEE SR ER S
I BWEIF R EIE - 12 T J7EVEER T - B B RiPTE R4S - BCE kDL
FETXEENRIEEAESE - G 5T HENETGREIMErS-RU - FMBEBL FTP EARER
CuteFTP 1If 3 43 31| 3@ A I linux.sinica.edu.tw (140.109.13.40) T & #7 Ak (9 Linux {E % .4
fedora » FERFHAFT A DUE S i 20 S 1.34MB -

) GlubalSEARE - CLiRFIP .U Biufessional - [ligtee - Honcsiulea g by, Stz i) Uslng e urr=nt sezsun... J Jﬂ

F‘?‘_‘ HIGHIPE SR D e e ven ook window ek @]
‘ | v AR VP E g0 00 Bal3 ! X0
TIHE EVENT
¥ 4 ' = x
22:51:52 Loading MASTER ... Success ! =] ’ j Q X 3 EB) S~ 5 j
22:51:52 Loading SLAUE ... Success ! 4 Name See | Type 1) =0 -
22:51:53 Setting Default Interface ... Success ? = 617.02... 130 Fie n | Mame 4 Size Type
22:51:53 Starting MASTER MDIS User-mode 1/0 ... Succ... I:l = Fea-386-discziso 637.55... ISOFike n| (yDriver File Folder
22:51:53 Starting SLAVE NDIS User-mode 1/0 ... Succe... @FCS-BBE-d\SCﬁ.ISO 636,58, ISOFile M |MsOCache File Falder
22:51:53 Registering MASTER DHCP Hook ... Success E)Fca-i3a6-disc.iso 386,00, 150Fie b CNdisoDs File Folder
22:51:53 Registering SLAUE DHCP Hook ... Success ! E|Fca-as-DvD.iso 2.30GE 15O File N E)officetn File Folder
22:51:53 Enabling MASTER DHCP _.. Succeess ? ¢ Auto Hode | [DRadiolP File Folder
22:51:53 Enah}lng SL?UE DHCP ... Succeess ! Haster X [ CoMMAND: = PASY | WiFIAPT File Folder
22:51:53 Loading Mobile IP ... Success ? 227 Entering Passive Mods (140,109,13,40,173,200), ) wiFiAPIsample File Folder
22:51:53 Adding Hobile IP Adapter MASTER ... Success ! COMMAND:>  RETRFC3GB6dicliso | [EWUTemp il Folder
e i i STATUS: > Connecting FTP data socket 140,109, 13,40:44486. ., 386

22:51:53 dding Hobile IP Rdapter SLAVE ... Success ! l:l 150 Opening BINARY mods data connection for FC3-386-disc1.iso (646987776 Hrcaasedsct. 2218 150Fk
22:51:53 Starting Mobile IP ... Success ! I
22:51:53 STATUS_LEAVE_TO_FOREIGN l:l |
22:51:53 Send Registration Request L i Local Drives
Information 1 H Feaissedisctiso  Inuxsinicaeduby %= 617.02M8 0% 1.34MBfs DHFC3386-disct iso  [fedorsflin
Home fAgent 146.113.215.2086 Reg. Lifetime (599 s 688
Gurrent Agent Adu. Lifetime
Tunnel Mode ‘lP—in—UI)P Encapsulatioc COA/CCOA ‘1&0.113.210.166 I
Device |[nt91 8255x-based PCI Etherne Signal "_Queue Window 4 Log Window

linu sinica.edu.tw, 1 of 11 ohject(s) selected, 617.02 MB

Figure 6 - 20: Mobile Node Initial with LAN Adapter Snapshot
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o
HIISHElESS
P B i bt
TR 2

2.
ORI - i

AEH|

TIHE | EVENT

22:51:53 Starting SLAVE NDIS User-mode 1/0 ... Succe..

22:51:53 Registering HMASTER DHCP Hook ... Success ?

22:51:53 Registering SLAUE DHCP Hook ... Success ¢
Enabling MASTER DHCP ... Succeess ? |:|
Enabling SLAVE DHCP Succeess 1t
Loading Mobile IP ... Success ?
Adding Mobile IP Adapter HASTER ... Success !
Adding Hobile IP Adapter SLAVE ... Success ! v Auto Hode

3 Starting Hobile IP ... Success !

STATUS_LEAVE_TO_FOREIGH
Send Registration Request
3 Recu Registration Reply: 8
22:52:23 STATUS_STAY_AT_FOREIGN
2! 3 send Registration Request
22:52:23 Recv Registration Reply: @

i

Information

Home Agent  [140.113.215.206 Reg. Lifetime [569 / 600
Current Agent Adv. Lifetime |

Tunnel Hode |[P—infUDP Encapsulatic COA/CCOA |1[1.113.215.179

Device [3con OFFiceConnect Wireless 1 Signal

i Local Area Connection

A network cable is Lnplugged.

BRO 2252

HAFHAFR Intel LFCRER LHYSEESLR > 40
Fy 3Com ElIfcHEF » A H AR M REHE
i H AT UG SRR sl B8R AV S - iAE CuteFTP f2xUE B4 (M
LA Tl - ME— AU R

HIE [ B F) 193KB »

[; E - CuraF P G0 Projassiune - e - s TS TR E A TN E R TOWEINE)
) Ble Edt vew Took window Help =] x|
- & 5 % F> ) 1 X O
) ffedoraflinuzjcore/3/i386{iso v | = *
. ¥
7 Name Size | Type [T et T
=) Fea-iaas-disc1.isa 617.02... ISOFie [ MName J Size Type
= Fea-izse-discz iso 637.55... 15OFie w0 oriver File Folder
= Fea-isne-disca.iso 636.58...  150File ho | CIMsOCache File Folder
= Fe3-i3a-dised so 386.00.. 150File n | CNdisoms File Folder
= Fs-iase-DvD.iso 23068 150 Fie N | Eoffice1n File Folder
)RadioMIP File Folder
* oD o Dowrrises File Folder
257 "[publOffedora-ise/3fi3asjiso” is current directory. [ WiFiAPTsample: File: Folder
COMMAND: > FWD [WUTemp File Folder
257 "fpub1jfedora-iso3{i386{iso” is current drectory. = | |DlFcaissediscl... 14.70ME 150 ik
I
M linu Local Drives 4 Site Manager
X1/ # TtemName Address > Size | Progress Speed | Local Remote
1 H Feaises-discliso  linuxsinicaedub  S= 617,02 MB 193,04 KBjs DAFCE-3a6-disclisa  [fedorafin

6-21 o - FEHFRTEE] RIOMIP #2517
BESE > N ITHIERE R L AT R

A=

" Queus Window

Log Windowr
inux,sinica.edu.tw, 1 of 11 object(s) selected, 617,02 MB

Figure 6 - 21: Mobile,Node Handoff to WLAN Adapter Snapshot

Bef% > PP ERCEE R AV RS SR R
AL H BRI CE A ERCEE R - [REEHT A LAz A i (0

FRAE R I

6-22 FrR)E Sk

BERF AR FTP i FIAR AR a5 ety s ) [n| 2 &F) 0.99MB -

[P x|

HIEERS R UGB EERDE - RIOMIP 2

L

EVENT r -
Enabling MASTER DHGP ... Succeess ! @ (51 B E - CEF T U s T = e - s ca JJJ
Enabling SLAVE DHCP ... Succeess ? .
File Edb Yiew Toos Window el _|g]x
Loading Hobile IP ... Success ! Mes en g = = =2 EEE
Adding Mobile IP Adapter MASTER ... Success 1 l:l - 5% ¥ m @0 @3 X O
Adding Hobile IP Adapter SLAVE _.. Success ?
- W x
starting Mobile IP ... Success t Suspend o oref3/588iiso R : ok s 1
STATUS_LEAUE_TO_FOREIGN / Hame Sizs | Type )| = Locs! Disk (£ Z
send Registration Request ¥ Auto Hode @Fcariaas—discl‘isu 817.02. 150 Flle n Name /o Size Type
Recu Registration Reply: 8 = Fe3-i3a-discz iso 637.55... 150 Fie nE CDocuments and... File: Folder
STATUS_STAY_AT_FOREIGN = Fes-iase-disca.iso 636.58... 15OFile || CProgram Files File Folder
Send Registration Request = Fes-isse-discd iso 386,01 150 File n [C)sAv CES.0Ins... File: Folder
Recv Registration Reply: 0 l:l @FCﬁ-lﬁBE-DVD.\so 230GB 1SOFile n [ WINDDK File Folder
STATUS_STAY_AT_FOREIGH [CIWINDOWS File: Folder
Send Registration Request I:I x oo CpTTaN P I o0 DA COTT LT T O e 15 () WiTemp File Folder
Recu Registration Reply: @ 226 Tvansfercornnlete
COMMAND: >
C 257 “fpummfedma iso/3/i386fis0" is current drectory.
n COMMAND:>  PWD =
dOEpEnation 257 et Rt < et sty
Home Agent  [148.113.215.206 Reg. Lifetine [u55 / 668 |
Current Agent Adu. Lifetime ‘ L Le I e/ Local Drives
x
Tunnel Hode [1P-in-UDP Encapsulatic COA/CCOR  [149.413.24.166 L # ltem Name Address S 5| s Spsed | Locsl Rl
5 1 H Feimme-disctise  Inuxsinicaedutn S 617.02MB 0,99 MBis DiFCa-3a6-discliso  JFedarafin
pevice [Intel 8255x-based PCI Etherne Signal
i) Local Area Connection is now connected
Speed: 100.0 Mbps
[+ I\ _queue Window £ Log Window
E‘&}E\'ﬁﬂ”@ 2254 | For Help, press F1 Irux. sinica.edu.tw, 1 of 11 object(s) selected, 617,02 MB

Figure 6 - 22: Mobile Node Handoff to LAN Adapter Snapshot
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BT AGERIMEEE 4.3.2 4 B Bl & 2 G IR AR HE5E - B R THLL
ICMP [ REREE R R E ] -
B Software Configuration
(X 2% (Home Agent)
FERARER S HIER o R AN E]_E(E B PIRYECE - FERLEA R AL -
{TEN% (Mobile Node)
TEEEER BT - FTEE 3Com ASEABIABRS 15/ ERCHE £ - MIBIRCE: A
WAN 7 > 52 GPRS BE9RRCHE RATHEAVECE -

[@ RIGHI ey E£3

~Mobile Devices

HMaster [

Slave |WAN (PPP/SLIP} Interface -

Mobile IP Options

+ Static Home IP Home Agent |1HB 113 215 285
Home IP |1Hﬂ 113 215 287 3SPI |038
Home Hask | 255 255 255 @ Auth Key |******
Home Gateway| 148 113 215 254 Replay Protection + Tinestamp
" Dynamic Home IP £
NAI |

| Back ‘ | Next |

Figure 6 - 23: Mobile Node Canfiguration (WLAN/GPRS) Snapshot
B Program Snapshots
AR E 58 B (5 40 B A A Y 5 75 BB 2 S YA - A 28 08 IR b B AT 5 R 4 4 ) 2
linux.sinica.edu.tw (140.109.13.40) DAfERRE S LN EN T B ping #5728 ICMP 1y[olfE
ARENE (AE 6-24 o) - A& ISR R TUHRAVBIFRFE G & R AR EAVEL -

ﬁinmmwrmm“ LJ_JEZW = :kﬂfﬂ
Hicrosoft Windows XP [Uersion 5.1.26681 -
TIHE | EUENT | (C} Copyright 1985-2881 Microsoft Corp.
15:33:29 Loading MASTER ... Success ¢
15:33:29 Loading SLAUE ... Success ! C:\Docunents and Settings\Jung-Hsuan Fan>ping -u 2008 —t 148.109.13 .40
15:33:29 Setting Default Interface ... Success !
15:33:29 Starting MASTER NDIS User-mode I/0 ... Succ... [iiiiiiiiii] Pinging 148.109.13_4@ with 32 bytes of data:
15:33:29 Starting SLAUE HDIS User-mode 170 ... Succe...
:;:g;: :Egii::i:g QE:ERD:!EPH:ST ---sizzzf" Reply from 140.109.13.48: bytes=32 time=28ms TTL=55
15133129 Enghling MgSTER DHEP ... Succeess t i % nuto Hode Reply Fron 143'139'13'45 hytesigz t?meilqms TTLiSS
15:33:29 Enabling SLAVE DHCP ... Succeess 1 =T Reply From 143'139'13'45: bytes=32 time=34ms TTL=55
bt iR oo e st Reply fron 148.109.13.49: bytes=32 time=gns TTL=55
15:33:30 Adding Mobile IP Adapter MASTER ... Success * Reply from 140.109.13.48: bytes=32 time=1@ms TTL=55
15:33:30 Adding Hobile IP Adapter SLAVE ... Success ¢ I:I
15:33:38 Starting Mobile IP ... Success ?
15:33:30  STATUS_LEAVE_TO_FOREIGH [iiiiiiiiiii]
15:33:38 Send Registration Request
15:33:38 Recu Registration Reply: 8 [:::::::::::]

Information

Home Agent 148.113.215.286 Reg. Lifetime 597 / 688
Current Agent Adu. Lifetime

Tunnel Hode ‘IPfin*IJDP Encapsulatioc COA/CGCOA |1l].113.215.179

DQUiEQ‘SCum OfficeConnect Wireless 1 signal [EREEREEREER

Figure 6 - 24: Mobile Node Initial with WLAN Adapter Snapshot
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PEE > I N T EUIHAEIRCRE Rz st - 408l 6-25 AR o IR E] RIOMIP 2178/
TRHEE P 4R R /150N WAN iz GPRS #E5RECRE R » I X HYEEMEORENE o [FE N5
FER SRR AL & BB R AVAC B RE AL - 1/E ping FEFUSEIRMEIREIFRALL WLAN 2%
Y[R EZDRERUE 2 2K Bl E (Round Trip Time, RTT)R&YE/NGL 50ms - ELEVIHAE] GPRS 1%
AR[E[FF R A0E] T 1000ms 7t o AEEVHRAYERE P A AR ERYES - 0 _EE T
(B IEPEREHY TE -

ERHIDMIDEET
(C> Copyright 1985-2801 Microsoft Corp.

TIHE | EVENT
15:33:29 Starting SLAVE NDIS User-mode I/0 ... Succe.. IC =D ts and Settings“Jung-Hsuwan Fan’ping —w 2008 -t 140.10%.13.48
15:33:29 Registering MASTER DHCP Hook ... Success ?
15:33:29 Registering SLAUE DHCP Hook ... Success * Pinging 148.18%9.13.48 with 32 hytes of data:
15:33:29 Enabling MASTER DHCP ... Succeess t
15:7:20  Enahiding SLAUE DHEP: ... Succerss Reply From 148.189.13.40: bytes=32 time=28ms ITL=55
15:33:38 Loading. Hobile IP' ...:Sliccess 't Reply From 148.1089_13.48: bytes=32 time=-19ms TTL=55
15:33:308 ndd}ng Mnb}le IP Adapter MASTER ... Success 1 Reply from 148.109.13_40: bytes=32 tim 4me TTL=55
15:33:30 nddlng Mnl]lll.é IP Adapter SLAVE ... Success " Auto Hode Reply from 14@.169.13.40: bytes=32 time=%ms TTL=G5
15:33:30 Starting Hobile IP ... Success ?

Reply from 148.109.13.40: bytes=32 time=1@ms TTL=55
Reply from 148.1609.13.40: bytes=32 ti 1 5
Reply from 148.109.13.40: bytes=32 TIL=55
Reply from 140.109.13.40: bytes=32 TIL=55
Reply from 148.1089.13.48: bytes=32 time=3@ms TTL=55
Reply from 148.1089.13.48: bytes=32 TTL=55

15:33:80 STATUS_LEAVE_TO_FOREIGH
15:33:38 Send Registration Request
15:33:38 Recu Registration Reply: @
15:34:24 STATUS_STAY_AT_FOREIGH
15:34:24 Send Registration Request
15:34:25 Recv Registration Reply: 8

<l ) Reply From 148.109.13.48: bytes=32 TTL=55
TRFornation Reply From 148.189.13.48: bytes=32 time=7@8ms TTL=55

B B = ime =! =
Home Agent 148.113.215_206 Reg. Lifetime 599 ; a08 ::;i; :::: 1:31;1::3 :;::z=§§ t?m s:;:: gtgg
Current Agent Adu. Lifetine Reply from 14@.189.13_48: bytes=32 time=1224ms TTL=55
Tunnel Hode [IP-in-UDP Encapsulatis COA/CCOR [10.12.16.42 Reply from 140.189.13.40: hytes=32 time-1487ns TTL-55
: . Reply from 148.189.13.408: bytes=32 ?2ns TTL=55
Device [WAN (PPP/SLIF) Interface Signal Reply from 148.189.13.40: bytes=32 time=8%1ns TIL=55

Figure 6 - 25: Mobile Node Handoff t0.GPRS Adapter Snapshot

B t& - FAPIFEE DL EhHY U7 CEHREI R BEREAS » FE o] DR AR == P (W& 6-26 For)
EEERENVE(L - IR ping Efﬁﬂ’ﬂﬁ'ﬁﬁﬁluéﬁﬁﬂ@IEIH?JFE?X%«E?@Z?U/J\E{\\ 50ms - “EAE%E
STEEER - AELL EAVUGGERE S - FefTrdt ity 35 (ERMEZORENE. - U] 35 {F[EfEH7E RS
BRI RN LA SR o —(EE Ay EE -
S CEbf >

Reply from 1408.109.13.40: bytes=32 time=14ms TTL=55 ‘:J

TIHE ‘Eugm [#] Reply from 148.189.13.40: bytes=32 time=788ms TTL=55
15:33:29 Enabling MASTER DHCP ... Succeess ¢t Reply from 148.189.13.40: bytes=32 time=82%ms TTL=55
15:33:29 Enabling SLAVE DHCP ... Succeess ! Reply from 148.109.13.40: bytes=32 time=882ms TTL=55 J
15:33:30 Loading Mobile IP ... Success * Reply from 148.1689.13.40: bytes=32 time=1224ns TIL=5%
15:33:30 Adding Mobile IP Adapter MASTER ... Success 1! Reply from 148.189.13.46: hytes=32 tim 439ms TIL=55
15:83:30 Adding Hobile IP Adapter SLAVE ... Success ! Reply from 148.109.13.408: bytes=32 time=972ms TIL=55
13:35-40 (Starting Mobile IP ... Juccess:s Reply from 148.189.13.48: bytes=32 time=8%ims ITL=55

15:33:380 STATUS_LEAVE_TO_FOREIGH
15:33:38 Send Registration Request
15:33:38 Recu Registration Reply: 8
15:34:24 STATUS_STAY_AT_FOREIGH
15:34:24 Send Registration Request
15:34:25 Recv Registration Reply: @
15:34:49 STATUS_STAY_AT_FOREIGH
15:34:49 Send Registration Request
15:34:49 Recv Registration Reply: @
[ | B
Information

5 5 Ping statistics for 148.109.13.48:
H A t < < < Reg. Lifet
i GELIE R LTk b D AR Al ) Packets: Sent = 35, Received = 35, Lost = B <Az loss),
Current Agent Adv. Lifetime Approximate round trip times in milli-seconds

Reply from 148.1609.13.48: bytes=32 tim 625ms TIL=55
Reply from 146.109.13.408: bytes=32 time=2@ms TIL=55
Reply from 146.109.13.408: bytes=32 time=31ims TTL=55
Reply from 146.109.13.408: bytes=32 time=2@8ms TTL=55
Reply from 148.1089.13.48: bytes=32 time=38ms TTL=55
Reply from 148.1089.13.48: bytes=32 time=3ims TTL=55
Reply from 148.1089.13.48: bytes=32 time=28ms TTL=55
Reply from 148.1089.13.48: bytes=32 time=16ms TTL=55
Reply from 148.1089.13.48: bytes=32 time=1@Bms TTL=55

Tunnel Wode [TP-in-UDP Encapsulatic COA/GGOA [19.113.215.179 Mininum = 9ns, Maximun = 1625ms, fuerage = 286ns
3 Control-C
pevice [3Com OFficeGonnect Wireless 1 Signal [} c
C:~Documents and Settings“Jung—Hsuan Fan> _ j

Figure 6 - 26: Mobile Node Handoff to WLAN Adapter Snapshot
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| Implementation of Alternative Tunneling |

AREIRFBEE N BT B S BRI R 1P R 1P 2 S B AR A ST HAREIA - ¥
JeAf 6.2.1 G E(F LA FAVHREAG S 0 R AERRIRE - BEEAE 6.2.2 (H0 o r4HA e R AEE
o PRSI M PEEEER T R PR AR RRER T - Bk 6.2.3 VBRI AR HIIRIEE B -

\ Environment Configuration \

FEEE B FERE E A& = (8 E EAYhmES - R R LS - 178 Im SR (i 5%
as o DU EEHEHE BRSO R RE R A2 AU — BRI AR - PR R AR R R A 3%
FZ L HZs (Home Agent)
H AR SR AVIES F— 5 iy = EAYEE RS CH 25k SRMEES R B EdIeyhE
BERAS A RS

PC Desktop

Processor Intel Pentium Il (Coppermine) 933 Mhz
Memory Kingstone PC-133 SDRAM 512 MB
HDD Seagate ST380021A 7200RPM 80GB
Ethernet  Intel 8255x-based PCI 10/100Mbps

Table 6 - 7: Home:Agent-Hardware'Requirement Table

778 (Mobile Node)

NERATYI

PC Acer TravelMate 273X Notebook
Processor Intel Pentium 4-M 1700 Mhz

Memory Kingstone DDR 266 SDRAM 384 MB
HDD IBM IC25N020ATCS04-0 4200RPM 20GB
Ethernet RealTek RTL8139 PCI 10/100Mbps

Table 6 - 8: Mobile Node Hardware Requirement Table
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W REETR

AEpEfr bk ES (Network Address Translator)
W& Ak EE e AT (0 Ay s F— i ny = AV BRI FC A Wi iRk £ R 48RS R SF4H
HURERS IR AN MR -

PC Desktop

Processor AMD Athlon 1000 Mhz

Memory Kingstone PC-133 SDRAM 256 MB

HDD Maxtor 5T040H4 7200RPM 40GB

Ethernet  RealTek RTL8139 PCI 10/2100Mbps
Digital DS21143 PCI 10/100Mbps

Table 6 - 9: Netwok Address Translator Hardware Requirement Table

=3K (Software Requirement)
K LEEE (Home Agent)
FACEL S5 P YRS 40 N R AT Al HAEfTHIIESE R4/ Redhat iliA 9.0 HY
Linux » AT THYZ IR 2R A2 20 % 1PMO ARl 1P 54457750y Dynamics Mobile IP &}
ZNEHRAS

Operating System Redhat Linux 9.0 Kernel 2.4.18-14

Mobile IP Package HUT Dynamics 0.8.1*

IP-in-IP"° Tunnel Device ipip.o*

Table 6 - 10: Home Agent Software Requirement Table
T8 (Mobile Node)
TTENm AT AV A Ry > HAEITHIMESE £ 40/ Fedora R4 2 #Y Linux » 1fi

BATHY R AR SR 2R R E 25 B B A R RO B2 B 281y Dynamics JliA 0.8.1 2
Mobile IP £{4 -

Operating System Fedora Core 2 Kernel 2.6.5-1.358
Mobile IP Package HUT Dynamics 0.8.1

IP-in-IP Tunnel Device ipip.o

Table 6 - 11: Home Agent Software Requirement Table
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Agps At iEEEES (Network Address Translator)
AP AR A B S RS i (o P YRG0 MRS - HAETTIVIESE 41K Fedora i 2
1Y Linux » AT THYAERS A kAR Al R 224 H Netfilter g fEHY iptables {4 o

Operating System Redhat Linux 9.0 Kernel 2.4.26
NAT Module iptables 1.2.7a*

Table 6 - 12: Home Agent Software Requirement Table

B JEEs$aEE (Network Topology)

[l 6-23 AT nHY R ELL T EIFERE T A AR ERIEEOE - Hrh otdaig R s Mth 4 ik
AR A RS - R 2R AT E NS & 140.113.0.0 Z $EirE B3 il RSP = 1 8 aH i i £ B 43
140.109.0.0 - AILZEH T oLH7Ebe A

Correspondent

140.113.17.15 _wr—~.

,l*
JIM}

. .
......................................................................

Ethernet link

140.113.215.207

Mobile Node

Figure 6 - 27: Alternative Tunneling Implementation Network Topology
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| Software Development |

DUT B BEER (RELEZ MY 1P R P i Al LR (i i858 28 FAV4ERE (i ik S HAThAE > fif
G
B |P-in-IP"° Tunneling Module
IPHO gl 1P M AH A B E RIS MR A 245N 1P &k 1P i@ ipip.o » FfMIEE AR
W —(EAEE e SR T A DB R SEEENENY P FRERNF I ALIRE 252 AUREEHEETH - DT
ES AR ESEER 4y -
Bkl4EHE (Data Structure)
ESETERIAR 252 AYREUHEETE - FRMTOMEAE S8 b EE S DL AL i A AR
A - FEIt > IO RGN usr/sre/linux/include/linux/netfilter_ipv4 T » 90 A
TEFE 6-24 2 ERIAEREHVREZ ip_nas.h -

p
struct ip_nas_opt {
unsigned char code;
unsigned char length;
unsigned char count;
unsigned char reserved;
unsigned long addr;

Ir7

-

Figure 6 - 28: IP.Header Option Data Structure Definition

HEE 1] (Device 1/0 Control)
B ME % R e flusr/src/linuxfinclude TAYREZE if_tunnel.h » B E1ERLA
Yz BB R II— 3y 1O dp< - HATREL R RN MR/

SIOCSETTUNNEL  RUfHAYRE 252 7 FEGHBE AN 5 A AT Z U ERY IP fizkk:
Table 6 - 13: IP-in-IP"° Tunneling Device 1/0 Control Table
IEAEE (Tunneling Device)

i & W MESUFIAHEE (€ usr/srcllinux/net/ipvd "FEYREZE ipip.c » ZAEZEEZIRI0HY
IPR#E IP iEERH - F—(EPER Bl mEEE AR SEE G ENnI 28 WE
6-25 Fior » FEIFRAWNSEEEIFIIIA T 8% nas_addr FIZKAFRAIRE 252 HEIAEEIE
(Y 1P firsik o tptiE s M Lary 3 B f e < SIOCSETTUNNEL S & ARk & #2 i
B ETA -
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~

(struct ip_tunnel_parm
{

char name[IFNAMSIZ];
int link;
__ule i_flags;
__ule6 o_flags;
_u32 i_key;
__u32 o_key;
struct iphdr iph;
__u32 nas_addr;

\}’ /

Figure 6 - 29: Tunneling Device Parameter

AR B B R TR BT R = ipip_tunnel_xmit - [i&] 6-26 FI|t T % U E

BV« TEZRRERE T - BeRE LS %P nas_add BHESCEA IP L

A P FE R AR R T T AR AV ARS NE ] - B A BTG N AR L O3t S R B A

& 0 % nas_add EHEFA P Lkl > RISREESNERY 1P BEEE A _EAlAy &G 8

ip_nas_opt > thEt/EAIAR 252 2RI - HiE nas_add SENHY IP ribEAERLAS
A IR (i addr -

e N
static int ipip_tunnel_xmit(struct sk_buff *skb, struct net_device *dev)

if(tunnel->parms.nas_addr !'= INADDR_ANY)

skb->nh.raw = skb_push(skb, sizeof(struct iphdr) + sizeof(struct ip_nas_opt));
else

skb->nh.raw = skb_push(skb, sizeof(struct iphdr));
memset(&(IPCB(skb)->opt), 0, sizeof(IPCB(skb)->opt));
dst_release(skb->dst);
skb->dst = &rt->u.dst;

X
%3 Push down and install the IPIP header.
*

iph skb->nh.iph;
iph->version 4;
iph->ihl sizeof(struct iphdr)>>2;

iph->frag_off

iph->protocol IPPROTO_IPIP;

iph->tos INET_ECN_encapsulate(tos, old_iph->tos);
iph->daddr rt->rt_dst;
iph->saddr rt->rt_src;

skb->ip_summed = CHECKSUM_NONE;
if(tunnel->parms.nas_addr !'= INADDR_ANY){
struct ip_nas_opt *nasopt = (struct ip_nas_opt *)((unsigned char *)iph + sizeof(struct iphdr));

iph->ihl += sizeof(struct ip_nas_opt) >> 2;
nasopt->code = 252;

nasopt->length = 8;

nasopt->count = 0;

nasopt->reserved = 0;

nasopt->addr = tunnel->parms.nas_addr;

Figure 6 - 30: Tunneling Device Internal Function

B HUT Dynamics Mobile IP Package Modification
P VAL Dynamics E(FET AT DUEFFRMIFBRSEH IPTCRKE, 1P ik - (s

HELTEMFPHI=(ERESE > DUT M R
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FiE AL B 5] (Tunneling Device Control)

E R HaTE RS & /dynmacis/src/other FEYREZE dyn_ip.c e hI T Bz T IPYO %
1P B FEt dyn_ip_tunnel_add_nas » 401 F [ AR - 3 53 P9 BT IT O A9
tunnel_ioctl p=CH {E DAF P g py 2L B e E] @S SIOCSETTUNNEL % ERIAE 252 7
SEHFUEETH A AT EEAHY IP firdk -

g ™)
int dyn_ip_tunnel_add_nas(const char *dev, struct in_addr remote,
struct in_addr local, int nas_addr)
{

return tunnel_ioctl(SIOCADDTUNNEL, dev, remote.s_addr, local.s_addr,
IPPROTO_IPIP, nas_addr);

b

static int tunnel_ioctl(int cmd, const char *dev, _ u32 remote, __u32 local,
int proto, __u32 key)

{
if (proto == IPPROTO_IPIP && key !'= 0) {
p.nas_addr = key;
dynamics_strilcpy(ifr.ifr_name, dev, IFNAMSIZ);
ifr.ifr_ifru.ifru_data = (void*) &p;
if (ioctl(s, SIOCSETTUNNEL, &ifr) !=0) {
close(s);
return -1;
b
b
b

Figure 6 - 31: Dynamics Internal Function |

TEELSE &I (Binding Create)
BEV Y FENENIEREZE - BB T T Gl RGeS EE £ /dynmacis/src/ha
Zt&ZE ha.c Y create_binding (=t - E%BEEWSIE@DL[L%(ﬁﬁ%ﬁ%@/dynmacis/src/other
N ZAEZE tunnel.c NEE LS EAVEREE R AT tunnel_add - [Nt - 40fE 6-27 fit
NMESUEZHIH - EFI tunnel_add el AT &R TEN IR HY B AL HEE B R Y 2
RGP o 1 tunnel_add SR B (FR A % SR SLAETEO_F kIR AR T IPTC RE
ERYNFL dyn_ip_tunnel_add_nas Witz S8 - ELETENGHVERC AR EE N A
1E Ry BIRE 252 7 REETRBEE NPT 2 A Y IP fizd -

+
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( static struct bindingentry *
create_binding(struct msg_extensions *ext, struct spi_entry *mn_spi,
int create_tunnels, struct sockaddr_in cli_addr)

if (ok && create_tunnels){
if (ext->req->co_addr.s_addr != cli_addr.sin_addr.s_addr){
if (tunnel_add(tunnels, binding->lower_addr, binding->tun_dev,
ext->req->ha_addr, 1, TUNNEL_IPIP, (int)ext->req->co_addr.s_addr) == NULL) {
LOG2(LOG_ERR, "Could not add tunnel to FA %s (COA=%s) for "
"MN %s\n", inet_ntoa(binding->lower_addr), co_addrstr,
mn_addrstr);
ok = FALSE;
b

TUNNEL *
tunnel_add(HASH *hash, struct in_addr dst_addr, char *dev,
struct in_addr local_addr, int set_link_up, int type, int key )

{
""" if (type == TUNNEL_IPIP) {
if(key)<{
if (dyn_ip_tunnel_add_nas(device, dst_addr, local_addr,key) != 0) {
DEBUG(DEBUG_FLAG, "\tdyn_ip_tunnel_add_nas failed!\n");
return NULL;
¥
b
LY

Figure 6= 32: Dynamics Internal Function Il

B Network Address Swapping Function

£ Linux BYZ&EH > netfilter ‘& (8 HZREG TR FENEIZRE - TR BB T EHER AR P E
& a2 R (hook). DL IPvA 2GR » B0 Ay BURTR BB ARG 408 6-29 Fror -

———>PRE—————- =[ROUTE] ——=>FWDh—————————— PO3T—————— =
Conntrack | Mangle - Mangle
Mangle | Filter | MAT [3rc)
MAT (Dst) | | Conntrack
(olisc) | [ROUTE]

v I

IN Filter OUT Conntrack
| Conntrack *  Mangle

| Mangle |  MNAT (Dst)
w | Filter

Figure 6 - 33: IPv4 Traversal Diagram

iptables {2 E177E netfilter 2286 FAVEIEIEREE 247 o A% OEAH n] DAEE BT HY table A6 %K
B table - BMEEREENY AR FIMEEM LAY EIE (filter table)Biddpsfi fiki#EE (nat table) s -

BN AR (EEFFAMEE NF_IP_PRE_ROUTING Bl NF_IP_POST_ROUTING #i{TIEA
PR PS4 2 BT ELAVIEE B AV EEAE IP fizsik o PRI > SEEIERRAMI TR AV 4ERE A il S s 4R R
ECCE RIETR AR EIRR IR R - DU S/ 4838 I HRER I B
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BEikl4ERE (Data Structure)

Ry 7 BErt bR sl G M E 2Ry 1P BRI - MR AAE RS ER

BERIGERS o R » IR0 R IGHERYER & Jusr/sre/linux/include/linux/netfilter_ipv4 T » &
A T 2[E]El 6-24 2 ER4hmAYIE SR ip_nas.h
HEVEE (Hook Point)

it W9 45 A L O R Y ok A JE 46 BB BR 7R Jusr/sre/linux/net/ipv4/netfilter T Y

ip_nat_core.c f§Z N - [& 6-30 NHYENZL manip_pkt (F& & T THEEE IP L akAved=t
& % ¥ maniptype &y IP_NAT_MANIP_SRC £l % /R i5 /2 iz B £ 8 i &L %5
NF_IP_POST_ROUTING #yEff » ik A ps ik isaEes A S A S MY E L - S22
Al Ry 2 i ERE NF_IP_PRE_ROUTING #YEfE] o L E SR B /A TUARR 252 7Y IP 12
FHBETRI (AR YR 5.4.2 Pl @R IS TR Az ik At - &A1 > TR ATAEES Atk

g .
static void )
manip_pkt(u_intl6_t proto, struct iphdr *iph, size_t len,

const struct ip_conntrack_manip *manip,
enum ip_nat_manip_type maniptype,
__u32 *nfcache)
{
""" if (maniptype == IP_NAT_MANIP_SRC) {
if (iph->ihl > 5) {
struct ip_nat_as_opt *aso = (struct ip_nat_as_opt *)((u_int32_t *)iph + 5);
if (aso->code == IPOPT_AS && aso->length >= 8 && aso->addr == INADDR_ANY) {
u_int32_t oldval = *(u_int32_t *)aso;
iph->check = ip_nat_cheat_check(INADDR_NONE, manip->ip, iph->check);
aso->addr = iph->saddr;
iph->saddr = manip->ip;
aso->count++;
iph->check = ip_nat_cheat_check(~oldval, *(u_int32_t *)aso, iph->check);
b
} else {
iph->check = ip_nat_cheat_check(~iph->saddr, manip->ip,
iph->check);
iph->saddr = manip->ip;
¥
} else {
if (iph->ihl > 5) {
struct ip_nat_as_opt *aso = (struct ip_nat_as_opt *)((u_int32_t *)iph + 5);
if (aso->code == IPOPT_AS && aso->length >= 8 && aso->addr == manip->ip) {
u_int32_t oldval = *(u_int32_t *)aso;
aso->addr = iph->daddr;
iph->daddr = manip->ip;
aso->count++;
iph->check = ip_nat_cheat_check(~oldval, *(u_int32_t *)aso, iph->check);
)
} else {
iph->check = ip_nat_cheat_check(~iph->daddr, manip->ip,
iph->check);
iph->daddr = manip->ip;
b
}
}

Figure 6 - 34: NAT Internal Function
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| Software Demonstration |

FEAEI RS I L A2 EoR 5.4.3 1y IPTORE, 1P @i » I ICMP [E]fEs5K/
(o] g [ 7 SRS R B B -
B Software Configuration
FKLEES (Home Agent)
T RELERITED S B SEBR A IP-in-IPMC (T HEBAl 4 FE BB 5 (R EE SRy R 2= >
6-31 fi7

W rootdwinwst: Shome/ ghfan/dynamics—nas/src/ha -0 X
BEE SRE KRGO AEE0 BEOQ RE0
[FootawinwsE hal® dinsmod Slib/modules/2.4.18-252/kernel fnet fipvd fipip.o E
[Footawinwss hal® | /dynhad config . /dynhad.conf fg
Using configuration file './dynhad.conf
-~
o
' vl

Figure 6 - 35 HoméiAgent'Configuration Snapshot

7Ei% (Mobile Node)

FFBRAT 5 B E BT R P ITTI ( c  ( T R Y AE (D R S U E
BEGRIIRES « B DU Ak ARSI A FIRZt dynmn_tool $5 5 (TN (3 F e B
SRR S AR - A0 BT -

rooti® localhost:~fdynamics-0.8.1/src/mn =B *
File Edit View Terminal Tabs Help

W

[root@localhost mnl# ./dynmnd --config ./dynmnd.conf --no-wireless --disconnect [+]
Uzing configuration file './dynmnd.conf'
[root@localhost mnl# ../ /tools/dynmn_tool connect 3

Connect success.

[root@localhost mnl # ping -o 1 140.109.132.40

PING 140.105.12.40 (140.109.12.40) 56(84) byvtes of data.

64 bytes from 140.109.13.40: icmp_seg=0 ttl=55 time=4.33 ms

- 140.109.12.40 ping statistics ---
1 packets= transmitted, 1 received, 0% packet loss, time 0ms=

rtt minfavg/max,/mdev = 4.339/4.2339,/4.339,/0.000 m=, pipe 2
[root@localhost mn] # D

T

[4]

Figure 6 - 36: Mobile Node Configuration Snapshot
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B Program Snapshots

KL ESERGEMHE R T T8 m i E a2kl ICMP HY[EEEKERE - 2R RIB B
BESCGAME R A AR s a2 o Q1 6-33 AR - AiEAY RS (I HE R SR B MERE R ethO
B EEREEL > A SRR R MRS ethl B2 BMEMEHL - 3040 5.4.3 HYRGR - ZEEE LK
AP EE IP RURIERIAH P AN EIER R L - WEUE TEG TS —EEE - BZEEAE
W LUE RSN T8 H ey BC EEs irkl £ 10.113.215.181 (0x0a71d7bb) - BB AL
R RSN R E - LR NEZ A —(EEE - iz B B R AR AR E R
AR TE I AC BRI R8s A ik 5 /Y A P fizhk 140.113.17.15 (0x8c71110f) = 5+
RS o & R B BRI AR ICMP f[EIE [ RS - (DL IPMOREL IP AYEE 20k

A TRZE LR B RS A MR BN L WRLE MBI TRV EE R - [FbkH
Z BB TR LUEEEMEINEHY IP FREAE > 2 1 RIRR 252 HyEEIEEE - 1 HAERTRERY
\P {irkk {780 H ARV ECE B AL hE - &R - BB aIREH AR R B - e TEA
VR EEE - BURR 252 FEEHERENHY IP {izakEESNE 1P EERY HAY IP rikscth - E&fFe
I TEIHAAE R - NEE > fTEmEIRA S 2 ICMP fy[ElEEIE RS (RE 6-32) - [FFRF i
aa | AP AR R T

root@®vhe:~ root@®vhe:~
File Edit View Terminal Go Help File Edit View Terminal Go Help
[root@vhe root]# tcpdump -i etho -X -n -vvv proto 4 [root@vhe root]# tcpdump -i ethl -X -n -vvv proto 4
tcpdump: listening on etho tcpdump: listening on ethl
21:54:25.434111 140.113.17.15 > 140.113.215.206: 140.113.215.207 > 140.109.13.40 21:54:25.433955 10.113.215.181 > 140.113.215.206: 140.113.215.207 > 140.109.13.4
: icmp: echo request (DF) (ttl 64, id 0, len 84) (DF) (ttl 63, id 0, len 104) 0: icmp: echo reguest (DF) (ttl 64, id 0, len 84) (DF) (ttl 64, id 0, len 104)
0x0000 4500 0068 0000 4000 3f04 39d2 Bc71 110f E..h..08.7.9..9.. 0x0000 4500 0068 0000 4000 4004 f42b 0Oa7l d7bs E..h..2.@..+.9..
0x0010 8c71 d7ce 4500 0054 0000 4000 4001 3cd3 .q..E..T..@.@.<. 0x0010 8c71 d7ce 4500 0054 0000 4000 4001 3cd3 .q..E..T..@.Q.<.
0x0020 8c71 d7cf 8c6d 0428 0800 16ed 130b 0000 .q...m. (. 0x0020 8c71 d7ef 8c6d 0428 0800 16ed 130b 0000 .q...m. (.
0x0030 3c56 6a42 376c 0500 0809 0alOb OcOd 0eOf <VjB71... . 0x0030 3c56 6a42 376c 0500 0809 0aOb OcOd OeOf <VjB71... .
0x0040 1011 1213 1415 1617 1819 lalb 1cld 1elf  ................ 0x0040 1011 1213 1415 1617 1819 lalb lcid 1elf — ................
0x0050 2021 -1 0x0050 2021 -1
21:54:25.438030 140.113.215.206 > 140.113.17.15: 140.109.13.40 > 140.113.215.207 21:54:25.438108 140.113.215.206 > 10.113.215.181: 140.109.13.40 > 140.113.215.20
: icmp: echo reply (ttl 55, id 22388, len 84) (DF) (ttl 60, id 0, len 112, optle 7: icmp: echo reply (ttl 55, id 22388, len 84) (DF) (ttl 59, id 0, lem 112, optl
n=8 IPOPT-252{8}) en=8 IPOPT-252{8})
0x0000 4700 0070 0000 4000 3c04 5c9a 8c7l dice G..p..@.<.\..qQ.. 0x0000 4700 0070 0000 4000 3b04 5c9a Bc7l dice G..p..@Q.;.\..q..
0x0010 8c71 110f) fc08 0000 (0a71 d7bs5)4500 0054 .4.......q..E..T 0x0010 0a7l d7bs) fc08 0100 (8c71 110f)4500 0054 .4.......q..E..T
0x0020 5774 0000 3701 2e5f Bc&d 0d28 Bc7l d7cf wt..7.._.m.(.q.. 0x0020 5774 0000 3701 2e5f Be6d 0d28 Bc7l dvef wt..7.._.m.(.qg..
0x0030 0000 leed 130b 0000 3c56 6a42 376c 0500  ........ <VjB71.. 0x0030 0000 leed 130b 0000 3c56 6a42 376c 0500 ........ <VjB71..
0x0040 0809 0a0Ob OcOd OeOf 1011 1213 1415 1617  .........ciunens 0x0040 0809 0aOb 0c0d OeOf 1011 1213 1415 1617 ... .....coun.nn
0x0050 1819 .. 0x0050 1819
2 packets received by filter 2 packets received by filter
0 packets dropped by kernel 0 packets dropped by kernel
[root@vhe Toot]# I:l [root@vhe root]# D

Figure 6 - 37: Packet Dump on External /Internal Interface
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Discussion and Remark

| Multi-Interface Integration Alternatives |

FESB MU E h M E AR /M A B (F R & SUE RSP & Fr fR Ve T A B H P THY O RE -
FEAE PR st T R AL L 2 5OE - B AR B AT A 2 S Fa IR A e AR
AT FA P AR MIAT PR 7 AR R BRES -

| Home IP Address Configuration |

HR TS FRRRUE SR B S A R & FUE RS - [N R SR TEh A IR RS foh e A S P08
ERFEIITENE R o IARIREA A E 1T Eh im0 R BB R B (58 FH 5 (i kB Ay A e e Y A R U7 ) 2
VIHANERRIF FTAG B AR T - RRJEEER - 1T B A 2 AL Ak ARSI S S R T B m A R R A
R AR ERE TR o BFIRITEAR L IP BRI R R AL e R~ L - HERH
TG AR RS S B R &g A% IP (HVES - FZFFIELL Mobile 1P
] BE B A 2K e IR S AV R

A o Pt L DDK Frfz (kAR fIRe A ek (r  peR e ghA2 2 (Virtual Miniport
Driver) K% MR - SLAIFE RN > ZEEFEE EREIF 7 —RERRVER T > BNtz
ERVEEE - AR EESEERPEFE - Pk fIE A SRR - R T8
YR HESCEERZ SR L BRI EEEE Mobile 1P Ik ialfgieshfe= - 280 > (£
FE e (R i R R SR EN A2 Ul s AR R TR~ T T B B S 4 - e S A s i F ek i 15
4ERsR L MRERR AV AT A A E R AR E RV g B URH - =
HIFHEERRHIEN T BaEEEEZ R e A Us eI - FrLAIRFIL/AEH NDIS o i e e
BfEzE NDIS fEEEENE ZUR X 2 3 R ek R e R BREN A2 SURY R B3 DU 5 2 HeR ey &
B RRTHIRAVE R - ORI - SERITERN AN ERHER FELRELE
RS R TG (Proxy) ARP [ T(F

A E T AYARSR A EEE o BT FEEIR AT DL R e B P i Ay R - (HA I T %t
FVIERENE » DN R fiam A R A BRI M A A L TR BV EEEN(F - MBI RMIR AW TTE
ARSI A T R REE B - 28 - BT VAR AE R AP o] DA 52 R A b it 2
GRTEHAVE SRR - RA LA RERACR- R EZ RN AT SoE AT R ALk - Nt
FERIFEFE DA RAEER - ABER T EEERFE - M EEETTENmAY S AL (2T
A ERCHER > MHERVERER FERGRAEIECHE R - 2 > SR T > (EH&E A AR
FERVERBEHHAGE FIAVAERS > SRAE A EERYS & TR FLEEEE RRVE IR A 2 B LGV E(E -
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| Packet Encapsulation |

FEEFER BT - FRMIEER T NdisFlt -2 NDIS fiigesite A S 1pFIt SeBhie (e H P
A NEE TR o C TR LAY 1P R, IP 5UE UDP R IP ZEH5E - S5OMYIEAER Bl
AYiELLEE B U S R EE—(Y NDIS ifejjgleghte= > R ez Ol M TEEESE - &
WEFEE R T B AR RERE o ERMFEAERIEPEEE B O FTHREEUR 15 S
B R EHE A ORI - A — 2R AT REAE AR B UGL AR Y (2= MR R BEh{F - MaRZ2
RABRGZE > HEE MR OEAREEEAEEE R AN - BEFEREH PR
DRI 07 T BB B I R BTy

(e e AL IE AR A TS o BMAIE - ERERET SN 1P AR -

WRIRIE T B H ATHIEC B (i Bl o (CBEsHY 1P izt - HAEXHEIERHEIE AT - R

S S A (i IR R R A A S Y ZOR SRR - L RARE R PRI S TE Y
BB > FAMIE AR B A HUSEHET T EACFERY TCP/IP i E BeBhie A PRI & R EAE 1F
PRI > AIFCEPRAT PR E e S > N e R EREEA T R ERAE By
1Th o HAIEERR > FAMFR BB (8 F A B2l i E T A T S 2R 1P ARG B
ZAR4BRS A AR SR i e B et

\ Link Layer Information |

MR IFE =M NdisProt Zipelaats A S EaTE R - KBS It RnvaRs:
56 [ B AE IR AR o uAEnﬂEBKLEf%@T BRVERARERENME A - R HEZ AR H EAYEA
NDIS BEEI2E =B n LUEE Y NDIS (=2ES 2 » #ajshan - Fdfit ol /A e s s i =k 2 5]
MHERIDIEE © ZFERA e SR 2 e e BRENE =0 - A B 2 69 s E A2 =k
SUNEEDIRE H SRR ED A ETR 2R > fr LRG0 E & - R EsEaiiE =
R [EIHE Sfe R T o  Ba AR S B 2R R R BRENAZ 20+ 1T fop e BRENAZ 20 7R 20 Rk I R BE Bl
FE=EpHT -
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Section 7.2 Performance Evaluation of Mobile IP NAT Traversal |

R s _ AR R R B (R S B RS S ST IETF iR
UDP &, IP i B PR H Y IPHO & 1P @i & > R AL -

Bandwidth Utilization |

B R AR 1% B LA B 100 Mbits/s 119 7, 48RS |- (LA LA TRE RS -
L BESRSIES AT P N3 SN LKA

RS g e a w0k GERR AT R e e s L k=R A < eI 2 SR U [ CEEIRE 855
FIGEE o FREEFEEIEE @ ICMP [BfEFE KRS - st RE R 78 {Efirrsl » H
o 1P REEGEAYER 534 20 (@A T4 ZRAE RS ARTE NN AR ARSI 43 35 18 {Efz tal - B E
UDP 7k 1P FVEHEE T FMIEIIA R By 4 (B CaHAY T B AE P ddrs fnh & sl AREE » RE R
8 {Efiz ye4HAY UDP FEE DL K e/ NE RS Fy 20 {E iz e4amy 1P AS0H o 4EET M AR —ILFTEIEE 32
L TCARIE S EEEEINETE - a2 (R 5 A (32/(78+32))*100% = 29.09% > RILEFEA XL
SHEEER T 70.91Mbits/s « 1Elizn%ﬁﬁrm°7ﬁ!a IP HIEPEETT R BOTARRZ I LR 28
TAEA 1P RO - ST GRIE A R IRTFHET - WeIIL » (518 L
EIE LU T (28/(78+28))*100% = z?ﬂ% g%?%f&ﬁ%@iﬁyn% 73.58Mbits/s -+ iEE 7-

1 FefMIa] AR R *i&%ﬁ@@@*ﬂ%}ﬁ Wﬁﬁ%ﬁﬂéﬁﬁﬁ%é’]ﬁﬁ/

1’-:: 3 L'l\.'\l-"'\.

IP-in-1IPHC Encapsulation

@ Raw Data
O Overhead

IP-in-UDP Encapsulation

0% 20% 40% 60% 80% 100%

Percentage of Bandwidth Usage

Figure 7 - 1: Bandwidth Utilization Comparison on Packet Length not Exceeding MTU
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& e R 0P 22 (N R G B B 4 ad E 5 1% b vl B K (F il BT = BVRZ BT R M 53 B R 1
B/ INPA BRI e K (il BT AV ET B8 T R o M A FIAERS | o RS R ARV B RS R i £ K4
PEAY ARSI AL - h/E 1518 {Efirréd » IR 1P AEEEAYER 73k 20 (B o4 i oK 4gRs A5
0 EAR AR ER > 35 18 {Elfirtal - RIEAE &R - F—(EEENRE S 1486 {Efrtid - A&
ZORHERERETHEL 1P AEGH - s —EEERE R 32 EArTad - RN BB ER - FZINASH
SN Z R AR R L 1P D - 7B UDP K& IP E3E A= > BN AWIEEE - TR —
HEEWE RS K 4 (B cdHav TehaEPE4ges e s S E0E - MERE R 8 {Efizc4HHy UDP £
UH - WAEEE s 20 {Efiz7Tél o RSN Z(EEEEE S 1P REHE K LR ARG A > b
A o HEET AR —HFTEICE 102 (Er T EE SN EE o il 25 EE a
(102/(1518+102))*100% = 6.30% » [ H: B[ A RE S (F (R T 93.70Mbits/s - {H 415247 F
IPO kg IP (yErEE =, > B S AES M R (B S A TE e > IP AIEE - (YR s By 28 [H
frTCAH DA R Ry B8 B B AR 20 (B cal > P REUHEL R/ Ry 18 Bz edl 2 £ R4 RS AETE
o EARERS o #h)EEss o EEEE J:E’J%fﬁé’l\éfﬁ’ﬁ U5 T (94/(1518+94))*100% = 5.83% - FrDLEE

EARTTIES 1 E 94.17Mbits/s -+ 5B 7-2 SRl bl S S R TR [ 2 7 = A
B 53 FRSEELA D - 5?"ﬂ.x~y

ity
o

IP-in-IPHO Encapsulation

@ Raw Data
O Overhead

IP-in-UDP Encapsulation

0% 20% 40% 60% 80% 100%

Percentage of Bandwidth Usage

Figure 7 - 2: Bandwidth Utilization Comparison on Packet Length Exceeding MTU
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\ TCP Throughput Estimation |

Fo T PEES W RE B R UE I E F IR S BRI AYEE - IMTILE 7-3 Fromiy—{EE A
MERRIREE o RaEREET UEAE S LSS T8 RN - GRS AEiEEERS S DHCP (Elfikas i i
AR > IR AT o A AHRE AV B BNEUVERE TS 2RV EEE - H R Es Bt A ik et
Z[EELL 100MB/s By £ R ARS SR EL R » WAL TSR EEeA Tt aEsd - EAYRAER TR
S TENG 57 AT UDP & 1P e IP"C Rk P i i R e il o P T8 DA
FTP & Flmfe\ Iftp ZGEE I L6 FTP {@kas vsftpd JIUTA/N G 1.2GB HYRE Z AL ECERE A H
BTN AP IR (R T - [FIRF > B T R RER I IR EATAE RV RRAE - ML IE AR
T GEFAERERE L2 A devinull o 41 AT kst R 3R H B PR A S 2R -

Ethernet link

140.113.215.207 Mobile Node

Figure 7 - 3: TCP Throughput Estimation Testbed
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Figure 7 - 4. r;}':' '-’;'i';'i':';;_._ Estimation Result

BRtefi (R o RS TSN R (25

Ty TR DL A SR I, o AT

2 - BAJeEE L UDP KL IP TR FTEILAVEE - MR A ik ss EAVEEEREH0E
Z2 > [ AR ik LR ST FERR (R (A B AE - NI - $CEEH R RAVET B B R (i I R a5
RS AT o« B RTBIm AT MY A SR E EHAE Tt A L L T EORERE. - R HI4EES
fir b SRS FERR (R A S (F ST RO - HRagehal - 1R 8 BRI I RYRE it o R ey T - FHEC
(Y JRSEAT IR A MIFTRR L L 1P K 1P =AY » B FP I A (R i ik i
ias L HIERR (i SURSE T ERA (& o Fr A B VAR (L A s AR ME R AT - RIS
AEHRVEREMAVRE > M ERAERSEINIEIEARWIE AT R IAVEE - WHtEs - E

FARZZRARAT 1P REL 1P (S 52 SR AERR A BB RS > ST P s YR i i B B R A S ) EL
BB AL

BB L R AT EERE T AT AR Y FRPIFT R Ay T 7AME— Ay BRELE LRI TOR A 4IRS
RS E - HZ BN A BT AR - HESUSKRIER A I EEES MMEEREE BA
P HE M I T EAR SR B S FiRRE

122



Conclusion and Future Work |

Conclusion |
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Section 8:2 WSV RNl |
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