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Abstract

As wireless network and terminal technologies advance, it is becoming
possible for the passengers of the public transportation to access Internet using
mobile devices with wireless network adapters. Besides, mobile devices may be
equipped with Mobile IP (MIP) protocol to retain continuous connectivity when the
public transportation moves. Therefore, when the public transportation enters the
coverage area of a new access point,seach _mobile device needs to exercise a MIP
registration procedure itself. However such:MIP: registration procedures may incur
too much network traffic because a public transportation vehicle is likely to carry
many mobile users and move. frequently.-Besides, the latency of MIP registrations

will significantly affect the performance of network applications.

In this thesis, we adopt the concept of Mobile Network (MONET) to reduce
the number of MIP registrations and a location-based pre-authentication to shorten
the latency of MIP registrations. A MONET consists of a Mobile Router (MR) and
all hosts attached to the MONET. The MR of a MONET is equipped with at least
one wireless network adapter and provides Internet connectivity to all hosts
attached to the MONET. When a MONET moves, only the MR of the MONET
needs to perform MIP registration procedure. The notion of MONET helps in
reducing the network traffic because the MR hides the MONET mobility from

other hosts attached to the same MONET and other hosts need not exercise MIP



registrations. However, the original Mobile IP protocol is designed for a single
mobile node and is not suitable for MONETSs. Therefore we modify the process of
MIP registration messages and present a scope-routing mechanism for MONET.
Besides, a MONET may itself a mobile host attached to a second MONET, the
second MONET may again attach to a third MONET, and so on, forming a
hierarchy of MONETs. Therefore we also consider a hierarchy of multi-level

MONETSs when we design and implement a prototype of MONETS.

In order to reduce the impact of mobility on the performance of network
applications, we also propose and implement a Location-based Pre-Authentication
mechanism to reduce handoff latencies. The underlying idea of the Location-based
Pre-Authentication mechanism is to maintain the location information of access
routers (ARs), either fixed or-mobile routers;.in a location server. The location
information of ARs can help an'MN or MR to determine which AR it is likely to
roam next and initiate authentication-procedure before the handoff really takes
place. Therefore when the MNw=or-MR enters the coverage area of a
pre-authenticated AR, it can use the services provided by the new AR directly,

without waiting for a lengthy authentication with a remote server.

We have implemented a prototype of hierarchical MONETs with the
location-based pre-authentication mechanism. Experimental results show that our

proposals are very effective.
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J

\\ LFN MN
MON ET

\
L2
] 2.6 MONET p\ mMN 2

Mva"4 (T 3B

% CN iBi¥4+& & MN. El*:‘ 5 i ﬁzﬁﬂ%} 2.7 #751 :
Binding List Binding List
Home IP | CoA Home IP | CoA
MRHIP | AR1 MR HIP AR1

MN HIP | MR HIP MN HIP | MR HIP

D & &

T , ) ik 2 =
MN MR (MN's FA) ART(MRSFA)  Meis HA  MN's HA CN
AR1
MR HIP MR HIP MR HIP)
MN MN MN MN MN
P 5 ) 4 . 3 ~ 2 ‘ 1

Bl 2.7 MONET p (o MN 2z MIPv4 & 7/ 42 8]
1. CN @iz 4tes % MN R7izak o

2.  MN 7 HA #4427z B 3+ ¢ » T % P binding list % > #-4f+¢ ¢ = IP-in-IP



e > B bk P IP G MR aRdzsE -

3. MR e HA £z 3:zB P v IP 2 MR R#dzat e IP-in-IP 3¢ » ¥ pe
binding list # » #3%4te £ ¢ &= IP-in-IP 3te » B¢ S o f p = IP
Z ARL e1 P i+ 4t o

4, ARLBICFIEB4e o fAE % - & IP-in-IP 44 > poph > p st IP %
MR &=t -

5. MR Eycrliz®3té » £ fEFE - & IP-in-IP 4¢¢& > gt > p e IP T3
MN Fizd o defs » MN eicjc 3] CN @33 % et e

BEARE - 4 52w @ % Mobile IPVA i 2uta % h L 9r ko Nk
FiE e e hodk §CN B 5|4t é 28t MONET p 7 LFN-HA ¢ % % binding
list #4272 § LFN 7 COA T4 » F]pt & 1B % 41 LFN chdt & #-€ 7% il i 4
(Tunnellng> eafs 1 5 Fe i ik ¥ Redt e HE P E T &8¢ o XA Mobile
IPVA 2 205 2 4% MONET Rt “Tifl @R 3038 001 AT A fafai= 2 > A
fde T

1. 22— % MONET p 2755 MNN ‘FM}LIE MN

Internet

% AR1 (MR’s FA) Bjrfding Cache

ﬁ Home IP CoA
f/:“:: MRHP | AR1
e LFR | MRHIP
MR.(LFN's FA) LFN | MRHIP
PN & -
. “‘\
y T )

* S &
O @
’ /

. —
\\ LFN )
—_—, MONET

B 2.8 MONET in MIPV4 = ;% -

4e®] 2.8 #77 » MONET P #77 9 MNN ¢ FA-COA 37 ¢ 3% % 3
eyl gL pE S MRfimbst«wFMNNmFA ot - K B T
3t 4 §d MR HA #rf e 3 7 5g 7 4] 0 K18 £ @3 5] MONET
Badrhii o HiFiv)nfgdc@ 2.9 #r7 ¢
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Binding List Binding List
Home IP| CoA Home IP| CoA
MR HIP | AR1 MRHIP | AR1

LFR [MRHIP LFR |MRHIP
LFN |[MRHIP LFN | MR HIP

=

LEM MR (LFN's FA) ART (MR'SFA)  \R's HA

CN
AR1
MR HIP MR HIP MR HIP
LFN LFN LFN LFN LFN
5 4 3 2 1

B 29 32— MONET p e LFN 2. MIPV4 i& i® 7k 4% [
1. CN #ix4ts %S LFN-

2. MR e HA £ 423]:& B3 e > T ¥R binding list % » #-4¢+¢ ¢ &= IP-in-IP
e o B e P e IP 5 MR hjdeg

3. MR HA #fcsliz @ gt 1P SR imscn IP-in-IP 312 > 5 8
binding list & » #-:%4t¢ #f\%z\ AP-in-IP 3¢ » H ¢ f bk p e IP
5 ARL 1P (=4t o = ;

4. ARL Bcr|ipBié ’ﬁ*%ﬁa‘i S RAP-IN-IP #12  popE o p e IP T3
MR 5 o |

5. MR #1{cs|igB4é - LR - K IP-in-IP 44 » popr > p e IP 7%
MN Fieab » Bis » MN it fc 5] CN @336 ket e

ROV RS R R TR I S M o) 210 4rF 0 B e &
B - A ol i 38 F & 5E IP-in- IPrn #9002 [P header ek B4 § 582 @
5 0 HA “ Bow fisdE B MONET N E SR 4% MONET
3 PAREBAS CHA D P EREEFRL -

R0 7‘"\

— —
A = o= s
LFN MR (MR's 'FA) MRsHA  MRsHA O
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2. ;- MR #iE HA 2 MR 2 /e id ;g (Bi-directional tunnel) R
#% Routing Infomation Protocol (RIP) zt

Internet

@ 2.11 MONET in MIPv4 = /% =

4o 201 577 5 MR &% AR e 5 %% 5 % 5 RGEE + MR ¢ HA
AP LT P MR HAZE S - 15w T 1E "JJ ;I‘&',—S_LMR “og ) et e & *
S EFECE @ I FeR > £ MRS HAJER IP-in-IP 3¢ 2 {5 > hefs
Bizdte BE P iz B e wig@BETEY S MR 2 F#-RIP chA i - @
w3 ’NH“ PP g T Jﬁ?"\fﬁﬁ g B o s i i i1 MONET po2n
& ghenisd BT o F CN @ 4te 3] MONET P ch LFN pF > 35416 ¢ & @
7 MR Kkﬁxt’ cped B (TR 211 ¢ hFR) > S e 4 Faviidte £ 0
A MR AR R d TRk g 3 0 ARP S it @ MR HA ¢ 4 7 Mobile IPv4
¢ caProxy ARP # i 0 #7127 MR mHA 9 3 CN # /L LFN e3¢ > 2
Wd e BA e R = K P e IP S LEN 0 IP =a o MR e HA * 72 ¢ §T1
LFN 0 IP =4t 32 IP-in-IP #t¢ > F]p* MR e HA % JE» & 3% MR #:i K
I RIP 2 & 12284 MONET P enfess i=pb > 3 7 FTigdt e = pt 41 5 IP-in-IP
ite -

RFEREEEAR G- g AN aRE oA Y HA L 2 % ek
MONET p e B H 2 &2 e &> MR ehHA % F & (£ ,,ti it RIP

A EE o 7 ¥ 2edk MONET o enfesdiznt > FIpt AR Z &84 7 f2 RIP 2 4
frs b TR RIP L £58 > #7101 & ‘arkj&gpbﬁ*ggkg\pﬂ_
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2.3

2.3.1

IEEEB02.1x — it 3% 3% 4 B 15 B~ 44| (Port-Based Network Access
Control)

BT o R SR R S RS R R SR RS GNP
VR Ed o mARRERAS A ;)g,—}]% R R R A SRR R T X
WAL 3 vt B3 A fefrts § (IBEE) #20 - £ #3f —IEEE 802 1x
AR RREIGH (3] CRER § LY %(mmww)ﬂamﬁsw
PR PR T K G ARty g > 4 ¢ o IEEE 802 ¢ 7§ Ethernet
(IEEE 802.3) # 2 WLAN (IEEE 802.1) e o IEEE 802 1X % &7 2 4]
vl %+E%°/%E%J B T ig g | kg '??lz P e AN VI & 3
B ik BT E e B 4 enpeiE o

B 2.12 5 IEEE 802.1x ¢ & B » |EEE 802.1x & * i &4 0= X %
CE RS RN R N2k .;%g%ﬁﬁ VYR SRR B
ARG R R BE AL o Y G LERE FRE (4ot RADIUS
(6) FRE) ctais » ¥ 5 17 R % 2R G RRE R IRB LS
PR TR RGBT BEREDE S SHT P DY FE BT D
QR Y kR o

I 1 } ! !
| o I ! !
! L Services } i |
! | 1| offered by ] i i
! ["Supplicant Jy | ! | Authenticator's Authenticator [] | : Authentication ) 1
i P'F\:[E | i :r Syston FAE -EAP protocml __ Server i
! A ¥ ‘exchange& i
! L4 Port | carried in | |
! L Unauthorized \hlgher \ayeq i
: : ! \ protocol ! !
1 | 1 1
(I}

B 2.12 IEEE 802.1x 7+ %, H®

|EEE 802.1x & #% 1
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EAPOL | RADIUS

- L | -

L
=
4 = —
000000 =
Supplicant Autheniticator =
(PAE) (PAE) Authentication
Server

ISP backbone

213 IEEE 802.1x s %% 4

AEAA BB LA BT

1. Supplicant : 3 f 4B 5 B 0 4 -

2. Authenticator : & 7 & R P FNFT M SRR YR ALE Ty
e B2 w+m;&;’é_;§-1\ » I 3=+4] Supplicant 75 B~ 4 B 57 % i 3R o

3. Authentication Server : §[.24 Authenticator #ids & R IRLIAHF 4 - & B F
¥ i € & Authenticator FEE%,; BAT -0 AP S AR S Bk RT
4\" r)&jf m,;ﬂPRB? =

4.  Port Access Entity (PAE) G HFoo- BAM TRIME 7
Authenticator ~ Supplicant g Jﬂz EOF R o

5. EAPover LAN (EAPOL ): i Supplicant ¥ Authenticator z_ fF #7i& * 32

AR S

6. RADIUS : 3 Authenticator £2 Authentication Server z_ fF #1i# * G3L3F
AR

|EEE 802.1x ¥ & - B %4 » & 2b- F R Frafh o Faugpdl - 2
F 1358w #RE (Authentication Server) %k % & o IEEE 802.1x #74% it
¥l A8 E kg M 4 (EAP Challenge) 17 % Fined 3858 15 B3t
Lo AW EAfF e LT G

s R

2.3.2 ¥t ¥ 2+ T (Extensible Authentication Protocol )

IEEE 802.1x i # & 7 2t ¥ 323 #% %_ ( Extensible Authentication Protocol,
EAP) (4] EAP &4 IETF fﬁ‘#ﬁ,fm—— B, v H - ,fg FE?_E{ rﬁ;ﬁ'}f‘% P
A E R oo EAP A A S o] 2.14 91T 0 TR HEDA
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BP R L ARG E e sk o BT B AR A S R

Authentication TLS AKA/SIM Token card
method
EAP
Link Layer PPP IEEE 802.3 IEEE 802.11

Bl 2.14 EAP iy

EN’@ﬁmﬁ{eiﬁmw&ﬁﬁ’u@ EEFL G B T
SN P s B R HFERARACB 2.15 1w

y 7

000000

Supphcant Authenticator
(PAE) (PAE)

1: Request/Identity

2: Reponse/ldentity

3: Request/MD5-Challenge

-

4: Reponse/NAK, generic token card

5: Request/Generic Token Card

6. Reponse/Generic Token Card (bad)

7: Request/Generic Token Card

I 3

@

: Reponse/Generic Token Card (good) |

9: Success

B 2.15 EAP & iT;n4z
1. w,@_—‘*‘ (Authenticator ) % ! Request/Identity F& ri3%a8 i * dﬂz By

2. Y 3% (Supplicant) & fi * i%] » AR 0 RIS T A Y
Response/ldentity 2t &, i ) -

3. - LRMEERY A REFETENNEEE R 215 Y REHFE D

MD-5 sinzdi b it * & o
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2.3.3

A F R R ket (token card) it 744 sniE R @
Response/NAK 2 4, » 33k — 4fkze+ (Generic Token Card) i® 5 323
Bl e

Wi H i 91— 1 Request/Generic Token Card sigig s 4 - & P~ i7+ 50
( numerical sequence on the card ) »

i€ % 4~ + 5L 1% 18 Response/Generic Token Card 3t A FEw o

ii‘;‘fé?*ﬁ.’rﬁﬁé TEE o FMIREA P @ & F 3F F EAP R ' L3F S
TIRE € o TR E K gﬁ i* — =t Request/Generic Token Card 3%

wEh -

@t * % { & 12 Response/Generic Token Card 31 & # %

S Rk A B i} ¢ % 11— B EAP Success e3 g, o
|EEE 802.1x i (¥4 42

IEEE 802.1x & 1¥/n 428 EAP @ 1F/n 428 T — - 4% » A & eni B 43

Y 3% (Supplicant) ¥ 122 #s 7838 EAROL-Start 31 .5 » F5 0t 30 L % peds fF iR
EAP & T/ 42 o 4o % 7 L Z & 18 * fefiz o BF EAPOL-Logoff L g
BB R S AR IR o 2 EEEAR de ] 2,16 47T

A
E ’ Authentication ===
Server ==
Supplicant Authenticator =
(PAE) (PAE) =
Association request =
_ Association response
| 1EAPOLStert
> 2: Request/Identity
3: EAP-Reponse/ldentity > 3: Radius-Access-Request
4: EAP-Request - 4: Radius-Access-Challenge
5: EAP-Response > 5: Radius-Access-Challenge >
- 6: EAP-Success - 6: Radius-Access-Accept
. 7: EAPOL-Key (WEP)

B 2.16 |EEE 802.1x i& i¥ /4%

IEEE 802.1x & i® /i A2 4
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2.4

2.4.1
on IEEE 802.1x Model

1. ¥ 3% - i EAPOL-Start 1 4, B 4 |EEE 802.1X & (T /n 47 o
2. B EAP a8 (4R o ;,a;ﬁiﬁ ¢ % 11— 1 EAP-Request/Identity 3 4, °

3. ;ﬁ—ﬂﬁmf@« i# EAP-Response/ldentity 3t 4 > b3 4 € 4R % L3nE @
PR > 1T % Radius-Access-Request 3= o

4.  RADIUS @R E ¥ - & Radius-Access-Challenge 4t >t 3¢ € 5§ Tk
% (T EAP-Request iz e ¥ G » H @ & M anELE AL

5. Yty E R RS F 2w EAP-Response ;L o gt L g d
;.’&;ié"ﬁ ﬁ#ﬁ% % Radius-Access-Request> H ¢ & 7 — B TR 17 0@ X
E ELW: %: %. °

6. Radius /K % 12 - B Radius-Access-Accept 2t 4, % & ¢ ;ﬁ-ﬁ TEBER AR
fe o }ﬁﬁ’ 41 EAP-Success i & o 3% E DSRS0 @ Y ﬂ.’g?
PR &p ER S

7. REF RS Y 5 - # WEP(Wired Equivalent Protocol ) 4% > = = IEEE
802.1x & %i °

IEEE 802.1x Npp_z - X d ¢ ;ﬁ—ﬁ "2 EAPOL-Start 3n & fx#s » fix m p&
%) wpﬁ?‘f o g — e EAP-Request/ldentity 2u 4, %k x#+ IEEE 802.1x 73
HALR 0 L %fr;;&;p_p #l e

AR #m Py

Pre-Authenticated Fast Handoff in a Public Wireless LAN Based

ithi#m~ (5] &4 Sangheon Pack ¥? Yanghee Choi & st ) » 1 & p
RS - BEERL ORI R RRRERR Y S AR S R E RET
(assomatlon) 2= “f i ¥ P A 3 B2k T |EEE 802.1X :niE 2 ‘b o e PEL $FARIT

I PRBLITIR AN 0 R T E R A i%’ﬁ-@ﬁﬁ%g"%fﬁ? ' oG RSB
éﬂ.ﬁg# Tjﬁ"’_’ MU R 3 PBR R R 3 BOPR TR o

EHY AR ANA BIA > AL L EBAIT 8L 112 3 :c |EEE
802.1X :FEWF1 ¢ ch & s~ fie o

Fo A HERRIT 3B e hHmT R A B AR AL AR
|2 G2 B2 S DB (NG 2 A BB @iy &p o
FEEEOERF (RGI))ed AT > N7 AT A 3582 B aff f 48 5
(H(i,)) -
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B RBFE NI B hER - LV R g Pl o

% = 900 A #c IEEE B02.1X 3R 841 ¢ ch& 444 e » o IEEE 802.1x

e LR %—m%i@wﬂﬂ”%?iﬁmﬁ*ﬂm%?®up
TR AT PR ST ITE TR R A - - P LB (S - S
MA B ot - ko T RS BIRE S ML 0 TER GRS 7 Siiie
2L i P AR D o

BE e A AT A ) ehpF 45 £ A 2 5 B EL A association # (7 pF > 7
sﬁ MONET ¥ 15 P~8L ¢ # & > #7124 fo association & % ¢ #7if Br cgkiT 15 B
BVt EHBIHT=E o ¥ebd 2 MONET ¢ 3 B-8: ¢ #6 > “710E B
MATFPEEATR Y a3 PR B A S ik 2 A BB
FeLpFieg AP FEBROERF T § FlL RRIpE OIS 57 Fmo
FlMt € R EBRDEFETIRE O TNEEBT TR NS N 2 R
MONET %5 ¢ o
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AR - D vl 25 o 2ok 2 , _\ 2o v 3 2 =
YR D O BRRIFARDEFEIFE BB RRZ KT ’—,‘11‘51‘#-;”5
o1
=

3.1

BAFEY AP ERSHENEE CADAHFE R A S BB R A
PR A S B RROEER T WP RS SRR B
AR R ¢ 45 MR 2 HA sk RRL § FER S B R
EAREREANES & BN RS SRCE A TR 5 - SRR S Skl
AR S B B RRY ET TR BRI ALRERI D BRIHA -

FE A SN A B e B2 R R

Fo ks 3 A5 B et cn kSR 4R > & B MONET 38 ¢ 5 — & 43 7h ehid SURf —
Mobile Router » @ i& = MR & & ¢ 5 — B HA ki MRhFHFR4 - 5 B
MONET 2 3 4pid f5 » 3227 % 75 Ff A 5 B 8 s o o] 3.1 977 - 446 MR1
3B R e PRIE D LA, & MONETL > et > £33 MR2 &2 MR3 5 P~
e R JR AR DB A = MONET2 &2 MONET3> # % 3.1 * MONET1-MONET2
£ MONET3 %&‘ﬁi* P ke 35 4% & it m MRL TI.%L%'J}ETBF PR 3545 8 R eny -
Fek > MR2 5 % = F¢ & o ikt é;ﬁai
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3.2

B13.2  FER 550 R crdp 445 8

PE R A B B B A chfEEE A TR A N A B B2 eda A5 B 0 B 3.2

PP &R AP A B 0 B AR EE '/éi"\"'ﬁ%-s‘ﬁ LN EARE Uiyl onid SR

b1 BRI m#B‘ﬁL 1

1. @R '1§]32Dpi}d MRlpMR3m\P é]’l.‘] MR1
2 MR3 = '*‘JI#EPE' rﬂ‘$ ra'%‘v‘rv Ei,}“ B3 tF“:f]a_ MR1 ¥ MR3 F # # #

2. BRMEF B IHJ?]BZD,?m] MR1,1 MR2 % 14 & » MR2 %
MR3 ¢ Fi & » £ 2 MRL# MR2 > 112 MR2 & MR3 & & $tiLip £ ¢

G- 0 FP AP MRL ¥ MR2 £ % #4800 MR2 # 2 MR3 £ = #

5 o

d 3% MONET #7) & il 5% 45 8 e B ¢ AP SRS 800 AT 00 e cndp e
MEFRENB B EROPHS 0 RFRD FULF AP R FIEARES
%’MmﬁTmm@gﬂ%g%£4bﬁgo

P R 3\ B B it 2 3R 02

1995 223 &t o AP e e MONET e MN & 2 > 7 12 ag
¥ Jp % Mobile IPV4 if 3 {5 247 46 c0i8 (£ 42 o 1 % MONET p ¢ LFN &
gL > Mobile I1Pv4 if 345 24 4%+t & MONET ek 358 017 & f6° % » fe &

TR ARG LR AP RS 0 2 AR AR i e

1. 27— % MONET p 135 MNN 'FK#FL?:\ MN
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HA S & 525 B R e & giesrd CoA (MR e Razak ) @ & B % Jf @
IR o F 2 W E KA HA i 4R B R - K
oo o4te ,Thgi\gﬁ— B IP-in-IP ehit 5 > #7111 BE i 24 & &0 IP header & &
%é%%%ﬁ

2. - MR#B#HAZ MR2ZFdFeid g R RIP L

MR 7 HA & ZF & 3¢ 321 RIP 3 8 ﬁa » ¥ ¥ 2% MONET P ehiedsd
gk A A% 1 CN ¥ L MR ehdt @ 1902 53 i 4] % 5] MR o F]pt &
PR ZT &L fERIPIL &7 58 T'ﬁq;ﬂ]:'? RIP 2L & 44 & » #5104 9 1%
FHRg R E S P R

Mo AP gkt R F g MR #% HA gaip 4@ o (@ 3ap 3¢ g’ﬁ
MONET p R 348 > HA B35 B3ap 4t > B~ MONET op 38538
TR s ToRp ik e TR HA apkd &7 o ;ﬁﬂ AT rT I 3
é’HA P~ MONET p #7 7 7 e T8 > HA © & gt d £ ¢ 373 5
TR d BT Bap et i MONET p 3R 438 it @ ""‘3@1; |ie iR 3 o 4ot -
% o @3 3] MONET p edt @ T}“gﬁf‘ IP-in-IP ifc FAMR B om AT i
BoBF ¥ MRIEI B IP-inelREfe 12 - MR ¢ LiZR ¢t & IP header >
Bep 34t e i L IR BLS

4@ 3.3 #7770 5 MR 17 Co-CoAw HA zip 2 18 » HAff g ATH - B
Fr o4 AR 33F ATUNL S5 45 - 50 HA %O 378 - Yt d
Bt o A BT € P e R Ml MR Ry fhdt @ 3% 72 TUNL 88 4 &

o HARZ B 3TH 5 X d BEp B MONET s~ i1 TUNL g 4

=1

% CN @ixdte X LFN P> HA ¢ & 7l ie? £cFle®dte o K1 HA
¢ HRELd Lo d P o d 20 H0F T MONET e & 4722 LFN #f fehie
BRI > Bl gt 4@ 2 TUNL S S B 4 6 o TUNL 3 B 4 5 oo
BB 3e HES IP-in-IP indt e » B P b enp e P gk 5 MR 7 Co-CoA
=ak s MR £ 3t 3t 2 {5 > iﬁgﬁ';ﬁ'& IP-in-IP 41 & > B t53%4t¢ i.};gfa#;
MONET P #Rerpe d LR i% L LFN & 8 o
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Routing Table
Dest IP Device
MR TUNL
MONET's prefixy TUNL

TUNL % =

7 |

— JCN MR’s HA MR (LFN's FA) =" LFN
» | .
- Internet | MONET
LFN's IP MR LFN’s IP
LFN’s IP
e P P

B33 PR SRR K

b HATEE ki 9L MONET e jo8 § R 4% K IP-n-IP ¢
header » #7124 {% f R ¥ 34> 2 - (# MONET p 5 MNN 75'33}1:%
MN)%H%M?%ﬁﬁﬁxn%@’k @ AR sed MONET ehie st & Bk ze
BT BB AT G fRA G R - Y - B4k 8 — 3 B 224k MONET
poenfr s B RS BLo B2 2R MONET ) ¥ it g7 % B s > 2 Aeiedrirs 7
gk @ F ;"c&.r.s;@ 2N BT K K RE HA ;ug_ o

= ;2 - (MR %8 HAZ MR 2 F"*m%‘-rfrd’ﬁ)%#éRlP L) 7 MR ¢35
WHEPAERFRIP AL AP EOE TR ERER ] BiX /L MONET p 30
S R A I I 5‘?}”&’1”13}1?"""7;‘2 s HA ¢ i d £ ¢ 2ed MONET
S I - 13 kS RPN i3 <% HAbk’ﬁPéfr‘mfr‘ﬂ 3“;\1’7"';% 3% RIP i
P LA LD BB R TN RER DR Eg;]*u"b KA L
MONET P % & Bhefips d f i o ﬂtw\e:rsﬁiﬁ HA 7 g RIP 2 4 7 i
TI& foo 2 - st LA HA F & 347 RIP%.@L&%’ dER @ PR eh
2402 ZEEFRIPIM LIS > 7 BYcE RIP L 4t¢ wruﬁ'uﬂﬁ}g
W LR R o

VLTS R ) B 1S s (S PR e LR iR AR o
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MR FR at home
1. Registration message (with
MONET's prefixes)
2. HA recorfls MONET's
prefixes in fouting table
3. Send RIP message |
L 3. Send RIP message

B 3.4  FER A RGP RARR]
4o 3.4 4T 0 FE R S B B R R AR G
1L MR 4 o 44 % MONET #7 3 § chiess 2 5w HA «

2. HA R cr el Taedode ko TR L5 9T K gl i chdt e 30
B3 MR & HA 2 Pl i o

3. HA B2 4 RIP 23U L4007 oo it @ MR 7 & pleiaps » HA 7 128 e
BT e d B2 RIP UL 23R R % L MONET skt d 3% e

o &

LFN MR

CN

1. Send Packet to
- LFN

2. Tunnel to MR

3. MR defunnel packet

4. Send Packet to
i LFN

B35  FER BB R B AER
o] 35 47T o FER BB R ehitE B RAR G

1. CN @& 4+& 1) MONET T enfe e & 2L LFN -

23



2. HA £zt dte > TR e T/ MR & HA 2 B enid g > 2R (S K
IP-in-IP 3t ¥ L MR P =0 #7 iz B o

3. MR fZE IP-in-IP 3¢ > #4i% 2 MONET ep $R4p? o
4. 33 MONET p #Refiped HP| » #4f& 2E P chi &2 o
3.2.1 Mobile Router 2z_ 3% 2+ i R

Fypt k3 > 2 > MR F & Fa 4 ¢ > ¥ Internet @ % > MR #7
PiFedd - 5 MNo» d i T 9 HA 1= MR xpu—rﬁvfg,; ; ¥ MONET
PRAE 0 MR “iiwend ¢ 5 MONET &9 FA » MR 3 & #-3eis #7i% % o
IP-in-IP 3= f2 & - k& IP header » & ¥ &% 3] MONET » #4554 MONET #
Eoenpkod YEiE P 0 Bt FE P g § 8k F]pt MR & ZE % * Co-CoA e
S HA GLp ehds (55 @ % Co-CoA 735 » MR 34t 53 7 f2 B IP-in-IP 4t ¢
chrt A o dopt - ko MR Rk p AE B FEA AEd o

Vbt S AR R Y HAE T R 3548 MR 50 Co-CoA 2 #F - &
% & 224 MONET ™ #7 3 § enfe i 33 5]t MR ey ﬁaf%pﬁf,% TR 2 e
MR # £ 7 Co-CoA 2t » MR &% &%, HA £ -~ MONET p #7 7 F st >
2702 MR #7553 2 & ¢ 20ttt 2Fen et 1 FIp 4 ¢ & 4 MONET
RAEE G B R APl s HA SIS ERE A e B rnien
S o

#\ i - Mobile Router sk 25 R > B3l 4eT

1. Bd B i i MONET p 3Rt d P> & FALEd MR it d B i ok
EF NI lgﬁif 1 20 & MONET p 3R%8:%

2. MIPv4 s MN # ¢ @ B B MONET 7 & ¢ 32 > JF'K'«EL@E’ MR =7 MN #
e Rma s # ¥ MR & 2 5 #% Co-CoA k117> F]5 MR % f 5 f2
B IP-in-IP 4 & ez 5¢ o

3. B3 MONET 37 it : MR § £ & HA i MONET ™ #77 3 et
SR RIS S A gt R g"g}gmmﬁﬂ [l = AN

3.2.2 Home Agent z_3X 3 R B

B PR R N A R 2 Y D HA SR A MR ehiFde F 12
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1. Location Server : ¢ ZE B A B &R =Y FORPIRE » § MR

FPAREHSIZ D OMR Z & % =% PPREF I Next AR Discover 3t
i’*w’fﬁ@W$#ﬁ%%%&ﬁ%%§&¢mw'?W’m%&
T g PEenn gl Do FERRETRY L S MR

2.  AAAServer : i |IEEE802.1X 2z 8] ¥ 20 IR E » MR & 416 5 5

Bh ok T PR e B R O PRI W 0 R Bk L 3E AAA Server s

v _l‘,[ f% * o

3. Access Router : #* ki3 B~ieFE gk a0y B-2L > Access Router 3t IEEE

802.1x 4 P mwp%:‘ﬁ ( Authenticator ) MR # ¥ gt dﬁ MONET p
T#E&,ﬁé;ﬂ? r4 3% i Access Router =& & o ] 3.6 snARL 5 MR 7 % * %
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3.4

AR3

MR: Mobile Router
AR: Access Router

LS: Location Server
AAA: AAA Server

Mobile
Network

B13.6 EfRTE LR

4@ 3.6>% MR i p/ 7] AR1 m%{% s3> MR ’[} ¢ % 11 Pre-Authentication
request 3t i w LS/AAA PR E 2] F‘:“rf B P & Il chis B BE LSIAAA RIRE
LEW-HiFE RS UE AR MR 5= ¢ o EAP Rz 0 ki
LS/AAA 2 IR % & #-EAP-Success rmﬁi seE A 32 4 iE R 0E D) Nz iE
P22 2 MR- 4 MR 5]z AR3 > MR TL g # AR3 4 Re-association 7% 3% »

4 MR i¥ I} Update Locatlon WESREE PRE ey PRBENL AT

kil
BAPNDEE TR

BB s Y R RIRER AL S ﬁspﬁfﬁ » F L R RRE A A
TEREFEBIFA NS RROEE T 28 PIRERT L 199 MR #rg
1 Pre-Authentication request 3 & Kk F 45T B F ¥ i § PlEH g & T
E Pl G B RS AR R R ARER SR LRI B R
Poid g £ gl e Ak L

B i 2 B3 LR A SLE WA ek 2 2

BRI ALER A R S 2 s A2 B 4 H 5
1. Pre-Authentication # 3 :

ERENR RN ARV S S URCE - K i W Y e = o L A
1o M E Ao T BY R € Py BABRIE L GG o
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3.4.1

2. Re-association %5.2? :

B A B R T E AT BB ;].}ug i~ Re-association % 2% » A iz B
ﬁ'%ﬁ ’ *\ IFB'“ /Fl o] /ﬁf]'ﬁrf’ﬁg ﬁigﬁi‘p:upﬂ.jml%g"%’ 7 F ‘ﬂ ra" ,g:'#m‘,f_;
pﬂ. lF' FR Eg |F"Lp:\.}pﬂ.m€r" °

3. Location Management # 2 :

Location Management # 2 1 & & ML ¢ PP ATEE 0 F A
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Pre-Authentication # ZxpF » F & § FEP>T B¥ i g P EhaPg o &

Re-association # ¢ & i;w/. B _Q HF R ATHESL AR o
BT ABE SR 4R BB o
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% Pre-Authentication # 3¢ ¢ » % - B & TR PR S R R
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BT P o PBLETARZ W AL L Y P BER T A LR F
P B i B AR L SR AR e B%ﬁﬁy e TINE R 2GR B e
7o #Rm HETP w0 g Bl 558 33 0 A4 'FBT)““ A-x 2 F § 2P R PR
BB UL P AR Q@%BWQ%%mWﬁfﬁ’*“ﬂW$
BB R BRI A DEST - T BB TR B M ELRE ‘T}“%

B FEBREREIALARERT -

bol] 37 AT 0 RESRETE AR RO AR L“:%‘_ P PR R b iy
EF RF AR S S ERROEE T T AR TERRIT A RERS
PFoMR G &AGREE PIRENVBELEZEFTA -HIAMRT 'E’f" v € I
RIS IR R I ?ﬁlf'“ PIRER G BEY RAEMNTH T B FERE
700 MR & B #-p e P it hinie B A arie PIRE RS R FIRE ¢ 49
% MR 7@ ke § T3> & Location Management 35 2% ¢ > 123§ § P42 R 45
NTHEF A PE B INPET BB 4\"3"‘g + 343 & ¢ ¥
m Tt o

LS/AAA PR B 1345 Location Management # 2845 11 chig iE 75 P~ BE2 {5
LS/AAA PR E € L2 MR 7 - i ¢ (7 EAP 333 » 5 LS/AAA RIR B iuiE
= 7 2_ 15 > LS/IAAA »;’FRE&*T i #- EAP-Success it 4 v @ % MR 2 ¢t > LS/AAA
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£ # Pre-Authentication # 2877 £ B > 40

MR: Mobile Router
AR: Access Router

LS: Location Server
AAA: AAA Server

Mobile
Network

Bl 3.7  Pre‘Authentication ﬂ’&ﬂ?r‘s 2 ®
B 1% Pre-Authentication # 3# e 1%/ A2 [f] » 4o

Current AR | ocation Server/
MR (AR1) AAA server AR2/AR3

Detect signal strength

1. Pre-AuthentirJation request
(MRID, pésition) i

2. EAP authentication

_3.EAP-Success ____ | 3. EAP-Success,

® 3.8  Pre-Authentication # 3¢ & 1%/ 42 )
4c @ 3.8 #7151 » Pre-Authentication ¥ I i (Eym AR 4™ #1o7 o

1. MR @R 5 ARL e 505 B B I F B ME > RIF 4 T RERIE LD
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3.4.2

##4> MR ¢ i5:F ARL &% Pre-Authentication request 3t 4 % = PR

ﬁ o

2. =% IR BPE{¥ Pre-Authentication request 3t 4, ¢ » B~{#: 4, ¢ MR p =
AR TR AT EE TR Y A MEo g i: AR2 e
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AR: Access Router
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B 3.9 Re-association # 2t . Fl

% & Pre-Authentication @ =:& (tiife® - 4-§ 3.10 :

Location Server/
MR AR2 AAA server

1. EAPOL/START
2. Identity (MRID) |

3. EAP-Success

4. EAPOL-Key
5. Update Location

A

\ J

@ 3.10 Re-association # F#i& i% /i A2 ]
4c® 3.9 £7 § 3.10 #751= » Re-association # g (T AR 40 ™ frog !

1. MR 12— B EAPOL-Start 3t & B 4 IEEE 802.1x 3335 #+ 17 & 7/ 425 AR2
& % 1 - B EAP-Request/Identity 31 & 3+ MR £ 4vd 4 o
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3.4.3

3.4.3.

MR e 4 o

3. Fl% MR & 5% AR2 34 (7 BB R B 3F Lng@ a4 2t AR2 ¢ & &+
MR 7z ) EAP-Success #3378 = # 3 4, AR2 7 F & £ s s il F PR
R TRER I ij-*‘un*é ERELF MR % AR2 ek 78 V5 B PR G2 o
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PR B rip 1FiE BB B R aniz gl o
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Location Table
ARID MRIP Position Update Time PARID
FR1 MAC FR1 IP FR1 position FR1 time N/A
MR1 MAC MR1 IP MR1 position MR1 time FR1 MAC
MR2 MAC MR2 IP MR2 position MR2 time FR1 MAC
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y =K, XVXC

0=x,xC

HYrd 2L  0R A ERER  VEAMRE®EF ~crt & 358
PR AR F m#ﬁﬂ s E K BEK R EAS B BE

B 312 P F 5 3582 8> U MR # 8% 2 rawi—a» 5
#F ik MR #6:& 5 —VE’T%B"%WFRz}/i’w%%]’“T«L EBL T g B 4
BRAGH - B R%ERd A5 RN N AR2 - AR3 T 5 =8 PR E #1iE
deniE g 3 BEk o

% new position

MR
old position

B 3.12 F45 525k ot 3B
3.43.3 { iM% LA

dO il PIRE § B R RN F S G RE F T A
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(AR ARAEY g7 2 - BEs @B A" kiskhd LG8
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iz i# P ARID 1“35*“'?’] - BEELPE RN AEBIED R 3B
BIFAY ey - BEE s A TR Tﬁ%%b’#?ﬁlmﬁ%ﬁ%f&ﬁxakr&ﬁ%ﬁ%m
B A B RS PTIU S II%%:%‘F RELATEE A g2t R R E
0GP ghy TR (TR ?ﬂ‘ FIMGEBIEP S L RATAFRAY B
?3/@@9%'?"]"”#? ?F%L’K R e )'[J’IA‘Z\'%{']}FQ/%] N B RER Y £
e G E { ATEER o
LATEE 2425 i A2 B 0 4o R 3.13 #7771 !
lstep1: MR’s new position
Step2:
» offset = newP-oldP
* Reset MR’s entry
*  put MR to WQueue
Yes Step3:
WQueue has
elements?
Step4: Step5: Step6:
CMR = First element Has another entry EAR = ARID of this
of WQueue inLT? entry
ept:
* Reset the entry's
position.
* Put MRID of this
entry to WQueue
B 3.13 L ATEE R ALR i ALR)
1 =3 PR E 2T d MR >t Re-association # 3¢ ¢ z¢ 1 50 Update Location 3t
A0 B MR TR o
2. EERPREBED MRIEEZ =8 40 MR B i fl @ Bt o f

B 77 > % #k offset » ’\%;7 AR AN MR P i TR o B R
(+ Y{Posmon B2 Time ff =) & 2 » % MRID 2% » & &J2 iz 7))
WQueue -

3. Z|% WQueue =7|p £ FBF AdLd B kB Ak Tﬁ'—LmFrﬂé ’
Plaf T h a4 dok T S BN SEIE RO PR R L AT £ 425

4. P~ WQueue i} eh% — B F T B3t ¥ 8 CMR P oo
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HIETEE AP AT R ARSERAAD o dek G AL D 0 R
§ (6 hok B AP AT P AR HAIE R RIE A R AN AT
PR EBG GBI P e GUATRE TR P v S 3
ﬂ*@“’ WQueue 3|} e B & gL o

B £ P53 p e ARID =0 » )’jk{ﬁk.ﬂgiiﬁ B s BaBL s F
G RBEAR P o

*%F CMR &_F %" EAR » 4r% CMR 7 %7t EAR » RIE w4 38 5 ¥4 f
T EIEP 5 hok CMR £ EAR B~ £ % p 201 % 51 CMR 4
TR R FPRERR  FP S I8 AT AP i T
’:‘]L o

F

#- offset =45 & 4c » iz E 3F P o Position #f =7 { ATz LA P hi§ F

Moo T igAIE P eh MRID 2%~ F a2 60 WQueue =5 > R8> Ew
#H 35 WH AT BIEP o

LATEE A2 R O g #AT G 0 40T Ao

Offset = new MR position ~=jold; MR position

ResetLTEntry(newMRENntry)
Put MRID to WQueue.

CMR = MRID;
While ( CMR != EOF)
{

EAR = FirstLTEntry(LTable):;
While (EAR != NULL)

{ if (CMR == EAR)
{ ResetLTEntry(EARENtry)
Put EAR to WQueue
EAR = getNextLTEntry(LTable);
%MR = getNextWQElement(WQueue);
}

B il 20 B e B TR LIRS ] ek SLE TR AR

B e B3R L RES A ok SF TESR AR 0 o] 3.14 Aror
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Location Server/AAA
MR Current AR (AR1) server AR2 MR’

Detect ignal strength

1. Pre-Autheptication step

2. Location Management step -
Next ARs Discovery policy

3. Re-association_
Step =

4. Location Manggement step -
Update Lpcation

B 3.14 AR R R L] anad (T AR
% MR @R 3] 5 P~BLemiu 55 B % 33 P> MR € i& » 3| Pre-Authentication
B3 T BT f P e BB RG] AL s 1T o

= % @R E ¢ & Pre-Authentication # 2 ¢ 4z @ & » Location

Management # 2% ch& 45 5 BeEHRIE > U F T B A § PlE g Bogk o

¥ MR# # 3| 3775 B~ BEFF (W15 RlY MR ) - MR"T}“g i > Re-association
# B0 1 E AT S AT Bk .

Re-association # 2# % 4.f5 0 &K ﬁ?’PR;ﬁ,T& ¢ 1245 Update Location 3t &, >
i& »~ Location Management 3 TR FrimB AARR 0 M- E AP AT AR

3 BRBEIT | AT ends 0F o
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4.1 iz AT R

BRI AR IR R NS B R ALY > e A KA ARG
Location Server ~ AAA Server ~ Access Router ~ Mobile Router ~ Home Agent % -
PUTE A B A S TE o el B T R 4

> Location Server :
fT¥ % % : Linux Red Hat9 (14 )

BRFRFF3AIS? R ATREHEFH FERE SR AT
B ABENPIRE o

> AAA Server :
iT%# % % ¢ Linux Red Hat 9
AR

1. FreeRADIUS [159% 7 (T2 egal # % ¥ 0 B e J2 7 L 302w 8 4

Ldte
» Access Router :
AR C B3 A SRR % s d B
i£% % % . Linux Red Hat 9
I ER
1. Routed : # Access Router =8 % — S gad B o

2. Host AP driver{ 16 ): % Access Router == % — = IEEE 802.11 WLAN
ERa

3. Host AP Daemon (16 ) (Hostapd) : # Access Router = 3 IEEE
802.1x 41 ¢ « Authenticator & ¢ > ¥ ¥ ¥ iz FreeRADIUS
Authentication e = =8 > Z (5% s 1% 2 AT SRR LIS
o) 2 4

> Mobile Router :

ARG - B3 RER G PHBBRI F o



T% % %Lt Linux Red Hat 9
AL A
1. Routed : ¢ Access Router = 5 - S§.d % o

2.  Openlx XSupplicant (17 ): ## Mobile Router = % IEEE 802.1x
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