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ABSTRACT

Since mobile phone plays an important role in life, more and more peo-
ple surf the web pages, read e-mail, and shop on the internet by mobile
phone. Users also store their personal information like address, account
password, and credit card number in the phone. Android is an open source
mobile operating system and many mobile phone manufacturers use it.
Android users can easily download applications by a build-in soft-
ware—Google Play. But Google Play has no the strict examination mecha-
nism for the applications. For this reason, hackers can spread malicious ap-
plications to steal the personal-information stored in the mobile phone. The
users may download the malicious application and leak out the personal
information unconsciously. We collect the applications, build a system to
make database and write a examine program. The users can use the pro-
gram based on the database to examine the application and get a clear and
useful risk report to help them decide whether or not to install it.
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Android J& Google AHE]—{EELY Linux 2 LHYEES P ERITESE R -
Android HYEFBE BRI R LATS > Y SDK EBAAa (T aes - FREspg iy LA
P S M/ E © 940 HTC BY HTC Sense ~ Samsung HY TouchWiz 225 - 2008 £
FA%E > Google FiRNETEE #T Android FYRRA » 43 RIHEH, 1.5Cupcake ~ 1.6Donut ~
2.0~2.1Eclair ~ 2.2Froyo - 2.3Gingerbread ~ 3.0 Honeycomb J; 4.0 Icecream
Sandwich Z

Android {F3€ 245 1 b4 (sandbox) i » AT A HY I A AR (A0 & e
L B 3 DR TR S Sl LR R AR 10 TR (permission) 6
A 0 M HG RS permission BAFIFRAVIPAEIRHAR - it PR - #l
W—(EEE =8ISR 2 | AR | iRER - Bid —LhiR e FR S T
AR S permission o F] ] LURYE permission FIFRARFGREH @ B B4
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MARKET 3505 B 1%

2 Permission %)%

2009 4 2 H > Google #:H, Android Market 47 FJ&Ff2=p%)5 (2012 4 3
H 6 HH %5 Google Play) > (FHE L4 FEdH=Z R ~ IBE - ML
{57 AR 2 A B FAE =R A AES o 55 =7 HRES B 25 PRI B FH R 28 & A1 T
DL Android Market 2547 HBRSSHYE TR - IR RIR&E 1% Distimo 47
#1[2] > 2012 4F > Android Market Ky EFERCEGE H il 40 & fE55H 4
HA18 H » 728l 1 20 1 30 E KR > /252 Android Market HY#L{-EL H 1E=
IR o



... TOTAL APPLICATIONS/PUBLISHERS ACTIVEIN GOOGLE ANDROID MARKET

50,000

Jan Feb Mar Api May Jun Jul Aug

Sept Oct Nov Dec
mmmFree memPaid e=Publishers DISTImO

3 Android app Ei& (ZK)F: Distimo [2])

FH7Y Android {ESE 2 & HIBH AN H Fa4: » — L SR NI 35 P A -
2010 4 8 H » REHAE S iR E B as T 1 Android /E2E £.458 EE (EA
B WBE G4 T Trojan-SMS.AndroidOS.FakePlayer.a | @ 72 & — {8 i
fRH T TR E A TR KR » 3 H &R T —EEE Y Android 5% ©
B 1 fEHRERTTZ 15 LE Android ARFG#R ] PA{RESRY — L& TR AV B HAZ=0 » Il
H 2 ] DA RS e — SR AR AV [EFIAE =02 1 = 2011 F— H5 —71E%4 5 Geinimi
HYA A2 =R R B R YRR AE S o« PAFFHAE 2 F] Lookout Mobile Security 7l
FEf e IF=on - BHF TEE 2R ED app B TR @ HEE. o Lookout
FoR 0 — Al EE S ERIE I EFEHEEY (Monkey Jump 2) - (President vs.
Aliens) ~ { City Defense) #[1 (Baseball Superstars 2010) -

BT HEI A BT R AR AR BRI - M R AR LR AR 2
EALRSR et - — g T hE - YU TR &R 5 iR
— i aH o8 BE R R e AR AL TS 1D A SIM R (B R F a4 (kS -

1.2 HSCENE

P it — B T LB (R 5 AIER permission SEEMEHT—{EFZ= -
FIEAHFEAR FER 2R MR E R EE 45 - A REEHERERENE
EHEO T EAE AV E AN » app #52) » BLA] AR B EHIET app 2 45H
FHZEIRNZ Y permission > [~ FIfFATA permission 1YERBHAHIE——RdE -
FH 7> B AT android 7 1w A FE (S & (8 BB I ECERAPH permission » FrLAAEFE
RS > EHBE T LUSREN T 8it app G HEFERS - WIREFEY
FrAES > FRZ4E50: app -



1.3 FHEEE

MEREEMFHEANE NN » FRABRNZ MR FE R
SHEFERARIFEt—— B o AT AR 2 R R E 7 1) ¢ BhRE S AR
FRREAAT o

TEBIRESTHTH > Isohara et al. (2011) [3]83% [ —fRHI £47 kernel 17 552K Ex
1 app B & e B 2SI —Rfam 0 #5 EHEDH app DL kernel i {THY function
call > 2K T fift app fFHL T AP ECFEALE R « B AL RS HhECEkPT A E{THY function
call » FFER TRIEEFRITHY signature ZRMiELE - s REG = -

v

1
( : __________ E Kernelevel Iogger) log data Ar\L:I)gser Result
OS Layer %

 J

o (#0) (o) (o)

4 1sohara &4 ZRHEIE]

Enck et al. (2010) [4] 553X ;= #& EIFEECISAL BRI IRag AR AR Y S
3 M tainting B2l » REEAL RHEEEEEAR > A H AE Hit (tracking) & REARA
B R R AR RS TRSEE F A HYAR A (Policy) - ZRAET /S S EE4S app
{SEFH 2 1 ER o AEAHY file system FEEGEACALT & ZIRHE 26%HVHFH » i EL
{56 P L R (BT A AR RS (R )

(=
App Layer s

_ Message-level tracking

Y

Application Code = Msg Application Code
Virtual Virtual < Variable-level
Machine Machine tracking

. N Method-level

i Native System Libraries i 4-—-“3 cking
File-level
Network Interface Secondary Storage < ockin g
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BARHETR G R MEBE I TV (E R ER
1. as_users
Number of processes using current address space
2. page_table_lock
Used to manage the page table entries
3. hiwater_rss
Number of page frames a process owns
4. shared_vm
Number of pages in shared file memory mapping of a process
5. ‘exec_vm
Number of pages in exec. memory mapping of process
6. nr_ptes

Number of page tables owned by a process

FaEH linux B B2 VERHE » s5ELRI DIELL R EER - i B ERIE
X AEFEH SRS R T LUEAE andorid AF& | -

TERFREZIAT 51 » Enck et al. (2011) [6] 3 ZFE HIRF app AR EAYE - Ao pTEL
H Y R ARES 2K Y app ZEA FH ZIRYREALEDRE LT 2 5 1 1100 {[E app AYFEZL
FEFH AT E R RS - BT A 27 (EREENERHE A BB E SRS R S S
H|BGE S I EE ] s i e

Barrera et al. (2010) [7] 2£3% T —FB= 098 permission 431 HY—F= paper > ftf.
FEFF]FHT SOM (Self-Organization Map) AKJETsZf# permission HY5 A #7
R - K28R permission g AR E AR (A (type) HY - HE—383H 1
T RE P AR E E RN E B B Y H A —(E F A -

AN Huft s 0 5 ] DLE B i B R AR FE AR L permission » B
Enck et al. (2009) [8]75 £ | 7] DL#E HA (& LL L 8615 K E {5 FH 75 4 48 e £
permission » (/2 (EERAIAL 22 FF AR BV RSB ¥ 245 - i HEUEZHY app
fAAE Android Play EH &5 i -

Nauman et al. (2010) [9] f2H! THEFHEIN AL - o] LABIREHY R & 5
e 2B permission » FE(HE A A IERE USRS » 55%E BRI ECE A (R
JiZ permission %5 app A ©
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Allow this applicaton to:

Tl & 1:58 PMm

Select constraints for granting the

perm

Click to customize constraints) =
android.permission.SEND_SMS

. Always allow (default)

messages

A Services that cost you money . Always Deny

send SM S

A Hardware controls

take plictures

o Conditional allow:

Number of times It is used @

Time of the day ®
vievi WI-FI state
i Install cancel “ Cancel

6 Nauman Z 4R 4=

Batyuk et al. (2011) [10] #FRMVEmR-CH > st 1 —{EgENS - 7] LIGEGEH &=
{5 app - i B FEH decompile FEFHUSAT{EHHYT API call > BUK A2 FHEIEY
[BEAEEBhRE » Fil permission FllFE——EHELHIK -

@ Hide

® Network communication

Detector 1

o

N
Android Market
¥
‘B
E o
=]
[ ]
L
Q =
- 3
Detector
User upload —— Report

7 Batyuk ZA4RZ01#E
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2.1 Android Permission 4148

Android 24t > R iR EREUESEENVER - app SEHUSHIFRER
ARG - A—ErAVShRe B #RE] » 2 system BJDLUEA (40 SIM -RHY
BRAE) - JETRAMETRY API 455MEBRY app B - HAM—EBr @ HREHEE L
= - Bl TR TR AR A e - 2 2 ] At —f% app {#H
HYDHEE 12 28T HE e FH—{& permission f&ill Fr/RaE ©
Permission {ReEHY API -

Camera functions
Location data (GPS)
Bluetooth functions

Telephony functions

SMS/MMS functions

Network/data connections

= EETHAE MR I H AEAR T OS Hy API 4 REFIFH » 1Al F 12 B e AR R
WNAZAH T FEHY permission « fEAZ\Z24EHI > VRS REHFEFTA app A
HE @ FIFHEIHY permission » B HE RIRAEE B ERL4E - WIRETEZL S » HiH
[E A FELS T ig Lkt permission ©

Android PNEHY permission {R2% » 2 APl level 14 A F3tF 122 {jF » HfE
TRk = (EER T
1L BR{EAERHREE (ex. contacts » account) » 2 E I AELS app (/1 » 7

AE & SRk SRR M -

2. BARZ&ETIE (ex. wifi > bluetooth) » app HUfS i EEMHERR BT BE A LA B LU 248

BB B M EUEERE TR E E > R o
3. RBANFHETEE(ex. camera » call phone) » JSEERERRFZMLLS app FIH 1%

HIZhRE @ B ERRE A sEa] DA AR Sl N E R B ik ) 82 T

P& A RRS N E F (38 FEH - FTEEEE) -

EHHEE TEZSE app AYIFE » Google Play & Rl FHE TR
permission » {EEHHE A —ERPCR A C BB FEalg > fES S
FlE & S 24T permission » AR permission # &% 2% H IIRE S5 - RILTR
i S REFR Y — L s B B o A & T - RO & v LUB N T fRZ 4L 1 app
FHEEE - PR RS app

8



2.2 AndroidManifest.xml| S {44551 44

1F Android 17— app 2 il MVESCAIE app HBLETTHE (Activity »
Service %) » 12 £b T 4 HY H AL #% I AE  AndroidManifest.xml g Z£ th o
AndroidManifest.xml & aESi  THESLAR £ % — RTINS LA apk 19
BT o (FE1EIEF apk EIETHZEA L - app HIAEAFE - )
<7xml x-'eyrsionz” 1.0” encoding="utf —8" 7=
<manifest>

<uses—permission />
<permission />

<application android:permission="...7">
<activity android:permission="...7
android:exported="...">

<intent—filter>

</intent—filter>
<f[activity>
<service android:permission="..."7
android:exported="... ">
<intent—filter>

</intent—filter>
</service>
<receiver android:permission="..."
android:exported="... ">
<intent—filter>

</intent—filter>
</receiver>
<provider android:permission="..."7

android:readPermission="..."
android:writePermission=" ’
android:exported="...">

<grant—uri—permission />
</provider>
</ application>
</ manifest>

8 AndroidManifest.xm| E: A ZE+E

72 —1E AndroidManifest.xml FYELAZRRE > [ 45— (EE D o 4E -
B uses-permission

a7 KR app HEAEATRRIAT permission o iE {[EH 77wt & T M 75 Y

permission &zl °
B permission
TEFE [ HEE app SeHEHYETRATHE ZHY permission
B application
—{[& AndroidManifest.xml FpMHE7H —(E Application 24 - 12 {EEEEZ

9



BT 59—l IR e 0y 4R (4 K LB M (40 icon, label, permission 2%)
€ activity

activity S HZREFEHEG N FEETE - & HETFH—EEA
TR FHAEAA E RS st 2 —(F activity > AR5 #E (5 A 20y o B
FHR[EJHY activity B &R BT 554 M activity FaCH -
AN 0 By T AR T A ERAREY activity > {REEEL S —(E 21
<intent-filter> 70 Z 2 ffHt /R activity BT SZEEHTHE(E -
@ receiver

intentReceive SE{Ii{5 app UL R EIRRYCCEEGHE S AEAVHRTE » AR
B2 IE > B E & RN E#TT o FIF activity £250 ° {REEZEFEHT A
E—{E= 2 receiver A5z 15 HY<intent-filter>7T 2% o

@ service

service EAE(F & FUELT (T WRFRI AL - FIF activity #8552 > 1
REEIB Mt ) 5 (EEU 25 ([ receiver F7 < FffI<intent-filter> 525 «

® provider
ContentProvider J2 F 2K ‘& B B 5 0 5% fffi 45 oAt e FHAR P (5 AU IT
T

23 [EHATIE/E

2.3.1 Android SDK & ADT

Android SDK jf[3f % Android 2 T8 Z0YFA T AN B S AF ¢ - AL
Sy

SDK Tools : Hl& | ST FE2AY Debug TH » METHE » B A0
YT -

SDK Platform-tools * S/ EREEAKHEREMEN LA adb - DIKEEAL app &l
FITTH aapt » 45 EEAT (R IFTH M IRF g FHE

SDK Platform : #1HEA Android FfifgLHy API -

System Images : 2t T ZFHEIAIFEAE system OS M {5 AE (Image) AT (HEFR (M
{55 M

154 HA document ~ Samples for SDK ~ Sources for Android SDK & H »
R UARE PFREAVER o E/METETEE Android Development Tools
(ADT) » i=/&—1E Eclipse Y plugin » #HE &7 HACHIREZEET220H] - NHEAY
DDMS ft/2 ADT $2{iHY tools Hrpz — -

10



2.3.2 DDMS

DDMS 44442 Dalvik Debug Monitor Service » T B3R ELFIA0 © EH]
Al e FETHEES [ - ST ERVERE &G A S THVRZ 0 DL R M (stack) (B 2L
Logcat ~ EEHE/INRR(E B - BB R AR DL S AR UL SMS ~ B ftth 2 AL AR5 5 - DDMS
¥ Emulator FIFMEREEA R o AR Gt IE B (VM) ERFETT -
HI7EE DDMS i & BRZY 4 ] Emulator e

DDMS 5 #&4F Eclipse By ADT = » H15 8&1{F Android #Y SDK 1 » At A
A WE 7555 FTEARE e, -
From Eclipse :  Window > Open Perspective > Other... > DDMS.
From the command line :

Type ddms (or ./ddms on Mac/Linux) from the tools/ directory.

DDMS 51 —( File Explorer - ] LIFEFk T4 THEE Emulator fHAYFE
ZRHETTIRAE » Hel It Al S (B IRERE T4 TS Google Play "Rk [ ZKHY
app °

2.3.3 apktool

APK & Android Package HY%#E%S » H|J Android application package SZ{F-E(,
Android Z7454) - EH{EZEZAAEE] Android ~EEHYIE FTE S E 2 dma f T Bl Ry—
18 BB Y S - RIRER A apk » APK SZ{E RS RERAS eclipse dmas gl iYL
A HrpEa TEMN GRS - BF - BLE S - K APK R E#EE
£ Android F-fEFREN TR A 2258

B A T i R G R RS B RS Ee Bk R A T REIERY - Ky
TR THY R » BT DUE BRI A am s - P22 HUS &t A 2
FFHSASHETT decode - JEHLE T2 apktool HYHHY I

2.3.4 Weka

Weka ‘255074 java @ FIINBUEIZIR MIA R M —(ERE & o 2k B RSy
java ZIFE R DUE H CHVR ABAEEERE & B MR IR B8R 3 e H
BRI SR A -

PSS - (2 data mining (VJ77E0TE R » MHCAAEFEH
SVM HYE4H » Fff] I B EREERIEL T L, Attribute-Relation File Format (ARFF)£%
= B DA B IR RS R -

11



24 BIFR&GI

> Google play

SEFICEATER

9 BiFAHREIE

B > ff91E Google Play H1 [Nk app » FRAFTHEEEELT Tk H. P
% PHER Y app AENLIRAMIEVERHE » —J7 A CARECR T S A
REMHERR T2 EHERI)N » 55— 5 EIAEHECR T HRY (EFE o T #EHRHY app
KA RAATR R R SHEFTRRHY permission TSR - fRft HfTEsR T A
T HAHER & {5 FH 2 RE S 2 25— ([ HY app BF > 1] DU app FiT222KHY permission
FIF AR app BYSE (type) FRHLAA AT - &S F AR &R » Feftaa(d A
HH NGNS, BRI AL HE B 5 S22 app o [ Fs S RiRds F1E
SR B Android 4% EBGE F o sl sy AT ©
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B=F - TENE

3.1 Z&HH

M SRR IE N E = (E3 5y LB - FRf(E A E S
JHERSE
1. B Android [NEHY permission {KIEIHEE T HE » B T2 = FH permission B¥ -
A] DLE e A5 BRI E A0 ~ DhEE » B nTaE EENEIH 2 4a%
JE SR AT LOARE M T e R S AHEE S E permission ({FRHY

~z

=

il

J

9

bl

2. fi£Google Play i £E £ HHFE A ({IH Google Play [ 7E # M type) 1T/ & E ©
PEERHE T AT DAGEET & permission {SEFYZEFIEESR » fEEHEZ
4% app MY e HIR/D A permission SLEHE L)X EEREH ©

3. MIHERIRHIITIAEENL permission Ml type [y RBH{%: - X £ [El—7& type
IR RIDREIERZ AR BRI > B ZAEINY TR M 5 RS it
AR fop B {5 & A2 ZCRT (E FHEY permission &5 3 -

3.2 BIFIA

3.2.1 permission 474H

Android PNEFY permission T 552 (R 2 o S (AN EE - FEEA[ DL =
Kby
i (EAER : ARE AR SRS RN permission -
i REKE T B ARG HEEER permission e
iil.  ZRMATHEE ¢ FHEAT{E app FIFHAVIIAEE -
[HEANERAF T R B TH L AT RE i il 247 MR B B B /G BN permission » 32
$H permission A fEZ HFRAE app 7 -

3.2.2 permission {5 FHSER DL R & b5 8 s 2L

AI— B S R ATA Y permission sZEERVEN DR K - T
SR — e s SRS B (5 F 7 HET permission & A& & 7  FHIY permission
RFEH 2 F AV ThEERIE HEHIE A& MR R EER] » Ehl sk
THAEEE Ry R SR B 25 (B N & RRAT app > (E[E & 27455 5 app HURFEEHE
HEEE > R R E app AYACTR LR FHIVER -

FeffTREE app » LAl permission HERAYARZS - (H &M A app FrisHY

13



permission i > FMT AT LA SERAY app &ftaf HERREEAT permission & {if
A -

BEAh - AT R —(E R risk index)(XFIE(E app EIGIVIEE
fERRTE RS (R app FIEA app DLEGHEAR » (M FHEHEGE IS
W2 AR © BT permission FEASHLLEMKATREEE (weight) - ({F£1E
{iél permission /& normal 1Y » ELE/DHIERAY permission RIEEE#E S AVREE »
FRHIBER R - DR g FH R -

R LL A » AP 4G EHE permission —({lEIREEE - FIftHYHIFR AR
MR - BRI EAE AR MAIHEEERE AE TS app 1IEIRTEE
3% app FISEL 4 permission (1 app [EIFERRE & DL R @5 8y A= -

Permission FYFEEE © (1 — R(p))? ° R(p) : permission p AYHERAER

Index(P)=y/Ypep(1 — R(P))? > P={p1,py,...} : app {i FY permission
FHILfE Bk =00 app NIEIETESE - 52 4A [ permission 1Y app HIlfE
50 -

FH A 2 A2 20 R e ez M a2 N DhEE MR - RIS
e R S TR AL TR =N BERY I Bl (type) > SHEFEAHAY 534 permission BB &
7 -

TR EElEIE G TE T A — L3852 » R G T A
— LAY IR AR
R(p,t) : permission p {F type t HYH FRAR2R
Index (P, t)=,/Y,ep(1 — R(p, t))?
HEFe TR EAReFEE > o] PR ERHEFZE A app 2 f b » $HE R~
BV R Fe S rT AR E A IRV - 2K S0 app BYEIRAERE °

3.2.3 permission ELHE ]

FIIFH data mining [Y777% » #2171 type [y HEhE A1 A8 (55 FH =& HIEr - F
R & ARE N —4H > FIIF data mining 57745 (Classification) s 5% - Ht
B AT HET S R R E R AR S (85 SR D UR (5 FH B R AR - 3.
e LA B 2 57 N & 2EHY permission e TN I/ M4AE AV /3 BUEFDARL S
DUR el R FH 4SS -
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Support Vector Machines(SVM)&—f&4128EEE » B Boser et al. (1992)
[11RIR ST B AR PR Ay — T RS 52 0% - REEEARESR » SYM AHZ i L DL
MY R — (& i (hyperplane) - 52 K {E N EIHIEE 25 - Rt
PR S - RBEEER AR S ERERER - i P
B SR E -

N Clazs 1 data

Claz= 2 data
Hﬂ-—h

DL 4R BIF-2R50 > 20 BB > FRAFTA S AEH H —PR4R RE 45k (B A1 U5 B
435 > T LR 2 A S (R AR TR IS T (E S S 122 7 (margin) BT S (B ]
W15 S o BT AR PO ) » B R sESREARERY s ¥E (EE 2 B b ESREE -

BT AR ERAP T P R R R 5 =it By R o BRI —HE
BREE £ {x,yi} 7 i=1n > x=R% =4l > -1 o BESE SRR 5 H AR AT app’s
record » X fAERHVEFTE &HY permission 5L (B4 X1=(1,0,0,1){{F appl /1]
TE 1 ERAY 4 ([ permission » [ B 15 E E R & &L 4E) v AR
{FIPrEE HA VR0 app 285 Ry 10 S5 HEewiR-1) - IIPIHEAETK
FlFREGI®) = wix— b [FATH vi=1 ESETE f(x)>0 75— 2 » y=-1 A%
fE5—i8  BEEE T w [ 50 DI BIE M HIER permission [E:Z /&Y
F—# « Erh wi>0 2 HIIfKFE permission k#2575 yi=1 75— HVRHE » wi<O >
R permission k #2 B yi=-1 i&—JHAVEHE

RIS B T774 > ST & RlE h e —4H i — s 0% - B
il A—1{E app DURZER t B > BP0 t AIE A SR 2 A AV () ZR o
M7 BRI app A I EA HAMER] CFER permission » B DB E I
app [EZ 2A UINTIEE - BRIFTEEREM TR E N permission
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33 SRR

{7 B Gt (M T—(E app {EHHY permission » DU iE(E app HY type -
1. [ permission /3 AfHe At

EBERHE R f9eT & {E permission 11 type YR - FIHE
(& FeMPR ke h g - SR E W A LI permission I type »
AEHGEEEREHE permission ¥ERY AR » 8 E —(EEEAE » MR ST E(E
REAE » RISl type HRHILHITE R E(E permission » HIJH|E fyZr 4 -
WERARTIRAE » FORIE(E type K JERZ IR E(E permission » F[7E Fsfahs - 55
HNEHRfsE I EbR Y permission [JERZ B IR - BeAMRTIeft—(EZ
ENGETEECk 22 EREANERE M - BN SRR E R 2=
ARA T -

T H 22— {E S BB

Type A Type B Type C
P1 0.1 0 1
P2 0.5 0.5 0
P3 0 1 1
P4 1 0 1

%< 1 Distribution #afl|
P1~P4 2 VU{E permission P1 E75 10%HY type A app {fiF] » /47 type B app
R » DU - (BRANFLMIEESTAE 0.2 it E2 20% LA F/Y app fERA 22
% o
i (1,0,0,1) » type A » gt = P1 f&f » JEEy type C
ii. (0,0,0,1) » type B - EgitH - P4 &l 0 B Ey type A B, type C
iii. (1,0,1,0) > type C > i © %4
T EEEEREIG T+

Input: com.real.RealPlayer-1.apk Media
Danger: BLUETOOTH
Danger: BLUETOOTH_ADMIN
Danger: SYSTEM_ALERT_WINDOW
Danger: RECEIVE_BOOT_COMPLETED
Suggest type: Tool, Communication, Productivity

Danger: WRITE_SETTINGS

Quisoact tvne: Miicic Pradnictivitv Commiinicatinn

16




E{EFFEH T f&kRHY BLUETOOTH ADMIN HERR » EEA AR E LK £
o BRI EGHY permission 0 B IR A E 3 A Music 0 Productivity
Communication 72 =JHAITNAERY A & FHEZE(E permission £ {% & app HIHE
B S 1.4 (AR SERER(E AR N R E R IEE M -

2. o BUERVARR IR

FAE AR ER AT type TN 4 > EA A HENERS Sy sy - & (i
Fi & A B R} x(permission 52 15 )RTERT t 18 1B x (A t R & Er 2
A AN PRIBREHER » 205 4R T By t DASNAEEAY - RITATLURI R 42 (s SR Al e
FHE -

|
AITHIEE]HY f(x) > f(x)>0 HIJATRE
m— | Ry 12 > f(x)<0 HIJATHE Ky t1

Classifier for classes: t1, t2

0.98 * p1

+  0.10*p2
+  -0.22*%p3

\+\—0.80* p4

11 Classfication #afyl
T EER BRI T
{5 F &g A& (& APP {fEFH T~ permissionl A1 permission2 Hi] x=(1,1,0,0) >
BURz type 2 o Fff9FF x fRA f(x)=0.98>0 - RIIFM nf LI Fs 751l app {FEHHHEY

permission ‘&5t 7 & (A o WIS E(E app /& type 1 RN & > (A LA
i (50 FH =5 s R | LA S A ZE 5 Y permiission o

A AARE A HACHYEER - TP ] LU ZELER permission” fE/AH 2
i P I ARE R AR FE(E 2 <0 AR BT t1 RFPE(AEBIHY pd,p3) - 1
E/E>0 R B 2 Rk LBIHY pl,p2)

THEEEGRN—
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5949 Classifier for classes: Perscnalization, Travel

6950

6951 BinarySMO

6952

6953 Machine linear: showing attribute weights, not support vectors.
6954

6955 0.6431 * ACCESS COARSE LOCATION
6956 + 1.1857 * ACCESS FINE LOCATION

€957 + Q * ACCESS LOCATION EXTRA COMMANDS
€958  + 0.2606 * ACCESS MOCK LOCATION

6955  + -0.5346 ¥ ACCESS NETWORE STATE

6960  + -0.0763 * ACCESS WIFI_STATE

6961  + 1.7642 * CALL_PHONE

6962  + 1.2521 * CAMERA

6963 + -0.5538 * CHANGE COMPONENT ENABLED STATE
6964  + i % CHANGE CONFIGURATION )
6965  + i % CHANGE WIFI_STATE

6966 + 0.241 * DISABLE KEYZUARD

6967 + -0.8186 * GET ACCOUNTS

6968  + -1.6445 * GET TASKS

6965  + 0.6133 * INSTALL PACKAGES

6970 + 0.7064 * INTERNET

6971  + Q % MODIFY AUDIO SETTINGS
6972  + 0.8035 * MOUNT UNMOUNT FILESYSTEMS
6573 + -0.4677 * READ CONTACTS

6974 + 0.02%1 * READ PHONE STATE

6975 + -1 * READ SYNC SETTINGS

6976 + 0.0211 * RECEIVE BOOT COMPLETED
6977 + 0.241 * SEND SMS

6978 + 0.2311 * SET_ORIENTATION

6979 + -0.291% * SET WALLPAPER

6980 + -0.291% ¥ SET WALLPAPER HINTS

6981 + -0.2012 * SYSTEM ALERT WINDOW

6982  + -0.3833 * VIBRATE

6983 + -0.3074 * WAKE LOCK

6984  + -0.7087 ¥ WRITE CONTACTS

€985  + 0.3822 * WRITE EXTERNAL STORAGE
6986 + 0.0655 * WRITE SETTINGS

€987 - 0.2599

6988

5982 Number of kernel ewvaluations: 3279 (90.537% cached)

Y

12 Classification & {41
e 4
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FIUE - L EfF
4.1 HEEH

4.1.1 (EFHEHIE root

(A By Google Play A~ B f#FEtk app #Y Nkl %5 — & HE LT L
FrLA R T U Se app HY apk 1§ » FRFIEESRZASE T DR AU K 12224t
1EF1% HHY apk fE N HZFHEA root FESRZBEHUS » —R%HY Android OS &R
FRHEEAER - BTPIZSeE0Z OS » HifS root fE[RT% ¥ HH DDMS BLAGHT 2K -

HUfF root HEMRAWIE T2 > Sh— 2 A 4EESE root BUREEL > TREAH %
SFHYIIELET S root AYRERR = 55 J&(E0 OS » B (1 I EERY OS [fiJk
FIRR 1Y R4 - BB AT DMESUEAT A&t R R DIRe A R 4 SR In 5t
(SR - FRAFE@sRAHEEIA

{sE F 1% + HTCHero ° 4G SD Card Ry |

eeeeee

{$iFH OS : Elelinux-7.1.0 Flash ClockworkMod

£ Google Play N#; ROM Manager iS{[E#HE » #5H
i= (ElEEE - TefTa] PUR A Zs 84 EHY OS » {EiE M F L
FH Elelinux-7.1.0 i=1[& OS -

4R B N EF Elelinux-7.1.0 (RIAGCIERH ¢
FLEH ROM Manager 7S # S 7552 Install ROM from ) Download ROM
SoNeETC I =T jEER ol AN NS (GO - {7 Check for ROM Updates

¢ EA Install ROM from SD Card )

irrent ROM: CyanogenMod-7.0.0-NS

il OS TR THERT LU A2 - g Instal from QR Code

AR toolbox 347 linux $52 s - FTLAEE 13 Root e

[ DDMIS. i - R SRR RIRE - B A B

1Y toolbox HUF %L OS HYRLET -

1. b —{EfFfEes » ZH SDK Y[ AEBEAE » Z8(&5 /system/bin Yy
toolbox FifiH AR (ZE(EH] LA DDMS $1F » AR e i fitas - FAM o] A EHE
HEF)

2 W LN ERSRATILD o VIE Android SDK Ty
platform-tool EHR}FE » #h77T adb remount

3. adb push c : \toolbox /system/bin (c : \ &{RIFHH AT toolbox FREHY
ERTE » SFETTER)

4. adb shell

19



cd /system/bin
chmod +x toolbox
In -s toolbox Is
exit

ERTR R E

4.1.2 {EFA% P H IS app HY APK f&ZE

% Google Play F#ifEZ » E&HEHEI WELEE B
1. /data/app B xxx-1.apk > xxx i& app YT

2. /mnt/asec T xxx BRI > (HEFRIEREMET apk & > B AT T E
i pkg.apk 1& -

3. JEH—fEE{T/data/app 7L xxx-1.zip » ZE[E]A apk £ > FUEMMES A E

© ®© N o v

| 2 DDMS - apkextract/src/Permission java - Eclipse. ]
Fle Edit Run Source Refactor Navigate Search Project Window Help
il 88 9 Eald #-0-%- S P A H-d-eera~ B &' Java %5 Debug [ OO
@ Devices 73 - = 5| % Threads | § Heap | § Allocation Tracker | Network Statistcs | 1 File Explarer 12 Xe| =|+°-0
# | i]% 2| @& 7| Name Size Date Time Permissions  Info
Name | @data 2012-07-11 2016 P
4 [ HT9BIL004451 [HTC Here Online (= anr 2012-01-18 15:34 droxrwnar-x
com koushikdutta rommanager 510 L & app 2011-11-02 15:22 drvrune-x
com bel android dspmanager 108 s @ com.androidvending-1.apk 3996106 2012-04-24 1917 -were-r- com.androidvending
com mobile thememansger 738 @ com.google.android gm-1.apk 2198827 2012-01-18 15:41 wwerere com google.android.gm
com cyanogenmod cmparts 587 - @ com google android street-1apk 288315 2012-01-18 15:41 -wor-r-- com.googleandroid street
com google android googlequicksearch 795 @ com koushikdutta rommanager-1.apk 2503997 2011-11-02 15:33 wwer-r-= com koushikdutta rommanager
system_process 17 (= app-private 2011-11-02 15:22 drweruc--x
com noshufou.andraid.su 230 E spp2dlog 593 2012-07-11 2016 s
com.andrsid.inputmethodlatin 257 & backup 2 2012-07-11 2017 drweees
com.androidyending 529 i (= dahik-cache 2012-07-11 21:48 drweruc--x
o = | Ser— (= data 2011-11-02 15:22 drweruc--x
(= dontpanic 2011-11-02 15:22 P
@ Emulator Control 1 =0 gps.nmea fifo 2012-04-25 2217 pr-re-r--
Telaphony Status B = local 2011-11-02 15:22 drweruc--x
= lost+found 20111102 15:22 drverunc---
oice: Spzt (= misc 2012-07-11 2148 drvncrunc--t
Dsts Latency: 3 (= property 2011-11-02 15:22 JE I —

14 DDMS ¥
ZM&AKEH DDMS MTHISE T A — TR R VRS 2 280 pull [E]5R o
1. RESE
2. RS apk fHZE
3. T pull fEF

HATRFE—(EHRIAY apk FEEFER—(EERICT > FEERIARE
— &R - DIFIEEE -

20



413 WLERHTZR]

HAFI1E Google Play | TN 18 {EAHAY 5t 875 (£ app > /3B KIE Google
Play Y33 80Rs L -

Type # Type #
Books 19 News 29
Business 46 Personalization. 45
Communication 76 Photography 41
Education 29 Productivity 79
Bntertainment 54 Shopping 37
Finance 52 Social 50
Game : I Tool 42
Media 42 Transportation 73
Music 55 Travel 7 59

2 #E app HiE

4.1.4 fESFIETLERE

UTEE T app &IFIFIFE apktool FFFEZ0fEEE » AL EEH app LAY
AndroidManifest.xml| f&2& » 217 &RHE

apktool HYf#FEETE < ¢
apktool d xxxxxx.apk ABC

iEfl T d TR - xooox.apk 2 EIRERARHY APK S e ABC 2T H ik
% o fR BRGER S e S E T H #% A -

i ER 4 e 2 FT AT LASETERL AndroidManifest.xml 5 {[E S0 - HUSAE ([ app AT

ZE[J permission °

s T — (R S E—& R NHIFTA apk #% 71 FH apktool decode -
IRt O] DAEE A RS - #HECEREZ E—8R T permission HIEAE
& o T 3248, app HI(EEL > 55 —FHEZE app HY permission
RIS » P04 T © (Po,P1, P2, P121,P122,name) > po™p121 £ android
N 122 il permission » AEHRAIEHH 1 REEFFs 00 pip sL8FEBHITER
[ permission {[E%7 - FT DL Fy>=0 FYEEEL - name [l Ky string » SC8% app #4715 ©
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FITH type Y app sCEkFbER T IRAFIVERHE -

20

0, 34

1, 1, 22

ol 1, o, 10

’ o/ 0, 40 4 Py permission {& AT

15 BERERE
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4.2 Weka FYERH =
AR A E weka 3.6.7 -

% comment
%
@RELATION name

@ATTRIBUTE attl NUMERIC
@ATTRIBUTE att2 NUMERIC
@ATTRIBUTE att3  {t1,t2,t3}

%The Data of the ARFF file looks like the following:

@DATA

5.1,3.5,1.4,0.2,Iris-setosa
4.9,3.0,1.4,0.2,Iris-setosa
4.7,3.2,1.3,0.2,Iris-setosa

/1

16 arff fEZEHEX

F 225 = (EE 5T

1. @RELATION {&[Eif# arff &4

2. @ATTRIBUTE J&E44 5 DL REAL » AR S A H M EE A 25l permission (445 -
JEAIHIAERZA{0,1} > 0 (RFIZ(EM » 1 FURA M « AL FNIAE L app
iy type » fiikes HBEEE -

3. @DATA T —{TRIAHE ARMEER - fe RN HE —— 5 L
ATTRIBUTE fE EHIAA o

PN AT EAH] Weka #HELLEFHY SVM JEETE—SMO AE T TH
BRI HIE = f(x) -
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1. EUEf) Weka » ZR{% 7542 Explorer o

-
)
Program Wisualization Tools Help I

Applications

WEKA W o

The University
\ of Waikato ‘ Experimenter

Enowled zeFlow

‘ Zimple CLI

Prepuocess | Classify | Associate | Selectattibutes | Fisualize |

[ Bpenfie.. S| OpenURL.. |[ OpenDB.. |[ Generate. Tnda Edit.. ] [ Save... |
Filter
[ Choose ]|None |[ Apply ]
Current relation Selected attribute
Relation: apk.manifast Namme: ACCESS_CHECKIN_PEOPERTIES Type: Naondnal
Instances: 875 Attributes: 123 Miming: 0 {0%) Distinet: 1 Tnigue: 0 {0%)
Aittributes No. Label Count
[ Al ] [ None ] [ TInvert ] [ Pattern éi? Ig?s

CKIN_PROPER TIES ~
ACCESS _COARSE_LOCATION (=]
ACCESS_FINE_LOCATION
ACCESS_LOCATION_EXTRA_COMMANDS i i
ACCESS_MOCK_LOCATION Class: Type (Mom) > | Visualize ALl
A4CCESS_NETWORE_STATE ; )
ACCESS_SURFACE_FLINGER
ALCCESS_WIFL_STATE
ACCOUNT_MANAGER
ADD_VOICEMAIL
AUTHENTICATE_ACCOUNTS
BATTERY STATS
EIND_APPWIDGET -

&75

Remove ]

=

Statnz

[E 18 Weka #{E/ 1 1

TEEM A 7] AR RN ZEHY attribute( ] 4155 12 KM ¥ app E%Té@
permission R 5347 » R DI ERSER) -
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PIEDIDCE$| Classify | Clus‘ierl Bssnciate | Select attributes I V]suahze‘

Classifier

| Choos ||SMO -C1.0-L 0001 -P 1L.0E-12-H0-¥ -1 -W 1 -K "weka.classifiers functions.supportVector. PolyKemel -C 250007 -E 1.0"

Test options
() T training set
(7 Supplied test =t Set...
Crogs-validation  Folds |10

() Percentage split % oo

[ More options...

(Nom) Type

Result list (right-click for options)

Classifier output

P

SEF5E Classify 124 »
{F SMO {555 /R Es— T ergkts

» Classifier 275815 weka>classifiers>functions>SMO

SEIE - FEEHYIE filter type » SN

19 Weka #2{E+ 1 H 2

S E 152

i No normalization/standardization -

eks Explorer

Preprocess| Classify | Cluster | Associate | Select attributes | Visualize

S ESER T | Start B a] ABH & 1T
%1% 1F Result List £ 5752 Save result buffer Fi o] DL 4R AR fEZE -

sESR T A2 Output A °

X

Classifier

[ Choose |SMO-C1.0-L0.001 F 10812 N 2-¥ -1 -W 1 -K *weka classifiers functions supporiiector Polykemel -C 250007 -E 1.0°

Test options Classifier output
() Tse training set 0.382
) Supplied test set et 0.034

0.533
Crossvalidation  Folds |10 0,853
) Percentage split % |66 0.228
0.135
0,085
(Hom) Typs - 0.507
0.322
Stop Weighted Avg.  0.288
Result list (right-click for optio,
- freht= ”'" == === Confusion Matrix

Wiew in main window g

View in separate window &

Sawe result buffer 7

it

Delete result buffer A

Load model :

Save model N

Re-evaluate model on current testset (7

3

Visualize classifier erars A

Visualize tree 4

1

Visualize margin curve "

Visualize threshold curve N

Cost/Benefit analysis »e

Visualize cost curve r2

4

001125 2

o R T

"

.
[T A, R

.487
.333
511
e
217
294
344
J125
245
L2828
278

0.382 0.42 0.825  Music
0.034 0.063 0.69 News

0.533 0.522 0.862  Personalization
0.683 0.589 0.907  Photography
0.228 0.222 0.742  Productivity
0.135 0.185 0.682  Shopping

0.22 0.262 0.758  Social

0.095 0.108 0.759  Tool

0.507 0.33 0.767  Transportation
0.322 0.292 0.817  Travel

0.288 0.27 0.758

p g r <-- classified as

0 4 1| =a=3Books

4 6 5| b=Business

1 7 2| c = Communication

0 9 1| d=Education

01l 4 | e = Entercainment

0 7 6| f=Finance

07 21 g=

4 &8 0 b=

406 11 1

17 21 3=

2 6 1| k= Personalization

0 0 2| 1= Photography

9 5 1| m= Productivity

1 89 71 n= Shopping

2 2 41| o= Social

4 3 2| p=Tool

037 11 | gq = Transportation

01919 | r = Travel

[

1

Statns
OK

20 Weka /E/ i 3
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BHE - RN

| %] APK Reader
¥ RER
Setting 2 1 Detail
Select APK Dangerous

Result

———Score detail-——

Score:2.36

Average: 1.38

500711 Personal Information

ACCESS_NETWORK_STATE
App is suitable in this type. ACCESE_WIFI_STATE
But it have some unsuitable permission as following. READ_PHONE_STATE
3 ——-3uggestion by distribution--——

BLUETOOTH

BLUETOOTH_ADMIN

RECEIVE_BOOT_COMPLETED Setting
Usually appear in Tool , Communication , Productivity BLUETOOTH

SYSTEN_ALERT_WINDOW BLUETOOTH_ADMIN

WRITE_SETTINGS WRITE_SETTINGS
Usually appear in :Music , Productivity, Communication

4 -———-5uggestion by clazsification————

APP Prefer in: Music

Since the following permissions are more suitable in Music Function
ACCESS_NETWORK_STATE INTERNET

BLUETOOTH RECEIVE_BOOT_COMPLETED
SYSTEM_ALERT_WINDOW SYSTEM_ALERT_WINDOW
WAKE_LOCK VIBRATE

WRITE_SETTINGS WAKE_LOCK

WRITE_EXTERMAL_STORAGE
C:\Users\kentau\Documents\com.real.RealPlayer-1.apk

21 EESrHE
5.1 2/ réd
BRI EHRAVIEZrE o BB =80 o 3 HERBHA T -
5.1.1 permission 43 E

iEHlb e FHAPTRE 122 i permission {RHETIAE 77 RICPUAS

Dangerous & &% HIRE—f% app HY permission - 38 permission IjgEH
REIGRE A FIE R -

Personal Information +& {5 & H{E AZERHFEEUERRAY permission » (&
AL S (E app & (B FIRVED R AE BB S S # app -

Setting J2 /A BRI TS ERTER 7y - 1B LE permission [ & B LU FHEAVERE
AR R SRR B [ E A E - (A n LU iiEEE permission ZfCHE i
(& app & ¥ FAEEE SR TR 2L -

Function 2 AR THEIIRERYFIH - i5LE permission &t FIE( T LAYE
o L ThRE I RE e IS I TR BB A AR R MYE ] - (I AT DA S
}13E app G HEMHTETHRAVIIAE -

Fe T DURBIER app FTREHY permission » {5 F & il LU AR 2 HE L app 12
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ﬁ%g&/ﬁm-’“*ﬂu&m%ﬁmrﬁ » FEERTRAMIEY I - R A AEERE
i LB O E R E A

5.1.2 app GBI EETE

A app FIAHATEIFTRCLH T AN 2R BeiEkmis s ®E
FrFFHEIRY permission LL# A =4 B2 FIHRZAVEIR o B A HEAMFTE
B RHER M —(EEE 2 > Index ;EIL app BYEkETEEL > Average 2L
FiE app fEbafsBRyE1E » S.D 2 A e app fEfafs BvisEE » &
i AHY app AVfERRfE s IR Wi ERE e » IR E i R bany app > W H
DIADEFE R » TEBR(E & R AR E L app BYZRR BL R At Fir 55 A3 21 1Y
permission > I F ] FHE(HY permission {E:E1{E type FHE VA FE » AIREZ T IH
i e S VS o Bl AR app FYERSEEEIN V19— (e ~ /N
W (BTS2 R > IR BN ek » FelE(E g app AR HE
FFIRIY permission » FBSE 1 R /ELLFFFRHY permission « & A1 app (Y index
e RIS R Fobl » R Ry 22 app

5.1.3 permission EZE 7|

E(FAEEIE app EBIZE RET % > WITFREFHEFERLIE
HY permission %135 < 25— J5 = HIIFH permission {1 & fHEE 1 AY i Mk - F¢
{14751 permission 7S type HHAYEE A » 317 H 5% E —{# threshold » &
gy A app {5 FEIf permission 1Eiif A type FRAEN{EEFZ(E A threshold » I
FERE (S # E ( permission A KEE 7R 2 FHE R AL R - W15 5 permission
1E HAh type MYEFAE A threshold » Beff Itk H5E - FEEH SRS
{i& permission 7E EAEHRIEHE R - 26122 (E app B AR R TR

B FE S S A n] LUE B AR = E Y permission 178 FIFEC EIE
FiAFTEEE2HY permission NAEEEESE » o] DI IR 2 sk B2 &
SR AEE ([ permission 45 app ©

5 g 5 2RI F BRS8N 7 AR 4G (P e - TR MEE A A At
type EEES » HRIEFIFE L permission FEZLMHEE o T & daR & —(E
type > iE{H type ERMFEHERI TS RELN - SRR E A& ST
GEERHPINEL permission JELLHELE Y AT type » Z2EE permission FLERE &
HAEFA R type » (IR A] DLHIET app B & E EERIEVEESS » 1054
ERIFTRF RS L permission &5 Fyin B R AVIES ©
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Finance

rate
1.2

0.8

0.6

M Finance

0.4

0.2

0 T III T IIIIIIIIIIIIIIIIIIIIIII IIIIIIIIIIIIIIIIIIIIIIIIIIII IIIIIIIIIIIIIIIIII IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII TTTTTTTT T

ST NNMMITINONNOONNODDDNDG O SN p
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52 FfEzURRE

5.2.1 Preprocess

&+ APP [EFHIVIAEERIIET ‘ Decode by apkunzip.java

apkunzip.java :

Input : dictionary path

Output :  decode all app to dictionary/unpack

ZEHY decode FY app 2[5 database (UseSaxParse.java)

UseSaxParse.java
Input ¢ unpackpath

Output : database file

HIFTA database file BO/FZIRIZET | M

4 permission rate f{l type index

ReadDatabase.java

Input : database path

Output : permission rate(setting) -~ type index (setting2)

SEH AT EE R E A arff £52E(UseSaxParse.java)

=

FIFH Weka e tHEERAEZE > feftaaiRm oAl -

EVEF2=(ReadInputUl.java)

A FRAS S (result)

Input APP and TYPE ‘ Decode APP and get permission

5.2.2 411t

ST 1
B HH 2K permission (< T [ o3 FHdm H
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2 3 Permission 43%H

Personal Information

ACCESS_CHECKIN_PROPERTIES
ACCESS_COARSE_LOCATION
ACCESS_FINE_LOCATION
ACCESS_LOCATION_EXTRA_COMMAND
ACCESS_MOCK_LOCATION
ACCESS_NETWORK_STATE
ACCESS_WIF|_STATE
ACCOUNT_MANAGER
AUTHENTICATE_ACCOUNTS
GET_ACCOUNTS
GET_PACKAGE_SIZE
GET_TASKS
MANAGE_ACCOUNTS
READ_CALENDAR
READ_CALL_LOG
READ_CONTACTS
READ_HISTORY_BOOKMARKS
READ_LOGS
READ_PHONE_STATE
READ_PROFILE

READ_SMS
SUBSCRIBED_FEEDS_READ
SUBSCRIBED_FEEDS_WRITE
USE_CREDENTIALS

Setting

BIND_APPWIDGET
BIND_DEVICE_ADMIN
BIND_INPUT_METHOD
BIND_REMOTEVIEWS

BIND_TEXT_SERVICE
BIND_VPN_SERVICE
BIND_WALLPAPER
BLUETOOTH
BLUETOOTH_ADMIN

CHANGE_COMPONENT_ENABLED_STAT
E

CHANGE_CONFIGURATION
CHANGE_NETWORK_STATE
CHANGE_WIFI_MULTICAST _STATE
CHANGE_ WIF|_STATE
DEVICE_POWER

DIAGNOSTIC
DISABLE_KEYGUARD

DUMP

EXPAND_STATUS_BAR
FORCE_BACK

INJECT_EVENTS

INSTALL LOCATION_PROVIDER
INSTALL_PACKAGES
INTERNAL_SYSTEM_WINDOW
MODIFY_AUDIO_SETTINGS
MODIFY. PHONE_STATE
MOUNT UNMOUNT_FILESYSTEMS
SET_ACTIVITY_WATCHER
SET_ALWAYS_FINISH
SET_ANIMATION_SCALE
SET_DEBUG_APP
SET_POINTER_SPEED
SET_PROCESS_LIMIT
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SET_TIME

SET_TIME_ZONE
SET_WALLPAPER
SET_WALLPAPER_HINTS
SIGNAL_PERSISTENT_PROCESSES
WRITE_APN_SETTINGS
WRITE_SECURE_SETTINGS
WRITE_SETTINGS

Function

ADD_VOICEMAIL
BATTERY_STATS
BROADCAST_PACKAGE_REMOVED
BROADCAST_SMS
BROADCAST_STICKY
BROADCAST WAP_PUSH
CALL_PHONE
CALL_PRIVILEGED

CAMERA
CONTROL_LOCATION_UPDATES
FLASHLIGHT
GLOBAL_SEARCH

INTERNET

NFC
PROCESS_OUTGOING_CALLS
READ_FRAME_BUFFER
READ_SYNC_SETTINGS
READ_SYNC_STATS
RECEIVE_BOOT_COMPLETED
RECEIVE_MMS
RECEIVE_SMS
RECEIVE_WAP_PUSH

RECORD_AUDIO
REORDER_TASKS

SEND_SMS

SET_ALARM

STATUS_BAR
SYSTEM_ALERT_WINDOW
UPDATE_DEVICE_STATS
USE_SIP

VIBRATE

WRITE,_ CALENDAR
WRITE_CALL_LOG
WRITE_CONTACTS
WRITE_EXTERNAL_STORAGE
WAKE_LOCK
WRITE_GSERVICES
WRITE_HISTORY_BOOKMARKS
WRITE_PROFILE
WRITE_SMS
WRITE_SYNC_SETTINGS
WRITE_USER_DICTIONARY

Dangerous

BRICK

CLEAR_APP_CACHE
CLEAR_APP_USER_DATA
DELETE_CACHE_FILES
DELETE_PACKAGES
FACTORY_TEST
HARDWARE_TEST
KILL_BACKGROUND_PROCESSES
MANAGE_APP_TOKENS
MASTER_CLEAR
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MOUNT_FORMAT_FILESYSTEMS
PERSISTENT_ACTIVITY
READ_INPUT_STATE
REBOOT
RESTART_PACKAGES
SET_ORIENTATION
SET_PREFERRED_APPLICA

-




"N /ZF B Dangerous Permission 1Yz EH > 72 £& permission — /T =GB TIEE
RN B RSB &R » RNe% HERGE—f% app & -
BRICK
[tt permission TJEEERVASE ML > SUERIEAFIEINEE - B EIEE G
permission » “N% HHERAF S H Y app 1 -
CLEAR_APP_CACHE
TeET app EFRETA app 1Y cache Eiltl o /e = app (] > BIREERL(E &R
TEEEE S o
CLEAR_APP_USER_DATA
JOEF app JEBRATEFEEIIER - EEe s app 5/ o AREEREE AERHE
L E =
DELETE_CACHE_FILES
LT app MHIERETA cache Eitl - 5 2R app (A @ o] geiEpk(iE AN & RHERE
DELETE_PACKAGES
JLET app fMHEREAHY app o & 588 app (£ » AIEEE Y O 2228 nI iR =0 EE
Ml o
FACTORY_TEST
2 app B DU TARESC TGS - BUS ASHERR - S 2 r app (M > AREME
X L8 EirHER -
HARDWARE_TEST
o app T DATEZE A S AR RRRG H - 5 e s app fE ] AIREAE K 2 48 B RHERE -
KILL_BACKGROUND_PROCESSES
TET app BEIEAE RHUTIER - B EE app (M > AJREEEK 24015 - B
MANAGE_APP_TOKENS
TET app B (AN - MIBR)IFEZC token - 252 app A » TIREER AR
5 B 240 RE S
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MOUNT_FORMAT _FILESYSTEMS
TET app HE - HIFRLAER - HEEE app (FH - AIEERR AR o B
1 2 fe 2 s ERIRE AR ZE -

PERSISTENT _ACTIVITY
TOFF app — EALFEFETT o It permission T]BEIE AV 240 & MBI R BTSN FE
B o EEHT API HUB 7 $% -

READ_INPUT_STATE

It pe

SR API UM SZEE

SOE ===

EEUL AR
1. App permission
2. Permission rate(setting)

3. Type index (setting2)

A 180 2. 515 app index - 37 HARIGE R 3 ARG HHEE -
stEJTE index (P, t)=\/Xper(1 — R(p, 1))? » EH 1 155 P - &KL 2 2R (p, D)
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FHHER 3 f3HEE type A FHI{E(Ave. ) HIFEAEZE(SD) > app Y index KH-FH{H
WY (EIEEE 72 I SRR AT > RS —~ B 22 R A B 5 0 > LR Rl
Al H B R SR R R -

NHEZBERES > AL EAEAE app RSP ATISHYE SIEE -

Type >Avg.  >(Avg+SD) >(Avg+2*SD, >Avg. >(Avg+SD) >(Avg+2*SD)

Books 52.63% To 09 : 65.52% 10.34% 0.00%
Business

/ T 435% Persc 0 7 15.56% 2.22%
Communication / 17.11% 2.63% 0 0.00%

Photography

Educa 8.28% 20.69% 46.84% 469 3.80%

Ente 51.85% 81% 24% 0.00%

5000%  21.15% 2 0 22.00 0.00%
[e—————}

40. S o—

19.05% d

0%

.
8.64%
.

tabase index ¥1|3%

ermission F& A [A] > P AT A SHE type

wi @ﬁ’* 9555

VAR
UL NER
1. App permission

2. Permission rate(setting)

%1 (e FZRAE A threshold [ permission il =% permission 7575 1 At type
175838 threshold Hy{F I -
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BUE
S Y

1. App permission

2. Classification result

FIFH data mining J57% - 215 app FTfEHY permission > 2 A @ iR ELA type -

AEH(SE FH 3 i 2E Y ap (BT 2) » 281K app &
FHHY permission(i& § i ‘@ FHE 2 HUHY type 18

& R permission [BIERAS I -
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53 i EGl
5.3.1 Z*%: app (Monkey Jump 2)

Setting Detail

Select APK Dangerous
|Game ‘vH Run ‘
Result
——Index detail——
Index:1.11
Average: 1.11

Personal Information
ACCESS_COARSE_LOCATION
READ_PHONE_STATE

5.0:0390

App is suitable in this type

———Suggestion by distribution——

——Suggestion by classification——
APP Preferin: Sacial

Since the following permissions are more suitable in Social Setting

ACCESS_COARSE_LOCATION

VIBRATE
Function
INTERMET
VIBRATE

C:\Usersikentau\Desktop'testAPPicom.dseffects.MonkeyJump2-1\pkg.apk

23 SITER 1

i87e—{EH Google Play T#LHY app * Monkey Jump 2 - {55] B &EHY
permission [\ 5z FeffEEfE (AR E Game » L HEIZF T ARAVEAE S

— Rk Al LA RS AR app fE&RtE » AL /o ATEE R TR
FyftidZe BHY = SFAHEVARE T R4S R - (R RiE(E app fEHIHY permission iIfif
% > P DMV ERE T ST game BV R HUG B E-HE » FMIETREE app 1£15
&l 2 S A 7€ permission distribution Yzl S B ML) 4 (5 I 2 ]
R permission » {H- 2 permission classification FAER S F M2 BN B A (5 FH 21
SEHY AR (i B (ACCESS_COARSE_LOCATIOM) A K: 22 )(VIBRATE) 3 Wi ([ permission » fif
LARTREIE(E app HE4T Social & (EXHAIAYRF4: -

EEAEBRMTAI AL ——FE[ app FTHEINFEER - MDA EH
FHAMF1 Fy Dangerous Y permission » 2245 5E (2 AT AE &SR E N &AL E
PARFHEIRRE » 1857 app NEEMNEI A 4aE LU B FEI4Ers A E BliE wi{E 5~
TEAYIIRE -
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5.3.2 & app (Monkey Jump 2 infected)

2] AP Reader =)
- B
Setting Detail

Select APK Dangerous
RESTART_PACKAGES

Result

——Index detail——
Index 3 44

Average: 1.11
500380

[»]

App is not suitable in this type since it has the following dangerous permission

You need to check the source of the app or the permission it needs. Personal Information
ACCESS_COARSE_LOCATION
——Suggestion by distribution——— ACCESS_FINE_LOCATION
ACCESS_FINE_LOCATION READ_CONTACTS
Usually appear in ‘Travel , Social , Finance READ_PHONE_STATE
CALL_PHONE READ_SMS

Usually appear in :Finance , Communication , Travel
MOUNT_UNMOUNT_FILESYSTEMS
READ_CONTACTS

Usually appear in :=Communication , Social , Business
READ_SNS
Rgié?l‘éagf:;m :Social Setting

UsL\aI\y;pnearin :Communication , Social = I,-IOUI“I:‘F:UI-Jr.ﬁ'!OUr-JT,FILESYSTEMS
RESTART PACKAGES SET_WALLPAPER

Usually appear in :Productivity
SEND_SM3

Usually appear in :Communication , Social
SET_WALLPAPER

Usually appear in :Photography
WRITE_CONTACTS

Usually appear in :Communication , Social

WRITE_SMS
Function
-——S5uggestion by classification-——- CALL_PHOMNE
APP Preferin: Tool INTERMNET
Since the following permissions are more suitable in Tool RECEIVE_SWMS
ACCESS_COARSE_LOCATION SEND_SMS
CALL_PHONE VIBRATE
MOUNT_UNMOUNT_FILESYSTEMS WRITE_CONTACTS
READ_SME WRITE_EXTERMAL_STORAGE
SEND_SMS WRITE_SMS
VIBRATE 1
WRITE_SMS

[4]

C:\Users'kentau\Desktop\testAPPimalware\MonkeyJump2.0.apk

24 St E Bl 2

ie e —EFFIEE4Ers _LamiE NakAY app : Monkey Jump 2 - F1_E[H G4 [FHY
Eimse B TERE BN > =2 Geinimi KB ECANWIEER; - 52 T EBEEFEN
permission DLK T EHEMATIHAE game > _EHIEIEZFEH 2RAVEE R

— Bt TARG B RV E HACE(E app BALE - WHELEAE AR T AT
Ryt Ehme o

Bt ie Sardlays: BE 5 o iR E (i app {5 HZITRE ZHVREIR - S1EiE
B E T A G FTMERY G R BRI E A & tHET % - iR T RI(E
PR PR MR e Ry e B -

R BRETUEYRHY app ZOR T HHE ZHIHERACEEE A ZHIEAER -
fsEHL 7 ELFE SMS » CONTACTS FEEHTERN » i2L8 permission {E[EJHE T E2HE /D
R > B o —— VAR S L permission A& HIRAEHEEK
oo BE G TKER > A AL R &K SMS BYThEE > EEZZEB R
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communication FE1Y > FMEtEEEelE (AL > RIEE(E app /B communication
NZHRE > A HIISLE permission EAEEHT ©

¢ permission classification FY¥25 (1B 2 fE 2% 2 —1{[ tool JHFIAYFER, >
BEE app EfE—(EEEEHEZ - Bl asEFR T BV IRES - BEA—L
tool JHAAYTHAE - N HBURMRE T{EANER - #EFTEEFEINREE tool JAAVRHE -
(BB RS R %R ] RESMEA i LRI MY T RE

G ERIE L - F—AHEER
(1Y) permissic | SRR R =R ‘ R TR ERNEE g
it {55 IHY = N 2= VAR
T
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5.3.3 43fEFEER app (Realplayer)

Sefting Detail
Dangerous
Select APK
‘Game |v|| Run |

Result

————Index detail-——
Index2.54

Average: 1.11

5.0 0390

Personal Information
ACCESS_MNETWORK_STATE
ACCESS_WIFI_STATE
READ_PHONE_STATE

Appis not suitable in this type since it has the following dangerous permission.
You need to check the source ofthe app or the permission it needs.

-——Suggestion by distribution——
BLUETOOTH
BLUETOOQOTH_ADMIN
RECEIVE_BOOT_COMPLETED
Usually appear in “Tool , Communication , Productivity

SYSTEM_ALERT_WINDOW Setting
WRITE_SETTINGS BLUETOOTH
Usually appear in :Music , Productivity, Communication BLUETOOTH_ADMIN

WRITE_SETTINGS
——3uggestion by classification——
APP Preferin: Music
Since the following permissions are more suitable in Music
BLUETOOTH

READ_PHOME_STATE

RECEIVE_BOOT_COMPLETED Function

SYSTEM_ALERT_WINDOW INTERMET

WRITE_SETTINGS RECEIVE_BOOT_COMPLETED
SYSTEM_ALERT_WINDOW
VIBRATE
WAKE_LOCK

WRITE_EXTERNAL_STORAGE

C:\Users\kentaulDocumentsicom.real.RealPlayer-1.apk

25 TERI 3

B &R app AR GEEREYEIT o 52— {EH Google Play NEkHYIHEL
25 Real Player - ZIERFA[TEE Game JEFIHY app KE » @asH A HEIRIRZ
permission &% HERAE Game HHY » (HEFAM B LAFEH permission classification
R T E R s e 2 Music FUREF0 PR ROE TR i a8 i A s =
R ER SRS S s B eyl - n DAE(E I i ZKHERE app HYZ
REMINE - i ERH i g S E IEEAYEER -
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Setting

M

Result

——Index detail—
Index:2.13

Average: 1.50

5D 0683

App is suitable in this type

———Suggestion by distribution-——
BLUETOOTH
BLUETOOTH_ADMIN
RECEIVE_BOOT_COMPLETED
Usually appearin :Tool , Communication , Productivity
SYSTEM_ALERT_WINDOW

——38uggestion by classification——

- Detail
-Dangerous

- Personal
ACCESS_MNETWORK_STATE
ACCESS_WIFI_STATE
READ_PHONE_STATE

- Setting
BLUETOOTH
BLUETOOTH_ADMIN
WRITE_SETTINGS

- Function
INTERNET
RECEIVE_BOOT_COMPLETED
SYSTEM_ALERT_WINDOW
VIBRATE

WAKE_LOCK
WRITE_EXTERMAL_STORAGE

26 ST ED 4
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INEE ~ GEERAIARIR IAE

VEE R R TR B E e H B0 - BESA B A 1 AR R RS Y B IR
BHE  BIyAISRE TR E RN L 2R R E N -

DIFRRIW TR B AE A2 =S - SR B RSN L et - fFiEE
Rt —Erf I - A RRBLAAFEEREDEE RS2 - B LS
FHIEAES - B A ——[REE permission HIIME » XE]EUSTERY T f# app FTFEIHVE
B SEN  MiZEE HEY N4 app o HelM ek o~ = (& e sKE B & 1
fif app

1. permission 43%H

2. EEEiER(Z )Rt - DU permission SpAfife HE 2k

3. HERIERAER

FEHE S app ERIARETLERHE » ATLLGE app FIHAAY app > ffikELER -
M3EFEAR Y IE 2 /&b permission e

FEAR AR T S T EAMLAKIEE & B EhEY 30

1. {FHZERRAEAY permission 1 type A B FUEMIES - 0] DU A A 5
£ app WWERHET » #E—PHIEFHERMVERE -

2. HFEMBNIAZEUEIIEE » (B R LUBERE permission BHIRL > SEETE
risk index HYMEER - ¥ B LAY permission [#{EAEE

B ERESTAE TN app HUE—DHY T o — HEE Bk MRy &k
FE(BI15 = & permission {EL{E app HRZR({EEM) > s@ kil BZ AT A4 lIE =
O -

FAMEENAGEAZE B2 app AR - REEFZARA! app & FHENRZ T4
BE » H&ET% permission - TR T AR & HIET & knny app - FAFTAT LS EHEEHL
AndroidManifest.xml F1{ package Z#EEH app HY44F A app HYETTRGTE
Fy bl - e A E I AR T (44 5 (white list) - 36 H 1% app 3R
FERR IEREN: -
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