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Abstract

In this paper we introduce a novel scheme for key mechanism in social networks. The ideal of
this scheme is giving cooperative users more authority to see more private contents. The
scheme not only let users see the contents they interest from their point of view and
decrease irrelevant contents to others but also dynamically adjust the group members to let
the cooperative users close.

We create an access graph with three classes i) Closed, ii) Like-minded, iii) Acquaintance
which have partial order relation; for example the user in Acquaintance cannot see the
contents post to Like-minded but the user in Like-minded can see the contents not only in
Like-minded but also in Acquaintance. The goal of this paper is to produce a mechanism
through which users can control how their content is shared with which level classes,
without relying on a trusted third party to management the users’ content who can see. The
specific access control model considered here is that the owner will specify access policies
based on the importance of contents in the social network; for example some content is
visible to the users in Acquaintance only, while other content is visible to the users in
Like-minded, etc. This access control is enforced via key management with Shamir’s secret
sharing scheme. That is for each user, there is a key that only friends who recover the key
through cooperative behavior should be able to derive. The proposed scheme enjoys the
following properties: i) the scheme is efficient in terms of server storage and key derivation
time, ii) the scheme is collusion resistant (key recovery security), iii) The scheme can
automatically adjust the class members to different classes based on their cooperative
behaviors.

Keywords: Key management, social network
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Chapter 1

Introduction

Online social networks (OSNs) have become a de facto portal for Internet access for
millions of users. These networks help users publish and share resources (personal tastes,
blogs, or viewpoints) through different types of relationships. A number of social network
sites have recently emerged and they are becoming a popular and useful approach in
people’s daily life. For example, people can make friends with Facebook or MySpace, find job
information in LinkedIn, and so on. The availability of such information raises significant
privacy concerns. One way to mitigate some of these concerns is to allow users to control
access to their resources. There has been a significant amount of work in access control in
social networks [1, 2, 3, 4, 5, 6]. Some of these solutions assume that a server will enforce
the access control, but this does not protect the privacy of the users against the server. These
solutions mitigate the privacy risks only and focus on resource or relationship protection,
therefore the users who satisfy the rules defined by the resource owner can access the

resources. We use access control not only mitigate the privacy risks but also keep
1



cooperative users close; that is, the users do more cooperative behaviors can access more

contents. Our access control scheme also provides a strong incentive for users to do

cooperative behavior which is important for commercial consideration [7, 8].

In this paper we consider performing social network access control via key management

at client-side. More specifically, each user will have a set of keys, and other users who

recover secrets will be able to derive some of these keys. The access control model that we

consider here is as follows: the trust level between two users depends on cooperative

behavior. For example, a friend of Alice who does more cooperative behavior will be able to

access more content than a friend of Alice who do less cooperative behavior. The advantage

of using key management is that a user can simply post encrypted contents so that only users

who can satisfy the associate access control policy can derive the key to access the data. If

the key management is done properly, then only users that do not satisfy the policy will not

have the key and thus the encrypted content will be meaningless. However, the key

management approach may grant access to unauthorized users and cannot efficiently

determine authorized users. We leave the resolution of this problem as future work.



1.1 Motivation

Usually when the user post content, if he wants to post content to specific people who like
music video or sport news, he has to create a group related to music video or sport news and
post content to these groups in online social network. The drawback of this method is that
the members of group are static; That is, the user must add or delete a member by himself.
We think that the group members can be dynamically adjusted are better. This idea may
leverage keeping cooperative users close and decreasing irrelevant contents to others. So |
construct a key mechanism to achieve this goal in online social networks.
1.2 Our Contributions

In this paper, we propose a key mechanism in online social networks. Our key mechanism
can provide not only class members who are added or deleted dynamically but also a strong
incentive for participating users to do cooperative behavior to get more authority. We briefly

summarize the contributions of our work in this paper.

1. The Scheme is efficient in terms of server storage and key derivation time.
2. The scheme is collusion resistant.

3. The scheme can automatically adjust the class members to different classes based on

their cooperative behaviors.



1.3 Related Works

We present related work dealing with studies of OSN privacy, systems implementing

privacy on OSNs, access control.

OSN Studies.

Several works examine the characteristics and recent growth of OSNs [9, 10, 11, 12, 13].
Murthy et al. [14] study how OSNs share users’ personal data with third parties such as
applications and advertisers. They note that Facebook places no restrictions on the data that
is shared with external applications. Advertisers use personal data, as well as information
acquired through cookies, to serve targeted ads. These researches have characterized privacy

problems with OSNs.

OSN Privacy Systems and Architectures.

The research community has recognized the problem of privacy in OSNs and proposed
several solutions which build on top of existing OSNs. [15, 16, 17, 18] For example, flyByNight
[16] is a Facebook application that facilitates secure one-to-one and one-to-many messages
between users. NOYB (short for “None Of Your Business”) [17] hides an OSN user’s personal

data by swapping it with data “atoms” of other OSN users. NOYB provides a way to map



these atoms to their original contents. Persona [15] is a private OSN which encrypts user

data with attribute-based encryption (ABE), allowing users to apply fine-grained policies over

users who may view their data. FaceCloak [18] is an architecture that protects user privacy

on a social networking site by shielding a user’s personal information from the site and from

other users that were not explicitly authorized by the user.

Social networking APIs let third parties access sensitive user information stored on a

social networking site. This APl makes it possible to greatly enhance the services offered by a

site (e.g., Facebook), but it also poses privacy risks. Felt et al. [19] dies the 150 most popular

Facebook applications and found that almost all of them were unnecessarily given wider

access. to private user data than needed. Felt et al. designed a privacy-by-proxy approach to

improve social networking APIs such that third-party applications are prevented from

accessing real user data while the functionality and availability of the applications are

preserved. Singh et al. propose a trusted third-party mediator called xBook [20].

Access Control.

The most closely related work in social network privacy is the area of access control for

social networks. One area of research is to protect user’s privacy by enforcing access control.

For example, Carminati et al. [1] proposed a rule-based access control model which allowed



users to specify access rules for their contents. This scheme used a trusted third party to

enforce the access policies. This requirement was removed in [2, 4], but these schemes

required that the users of the social network must be online to perform a protocol. Several

studies [31, 22, 23] exploit the friend graph to infer characteristics about user. Through

exploiting the social graph, we can get the information on relationships (trust level,

relationship type). It gives rise to privacy concerns: Knowing who is trusted by a user and to

what extent being trusted disclose a lot about user’s thoughts and feelings.

Some recent works address the privacy of relationships in social networks. For example,

Carminati et al. [2] described an access control model on relationship protection. In this

model, the relationship certificates are encrypted using symmetric cryptographic algorithm

and are treated as a resource: a certificate is granted only one satisfies a distribution rule,

which is analogous to the access rule. Ferrer et al. [3] introduced a public-key protocol for

private relationships, where certificates were encrypted asymmetrically and signed. This

prevents the threat of entire system being compromised when the central node is

compromised. According to this protocol, the resource owner can identify whether the

requester is authorized to access the resource based on depth of requester from the

resource owner. Drawbacks of this approach is that relationship strengths are revealed to

intermediate users, and the scheme required multiple users to engage in a protocol for each



new access. Another scheme was introduced in [5], that also protected the relationship

strengths. All of the above work rely on a third party (who when corrupted could access all

data). In this paper we consider that we don’t need a trusted third party to run our protocol.

Key management for access hierarchies has been well studied. It is addressed in [24]

(which gives a survey of prior work in this area). It introduced a scheme based on

pseudorandom functions that supported key management in access hierarchy. Any updates

are handled locally and are not propagated to the descendant or ancestor nodes. A trusted

central authority is used to generate and distribute the keys. Recently a variation of this work

achieved similar results while also protecting the access graph [6, 25]. They consider the

access control is based on the distance between the users in [6]. For example, a friend of

Alice will be able to access more content than a friend of a friend of Alice. While this is the

same access control enforcement that is considered in this paper, the difference is that our

consideration is based on cooperative behaviors between the users.

Another area of research has been to compute functions on social networks where the

knowledge of the data is distributed among multiple parties. In [39] a set of

privacy-preserving protocols was given for reconstructing a social network based on

individual’s local information. In [40] protocols were given to determine if two users were

friends of friends. Finally, in [41] protocols were given for computing various metrics for a



social network. Again the goal of this manuscript is very different from the goal of this

previous work; that is the above-mentioned work does not attempt to protect privacy of

resources.




1.4 Organization of Manuscript

The rest of this manuscript is organized as follows. In chapter 2 preliminaries were
discussed. In Chapter 3 details of our proposed scheme is described. Chapter 4 analyzes our

proposed scheme in terms of security and performance. Chapter 5 simulates our proposed

scheme to demonstrate the feasibili ] eme can be used in Facebook is

discussed in chapte onclude in chapter 7.




Chapter 2

Preliminaries

In this chapter, we introduce two techniques: i) Shamir’s Secret Sharing Scheme, ii) key
management for access hierarchies in order to create the required foundation for our

proposed key mechanism.

2.1 Shamir’s Secret Sharing Scheme [26]

Definition 1 Let t, n be positive integers, t < n. A (t, n)-threshold scheme is a method of
sharing a key K among a set of t participants (denoted by P), in such a way that any t
participants can compute the value of K, but no group of t-1 participants can do so.

At a later time, a subset to participants B < P will pool their shares in an attempt to
compute the key K. (Alternatively, they could give their shares to a trusted authority which

will perform the computation for them.) If |B| > t, then they should be able to compute

10



the value of K as a function of the shares they collectively hold; if |B| < t, then they should

not be able to compute K. The value of K is chosen by a special participant called the dealer.

The dealer is denoted by D and we assume D ¢ P. When D wants to share the key K among

the participants in P, he gives each participant some partial information called a share. The

shares should be distributed secretly, so no participant knows the share given to another

participant.

We will use the following notation. LetP={P;: 1 < | < n}Be the set of w participants. K

is the key set (i.e., the set of all possible keys); and o is the share set (l.e., the set of all

possible shares).

The Shamir (t, n)-Secret Sharing Scheme is following:

Initialization Phase

1. D chooses n distinct, non-zero elements of Z,, denoted x;, 1 < i < n.Forl < i < n,

D gives the value x; to P;. The values x; are public.

Share Distribution

2. Suppose D wants to share a key Ke Z,. D secretly chooses (independently at random) t —

1 elements of Z, which are denoted ay, . . ., at1.

11



t-1 '
n, D computes y; = a(x), where a(x) =K + > a;x’ mod p.
1

3. Forl < i

IA

4. Forl < i £ n,Dgivesthe sharey;toP;.

In this scheme, the dealer constructs a random polynomial a(x) of degree at most t — 1 in
which the constant term is the key, K. Every participant P; obtains a point (x;, yi) on this
polynomial. Let’s look at how a subset B of t participants can reconstruct the key. This is
basically accomplished by means of polynomial interpolation. Suppose that participants B =

{P

ey F’it }, want to determine K. They know that Y, = a(xij ),1 £ j £ t,wherea(x) €
Z,[x] is the polynomial chosen by D. Since a(x) has degree at most t — 1, a(x) can be written as
a(x) =apgt+taix+ - -+ ar1x"}, where the coefficients ag, . . ., arq are unknown elements of Z,,
and ag = K is the key. Since yi, = a( X, ), 1 < j £ t, the subset B can obtain t linear
equations in the t unknowns ag, . . ., ar1, where all arithmetic is done in Zp. If the equations
are linearly independent, there will be a unique solution, and ag will be revealed as the key.

The correctness and privacy of Shamir’s scheme follow Theorem1: For every field F, every t

distinct values X and any.t values A there exists a unique polynomial

a(x) of degree at most t — 1 over F such that a( X;, = Yi, forl < j <t

12



Theorem 1 (Lagrange interpolation formula)
Suppose p is prime, suppose X, ...,X, are distinct elements in Z,, and suppose Yijr -+
y, are (not necessarily distinct) elements in Z,. Then there is a unique polynomial a(x) € Z,[x]

having degree at most m, such that a( X;, )= Yi, 1<) <t

The polynomial a(x) is as follows:

=1 ishsthej X,

200=30, T] ~—=ymodp

Ih

A group B of t participants can compute a(x) by using the interpolation formula. But a
simplification is possible, because the participants in B do not need to know the whole
polynomial a(x). It is sufficient for them to deduce the constant term K = a(0). Hence, they
can compute the following expression, which is.obtained by substituting x = 0 into the

Lagrange interpolation formula:

t

K=a(0)=>(y, [] - )modp

L 1ehsthej Ko T X

For a given set B, the reconstruction function is a linear combination of the shares, that is,

t X
K:Z(ﬂjyij)mOd p,where ﬂj = h
i1 II

I<hst,hj Xih _Xij

Notice that g,,..., B, depend only on the set B and not on the secret k. On the other

13



hand, any unauthorized set T with t — 1 parties hold t — 1 points of the polynomial, which
together with every possible secret determines a unique polynomial of degree at most t — 1.
2.2 key management for Access Hierarchies [24]

The paper [24] addresses the problem of access control and, more specifically, the key
management problem in an access hierarchy. Informally, the general model is that there is a
set of access classes order using partial order. They use a directed graph G, where nodes
correspond to classes and edges indicate their ordering, to represent such hierarchy. A user
who obtains access (i.e., a key) to a certain class can also obtain access to all descendant
classes of her class through key derivation. More specifically, a hierarchical key assignment
(KA) is to assign a distinct cryptographic key to each class so that users attached to any “base”
class can also derive the keys of “lower” classes. As confidential data are classified into such
security classes, they can be protected with respective encryption keys using a symmetric
cipher, where the decryption operation asks a user for the same encryption key so as to
recover the data.

For ease of presentation, we have the classes partially order according to a binary
relation “<”. They form a partial-order hierarchy (C, <), whereCJ— <C, means the clearance
or security level of class C, is lower than that of C,, and C,=<C, allows for additional case

of j = 1. The hierarchical KA problem is to assign a key K, to each class C,, so that a

14



user attached to her base class c, can use theissued K; toderive any K; (thusto access
the data in Cj ), iff ijCi . The hierarchy can be mapped to a directed acyclic graph, where

each class corresponds to a vertex. For example in Figure 1.

A ~1,_ y -

Figure 1. A partial-order hierarchy (C , <) of m = 8 security classes. One class may have
multiple immediate ancestors (e.g., Cs <C; ). Although there is a top-level class Cy , this graph

is not a rooted tree.

The approach of this paper can support arbitrary access graphs, they proposed two efficient
and secure key - management schemes for access hierarchies, we introduce the base scheme

is as following:

BASE SCHEME
Assume that we are given a cryptographic hash function F:{0,1} —{0,1}".

Key generation. The private key generation process and the nature of public information

15



stored at each node of the graph is as follows:

Private key Each vertex v; is assigned a random private key k; in{O,l}p. An entity that is
assigned access levelsV <V is given a smartcard with all keys for their access levels V; ev.
Public information For each vertex v, there is a unique label /; in {0} that is assigned
to the vertex. Also for each edge (14,v;), the value Y, ,=k; ®F(k;,/;)mod 2”is stored

publicly for this edge.

Key derivation. All that needs to be shown is how to generate a child’s key from the
parent’s private information and the public information. Suppose V; is a parentof v; with
respectively keys k; and K;. Now, £; and Y;;=k ®F(k,/;)mod 2° are public
information. Clearly, node v, cangenerate kjwith this information.

Example. Figure 2 shows key allocation for a graph more complicated than a tree, for
which we give two examples. First, it is possible for the node with k; to generate key k,,
because that node can compute node can compute F(k;,¢,) and use it, along with the
public edge information, to obtain k,. The node with k., on the other hand, cannot

generate k,, since this would require inversion of the F function.

16



l1:kq

ko @® F(k1,£2) ks & F(k1,£3)
Uk L3:k3
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Lyiky

Figure 2. Key allocation for example access graph.

We introduce the key Recovery security. Informally, in defining the notion of Key
Recovery, we allow an adversary to-corrupt keys at various nodes in the graph. The adversary
then chooses a challenge node v, keys for every child of v , and keys for every sibling of
each node on the way from the root to v_, then adversary can (efficiently) generate keys for
all nodes in the graph except v, and its ancestors. To be more specific, adversary obtains
access to a single oracle that returns a challenge node v, along with all of the node keys as
described above and adversary eventually outputs its guess for K. .

Definition 2  Pseudorandom Function (PRF) Family. Let {F” be a family of functions

peN
where F7:K”xD” —R”. For keK?”, denote by F”:D” - R”. the function defined
by F’(X)=F”(k,x). Let Rand”denote the family of all functions from D’ to R’, i.e.,
Rand” ={g|g:D” ->R"}.

Let A(l”) be an algorithm that takes as oracle a function ¢:D” — R”, and returns a

bit. Function ( is either drawn at random from Rand” (i.e., g<«——Rand”), or set to be 7,

17



for arandom k<«———K?”. Consider the two experiments:

Experiment Exp Eﬁf\_l (p) Experiment Exp EE,F[O (p)
k<«—K” g«——Ran?t

d « A¥ (1) d « A‘(1")

Return d Return d

The PRF-advantage of A is then defined as:
AdvES (o) = | PriExp £ '(p) = 1] - PrlExp £ '(p) =1]].
{F” sen IS @ PRF family if for every: p €N, the function F”is computable in time
polynomial in p, and if the function Adv?,f (p) is negligible (in p ) for every
polynomial-time distinguisher A(1”) that halts in time poly(p).

THEOREM 2 The base scheme is secure against key-recovery for any directed acyclic

graph (DAG) G, assuming the security of the pseudorandom function family.

Definition 3 (Key Recovery). A Key Allocation scheme is secure w.r.t. key recovery if no

polynomial time adversary A has a non-negligible advantage (in the security parameter p)
against the challenger in the following game:

-Setup: The challenger runs Set(1”,G), and gives the resulting public information Pub to the

adversary A.

18



-Phase 1:The adversary issues, in any adaptively chosen order, a polynomial number of
Corrupt(v;) queries, which the challenger answers by retrieving (S;, k;) = Sec(v;) and giving S; to
A.

-Break: The adversary outputs a node v, subject to v’ ¢ Desc(v) for any v, asked in Phase 1,

along with her best guess k; O the cryp . associated with node v'.
We define the adve vantage in attacking the scheme
Note th subject to the

constrai y of any

of its ance

19



Chapter 3
Our Proposed Key Mechanism

In this chapter, we articulate our (Sha, Tun, Rec, Upd) scheme which based on (d,
n)-secret sharing and key management for access hierarchies. To design this scheme, we
consider that use secret sharing scheme to protect hierarchical key. This scheme has four
phases: i) Secret Sharing phase, ii) Social tuning phase, iii) Secret recovery phase, iv) Secret
update phrase. Before describing the details of scheme we show the notation used

throughout this paper in Table 1.

Notation Meaning

G=(V,E) A access graph

v, A content vertex associated with Ki .

v A content vertex of user U associated
with k;,

Vo, 5u User U, who can access which content

vertex associated U

User U, possess the secret associated
secUy,

with U

i
o A label associated with edge (v;,V;)

20



in time period t

F(x) A pseudorandom function

U.d A identifier chosen by Owner U

t A Time period

l A label associated with v,

K; A Master hierarchical key associated
with v,

K. A hierarchical key associated with
in time period t

o The ciphertext encrypted associate

1Y with k;

m;, The contentin v, in time period t

U, A friend of owner U

toow The current time

W, Secret instant in time period t

Wi A set of shares of user U; associated

with v;

Table 1. Notation in paper.

Server Setup

We assume that the following services are available:

1. CREATE(name, pwd): This creates a user account with a specific username. The password,

pwd, is used to authenticate the user at a later point in time. If a user’s account cannot

be created this method will return false otherwise it will return true.

2. GETPUB(username): This returns the public information for username . Note that this

operation is anonymous and does not require the user to authenticate to the server.

21



3.1 Secret Sharing (Sha)

User setup — UserRegister()

The user U creates an account on the server, and then he creates an access graph for
himself. This corresponds to the master vertex and the content vertices. In our case we
create|V | =3 classes named closed, Like-minded, acquaintance respectively as the content
vertices in our access graph. The user then applies Setup to his access graph to establish a
key allocation scheme for this graph. The user posts pub on the server. Finally we construct
|V| polynomials in order to protect the hierarchical keys(i.e. sec) in access graph. Note that
the parameter of secret sharing n we restricted to 2d-1. The details of the algorithm for

creating the access graph are described in Algorithm 1.

Algorithm 1 UserRegister()

1: U: bool:=CREATE (U, pwd)

2: U:if bool = false then
3: FAI
4: endif

5: U: choose a favorite U.id, PRF(x), (d, n)

6: U: construct a access graph G = (V, E) and choose a security parameter p

~

: U: (pubU,secU) « Setup(1”,G,t)

(o0]

: U: split t into n time intervals ti

9: forj=1~ndo
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10:  choose arandom value r; ¢/ N for tj;
11: end for
12: U: Share(SecU)

13: U—Server: pubU

The Setup algorithm takes as inp and produces public information pub

and a secret for each node e grap details of the gorithm are described in

Algorithm 2.

Algorit /

6: end for
7:for (v,,v,)eE ¢
8: compute yi’j’tﬁkj’t@(

9: end for

The output of Setup(1”,G,t) consist of the two mappings Pub : V UE —»{0,1} and Sec :
V > {01} x{0,1}*, defined as:

Pub: v, >/, Pub : ADI=27T
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Sec: v, (S;,ki,)

The algorithm 3 use shamir’s (d, n)-secret sharing scheme to protect the secret (i.e. sec) in
access graph. The user U constructs | V| polynomials of degree d-1 in which its constant term

is the secret P, (0)=k;,, 1<i<|V|. Note that we XOR k, and F(U,.id)in order to let share

it/

P.(x) generates can be different from each user for security consideration. More specifically,

assume there are the two friends of user U, U; and U,, U; and U; get a share from U is
P (x,U id)andP (x,U,.id) respectively. The security consideration is that the users, U; and
U, collude to recover the secret. The result is that U; and U, cannot recover the secret even if
the total number of shares reaches the threshold because the shares of polynomial they

received is specific to each user.

Algorithm 3 Share(SecU)

1:for k eSecU do

2: Choose a,,..., a,,<xF

3:if 1 e€{l,2,...,|V [} then

4: Define a polynomial B (x,U,.id)=k ®F(U,id)+ax+ax’+ = * = +a, x*
5:end if

6: end for
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3.2 Social Tuning (Tun)

The social tuning provides a mechanism for assigning shares to users based on their
cooperative behaviors on contents. It includes uploadResouce and accessResource

algorithms. We introduce these algorithms are as follows:

3.2.1 UploadResource

The uploadResource algorithm.is.a process that a user publishes a content m; associated
with vertex v; to class i (ex: acquaintance) in time period t. Suppose the user U wants to
publish content m; for class i in time period t, U can encrypt content m; using ki and then
submit the ciphertext to server. Finally, the server uploads the ciphertext to a storage service
provider (SSP). The meta(m;) record the information about m; that include tag, size, type and
i. the tag is used to describe the m;; the size is used to describe the content size of m;; the
type is used to describe the content is a text, link, photo, or video; the i means that the

content can be access by i class. The algorithm 4 shows the details of uploadResource.

Algorithm 4 uploadResource (m,,t)

1: U:if ie{l.2,...,|V [}then
2:U: ¢;, « Enceypt (k;,m; )
3: U: meta(m,) || ¢;,,meta(m;) =[tag, size,type, i]

4:U— Server: meta(m,)|l c;,
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5: Server — SSP: upload (meta(m;) || ¢;,)

6: else

8: U — Server: meta(m,)|l c,

9: Server — SSP . upload (meta(m, )|l ;)

3.2.2 AccessResource

The accessResource algorithm allows a user to access contents in a private OSN. A friend

of U, Ug he or she gets the public information of U from server and uses Derive algorithm to

derive the key. Therefore he or she uses the key to decrypt the ciphertext. Der(1”, pub, u, v,

sec,) algorithm takes the public information pub, a source node node u, a destination node v,

and the source node’s secret sec,, and if there is a path from u to v in the access graph

derives the key for node v. A user, who shares content, adds a comment or clicks like is called

a user who does cooperative behavior on content. When a user does a cooperative behavior,

he gets a share. That is, the user can recover the secret when he gets number of shares

greater than threshold of secret sharing scheme. We consider that the access control based

on cooperative behavior can adjust the class members dynamically to leverage keeping
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cooperative users close and decreasing irrelevant contents to others. Through the

cooperative process, the user can broader the view of content (i.e. he can see more

important content because he gets the upper class secret). The algorithm 5 shows the details

of the accessResource.

Algorithm 5 accessResource (U (,¢; ,U  .id,U)

1: U,: pubU <« getPub(U)
2: U, 1k, < Der(?”, pubU, vy, Viy»5ecUy, )
3: U,: my, < Decrypt(k;,c;;)

4: Y i do cooperative behavior on m;; then

5. U, »>U:U,.d

6: U : r; < randomQuery(t,,,)
7: U:P,(r;,U,.id)

8: U, «U:(r;, Py, (r;,U, id))
9: end if

randomQuery is a function that takes as input the current time t,., and produce a random

value r; when tpoy € ti.

share delivery strategy

1. Deliver the share of ki.;: when the message is encrypted with kiy.

2. Deliver the share of current used key (i.e. ki.1+) even if user looks at old content encrypted
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with k.1 in current time period t.
3.3 Secret Recovery (Rec)

The secretRecovery algorithm takes as input the share set and produces a secret. The
algorithm is running at client side when user gets a share from content owner. When the
user whose shares achieve the threshold he can reconstruct the polynomial by Lagrange
interpolation, consequently, the secret P(0) = secret is recovered. Through secret recovery,

the user can access the contents encrypted using the secret he recovered.

Algorithm 6 SecretRecovery(w, )

1: U, :if |W, ; [ d in time period t

2: U, rreconstruct the secret k;, by Lagrange interpolation

3.4 Secret Update (Upd)

The secret update phase not only provides the users who own the contents (owner) to
decrease the level of friend of owner but also keeps the shares the friend of owner get in
second half of the time period t-1 to prevent the effort lost. On the other hand, we
deactivate the shares the friend of owner get in first half of the time period in order to
provide users a strong incentive to do cooperative behaviors on contents. The secret update
phase can prevent the inactive users from doing nothing when recovering the secret. We
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hope that the friend of user can keep doing cooperative behavior even though he receives

shares enough to recover the secret.

The SecretUpdate algorithm takes as input the time period t, secret of owner and

produce |V| Lagrange interpolation polynomials and new secrets secU. To begin with, the

algorithm reselects n random values for new time period t, then updating the secret from

kit1 to ki, furthermore recomputing the public information y;;: using the new secret ki,

finally constructing |V| Lagrange Interpolation Polynomials using new secrets ki and shares

the owner U uses in second half of the time period t-1 as points. Note that we guarantee the

shares of second half of time period t-1 are valid through selecting specific shares as points

to construct new polynomial. The details of SecretUpdate algorithm is described in Algorithm

Algorithm 7 SecretUpdate(t, secU)

1: U :Split t into n time intervals ti

2: forj=1~ndo

3: choose a random value r; e N for tj;
4: end for

5: U: for v, eV do

6: set k; =F(K;,w),w, €g N
7: end for
8: U:for (v,v,)cE do
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10:

11

12

13:

14:

15:

16:

17:

18:

19:

compute vy, ;. =k;, ®F(k;,,/;)

end for

: U —server: pubU

: U:for v, eV do

using the la

{(rd+1’ Pi,t—

Ymu,id =

X

fi(xj): H j

1<m<d Xi _Xm

d
PO id) =3 Vi, il

X,

mzi
X, —X
j m

fi(xj)z H
1<m<d X — Xy

m=1

=1, otherwise

Construct a Lagrange Interpolation Polynomial:
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Chapter 4

Analysis

In this chapter, we analyze the security and performance of our scheme. The security of our

scheme is based on the pseudorandom function assumption.

4.1 Strawman Solution

Before analyzing our scheme, we .initially describe a trivial solution that each user U
prepares a bulletin board for recording all the behaviors of his friend. An example of bulletin
board is presented in Table 2, where the number in the table means that the number of

times that the friends of user U had did cooperative behaviors on contents.

First half of time period Second half of time period
(Acquaintance) 2 2
U; | (Like-minded) 1 0
(Closed) 0 0
1 1
U, 0 0
0 0
1 3
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Us

Table 2. A Fragment of a bulletin board.

In Tun phase, when a friend of user U, U;, does cooperative behaviors on contents, our
scheme will deliver shares to Us. This strawman solution counts all the cooperative behaviors
of friends of user U at owner side. The drawback of this solution is that storage overhead and
bulletin board management overhead. That is, the storage overhead at owner side is
proportional to the size of friends of owner U. Our solution decentralizes storage overhead to
each friends of user U such that decreasing the storage overhead and bulletin board
management overhead. In secret recovery phase, this solution can use a secure way to

deliverkey to user who achieves the threshold.

4.2 Security analysis
Key recovery security

The security of our (Sha, Tun, Rec, Upd) scheme is based on the security of key
allocation scheme [24] that we introduced in section 2.2. More specifically, our proof of
security is based on the standard model assuming that a hash function H(x) can be

implemented as a pseudo-random function F(x). We show security of the scheme against
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active adversary who is allowed to adaptively corrupt nodes in the graph. After corrupting
some nodes, the adversary is presented with a challenge: it is asked to recover the key of a
node that is not a descendant of a corrupted node (the adversary is allowed to corrupt
additional nodes that comply with this condition). We claim that if the adversary wins this
game with a non-negligible probability, then we can construct an adversary who obtains
non-negligible advantage in breaking the security of PRF, contradicting the definition of PRF

defined in definition 2.

Now assume that adversary B is given access to the public information associated with the
key assignment of G and is allowed to adaptively corrupt nodes from V. That is, B obtains K;
<« KA(vj), where v;eV and can compute h « F.(0) for arbitrary labels £ €{01}. At some
point, B makes a single query to a challenge oracle v, <«-C(G), where v, is a node of the
graph not a descendant of any corrupted nodes and is chosen by the oracle. After that, B
may corrupt more nodes that do not have the challenge node v. among their descendants.

At some point B outputs a key k e{0,}”and winsif k=k,.

Definition 4 Let KA be a key allocation that implements an access graph G = (V, O, E) and let B
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be an algorithm that has access to oracles as above and returns a string in {0,1}". We

consider the following experiment:

Experiment Exp¥

KAB

K — BXAM).C(©@)

if after a call to B makes a query KA(v;)

The kr-adva

While the above defini r case this adversary is no
more powerful than a static adversary that is given the maximum amount of information.
That is, if an adversary B is given a challenge node v, keys for every child of v, and keys for

every sibling of each node on the way from the root to v, then B can generate keys for all

nodes in the graph except v. and its ancestors. To be more specific, adversary B obtains
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access to a single oracle that returns a challenge node v, along with all of the node keys as
described above and B eventually outputs its guess for k.. Since usage of static adversary
makes our presentation easier, we will assume that a static adversary with maximal power is
used.

If the adversary B has non-negligible advantage in the key recovery experiment, then we can

construct an adversary AB.that uses B and can distinguish between a PRF and a random

function with non-negligible probability (i.e. break the security of PRFs).

1
LEMMA 1. AdVELf,AB, > AdVY, o ~o

PROOF. We construct an adversary P\a that will distinguish between random and
pseudo-random functions using algorithm B. Instead of using public information associated
with the graph G = (O, V, E) constructed according to the above key assignment scheme, in
this experiment public information is constructed in such a way that with 50% probability the
key assignment is performed in the usual way, and with 50% probability one of the functions
ch (vce V) is replaced with a random function g. AB obtains access to the same oracle C(G)
as B did, and when querying this oracle obtains a challenge node v, along with the keys of

the children of v. and siblings of ancestors of v, (let this set of keys be denoted as x so that

35



{ve, Kc} = C(G). A s then asked to decide whether F, Or g was used in the key

assignment.

It can be constructed as the f

Adversary A

{VCI Kc } b‘

Run a

In the above alg > PRF was used. If

B doesn’t return the cor n. Now the prf-advantage

of A, is:
Advgy, = pr[l=AS® | F_was used]
- pr[1= AS® | gwas used]

> Adve - 1

KA,B' 2_p

Because if ch was used, AB will guess correctly at least with the same probability as B,
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1

and if g was used, the probability that F.(I;) results in the same value as g(l;) is o
Now the proof of key recovery security follows directly from Lemma 1, which states that if an
adversary can break the scheme with non-negligible probability, it will also be able to break
the security of PRFs.

Backward secrecy

For each participating user joining, and assume he is a friend of U, Us, who recovers the
secret ks (i.e. a secret associated with v3 in time period t). Us cannot recover the secret k31
since the one-way property of F, Us cannot recover master key K3 and instance secret w;
through kst. Even though he knows the master key K3, he doesn’t know the instance secret
wi.; therefore he can’t recover ksi;. Therefore, our proposed scheme guarantees the
backward secrecy.

Forward secrecy

For each participating user leaving, and assume he is a friend of U, U;, who recovers the
secret k3. (i.e. a secret associated with v; in time period t). Us cannot generate the secret

ks w1 through the ks; since we generate secret ki1 using the instance secret wy,; chosen

randomly. Therefore, our proposed scheme guarantees the forward secrecy.
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4.3 Performance analysis

We analyze the performance between strawman solution and our proposed scheme

and comparison of storage and computation cost is presented in table 3.

Strawman solution Our proposed scheme
type Centralized Decentralized
Storage cost O(N) 0(1)
Computation cost on O(lgaN) O(dt)
cooperative behavior
Computation cost on key O(N) 0(1)
update

Table 3. N is size of friends of a user; d is degree of polynomial; t is time period.

Storage Cost. The strawman solution is a centralized method which records the cooperative

behaviors on server side therefore the storage cost is proportional to the size of friends of

owner U. On the other hand, our scheme is a decentralized method which delivers shares to

client side when doing cooperative behaviors, we don’t maintain the bulletin board therefore

the size of storage cost is O(1).

Computation Cost. We focus on computation cost of cooperative behavior and key update.

Firstly, the computation cost of strawman solution on cooperative behavior is O(lg,n) since it

has to use search method (e.g., binary search) to find the correct record of friend from the

bulletin board. On the other hand, our scheme doesn’t need to maintain the bulletin board
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but our scheme needs to deliver share to user at client side, the cost is O(dt) since delivering
a share is related to degree of polynomial and time period. Secondly, the computation cost of
strawman solution on key update is O(n) since it has to reset all the records on bulletin board.

On the other hand, our scheme doesn’t need to do that.




Chapter 5

Simulation and Application

5.1 Simulation of Our Proposed Scheme

An experimental (Sha, Tun, Rec, Upd) scheme was simulated to demonstrate the
feasibility of our scheme. This scheme was developed with Java language as a Java
application, which supports cross-platform deployment. The cryptographic tools we use to
implement the blog system are package of java.security and package of javax.crypto. This
scheme consists of four phase: secret sharing, social Tuning, secret recovery, secret update.
Firstly, in the secret sharing phase, we construct a access graph which include classes closed,
like-minded and acquaintance with key length 256 bits then use (4, 7)-secret sharing to
protect hierarchical keys. Secondly, in the social tuning phase, we deliver a share to client
side when a user does a cooperative behavior (e.g. click like, write a comment) on content.
Thirdly, in the secret recovery phase, a client user recovers the secret when he receives the

shares more than threshold of secret sharing. Finally, in secret update phase, we update the
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secrets secU every 60 seconds.

5.2 Application for a Blog management

We build a Blog management system based on our proposed scheme where users are
able to control access to her data without a third-party. Posted data in this system are
divided into two categories: public data that is visible to all participating users; and protected
data that is visible only to the participating user who recovers the secrets. All blog contents
are stored at server. The architecture of our application is represented in Figure 3. The

correspondence between privacy level and class of access graph is presented in Table 4.

Privacy level | Classes in access graph
Level 1 Closed
Level 2 Like-minded
Level 3 Acquaintance
Level 4 Public

Table 4. the meaning of privacy level we used in blog system.
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E é data _| Public data | >| public data’
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Encrypted by user’s Protected oo
' ' data e ——
Server data hierarchical key he cooperative Bob
recovered behavior
Deliver a share associated -
with content level -

Figure 3. The blog system architecture.

Once a user is about to post new data to her blog, she first decides which data is public

and which data should be protected. For the protected data, she decides use which

hierarchical key of classes to encrypt the protected data. Public data together with encrypted

data are sent to the server. When somebody in the system browse user U’s blog, he gets data

from the server. The public data is directly displayed to him, while the protected data is

display as a form of BASE64 encoding [27] which means this data is meaningless to the visitor.

To view the entire content, he first has to do cooperative behaviors on public data or

protected data which he can access. In other words, he will receive more shares to recover
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the secrets through doing cooperative behaviors on contents of different private levels.

Whether he can access the protected data depend on level of hierarchical keys he recovered.

l’Pnsts [ About | Photos |

EE

MDD

How are you doing?

s graph to

encrypt. the o » gori public,

acquaintance, like-minded, cl
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Welcome to my blog

[ Posts | About | Photos | About me

»

Il

closed l = l Post ‘

Y Y Level 1 Thu Aug 09 20:22:27 CST 2012
Moments wasted
Isolated

Time escaping

=N

FHEH Level 2 Thu Aug 09 20:22:12 CST 2012
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l)\ﬁ | v H «
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IS BROER RS RIE 12 el Ll | 15
PRI I ARTRRE i z

;1/

FAE¥ Public Thu Aug 09 20:21:56 CST 2012

How are you doing?

< i |

Figure 5. An example of a private OSN at Server side.

Fig. 5 shows that she posts four messages and the title of messages display the name of
owner, privacy level of message and post time. The button “+1” is simulated as a cooperative

behavior when you agree or like this message.
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Figure 6. An example of a private OSN at client side before decryption. Nobody means that

Welcome to my blog
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ﬂ

FHE S Public Thu Aug 09 20:21:56 CST 2012

How are you doing?

ﬂ

q] [

-

D] |

he don’t recover any secret.

Fig. 6 shows that the visitor Bob visits her blog; he only can access the public level message
“How are you doing?”, other messages only display the BAES64 encoding form of ciphertext.

The left-side display information about user status and shares count. User status means that
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you can access which privacy level of messages and shares count tell you that how many

shares you receive about each class.

[ Posts [ About ’ Photos |
FAE Y Level 2 Thu Aug 09 21:56:12 CST 2012 |4

User Status
Like-minded Moments wasted

Isolated

Shares Count —
level 3 shares 2 Time escaping

tevel 1 shares o |l |ozia]
FHE Y Level 2 Thu Aug 09 21:55:24 CST 2012
n7HYb9KIInJ5+0sCBO7RVXQnVS
FrlIEuiWsD7RDGWG0Iza8kvzxqSp
ygh/82fzymCDzQDttUj+T9b

+ Isearch |
FEEH Level 3 Thu Aug 09 21:55:15 CST 2012 I

L[>

e

WM BREER G K A [~ H 201215
e EWA BH- TH- EM= W0 2EE 20
BRECE R MRATRRE ? N

32| § 6 7 8 g 10 11

+1 33( 12 13 14 15 16 17 18

#RH Public Thu Aug 09 21:55:08 CST 2012 i T s T ) T S )

35| 26 27 28 28 30 31

How are you doing?

;1‘

Figure 7. An example of a private OSN at client side after decryption.

Fig. 7 shows that the visitor Bob recovered the secret of acquaintance class in time period 1

therefore he can access level 3 messages and below but level 2 message not. After secret
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update phase, he eventually recovered the secret of like-minded class in time period 2

therefore he can access level 2 messages and below.




Chapter 6

Discussion

We discuss the advantage of applying our proposed scheme to Facebook fan page. It is a
page for businesses, organizations and brans to share their stories and connect with people.
Like timelines, you can customize Pages by adding apps, posting stories, hosting events and
more. Engage and grow your audience by posting regularly. People who like your Page will
get updates in their news feeds. The purpose and goal include traffic generation, selling
products/services, announcements and promotions, content and value, building a
community/strengthening relationship. Fig. 8 shows a Facebook fan page of Funk metal band
Red Hot Chili Peppers in United States. We think applying our proposed scheme to Facebook
fan page can leverage enhancing the purposes we mentioned above. Firstly, the reason is
that our scheme could let the participating users who interest with the contents to access.
We think that it’s important for commerce consideration since the probability of these users
promotes products/service is relatively higher. Secondly, our scheme is efficient in terms of

storage overhead; we don’t worry about fans too much.
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S on Twitter - http://www.twitter.com/ChiliPeppers n '
About [@) Photos §7 Get Music A\ Merch & Videos  [5T] Events

w7 17.5m

B Likes
Figure 8. An example of Facebook page

After we implement our proposed scheme in real OSNs (e.g., Facebook, Google+), we
could evaluate the parameter of secret sharing (d, n), numbers of class |V|, any access graph
G we defined and update time to find the reasonable parameter to truly distinguish
participating users into classes of access graph we defined therefore we could give a
recommendation to setup these parameters.
Weight of shares. We could consider that the hybrid method which combines cooperative
behavior with trust function [28] to deliver not one share but numbers of shares associated
with weight. “Trust” is a personal expectation that a player has about the future behavior of
another player based on the history of their interactions. The general idea in [28] is to
support good participating users, discredit bad ones and create opportunities for newcomers

whom we do not know much about their behaviors.
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Chapter 7

Conclusion

In this p

e resources are
shared among sers who do
more ¢ d scheme
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