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Abstract

A firm keeps e-Business applications, such as e-Commerce, Supply Chains, and e-Services,
running for cost down and efficiency. An e-Business environment has some different
characteristics from the original business environment such as no face to face operations
without established interpersonal trust among participants, all e-Business transactions that are
performed electronically with the use of communication networks, the participants involved
in through Intranet, Extranet, and Internet, and an encryption storage system in which the
underlying data is constantly changing yet encrypted versions must be stored. Due to the
different characteristics, three basic.components of security mechanisms are needed to create
trust relationship among the participants:

1. Encryption: provides confidentiality-for-each document life cycle in the electronic
document management system.

2. Hash Functions: ensure the correctness of content of a piece of information. Hash
Functions usually integrate with other cryptographies to ensure that no data should be
corrupted in an electronic business application.

3. Digital Signatures: prevent unauthorized modification and repudiation. Digital signatures
are also related to legitimate pattern of operations in data access in a business process.
However, current solutions can not fit in with all conditions of the e-Business

environment. So, the dissertation develops some schemes to improve the barriers. The

developed schemes include as follows:
For block cipher, three are two schemes proposed for encryption modes and padding (the

last block) respectively. For the encryption mode scheme, Katz et al’s unforgeable



encryption scheme is analyzed and improved. The improved unforgeable encryption is
more fit in with the condition when the inputted document changes frequently and small
than original one. For the padding scheme, a new padding with low information leakage
is developed. The new padding scheme can prevent padding oracle attacks. Such attacks
are useful for the SSL/TLS (Secure Sockets Layer/Transport Layer Security) protocol,
which is not only used for building secure channel such as hypertext transfer protocol
secure (https) https but also used for some authentication protocols such as EAP-TLS

For authentication procedure, the current solutions, such as SET, HK, used dual
signature to satisfy the requirements such as integrity, authentication, non-repudiation,
confidentiality, and relationship. However, the number of the participants of
authentication procedures based on dual signature restrict to two. For this restriction, this
dissertation proposed an orthogonal ‘signature scheme that can work within multiple
parties more than two parties and a _flexible authentication procedure based on

orthogonal signature.
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